1 Bl ock Ci pher Apparatus Using Auxiliary Transformation 5 Technical Field
The present invention relates to a datg transformati on apparatus, data
transformati on nethods, and storage nedia in which data transfornmation

nmet hods are recorded, for encryption, decryption, and data 10 diffusion in
order to protect digital information on information comunications.
Background Art Fig. 25 represents an encryption function which is used in
DES 15 described in "Gendai Ango Riron (Mddem G pher Theory)" (The
Institute of Electronics, Informati on and Communi cati on Engi neers,
publ i shed on Novenber 15, 1997, page 46). As shown in Fig. 25, eight
S-boxes are used. These eight S-boxes are nutually different tables. Each
tabl e outputs 4-bit data from®6-bit 20 input data. Fig. 26 shows
non-linear transformation function which is described in "Specification of
E2 - a 128-bit Bl ock, C pher" (NipPon Tel egraph and Tel ephone Cor porati on,
publ i shed on JunéPPgk Gipber AppgsatupVsingApxiliyyransformatias, each
S-function unit consists of eight S-boxes. Conventional encryption devices
use tiple S-boxes. Since some 2 ciphers are equipped with nutually
different, tables, I ry usage is increased as conpared to ones equi pped
with one & FabFﬁg , on the other

The present invention relates to a data transformation apparatus,
data transformation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data

10 diffusion in order to protect digital information on information

communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15  described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).

As shown in Fig. 25, eight S-boxes are used. These eight S-boxes

are mutually different tables. Each table outputs 4-bit data from 6-bit
20 input data.

Fig. 26 shows non-linear transformation function which is
described in “Specification of E2 - a 128-bit Block Cipher” (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10).

25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



hand, other ciphers use only one S-box, the security of the cipher is
decreased. 5 As shown in Fig. 7, when a smormal data transformation unit
(FL) 250 is inserted in the encryption unit, it is required to provide an
inverse data transformation unit (FL")' 270 in a decryption unit to
decrypt the ciphertexts. Since, generally, the normal data transformation
unit (FL) 250 and the inverse data transformation unit (FL-') 270 are

mut ual |y didipksigntrei égidppsd WHICaHEATIY PIiGREEM thBles! NReRIETYRELLL NI t
and the decryption unit cannot provide the sanme configuration.
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in order to generate the extension avi ng hi gher securi

anot her pr j a eratin ext i keys t-hat the 15 .nunmber
of bits of eﬂf/am oot e g;? ﬁ%%t Og‘gg' a‘%m% ?tbﬁ% W) Sy ulog ¢ (TR i$he
pr esent inv&g}éa%gdai ms to provide systens in which circuits for encryption

and decryption are the sanme, and in which circuit area, program size and
menory usage whi gh are used. f on-linear transformation co ation can
be redued, and %ﬁrsra“r?&l}rﬁ} }g.%gv BRorRl %%@éwgﬁénatzeng@ﬁgkﬁ%awsi ng
a sinpler configuration. Disclosure of the Invention A data transfaormation
appar at us oFf l?ﬁg‘iffé% gﬁ? SNCERMI GG 1t AR Fequitefl toderonyde patinvierstdagat a
transformati on appar.atus _h‘é\]%/ip%a data 25 processi n% unit for inputting key
data and péFanyipamatign ynihHL o bm & daeiymyiown wait 6o daetyptahd cigeerpetison of
data, the data processing unit divides data to be transforned i. rt:o first
data (L) arminescesnerabyatirnamalpdeta transfomaationr undf Gfhht3s6n andnthe

inverse data transformation unit (FL') 270 are mutually different circuits,
10  causes a problem that the encryption unit and the decryption unit cannot
provide the same configuration.

Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security.
There is another problem in case of generating the extension keys that the

15 m;mber of bits of key data to be input as an initial value should be fixed.

The present invention aims to provide systems in which circuits for
encryption and decryption are the same, and in which circuit area, program
size and memory usage which are used for non-linear transformation
computation can be reduced, and‘ furthermore, the extension keys can be

20 generated using a simpler configuration.

Disclosure of the Invention
A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25 processing unit for inputting key data and performing at least one of



the data processing unit includes: 5 a nornal data transformation unit (FL)
for transformng the first data (L); and an inverse data transformation
unit (FL-1) for transforming the secontl data (R) by performing an inverse
transformation of a transformation by the normal data transformation unit
(FL). 10 The above data processing unit includes a first input port, a
second input port, a first output port, and a second output port, the
above normal data transformation unit (FL) outputs transforned data to the
first i npgncpartionéf dde arat depyptiessifidptani t, and 15 the above inverse data
transformation unit (FL-') transforns the data output fromthe second

out put port of the Jdas prpeesissingt Wivideandatows By srdnsdnsial 18, ¢aka. The
above data processing unit includes a first input port, a second 20 input

port, a fidasi (lNuapdite@aid datan®k)rREser e AY Mt aP9h hafob BB RYY MRl dat a

transformation unit (FL) outputs transforned data to the sécond input port

of the data progasghtadpiRbésingdRfhit N1l ,Q¥er se data transformation unit
(FL-") transfornms the data output fromthe first output port of the data

processi ng uni t , 30d Rt PALS tra%éfélrrﬁlgﬁgﬂL@ga@tﬁéaforﬁaégg%%ﬁl&%rg?ﬂf% ﬁi&ga tion

apparatus of the present invention 1s rrze havi ng
a data prggesgin nit for inputting key data and perform ng at |east one
of encryptlaona('))f gggta and decryption of 5 data,

an inverse data transformation unit (FLY) for transforming the
second data (R) by performing an inverse transformation of a transformation

by the normal data transformation unit (FL).

10
The above data processing unit includes a first input port, a second
input port, a first output port, and a second oﬁtput port,
the abgve normal data transformation unit (FL) outputs transformed
data to the first input port of the data processing unit, and
15 the above inverse data transformation unﬁ; (FLY) transforms the

data output from the second output port of the data processing unit and

outputs transformed data.

The above data processing unit includes a first input port, a second
20  input port, a first output port, and a second output port,
~ the normal data transformation unit (FL) outputs transformed data
to the second input port of the data processing unit, and
the inverse data transformation unit (FLY) transforms the data
output from the first output port of the data processing unit and outputs

25 transformed data.



the data processing unit includes a non-linear transformation unit for
performng a non-linear transformation of data, the non-linear
transformation unit includes: a -first 4ransformation unit (S) for
-inputting a part of data to be 10 transfornmed as first partial data,
transformng the first partial data using a transformation table T, which
i nputs data, transforns a value of the data into another val ue and out puts
the data, and outputting transfornmed data; and a second transformation unit
(s.) for inputting at |east another part -15 of the data to be transforned
as second partial data, transform ng the second partial data by a

transformtion Asidagt beardsfenshgonahppardifl &fT (AR p@@ser&pqh%hPﬂnf ®d
second part, and outputting transforned data. The above fi
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output data s,(y,) and outputs the data sl

t he secongstd angf | y the tranfor tion
table T toaout% pS{t B%I{aft@f % l%aébtzgj %Pﬁ;’ér?cg?gﬁxlﬂgn%ff d%ﬁl 7 Apd,dece ?1‘9?) rTItao

out putg (rg g%,s (y,))), and outputs the data(rot (SI(Y2))) as data z, = rot

25 (S 1 (Y 5 The above data processi ng unit further iucI udes athird
transforrratlonﬂ{y@§ 3}Candaforth ansforrr?tlon uni t for
respectively iRAputtihg Partia ¥ h i ROLy; W@Féﬁ?n?ﬁoéﬁaﬁ?@ Bngtst

parti al dt%ta apd t.he 5 seﬁond gartlfal dat a ?. third partial data and
i nput ti ng" PATTAPVREE W OF A STARFIPRRANAR st he first partial data, the
second partial data and the t |rd partial data as fourth partial data,

transformng t HECH-Hopar P’iaaﬂs ‘H’é’t%tm%}hé!mt mcludes:

a first transformation unit (s;) for inputting a part of data to be
10  transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;
and
a second transformation unit (s,) for inputting at least another part
15 of the data to be transformed as second partial data, transforming the second
partial data by a transformation using the transformation table T and an

operation for second part, and outputting transformed data.

The above first transformation unit (s,) inputs data vy, to the

20  transformation table T to output data s,(y,) and outputs the data s,(y,) as
data z, = g,(y,), and

the second transformation unit (s,) inputs data y, to the

transformation table T to output data s,(v,), performs rotational shift on

s,(ys) to output (rot (s,(v,))), and outputs the data (rot (s,(y5))) as data z, = rot

25 (5,(yo))-



the fourth partial data by the transformation using. the transfornmation
table T and an operation for third part and an operation for fourth part,
both of 10 which are different fromthebSoperation for second part of the
second transformation unit (s9), and outputting transforned data. A data
transformati on apparatus of the present invention is characterized by that
in the data transformati on apparatus having a data 15 processing unit for
inputting key data and perform ng at | east one of encryption of data and
decryption of data, the data processing unit includes: a subfield
transformation unit for inputting data to be transfornmed, assumng the

data as an el emdfo obbovd | daa {1@0sd0AE Nenit hofudeh by Hige20 of YRR
el enent circuit using a subfield of the field, and outputtlng trans or med

data; and sgndtbhingioh A8 Q) HRNILR D bl A MARLEH BAERE) BN GE(2D)

provided at at |east one of a forner roun

bfield GF to b
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when X = % ﬁ t){?i{&sfo mati on ap, aratus of the present invention is
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T and an operation for third part and an operation for fourth part, both of
10 which are different from the operation for second part of the second

transformation unit (s,), and outputting transformed data.

A data transformation apparatus ‘of the present invention is
characterized by that in the data transformation apparatus having a data
15  processing unit for inputting key data and performing at least one of
encryption of data and decryption of data,
the data processing unit includes:
a subfield transformation unit for inputting data to be transformed,
assuming the data as an element of a field, transforming the data by an
20 inverse element circuit using a subfield of the field, and outputting
transformed data; and
an affine transformation unit for vector space GF(2)" on GF(2),
provided at at least one of a former round and a latter round of the subfield
transformation unit, for assuming data on GF(2)" to be transformed as an

25  element of GF(2)" which corresponds naturally.



processing unit for inputting key data and perform ng at |east one of
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying
the key data to the data processing unit, 15 the data processing unit

I ncludes a non-linear transformation unit having cascaded plural rounds,
each of the plural rounds inputs an extension Kkey and perforns a
non-linear transformation, the key generating unit includes a key shifting
unit for inputting at |east one of the key data and data generated from
the key data and 20 depending on the key data, perform ng a rotational

shi-ft by a predqﬁﬁrﬁbd%%dsﬁbﬂ&&rtrﬁﬁsﬁkfn%t%h %?b-includﬁzon@"fﬁ{rglﬁfﬁrb@f y

j, kis one of 1 through in, I'S"an

integer, Bpardion un@s)for%ﬂglaﬂ?'lﬁ'&?&lhggdﬁ% ?glﬁqﬁ(%e%?%wpﬁ]@e@%h e

t he pl ural rounds of the non-Ttinear trans or ma unit Y data

on whi ch f y Sshifting unit
i ncl udes Elg%r%%%%/ﬁgﬁ{ts%% b rdergdl lsot%'s (l)ir B%erq‘dcgr)ﬁq ??ga% ﬁ?éf 8@ ékift by
Z1 1 t atlo on Ierf r .operating
E he rotat F%‘hBF %}15(15?19 e%t) ?’ﬁg&tlﬁhé oﬁnt %@aﬂ{l%ﬁ DEIF%
rotatlonal Is performed by Zi bits, ormthe rotatlonal shift
by (2 1 dafs"y, by FedBisivaly” w%m@ HRact é\t@r rfiﬂtasm pnd lagyen BY2-bit
generate %l J§e)ﬁ/ dat a V\/q%_g( for e rotational shift by Zi+1 bits,
and opera f*ﬁ% p S 2540 Bei on 0J§ tl‘r stFe Xl)t(er@(f%me pendy Gata, on
10 which the rotational shift is perforned by Z;,.,., bits, to performthe
rot ati onal

A data transformation apparatus of the present invention is

10  characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one .of
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,

15 the data processing unit includes a non-linear transformation unit
having cascaded plural rounds, each of the plural rounds inputs an extension
key and performs a non-linear transformation,

the key generating unit includes a key shifting unit for inputting at
least one of the key data and data generated from the key data and

20  depending on the key data, performing a rotational shift by a predetermined
number of bits Z,, Z,, ..., Z,, (where each of i, j, k is one of 1 through m, Z, - Z;
= IX({Z,, - Z_i) = IXB (I is an integer, B = Z;,, — 2))), and generating an
extension key for the each of the plural rounds of the non-linear
transformation unit from the key data on which the rotational shift is

25 performed, and



shift by I X (Zi+1- Z1) bits (I X B bits), and nmaking the rotational shift
register to generate the key data which is perfornmed the rotational shift
by Zi-f2 bits. The above rotational shi7fft register is a circuit which
performs a 15 rotational shift of Z;+1 - Zi bits (B bits) by 1 clock cycle
of an operation clock supplied for operating the rotational shift

regi ster. The above rotational shift circuit includes a selector for
selecting one of Bl1= 8 X J1 +1 (J1= an integer greater than 0) bits and B2

= 8 X J2 1 (J2 theZReypbhiffihgdfiit Hi@aligs: than 1, there is no relation between
J1 and J,, nanmely, J1 #J2 or J1 = J2) bits as (Zi+1- Z;) bits (B bits). A

data transfor I anparak : i I erized by

that in the d%&%gnsforﬁﬁﬁggséggg?g?%s a%’?é:\ée‘gké‘gtgghgﬁh%‘?éﬁé’:@gw uni t

for inputsi B&s@b%@té‘t &R‘éj%;ﬁ’ee{a{gf%‘hmaﬂﬁ at |least one of 8 encryption of data
t a

and decryption of a, an ey’generating unit for generating key data
to be used by t t rLocessi umg t _and. supplyji.ng the ey data to the
data processi ngygﬁﬁﬁf’ﬁ?gefgﬁgi’%lagﬁ&@%Fﬂga%tﬁﬂaﬁ E‘h’#&l ’%&geé ﬁ@ﬁn‘? iORethe
transformation unit of cascaded pl.ural rqunds, e .of the plural rounds
input® a x&% ioé‘nwﬁé‘ibam ﬁgp?ﬁ}ﬁél?‘élsrﬂﬁ’f? I‘P?‘F‘élabyfﬁ gh@ﬁé‘?ﬁﬁ%‘ﬁ%m thehe key

generating, unit cl.udes_a k shifting unit for rotationally shifting key
data by af%ﬁgﬂ’é? ‘Tr’hﬁfhg'ﬂ%%i@rfb% hags {ﬁ L’Btsl:Bn%kltr@t}ﬁ%é‘é@ﬁ\aéﬁblfbmeg?ng ating
t he extension ke%/ to be supplied to the each of the plural rounds 10 of the
non- | i nedf gengratenthakesdataivhichia ngsfeamed; the ratabwnehshof bye¥., usis. f or
the each of _the plural rounds of the non-linear transformation unit from
key dat a,2fthe key shifting unit does not generate the extension key by
i gnori ng ) . _
operating the rotational shift register I time(s) on the key data, on
10 which the rdtational shift is performed by Z,,, bits, to perform the rotational
shaft by IX (Zi+1 — Z;) bits (I XB bits), and making the rotational shift register

to generate the key data which is performed the rotational shift by Z.., bits.

The above rotational shift register is a circuit which performs a
15 rotational shift of Z,,; — Z; bits (B bits) by 1 clock cycle of an operation clock

supplied for operating the rotational shift register.

The above rotational shift circuit includes a selector for selecting one
of B, = 8Xd, +1 (J, = an integer greater than 0) bits and B,=8XJ, 1 (J,=
20  an integer greater than 1, there is no relation between J, and J,, namely, J 1

+d, or J, = d,) bits as (Z,,; — Z,) bits (B bits).

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25  processing unit for inputting key data and performing at least one of



certain data anong the key data being rotationally shifted by B bits 15
successi vely, and generates the extension key from other renmaining data. A
data transformati on apparatus of the pr&sent invention is characterized by
that in the data transformati on apparatus having a data processing unit
for inputting key data and perform ng at | east one of 20 encryption of data
and decryption of data, and a key generating unit for generating key data
to be used by the data processing unit and supplying the key data to the

dat a proceasiypdidinbf datdhereegspriat iofididtal tandng! ]H%E%én@a;zitiﬂ%tun% i key
transformation unit for inputting Gbit key data, 5 "havi ng bits,

transf or n‘g@gemm & Baleeth pahged Bth@t&aqatptrbéas@g ahitG éxgﬁl&;@g‘éﬁe‘” red

key data having bits; and a second G bit “transfornmation u

i nput ti NgERYkd tSth&aRiL d key data output fromthe first Gbit
key transfoir}rrgtion u‘hﬁl-it ,apﬁ#gﬁégggﬂjﬁ’g the G bit key data, and outputting

second Gbit tr . nd_the ke nerating.unit, ip case
that the key geﬁ%ﬁgﬁa:%%ﬁ%l fﬁgﬁlﬁgfgﬁl&?%%? rkoélyﬁﬂé?lgalﬁns'% on I’l‘é‘l@git key
£i Ty ; : . ¢

Gt & r areraeld il Rapgtibach BT FBH] Hents iupdle pesgzson ey L
transformati,on Pnit as Glbit l%e%%dfgta 10 transfornmed, and the key

gener at i ngROMEFIOTIS A AeR-inear ARSIERAGRer ating unit inputs 2G bit key
data K, generates G bit k?%_ data. . fromthe 2G bit key data K, inputs the

B

G bit key data o BeRLIASIR L BN Inalude sy atkqyeshifnagsmst fert rafmtiomially t o

transform ]_%tnd (i{ut puts first Gbit transfornmed key data K1, inputs the
shifting key data by a predetermined number of bits (B bits) successively on

generating the extension key to be supplied to the each of the plural rounds
10  of the non-linear transformation unit, and generating an extension key used .
for the each of the plural rounds of the non-linear transformation unit from
key data,
the key shifting unit does not generate the extension key by ignoring
_certain data among the key data being rotationally shifted by B bits

15  successively, and generates the extension key from other remaining data.

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one of

20 encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,

the key generating unit includes:

a first G-bit key transformation unit for inputting G-bit key data

25  having G bits, transforming the G-bit key data, and outputting first G-bit



15 first Gbit transfornmed key data KL to the second G bit transformation
unit to transform and outputs second G bit transforned key data K2,
concatinates the first Gbit transformed key data K, output fromthe first
G bit key transformation unit and the second G bit transfornmed key data K2
output fromthe second Gbit transformation unit, and outputs a 20
concatinated result as transfornmed 2G bit key data (K,, K2). The above
first Gbit key transformation unit includes: a non-linear transformation
uni t havi ngansformedray date lpeihgGbitg amdn-| i near transformation on the

G bit key data; and 25 a | ogical operation unit for perform ng a | ogi cal

operation of a kO0.h@fdvay-biy APsdF5IRELIGN buhitkeYr gﬁ@ﬁtﬁggpﬂft\ 1%@‘@103900”"

round of the non- |inear transfornmation un| t~ an daia’i nput

to the fiksinGoRhbakey d&faaﬂﬁ{éﬂ.{t”ﬁbbaof‘hé‘ L ébI#Eeggc?gﬁ?fégxlgge“efat' ng

unit further includes a bit transformati on

Q bit keyy ase that .t Q. bit (G<Q<ZG)
key data |€ﬁ?sﬁ%ltjﬂh% tt%at a?tié)ké {‘F‘fa@%ﬁ) “éBpgr"%%%c%*Pdt@l Feasiirmefl ent i on
is 105chg quita(%l by that in a data transformati on apparatus having: a
dat a proces ing unit for inputting key data and perform' ng at | east one of
encryption of dat decr I on of data; an key generating unit for
generating key g?ﬁg y(geggraﬁ]g% ulﬁ'ﬂrt fR&agadhat §g6 FeTSTERpPTAHINE Whid 1BOPER vi ng
the key d . a roces ni 15 the_data transfornmation

appar at usﬁﬁl'ﬁ’él 8}'n§a #g b I?‘F'Féaf' 3313’(1? gty daite Krfontha diyst aGRsy keyncti on

unit for Eerf rmng a | ogical operation of data to be
ranstormation umtto transtorm and outputs G-bit transformed key data K,

output from the first G-bit key transfoxjmation unit as G-bit key data

10 transformed, and
the key generating unit, in case that the key generating unit inputs
2G-bit key data K, generates G-bit key data from the 2G-bit key data K,
inputs the G-bit key data generated to the first G-bit key transformation unit
to transform, and outputs first G-bit transformed key data K,, inputs the
15  first G-bit transformed key data K, to the second G-bit transformation unit
to transform, and outputs second G-bit transformed key data K,
concatinates the first G-bit transformed key data K, output from the first G-
bit key transformation unit and the second G-bit transformed key data K,
output from the second G-bit transformation unit, and outputs a

20  concatinated result as transformed 2G-bit key data (K,, K,).

The above first G-bit key transformation unit includes:
a non-linear transformation unit having two rounds for performing
non-linear transformation on the G-bit key data; and

25 a logical operation unit for performing a logical operation of a



transforned and the key data; an S function unit for converting data to be
transforned into other 20 data;' and a P function unit for performng a

| ogi cal operation anong pieces of .datl@ to be transforned, and the key
function unit is placed between the S function unit and the P function
unit in the non-linear function unit (F). 25 11 A data transformation
apparatus of the present invention is characterized by that in a data
transformati on apparatus having: a data processing unit for inputting key

data and pedfwantrgsiérohehS-bitdody ahtLoatpitt from ffsebhd@ randdITeh¥mdpn of
data, and a key generating unit 5 for generating key data to be used by

the data piReeIsiRdotihtioand SRRl tHe'G-bit ey WeYa 4t E&t}?@ﬁr%@%i@ﬁ;@g%si.ng
unit, the data transformati on apparatus |ncYud| ng ‘a non-|[1near functron

unit (F) kpedddingiiof KBy function unit for performng a |ogical operation
of data to be 10 transfornmed and the key data; an S function unit for

converting data to be transforned into other data; and a P function unit
for performng a |ogical operation anong pieces of data to be transforned,

and 15.the key fwnctihion upit is placed ong of before,the S functjon unit
and _t%e P function a&fﬁ?? gﬁ%l 5??%;%’(% bon uﬁ‘&‘tt?‘Sﬁ H?‘ﬁlllg‘aﬁdat &t plepghlt i on
unit in %Pa%s?c?rr}:ﬁél{:igg%rnig For:]rcf}oln(x)rgrtlﬂq:th—inFt) key data into the 2G-bit key data in

case that the Q-bit (G<Q<2G) key data is input.

A data transformation apparatus of the present invention is
10  characterized by that in a data transformation apparatus having:
a data processing unit for inputting key data and performing at least
one of encryption of data and decryption of data; and,
a key generating unit for generating key data to be used by the data
processing unit and supplying the key data to the data processing unit,
15 | the data transformation apparatus including a non-linear function
unit (F) having:
a key function unit for performing a logical operation of data to be
transformed and the key data;
an S function unit for converting data to be transformed into other
20 data; and
a P function unit for performing a logical operation among pieces of
data to be transformed, and
the key function unit is placed between the S function unit and the P
function unit in the non-linear function unit (F).

25



The above S function unit includes: 20 a first transformation unit (s,) for
inputting a part of data to be transforned as first partial data,
transformng the first partial data usihg a transformation table T, which
i nputs data, transforns a value of the data into another value, and
outputs the data, and outputting transformed data; and 25 a second
transformation unit (s) for inputting at | east another part 12 of the data
to be transformed as second partial data, transform ng the second parti al

data by a transAodasd i transfiginigridne appansfuyy oft ithe pabdentT iAMeh@Ee is
operation for the second part, and outputting transforned data. 5 A data

tr ansf or ngH41QRtPRA R Hsatoln 4 FStP LRSI L AYBAld I rhBus HQ@ﬁ%@t erized by that
in a data transfornation apparatus having a data processing unit for

i nputting key d@HQt@?f’oo@%i‘h rdﬂi@%finﬂ@@ﬁ%ﬁ}ﬁ&?d%& aﬁﬂ?&f&mﬁgggtfgg%a and

decryption of data, the datd transformati apparatus 1nc
non-1i ne i i i neludi .2 P.f tio nit which. perforns a
logi cal oo B PAHIRULR 31440 ARG GLARIRh B MBS BRT o Rhs i i St
function unit inputs,eigh ieces af, 4n-bi,t data (n is an integer . greater
than B b eoppAhe 1 Whka Ry BERTedny the ipia Prctesfing it pnthrig bty iR
operation_of, at .| east .t of the four .15 pieces of data zl, z2, z3, z4 to
obtai n 4nth FeSofataato V?W%Oc?ﬁstmﬁué}l scuit for performng an XOR
operation of at, Ie%ist t WO g{}_ the four pieces of data z5, z6, z7, z8 to
obtain 4n-bit rétidotransiqratipn aprarabys in¢lyding of ppRilingairfuxchon

operation of U .and U2 to obtain 4n- bit operation result US;
unit (F) including: -

a key function unit for performing a logical operation of data to be
10  transformed and the key data;
an S function unit for converting data to be transformed into other
data; and
a P function unit for performing a logical operation among pieces of
data to be transformed, and
15 the key function unit is placed one of before the S functioﬁ unit and
the P function unit and after the S function unit and the P function unit in

the non-linear function unit (F).

The above S function unit includes:

20 a first transformation unit (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
mto another value, and outputs the data, and outputting transformed data;
and

25 a second transformation unit (s,) for inputting at least another part



20 a rotational circuit for performng a rotational shift on Ul; and a
circuit for perform ng an XOR operation of output fromthe rotational
circuit and U3 to obtain 4n-bit operatidn result W4, and the data
transformati on apparatus divides U3 and W4 into four pieces of data,
respectively, and outputs eight pieces of n-bit data z';, z'2, ..., z'8. 25
13 A data transfornmation nethod of the present invention is characterized
by that in a data transformati on nmethod for executing a data processing

process f of thedata ime kepsftatee hads@ontiqyvthd dita) Baski@Neingf theaRes Y@t i on
of data and decryption of data, 5 the data processing process divides data

to be trapafialdeta miyoa ftifssfordatian(ddingNthes 8GR Aok @agm BRAT QL ™S

data transformation, and the data processing process includes a norial data

Lr ansf or TBbéwitd 28BS defbid bt HEANIBLEAR dhfblisl afala (L): and 10 an
I nverse data transformation process (FL-1 or transtormng the second
data (R) by perform ng an inverse transformation of a transformation of

the normal data transformation process (FL). A data transformation nethod
of the; present jn [ ' .char erized_ by that in a.data. X
transformation %e;ﬁ%?)% ?fc])arﬂSZ?(ré%u lﬁ?ltﬂngaﬁﬁéﬂqtgsproéc@%i RGeS e RECRPN Fhut ti ng
key dat a - h0g,.at, | east,.one of ., encryption of daja and decryption
of data, %Ee agg({ é%[’)(frn(l)) eté}g‘}tnﬂ1 &gégasgr"i“}ﬁ,ff){}&éé% ﬁBHaﬁtﬂl@ailaY%gf datmt i on
process for Eer.f orm r}? a non-|inear transfornation of data, 20 the

non- | i neat" CFEHGEo AT 10 IPPBLMRE ksvcdftasand performing at least one of

encryption of data and decryption of data, the data tranéformation
apparatus includes
10 a non-linear function unit (F) including a P function .unit which
performs a logical operation among pieces of data to be transformed, and
the P function unit inputs eight pieces of 4n-bit data (n is an integer
greater than 1) z,, 2,, ..., z; and il_.lclu;lles:
a circuit for performing an XOR operation of at least two of the four
15  pieces of data z,, z,, z;, 2, to obtain 4n-bit operation result U;
a circuit for performing an XOR operation of at least two of the four
pieces of data z;, z,, z;, Z; to obtain 4n-bit operation result U,;
a circuit fqr performing an XOR operation of U, and U, to obtain 4n-
bit operation result Uj; |
20 a rotational circuit for performing a rotational shift on U,; and
a circuit for performing an XOR operation of output from the
rotational circuit and U, to obtain 4n-bit operation result U,, and
the data transformation apparatus divides U, and U, into four pleces
of data, respectively, and outputs eight pieces of n-bit data 2 Ly iey Ty

25



a first transformation process (s) for inputting a part of data to be
transforned as first partial data, trangform ng the first partial data
using a transformation table T, which inputs data, transforns a val ue of
the data into another value and outputs the data, and outputting
transforned data; 25 and 14 a second transformation process (S2) for

I nputting at |east another part of data to be transfornmed as second

partial data, transfgrm pg, SFC;e}?n_Iatioc‘rFC%&hBﬁr tdealiy atlgrret%ég‘é(r)ﬁg‘g%}g{iggt ggg

using the transformation ta and an operation f

out putting PN ) t ansf.ormation t hod of. the present
i nventi on ic%éﬂ(ﬁ%ﬁ%%@gw ?@éag By @ﬁ‘gﬁ%{‘%m&%?’téo? Pé‘?ﬁ’fogrnﬁﬁﬁ%ﬁu Hodatar
executing gata- rocessi g .process for ,ipputtin ey .data and perform ng
at I east oREGEOg BFYAERF T JRPHETEE ey dabd el BRrierindae cat {avet et
Pput ¢ ng ARPTEE RS Tatpgd Ororeioasd dithg he data as an ol ement of a
field, transfornng.the data by an inyerse elenment circuit using a
subfiel® of the theflata grrfesyngmpoeesigdividessdafiantedbe dransfarmedSnam fiaét i ne
transformation If;’))rocess for_ vector space G-(2)" on GF(2), provided at at

| east one BftaUploandeeqondritptad®) andnarorms dath tfansfernsationeand
transformation unit for assum ng data on G-(2)" to be transformed as an
el ement of GF(2)theghaighprssessisppnotesaatcludesy. 20 A data transformation
met hod of the present invention is characterized by that in a data
transformati on netbodal datetemsfomyatiodatracess (FL) for transforming the first

data (I); and
10 an mverse data transformation process (FL'Y) for transforming the
second data (R) by performing an inverse transformation of a transformation

of the normal data transformation process (FL).

A data transformation mgthod of the present invention is

156  characterized by that in a data transformation method for executing a data

processing process for inputting key data and performing at least one of
anryption of data and decryption of data,

the data processing process includes a non-linear transformation
process for performing a non-linear transformation of data,

20 the non-linear transformation process includes:

a first transformation process (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;

25 and



processi ng process for performng at |east one of encryption of data and
decryption of data, and a key generating process for generating key data to
be used by the data processing processland supplying the key data to the

25 data processing process, 15 the data processing process includes a
non-linear transformation process having cascaded plural rounds, each of
the plural rounds inputs an extension key and perforns a non-I|inear
transformation, the key generating process includes a key shifting process
for 5 inputting secohdastnsfemationhpraeys daf)afornigiptatiagWhi tdhst S ERASH at ed
fromthe key data and depending on the key data, performng a rotational

shift by parproédittar i bedtrausfemed abi dscodl, pdial data Zipa fdﬁ‘)?f-, h of
i, j, kisoneof 1 throughm Zk - 7~ = | % (Zj +i a-a’ZjI’a;lS| 'qBﬂ%(FB%S an

integer, Becond phrtialZlath byafdnsBeReidth Mei tEé‘Eﬁ-ﬂ?s!fohnEﬁant%lreg?}eﬂlﬁ ch of

the plural round of the non-linear 10 transformation process key

data on WahGpelhfioh #:24dc0Ralpa$ 'ai;xi]dl %ﬁtptﬂ%frfggfﬂﬁgforgrgegi }%Qﬁaokey shi fting

process includes: a rotationa ti'ng process; ntrol process for
operatgng the rotational shifting process 1 tine 15 on the key data, on
which the rotational shift is perfornmed by 4 bits, to performthe

rotational shifi b Z1l+] _-. Z1) bits bits), ki ng the rotational

shifting pr ocesjé t%atéerll%érl%?fgnp%igoﬁleym%glf‘%a V\A’?I)fc ljfgfgs H}'g??%fr nEY SRy otsat i onal

shift by +|. bits nd, operating the rotational shifting process | tinmes

on the k@al&*&% }Z%Jnﬁwﬂll%‘hlﬁ ﬁéjdrqgt‘é?%‘f?ﬁma&h‘?l% ﬂn%tiwééplr SKAttting ajdatabi t s,

to perform 20 t.he rotati?ﬂnal shift gégl X (Z+1, - ) bits (I X B bits), and
S

Z
maki ng t hRFECEEHPE HEACESSs FiYF PR tIRE KeE sdqis gedeparfarming lasyledat anehofch i s
perforned t ot at j, opal

he .
encrypl(llon of data and decryption of data, the data processing process

10  includes:

a subfield transformation process for inputting data to be
transformed, assuming the data as an element of a field, transforming the
data by an inverse element circuit using a subfield of the field, and
outputting transformed data; and 7

15 an affine transformation process for vector space GF(2)" on GF(2),
provided at at least one of a former round and a latter round of the subfield
transformation unit for assuming data on GF(2)" to be transformed as an

element of GF(2)" which corresponds naturally.

20 A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
processing process for performing at least one of encryption of data and
decryption of data, and a key generating process for generating key data to
be used by the data processing process and supplying the key data to the

25 data processing process,



shift by ZE+2 bits. A data transformation nethod of the present invention
Is 25 characterized by that in a data.%ransfornation net hod for executing
a data 16 processing process for input% ng key data and perform ng at | east
one of encryption of data and decrypt in of data, and a key generating
process for generating key data to be used by the data processing process
and supplying the key data to the data processing process, 5 the data
processi ng process includes a non-linear transformation having cascaded

pl ural rounds, tarklati priccesding ghrocesmdschwdests rmon-dixkansiransfokeptiond
perfornms a non-linear transformation, the key generating process includes a
key shi f t pnocgssdeeangfascaded giluoalatdynds)i ddanof kiry platal myumdpigsetser m ned
nunber of bits (B bits) 10 successively on generating the extension key to

be suppl i et axendiendashand pebforplsud abnFinedstrahstditndis,| | near
transformati on process, and generating an extension key used for the. each

of the plural rﬂ:;m&[yofgehh@tn@-ﬁﬂoa@ﬁ inthals! ar iRy RifAhgc pesedssorkey
data being rotationally shifted, the key shifting process "does not generate

the exd engimittiryableasl Bnk GTAhEMEyCRithaiid datawHIBAGs eAekR¥dd84A B Ng
rotationally shifted by B bits successively, and generates the extension

key from pbfetats e abpéhdlabon the ﬁe&%ia&a,agéﬁeﬁﬁmnés QORGSR %ﬁ%ﬁ pr esent

invention is characterized by that in a data transformtion or

execut | NOppediabAnAlPhARRRY Gl 20958 107, | ittt gagxé(@)g;ipff}% Bapdort

performng at least one of encryption of data an
L SRS e PR RSN i A DA
PrOCESS,  generating an extension key for the each of the plural round of the non-linear
10 transformation process from the key data on which the rotational shift is
performed, and
the key shifting process includes:
a rotational shifting process; and
a control process for operating the rotational shifting process 1 time
15 on the key data, on which the rotational shift is performed by Z; bits, to
perform the rotational shift by (Zi1 — Zj) bits (B bits), making the rotational
shifting process to generate the key data which is performed the rotational
shift by Zi1 bits, and operating the rotational shifting process I times on the
key data, on which the rotational shift is performed by Zi..1 bits, to perform
20  the rotational shift by IX(Zi1 — Z) bits (IXB bits), and making the rotational
shifting process to generate the key data which is performed the rotational

shift by Zi.2 bits.

A data transformation method of the present invention is

25 characterized by that in a data transformation methed for executing a data



the key generating process includes: 25 a first Gbit key transformation
process for inputting Gbit key data 17 having G bits, transform ng the

G bit key data, and outputting first Gl6it. transforned key data having G
bits, and a second G bit transformati on process for inputting the first
Gbit transfornmed key data output fromthe first Gbit key transformation
process, 5 transformng the Gbit key data, and outputting second G bit
transforned key data, and the key generating process, when the key

gener at i nPYPFEEYS Progase sfor Gnputtikeykeatdat, andmerforntingGbiléakeyndaifa K to
the first Gbit key transformation process, transforms the Gbit key data
K, and outperat®n of data andnidcoyptécn lofydatat antlia hey pehefatong tiecdds’ o G bi t
key transformati on process as G bit key data transfornmed, and the key

gener at i ngepexaiiss keydeana théekaypddsnthical AR0pRIcOSSRE ProditisSand %P%Iyiﬁ@/ data
K, generates G bit key data fromthe 2G bft key data K, inputs the bi t

key data gha&estdada to thbdata psdcebefig pHRYsd ransformation 15 process to
transformand outputs the first Gbit. transformed key data Ki, inputs the

first &bit. trmf(mgeﬁrd&@ysiﬁ?t Brdlesd AnkRRIc3€5 OR6h- FrlRbE tg%ggbifﬁ%ttﬁfgﬁi on

process to transform and out puts second G bit. transformne K2,

concat enakgsing Bischlbe b Elirbunkt MSUTRY i1 d8l Ao oUi Mt Trom the

first Gbit. key transformation unit an
.ansformation unit, and outputs

key dat | |
ae)(;ongaf1 elr% % tdlrol“jjeétsltg I{iﬁgang%?léﬁg‘?%?]%g Sgdé—g%ﬁgiirlmﬁ’ey data (Ki, E2). A data

At L on 5 kb PR TR o AR S DL e 1
rotationally shifting key data by a predetermined number of bits (B bits)
10 successively on generating the extension key to be supplied to the each of the
plural rounds of the non-linear transformation process, and generating an
extension key used for the. each of the plural rounds of the non;linear
transformation process from key data being rotationally shifted,
the key shifting process does not generate the extension key by

15  ignoring certain data among the key data being rotationally shifted by B bits

successively, and generates the extension key from other remaining data.

. A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
20  processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating brocess for
generating key data to be used by the data processing process and supplying

the key data to the data processing process,

the key generating process includes:

25 a first G-bit key transformation process for inputting G-bit key data



25 processing process for inputting key data and perform ng at |east one of
18 encryption of data- and decryption P{ data, and a key generating process
for generating key data to be used by the data processing process T., d
supplying the key data to the data processing process, the data
transformation nethod including a non-linear function process (F)

i ncluding: 5 a key function process for performng a | ogical operation of
data to be transformed and the key data; an S function process for

conver t i nawiagaGt bitpe transfyioingethd Gt-bitdtdyedatasand cariputiiiyg firat G-bit
process for performng a |ogical operation anong pieces 10 of data to be

t r ansf or nE@nsianed kex data heving & pitsicasd i s pl aced between the S function
process and the P function process in the non-linear function process (F).
A dat a transf or agecondfathib drasisfoneagonspracess\feninputting the Sirsh&-bitt er i zed
by that in a data transformati on nmethod for executing a data processing
process fBrrsfputed key dala aatmatdremptdef fishiGrbitdtey wassfoomatioh pracesypt i on
of data and decryption of data, and a key generating process for

gener & i nfrapsiorgaing e Gebiidey dyta wadiatipitingesstomyl Grbidsansfvtmedppl yi ng
the key data to the_data processing process, the data transformation nmethod
20 i ncl udkegdatacnd i near function process (F) having: a key function

process for performng a |ogical operation of data to be transformed and
the key data; afeSKeXiHBRFIGHIIE BEREsss whendhediay senaratingiprosess inpigtsor ned

into other _data; and 25 a P function process for performng a |ogical
oper at | onGa%ngeﬁi@%t@s K, inputs the G-bit key data K to the first G-bit key

transformation process, transforms the G-bit key data K, and outputs G-

10  bit transformed key data K; output from the first G-bit key transformation
process as G-bit key data transformed, and

the key generating process, when the key generating process inputs

2G-bit key data K, generates G-bit key data from the 2G-bit key data K,

inputs the G-bit key data generated to the first G-bit key transformation

15  process to transform and outputs the first G-bit transformed key data Ki,

inputs the first G-bit transformed key data Ki to the second G-bit

transformation process to transform and outputs second G-bit transformed

key data K, concatenates the first G-bit transformed key data K; output from

the first G-bit key transformation unit and the second G-bit transformed

20  key data Ke output from the second G-bit transformation unit, and outputs

a concatenated result as transformed 2G-bit key data (Ki, Ko).

A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data

25  processing process for inputting key data and performing at least one of



19 of data to be transfornmed, and the key function process is placed one of
before the S function process and the P. function process and after the S
function process and the P function pidcess in the non-linear function
process (F). 5 A data transformati on apparatus of the present invention is
characterized by that in a data transformati on apparatus having a data
processing unit for inputting key data and perform ng at | east one of
encryption of data and decryption of data, 10 the data processing unit

i ncl udes: enaryfitrast of dpta apdrdecrwtiar ofidatapand pokdy genefdthsd pooddgautioport; a
second output port; 15 a non-linear transformation unit for performng data
encrypt i ogenerh ,ntgikay data ypbé esed Diynthesdava @logessing Brodeskidrad shpplyingor mal
data transformation unit for transform ng data input to the firs |nput

port; andtle §e¢dada @6'tRs datDpeseRsH Prdcba)The rd@% 'tPa[hé{thaEBh ndeHéd | N9
data 20 output fromthe second output port and performng an inverse

Cr ansf or Md1 i a Ao MIREDAD:BYeds®) hiiRkyAgput normal data

transformati on unit. The above non-Ili near trans mati on unit includes an

al gorig hm t hat %ggffhﬁéﬁoﬁ R8s 36 Ao B rmAE N o QL PH e S DEEATR: Hient i cal

and second i nput
transformed and the key data;

an S function process for converting data to be transformed into other
data; and
a P function process for performing a logical operation among pieces
10 of data to be transformed, and
the key function process is placed between the S function process and

the P function process in the non-linear function process (F).

A data transformation method of the present invention is
15  characterized by that in a data transformation method for executing a dat.:a
processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating process for
generating key data to be used by the data processing process and supplying
the key data to the data processing process, the data transformation method
20  including a non-linear function process (F) having:
a key function process for performing a logical operation of data to be
transformed and the key data;
an S function process for converting data to be transformed into other
data; and

25 a P function process for performing a logical operation among pieces



data and first output data become identical in case of: inputting first

i nput data fromthe first input port, inputting second input data fromthe
second input port, performng non-lined? transformations on the first input
data and 5 the second input data using key data for encryption and
generates first transforned data and second transformed data, outputting
the first transfornmed data fromthe first output port, outputting the
second transfornmed data fromthe second output port, inputting the first

t r ansf or mefidafta o be transfrersecamd i nput port, 10 inputting the second
transforned data fromthe first input port, perform ng non-Ilinear

t ransf or mat i onsthenkéshfarfctivstporessisoslaeed dabaf befiid thbe AAGAM pFsensd or med
data using key data for decryption, and generates first output data and

second outpdt tidaPafutdtidil pba@st RRAT Aftst 1B1et BUFusidtch Tremedshengeppnd out put
port, and 15 outputting the second output data fromthe first output port.

The abovefigiatRrRRessinthetd 1At PEhciiBA igess () second i nput normal data
transformation unit for transformng data’input 10 the second input port;

20 . g first output inverse data transformation unit for inputting data
output fromthe first output port and perform ng an inverse transformation

dat & tr ansf or et SathyHaRSIRERANh | BBEhulB B TB PR U ol o1 zed
Py 02 O B bR PR 0o 8 BB S AL
and decr y}?ltoicgé]sirolfg gr?lttaforaﬂgpu tﬁ?g @e%ne a%gli diugtieltfo;n%ng at least one of
encryption of data and decryption of data,
10 the data processing unit includes:
a first iﬂput port;
a second input port;
a first output port;
a second output port;
15 a non-linear transformation unit for performing data encryption and
data decryption using same algorithm;
a first input normal data transformation unit for transforming data
input to the first input port; and |
a second output inverse data transformation unit for inputting data
20 output from the second output port and performing an inverse

transformation of a transformation by the first input normal data

transformation unit.

The ahove non-linear transformation unit includes an algorithm that

25  first input data and second output data become identical and second input



generating key data to be used by the data processing unit and supplying.
the key data to the data processing unit, 5 the data processing unit

i ncludes a non-linear function unit (FROfor perform ng a non-linear
transformati on on data to be transformed, and the key generating unit
processes the key data to be supplied to the non-linear function unit (F),
supplies a processed key data to nmake an operation with data to a part

ot her than the non-linear function unit (F) in 10 the data processing
‘unit. A dataanddistounmnt datanketcoart @entiheal pi esenbf:i nvention is
characterized by that in a data transformati on nethod for executing a data

processing procagsiting Rptihpogdkayhdal thaRdsPRIFRPERY at | east one of 15
encryption of data and decryption of data, and a key generating process of

generating key Hahauyl&ohd iperding 0f Al LRHACEIH RGP OCeSs and

supplying the key data to the data processing proce € data processi ng

oo et + acBeofiillid WBRANIA GLIRBLAIERS o dne ks REELO LT

non-1|inear transformation of ranst or ned,

Punct ron Bocoeant (FbAETRF GRS KB) B Tkt uBbR: o faheraloatiat o aat o

to a part t he non-linear function process (F) in the data
processi nig%%ggdg&%faﬁ %\neg[sg%o&g{]triaw ﬁfqe%g?fsa’char acterized by a

conput er -readabl e stara 2 di um for storing pr.ogram for having a
conput er perfor?ﬁtpﬁéaﬁgggﬁ%&ﬁ Wg‘]?fﬂ%i 5@?4 gﬁ“ﬁ%hﬁ@dﬁt puirEast, i nventi on
is characterized bP\;l a prggram fdor ha¥i ng a.5 conputer performthe above
dat a transf or me?iEHtHRE B second transtormed data from the second output port,

inputting the first transformed data from the second input port,
10 inputting the second transformed data from the first input port,
performing non-linear transformations on the first transformed data
and the second transformed data using key data for decryption, and
generates first output data and second output data,
| outputting the first output data from the second output port, and

15 outputting the second output data from the first output port.

The above data processing unit further includes:
a second input normal data transformation unit for transforming
data input to the second input port;
20 . a first output inverse data transformation unit for Inputting data
output from the first output port and performing an inverse transformation

of a transformation by the second input normal data transformation unit.

A data transformation apparatus of the present invention is

25  characterized by that in a data transformation apparatus having a data



Brief Explanation of the Drawings Fig. 1 shows a data transformation unit
for encryption 100 and a data transformation unit for decryption 400. 10
Fig. 2 shows notations. Fig. 3 shows azéonfiguration of an encryption unit
200 or a decryption wunit 500. Fig. 4 shows another configuration of the
encryption unit 200 or the decryption unit 500. 15 Fig. 5 shows a
configuration of a nornal data transformation unit (FL) 251. Fig. 6 shows
a configuration of an inverse data transformation unit (FL-1) 271. Fig. 7
shows a p&FPCesFIng Wy et | Bwpatttiage ket data wand remforaningo at oleashtorenalf
decryption unit. Fig. 8 shows a part of the encryption unit 200 and the
decr ypt i osnaviRtiGDO: deity. arel steowgptidre ofodatal adelt a kesapefioratiig omignor ( FL)
251 and the inverse data transformation unit (FL-1) 271 which are pl aced
at poi nt g2Bemtimpkey dafBtd-begusdd byhthwsdatalmbeanihetwaemd beppBAARhdat a
transformation unit (FL) 251 and the inverse data 'transformation unit

(FL") 271kehideia a6 ¢he ghés plocebsi@ whitsymetry. Fig. 11 shows a non-Ii near
function unit F. 5 Fig. 12 shows a configuration of an S-box first

transfprmation thd Hada prodidsair anbOinde8eNd A5ANEaE TRhbQ Uik & “for

performing a non-linear transformation on data to be transformed, and

the key generating unit processes the key data to be supplied to the
non-linear function unit (F), supplies a processed key data to make an
operation with data to a part other than the non-linear function unit (F) in

10  the data processing unit.

A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
processing process of inputting key data and performing at least one of

15  encryption of data and decryption of data, and a key generating process of
geﬁerating key data which is used by the data processing process and
supplying the key data to the data processing process,

the data processing process includes a non-linear function process 43
for performing a non-linear transformation of data to be transformed, and

20 the key generating process processes the key data to be supplied to
the non-linear function proceés (F), supplies a processed key data to make
calculate data to a part other than the non-linear function process (F) 1n the

data processing process.

25 A present invention is characterized by a computer-readable storage



Fig. 13 shows a configuration of an S-box transformation unit 21. Fig. 14
shows a configuration of a |linear traqg%ornation unit 85. Fig. 15 shows a
configuration of a linear transfornati unit 87. 10 Fig. 16 shows a
configuration of a key generating unit 300 or a key generating unit 600.
Fig. 17 explains operations of a bit length transformation unit 310. Fig.
18 shows a configuration of a shift register A 341. Fig. 19 shows a
configuration of a control table of a shift control unit 15 345. Fig. 20
shows opemsdions fof stdringla progragn SoerhaAing b anthputehigarfonre ghst abo 342.
Fig. 21 shows correspondence between the shift register A 341, the shift
regi st er Ba8Praamsdorenaidos inoeithiodys . 20 Fig. 22 shows operations of the shift
registers A 341 through D 344. Fig. 23 shows correspondence between the
shift registers A 341 through D 344 and extension keys. Fig. 24 shows a
conputer which is equipped with the data transformation unit for

encryption 100 angrddest didivantibans @hﬁﬁé&t@ﬁiz@ﬂibyf@rprogﬁalﬁefdry@ﬁaivﬂ’ll_g 400. 24
Fig. 25 shows a configuration of the encryption function of DES. Fig. 26

shows m cesiripiite2pbABref tHebARNdd tangahsforAtltid nRithdd8- bit bl ock ci pher
E2. Fig. 27 shows anot her exanple of S-box transformation units. 5 Fig. 28

shows a non-linear function unit F which is equipped with the first
t hrough fourth S-box transformation units.

Brief Explanation of the Drawings
Fig. 1 shows a data transformation unit for encryption 100 and a
data transformation unit for decryption 400.
10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
15 Fig. 5 shows a configuration of a normal data transformation unit
(FL)251.
Fig. 6 shows a configuration of an inverse data transformation unit
(FL-1) 271.
Fig. 7 shows a part of a conventional encryption unit and a
20 conventional decryption unit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL-1) 271 which are placed at point

25  symmetry.



Fig. 29 shows another non-linear function unit F in which a |location of
the key function unit 25 is noved. Fig. 30 shows anot her non-Ii near
function unit F in which a location 10 of the key function unit 25 is
noved. Fig. 31 shows anot her configuration of a P function unit 30. Fig.
32 shows anot her configuration of the P function unit 30. Fig. 33 shows
configurations and operations of S1 through S4 of Fig. 31. 15 Fig. 34

shows a proof of n ' of equi wal ent _keys. Fig. .35 shows a proof
of non-exi st ence Fgg %@égé‘&gggﬁé}ﬂn E‘Le}%e%nlzﬁb? ng%mgﬁéﬂga é’f?gﬁf‘é‘"rm% AR iWUF at i on
of the encr [ uni;t 200 or th decryption.unit 500, Fig, 37 shows
anot her coﬁ?%& Ao He ﬂlil,%eréﬂcﬂf% f‘@r{%@?ﬁn?ag% BRLY &L )287%1@8}%@ Abh uni t
500. Fig. SSQEBF&OWS anot her configuration of the encryption unit 200 or the
decryptionP oRPIDESEMIBYTEhows anot her configuration of the encryption
unit 200 or the _decryption unit 500. 25 Fig. 40 shows anot her
configuration of Fisellethawsa men-lipgar faagtion wmis 25 decryption unit 500.
Fig. 41 shows another configuration of the encryption unit 200 or the
decryptfon unit Ei® 123hpwsi2 cehbgnraticoof agd-box finsti trawkformathen unittlss of
Fig. 39 and Fig. 40 5 are conbined. Fig. 43 shows a configuration of the
encrypt i onandian Sd®xmeconé transformation unit 14. .
Fig. 13 shows a configuration of an S-box transformation unit 21.
Fig. 14 shows a configuration of a linear transformation unit 85.
Fig. 15 shows a configuration of a linear transformation unit 87.
10 Fig. 16 shows a configuration of a key generating unit 300 or a key
generating unit 600.
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit
15  345.
Fig. 20 shows operations of the shift register A 341 and a shift
register B 342.
Fig. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
.20 Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341
through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data

transformation unit for encryption 100 and the data transformation unit for

25  decryption 400.



decryption unit 500, which is showm in Fig. 3, using the non-Ilinear
function unit F shown in Fig. 28. Fig. 44 shows a nodified configuration of
Fig. 43 by using a non- 10 linear function unit Vin which the the key
function unit 25 of the non-linear function unit F is renoved. Fig. 45
shows a nodified configuration of Fig. 44 by nerging the whitening
extensi on keys with the extension keys. Fig. 46 shows a nodified

configuration in i e ' unit 25 is removed. fromthe
non-1inear funct iP(’)Y%' %ﬁlsbgﬁsganéoéﬁrgh\%}#@ﬁ Ogﬁgeeeﬂcb’l% %rh%% 190 PgDsEErgpl ied to
an XOR circuit 2 en the non-linear function unit F is,confiqured as
shown in Fig. 29.%81%! g% %‘f”%%@\/\go’:g]l%&l ]I‘)F’eBfJ %HOW%??%@?ﬁl%ioéh&%bltkey
function unit , 25 is.renoved fromthe |inear function unit F and in which a
linearly ¢k ghbesEted ext ension key k' is supplied to the XOR circuit
298, when the nqQn-linear function unit F is configured as shown in Fig.

30. Best Mvde for'igaff heiys amothercetampleofdhbortbantifoenation @St&i g. 1 shows
a data transformation unit for encryption 100 and a 26 data transformation
unit fof decrypt ifds 2Dehows aman-bnpadfunstion Thié Riwhack rsepiippedtwivh thai t
for encryption 100 is, for exanple, an encryption device which outputs
128-bi t ci ghet tesoughf founthl S8y tranefowmatpimimitext s. The data transformation
unit for decryption 400 is a decryption.5 device which outputs 128-bit

pl ai ntexts ftoi nFig8&%Eshownputothéphen dimeas fulibion datia Bt inawbied BFRbESRoNNI t

for encryption 100 consists of an encryption unit 200 and a key generating
uni t 300. Bifi éhe krey Wphetdon wnit 22@0mosved. dat a :
| Fig. 30 shows another non-linear function unit F in which a location
10  of the key function unit 25 is moved.
Fig. 31 shows another configuration of a P function unit 30.
Fig. 32 shows another configuration of the P function unit 80.
Fig. 33 shows configurations and operations of S1 through S4 of Fig.
31.
15 Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proo_f of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 37 shows another configuration of the encryption unit 200 or the
20 decryption unit 500.

Fig. 38 shows another configuration of the encryption urﬁt 200 or the

decryption unit 500.

TFig. 39 shows another conﬂguration of the encryption unit 200 or the

decryption unit 500.

25 Fig. 40 shows another configuration of the encryption unit 200 or the



processing unit for encrypting plaintexts. The key generating unit 300
generates nultiple (n) 64-bit or 128-bit extension keys using constants Vi
10 from 128-bit, 192-bit or 256-bit i t key data, and supply themto the
encryption unit 200. The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The
decryption unit 500 is a data processing unit for decrypting ciphertexts.
The key generating unit 600 is the sane as or simlar to the above key 15
gener at i ngeenyiptiogognitadQ.her nore, since the encryption unit 200 and the
decryption unit 500 can run the sane procedure, they can share one circuit
or one program Fighddgéhavrearoidey gphfiguratidn @0theaercrypon emiiy POD@Y Wi t 500
are illustrated separately in the figures. Simlarly, the key generating
units 30fcamypti6AGudaBOShare one circuit or one program That is, one
circuit or 20 one program can be shared by the data transformation unit for
encryption 100Fgnd2tdivaad aohfignstionmatiwigiehthe urfigy oftEgr 30tHmeFE0ao Fig. 2
shows neani ngs of notations used for the follow ng figures or

descrimgpti gaiscombieéd). 3 and the subsequent figures, a left half of data is
called "left 25 data U and a right half of data is called "right data Y'.

Furthernore, t heig2 743l iaC Bordfi @ur=tys ofﬁ‘h@oéhél‘y?ﬁ%h Bai@ 2002 B8 f1glemat i on
units 210, 220, 230, and 240 are called "input data", the internal data of

the non-| HEEYHLRA! dunit 180! WHIBR! AN AP iflig 280, udif) (ABINGAGuRLE cal | ed

"internedi até data", and data which are output fromthe non-Ilinear data

tranSfOr”ﬁM&{brPﬁEﬁtSFsﬁo%&?inﬁ%.)ng?’Q and 240 are called "output data".
Fig.. 3 shows an exanple of t encryption unit 200 or the decryption wunit

500. Fig. 44 shows a modified configuration of Fig. 43 by using a non-
10  linear function unit F’ in which the the key function unit 25 of the non-linear
function unit F is removed.
Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys.
Fig. 46 shows a modified configuration in which the key function
15 unit 25 is removed from the non-linear function unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-linear
function unit F is configured as shown in Fig. 29.
Fig. 47 shows a modified configuration in which the key function unit
25 is removed from the linear function unit F and in which a linearly
20 transformed extension key k’ is supplied to the XOR circuit 298, when the

non-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Out the Invention
Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



Fig. 3 shows a configuration in which 6-round non-linear data
transformation unit 210, 6-round non-limgar data transformation unit 220,
10 and 6-round non-linear data transfornation unit 230 are cascade. The
normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL-') 271 are inserted between the 6-round non-|i near
data transformation unit 210 and the 6-round non-linear data

transfor matd.pp ﬂfﬁh&fo@ﬁ&tioﬁ%ﬁﬂ%ﬁ&é&ygﬁi@? 45 {mhigae&@b&{ig{bfr&or mation 15

unit (FL) 253 and the inverse data tr ormation unit ) 273 are .J .
' ted bet = : ] it 220 and
the 6-round non | noantu Sl aasif Tt B3 EntnBiRe 10T oo abngifnafc
-1 dat.a 1. f ti it 21 . f -1 dat
Franst or et R GHP RS OGRE R R0 wlr d2edbr P nge Rt Isrmad 2adhin e

t ransformati,on unjt 0 consj sts.of ag.non-line function unit_F and an XOR
(excl usi ve Ft]f‘{)nt(‘f?‘{;scui 92@6.3 +rﬁnﬁfﬂr§1€&é‘iﬂ up T@%{?@CWWI@ 409 1s aglecgyplen of

non- |inear,data tr nsfornatiorsl),uniﬂt,s are provided in total. The non-Ilinear
dat a t r AnsfA5VAse WHIE Pt d 2B Dib plaipirsds fFam 125 bitdnpuheiwberiasds. dEhe

transformatjon unit 280 and a _second non-linear data 25 transformation

-unit 281. daép tappsiormajionBni BEancsyriian k00 aensisis ghaniensuyptisndatia RO

and left input data Lo, the fornmer perforns the first non-Iinear

transf or matd0navd ahees gpneraipng wut 8000 JShagnariptien wit ¥ on keptki

outputs an XORed result of the output data of the first non-linear

t r ansf or matireeesemg turat rfogencicyplang dabmtRatas The key Henkeedting ntritnBOD at e

data 5 Li, and outputs the left input data Lo as the first right

i nt er nedi atgendeatas Roultifilee(d)af4-bit melR8rhit dxtensioncheysnasidg o@atants V,

transformation on the first left intermediate data LI using a second

- ext ensilon Keym kP28-but, plAXsbanoX@BEebit input key data, and supply them to the
encryption unit 200. AThe data transformation unit for decryptfion 400
consists of a decryption unit 500 and a key generating unit 600. The
decryption unit 500 is a data processing unit for decrypting ciphertexts.
The key generating unit 600 is the same as or similar to the above key

15 generating unit 300. Furthermore, since the encryption unit 200 and the
decryp_tion unit 500 can run the same procedure, they can share one circuit
or one program, though the encryption unit 200 and the decryption unit 500
are illustrated separately in the figures. Similarly, the key generating units
300 and 600 can share one circuit or one program. That is, one circuit or

20  one program can be shared by the data transformation unit for encryption
100 and the data transformation unit for decryption 400.

Fig. 2 shows meanings of notations used for the following figures or

descriptions.

In Fig. 3 and the subsequent figures, a left half of data is called “left

25 data L” and a right half of data is called “right data R”. Furthermore, the



result of the output data of the second non-linear transformation and the
first right internediate data R as theggecond |eft internediate data L2,
and 10 outputs the first left internediate data Li as the second right
internediate data R2. The non-linear data transformation unit 210, in
which the first non-linear data transformation unit 280 through the sixth
non-linear data transformation unit 285 are cascade, outputs the final

right intergmdi@hRh 4latiapRe t@@fé}n_tlri'ﬁeileg%té %%ffﬁ%#@ﬁ& data i“f(}ia%]q,gaog”t put

data after 15 transformation. Fig. 4 shows a configuration
normal dat a,4d 38f QMBI “5 o bt k) . [ IS ata transfor,mation
unit (FL-1) 275, ang a % rlgéniaé %%%—1 Fﬁggpt%agwaﬁgns %}engtoin- R in figgq‘lo are
added to t | Unbt o2 S i n,Fhg. 3. .dn total, dafa N
£ anst or nat SECELERLLR il 210 250, "538 s g8 e iaef et miedh Bl datar,
transf or mat units.. .JFig. 5.sh the normal data transformation unit (FL)
251. Fig. @n@gaga t"‘ﬂ’é?h Fﬂ% %PH%?%% ‘319[ PR HYA et 3 (6 tamystorppation gymts
divides_ in | to t | ec f data, left input data 51 and right
i nput  dat %’2%@%% %g@a‘i’ﬁg@gr%@%§a¥%r the both pieces of the
data, and 25 gengx,at es output datg fromthe |eft output data 60 and the
right output dat&'2d showsraa examplegsithe eaceymion yniNeRGonthé daeryeticensi on
key 53 at an AND circuit 54, and then, the ANDed data is left rotational
shifted (aM38te8P1ed “"circular shifted') by 1 bit at a 1-bit |eft
rotational shifting unit 55. The shifted data is XORed with the right
input data 52 at Fih SORbews cai conf@urstivhe inuwpith f6-omnchenofORnear cdata 56
becones right output data 61, and is ORed with an extension key 57 at an
OR ci rcui t tEmsiaheation haiOR0, Ffesuint nos-lixeRe dathttrahbieriaftion apitt 289@t a 51
at an XOR circuit 59 to generate |left
10 and 6-round non-linear data transformation unit 230 are cascade. The
normal data transformation wunit (FL) 251 and the inverse data
transformation unit (FLY) 271 are inserted between the 6-round non-linear
data transformation unit 210 and the 6-round non-linear data
transformation unit 220. Furthermore, the normal data transformation
15 unit (FL) 253 and the inverse data transformation unit (FL%) 273 are
inserted between the 6-round non-linear data transformation unit 220 and
the 6-round non-linear data transformation unit 280. Inside the 6-round
non-linear data transformation unit 210, 6 rounds of non-linear data
transformation units are provided. For example, a non-linear data
20  transformation unit 280 consists of a non-linear function unit F and an XOR
(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of non-
linear data transformation units are provided in total.
The non-linear data transformation unit 210 is equipped with a first

non-linear data transformation unit 280 and a second non-linear data

25  transformation unit 281. For arbitrary two pieces of input data, right input



out put data 60. Fig. 6 shows the inverse data transformation unit (FL")
271. 10 Fig. 6 shows that the inverse data transformation unit (FL-') 271
di vides input data into two pieces of Hta, left i nput data 71 and ri ght

i nput data 72, perforns |ogical operations for the both pieces of the
data, and generates output data fromleft output data 80 and right output
data 81. The right input data 72 is ORed with an extension key 73 at an OR
15 circuit 74, and then, the ORed data is XORed with the left input data 71
at an XORata rRubanhd7kft Tivent dobe Ioutthiet fdrioem pldodtOR itier fivdtt ndh-lbeeanmes

|l eft output data 80, and is ANDed with an extension key 76 at an AND

circuit 7Transféteatibhatn thieelefNDBegut e tLd slsirg ta figdtabxemaiors Mekt R by 1
bit at a 1-bit left rotational shifting unit 78, and the shifted data is

XORed Wi t butpets isghtX@Relinpeduldabp the @lutpit X@RaCiofCthd B¢ HBA-1HUt from
the XOR circuit 79 becones right output data 81. The nornal data

t ransf or mataireforugtitior fthd (B8 Jﬁ%{tgﬁ@uit Ralth R 45 aRdfirdcheftiifkehiRliddt data

transformation unit (FL'') 2 own in Fig. 6 perform opposite operations

each of heyr,, A6EQLHHIG the & BPut LS %@M@ﬁ%tﬁggr&gﬁ%&g%&i% AARUR, data X

of Fig. 5 can be obtained as output data X of F makil ng out put

data Y of TheQatter ferfdibhd tH&l@cdn@indi finelr J&?sff)?%%ﬁbﬂn?xg int]ﬂll[ei ﬁréﬁ’r!.r'(]a‘f\th t he

i nput data to oneunit can be obtained as output ta f he ot'her unit

oy, ek "ok piautada s LSO LGRS lEbllELoR! it frlRERBIer 1S

called a relation between no Inverse tran ons. € nor nal
oL, {7 SN0 bl (B of She S TR A B R BT !
inverse t{aQShokRitbABRdiate data Ry as the second left intermediate data Lo, and
10 outputs the first left intermediate data L1 as the second right intermediate
data Re. The non-linear data transformation unit 210, in which the first
non-linear data transformation unit 280 through the sixth non-linear data
transformation unit 285 are cascade, outputs the final right intermediate
data Re¢ and the left intermediate data Ls as the output data after
15  transformation.
Fig. 4 shows a configuration in which a normal data transformation
unit (FL) 255, an inverse data transformation unit (FL-1) 275, and a 6-
round non-linear data transformation unit 240 are added to the encryption
unit 200 shown in Fig. 3. In total, data transformation is performed by 24
20 rounds of non-linear data transformation units.
Fig. 5 shows the normal data transformation unit (FL) 251.
Fig. 5 shows that the normal data transformation unit (FL) 251
divides input data into two pieces of data, left input data 51 and right input
data 52, performs logical operations for the both pieces of the data, and

25  generates output data from the left output data 60 and the right output data



Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit
|l eft rotational shifting unit 78 of Fi%. 6 performleft shift, however,
both can 10 execute right shift. Furtkh@rnore, the normal data
transformation unit (FL) 251 and the inverse data transformation unit
(FL-1) 271 can be one of other configurations as |ong as they preserve the
rel ati on between normal and inverse transfornmations. For exanple, the
nunber of shifts can be changed. Mreover, an AND circuit with "not"

oper at i on6lanThR left tnput diteh515s AP opighatr exteraiat GieyadB XORCANII t
with "not" operation can be added. Nanely, as follows are shown

def i ni ti onscoit f4headiBheny chie AMDel datatis lefpestations) dHife@Ragéd eiilbg Wi th
"not" operation, and the XOR circuit wt h "not" operation, represented by

"andn”, " tirdulafRBifta@NBy 1 BERACA | MBItYlefX raBdbrAl 'sHERS @nla%%_y }SQ X orn
y : (not x) or y x xomy > (not x) xor y Sone recent CPLE are provided with

conmmands ghiftedndata 19 XOREA %1131’1)%‘% rﬂgﬁﬁ |1Hﬁlhbn g.a %2 af -QEZW %%@9 ﬁgc an be

perfornmed at the same cost as

convery i oPgb /it wrﬁéﬁntﬁwxbﬁ%cgggs,é b%%B%ﬁ%@tﬁ f?"oPﬁp g@%ﬁ%%on N 01,

The conventional encryption unit I'S eqU|ppe

transfor n@ﬁe N HR! 403 eﬁl:ens-[ ie t5*’.}'(9511 5?19 @.‘cir%ﬁlt FOUl g}qb @,Rﬁdg ed W th

two inverse ata transt orma un| "erse

cont | gur b S ﬁﬁ?mh%é%‘?%%?ﬁ#% C%ﬁ At 78 Ak 98?1?1%25"%3 eonmmeret
decrypti ogut%rﬁ%tda%a%ot share the sane circuit.
Fig. 6 shows the inverse data transformatibn unit (FL1) 271.

10 Fig. 6 shows that the inverse data transformation unit (FL™H 271
divides input data into two pieces of data, left input data 71 and right input
data 72, performs logical operations for the both pileces of the data, and
generates output data from left output dafa 80 and right output data 81,

The right input data 72 is ORed With an extension key 73 at an OR

15  circuit 74, and then, the ORed data is XORed with the left input data 71 at
an. XOR circuit 75. Then, the output from the XOR circuit 75 becomes left
output data 80, and is ANDed with an extension key 76 at an AND cireuit 77,
After that, the ANDed result is left rotational shifted by 1.bit at a 1-bit left
‘rotational shifting unit 78, and the shifted data is XORed with the right

20 input data 72 at an XOR circuit 79. | The output from the XOR circuit 79
becomes right output data 81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and
the inverse data transformation unit (FL™Y) 271 shown in Fig. 6 perform

opposite operations each other. Accordingly, using the same extension key,

25 the input data X of Fig. 5 can be obtained as output data X of Fig. 6 by



On the other hand, as shown in Fig. 8, in the present enbodi nent, the
normal data transformation unit (FL) 2%% and the inverse data 10
transformation unit (FL-1) 271 are located side by side in the encryption
unit 200, so that the decryption unit having the sane configuration can
perform decryption. For exanple, the right data Ris transfornmed by the
normal data transformation unit (FL) 251 to get left data 1~, and the left
data L is transforned by the inverse data transformation unit (FL") 271 to
get ri ght makiggoatput daga ¥hefdfigadde ipuitrdagatY gaFig-®.can be obtai ned by
inputting the left data Uto the inverse data transformation unit (FL-1)
271, and the | efhe gglesionshipin whikpthg Fuminiatedpuing ugittesn be @htaimeda Wt o
the normal data transformation unit (FL) 251. As described above, the
encrypt i oftS GWtPubdata e ke gdbes phitdhy nialking 2be saypubdate ffom thawmeed by
the same configuration, and the encryption unit 200 and the decryption
unit 500 BB SRaPutnéats e the otbey isocallsgha relatiom ihpivsenonormalengh t he
normal_data transformation unit (FL) 251 and the_ inverse data
t r ansfr mVesse Jrmsiopmationsy 7 They poryakdeda dirapsiosmadipmamiy (BH 28d
non- | i near ga}tijg transformation 25 unit 280. 32 In this way, when the
normal  dafBdithedBYEEREiats drammlermpiion st Eld) A7 earengiruits which realize
transformation unjt (FL-1) 271 are | ocated at point symetry on the
non- 1 i nea?uﬁlétrﬁflatqoéhé?‘i‘ﬁ‘%PWGLWdQQWrSFﬁ%fEWﬁPPBﬁ- and the decryption
can be perforned ysi t he sane configuration. 5 Fig. 10 shows )
corr espondence g@ﬁ%@gaﬁf ﬁé’lﬁ%fﬁr‘?t?‘HHQ%ﬂh‘ﬁtW%Hmﬁﬁﬁ ©f F¥4.)> and theel -PHver se
data transformation unit (FL-1) placed at point symetry.

left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can

10  execute right shift. Furthermore, the normal data transformation unit (FL)
251 and the inverse data transformation unit (FL-1} 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse transformations. For example, the number of shifts can be
changed. Moreover, an AND circuit with “not” operation, an OR circuit with

15 “not” operation, and/or an XOR circuit with “not” operation can be added.
Namely, as follows are shown definitions of the AND circuit with “not”
operation, the OR circuit with “not” operation, and the XOR circuit with
“not” operation, represented by “andn”, “orm”, and “xormt”, respectively.

xandny:(notx)andy

20 xomy: (notx)ory

xxomy : (not x) xory
Some recent CPUs are provided with commands of “and”, “or”, and
- “xor” including “not”. These commands can be performed at the same cost
as “and”, “or”, and “xor”.

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



As shown in Fig. 10, in case of Fig. 3, the normal data transformation
unit (FL) 251 and the inverse data tragfformation unit (FL-1) 10 271 are
pl aced at point synmetry on the 6-round*non-linear data transformtion
unit 220. In Figs. 3, 4, 8 and 9, the data transformation unit (FL) and
the inverse data transformation unit (FL 1) can be replaced with each
other. Besides, in Figs. 3, 4, 8 and 9, the right data R and the |eft
data L can be .15 replaced with each other. Fig. 36 shows a configuration
in whi ch CREVERIY PRItV unit 200 consists of the 6-round non-1inear data
transformation ypnit 210, and the 6-round non-linear data transformation
unit 220, and tA&egongantionshentiypéion daita2dl anshoupped onithitito 23maP0 The
6-round non-linear data transformation unit 210, the 6-round non-Ilinear
dat a trandata ntrensforomitior? 2@itanBLt heThusouhd dedrypti@ar ugat 8hould be
transformation unit 230 are circuits that can be used for encryption and

decr ypt i oaquiggred, withroonmlvbisevddtaardadfarionains Of B EIO A Wider 2d befPRs Sts of
25 the 6-round non-linear data transformation unit 210, and the normal data

33 tramsf iverke wpevatibnd FLTheRGbreaithdehehd RYREHSLIFAl Enik! SR L on unit
(FL- 271. The nornmal/inverse data transforrrati%[ﬁtlunit 1i s a f:r%lgﬁi%étié)t at can

be_used T rffdehd cses Rl ANTBRAHLEEHbHBA iR end bB HOANIRL Liglse data

transformation unit Is one nornal /i nvérse transfor n circui i n which

5 the | NpatadRtRnthit BeaHO! inbaniBeag alngd as the output data from the

other unit by neking the output data unit be the input data to the
other unit.  QOp the other hand, as shown in Fig. 8, in the present embodiment,

the normal data transformation unit (FL) 251 and the inverse data
10 transformation unit (FL') 271 are located side by side in the encryption unit
200, so that the decryption unit having the same configuration can perform
decryption. For example, the ri_ght data R is transformed by the normal
data transformati’qn unit (FL) 251 to get left data L’, and the left data L is
transformed by the inverse dafa transformation unit (FL') 271 to get right
15 data R’. In this case, the right data R can be qbtained by inputting the left
data L/ to the inverse data transformation unit (FL%) 271, and the left data L
can be obtained by inputting the right data R’ to the normal data
transformation unit (FL) 251.
As described above, the encryption unit 200 and the decryption unit
20 500 can be implemented by the same configuration, and the encryption unit
200 and the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FLY
271 are located at point symmetry on the non-linear data transformation

25  unit 280.



A normal /inverse data transformation unit 221 al so consists of the 6- round
non-1linear data transformation unit 220, and the normal data 10
transformation unit (FL) 251, and the 32hverse data transformation unit (FL-
") 273. In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the nornal data
transformation unit (FL) 253, and the inverse data transformation unit (FL"
15 1) 275. The encryption unit 200 is configured by cascadi ng these

normal /i nver se ghafias W) sfiniatid A6rmal Hat2 trbnsfdinadod vi3L(FIAYS 1t Bha

encryption unit 200 can be al so used as the decryption unlt 00. Besi des,

I f a set gfe tiffefer AdRd RARSFIrReM oY oAt r[lalﬁf oAt ARN lb'(EHtEd 29 ﬁé?lt the
6-round non-linear data transfornmation unit 220, the nornml data

t ransf or ngyrhARtHAbh ﬂfé—hoﬁiﬁleeﬁ’”&iaﬁah&ahgﬁﬁ{%&?ttﬁn{ HRBS frRE B 6%1 the( FL-

1) 271 is assurred to be a non-linear data tra OI’ITB.tIOI’l unit 1

non- 1§ negq 45t AckiARKLOLAR e ertirhed 2hd thossiiGundhationan be used for

encryption a tion a nor mal /T nverse ormation 25

uni t %211 Cons'ﬁ fOI’ITB.étIOI’l et és?@ deggéabéﬁ%%?xh%ga&éﬂnt siforjragﬁont he 34

nor nmal data tran e Inverse

dat a1 anri R i S vt aal R Bn il At T p At o

uni t 230, ﬁﬂl he normal 5 data transformation unit (FL) 253, and the
I nverse cfs risformati on unit (FL-1) 273 is assuned to be a non-I|inear

data transfor ion_unit .12 nQrmalllnvr data transformatj on unit
. ”?%s g’%%n 1-P| ﬁ:g%r Jn case o %‘?g. aé the norma']ada%a

1221 consi sts

transformation unit (FL) 251 and the inverse data transformation unit (FL-1)

10 271 are placed at point symmetry on the 6-round non-linear data
transformation unit 220.

In Figs. 3, 4, 8, and 9, the data transformation unit (FL) and the
inverse data transformation unit (FL-1) can be replaced with each other.
Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15 replaced with each other.

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6-round non-linear data transformation unit 220, and the 6-round non-
linear data transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of

25 the 6-round non-linear data transformation unit 210, and the normal data



transformation unit 1220, the normal data transformation unit (FL) 251, and
the inverse data transformation unit (gk-l) 275. 10 The normal /i nverse data
transformation units 1211 and 1221 can used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units 210
through 230 is assuned to be a non-linear data transformation unit 2210,
the non-linear data transformation unit 2210 is a circuit that can be used

for 15 ﬁk}bﬁincryptlon a(rhd decryption. Here, the non-linear data
t r ansf or miEaTsRoTRR 0B Init (Ke2hrand theinverse dast sramsformatinhturGE(FL250,

and the inverse data transformation unit (FL- 275 forma nornal/inverse
data tr ans)f%?hatT]@mngmaUmxse data e yn atien smitlat a cheajtsthat mahiln uni t
2211 can be used for 20 the decryption unit. As described above, the
encrypt i onsemifor Bath encryptiodenrd decxyption.t NAORLE aheheoroedfingFRdd M
cascading nultiple normal/inverse data transformation units. Further, in

the encryptansforumtior?@@iois bhe waeh yPveRsd! fidnsiMnatibs cidRif%h r@h{crhnver s€
data transformation unit can be formed hierarchically by 35 nesting the

nor mald i nites Bgrtalaatibahehafitehh M cBtaindd hBithe bﬁ%puﬁeéf%/oh{'ﬂ% Sthdlata
transformation unit. Fig. 37 shows a case in which the encryption unit 200

and the @aRmypiiadingBhé o1a%e: 44 AREP HORLIONE gﬁé ?H%gﬁalfltagwg}; 08, - round

non- 5 linear data transformation unit 210
non-1lineagygata transformation unit 210 includes even rounds of non-linear

"~ data transformation units 280 as shown
A normal/inverse data transformation unit 221 also consists of the 6-

round non-linear data transformation unit 220, and the normal data
10 transformation unit (FL) 251, and the inverse data transformation unit L
1y 973.

In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the normal data
transformation unit (FL) 253, and the inverse data transformation unit (FLr

15 1 27s.

The encryption unit 200 is configured by cascading these
normal/inverse data transformation units 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.

Besides, if a set of the 6-round non-lineér data transformation unit

20 7210., the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL:
"} 271 is assumed to be a nOn—linear data transformation unit 1210, the non-
linear data transformation unit 1210 is a circuit that can be used for
encryption and debr'yption. Here, a normal/inverse data transformation

25 unit 1211 consists of the non-linear data transformation unit 1210, the



in Figs. 3 and 4. Data Ais transforned into data X by a first input nornal
data transformation unit 256, the data A" is input to a first input port
261, 10 the data X input fromthe fi rsBdi nput port 261 is output froma
first output port 263 as data A '. Further, data B input froma second

i nput port 262 is output froma second output port 264 as data B, The data
B, output from the second output port 264 is transforned into data Bl' by
a second output inverse data transformation unit 279. 15 The data A

out put fr&oreed fdatat tsargformption 288tof(Filde 250¢r wmdi othe uitiwter®0 diasa i nput
to the second input port 262 of the decryption unit 500 as the data A '.
The dat a Brandotmpatiohront (A )s@tbnd out put i nverse data transformation
unit 279 is input to the first input nornmal data transformation unit 256

as the data B,' Fuatitbrpiff puet 8 thG-shaindl hod-120alh@ata0trasPRd 21964 Ainit
transformation unit 210 inputs the data B, and outputs the data B.

Further, ©Re, the-8-iAaar nbhdfifhe'dRhi RBnYRrmAlth WREES0, bhe 4Rt fofna] and
outputs the data X. The second output inverse data transfornmation unit 279

i nput s5 t h@atiathrifodnsion i &*"E)%&'jgdtlﬂ the i'd?reg%égga@ﬁtra Tor%gggﬁﬂ '15?1 t

non-linear data transformation unit 219 25 include’ s o rounds o

From the L1k 2 Bt sariecs g Be bRt ol FESistliaton i T ¢ 264 s
ver se vl Be0 Saf buttornl it WA LS R e o E HR nRR: Bt ¢ e
out put - pori BB uhfleh AR5 FERE T HREingl APEbanSitmntinh otk ALF PR Linobi put
g?rzthéecfey%ﬁeegggu%‘Y{)E%g%for%éttmgg%g@ﬂ_g%.to t he second input port 262

10 The normal/inverse data transformation units 1211 and 1221 can be
used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units
210 fhrough 230 is assumed to be a non-linear data transformation unit 2210,
the non-linear data transformation unit 2210 is a circuit that can be used for
15  both encryption and decryption.
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL-
1) 2175 form a normal/inverse data transformation unit 2211.
The normal/inverse data transformation unit 2211 can be used for
20 the decryption unit.
As described above, the encryption unit 200 or the decryption unit
500 can be configured by cascading multiple normaliinverse data
transformation units.
Further, in the encryption unit 200 or the decryption unit 500, the

25 normaliinverse data transformation unit can be formed hierarchically by



as the data Bi. The data A" output fromthe second output inverse data
transformation unit 279 of the encryption unit 200 is input to the 10
decryption unit 500 as the data Al" anddinput to the first input nornal
data transformation unit 256. In cases of Figs. 37 and 38, the encryption
unit 200 and the decryption unit 500 have the sane configuration,

perform ng encryption and decryption. 15 Fig. 39 shows a case in which the
second input normal data transformation unit 257 is provided at the second
i nput por me@BAg atht t mernfdllinvexset pdatd niemsdordabtiohr anaftor mEthion whét 278
I's provided at the first output port 263. Fig. 40 shows a case in which

the first nopmal/inveree slataatansfbnbtianshaemation unit 276 is provided at the
first input port 261, and the second output normal data transfornmation

uni t 259 is proyiged7aihdvi@ a $86OTH QHiOW (tHROEAcrdBtion uBit %ﬁ);gﬁ\gfgﬁe case

in which the normal/inverse data transformation"units 256,

provi ded gecdiRidn€ it gl%'%/ %@ %Hh&%f)ﬁﬁglé%ﬁiif? Jl%lﬁl%ﬁ:f’n%ﬁ?ﬁ% %%u}nﬁver ge data

transformation units 277, are provi e ri i nput Fout Bt ports

2
262, 2pB4. 5 ' @ﬁ%E bawhi ch Figs. 39 and 40 are conbi ned.
Anot he? c%tlg%agg%t%gl?%%p err%ﬁ?lgﬁghg%nbi ning Figs. 37 and 39, which is not

shown in the figure.  FRwther,. Figs, 38 and 3 an _be .conmhi ned. . er,
the 6-round (ev%ﬁ-lﬁgimﬁ’ ﬂf?nﬁﬁor]i%’élr n@gfgne%r %Fg%gf%?ﬁ@ﬁ”{%l%i‘{mg%@an be
replaced wi th.the odd-ro&md non-linear data transformation unit 219 in

Figs. 37, 1%2111%%, 8‘(1% Toun mf Bﬂné?réeaﬂ:o ata transiormation umts 280 as shown

in Figs. 3 and 4. Data A is transformed into data A’ by a first input normal
data transformation unit 256, the data A’ is input to a first input port 261,

10  the data A’ input from the first input port 261 is output from a first output
port 263 as data A’. Further, data B input from a second input port 262 is
output from a second output port 264 as data B,. The data B, output from
the second output port 264 is transformed into data B, by a second output
inverse data transformation unit 279.

15 The data A, output from the first output port 263 of the encryption
unit 200 is input to the second input port 262 of the decryption unit 500 as
the data A’. The data B, output from the second output inverse data
transformation unit 279 is input to the first input normal data
transformation unit 256 as the data B,’, and output as the data B,.

20 The non-linear data transformation unit 210 inputs the data B, and
outputs the data B. Further, the non-linear transformation unit 210 inputs
the data Al" and outputs the data A’. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 219

25 includes odd rounds of non-linear data transformation units 280.



shown in the figures. In cases of Figs. 39 through 42, the encryption unit
and the decryption unit can be inplenented by the sane configuration. 10
Enbodi ment 2. Fig. 11 shows a configu3&tion of a non-linear function unit F
of the non-linear data transformation unit 280. The non-linear function
unit F inputs F function input data 10, perforns non-linear

transformati on, and outputs F function output data 15 40. The F function

i nput data 10 having 64 bits is divided into eight pieces of data, and

pr ocessedzddbriifigyinttie @htBAPiASut Foed tife Birkt dahdt pért POVlis baitp8e&bef ei ght
XOR circuits 12 of a key function unit 25, XORed with an extension key 11,
and perf dheedeoond | buagart tpoansi®s nad e ditAgA,;’SUbThén utheonidth Ay $s
function unit 20. Then, at a P function unit 30, two 20 pieces of 8-bit

dat a ar e ixoORefbrimedsbxttense@RC butpit $n&iSe datd trhastdnizition FErfil@69, on
output data 40 is output. In the S function unit 20, four S-box first

t r ansf or rafnd oritpwi as the daid AdurF\8thex thecdaiad Brinpuf derhtissgondiinput14 are
provided. Fig. 12 shows an inplenentation exanple of the S-box first 25

{1 ansPor ATt S6%is ULt SRR e 1G5k 0K RRLBAE 26 AASHBEARIAGR. uni t 14, 38
Inside the S-box first transformation unit 13, a transformation table T is
provi ded. The tFigdaty Baqudput fxare the fist oviRnY Petrio?@d of 1hgencgyrdont hr ough
255 arbitrarily (at rando correspondi ng to val ues of O through 255. The
transf or riﬁ@litéﬁq khpyt Fmg%@ seqeme,dapyt Pert REuefhthesdeeyption: Bhits59Re 5

val ue (val ue of hrough 255) correspondi ng to each val ue, For exanpl e,
when 1 i <9 ﬁwi,a?%ﬁ?é-t%ﬁﬁsff%ﬁn%ﬁ%t% el SHRANT PUtHWe YIRS K6 at | on

table T perforns non-linea rapnsformati on deter ed under consideration
RFansformation Ut 57b of the encryption unit rbO 15 input to the

10  decryption unit 500 as the data A)” and input to the first input normal
data transformation unit 256.

In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption unit 500 have the same configuration, performing encryption
and decryption.

15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the
first output inverse data transformation unit 278 is provided at the first
output port 263.

Fig. 40 shows a case in which the first input inverse data

20 transformation unit 276 is provided at the first input port 261, and the
second output normal data transformation unit 259 is provided at the
second output port 264,

Fig. 41 shows a case in which the nommal/inverse data
transformation units 256, 258 are provided at the left input/output ports

25 261, 263, and the inverse data transformation units 277, 279 are provided

at the right input/output ports 262, 264.



of security, e.g., checking if the function is bijective or not, the

maxi mum differential probability is sufficiently small or not, and so on.
10 The S-box second transformation uni3? 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, "<<<" of "<<<1" shows the left rotational left shift and "1" shows
| bit). The 1-bit left rotational shifting unit 22 perforns |eft

rotational shift by 1 bit to an output fromthe S-box first transformation

unit 13. For eXagphssnbie@lsd i SiioR igs. [Pafulald Estnthagys or mat i on
unit 13 outputs 7, and 1-bit left rotattonal shifting unit 22 outputs 14.

|1 Lhe S box f it A3LARHORnRierk 300 ditbiFiPNygs. 3P0 30,

transformati on unit 14 are con as sh

an eff e%hic\fp iig hncf)’tS g?lgg)rlr% he tﬂ(ﬁ.}rggzeﬁﬁ%ﬁh@pi %%é.‘.“@Sk%_ﬂgssgf c{aﬁeb

transformation 20 ta are pr _oug’h T 1sn requiréd fo have

two ki nds plpsiddanst opgiatlon bl es T B (ARkudlagaonly o Ly apsior mation

table T, nenory ‘usage requlre Fing transtornation table T

can b " S8Rl AAT9.0 LENbe SERR R A IS URP T R 200,
f th - hi f | uni.t 15 1.9, 2 9, | | ,
ot 20" AR AR B 3 Ve B B
N R S AR T S R

data vy usi the transformation table T affer shifting the input data y by
Che 1. bi 1! fat Ariritral i pe impIcmeied B 43E sarme senesuahorour b

transformation unit 16 in Fig. 27) provided for the input datay. Fig. 27
shows cases of s(y), s(y)<<<l, s(y)>>>l, s(y<<<l), but cases of s(y>>>l),

s y<<161) <Ffr§13lf>’odiment 2.

Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280.

The non-linear function unit F inputs F function input data 10,
performs non-linear transformation, and outputs F function output data
15 40. The F function input data 10 having 64 bits is divided into eight pieces
of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-linear transformation using
substitution at an S function unit 20. Then, at a P function unit 30, two
20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output. In the S function unit 20, four S-box
first transformation units 13 and four S-box second transformation units

14 are provided.
Fig. 12 shows an implementation example of the S-box first

25 transformation unit 13 and the S-box second transformation unit 14.



s(y<<<l)>>>1, s(y>>>1)<<<l, s(y>>>1)>>>1 are al so applicable. By naking

the shifted anount | bit, it sometines becones possible to perforin faster
10 than cases of shifting by 3 bits or 38 hits in case that CPUs, etc. have
only I- bit shift command. Further, when this shifting process is perforned
by hardware which perforns only 1-bit shifting, it sonetines becones
possible .to performfaster. Further, the shifting is not limted to
performed by 1 bit, but an arbitrary nunber of bits such as 2 bits, 3 bits
can be used. BylnsidgpheS-hex Bystatraasfimeation nmbés, aftrandfsrmationorsbis nes
beconmes possible to obtain a simlar effect to providing different Kkinds
of tablesT M growgdedholbeatragsforncitiam tabld T2@resongyt préouwalSedex §ir st
through fourth transformation units 13, 14, 15, 16 shown in Fig. 27.

Anot her  ctinfavgly 245 arbitfarilidafrdndunh) eorrugpdnBagits vaRREFiotHroagh3ks. 20
From 8-bit input data y, Y21 Y3, Y4, 32-bit data Z,, Z2, Z11 Z, "are

obt ai ned Fhertehnsfoination Sble $2inpias Wues 85 Dby Sh V552441 L ORed
at a circuit 913. From8-bit input data vy, vy,, ,r yfghy,S, 32- bi " a?};lg(ZS,

Z6) Z74 ZBanf [ | , , L.valy, d
(hby are Yomsdoat e oy PaoHERGD cbodiondbr P eart iy FRESFORIZE komoc

ESULE R 25 MRIGOR e LI 2, S by, T
oit e, (41 Fitfle Photag p PR BAR PR bt e
oo P AARE i ol Y e Sy o i
st TGO b R SO RS S
10 The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, “<<<” of “<<<1” shows the left rotational left shift and “1” shows 1 bit).
The 1-bit left rotational shifting unit 22 performs left rotational shift by 1 bit
to an output from the S-box ﬁlfst transformation unit 13. For example,
15 when 1 is input, the S-box first transformation unit 13 outputs 7, and 1-bit
left rotational shifting unit 22 outputs 14.
If the S-box first transformation unit 13 and the S-box second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
- effect, which is similar to the case in which two kinds of the transformation
20 tables T are provided, though it is not. required to have two kinds o..f
transformation tables T. By including only one transformation table T, the
memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced.

Further, as shown in Fig. 27, by providing a 1-bit right rotational

25  shifting unit (“>>>1" of the S-box third transformation unit 15 in Fig. 27) as



transformation unit 15, S4 is configured using the S-box fourth
transformation unit 16. The 8-bit output data from each transformation 10
unit is copied four times to make 32-b#? data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit). The 1--byte
rotational shift of the circuit 918 is a cyclic shifting by a wunit of bit
l ength (8 bits = 1 byte) which is processed by the S-box. Fig. 32 shows the
P function unit whose configuration is equivalent 15 to Fig. 31, but

i npl ement atalbas,ics, Wistdaat efithe Fbief-taitationalishifeing whit 222a sy@ilay 4ffed@- bi t
data Zi, Z2, Z3, Z4 are obtained by referring to S5, S6, S7, S8, and they
are XORedcah I obtained t0983%ake iaukdiéh an dofieratti BRaNseTWMAtidh tEhRMTS;DI t

i nput data y5, y6, y7, y8, 32-bit data Zr, Z6, Z7, Zs are obtai ned by

ref er ri ngfi@h&P pr&AdeEB, IrSEnofRe v, tHRYa18b HoXTBES t&kr dhsPans ;9315%&?&& 0
out put an operation result B. The “operation result Bi1s shifte

tati l3si I ' G Simi | Fi g;...31,
[otat onaylieike kbt dhindior bl o Lher EhitindZne SIS O Bl
processedidyy r&%‘%io%a@%ﬁifti’ﬁ urit el <t o?t%‘éﬁé}g fﬁ?lgr%g?r‘r}gat? B %ec)rll?-ﬁiw_gtn

result B and the operatioff result A are

2ol rou t 1638 PR meCTRE b SRR irR @ e B Tewcndeonth o).
operation Lt A a Ci rcui 40 This opepation result Dis shifted

r ot ationa?(ig’;é%f)i’upw >%1@ftS B9 bk &pses Efréb’l?iﬁ’l,s d<the<ober at i on
result Dis al XQRed with the output from the circuit 939 at a circuit
942. Thi ss@ﬁéfj?ﬁ’%%?ﬁgéﬁ%ﬁéﬁ{: SWPPTr S dras wrapplcable, (Remaking) by |
byte at a mgjﬁ}éyteté 943, and.the operation_result E is also XORed with the

out put frHif AEGIRt oy bity it gomeipmes bggomes gnssihle ofpagiormhdasiercui t

944 is outhput as z1' f%z z3%.Z4' ., .and_out put. fromthe
10 ~ than cases of shifting by 3 bits or 5 bits in case that CPUs, etc. have only 1-

bit shift command. Further, when this shifting process is performed by
hardware which performs only 1-bit shifting, it sometimes becomes possible
to perform faster. Further, the shifting is not limited to performed by 1 bit,
but an arbitrary number of bits such as 2 bits, 3 bits can be used. By
15  shifting by an arbitrary number of bits, it sometimes becomes possible to
obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27. |
A.nothgr configuration of the P function unit 30 1s shown 1n Fig. 31.
20 From 8-bit input data y,, v, ¥s ¥. 32-bit data 2y, 2y, g, Z, are
obtained by referring to S1, S2, S3, S4, respectively, and they are XORed at a
circuit 913. From 8-bit input data y;, v ¥4, ¥s 82-bit data Zis, Zg, 7, Zg are
- obtained by referring to S2, 83, 84, S1, respectively, and they are XORed at a
circuit 916. This XORed result U, and the former XORed result U, are

25 XORed at a circuit 917 to output z,, z,, z;, z;. Then, the XORed result U,



circuit 943 is output as z,), Z ), Z771 2;81" S5 and SC are confi gured
using the S-box first transformation unit 10 13 and a |op'cal"shift, S6
and S9 are configured using the S-box 4@cond transformation unit 14 and a
| ogical shift, S7 and SA are configured using the S-box third
transformation unit 15 and a logical shift, S8 and SB are configured using
the S-box fourth transformation unit 16 and a logical shift. The |ogical

shift is ysed for outputting 8-bit output data fromeach 15 transforpation
ni tto a TERBAHIG PR O Bokk Bt T e Bkl 32 1 DTS RBLFE dl g <TRe
8L g i A G o o e ity
assumng 8- bit output fr.o e.transformpti unit as, z,..32-bit output can
ot opr os bhb aBEd RSt HORGA AR hE MR bR epianefirdui S5 4 Oiiphbng Sa
20 [0,0,z, Q) _ in S6 and SB, [0 z,0,0] in S7 and SC, [z,0,0,0] in S8 and S9.
It is pos@itfte ZoZnpl ement using substitution tables whose input is 8-bit

and output is 32-bit, whi ILs cal ated faor directl roduci n

pr edet®r mi ned SHeT M éﬁé’go‘&gah&aiggfﬁgl?g}h Ec?m@gﬁ?ﬁla\lﬁlﬁéﬁh%ﬁ‘ be
provi ded, which 25 perforns transformation at higher speed than the

t r ansf or mae¥ JHst G’é’%’b&@g{ﬂaﬁﬁnt ‘I‘l’éltc]cf%rv@atlﬁd?%ﬁ@ edi wHBE gﬁpq}‘h segnd 26,

and further on which flexible inplenentation is possible. In Fig. 11, when
the S box@ér@?oqwl@faﬁeyi dﬁlvurﬁ? 3% sPElgYRY gusdag the perbodel Wuird
different kinds of S-boxes, eight transformation tables T are 5 required.
On the otHaps tig e fitibh e 18, hSdesisareordigireduresings thgovwprbox Hogrth o |

the nenory usage required for stori n% the transformation tables T can be
reduced t@amsiqreaafion upt16. The 8-bit output data from each transformation

10 unit is copied four times to make 32-bit data, and further, 32-bit data is

masked to output only three pieces of the data (24-bit).
The 1-byte rotational shift of the circuit 918 is a cyclic shifting by a
unit of bit length (8 bits = 1 byte) which is processed by the S-box.
Fig. 32 shows the P function unit whose configuration is equivalent
15 1o Fig. 31, but implementation is different.
From 8-bit input data yi, y2, y3, ya, 32-bit data Z;, Zz, Zs, Z4 are
obtained by referring to S5, S6, S7, S8, and they are XORed at a circuit
933 to output an operation result A. From 8-bit input data ys, ys, y7, Vs,
32-bit data Zs, Zs, Z7, Zs are obtained by referring to S9, SA, SB, SC, and
20 they are XORed at a circuit 936 to output an operation result B. The
operation result B is shifted rotationally to the right by 1 byte (in Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1 byte)
which is processed by the S-box, not 1 bit) at a circuit 937 and the operation
result B and the operation result A are XORed at a circuit 938. This operation

25 result C is shifted rotationally to upper (left) by 1 byte at a circuit 939, and the



Further, eight pieces of 8-bit data are input time-divisionally to the
S-box first transformation unit 13 and the S-box second transformation unit
10 14 shown in Fig. 12, so that the cofdentional eight respective S boxes
can be replaced by the S-box first transformation unit 13 and the S-box
second transformation unit 14. Fig. 13 shows another exanple of the S-box
of the S function unit 20. The concrete configuration is. explained in
detail in Matui, Sakurai, 15 "Galois Field division circuit and shared
circuit fopenadionpesuhlisrmlemTORE wdtlonhe oPeymties eeRdt Antt Regeaitrad(. on No.
2641285 [May 2, 1997]). 8-bit data is input to the S-box transformation

unit 21, A&tdsperaticatresult D duthifted Toeatforkaly to appbe(led)ivn2uiitt Alai s
configured by an N-bit (here, N=8) linear transformation unit 17, a

subfiel d tchrosf mreancoah@mfaémk@on @@@lﬂ@@)e}@a&éobxbftédﬂaﬁﬂx ER@BREAEITRLRON uni t
19. The N-bit linear transtformation wunit 17 perforns operations of 3-bit

data. ThetBubEir@hid BERNSE Of AR Gt @ﬁspgfﬂ‘e@%&%‘é‘%ﬁ% 'R, ShifffdY

4-bit data which are elenents of Galois Fiel

transf or mpbi 44Nt (t&%h@?fé}ﬁf B§F€9¥%D§f Q‘tc!ll%glép§43 854 Ehg?‘{bgratmn {'esP?F s a

transformati on unit | I near ransformatt on uni

i near ¢ 1 Bnat GRS, OB bt bR BorbLPHRHRL OB (i p Bl ph e Birenft oad,

t f . A f t 85 b
ot o Ll SRR Uy B bR T SR s 25 o b

transformati o consl dered as one style of affine
transforr‘rﬁ{r%ﬁgﬂl‘%%@ WS %5t foe %71 fear transformation unit 87 can be

replaced by a c i ch for anot.her, . affine transfornati on. The
i IEl)ear t raxsf or I%Sﬁhqufe gglégure using the S-box first transformation unit

10 13 and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using
the S-box third transformation unit 15 and a logical shift, S8 and SB are
configured using the S-box fourth transformation unit 16 and a logical shift.

| The logical shift is used for outputting 8-bit output data from each

15  transformation unit to a predetermined location within the 32-bit output |
data. The logical shift is set to shift to the left by 0 byte in S5 and SA, 1 byte
in S6 and SB, 2 bytes in 87 and SC, 3 bytes in S8 and S9. Namely,
assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as {0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,

20 [0,0,z,0] in 56 and SB, [0,2,0,0] in S7 and SC, [z,0,0,0] in S8 and S9.

It is possible to implement using substitution tables whose mput is
8-bit and output is 32-bit, which is calculated for directly producing
predetermined output.

In cases of Figs. 31 and 32, the apparatus can be provided, which

25  performs transformation at higher speed than the transformation used for



transforns 8-bit data ()Qinto 8-bit data (XI. The obtained 8-bit data (Xl
Is assunmed to be an elenent of Galois Field (28). The upper 4-bit data and
10 the lower 4-bit data (X, and X0) of4data X' are respectively assuned as
el ements of the subfield Galois Field (24) and output to the subfield
transformation unit 18. Here, for exanple, let an element $ of GF (28) be
an el enment which satisfies the irreducible polynom al X8+Xe+X5+X3+1=0, and
a = 13 238, a base of the subfield GF (24) can be represented as 15 [1, a a
2, a 3] .the tonventidreadel? eidfer@hopddin Pig, 28, andrfirtleer esaephRd AstiBl: this,
the follow ng relationship can be established as X =Xo+,g X,. (For deta i

| s, refemmplrMaitaitionSakiosaible.” Gal oi s Fi eld division circuit and shared
circuit for nultiplication and division" (Japanese Patent Registration No.

2641285 [ Moy 2, 1l 89g191) witPHMBIoRbd of tADS AIRIAPHANYES al8 b 20red

configured onIy by operation units each of mhlch perforns operatrons of 4-

bit data. 1é§!§>6@ﬁm§i§/ 4 gﬂ%&%ﬁ%% ds gﬁx§ %k NGioh Eﬁ%fi&) %atfq{%ﬂtaﬁa‘i%(fl d GF

(2r‘r) where n=2m Can be consi re or gl’ve

gs. g 7 he SRS ?%&%%??ﬁéf%ﬁ%ﬁﬁﬁférf@fr%?zozé%%g}eﬂ;%gﬁ ae,ﬂeaz %EE%&?M ol

t t "
(Patent %gﬁs%‘f%%ira%ﬁ‘a@ U858 sEEL o Slorbe 1B txERhPRadom fales B0 ¢ of
this mversgﬁﬁ u?ﬁ:%t m@gtﬁj}l%%h er 4-bit data and | ower b|t data (Y,

and Y0) unmed as an el enent of GF (24), are output

to the 5 linear_transfar t|on U?It 87.as 8-bhit data Y_.which can be assuned
as an el ement OIrtAET,(Sight Digres of p-bitvigta greymputstimestiisiesalpdechet hi s

| nverse S-box first transformation unit 13 and the S-box second transformation unit
10 14 shown in Fig. 12, so that the conventional eight respective S-boxes can be
replaced by the S-box first transformation unit 13 and the S-Box second
transformation unit 14.
Fig.- 13 shows another example of the S-box of the S fuﬁction unit 20.
The concrete configuration is explained in detail in Matui, Sakurai,
15 “Galois Field division circuit aan- shared circuit for multiplication and
division” (Japanese Patent Registration No. 2641285 [May 2, 1997]).
8-bit data is input to the S-box transformation unit 21, and 8-bit data
1s output. The S-box transformation unit 21 is configured by an N-bit (here,r
N=8) linear transformation unit 17, a subfield transformation unit 18, and
20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of 8-bit data. The subfield transformation unit |
18 performs operations of only 4-bit data which are elements of Galois Field
GF (2%. The N-bit linear transformation unit 19 performs an operation of
8-bit data. - A linear transformation unit 85 of the N-bit linear

25 transformation unit 17 is a circuit which performs the linear transformation



element circuit is a circuit for conmputing Y = Yo +/3Y, =1/ (X0 +/ 3X).
Further, there are sone ways of taking a "basis", such as a "pol ynom al
basis" and a "normal basis", in repres&hting the elenment of "finite field"
10 (how to take a basis) in the inverse element circuit. A first
characteristic of the S-box transformation unit 21 shown in Fig. 13 is to
conpute data with a bit width (4 bits) which is a half of the bit wdth (8
bits) of the data input for the non-linear transformation. Nangly t he

i nver se ePROWAL Itiffiguikd-i sAcHBFRE tERRSIOIMB{ioge LirE it hdSopefREMENWHAF 15
oo ey b SRR B B o5, Sornened B
oper at fone of | Babi MG kerAPRGRIGY WD SOr 6AY DaFH0REr SBY B T S box
transformatign unpt 21 is_that the N-bit |jnear transformatjon unit 17 and
the N bi t PGS RET QP @ AIHES GFATIPERRYOn, o FBoRF Lransariagion, FABAPS:  bot h
Cr ansffor BPRIREHR Feon <Ot ARG caogS AR BT Sy UPREE T on
Feduced alranEREIS T nRp L FR R it SrRBE e ciAl curi pates T
cont ary 2R GRE PrariglobRRHBE cacbie ARCAr d UG Ot EREH g 85
st Of LRS! s R B SR 40D TR S BB RIRY e e 0
secur ity Leyledus 0 ol TRLSERNbE CubR! A 189S UbhbShhdr A5 AR LR8Nt
10 the lower 4-bit data (X; and X)) of data X’ are respectively assumed as
elements of the subfield Galois Field (24) and output fo the subfield
transformation unit 18. Here, for example, let an element 8 of GF (28 be
an element which satisfies the irreducible polynomial X8+X8+X5+X3+1=0,
and «=#£238 a base of the subfield GF (24 can be represented as
15 [l,o, a? a3]. If the elements of GF (24), X,, X,, are represented using
this, the following relationship can be established as X' =Xg+B8X,. (For
details, refer to Matui, Sakurai, “Galois Field division circuit and shared
circuit for multiplication and division” (Japanese Patent Registration No.
2641285 [May 2, 1997])). The subfield t{ransformation unit 18 is
20 configured only by operation units each of which performs operations of 4-
bit data.
Here, as an example of extracting “subfield”, the subfield GF (2m)
where n=2m can be considered for given GF (2n). In this example, n=8,
m=4.
25 The subfield transformation unit 18 is an inverse element circuit

using the subfield constructed by the circuit shown in “Galois Field division



In Fig. 13, the linear transformations are perfornmed at both sides of the
subfield transformation unit 18, however, the linear transformation can be
performed only at one side. In another4fay, the linear transformation 10 .
can be perforned at one side, and the affine transformation can be
performed at the other side. Fig. 29 shows a case in which the key function
unit 25 shown in Fig. 11, that is, the key function unit 25 placed before
the S function unit 20 and the P function unit 30, is now placed after the
S functi ofirguitt axd sbared cheult fforctinydtiphicatign. apdy. dyisisnowéPatestise i n
whi ch the key function unit 25 is placed between the S function unit 25
and t he PRegisttation Ne. 2601285 [May 8yile9Ahe Asoani gpertiosh resiaivrofi thisi g. 29
or Fig. 30, one can have an effect that an inplenmentation provides a

hi gher - s pBBgrep elemenh cirggit, hipparh4-hib dlaitg uamed lowes Hobit dataF{Yg.arid Ygoes.
Further, by nodifying the generation of the extension keys, the sane output
can be obta¢hed whichgean be assuimed st 4o relahenh of GHi(274), 28 outfFnyto 3hefr om
the sane input as the <configuration of Fig. 11. In the conventional F
funct ifon linear stamsdorimafoy. uniPB7 asv@-Bitfdatat Y evisichr earpbevasdenned mseach of
which first an operation with 25 the extension key is perfornmed and then an
oper at i onelefndrteoSGRI2ZY) omers V& FerfdYredis erpldired atioval this ntdigecase
shown in Fig. 29, a key function wunit 25 is placed at the final stage of

the F funekenmmt birchiteis aseishovior reonipgting0y £hg keyYf unct /(3 +pIX). 25 is
pl aced between the S function unit 20 and the P function unit 30. 5 Fig.

43 shows BuetiRs, itherthbed sohge RATYS bh eakind ATH-@IERIGRM UBI 4 “Polyaltamali n
Fig. 28 is enployed in the encryption unit 200 or the decryption
basis” and a “normal basis”, in representing the element of “finite field”

10 (how to take a basis) in the inverse element circuit.

A first characteristic of the S-box transformation unit 21 shown in
Fig. 13 is to compute data with a bit width (4 bits) which is a half of the bit
width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuit is characterized by performing operations of

15 only 4-bit data.

Although the computation speed may be decreased by performing
only 4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smaller than a case of performing operations of
8-bit data.

20 Further, a second characteristic of the S-box transformation unit 21
is that the N-bit linear transformation unit 17 and the N-bit linear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. When the S-box transformation unit 21 is

implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



unit 500 shown in Fig. 3. Left data is input to the non-Ilinear
transformation unit F as F function input data 10, and F function out put
data 40 is output. The F 10 function #utput data 40 is XORed with right
data, and the XORed result becones |left data of the next round. \Wen the
|l eft data is input to the non-linear transformation unit F as the F
function input data 10, at the sane tinme, the |left data is used as right
data of the npext round. In the configuration shown in Fig. 43, operations
of the keSorfigiuption Jheeomes siuples Somaprieconwithi ta 20asengmmleyings whct i on
unit 30 are perforned in the non- linear transformation unit F, so the
oper at i onrpB&fPrEAtinR dabler Festaring rndea vales; wdile onathd eentrarpnthgi t F.
An exanpl e case in which a higher- speed processing can be achi eved by

di st ri but $egrityemeydperdeoreasedd Hecangdingiyoihe linear tranastofmationisoor titt F
wi |l be explained belowreferring to the 20 figures. Fig. 44 shows a case
i n which endnansiosmationsn saner nef@mmeni at Fboth eiled. ofhdhaosubifiebdr
transformation unit F is one where the key function unit 25 is renoved

f rom the twensfarnestion narit f1&, nat that tné re@ustionnofi the-securdt; levEheluext@ensi on
key kl is XORed with left data Lo at an XOR circuit 891. 25 Further, the
ext ensi oninkplenkéhitiisg ¥ORegithve shbfielghtradsfanttiat uait XK8Rao e vedove?&I.. The

| eft data is input to the non-linear transformation unit F as the F 47

function input JgaFig. 13, thedirtsaartshnsfoethativrisherepéioahedmt buth d@eqnd t he
P function unit 30. Qutput fromthe XOR circuit 297 and the F function

The ot her hand. the key Ganerat | ng ri 1o, 560 B0 per Torman s XcR |
oper at i onpb@fpetfoRmtd 6AB} A0 JkRYSidél BDAnkZhénth=9utALtlinde Wafkidrathtion
10 can be performed at one side, and the affine transformation can be
performed at the other side.
Fig. 29 shows a case in which the key function unit 25 shown in
Fig. 11, that is, the key function unit 25 placed before the S function unit
20 and the P function unit 30, is now placed after the S function unit 20
15 and the P function unit 30.
Fig. 30 shows a case in which the key function unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 or Fig. 30, one can
have an effect that an implementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig,

26, two S functions are provided, in each of which first an operation with

25 the extension key is performed and then an operation of the S function is



extensi on key kl +k3. The output Rx of the XOR circuit 891 and the

extensi on key kx+k3 are XORed at an XOR circuit 298 to output the right
data. The key generating units 300, 608 nodify the extension keys to
generate and output k1+k3, k2+k4, k3+k5, ..., k16+k18. The key generating
10 units 300, 600 supply the nodified extension keys to the processes ot her
than the non-linear function process (F) to operate with the data. As a
result, left. dat Hé8 nd right data R's becone the sane as the left data
L18 and Pﬁ'éf(”fmﬁat &t@l%%nﬁrﬁ%a@e capgy shewn i FMigod?s adeevelnstionon keys
are supplied to the processes other 15 than the non-linear function
process (PNitaAR iy placadeat the foahstagn of tham b fusstivaguBnting caseshepsy i ons
with the key data can be performed outside the non-linear function unit F,
nanel y, aFig 0. Xbr kg Gunctiorpomnit 2§ isgelacedihatweendhep® function waittde S
function unit 20 and the P function unit 30 are perforned in the

non- | i neafnd fheth Bmation upit 3Ber efore, the operations 20 of the key
function unit 25 are elimnated fromthe non-linear function unit F, and
the | dad of theFigodt3 shews af ease irowhieh the nan-tinsar ittansfdrmetioounié bl es a
hi gh-speed i npl enentation. Fig. 45 shows a case in which operations of the
whi t eni ngSleRWBHE] Big. 2&is emipleyes beihe cemetypidonainit 200oprethe dengypiion he

ot her extension keys in _25 the configuration shown in Fig. 44. Fig. 45
shows a cHsH 300 Ghpem ¥hBigkedy 48 generating unit previously perforns an XOR
operation of a.fgrt of the whitening extension key kw, hi.1, and the first
ext ensi on key WKeft fafal is mpat tRetheamur-linesy wansiommbioedmiker 3@ dhsi on
key) and supplies the operation result to the XOR circuit 891. 5 The
figure al SEICHBANBUE data |10, and i fwectiey Qyemet datagi@risoutput. The ¥

10 function output data 40 is XORed with right data, and the XORed result
becomes left data of the next round. When the left data is input to the
non-linear transformation unit F as the F function input data 10, at the
same time, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the

15 S function unit 20, and the P function unit 30 are performed in the non-
linear transformation unit F, so the operation load becomes large within
the non-h‘neér transformation unit F. An example case in which a higher-
speed processing can be achieved by distributing the operation load of the
non-linear transiormation unit F will be explained below referring to the

20 figures.

Fig. 44 shows a case in which the non-linear transformation unit F’ is

used. The non-linear transformation unit F’ is one where the key function unit

25 is removed from the non-linear transformation unit F shown in Fig. 43.

The extension key ki is XORed with left data Lo at an XOR circuit 891.

25  Further, the extension key ks is XORed with right data Ro at an XOR circuit

297. The left data is input to the non-linear transformation unit F’ as the F



previously perforns an XOR operation of a part of the whitening extension
key kw,,,,,, and the second extension key k2 (nanely, the key generating
unit nodifies the extension key) and 4Upplies the operation result to the
XOR circuit 297. 10 In this way, the operation at the XOR circuit 293
shown in Fig. 44 can be elimnated. Further, in a case shown in Fig. 45,
the key generating unit perforns an XOR operation of a part of the

whi t eni ng_ext ensi on key kw2l ow, and the extension_key k,, (nanely, the key
gener at i MURIAN FRG data 1Qcand transiopmeddyy the e Bimstioreynit 20 sick Hae on
result to E‘_Jcle XOR circuit 299. Yet 15 further, the key generating unit

per f or s BAURCHOB ERH 3¢ Qrtpweirempdhe PR cigeult RO sndeHig & MRt on key
kwhi gh and t he extension kel¥ kl,, (nanely, the  key ene{egtsi ng unit
modi 11 es PRPEARAAS AR KR at SAPONCCIERE LHLFapuiit 8@ ko the XCR
circuit 892. In_this way, the operation of the XOR circuit 296 _shown in
Fig. 44 is 20 @pithenattsg hang, the keyogpneralingeuniis wHQnS0R Pe&Im @t i on
unit 25 is removed fromthe non-linear function unit F, and instead, the
key géherXOR@DgrRtion Qffhle extension keyfsko ankeliz and ouipukdhecmogdified 298
when the non-linear function unit Fis configured as shown in Fig. 29. 25
Fig. 47 strdepsioredsy kntkihi chheneulayt Rinefithe FOR ¢scuid 88kpemd #Hge from
“the non-linear function unit F, and instead, the key generati (r}%leuni t
suppl i es extenaism kendarky are afoRednaldanxXebs cisau & te pudput dhehigghtor
circuit 298 when the non-linear function unit F is configured as shown in
Fig. 30.data t hBhe koay géndiagingl Tinitsh 808ane0® peodiy dineasximsion deaysbio t he P
5 function process is performed on the key data to generate non-linearly
generate and output kj+ks, kot+ks, katks, ..., Kietkis. The key generating
10 units 300, 600 supply the modified extension keys to the processes other
than the non-linear function process (F) to operate with the data. As a
result, left data Lis and right data Ris become the same as the left data Lis
and the right data Ris in case of Fig. 43.
The modified extension keys are supplied to the processes other
15 than the non-linear function process (F) and operated with the data, and
consequently, the operations with the key data can be performed outside
the non-linear function unit F’, namely, at the XOR circuits 297 and 298,
while the operations of the S function unit 20 and the P function unit 30
are performed in the non-linear function unit F’. Therefore, the operations
20 of the key function unit 25 are eliminated from the non-linear function unit
F, and the load of the non-linear function unit F is distributed, which
enables a high-speed implementation.
Fig. 45 shows a case in which operations of the whitening extension
key kw; are performed as well as operations of the other extension keys in

25  the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



transforned key data, and the non-linearly transfornmed key data is supplied
to the processes other than the non-linear function process (F) for
processing data to be operated with t& data as the key data for
processing data. In both cases of Figs. 46 and 47, because the key
function unit 25 is elimnated 10 fromthe non-linear function unit F, the
operation | oad of the non-linear function unit F is reduced, and the
operation of the XOR circuit 298 | ocated outside the non-linear function

unit F cagehergmiig amiedretipalljeaformd At bﬁ)Roﬂgéx%ttidiﬁ%fp@rﬁa% iy the
non-linear function unit F, which enables a high-speed- processing. 15

Enbodi mentykdteking. exkbnSiBAVIEy Ak GON] i-GkT ftd Pi&‘s@fexﬁefh%ié?ﬁlkeg%e@%%&g Jp t 300
1. e key t

(or the key generating unit 606])'ghshovvn In Fig. enerating unit

0,01 8 oL M S

transformation unit , a secon u

key shifti i Er.am.t i nput key data having 128 bits, 192 bits,
or 256 bi ltré;%qﬂ?ﬁéehﬁ%é%%ﬁelggitiér%'unit 300 generates 128-bit key data K, and

128-bit key data; K2, and qutputs plural .64-bi. tensi on keys. The bit

| engt hgtransf or i&?i%ﬁu{?niaﬁs%fgmggngeﬁsf ﬂlﬁewg%&bietiﬁel Ayt EEREAHIRE KB dat a
to be outﬁut .S0 .t hat ft he bit bﬁ%’;h of the output ﬁey 50 data becones fixed
even if tRECVRYsIyReTorms Ay X Rtop pihe Pagt obithe whitenmgextengiost her

wor ds, thﬁ bbitylength transf(%r mation unit 310 generates key data SKhigh of
upper 128%8Y &8 1mnaDddNefecanGrrtension key dpdnagpdyihesken gepengsing unithe

former to the first Gbit key transformation unit 320 and the key shifting
"5 unit 34Bodhies khe extepsipniey) andssupphes the anesaticvoresult bo thikeYOR

circuit 297.

10 In thj_s way, the operation at the XOR circuit 293 shown in Fig. 44 can
be eliminated. Further, in a case shown in Fig. 45, the key generating unit
performs an XOR operation of a part of the whitening extension key kw,,
and the extension key k,;, (namely, the key generating unit modifies the
extension key) and supplies th_e operation result to the XOR circuit 299. Yet

15 further, the key generating unit performs an XOR operation of the other part
of the whitening extension key kwy,, and the extension key k,, (namely, the
key generating unit modifies the extension key) and supplies the operation
result to the XOR circuit 892.

In this way, the operation of the XOR circuit 296 shown in Fig. 44 is

20 eliminated.

Fig. 46 shows a case in which the key function unit 25 is removed
from the non-linear function unit F, and instead, the key generating unit
supplies the extension key k to the XOR circuit 298 when the non-linear
function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case in which the key function unit 25 is removed



transformation unit 330 and the key shifting unit 340. Further, 128-bit key
data which is an XORed result of the forner and the latter is output to the
first Gbit key transformation unit 3289 Fig. 17 shows inside operations of
the bit length transformation unit 10 310. Wen the 128-bit key data is
input to the bit length transformation wunit 310, the input key data is

out put as key data SKhigh of the upper 128 bits w thout any change.
Further, key data SKI,), of the lower 128 bits is set to 0O and output. 15
Wien the Toembihe hey-luwaa fusiciioputnitoF} hadhinstdaghyghle keprsheramhbomituni t
310, the upper 128-bit data of the input key data is output as the upper.
128-bit keypghta tBkhhgh-lidabbutramfonhad gexteitiohhRey FAPAPYE tH2&dRt key
data SKI,,, is generated by conbining the | ower 64 %its of* t he i nput

192-bit  kayuttalds whentthe nonveheS: fdrchioh &k F iswbhebyl
inverting the 20 |ower 64-bit data of the inplt?\t%%gg?%?%ggggbgygltegfp%d

ey daia 1o outpul Se ki ol Ana e T LR85, 4 feflet Bofipb 2€ 1P

key data is output as SKhigh, _ | a I's out’put
he 175t TEET BB RS R ARG onl o 3B ARl B PR e pppinSarty 0
et T o L B B SR RAPRl E8 g e
Pt e O R A 90 T L 0 00 ke
the 5 extahe o ReaRrratdh it 2s Agth ac s Kbweia oo droraesing Hethi bt G bi
key both cases of Figs. 46 and 47, because the key function unit 25 is eliminated
10 from the non-linear function unit F, the operation léad of the non-linear
function unit F is reduced, and the operation of the XOR cirenit 298 located
outside the non-linear function unit F can be performed in parallel with the
operations performed by the non-linear function unit F, which enables a
high-speed processing.
15
Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the
key generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation
20 unit 310, a first G-bit key transformation unit 320, a second G-bit key
transiormation unit 330, and a key shifting unit 340. From the input key
data having 128 bits, 192 bits, or 256 bits, the key generating unit 300
generates 128-bit key data K, and 128-bit key data K,, and outputs plural .

64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the output key



transformation unit 320 and the key data originally input. Wen the |length
of the key data input to the bit length transformation unit 310 is 192 bits
or 256 bits, the 128-bit key data outﬁﬂt fromthe first Gbit key
transformation wunit 320 is further input to the second Gbhit key
transformation unit 330, 10 XORed with the |ower 128-bit key data SKI.,,,
operated by two round non- linear transformations, and 128-bit key data K2
is output. Twq pieces of 128-bit key data, fromthe first Gbit key
transf or néitait%ﬂ)eﬁ?ﬁnﬁs s dagweny Hetheskep iinte I vingedifferemis nonderi afibitmiis 330,
are output to the key shifting unit 340. The key shifting unit 340

gener at es pet. exegtbieo wods, theitiplargtht twansffnpiteme snitf 3 1P geiratdeleyat a
and the key data originally input. The key shifting unit 340 includes a

shift regidsteSKy 3dflypper 148 Bits anddiest @ataBSRAL of Bovedi 128 bRELgIutEudd3. a
shift register D 344, and a shift control unit 345. The shift control unit

345 out puthe foreedretotthei fora-Bitkdyotragafdineitishenshssd ah&&h@tl&?%hriﬂixf?m rol
the operations of the shift registers. 20 Fig. 18 shows a configuration of

the shiftunegisa®r ABddtheFhahshilhttereds Sbatpdy 3dl iHc! acpple A 347
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When the 128-bit key data is input to the bit length transformation
unit 310, the input key data is output as key data SK,;en of the upper 128 bits
without any change. Further, key data SK,,, of the Iower 128 bits is set to 0
and output.
15 When the 192-bit key data is input to the bit length transformation
unit 310, the upper 128-bit data of the input key data is output as the upper.
© 128-bit key data SKy,, without any change. Further, the lower 128-bit key
data SK,, is generated by combining the lower 64 bits of the input 192-bit
key data and the inverse 64-bit data, which is generated by inverting the
20  lower 64-bit data of the input 192-bit key data,' and output.
When 256-bit key data is input, the upper 128-bit data of the input
key data is output as SKy;, and the lower 128-bit data is output as SK,.
An XOR data of the 128-bit key data SKygn and SK,, is input to the

first G-bit key transformation unit 320 from the bit length transformation

25  umit 310, operated by two round non-linear transformations, XORed with the



nunber of shifting bits can be applied Fig. 19 shows a part of a control
table stored in the shift control unit 345. The control table is a table
storing how many bits the register Shi%ts 10 at each clock. For exanple,
in the register A control table, at the first clock, it is specified to
shift by 15 bits. And, at the second clock, it is specified to shift by
further 15 bits- Simlarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through
the ei-ghtthpendi8-bit key siasai $Kgg, tfortdier fdpdrptdd Hy two ddurkd qion2Bnshews a
control result under which the shift control unit 345 controls each shift
regi st er trainsfprinetived|andsh2®vbiti keyilgta K9id sutpage of generating the
extension key fromthe 128-bit key data. The upper 128-bit key data SKhi gh
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unit 320 is fur£her input to the second G-bit key transformation unit 330,
10  XORed with the lower 128-bit key data SK,, operated by two round non-
linear transformations, and 128-bit key data K, is output. Two pieces of
128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit
340. The key shifting unit 340 generates the extension key using the two
15  pieces of 128-bit key data and the key data originally input. |
The key shifting unit 340 includes a shift register A 341, a shift
register B 342, a shift register C 343, a shift register D 344, and a shift
control unit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registers to control the operations of the shift reéisters.
20 Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal
346 includes a switch signal to indicate to connect all the switches of the

selector A 347 at the same time to either of A side and B side. The figure

25  shows a case in which the group of switches of the selector A 847 has selected



bits fromthe shift register A 341 and the shift register B 342 as the
extension Kkey and its outputting order are specified in the control table,
which is not shown in the figure. ' AB% according to the control table, by
outputting the select signal 346 including an output instruction signal to
the shift register, 10 the extension key is output fromeach shift
register by 64 bits. Fig. 22 shows a case in which the extension key is
generated fromthe 192-bit or 256-bit key data. Namely, the upper 128-bit

key data BKitsgh onnjhietselécrsigtial 346, dr@ngt this thed)The TERIstONA BARI 3§ Set
in the shift register A 341, the ower 128-bit 15 key data Sé) R 1s set
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key data set Qﬁghi %; reg |st r A 341. ext ensi on_keys are
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Z,, 4 8t%s, z6 =111 bits, andZ7 =128 bits as shown in the shift regi ster

The control table is a table storing how many bits the register shifts

10  at each clock. For example, in the register A control table, at the first clock,
1t 1s specified to shift by 15 bits. And, at the second clock, it is specified to
shift by further 15 bits. Similarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through the
eighth clock, it is specified to shift by 17 bits.

15 Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of
generating the extension key from the 128-bit key data.

The upper 128-bit key data SK,;; input from the bit length .
transformation unit 310 is set in the shift register A 341. The 128-bit key

20 data K, output from the first G-bit key transformation unit 320 is set in the
shift register B 342. Under this condition, the shift register A 341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows to be ignored and not to be
output. Data in the other columns are output as extension keys as shown in

25 Iig. 21.



A control table. The sum of the nunber of shifting bits becones
15+15+15+15+17+17+17+17 = 128, so that the 128-bit register perforns the
128-bit rotational shift and the regi sbér returns to the initial status, 10
The reason why the sum of the nunber of shifting bits is nade 128 bits
(the nunber of bits of the register) to return to the initial status is
that the next processing can be started at once if the next processing is
assigned to the register of the initial status. Further, in case of
perform ng an ifigelbeshpwansfcormmponderaebetpéémnhe diae pfatestedidters
generating the extension 15 key is started fromthe initial status, and
accor di ngland thetdxtefisibhéeyt r ansf ormati on (encrypting) and.the inverse
transformation (decryption) can be performed by setting the initial

status. Further FigI20 sleaeon caby ih RehisHPoupshife 2P Fesfor@edSty fibi ?ts s
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10 e extension key is output from each shift register by 64 bits.

Fig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
Namely, the upper 128-bit key data SKj;e, input from the bit length
tra;lsformation untt 310 is set in fhe shift register A 341, the lower 128-bit
15 key data SK,, is set in the shift register B 342, the 128-bit key data K,
output from the first G-bit key transformation unit 320 is set in the shift
register C 343, and the 128-bit key data K, output from the second G-bit key
transformation unit 330 is set in the shift register D 344.
Data in a column having a slant shows keys not used for the
20 extension keys.
Fig. 23 shows a correspondence between the value of the register and
the extension key.
The keys not used for the extension keys and the correspondence
between the value of the register and the extehsion key shown in Fig. 23 are

25  stored in the control table located in the controller.



operation by different nunber of bits can be inplenented using the two
ki nds of shifts, according to the follow ng procedure. Set the relation so

that Z, - ZO= 15 (here, Z, - ZO=B,)%2Z - Z =30 (nanely, Z,,6 - Z =
2131), therefore, Z, - Z, = 2(Z1 - ZO. Further, as shown in 10 the shift
register B control table, set the relation so that Z, - Z, - 34 (here, Z, -

Z4= 2B,), Ze, - Z5 = 17 (nanely, Zr, - Z5 = BO, therefore, ZI - Z4 = 2(26 -
Z5). Nanely, the differences between the nunbers of shifting bits are nade
15 bits and 30Abighewrmin Figbi 9 sthenshidcditrs] uaitd34hetonestite ©hmdbi fofi ng
bits (30 bits or 34 bits) is set to an integral nultiple (2 tinmes = |

times) of bitsefonwhifting the Meybddta (iSiDthe shit rbgidtet ) 34Or ONAnbIyRhe
shifting. In this way, as the differences of the nunber of shifting bits

are set texteisidifkefdQrdEREatod s&?\ﬁéﬁtﬁ:ﬂgy (B'}zts;h_iftﬁ{g ﬁ'li\? kbl il set g ¢ tipl e

by the integer which is greater than two I mes, I s”an I nteger greater
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shift operacto'hcepolftia j[eshes with two clocks (I clocks) of the operation clock
supplied Tor operating the shift register A 341. Here, on shifting | tines

(two tines), bo the hi gher data and the 25, 1ower, .data . of the shifted
data up to | - tﬁ?i nmes ™ 2 -O%I ih? t PYEIPSr e Pgnotidting arh:}tsaregﬁ%f’cm%ed f or

the extensLon_key. r_ exanpl in_case of shifting from Z1=_15tq Z2 =
45, | = (%*{1157?%/*7]({*%&%:7#@2#%85 a8 thatdibesl -gbtn’éealﬁ%)lmif((rw the 5) 115
= 2, and i%%,the hi gher _otlglta and the |lower data of the shifted data after
shifting £28-bjt ¥qtapenabshity and the register retpgpsiethemmitil staiis- used for the
5 extension key. This can_be seen in Fig. 20, in which the colums of

key[ 810 The reason why the sum of the number of shifting bits is made 128

bits (the number of bits of the register) to return to the initial status is that

the next processing can be started at once if the next processing is assigned

" to the register of the initial status. Further, in case of performing an
inverse transformation (decryption), the process for generating the extension

15 key is started from the initial status, and accordingly, both of the
transformation (encrypticn) and the inverse transformation (decryption) can

be performed by setting the initial status. Further, the reason why the sum

of the number of shifting bits is not made greater than 128 bits (the number

of bits of the register) is to prevent the generation of identical values as the

20 status within the same shift register due to performing the shift more than
one cycle (greater than 128 bits of shift). This is because, for example,
performing the rotational shift by 2 bits, which is less than 128 bits (the
number of bits of the register) and performing the rotational shift of 130 bits,
which is greater than 128 bits (the number of bits of the register), produce

25 the identical value. It is desirable to set such values in the register A



and key[9] have slants, showi ng that these keys are not used for the
extensi on keys. And either or both of the higher data and the | ower data of
the shifted data after shifting | tine®5(2 tines) is or are used as the
extension key. This can be seen in Fig. 20, which shows key[12] and

key[ 13] are 10 output as the extension keys. The reasons why the shift
operation based on nultiple by the integer greater than two is enpl oyed as
descri bed above are to enable to performthe shifting of not only 15 bits
or 17 bit $oniel tabledhas, ¢n pesfoxnpngtiltesshifs ¢ftherrogigler Hyi bse cotledBhé= 15 X
3) bits or 51 (= 17 X 3) bits, etc.), which varies the nunber 15 of shifts
and furt hemntler ofghofting bits vaciesiityegulady threugkabennetyycldie FasR6vedr €
provided in which the shifted data is not used for the extension key'is

al so to i mprovder thdacticatel the configerLesi bedhb AIRNRIA Y L RGO Aralhtgh 1S
not used for the extension Kkey (in Figs. 20 and 22,” keys of colums havi ng
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10 the shift register B control table, set the relation so that 4s—Z,= 34 (here, Z, |
~24=2B,), Zs — Zy = 17 (namely, Z,; — Z; = B,), therefore, 7, — Zy=2(Zg - Zy).
Namely, the differences between the numbers of shifting bits are made 15
bits and 30 bits, or 17 bits and. 34 bits, and the number of shifting bits (30
bits or 34 bits) is set to an integra} multiple (2 times = I times) of the number
15  of bits (15 bits and 17 bits) for one time shifting.

In this way, as the diffefences of the number of shifting bits are set to
either the number of shifting bits for one time or the multiple by the mteger
which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one

20 time or two times (I times), it is possible to easily implement shift operations
of which the number of shifting bjts stored in the control table. To operate
two times (I times) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 341.

Here, on shifting I times (two times), both the higher data and the

25 lower data of the shifted data up to I — 1 times (2 — 1 = 1 time) are ignored



bits of B2 =8 X2 +1=17 (B2 =8 XJ2 + 1, where J2 is an integer
greater than 0, J1 = J2 or J1 *J2). To set the shifting anount to a 1 of
the integral nultiple of 8 is to perfdmthe shift by odd bits, which

| nproves the security conpared with performng the shift only by even
bits, since the operation of 10 the extension key in the data processing
unit is made by 8-bit unit, that is, even bits unit. And since the
shifting amount can be set by adding/subtracting | bit to/fromthe

mul tipl e ahd&remot vexdifip the exnessor keFU Fohieghudids, windagse bfshiftisty frbinng
command, the shift operation such as above perforns a hi gh-speed

processi ng, edpRrEc= w6t h=p] £ ZHnghdiuga B &f Phifttn Pbits at bne iichei ES@5 1 N Ccase
that this shift operation using the hardware which can shift only 1 bit,

there arejspses 9Ossd Boeh the RREAL Hath RhARKINBKErRIAGESSIHshil e dl fita2P0Ve
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(SKI 5 *SK2), and that the bit_length transformati on unit 310 outputs
SKI hi gh =key-” This can be seen in Fig. 20, which shows key[12] and key[13] are

10  output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits, but also 30 (= 15X 2) bits, 34 (= 17X2)
bif,s (or 45 (= 15X 3) bits or 51 (= 17X 3) bits, etc.), which varies the number

'15  of shifts and further to improve the securitgr.' And, the reason why the cases
are provided in which the shifted data is not used for the extension key is
also to improve the security.

It is desired to generate the data which is not used for the extension
key (in Figs. 20 and 22, keys of columns having slants, which are not used for

20  the extension keys) when, for example, the processing of the hardware or the
processing of the program is not consecutively performed. For concrete
examples, in Fig. 3, it is desired to generate such data when the operations of
the normal data transformation wunit (FL) and the inverse data
transformation unit (FL") are performed, or before or after such operations

25 or at idle times of processes or switching times of processes such as a



SKI = (SKH1 I SKL1) from SKI and SK2h;gh = SK2 = (SKH2 | SKL2) from SK2.
Here, SKH (i = 1,2) neans the upper 64-bit data of SKi and SKLi (i = 1, 2)
nmeans the | ower 64-bit data of SKi. As8Um ng that XOR data of SKH and SKH2
is AA and XOR data of 10 SKL1 and SKL2 is AB, it can be said "at |east A
A4 0 or AB* 0" since SKi * SK2. As shown in Fig_ 34, these AA and AB
becone A A+ AD AB+ AC respectively, by receiving the two rounds of
non-linear transformations. This nmeans that XOR data (AAl AB) of SKI high

and SK2hi fiimdtecorel ¥R hrodedm, (A sitbréufdng AlB+oA 2% iafdr@tpP MR Ng the
two rounds of non-linear transformations to SKihigh and the transftorned

data afteprgres§.ormng the two rounds of non-linear transformations to
SK2hi gh. Accordi ngly, when these pieces of data after performng the two

rounds of non- TR RheddRsl il BR bt TP Ao SLY LRI 07,
Fanct 1 on, TPt PRG R g R IR o BB ACEER, TRAT™ 15 Tad! Sibn T
Thor ef'or o 01 nge e s SRged? eeaft R DL e Bimber e shiens gn ane
non-exi st BECEE oy e P B Re s P Bt BT e BRame RhemD, as
Founds o monla Phely Tt1aims okt PonSPAHBE PBPRGF ren ot ehcther interalounds
of non-linear tr formations. Since it can, be said "at least A A*O or A B
0", t hetPé‘?ﬁ‘rHt? %negs 15 torerferm theshattdt odd biisswhidh impBovemtlzes@urity A A =
0. ACS= c%m;?g]r%di vgit h}:?er%ci'ginréatrilr:eesrhi%tsonly by even bits, since the operation of
10  the extension key in the data processing unit is made by 8-bit unit, that is,
even bits wunit. And since the shifting amount can be set by
adding/subtracting 1 bit to/from the mﬁltiple of 8, for example, on some CPU
which has only 1-bit shifting command, the shift operation such as above
performs a high-speed processing compared with shifting by 3 bits or 5 bits.
15  And also, in case that this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed processing.
In the above description of the bit length transformation unit 310,
three kinds of bit widths of key data are input. Even when the key data
having Q bit length, in which Q is between 128 bits (G bits) and 256 bits (2G
20 hits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G bits, is input, the bit Iength

transformation unit 310 can convert the key data of Q bits into the key data

25  of 2G bits.



di scussed above, the XOR data (0 1 A B) of SKlhigh and SK2hi gh becones the
XOR data (A B+ AEI AD after performng the three rounds of non-I|inear
transformations to SKI high and the trapsforned data after performng. the
three rounds of non-linear transformati ons to SK2hi gh. Accordingly, when 10
t hese pieces of data after receiving the three rounds of non-I|inear
transformati ons are XORed with SKI hi gh and SK2hi gh, respectively, at the
XOR circuit 999, the XORed results of two pieces of data beconme (A B+ A E |

A B+ A D). HereNextheBnickid - e f ing is
true: (o) B+ 0 E I A %‘Engt"‘%té]‘é@?%’*?g?.&Tﬁét"%‘.%a}%ﬁgnﬁ?’ﬁe‘”élgpE’ieeg%"?%g‘%&gat a

after 15 E@fe&ﬁ"n%t@%‘i&.h%_three rounds of non-linear transformations are
XORed with SKI high and SK2hi gh, respectively, the operation results are

t he same. Nane ' |.hi_gh: Ut pyt . f-he sane d so that the
equi val ent keyyg})l(%'fl lf&\z&&ﬁg%%ﬂ%ar%eﬁ tforrgﬂ%ﬁﬁg%e %ng?%ogﬁﬁép%@r{t%@rgge&i ty.
Not only the abgyve-nentioned se of, t hree-r.aund npn-Ij.near
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equi val ent ro jfferent SK1 and SK?2, that neans_an equival ent key nmay
ol st -3 onsosa) f1d tha BBy Brieshiranalimatiion Toxt SH Brrognots Sl -

equi val en ey t two-round non-linear transfornmation according to
the pr ese%%ﬁ@%%@?&@%l%ééﬁdﬂ%@ﬁﬁK?? feKEZ 5K faomt BE2. case
in which the non-exjstence of the 60 equival ent key is proved other than
the two-r 5igxe. ABAL @ meh?) npeanst drarippen 64zt dadii g 9161 ahé SEbs 6 1,2)

enbodi ment, however, it is preferable to use the two-round non-Iinear

t r ansf or nEgass thedewerbébitadaianpi 8Keonfi guration in addition to the proved

non-exi stence of the equivalent key. 5 Fig. 24 shows a conputer for
instal ling the dsswmingtheft FOBtdedn ofi@KH1 and SKH2is AA and XOR data of

10 SKL1and SKL.2is AB, it can be said “at least AA¥0 or AB¥0” since SK1
#+SK2.

As shown in Fig. 34, these AAand ABbecome AA+AD, AB+AC,

respectively, by receiving the two rounds of non-linear transformations.

This means that XOR data (AA[ AB) of SK1,,,, and SK2,,, becomes XOR

15 data (AA+AD| AB+AQC) after performing the two rounds of non-linear

transformations to SK1,,, and the transformed data after performing the

two rounds of non-linear transformations to SK2,,,. Accordingly, when

these pieces of data after performing the two rounds of non-linear

transformations are XORed with SK1,;,, and SK2,,,, respectively, at an XOR

20  circuit 999, the XORed results of two pieces of data become (AD|AQ). If

the non-linear transformation is a bijective function, inputting A X+0 always

causes to output AY#0, so that when “at least AAF0 or ABF0”, it can be

said “atleast AC¥0or AD#0”. Therefore, since it is impossible to output

the same data from SK1,;,, and SK2,,, through the two rounds of non-linear

25  transformations, non-existence of the equivalent key is proved.



for encryption 100 or the data transformation unit for decryption 400. The
data transformation unit for encryption 100 and/or the data transformation
-unit for decryption 400 is connected % the bus as a printed circuit
board. This printed circuit board is provided with a CPU, a nenory, 10 and
a logical circuit elenent, and encrypts plaintexts supplied fromthe CPU

I nto ci phertexts using the above-nentioned operation and returns the data
tothe CPU. O it decrypts ciphertexts supplied fromthe CPU and returns

the plaintexts Om tthe &fldr hanthiss waywnt he Bt asbr anshREM s Nwillli ke f OF
encryption 100 or the 1.5 data transformation unit for decryption 400 can

be i npl emegiiternd, tite wHidh didar hreBUFddif]s of '}ﬁ)_lfiﬁ]h%afr Qﬁgﬁﬁ'ﬂ%ﬁ:ioi%oﬂpé t for

encryption 100 or the data transformation unit r decrypti can be

al so i npl EﬁB%ﬁl@dq}iSH&% of SRR g)? nBH%ﬂ@&ﬁr%ﬁ@ﬁEf%%si.o%igﬁé giio %P’ed in a

Nanely, the above operation can performnmed usSing € progr

magneti c gL sk: del . exi » l.ve, I n _anot t he above
operati ongégéltgedtﬁ%%nﬂg%%g%u bé%ﬁﬁ&%%%%g{%gﬁgr%rs cﬁ&%‘%@’%f re,

t hough. t hiys_I. s t._sh [ e, figur Further,.it.is not required to

i mpl e%entAaP}f %%cgﬁogmpya%%n_ (gstane% ok eBfpth dhe same; pangepassi bl e
to i npl engnt the, apbove 0p jqn, b I sfrihuted system such as a server
and a cl‘rg}‘???s@ E %f‘stt?’@%ﬁ gﬁ%i‘&?é 2‘3it ég%‘mikmépa wtneRCCORESUGIE t hi s
i's not sh in the fi .01 Ln the foregoing Figs. 1 through 47, an
arrow sho %t?éﬁéifi%u}éf At]ﬁ)ea tspdreafqranng) Bye thyee rownds gfimen-lwedamg t he
arrow are_bl ogk diagrans of the data transformation unit and al so

f | owchar t Fansiormatigns: te Kt fndhehe beansiormed ditagafies peaforbsngeiheaced

wth "... step" or.".,. process", so that the 5 diagrans can be consi dered
as oper at thggefronndisaeh sordinsasdransformativarst to SK2,.,.~ Accordingly, when

10 these pieces of data after receiving the three rounds of non-linear
transformations are XORed with SK1,,, and SK2,,, respectively, at the
XOR circuit 999, the XORed results of two pieces of data become (AB+AE|
AB+AD). Here, when it is assumed AB=AD=AE=¢=O, the following is
true: (AB+AE| AB+AD) = (0]0). That is, .when these pieces of data after

15 performing the three rounds of non-linear transformations are XORed with
SK1,,, and SK2,,, respectively, the operation results are the same.
Namely, SKlyg, and SK2,;,, output the same data, so that the equivalent
keys exist, which are troublesome in respect of the security.

Not only the above-mentioned case of three-round non-linear

20 transformation, a general non-linear transformation may output the
equivalent K, from different SK1 and SK2, that means an equivalent key
may exist. However, it is possible to prove the non-existence of the
equivalent key when the two-round non-linear transformation according to
the present embodiment is employed.

25 Further, there may be another case in which the non-existence of the



showi ng the data transformation nethod. In the foregoi ng enbodi nents, a
case in which 128-bit plaintexts and ciphertexts are used has been
expl ai ned, but the data can be 256-bit 60pl ai ntexts and ci phertexts, or

pl ai ntexts and ci phertexts having another 10 nunber of bits. Further, in

t he foregoi ng enbodi nents, a case in which 128-bit, 192- bit, 256-bit key
data and 64-bit extension keys are used, but the key data can have anot her
nunber of bits. If the bit length of.the plaintexts and the ciphertexts,

the key daicmivdlenaRey o prevedenbie ThifihathotBaRAGbN- Bhof PUARFoLASB!

|l ength to be processed by each unit, each step, or each process I's cthanged

accordi ng It dr I.abj,l it cordin o the
enbodi mnt&g?f?ﬁ%mgr%%éeﬁ?ﬁg%e%eér{? ?éﬁlﬁ‘%rﬁé lﬁ\gfér‘r’lae?’ itdiast ércff?g#él otrOrTﬁ?‘?& €uni t
(FL) 251 . ' r tion ungt FL-1 e provided for
i( npl enent ?ﬂ% ﬁ}\que %}éiﬁy1 %fel a%ﬁ{%% %f%%%ggtgérg‘rﬁf S%F%en Ot & fiyrle, é‘)’gégr‘élpa&r‘(ﬁb ARt hm

so that t ion unit 200 and the. .decryption.unit 500 can share the
circuit. %?dg@(rd\{l)kégtrd,lgg(r:%%er%?%'ef{bg%?ﬂ%e %ﬁ%(ﬁq)ré legt kege present invention,
the 62.transfornati Bable Tis sh%red by..the S-hox first transformation
unit 13 and th 1%-%2§ QB GrPeR EreS1iBY Mastebingiihe dain teapsfermatipe unit
configuration is _ si [JTEB ified. Further, according to the enbodi nent of the
present i nYePRFFRIIOPHDO0 é&fb@ﬁlfé‘l Fansfysradioranndfor deerypdias408ed, whi ch

makes the configuration sinpler, and the linear transformation unit 85 and
the linear tran r faka dransformation unit for encryption 100 and/or the data

transformation unit for decryption 400 is connected to the bus as a printed
circuit board. This printed circuit board is provided with a CPU, a mermory,
10  and a logical circuit element, and encrypts plaintexts supplied from the CPU
into ciphertexts using the above-mentioned operation and returns the data
to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns
the plaintexts to the CPU.
In this way, the data transformation unit for encryption 100 or the
15 data transformation unit for decryption 400 can be implemented by the
hardware. Further, the data transformation unit for encryption 100 or the
data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation
can be performed using the program stored in a magnetic disk drive or a
20 ﬂexible disk drive. In another way, the above operation can be implemented
by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation
using one computer, but it is possible to implement the above operation by a
distributed system such as a server and a client, or a host computer and a

25  terminal computer, though this is not shown in the figure.



unit 87 are provided, so that the security is inproved even if the subfield
transformation unit 18 is used. Further, according to the enbodi nent of the
present invention, the 10 shift contrdl unit 345 can nake the shift

regi ster operate integer nunber of tinmes to performthe shifting of the key
data with the nunber of shifting bits (for exanple, 30 bits or 34 bits)
which is not a fixed nunber of bits such as only 15 bits or 17 bits, and

i nproves the security Further, according to the enbodi nent of the present
invention, a cada theForeopmgFiged throwahcty, tdreasivif slesive atdird dbidner iy f t
register is not used for the extension key, which further inproves the

security. dpsrhtien, flew Caidithe figrk8 e Lihe ShEBroRf aféqﬁldaketﬁﬁgfarhgzbﬁ%{?p?’
e DI

even if the key data having different nunber of bits is 1Input,

length transf9hA8hESY (1Rl ﬁni%la%dcmgqgﬁ%cf}gaﬁgle Key, @hef\évyinach@ ur%g, or

| ength, which 20 enables to operat e ‘Key ‘genération

accordi ng ' esent j.nvention, the .two-{o

non- | i nearm?(r:%ﬁ? r mat F%rbltesﬂiipsﬁél [ %Fl'?ﬁe“fiértgi‘ grbi't' Q(léjﬁesst’rﬁ?lgbgfﬁgﬁ on
uni t 320, - exl.st-en f the ke ei gui val ent t | can be
provedt wib SRS SO EHINRES £} proSatid Mgl feRtim o Teweharis
enbodi nent _;of .t hﬁhgﬁggent i ?vent l.on, e 63 location of the key function 25

t
is al ter e?POHPE { ansigrmation methadycessing. 64 CLAIMS 1. A data

transformation ratus having: .a data processing.unit for inputting key
data and perfor iﬁ&ge g?rqggggg embodiments, a case 1n which 128-bit plaintexts an

ciphertexts are used has been explained, but the data can be 256-bit
plaintexts and ciphertexts, or plaintexts and ciphertexts having another
10  number of bits.

Further, in the foregoing embodiments, a case in which 128-bit, 192-
bit, 256-bit key data and 64-bit extension keys are used, but the key data can
have another number of bits.

If the bhit length of the plaintexts and the ciphertexts, the key data
15 and the extension key are changed, of course, the bit length to be processed
by each unit, each step, or each process is changed according to the bit

length.

Industrial Availability

20 According to the embodiment of the present invention, the normal
data transformation unit (FL) 251 and the inverse data transformation unit
(FL') are provided for irﬁplementing the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the decryption unit
500 can share the circuit.

25 Further, according to the embodiment of the present invention, the



one of encryption of data and decryption of data; and, a key generating
unit for generating key data to be used by the data processing unit and
supplying the key data to the data proé&ssing unit, the data transfornmation .
apparatus conprising a non-linear function wunit (F) including: a key
function unit for performng a |ogical operation of data to be transforned
and the key data; an S function unit for converting data to be transforned
into other data; and a P function unit for performng a | ogical operation

anong pi etesmsfirmaiaon tabld® israngtarethe MBoWHEREE kFh ISk 8¥ioh Uik o uni t
is placed between the S function unit and the P functlon unit 1 n the

non- | i neagn# Uitet S%xugééonﬁﬁ)rangforﬁa(;!ﬂ)trﬁu'h'i@'igf g& %eagcﬂ?ﬁgﬁ#ﬁstwrﬁa}/s' ng. a
data processing unit for inputting key data ah per orm ng at '1eas one of
encryptrog;nplghgéq_a and decryption of data, and a key generating unit for
‘generating Key data to be used by the data processing unit and supplying

the key data t a es a transfornation gpparatus
conprising a ngﬁﬁfﬁnga‘% |t3)n£}?eqen¥%0d?1 g ﬁg eapli?éﬁn; SREERER & f or
perform g cal eratlon at a t ran forned and_the key dat a;
65 an°s fsa’lrpaffelg t t%r}%?t]rgdsd‘éﬁ gﬁﬁe@f)f} frgwragioner
data; and.a R fun(“on unit, for performn Io |caI operation anong pi eces
of simpler, and the linear transformation unit 85 and the linear transformation

unit 87 are provided, so that the security is improved even if the subfield
transformation unit 18 is used.

Further, according to the embodiment of the present imfention, the

10  shift control unit 345 can make the shift register operate integer number of
times to perform the shifting of the key data with the number of shifting bits
(for example, 30 bits or 34 bits) which is not a fixed number of bits such as
only 15 bits or 17 bits, and improves the security.

Further, according to the embodiment of the present invention, a caee

15  1s provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security.

Further, according to the embodiment of the present invention, even
if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20 enables to operate a flexible key generation.

Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to
K, can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



data to be transfornmed, and wherein the key function unit is placed one of
before the S function wunit and the P function unit and after the S
function unit and the P function wunité3n the non-linear function unit. 3.
The data transformati on apparatus of claim2, wherein the S function wunit
includes: a first transformation unit for inputting a part of data to be
transforned as first partial data, transformng the first partial data
using a transformation table T, which inputs data, transforns a val ue of
the data ilatatioanof the kel figctvmd 25utiputiterete vwiaich, eanbledubpUigh-Bfeed
transforned data; and a second transformation unit for inputting at |east
anot her ppﬁ&mggnghe data to be transformed as second partial data,
transformng the second partial data by a transformation using the
transformation table T and an operation for the second part, and
outputting transfornmed data. 4. The data transformation apparatus of claim
1, wherein the P function unit inputs eight pieces of 4n-bit data (n is an
i nteger greater than 1) zl1, z2, ..., z8 and includes: a circuit for
perform ng an XOR operation of at |least two of the four pieces of data zl1,
z2, z3, z4 to obtain 4n-bit operation result Ul; a circuit for performng
an XOR operation of at |east two of the four pieces of data z5, z6i z7, z8
to obtain 4n-bit operation result U2; a circuit for performng an XOR
operation of U and U2 to obtain 4n- bit operation result U3; 66 a
rotational circuit for performng a rotational shift on Ul; and a circuit
for perform ng an XOR operation of output fromthe



rotational circuit and U3 to obtain 4n-bit operation result U4, and wherein
the data transfornati on apparatus divides U3 and W into four pieces of
data, respectively, and outputs eight gyeces of n-bit data z' 1, Z2,...,Z8
5. A data transformati on nethod for executing a data processing process
for inputting key data and perform ng at |east one of encryption of data
and decryption of data, and a key generating process for generating key
data to be used by the data processing process and supplying the key data
to the data processing process, tthEﬁgﬁqéfansfornation met hod conpri si ng
a non-linear function process incl udrng. key function process for

performng a IRgﬁ&altrﬁ&g{,ﬁhhaanﬁplp%gét@ﬁh%‘?@g:btransforrred and the key dat a;

an S function process rconve e transforned into other

data; and a P [ : My ' ﬁgﬁaﬁ' n
pi eces of dat %Latagél eB{:?%s‘ri]’lggélﬁlrﬁeg?r %ﬁ%ﬁg g?%ﬁ%ﬁ%%gb?ﬁﬁc [ o%odgrlgggsg S
pl aced beéﬂegttrehe@yp'iiémafuhﬂman@geggaﬁi@pefuaﬁa;Fénu;mctIon process in the

non-|inear function process. 6. dat'a transformation nethod for executing

a data processjrigy Eéﬁ?@i@ﬁ%gf @hiti fopuidriergtikg kelatataatsl beendad Biyntheadatacast
one of encryption o data and decryption of data, and a key generating

process fproagssiagatiibgndespppiving the ley dstadotthetdata padeessimrang] ng process
and supplying the key data to the data processing process, the data
t r ansf or mat i ontheedatal transporimangn aappratls semprisingt & amompiineas sfunetiondi ng:
67 a key égﬂ%%sgaﬂ%h%igss for performng a | ogical operation of data to be
a key function unit for performing a logical operation of data to be
transformed and the key data;
an S function unit for converting data to be transformed into other
data; and
a P function unit for performing a logical operation among pieces of
data to be transformed, and
wherein the key function unit is placed between the S function unit
and the P function unit in the non-linear function unit (F).
2. A data transformation apparatus having:
a data processing unit for inputting key data and performing at least
one of encryption of data and decryption of data, and a key generating unit
for generating key data to be used by the data processing unit and supplying
the key data to the data processing unit,
the data transformation apparatus comprising a non-linear function
unit including:
a key function unit for performing a logical operation of data to be

transformed and the key data;



transforned and the key data; an S function process for converting data to
be transfornmed into other data; and a P function process for performng a
| ogi cal operation anong pieces of datgsto be transfornmed., and wherein the
key function process is placed one of before the S function process and
the P function process and after the S function process and the P function
process in the non-linear function process. 7. A program for having a
conmputer performthe data transformation nmnethod of claim35 or

havi ng & computas RRPR RE i cottvetikcia: b Helhbma em%pbﬁ%’ o a
conput er - 55%93959 storage nedium for storing the program

a P function unit for performing a logical operation among pieces of
data to be transformed, and

wherein the key function unit is placed one of before the S function
unit and the P function unit and after the S function unit and the P function
unit in the non-linear function unit.

3. The data transformation apparatus of claim 2, wherein the S function
unit includes:

a first transformation unit for inputting a part of data to be transformed
as first partial data, transforming the first partial data using a transformation
table T, which inputs data, transforms a value of the data into another
value, and outputs the data, and outputting transformed data; and

a second transformation unit for inputting at least another part of the
data to be transformed as second partial data, transforming the second partial
data by a transformation using the transformation table T and an operation
for the second part, and outputting transformed data.

4.  The data transformation apparatus of claim 1,

wherein the P function unit inputs eight pieces of 4n-bit data (n is an
integer greater than 1) z,, 2,, ..., 2z and includes:

a circuit for performing an XOR operation of at least two of the four
pieces of data z,, z,, z3, 4 to obtain 4n-bit operation result U;;

a circuit for performing an XOR operation of at least two of the four
pieces of data zs, zs, Z7, z5 to obtain 4n-bit operation result Us;

a circuit for performing an XOR operation of U; and U, to obtain 4n-

bit operation result Us;
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a rotational circuit for performing a rotational shift on U;; and

a circuit for performing an XOR operation of output from the
rotational circuit and Us; to obtain 4n-bit operation result U,, and

wherein the data transformation apparatus divides U; and U, into
four pieces of data, respectively, and outputs eight pieces of n-bit data z’;,
22, 0y Z'g.
5. A data transformation method for executing a data processing
process for inputting key data and performing at least one of encryption of
data and decryption of data, and a key generating process for generating key
data to be used by the data processing process and supplying the key data to
the data processing process, the data transformation method comprising a
non-linear function process including:

a key function process for performing a logical operation of data to be
transformed and the key data;

an S function process for converting data to be transformed into other
data; and

a P function process for performing a logical operation among pieces
of data to be transformed, and

wherein the key function process is placed between the S function
process and the P function process in the non-linear function process.
6. A data transformation method for executing a data processing
process for inputting key data and performing at least one of encryption of
data and decryption of data, and a key generating process for generating key
data to be used by the data processing process and supplying the key data to
the data processing process, the data transformation method comprising a

non-linear function process including:
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a key function process for performing a logical operation of data to be
transformed and the key data;

an S function process for converting data to be transformed into other
data; and

a P function process for performing a logical operation among pieces
of data to be transformed, and

wherein the key function process is placed one of before the S
function process and the P function process and after the S function process
and the P function process in the non-linear function process.
7. A program for having a computer perform the data transformation
method of claim 5 or a computer-readable storage medium for storing the
program,
8. A program for having a computer perform the data trdnsformation
method of claim 6 or a computer-readable storage medium for storing the

program.



