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(54) Title: INCREMENTAL DECRYPTION AND INTEGRITY VERIFICATION OF A SECURE OPERATING SYSTEM IMAGE

INCREMENTALLY DECRYPT A SECURE OPERATING SYSTEM IMAGE. INCLUDING
FOR A PAGE OF A PLURALITY OF PAGES OF THE SECURE OPERATING SYSTEM
IMAGE: ~_ 500

RECEIVE A PAGE ADDRESS OF THE PAGE AND A TWEAK VALUE
USED DURING ENCRYPTION OF THE PAGE; ~_ 50

DETERMINE THAT THE TWEAK VALUE HAS NOT PREVIOUSLY
BEEN USED DURING DECRYPTION OF ANOTHER PAGE OF THE PLURALITY
OF PAGES OF THE SECURE OPERATING SYSTEM IMAGE; AND~_ 54

DECRYPT MEMORY PAGE CONTENT AT THE PAGE ADDRESS USING AN
IMAGE ENCRYPTION KEY USED IN ENCRYPTING THE PAGE AND THE
TWEAK VALUE TO FACILITATE OBTAINING A DECRYPTED SECURE
OPERATING SYSTEM IMAGE 506

VERIFY INTEGRITY OF THE SECURE OPERATING SYSTEM IMAGE~. 50g
BASED ON VERIFYING INTEGRITY OF THE SECURE OPERATING SYSTEM

IMAGE. START EXECUTION OF THE DECRYPTED SECURE OPERATING
SYSTEM IMAGE~—510

THE INCREMENTALLY DECRYPTING AND THE VERIFYING INTEGRITY ARE
PERFORMED BYASECURE INTERFACE CONTROL OF THE COMPUTER

ENTITY OF THE COMFUTER SYSTEM, AND THE PAGE ADDRESS AND THE
TWEAK VALUE ARE RECEIVED BY THE SECURE INTERFAGE GONTROL FROM A
HYPERVISOR ~—512

PAGE ADDRESSES OF THE PLURALIW OF PAGES ARE IN A FIXED ORDER e 9.
ICREMENTALLY DECRYPTING THE S

OPERAT\NG SYSTEM IMAGE \NCLUDES DETERMINING THAT THE PAGE ADDRESS

18 DIFFERENT THAN ANY PREVICUS PAGE ADDRESS OF PREVIOUSLY

DECRYPTED PAGES OF THE PLURALITY OF PAGES OF THE SECURE OPERATING

SYSTEM IMAGE~—514

THE INCREMENTALLY DECRYPTING THE SECURE OPERATING SYSTEM IMAGE
FURTHER INCLUDES DETERMINING THAT THE TWEAK VALUE IS DIFFERENT THAN
PREVIOUS TWEAK VALUES USED DURING DECRYPTION OF PREVIOUSLY
DECRYPTED PAGES OF THE PLURALITY OF PAGES OF THE SECURE OPERATING
SYSTEM IMAGE~.- 516

THE VERIFYING INTEGRITY INCLUDES EMPLOYING, IN PART, A CUMULATIVE
CONTENT HASH OBTAINED USING MEMORY PAGE CONTENT OF THE PLURALITY
OF PAGES AND A CUMULATIVE ADDRESS HASH OBTAINED USING PAGE
ADDRESSES OF THE PLURALITY OF PAGES ~.51g
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(57) Abstract: Secure processing within a computing environment is provided by
incrementally decrypting a secure operating system image, including receiving, for
a page of the secure operating system image, a page address and a tweak value
used during encryption of the page. Processing determines that the tweak value has
not previously been used during decryption of another page of the secure operating
system image, and decrypts memory page content at the page address using an
image encryption key and the tweak value to facilitate obtaining a decrypted secure
operating system image. Further, integrity of the secure operating system image
is verified, and based on verifying integrity of the secure operating system image,
execution of the decrypted secure operating system image is started.
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