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TECHNI CAL FI ELD This disclosure relates generally to the field of conputing
systens, wod3ews2 particularly to a nmethod and syst em f oPCaiGsay1 we4
recovery. 5 BACKGROUND Di saster recovery systens typically backup conputer
files to protect against data loss. In a typical disaster recovery system
files are periodically copied to a tape__or other backup system This
typically occurs during a sMERHGR iSO TEMEAPRs during off tinmes at

ni ght or on weekends. Wen a YD%IRFIF%R cbemriai | s, the disaster 10

recovery system may use the |ates ackup to restore the conputer system
This typically involves copying the files fromthe backup system back to

the conputer system A problemwth conventional disaster recovery systens
i s that tEEQL&ﬂ%&dnEﬂuﬁestore a conputer systemto the state that existed
at the time of fhey P HARGES ol slikRs diddhoecur red
after the Iastngcc}%%fggsté]Fée)Iae?%%i egﬁ%lylt%?%{ %UM\AAI%@uTth%rese’nt di%cl osure
provi des paticilatl9 ved nisdiddead apders Yot @isasfeorecdveyst er  recovery to

substantially reduce or elimnate problens and di sadvant ages associ ated 20
wi th previous systens and nethods. In particular, incremental changes to a

dat abajse A & erRhggd and may be archived as incremental backups, in
addi tion Fo—peﬁgorm‘n

g a full backup of the database. The database may
t hen be rest or Bdsaster nerovhry dystes Bzpikally, backup computar dileh it prokeet aBaiBgckups,

and/or the current unarchjved increnmental anges. . l.n_one [ t, a
met hod f pﬂatailgséstl’éla R Mte{ W@Pmy%%yﬁ%& pefrgggtaﬁ Col%gngg%??i?p%n of
i nformati BPoﬁlEﬁﬂacﬁu{» kystdm dehARAsSallyo BuRARIKHE aS¥6tiRNpasod a6k during
i nformation. The nethod al so includes storing an increnental change in a
second off times at night or on weekends. When a computer system faﬂs, the disaster
10  recovery system may use the latest backup to restore the computer system. This
typically involves copying the files from the backup system back to the computer
system.
A problem with conventional disaster recovery systems is that they may only
restore a computer system to the state that existed at the time of the last backup. Any

15  changes to the files that occurred after the last backup are typically lost.

SUMMARY
The present disclosure provides an improved method and system for disaster
recovery to substantially reduce or eliminate problems and disadvantages associated
20  with previous systems and methods. In particular, incremental changes to a database
are recorded and may be archived as incremental backups, in addition to performing a
full backup of the database. The database may then be restored using the full backup,
one or more incremental backups, and/or the current unarchived incremental changes.
In one embodiment, a method for disaster recovery includes copying at least a
25 portion of information from a first database to a backup system as backup
information. The method also includes storing an incremental change in a second
database. The incremental change represents a change to at least a portion of the
information in the first database. The method further includes restoring the first

database using at least one of the backup information and the incremental change.



dat abase. The increnental change represents a change to at |east a portion
of the information in the first database. The nethod further includes

rest ori ngwohg/ooiosst dat abase using at | east one of the bachosos/nfoot mati on
and the increnental change. WD 03/090082 PCT/US03/11024 2 In a particular
enbodi nent, the nethod further includ@s copying a second increnental
change fromthe second database to the backup system In this enbodi nent,
restoring the f §Sfarfidi@bastodineit dRsmiéaiondhithet 8RO MRpgg!deedoaakup

i nformation, the i'ncrenental change stored in the second database, and the
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exenpl ary ?oc 31 agramillustrating a disaster recovery system according
t 0 ones enbockinmexdl chingetstorpd astbabadkupsyser e; Fl GURES 2A and 2B are

exenpl ary bl ock diagrans illustrating primary and secondary dat abases
according to one enbodi nent of the present disclosure; 15 FIGURE 3 is an
exenpl ar yghhpee pbri@apratoN OE THEDRAWBGEOr tion of a disaster recovery
architecture according to one enbodi nent of the present disclosure; FI GURE
4 is an exenpl Hoya fioseceinplgicarmdpistanding of ithayprasont disslosyigy 1efredeSiie POWr ecover y
according_t ne, e L pen 3 t. g : ; LR Rk sean
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pri mapy sefawehgRéc@hithng to one enbodi ment of the present disclosure;
FIGURE 6 is an_exenplary fl ow di agr a et hog[ for file backup
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FIGURES 2A and 2B are exemplary block diagrams illustrating primary and
secondary databases according to one embodiment of the present disclosure;
15 FIGURE 3 is an exemplary block diagram illustrating a portion of a disaster
recovery architecture according to one embodiment of the present disclosure;
FIGURE 4 is an exemplary flow diagram illustrating a method for disaster
recovery according to one embodiment of the present disclosure;
FIGURE 5 is an exemplary flow diagram illustrating a method for file backup
20  at a primary server according to one embodiment of the present disclosure;
FIGURE 6 is an exemplary flow diagram illustrating a method for file backup
at a secondary server according to one embodiment of the present disclosure;
FIGURE 7 is an exemplary flow diagram illustrating a method for file
restoration at a secondary server according to one embodiment of the present
25  disclosure; and
FIGURE 8 is an exemplary flow diagram illustrating a method for file

restoration at a primary server according to one embodiment of the present disclosure

DETAILED DESCRIPTION OF EXAMPLE EMBODIMENTS
30 FIGURE 1 is an exemplary block diagram illustrating a disaster recovery

system 100 according to one embodiment of the present disclosure. In the illustrated

embodiment, system 100 includes a primary server 102, a secondary server 104, a



restoration at a secondary server according to one enbodi nent of the
present 25 disclosure; and FIGURE 8 is an exenplary flow di agram

i1l ustratwog3mome: hod for file restoration at a primary PETMESH3/awedr di ng
to one enbodi ment of the present disclosure DETAILED DESCRI PTI ON OF
EXAMPLE EMBODI MENTS 30 FIGURE 1 is an ¥xenplary block diagramillustrating
a disaster recovery system 100 according to one enbodi nent of the present
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lose information after it fails, and that information may need to be copied to database

110 before database 110 may reenter service. In one embodiment, at least a portion of
15  the information stored in primary database 110 may routinely be copied to or archived
in a backup system 112. As changes are made to the information in database 110, the
changes may be stored in a secondary database 114. The changes in secondary
database 114 may or may not be routinely archived in backup system 112. Primary
database 110 may then be restored using the information in backup system 112 and/or

20  secondary database 114.
Primary server 102 is coupled to network 106. In this document, the term
“couple” refers to any direct or indirect communication between two or more
components, whether or not those components are in physical contact with one
another. Also, the term “communication” may refer to communication between
25  physically separate components or between components within a single physical unit.
Primary server 102 is operable to perform one or more of a variety of functions in
system 100. Primary server 102 could, for example, represent a web server operable
to provide on-line web services to clients 108 over network 106. Primary server 102
could also represent a database server operable to store information used by
30 employees of an organization. Primary server 102 could perform any other and/or
additional functions in system 100 without departing from the scope of the present

disclosure. Primary server 102 may include any hardware, software, firmware, or



dat abase 114 may or may not be routinely archived in backup system 112.
Primary database 110 may then be restored using the information in backup
system 11MOanapws2 20 secondary database 114. Primary ser Pem/us021i024 coupl ed
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previ ots made to the information in database 110. After database 110 fails and becomes

15 operational again, secondary server 104 may communicate the backup information

and the incremental changes to primary server 102, and primary server 102 may use

the information to restore database 110. Secondary server 104 may include any

hardware, software, firmware, or combination thereof operable to store and facilitate

retrieval of information used to restore at least one primary database 110. In the

20 illustrated embodiment, secondary server 104 includes a backup system 112 and a

secondary database 114. Other embodiments of secondary server 104 may be used
without departing from the scope of the present disclosure.

Network 106 is coupled to primary server 102, secondary server 104, and

client 108. Network 106 facilities communication between components of system

25 100. Network 106 may, for example, communicate Internet Protocol (IP) packets,

frame relay frames, Asynchronous Transfer Mode (ATM) cells, and/or any other

suitable information in any suitable format between network addresses. Network 106

may include one or more local area networks (LANSs), metropolitan area network

(MANs), wide area networks (WANS), all or a portion of the global computer

30 network known as the Internet, and/or any other communications system or systems at

one or more locations.



state may al so have existed at a tinme preceding the failure of database
110. In one enbodi nent, secondary server 104 may store a full backup of
t he i nf orwatodomosn dat abase 110 of primary server 102. Secornsas/yloserver
104 may al so store the changes nade to the information in database 110.
After database 110 fails and beconmes X operational again, secondary server
104 may comruni cate the backup information and the increnental changes to

primary server 102, and pri nar er 102 ' ' to
restore databagém%f6g1§gggwggpéc éF%gp6ig%ﬂﬁ§§8ﬁ%§ ﬁ@@gg%gmﬂﬁgﬁﬁﬂgge,

sof t war e, 4fdebMRT&: alRF tiEPMmBiBAtibe BotthRee of dapbisallile df privtavy sermad162ci | itat e
retrieval of information used to restore at |east one primary database 110.
In the 20Fpt bxamplet elépné S ansse pebmis a@cdriehasy a¥emy Oy PHBAY; $REYY Backup
system 112 an secondar : i t ndary
server 102‘3%@({1‘ E86’us ég ag\%’n I%éﬂ'ge%t a’ﬁ%%‘ﬁ?%ilsi"&?‘% g%ﬁfto e sco%gﬁo?‘té%hzé gir:(gsent

di scl osur efieiNet 0P eduld Qo subattpdmthahds for primayy severel02108rudiagqniteary ser ver
104, and client 108. Network 106 f_a%i lities co ni catjon lblg)t\r/ﬁﬁn
conponent &erBer Kstoesdd, zhangsoor fgletRopiormghopggntang 1%)@3'&13‘?‘58, onttifitcat e

| nt er net f ; PQYSadeanst er
Vode. ( ATV Sar aneliid P REESES, AR, HR e b e abl o
format  betyeanmiaicarr dndadtdeessemfonetioordved 8&wortay 06.n lligde 1 @hmagr favor e

| ocal area networks (LﬁNié, neagﬁgolitan are%hnetmork (MANs), wide area
networ ks yeunRly, inglude g deskion,compuier sree e g BEPro¥sHout er 30 network known
as theyl nt er nepyandhoknLARY1 1948 er%lmgﬂoi:@mfmasmsmpgﬂﬁmgt efferat  one
or nore |ocations. 03/ 090082 PCT/ US03/ 11024 S5 Cdjient 108 is coupled to
net wor k 1062 t€ipegfotm k08 drsmoysefuattianstio systeawl @0.ude this glocamerts theateimor al t er
the inforpgtion contained in database 110 .0f i Y SN =g
exanpl e, cfiatabase 16§Yﬁ§{}f g‘lﬁ)ﬁ‘?lfec Olbgf%%%at%ﬂ'e%eg%{oélﬁ%%rlgg}é%e%dgrmf02 over

get ng k 1‘%%@&& Bor Bthed fill S G 8 Bdgidtsy, fred bbiesedon petickiaad/or rigtutiiaat inadiof inom
at abase :
any other suitable structure or structures. In one embodiment, database 110 may store

15  information used by primary server 102 to provide web services to clients 108 over
network 106. As particular examples, database 110 may store the names, addresses,
and product orders of customers of a business using primary server 102. Database
110 may store any other and/or additional information without departing from the
scope of the present disclosure. Database 110 may include any hardware, software,

20 firmware, or combination thereof operable to store and facilitate retrieval of
information. Database 110 may store information using any of a vatiety of data
structures, arrangements, and/or compilations. Database 110 may, for example,
include a dynamic random access memory (DRAM), a static random access memory
(SRAM), or any other suitable volatile or nonvolatile storage and retrieval device or

25  devices. Although FIGURE 1 illustrates primary database 110 residing in primary
server 102, primary database 110 could reside at any location or locations accessible
by primary server 102.

Backup system 112 is operable to store or archive information from primary
database 110 and/or secondary database 114. For example, backup system 112 may

30 receive all or a portion of the information in primary database 110 and store the
information. As a particular example, backup system 112 may receive information

from primary database 110 during a full backup 116 of database 110. When database



5 Cient 108 could also submt commands to prinmary server 102 instructing
primary server 102 to add, change, or delete information contained in

dat abase wo®3/0@osent 108 may i ncl ude any hardware, softwace/ushy/tnare, or
conbi nati on thereof operable to comunicate and/ or receive information
over network 106. Client 108 may, for exanple, include a desktop conputer
executing a web browser. 10 Primary da? abase 110 is operable to store
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database operation, such as an operation that writes data to, deletes data from, or
modifies data in primary database 110. In a particular embodiment, an incremental
change 118 may identify a segment of primary database 110 that has been changed.

As particular examples, if information is added to a table in primary database 110, an

20  incremental change 118 may identify that table, the information added to the table,
and where the information is added in the table.” If information is deleted from a table

in primary database 110, an incremental change 118 may identify that table and what
information was deleted from the table. If information is modified in a table in
primary database 110, an incremental change 118 may identify that table and the new

25  modified information contained in that table. Other information may be contained in
incremental change 118 and/or stored in secondary database 114 without departing

from the scope of the present disclosure. Although this sp‘eciﬁcation may describe
incremental changes 118 as representing changes to files in primary database 110,
incremental changes 118 may represent changes to any information in primary

30 database 110. As a particular example, an incremental change 118 could represent a
change made to a registry in primary database 110. Secondary database 114 may

include any hardware, software, firmware, or combination thereof operable to store



fromprimry database 110 during a full backup 116 of database 110. When
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15 In one embodiment, the backup phase of the disaster recovery operation

involves the performance of a full backup 116 and the storage of incremental changes
118 in secondary server 104. The full backup 116 copies at least a portion of the
information from primary database 110 to backup system 112 in secondary server
104. In a particular embodiment, a full backup 116 involves copying all of the

20  information from primary database 110 to backup system 112. In another particular
embodiment, a full backup 116 involves copying a subset of the information in
primary database 110 to backup system 112. The information involved in the full
backup 116 may be specified by a user, such as a user using client 108 or an interface
to primary server 102 or secondary server 104, or in any other suitable manner.

25 In this embodiment, in addition to the full backup 116, changes made to the
information in primary database 110 may be recorded as incremental changes 118 in
secondary database 114. In one embodiment, the incremental changes 118 are stored
in secondary database 114 until the next full backup 116 begins. After the next full
backup 116 begins, secondary database 114 may be reinitialized, such as by deleting

30 any incremental changes 118 stored in secondary database 114. In a particular
embodiment, the incremental changes 118 stored in secondary database 114 may be

divided according to time. For example, the incremental changes 118 may be stored



25 nodified information contained in that table. Qther information may be
contained in increnental change 118 and/or stored in secondary database
114 withowoodepmsiing fromthe scope of the present di scipozurses/ 1kt hough
this specification may describe increnental changes 118 as representing
changes to files in primary database 1§l0, increnental changes 118 may
represent changes to any information in primry 30 database 110. As a
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recreate those incremental changes 118 in primary database 110. For example,
15  primary server 102 could receive an incremental change 118 representing a deletion
of information from a database table, and primary server 102 could implement the
change in primary database 110 by deleting the identified information from the
database table. In this way, primary server 102 could use the incremental changes
118 stored in secondary database 114 to restore primary database 110 to a state that
20 existed between the time of the last full backup 116 and the time of the database
failure. In a particular embodiment, primary server 102 recreates the incremental
changes 118 sequentially, starting at the time of the last full backup 116 and
proceeding until the time of the database failure is reached or until a desired time is
reached. A user may be allowed to specify whether the primary database 110 should

25  berestored to the time of the database failure or to another time.
In another embodiment, secondary server 104 may perform one or more
incremental backups 120 during the backup phase of the disaster recovery operation.
In this embodiment, the incremental changes 118 stored in secondary database 114
may be copied or archived in backup system 112, and the archived incremental
30 changes 118 may but need not be deleted from secondary database 114. As a
particular example, secondary server 104 could archive incremental changes 118 in

backup system 112 every fifteen or thirty minutes, although any other suitable time



i nformation fromprimry database 110 to backup system 112 in secondary
server 104. In a particular enbodinent, a full backup 116 invol ves copying
al | of thwoaB/0908Dr mati on from prinary database 110 to ba®kwpssystoem 112.
In anot her particular enbodinent, a full backup 116 invol ves copying a
subset of the information in primry glatabase 110 to backup system 112.
The information involved in the full ‘"backup 116 nmay be specified by a
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primary datebhsekupk@stemtilerand aetrorte shepnenementalighaasess bl 8 aqntaiped in those
15  incremental backups 120. This restores primary database 110 to the state that existed

at or near the time of the last incremental backup 120 received and implemented.

Again, primary server 102 could leave primary database 110 in this state, or primary

server 102 could receive and implement the incremental changes 118 stored in

secondary database 114. In a particular embodiment, primary server 102 recreates the

20  incremental changes 118 in both backup system 112 and secondary database 114

sequentially. Also, a user may be given the option of specifying the time to which
primary database 110 will be restored.

The previous description describes various ways in which information may be

stored in secondary server 104 during the backup phase of the disaster recovery

25  operation. It also describes various ways in which primary database 110 may be

restored during the recovery phase of the disaster recovery operation using the

information in secondary server 104. Any other and/or additional methods and

techniques may be used to store information in secondary server 104 during the

backup phase and/or restore primary database 110 during the recovery phase without

30  departing from the scope of the present disclosure. For example, system 100 could be

programmed to always restore primary database 110 to the state that existed at or near

the time of the failure of database 110. In this embodiment, a user may not be given



the state that existed at or near the tinme of the last full backup 116.
Primary server 102 could | eave primary database 110 in this state. Primary
server 10@0meds8al so receive sonme or all of the increnemrcalusohiamoges 118
from secondary database 114 and recreate those increnmental changes 118 in
pri mary database 110. For exanple, 15igrimary server 102 could receive an

I ncrenmental change 118 representing a deletion of information froma
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15 FIGURES 2A and 2B are exemplary block diagrams illustrating primary and

secondary data{béises 110 and 114 according to one embodiment of the present
disclosure. In particular, FIGURE 2A illustrates two example primary databases 110
in two primary servers 102, and FIGURE 2B illustrates an example secondary
database 114 in secondary server 104. The database contents shown in FIGURES 2A
20  and 2B are for illustration only. Databases 110 and 114 may include any other and/or
additional information in any suitable arrangement without departing from the scope
“of the present disclosure.
In FIGURE 2A, the contents of two primary databases 110a and 110b are
subdivided using a standard folder system. In a folder system, contents may be
25 divided into a hierarchy of folders. [Each folder may contain information,
applications, additional folders, files, registries, no contents, and/or any other
contents. Although this specification may describe incremental changes 118 being
made to files in folders 200 and 202, incremental changes 118 may affect any other
contents of folders 200 and 202 without departing from the scope of the present
30  disclosure.
In the illustrated embodiment, the contents of database 110a are divided into

two drive folders 200a and 200b, while the contents of database 110b reside in a



dependi ng on when the increnmental changes 118 occurred, and an increnental
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200-202 may be further subdivided using additional layers of folders without

departing from the scope of the present disclosure.
In one aspect of the disaster recovery operation, at least a portion of the
information in a primary database 110 may be copied to backup system 112 during a
20  full backup 116 and monitored for incremental changes 118. In one embodiment, all
of the information in a primary database 110 is copied to backup system 112 and
monitored for incremental changes 118. In another embodiment, a subset of the
information in a primary database 110 is copied to backup system 112 and monitored
for incremental changes 118. In a particular embodiment, a user may specify which
25  folders 200-202 and/or files in primary database 110 are to be copied to backup
system 112 and/or monitored for incremental changes 118. This may be useful, for
example, when some information in primary database 110 does not change over time.
In another aspect of the disaster recovery operation, incremental changes 118
to the information in a primary database 110 may be stored in secondary database 114
30 of secondary server 104. For example, information may be added, changed, or
deleted in primary databases 110a and 110b, and these changes may be recorded in

secondary database 114.



programmed to always restore primary database 110 to the state that existed
at or near the time of the failure of database 110. In this enbodi nent, a
user nay WoOto3jogoogi ven WO 03/ 090082 PCT/ US03/ 11024 10 t he Poptisos1imb4
restoring primary database 110 to a state that existed before the failure
of database 110. Although FIGURE 1 illiystrates one exanpl e enbodi nent of a
di saster recovery system 100, various changes may be nmade to system 100
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changes 118 made to one or more primary databases 110, the application files used to

restore primary databases 110, and/or any other suitable information.

15 Incremental changes folder 252 may store the incremental changes 118 made
to one or more primary databases 110. Incremental changes folder 252 may, for
example, help to keep the incremental changes 118 separate from other information
stored in the application folder 250.

Each server folder 254 may store the incremental changes 118 made by a

20  specific primary server 102. In the illustrated embodiment, secondary database 114
includes two server folders 254a and 254b, one for a first primary server 102 having
primary database 110a and one for a second primary server 102 having primary
database 110b. This may allow, for example, a single secondary database 114 to
separate and store incremental changes 118 for multiple primary servers 102. Any

25  suitable number of primary servers 102 may be served by secondary database 114. In
one embodiment, secondary database 114 may serve between one and eight primary
servers 102.

Timestamp folders 256 represent different time periods during which an
incremental change 118 may be made. In the illustrated embodiment, each server

30 folder 254 includes at least two timestamp folders 256. One timestamp folder 256
labeled “CURRENT?” stores the incremental changes 118 from a current time period,

and at least one other timestamp folder 256 stores the incremental changes 118 from a



subdi vi ded using a standard folder system In a folder system contents may
be 25 divided into a hierarchy of folders. Each fol der may contain

i nf or mat iw0,03apPB1 cati ons, additional folders, files, regPsTrisesy110an
contents, and/or any other contents. Although this specification may
describe increnmental changes 118 beingy made to files in folders 200 and
202, increnental changes 118 may affect any other contents of folders 200
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to timestamp folders 256 with or without reference to a date and/or a time without

15  departing from the scope of the present disclosure.

Each drive folder 258 in secondary database 114 may correspond to a drive
folder 200 in a primary database 110. Each file system folder 260 in secondary
database 114 may correspond to a file system folder 202 in a primary database 110.

In one aspect of operation, incremental changes 118 are stored within files

20 located in drive folders 258, file system folders 260, and/or other folders in secondary
database 114. In a particular embodiment, the files in secondary database 114 are
sparse files. In the following description, the collection of files located in a timestamp
folder 256 may be referred to as a data store.

When a change is made to information in a primary database 110, the change
25 may be communicated to secondary server 104 as an incremental change 118.
| Secondary server 104 may identify the primary server 102 associated with the
incremental change 118. Secondary server 104 may also identify where the
incremental change 118 was made in that primary server 102. For example, if the
incremental change 118 affected a file in a drive folder 200 of primary database 110,

30 secondary server 104 may identify that drive folder 200. If the incremental change
118 affected a file in a file system folder 202 of primary database 110, secondary
server 104 may identify that file system folder 202 and the drive folder 200 associated



departing fromthe scope of the present disclosure. I'n one aspect of the
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change 118 in a file that has the same name as the file in primary database 110

15  affected by that incremental change 118. As a particular example, if the incremental
change 118 affects a file named “publ.edb” in primary database 110, secondary
server 104 may store the incremental change 118 in a file named “publ.edb” in
secondary database 114. In this way, secondary server 104 may recreate at least a
portion of the folder hierarchy of a primary database 110 in secondary database 114.

20 In a particular embodiment, secondary server 104 may continue to store
incremental change 118 in the “CURRENT” timestamp folders 256 of secondary
database 114 until a given time period elapses. After the time period elapses,
secondary server 104 closes and renames the “CURRENT” timestamp folders 256.
For example, secondary server 104 may label the timestamp folders 256 using a date

25  and an hour of the day. Secondary server 104 may also create new “CURRENT”
timestamp folders 256 and begin storing more incremental changes 118 in the new
timestamp folders 256. While the incremental changes 118 are being stored in the
new timestamp folders 256, secondary database 114 may communicate the
incremental changes 118 in the renamed timestamp folders 256 to backup system 112

30 as an incremental backup 120. After the incremental backup 120 completes,
secondary database 114 may delete the renamed timestamp folders 256. Secondary

server 104 may then repeat the process after the next time period elapses by renaming



10 Application folder 250 may represent the folder in which information
associated with a disaster recovery application is stored in secondary

dat abase Ww043/090882 a particul ar exanple, the application f@cwaso2s024ray

i nclude the incremental changes 118 nade to one or nore primary databases
110, the application files used to reggtore prinmary databases 110, and/or
any other suitable information. 15 Increnental changes fol der 252 may store

the increnment | s 118 . | bases,110.
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one enbodi condary dat abase 114 may serve between one and ei ght
primary gerygfimatOdatabbise hedttherimcfenicntl shaf®s d&dreweiateddvitlf hatprimanyne

periods during which an incr ntal chan 8 b de. Iln t
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change 118 in secondary database 114. In this embodiment, when secondary server

15 104 receives an incremental change 118, secondary server 104 may determine
whether the appropriate folders 256-260 and file exist in secondary database 114. If
not, secondary server 104 may create the needed folders 256-260 and/or the needed
file.

In one embodiment, if an incremental change 118 is not made to the contents

20 of a drive folder 200 or a file system folder 202 of primary database 110, secondary
database 114 may lack a corresponding drive folder 258 or file system folder 260.
For example, in the illustrated embodiment, drive folder 258¢ includes file system
folders 260i-260j named “APPS” and “EXCHANGE SERVER.” These file system
folders 260i-260j correspond to file system folders 202a-202b of FIGURE 2A. This

25  indicates that incremental changes 118 were made to the contents of file system
folders 202a-202b. However, in another embodiment, drive folder 258¢ could lack
file system folder 260i. This might indicate that no incremental changes 118 were
made to the contents of the “APPS” file system folders 202a during the time period
represented by timestamp folder 256c¢.

30 The incremental changes 118 monitored by system 100 and stored in
secondary database 114 may vary depending on particular needs. In one embodiment,

some database operations involving a primary database 110 need not lead to the



exanpl e, secondary database 114 could include a tinestanp fol der 256 for
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i1l ustratwo oaowsl nent, tinestanp fol ders 256 representi n@Criuse3/ipes i ods
other than the current tine period include a tinmestanp label. In this
docunent, the term"timestanmp" refers (0 any information or structure
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ti mestanp erred"to as a data store. Wien a change is
made to i mpiimnarmt dasbase HOpr i mathys dastaives sedondaryt lservehdifgemayp Smarky thee

comuni cated to secopdary seryer 104 as.an incr ngal.. change 118,
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the increnental change 118 was nade in that primary server 102. For

exanmpl e, i202tih@rimany datweasedll0c Neregahati®cuss secordiry sfrverel Grmay daleto &hs o) der

200 OfISpr ic%%{e%tsdoail tﬁg %gr%es%%gding folder 258 or 260 in secondary database 114 and mark

the corresponding folder 258 or 260 as deleted. The user may further rename a file in
primary database 110. In that case, secondary server 104 may rename the
corresponding file in secondary database 114 from the old name to the new name,
create a new file in secondary database 114 having the old name, and mark the new
20 file as deleted. In addition, the user may execute various other commands affecting
one or more characteristics of the files in primary database 110. For example, the
user may execute commands such as SetBasicInfo and SetCompression, which alter
the information and/or compression associated with a file in primary database 110.
The user may also execute commands such as SetSecurity and SetSecurityByName,
25  which alter the security characteristics of a file in primary database 110. The user
may further truncate a file in primary database 110, which may reduce the size of the
file. For these operations, secondary server 104 may store the new file information,
file security information, and file length in the corresponding file in secondary
database 114. Beyond that, changes made to a registry in primary database 110, such
30 as when an operating system adds, updates, or removes configuration information in

the registry, may be stored in secondary database 114. Other incremental changes



30 secondary server 104 may identify that drive folder 200. If the

I ncrenmental change 118 affected a file in a file systemfol der 202 of
primary oapabas®s10, secondary server 104 may identify ®Poatushd/iweystem
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15  Other embodiments of architecture 300 may be used without departing from the scope

of the present disclosure.
File system monitor 302 is operable to monitor and detect incremental changes
118 to files in one or more file systems 312a-312¢ (referred to collectively as file
systems 312). A file system 312 may, for example, support the database a;chitecture
20 shown in FIGURE 2A. In a particular embodiment, file system monitor 302 may
detect write, create, rename, and delete operations that are performed on files or
registries in file systems 312. When file system monitor 302 detects an incremental
change 118, file system monitor 302 may inform file system transaction server 304.
For example, if file system monitor 302 detects an addition of a block of data to a file,
25 file system monitor 302 may inform file system transaction server 304 of the name of
the affected file, the address where the block of data was written to, and the size of the
data block. File system monitor 302 may include any hardware, software, firmware,
or combination thereof operable to detect incremental changes 118 in one or more file
systems 312. File system monitor 302 may, for example, include a kernel-mode
30 software driver executed by one or more processors in primary server 102.
File system transaction server 304 is operable to receive the incremental

changes 118 identified by file system monitor 302 and accumulate incremental
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I ncr ement change 118, secondary server 104 may determ ne
system transaction server 304 and communicate the incremental changes 118 to

15  secondary service 308. Secondary service 308 may receive the incremental changes

118 from primary service 306 and write the incremental changes 118 to a file system

314. File system 314 may, for example, support the database architecture shown in

FIGURE 2B. Primary service 306 and secondary service 308 may include any

hardware, software, firmware, or combination thereof operable to facilitate

20 communication between primary server 102 and secondary server 104. Primary

service 306 and secondary service 308 may, for example, include user-mode

applications executed by one or more processors in primary server 102 and secondary
server 104, respectively.

Console application 310 is operable to provide an interface to control the

25  disaster recovery operation in system 100. Console application 310 may, for

example, allow a user to control the disaster recovery operation using script files. As

particular examples, a user may rename or delete a data store in secondary database

114 through the use of appropriate script commands. A user could also cause system

100 to restore primary database 110 using an appropriate script command. Other

30 methods of controlling the disaster recovery operation, such as through the use of

Application Programming Interfaces (APIs), may be used without departing from the

scope of the present disclosure.



whet her the appropriate fol ders 256-260 and file exist in secondary
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change 118 is not nade to the contents 20 of a drive folder 200 or a file
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dat abase 110. TREWE cofodERambstagleilsgray Q@Fdﬁ’ﬁéﬂ]ﬁgﬁ’&“’rﬁﬁmﬁﬁﬁ @JP&%& % file,
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appropri atgsdf kst R G1QT fod®Ps 200-202, registries, and/or registry branches in primary
database 110 that are to be excluded and not monitored for incremental changes 118.
15  The taskfile may further identify timeout parameters and other parameters used in the
disaster recovery operation. The taskfile may, for example, represent an .INI file that
can be edited manually and/or programmatically using standard APIs.
In one aspect of operation, a user may activate the replication task for a
particular primary server 102. In a particular embodiment, the replication task may be
20 activated before a full backup 116 begins, thus helping to ensure that any incremental
changes 118 made by that primary server 102 during the full backup 116 are captured
in system 100. The primary service 306 may read the taskfile and identify which
files, folders 200-202, registries, and/or registry branches need to be monitored.
Primary service 306 may also configure the file system transaction server 304 to
25  monitor those files, folders 200-202, registries, and/or registry branches. File system
transaction server 304 may then monitor any incremental changes 118 detected by file
system monitor 302, report incremental changes 118 made to the monitored files,
folders 200-202, registries, and/or registry branches, and ignore incremental changes
118 made to the excluded files, folders 200-202, registries, and/or regisiry branches.
30 Secondary service 308 may initialize the secondary database 114 for storage of
incremental changes 118. For example, secondary service 308 may create a

“CURRENT” timestamp folder 256 under the appropriate server folder 254. Primary



secondary database 114, create the file if it does not exist, and store the
newly-witten 10 data in that file as an increnental change 118. The user
may . al swodelsoez a file in prinmary database 110. |n thi CIrEshaEN®eY4
secondary server 104 may nmark the corresponding file in secondary database
114 as deleted. Simlarly, the user ngy delete a subtree in primary
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user nmay eRwenitnestmmfdder 236 A seoondarpdatabrssrid4a e%?rdﬂ%‘f SAFBAMChi ch
alter the inf ' d &SR Lat ' @1det 12861 pri mary
dat abase %eopul%ﬁﬁg&dﬁ%g%&%a{}ﬂféla%gﬁi)gecut egc}gém%rgﬁglg %ﬁlgéﬁhrg{g Set Securli ty and

Set Secur i tsy@yiaredat@msovii4 ko sdfteet a tdhie mddime.t Wfsh aemoting it pweenpdata file in
primary database 110. The user _may further. truncate a file N . priary
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may be stored in secondary database 114 w t hout _dePalztrieggmé g?lgtlatsQOeICSCOpe of
the pr esédstcodfigered so petomatically start and stop the replication task, \
15  and/or delete a data store as needed.
Although FIGURE 3 illustrates an example of a portion of a disaster recovery
architecture 300, various changes may be made to architecture 300 without departing
from the scope of the present disclosure. For example, the functional divisions in
FIGURE 3 are for illustration only. Various functional components could be
20 combined with one another or removed, depending on particular needs, without
departing from the scope of the present disclosure. Also, the functions of the
components 302-310 of architecture 300 may be implemented using any hardware,
software, firmware, or combination thereof. This may include, for example, logic
stored in any suitable device, such as a random access memory, a read-only memory,
25  an application-specific integrated circuit (ASIC), or a field programmable gate array
(FPGA).
FIGURE 4 is an exemplary flow diagram illustrating a method 400 for disaster
recovery according to one embodiment of the present disclosure. Although method
400 may be described with respect to system 100 of FIGURE 1, method 400 may be
30 used by any other suitable system without departing from the scope of the present

disclosure.
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For exlasrrpl e ! nl%'lml%gr?r gat!aﬁ)%rsg elllbnglﬂ(sa at step 406. This may include, for example,

primary database 110 suffering a hardware or software error that renders primary

database 110 inoperable. This may also include primary server 102 suffering a power

failure. Other causes of the database failure at step 406 may occur without departing

from the scope of the present disclosure. Primary database 110 becomes operational

20  again at step 408. This may include, for example, a technician resolving the hardware

or software error, the restoration of power to primary server 102, and/or any other
suitable corrective action that resolves the database failure.

System 100 restores primary database 110 at step 410. This may include, for

example, backup system 112 communicating the information from the last full backup

25 116 to primary server 102. This may also include backup system 112 communicating

incremental changes 118 from one or more incremental backups 120 to primary server

102. This may further include secondary database 114 communicating at least one

incremental change 118 to primary server 102. In addition, this may include primary

server 102 using the information from secondary server 104 to restore primary

30 database 110. Primary server 102 may restore primary database 110 to a state that

existed at or near the time of the database failure, a state that existed before the failure

of database 110, and/or to any other suitable state.
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other suitable platform or platforms without departing from the scope of the present

15  disclosure.
Primary server 102 identifies information to be monitored in primary database
110 at step 502. This may include, for example, activation of the replication task
executed by primary service 306 and/or secondary service 308. This may also include
the replication task accessing a taskfile that identifies one or more files, folders 200-
20 202, registries, and/or registry branches in primary database 110. The files, folders
200-202, registries, and/or registry branches in the taskfile may, for example, be
identified by a user of system 100.
Primary server 102 communicates the identified information to backup system
112 during a full backup 116 at step 504. This may include, for example, primary
25  server 102 communicating any identified files to backup system 112. This may also
include primary server 102 communicating the contents of any selected folders 200-
202 to backup system 112.
Primary server 102 detects the occurrence of one or more file events at step
506. A file event may, for example, represent an addition of new information to an
30 existing or new file in database 110, a modification of existing information in

database 110, or a deletion of existing information from database 110. The file events



server 104, respectively. Console application 310 is operable to provide an
interface to control the 25 disaster recovery operation in system 100.
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di saster recovery operation using script files. As particular exanples, a
user may rename or delete a data storesin secondary database 114 through
the use of appropriate script conmands. A user could al so cause system 100
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Primary server 102 determines whether the time since the last full backup 116

15  exceeds a threshold at step 512. This may include, for example, primary server 102

determining whether the time since the last full backup 116 exceeds a threshold time

period established by a user. If the time since the last full backup 116 does not exceed

the threshold, primary server 102 returns to step 506 to detect the occurrence of

additional file events. Otherwise, primary server 102 returns to step 504 to perform

20  another full backup 116. In particular embodiments, primary server 102 may perform
a full backup 116 once a day or once a week.

Although FIGURE 5 illustrates one example of a method 500 for file backup
at a primary server 102, various changes may be made to method 500 without
departing from the scope of the present disclosure. For example, primary server 102

25  could monitor all of the information in primary database 102. In this embodiment,
primary server 102 may not need to identify information to be monitored at step 502.
Also, primary server 102 could communicate file events to secondary server 104
without accumulating the file events at step 508. In addition, primary server 102
could use any suitable method for determining when to perform a full backup 116,
30 and is not limited to determining whether a time since the last full backup 116

exceeds a threshold time.



di saster recovery operation. The taskfile may, for exanple, represent

an.INl file that can be edited nmanually and/or programmatically using
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The user may proceed to delete the current data sto Whi | ete the
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folder 256 1n secondary database 114 to reflect a date and tjine. After
renam ng tTes say imduded fareexample, backup system 112 recording the backup information

15 from primary database 110 onto one or more computer-readable media, such as
magnetic tape or compact disc. This may also include secondary server 104
initializing secondary database 114, such as by deleting any contents of the server
folder 254 associated with the primary server 102.

Secondary server 104 receives incremental changes 118 from primary

20 database 110 at step 606. This may include, for example, secondary service 308
receiving one or more messages containing the incremental changes 118 from primary
service 306. The incremental changes 118 may be received before, during, and/or
after the storage of the backup information in backup system 112 at step 604.
Secondary server 104 stores the incremental changes 118 in a current data store at

25 step 608. This may include, for example, secondary service 308 storing the
incremental changes 118 in one or more files contained within a “CURRENT”
timestamp folder 256 in secondary database 114. This may also include secondary
service 308 creating one or more folders 256-260 and/or one or more files in which to
store the incremental changes 118 in secondary database 114.

30 Secondary server 104 determines whether a trigger event occurs at step 610.
The trigger event may, for example, represent the passing of a given time period or

receipt of a command from a user. If a trigger event is not detected, secondary server



store, the user may then restart the replication task. This causes system
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new data store before, during, and/or after the incremental backup 120 that occurs at
step 614. Secondary server 104 deletes the renamed data store from secondary
15 database 114 at step 618. This may include, for example, secondary server 104
deleting the renamed timestamp folder 256, and all of the contents of that timestamp
folder 256, from database 114. Secondary server 104 returns to step 606 to receive

and store additional incremental changes 118 in the new data store.
Although FIGURE 6 illustrates one example of a method 600 for file backup
20 at a secondary server 104, various changes may be made to method 600 without
departing from the scope of the present disclosure. For example, in another
embodiment, secondary server 104 does not perform incremental backups 120. Also,
while method 600 illustrates secondary server 104 copying a single data store to
backup system 112 during each incremental backup 120, secondary server 104 could
25  copy more data stores to backup system 112 during an incremental backup. In this
embodiment, method 600 could be modified to create a new data store after a first
trigger event and perform an incremental backup 120 after a second trigger event.
Further, method 600 assumes that backup system 112 and secondary database 114 are
located on the same platform, such as secondary server 104. In another embodiment,
30 backup system 112 and secondary database 114 may be located on different

platforms, and each platform may perform a subset of the illustrated steps.



some or all of the information in the primary database 110 to backup system
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the information in the primary database 110 at step 404. This may include,
for exanple, primary server 102 identz'gfyi ng the increnental changes 118
made to the information in the primary database 110 and communi cating the
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primary server 2 using the intormation from secondary server 104 to
restore pr$etmidary server 104 may receive the identified time frame from a user, such as a

15  user using client 108 or console application 310, or in any other suitable manner.

Secondary server 104 communicates backup information from the last full
backup 116 to primary database 110 at step 704. This may include, for example,
backup system 112 communicating the backup information from the last full backup
116 to primary server 102 over network 106.

20 Secondary server 104 determines whether the time that the last full backup
116 occurred exceeds the identified time at step 706. This may include, for example,
secondary server 104 comparing the time that the last full backup 116 began to the
identified time received at step 702. If the time associated with the last full backup
116 exceeds the identified time, method 700 ends. Secondary server 104 need take no

25  further action to restore primary database 110.

Otherwise, secondary server 104 selects the earliest incremental backup 120 at
step 708. Secondary server 104 determines whether the' time associated with the
selected incremental backup 120 exceeds the identified time at step 710. If so,
secondary server 104 need take no further action to restore primary database 110, and

30 method 700 ends. Otherwise, secondary server 104 communicates the incremental
changes 118 contained in the selected incremental backup 120 to primary database

110 at step 712. This may include, for example, backup system 112 communicating



30 dat abase 110. Primary server 102 may restore primary database 110 to a
state that existed at or near the tinme of the database failure, a state

t hat exi swedslefere the failure of database 110, and/or PCTAISY3/ot0REr
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system 10911ay include, for example, secondary server 104 identifying the timestamp folder 256

having the earliest timestamp label. This may also include secondary server 104
15 identifying the earliest timestamp folder 256 in the server folder 254 associated with
the primary database 110.

Secondary server 104 determines whether a time associated with the selected
timestamp folder 256 exceeds the identified time at step 720. This may include, for
example, secondary server 104 comparing the timestamp of the selected timestamp

20 folder 256 to the identified time. If the identified time exceeds the time associated
with the selected timestamp folder 256, method 700 ends. Otherwise, secondary
server 104 communicates the incremental changes 118 contained in the selected
timestamp folder 256 to primary database 110 at step 722. This may include, for
example, secondary server 104 communicating the incremental changes 118 to

25  primary server 102 over network 106.

Secondary server 104 determines whether additional timestamp folders 256
exist in secondary database 114 at step 724. If no additional timestamp folders 256
remain to be processed, method 700 ends. If additional timestamp folders 256
remain, secondary server 104 selects the next timestamp folder 256 at step 726. This

30 may include, for example, secondary server 104 selecting the timestamp folder 256
having the next seqﬁential timestamp. Secondary server 104 then returns to step 720

to process the new selected timestamyp folder 256.



Primary server 102 communicates the identified information to backup system
112 during a full backup 116 at step 504. This may include, for exanple,
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any sel ected folders 200- 202 to backyg system 112. Prinary server 102
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304 receiving S multiple file events fromfile systemnonitor 302 in a

gi vlendpe][ gselzrdero]‘OAIt need, nad wedrivesa Hunei fivine OF FUBPAE M EECRIVRY Gie t?HFl% URES al so
include file systemtransacti Y Wt ' vgat s
recei ved 8HPP#A twghfﬁi\?(gggei%ﬁgac\jmﬁﬁdg%’itﬁgénglﬁggg@l }qcs rgi{azsd’ gd%larrglgsages.

Primary semésiambOR1fedms6i addoe sadhhacieheatabviemizs 108 stwedidbackuplaysitrase 114

as 10 increnental changes 118 at step.510. This nmay. i I

file systéh? and/anseconiany @&Wlhﬂoao@gmﬁé@ﬂ?& Wyﬁéb}glfgtg‘gg‘g@ ‘E‘%{@g)r(?grs) gi‘
nmessages to _prinar er Vi a ' ' ' ' th
measadls ey E L S B B B g e T e et her

the tinme shiggrotine tidsdtarhpldssdoitddupithlch lificremer@tishangeht stk timest ep
512. This may includ

for exanple, pri O |
Che t1 e sFasbiedeiopR. DI BAVITONE BRVEoE el AP LSy et o et et

the incremental changes 118 contained in an incremental backup 120 and/or a

timestamp folder 256 to primary server 102. Further, method 700 assumes that
15 backup system 112 and secondary database 114 are located on the same platform,
such as secondary server 104. In another embodiment, backup system 112 and
~secondary database 114 may be located on different platforms, and each platform may
perform a subset of the illustrated steps. In addition, FIGURE 7 illustrates secondary
server 104 determining whether information should be communicated to prirﬁary
20  server 102 using the identified time. In another embodiment, secondary server 104
could communicate all appropriate information to primary server 102, and primary
server 102 determines whether information should be communicated to primary
server 102 using the identified time.
FIGURE 8 is an exemplary flow diagram illustrating a method 800 for file
25  restoration at primary server 102 according to one embodiment of the present
disclosure. Method 800 may, for example, be used by primary server 102 during the
recovery phase of the disaster recovery operation. Although method 800 may be
described with respect to primary server 102 of FIGURE 1, method 800 may be used
by any other suitable platform or platforms without departing from the scope of the
30 present disclosure.
Primary server 102 receives backup information from backup system 112 at

step 802. This may include, for example, primary server 102 receiving the



period established by a user. If the time since the last full backup 116
does not exceed the threshold, primary server 102 returns to step 506 to
detect thwowmsomosence of additional file events. O herw PET/UYSOI/m@LY server
102 returns to step 504 to perform 20 another full backup 116. In
particul ar enbodi ments, primary servepgl02 may perform a full backup 116
once a day or once a week. Although FIGURE 5 illustrates one exanple of a

nmet hod 500 for file backu at ' r ' s may be
Tade o ningtetsb oot duthe thtad A VRPN HE oo Yot EidRARS TRY
di scl osur rindafy dSNRIRI180. Wrin¥Ry ¥erv@r WEY stdR2 tRSbatiup dnformattaar ingirimay t he

information in primry database 102. In this enpodinent, i . server
102 may ndetabased 10at isteprOAT yThisnay istudsnior SXHEPRoRRgete 1@?3 2.

Al so, primar erver 102 coul. | | v k¢ server

102wt nd Vack BbufiEE gt e RO Plekfh Syqrn 1B 1hS apropae AL SR
ser ver 5 10200202 lifl pHisRrRayiabitk 1a0] dhisetebiocbsimimatgtdatabiase He tatresiatedhgier f orm a
full backup 116, go and is not [imted E&hge%erm' ning whether a tinme since

the |ast kxistedphokngsr fhetime etbedest Blkackanbld time. WO 03/ 090082

PCT/ US03/ 11024 ,, 24 FlI %{%E i : afrd Qe HEREr 8Rnckd USRT RbiiNg @
nmet hod 600 for PI €7 Yac ulg)za cglggg)éggﬁ/r se?ver 104 accorgi ng to one

enbodi mentagifuptdyetepr Eeattstepdios c Ths inceemdvttalivhanged 1 fanay, fasrexamplephaye be used
by secondary server 104 durin e, backu hase of the di covery
operationbeﬁﬂﬁﬁ%ﬂbﬁlﬁéﬁﬁ$dﬁéﬁgl&22‘Bgmg s rFE@%”%F?ﬂ“F%S%%%%S{3§§econdary
serven;104,0f rgtg ?g@ﬁl ® re@ﬁetaﬁg’ theGGeARNtabPEhandsser 8oty (A hfériniigion Stoirdcbdnl e

platformaor p rms w thout departing fromthe scope of the present
di scl osur erinfirg databisetid 0gh step 86 dTBO Maysinclyde, ders el prmaRy FaEpeld? to a

Secondary eeivies ogherypeisal shing, TUE A bR EIGE A B BEnRE, ROBRYL PO,
froma priRi%a6@t 80p8Rary database 110. This restores primary database 110 to a state
that existed at or near the time of the last incremental backup 120.
15 Primary server 102 receives one or more incremental changes 118 from
secondary database 114 at step 810. This may include, for example, secondary server
104 communicating the incremental changes 118 from one or more timestamp folders
256 to primary server 102 over metwork 106. Primary server 102 recreates the
incremental changes 118 received from secondary database 114 in primary database
20 110 at step 812. This restores primary database 110 to a state that existed at or near
the time of the failure of primary database 110.
Although FIGURE 8§ illustrates one example of a method 800 for file
restoration at primary server 102, various changes may be made to method 800
without departing from the scope of the present disclosure. For example, method 800
25 s illustrated as restoring primary database 110 to a state that existed at or near the
time of the database failure. Primary database 110 could also be restored to a state
that existed before the failure of database 110. In one embodiment, primary server
102 could restore primary database 110 using steps 802-804 without using steps 806-
812. Primary server 102 could also restore primary database 110 using steps 802-808
30  without using steps 810-812. Other embodiments using a subset of the illustrated

steps may be used without departing from the scope of the present disclosure.



110 during a full backup 116 at step 602. This may include, for exanple,
secondary server 104 receiving the information fromprimary server 102
over net wplo3@Q®82 Secondary server 104 stores the backupPcafuspsretoeon in
backup system 112 at step 604. This may include, for exanple, backup
system 112 recording the backup informgtion 15 from primary database 110
onto one or nore conputer-readable nmedia, such as magnetic tape or conpact

disc. This may o0 .nclude, secondary._server i nitiallzicn ndary
dat abase 114, s‘ﬁﬁe aﬁge RFeyat éﬁ Cﬁoﬁmé?néascor?fgen%e;sgg?edt #e %@?g\/édrf g%eg‘%%gr 254
associ at edmolifindnie ait géi’ﬁa&éllys%ékﬁéte&%’ethoﬂ@p aitsations @t viRmbfdone oL thees

i ncrenmental changes 118 from primary 20 database 110 at step 606. This may

i ncl ude, fPrafemschrepibodineeniso pahmyethed Will b3 gpparericte; thosg skilledon ther ¥tmessages

containing the.incremental ch r i . he

i ncr ement (mgﬁgW%¥sﬁfl OXﬁfg%%@%§§é13§%k§§?3%8@gg%¥FH§§H§% %§8Q% %ér t he
storagg ofjefihe drackudtraimiths Prédean diseldzankupOtest eirmdds? substétitigns Oahd
Secondary server 104 stores the increnmental changes 118 in current data

store at 2Hergtiens geglsonessblgayithont depaeing frem dhe,spiicandscepmabihy PISFY ce 308

storing t incr H R E@g@ %&§:3 one or nore files contained within
a " CURRE SCk??%%§¥gnp Pg& er ggg I léggbndary dat abase 114. This nmay al so

i ncl ude secondary service 308 creating one or nore folders 256-260 and/ or
one or nore files in which to store the increnental changes 118 in
secondary dat abase 114. 30 Secondary server 104 determ nes whet her a
trigger event occurs at step 610. The trigger event may, for exanple,
represent the passing of a given tine period or receipt of a conmand from
a user. If a trigger event is not detected, secondary server W 03/090082
PCT/ US03/ 11024 25 104 returns to step 606 to receive and store additional
i ncrenmental changes 118. If secondary server 104 detects a trigger event,
secondary server 104 proceeds to performan increnental backup 120.
Secondary server 104 cl oses and renanes the




current data store at step 612. This may include, for exanple, secondary
server 104 5 renaming the current tinmestanp fol der 256 in secondary

dat abase wod3pmoBncl ude a | abel reflecting a date and a PCcralSoBewendary
server 104 stores the renaned data store in backup system 112 during an
incremental backup 120 at step 614. This may include, for exanple,
secondary database 112 conmunicating the information in the renaned

ti mestanp_fol der t%56 tg ngkup system 112. Secondary server 104 creates a
10 new cu L i n secondary database 114 at step 616. This may
i ncl ude, for ‘?Xa”plzk%e&@@@&%axteﬁﬁ%&%r%,% seating a new timestanp fol der

256 -in secondary database 114 having the nanme "CURRENT." Secondary server
104 may creat ecémhmunivatinglahainstevreatabehange, farustprage 1B ABst datahase.t

i ncrenental backyp .120 that occurs, at t ) . 04

del et es t RETSRHEHCAG8T LoPLYSSRIE f’&%c%n%glre g&%'sp(ggts gb%gg{éyoﬁgﬁgl?ﬁ%t% ep 618.

Thi's npy isgfbgkgq%abggg exanpl e, secondary server 104 deleting the renaned
o}

ti mestanp der 256, and all of the contents of that ti maaitﬁ%%g f ol der
256, from dat abasiving 4t less con o bpclaprinfyrmetian ped thengciemesta » 1§ receive

and store_ addit.ipnal ..i ncrenent al . in -

Al t hough P?%BREH%WP% PYEpELS, %‘eﬁ%@%@?‘é&% ?f l:ah% rr]%{a ﬁgéﬁéé‘b g%lgt}l e ]EschlFozxdb ackup
20 at a s@g@psdpYeisisEttokddn a backupugsieaages may be made to method 600
wi thout departing fromthe scoge of , the present ﬁ“ﬁc osurfg. For arenglarrpl e,
in another enbestoringthe second da@bisedisingatt lopgloneRddhe, BICkR MIGFAH A hent al
backu& 1%%.. @:‘%e?n%tl\éﬂ g met hod 600 illustrates secondary server 104
copyi @ a |1rt1lg eddt 8 Stsre to backup system 112 during each increnental
backup 120, secondary server 104 could 25 copy nore data stores to backup
system 112 during an_increnmental backup. . ln.thi .e di nent hod 600
coul d be nodifi2ed toker gﬁ‘f@daoﬁe%a%t]; ehgremn af?%%?nggqg? (pond r(llrgséa‘g%sg3 event
and perfo%gﬁgégsncrenent al backup 120 after a second trigger event.
Further, method 600 assumes that backup system 112 and secondary dat abase
114 are | ocat atbrirg thbbackapenfpinaationrinthessgeondedptahasedidry server 104. In

anot het enbodi neny 30 backup Syt P L2 ARG APEBORRRYrHR BRI ™Y be

the second database.

3. The method of Claim 1, wherein receiving the incremental change
comprises:
20 receiving a first incremental change from the backup system; and

receiving a second incremental change from the first database.

4. The method of Claim 3; wherein restoring the second database
comprises:
25 storing the backup information in the second database;

implementing the first incremental change to at least a portion of the

information in the second database; and
implementing the second incremental change to at least a portion of the
information in the second database after implementing the first incremental change.
30

5. The method of Claim 3, further comprising receiving a restoration

time; and



pl atforns, and each platformmy performa subset of the illustrated steps.
WO 03/090082 PCT/ US03/ 11024 26 FIGURE 7 is an exenplary flow di agram

il lustratwog3momwer hod 700 for file restoration at second&Cy/tses/viee4 104
according to one enbodi nent of the present disclosure. Method 700 may, for
exanpl e, be used by secondary server 304 during the recovery phase of the
di saster recovery operation. Although nethod 700 may be 5 described with
respect to secondary server, 104 of .FI.GJRE 1. .nmethod 700 may be wused by any
ot her suitablevgp 1¥8FH¥@gf$?§?? Wﬁﬁﬁf?ﬁ%ﬂfn%%parting fromthe scope of

the present di scl 0SyfgingAhrcka intoragilion® tHededddd dampadey described with
respect to a single prirmary server 102, multiple primary servers 102 may

be supported by sedupbarentisg thecfirst Dyremantachargeaioyatdeasy @rporiion Pt i fies a
time frane at step.702. The .ti fra ma : [ Lch
plri mary dé‘?fgﬁﬁgtéo 1 tﬁ% SF%Onf}ehaggatSSr‘g%n ?Kfeirsg ﬁ#ﬁeg?a sggﬁé&e&n;@ ;ﬂger \ﬂgitarrpl e,

represent jgrbhBRaPdhaffe dRBNhot BiReéd e réforbtien fide] amde of primary database
110, a tine before the failure of database 110, and/or any other .suitable

time. Secondary serimplenxpiingithy seeqndigecgaial ¢hangs to & deast : OWI_P’AHQ roma
user, Suc?@%%q%?q@%ﬁs@go%%@ab% Gikn 10804 8121@53%&1519(9 lifhedhb QBconk0, Or 1N

any ot her e condary server 1 communi cat es backup
i nf or mat i gRcrbmeRtal Sfnk@ddesihot éxcebbtblswesidrdfod timpr i mary dat abase 110 at step
704. This may include, for exanple, backup system 112 conmuni cating the

backup information fromthe last full backup 116 to primary server 102

over ngtwork 106. Zgl“ha%i%%ﬁgﬁr ¥f ?ﬁ%ﬁﬁarl, 10k igt &SibeRatiie tie indr&iBedthime t hat

the last full backu occurred exceeds the identified tine at step 706.
This may ichehgedfer steuge éx theyflret, databessorvderigeser ver 104 conparing the tine

that the last full .backu llaj Ee an.taq thF i{?jlent itfi ed time received at
step 702. |f tHEteHRg meEIREiaC {thatdepst PuEIC Ay ¥ hackup 116 exceeds the
identified timge ehRAfe A00uRBES of SREGNEREY clbRE¥eHetdadd ikeids taakle of e

plurality of time windows; and
15 communicating the accumulated incremental changes for storage in the first

database after each time window.

7. The method of Claim 1, further comprising communicating at least a
portion of the information from the second database for storage in the backup system

20  as the backup information.

8. The method of Claim 7, further comprising starting a replication task
before communicating at least a portion of the information from the second database
to the backup system, the replication task operable to detect and communicate the

25  incremental change for storage in the first database.

9. The method of Claim 8, further comprising accessing a taskfile to
identify at least one of a first file to be monitored for incremental changes, a first
folder to be monitored for incremental changes, a first regisiry to be monitored for

30 incremental changes, a second file to be excluded from monitoring, a second folder to

be excluded from monitoring, and a second registry to be excluded from monitoring.



25 farther action to restore primary database 110. O herw se, secondary
server 104 selects the earliest increnmental backup 120 at step 708.
Secondar ywoaseens2104 det er mi nes whet her the' tinme associ aPed/usos/moghe

sel ected incremental backup 120 exceeds the identified tine at step 710. If
so, secondary server 104 need take nggfurther action to restore prinmary
dat abase 110, and 30 nethod 700 ends. Ot herw se, secondary server 104

conmmuni cates t i ngrenent al anges,118 cont ained. |

i ncrenent al ba?ﬁ‘up ig‘% n}eg"%r?fréﬁw gat‘”&'ﬁ%@%%eﬁ‘g}ea e_gtsat1 glﬁa&%zé 8#E%£stsergray

i ncl ude, o6 eXRRMkAt 2 PoticHRE 8B4 61 ekt tetecad digabd€e. 03/ 090082
PCT/USO3/110§4 27 the increnental changes 118 in the sel ected increnental

backup 120 to primary server 102 over network 106. Secondary server 104
det erm nes whether nore increnental backups 120 remain to be processed in
backup system 112 at step 714. If additional increnental 5 backups 120
remai n, secondary server 104 selects the next increnental backup 120 at
step 716. This may include, for exanple, secondary server 104 selecting the
next increnmental backup 120 that occurred sequentially after the current
increnental backup 120. Secondary server 104 then returns to step 710 to
determ ne whether the increnmental changes 118 in the new sel ected

i ncrenental backup 120 should be 10 communicated to primary database 110.
If no increnental backups 120 remain at step 714, secondary server 104
selects the earliest tinestanp folder 256 in secondary database 114 at step
718. This may include, for exanple, secondary server 104 identifying the
timestanp folder 256 having the earliest tinmestanp |abel. This may al so

i ncl ude secondary server 104 15 identifying the earliest tinmestanp fol der
256 in the server folder 254 associated with the primary database 110.
Secondary server 104 determ nes whether a tinme associated with the sel ected



timestanp fol der 256 exceeds the identified tinme at step 720. This may

i nclude, for exanple, secondary server 104 conparing the tinmestanp of the
sel ect ed wprmest@msp 20 fol der 256 to the identified tinme. PCTUSe3/ientified
time exceeds the tine associated wth the selected tinestanp fol der 256,
met hod 700 ends. Ot herw se, secondarys4server 104 communi cates the

i ncremental changes 118 contained in the selected tinmestanp folder 256 to

pri mary dat aba 11 qa}%tgg{%gdzsgaerr‘ggldvseyr’r%éwgﬂ%ggde for exanple, secondary

server 104 communic I'ncrement 118 to 25 primary server
102 over netWokgKiedféne Seapitdiesd s medivd4ndlet er mi nes whet her addi ti onal

timestanp folders 256 exist in secondary datab 114 at step 724. 1f no
addi tional ti miegiaspeadstl gar theatdeast opgjAmpYies defaBlectiediym gad RBEFHS0 ends.

| f additignal LLpstanp folders 256 remain, secondary server 104 selects
the next i sf‘ar‘il*p ol der 256 at step 726. This 30 may include, for
exanpl §, secondary semweihichMarsiabenatentad chinge tlomestagen 4 firdelatapss, theavi ng
t he next sequential tinestanp. Secondar sekvet\r 10]%6} hetn. retur.ns.tq step
720 to piecenentil chapgs rawesentieg at Bt e POSR of {BfEBAHER I8 2
PCT/ US03/ Js%&%ﬂdat%ﬁaﬁ%‘ though FIGURE 7 illustrates one exanple of a nmethod
700 for fiTe restoration at secondary server 104, various changes may be
made to method 700 redetviect feasieqrerafi bagkr information eap thedhcrementigl elpage,

di scl osure. For exappl e, secondar erver 104 c d.b roaraned to

aut omat i c& paqlggtng%gmﬁﬁ?rhﬁpvpggpé@éggasgfopqrgoléiog%é? é?é’ngﬁtg% existed at or
near ffe thindatabdlelHERo@dly S8faliaadadid) sybmt Bhé¢ case, secondary server
104 need not receive a tinme frane or conpare the received tine to the tines

associ ated with therésee fhel Ise¢smdk dptabass, using pthdeastrepnealofp ek P3gkeP20, and
the tinest fol ders 256. Also, each increnental change 118 stored in
backup syé?@%atﬂ’?@ﬁ%wreé%e@aﬂalﬁn “dat abase 114 coul d be ti mestanped to
show the tinme that the 10 increnmental change 118 was nmade. In this
enbodi nent, secondary server 104 could . L.

12. he system of Claim 11, wherein the logic is operable to restore the

15  second database by:
storing the backup information in the second database; and
implementing the incremental change to at least a portion of the information in

the second database.

20 13.  The system of Claim 11, wherein the logic is operable to receive the
incremental change by:
receiving a first incremental change from the backup system; and

receiving a second incremental change from the first database.

25 14.  The system of Claim 13, wherein the logic is operable to restore the
second database by:
storing the backup information in the second database;
implementing the first incremental change to at least a portion of the
information in the second database; and
30 implementing the second incremental change to at least a portion of the

information in the second database after implementing the first incremental change.



conpare the tinestanp associated with each increnental change 118 to the
time received at step 702. In this way, secondary server 104 need not
comuni cawe 0alopoosf the increnmental changes 118 cont ai nedPCa/tsnd/ines enent al
backup 120 and/or a tinestanp folder 256 to primary server 102. Further,
met hod 700 assunes that 15 backup sysgem 112 and secondary database 114 are
| ocated on the sane platform such as secondary server 104. |In another
enbodi nent baggup %stem 11 nd ercf}'ondary dat abase 114 may be | ocated on
different platforns DEAYFIERE ngl P8 " perform a subset of the
illustrated ste@Rsogibhs AR bRablEtdIt¥ivd a kdstoraiioratias; @dcondary server 104
determ ni ng whether information should be conmunicated to primary 20 server
102 using the ihedngicfis eperableto resioratheserond datgbeicynt , secondary server 104

coul d communi cate al] .appropriate dnfor i i server 102, and
primary server 102S@@ngﬁoﬁ%kuwg?%%aﬁomg@%ﬁéé}lgﬁ{%ﬁ%’d be conmuni cat ed
to prigary server 1Qg2ienfehfifg titefitst@ittdridngd dhange toFdtGRIRE aBpdrBomaf theenpl ary
flow diagramillustrating a nmethod 800 for file 25 restorati Z.t primary
server 102nfavudicsi iy the seerndefdabrsaewbebR fifd tHF‘%s”éﬁ?‘“atB‘?s‘@iﬂbgﬂﬁ* ISthvet hod

800 may, f.or ex b i £ 42 during the recovery
phase of tl]ﬁ(:éera?lgggctlhg?gercgog g\?lg{rj?/ﬁé%d;{rhg'??%%ﬁ% ‘%ﬁﬁo’ugh met hod 800 may be
described with respéepldnenfing terygcaelinarmefal dfangt GUREeas! 2 petien 91 880 may be

used by any other suitable platformor platfarnms w thout .departing from

t he scope lé%ﬂtlﬁ@n @Othﬁrsé%‘&ﬁ]t&&g?é‘?&’ ré& geﬁ?l? R ?@?‘i}%?&lm% &‘gcsg?o\}igs backup
i nforngti t @: This may include, for
exanpllg, gﬂ?r%‘%‘%&@%%b?d%%Bfﬁéﬁ?lﬁéeﬁt%ﬁ%ﬁgsl 090082 PCT/ US03/ 11024 29

information stored during the last full backup 116 that occurred before the

failure of primary database 11Q . Prjmary seryer, 102. s kup
information inlfri msﬁ}? Sy&%ﬂ’hlﬁ’is&aﬂohatw}gef%lﬁ %ﬁfpg*h}ssh%{ah?iohgﬁhggﬁ for
exampl e, R RINcaE RY $dasil @2piti6h idTYthe information from the second database for

storage in the backup system as the backup information.



t he backup information received from backup system 112 in the appropriate
folders 5 200-202 in primry database 110. This restores primry database
110 to a woaB@IwBnt existed at or near the tinme of the | @ew/UdSos/L1obackup

116. Primary server 102 receives one or nore incremental changes 118 from
backup system 112 at step 806. The inggenental changes 118 may, for

exanpl e, have been stored in backup System 112 during one or nore

i ncremental backups 120, 1? Pri maxirjl?‘/3 server 102 recreates the increnental
changes 118 tolfhe Pnfvstcntor Gisadleiieedl e COPPINEEY dat abase 110 at step 808.

Thi s may i ncl uden«f@RfnaasPeldie @ dtdfBinfomRital arkD2 receiving an incremental
change 118 and perform ng the sane change to the information in primry
dat abase 110. ®hé er mestmoessus collecjivelaoababls 1910 to a state that existed
at or near the tinme of the |ast.increnental ckup 120. 15 Prinmry. server
102 recei ves one or SHOFBDIG Wﬁfeﬂenﬁﬁh%b@iém St asséac%rll'\(%l%"{r?%a %t abase
114 at s5st e BQmehidil Sha% repelendifg of Beng@Mmiicast 8 poadasHhe aifvelatioh04
comuni cating the increnental changes 118 from one or nore tinestanp

fol ders 25thetfostglaiabbasey server 102 over network 106. Prinmary server 102

recreates the increnental ,changes.,118 r I base 114
in primary dat abaser?ﬁlvflaél%?fﬁ%l%eosz@i%p oﬁ’}sn\éragg%%&r)éﬂseﬁggi%{}%%yg}%? g%ase 110
to a stat end hakupekifstn@dioatcofprigiarat 1dabiea pértien of theniafdraativn &onf thpifirstar y

dat abase 110. Al'though FIGJRE 8 il lustrates one exanple of a nethod 800 for
file restlabtseoncvaeusty staredyn §dackap syeloms; 98¢ i ous changes may be made to

nmet hod,800 w t hout r. i f : - oH ure. For
exanpid, et hod 800" SEtE¢ht fky dpAhee Rt Ebnl, oF R BRRD JEBAEURE T 1o
a state thadt®ihgemdnial clomgaear the tinme of the database failure. Primary
dat abase 110 could also be restored to a state that existed before the
failure of database 110. In one enbodinent, primary server 102 could
restore primarygdat ahasg !E'S(Flﬁﬁn 7€ RgheRER RO bn¥i drRldte Widcagkofst 8RS 806-
812. Primary server 102 cou él) al so restore primary database 110 using steps
802- 808 3@oliedtivelytopasibhagtogteps tBd Grs8d@tabage hgr enbodi nents using a subset of

the i lll'SUSt rat ecsltoring the backup information in the first database; and

implementing the incremental change to at least a portion of the information in

the first database.

19.  The system of Claim 17, wherein the one or more processors are
20  collectively operable to receive the incremental change by:
receiving a first incremental change from the backup system; and

receiving a second incremental change from the first database.

20.  The system of Claim 19, wherein the one or more processors are
25 - collectively operable to restore the first database by:
storing the backup information in the first database;
implementing the first incremental change to at least a portion of the
information in the first database; and
implementing the second incremental change to at least a portion of the

30 information in the first database after implementing the first incremental change.



steps may be used w thout departing fromthe scope of the present

di scl osure. WO 03/090082 PCT/ US03/11024 30 Wile the present disclosure
has been wosndderl in terms of preferred enbodi nents andPgErEsnal1094
associ ated net hods, alterations and pernutations of the preferred

embodi ments and nmethod will be apparegy to those skilled in the art.
Accordi ngly, the above description of preferred exenplary enbodi nents does
not 5 define or cons[i]frsair% thgﬁﬁr.es t .di scl osure. O her changes,

substi tutions, 24nd %108 Sdait 2> M o si bl e wi t hout departing from
the spirit andyfCeRg RfmbREpRCERERAL are dushitrostlietively olefrabiedo hycdive a

foll owi ng clainms. WO 03/ 090882 PCT/ US03/ 11024 31 WHAT IS CLAIMED IS: 1. A
met hod f oresthirstast @meyandovery, conprising: conmunicating an increnent al
change for storage in a first database n t.al

representing a th&Rge™: BO& Y480, aicf‘)eo’rC ?]itl%ﬁvgl:y |81r51€1§%8r1€mtt8| %e%{&%@ge st e cond
dat abage; gh@pRWyng at | east one of backup information and the incremental
change, the backup information conprising at_ |east a portion of the

i nformation from t hetasmedhebackup ifeseationdy e fisldadabsssd in a backup system
and restoring the se i I

information and 10 1’?’%%%%@%@2@?@?%&%%%%@ @%ﬁ%ghg)n%eltg Sétgr%‘r@%pg?%el,

wher ei n 1 gsfophitig inhke et dndbaatwiba adirstaomeasseasted stithr the dirst reecrdraerialp
information in the second 'gat abase; and 15 inplenenting the increnental
change t o chingesloss nof sx6ped BATGSHOTRIY YRBEPfati on in the second dat abase.

10 implementing the second incremental change to at least a portion of the

information in the first database when a second time associated with the second

incremental change does not exceed the restoration time.

22. The system of Claim 17, wherein the one or more processors are
15  further collectively operable to communicate at least a portion of the information from

the first database for storage in the backup system as the backup information.



3. The method of Caim1l, wherein receiving the increnmental change
conprises: 20 receiving a first increnmental change fromthe backup system
and recewoinngo@mssecond i ncrenmental change fromthe first pdatishasw4 4. The
met hod of Claim 3, wherein restoring the second dat abase conprises: 25
storing the backup information in thesgecond database; inplenenting the
first increnental change to at least a portion of the information in the
second dat abasg; and i nple ti t he J.ncremental change to at | east
a portion of tﬁ% i%g%f%ﬁmﬁﬂ%tﬁg@i}?%ﬁ@ﬂﬁ%@ base after inplenenting the
first increnmenfgle 6AA8HMonildP operald&o @elcbios phakality aif idcieméntalt dbangasdopr i si ng
receiving a restoration tine; and WO 03/090082 PCT/ US03/11024 32 wherein
rest or i nginformatiopdndt dast gbadisstédnpisiedbs: storing the backup information in

t he second dat abase; i npl ement. i i:0Cr, 11,C t | east
a portion of tPletraqsﬁ(ftbopn%‘ﬁg%ﬁﬁa}t&r}g?#e}%ég é%c%{g gﬁgg’gh aktg nggﬂgﬁngéthtiﬁi e
associ gt eghaMgbd ahd@o factihulafe thegleaiyt of inchmmgeal dbasgesoteceixak duringhe

restoration time, and inplenenting the second increnental change to at
| east a pdeteiminedtimetperiodydngy mati on in the second database when a second

time associated Wil dNELIEHUATub REHRNALIC IGBIAARA 1RlopeibREQ the
restoration ti %éq‘yvi .%Pﬁe:&rf%t %uod o%‘p% alm 1/’ Wne?ei_ n commr?i@cati ng the
i ncr ement adceiveaagecdmilattdnagmental thengts nsd taadmbawicateothoracsenulatédt ect i ng
incremental changes in at |east .one fil eﬁs%/stem .
incremental changes for storage in a second filé System, wherein the at least one first
10 file system may be restored using at least one of backup information and the
incremental change, the backup information comprising at least a portion of the
information from the at least one first file system previously stored in a backup

system.



accurmul ating a plurality of incremental changes detected during each of a
plurality of time w ndows; and 15 communi cating the accunul ated i ncrenental
changes fwposwewsyge in the first database after each ti nmPCriusddwo2&. The
method of Claim1l1, further conprising conmunicating at |east a portion of
the information fromthe second databgge for storage in the backup system
20 as the backup information. 8. The nethod of Caim?7, further conprising

starting a replication fas before co ' 1pg at least a portion of the
i nformation fro t hé‘%Yéiel}hg)r(Slg?gﬁrarg(éove?}g%?ﬁéﬁ%%gkup system the replication
task operabl e p.AetBe toopiRlirE ORIy Nt dh@einbital 2bangec fameotage hangestf or

storage in the first database. 9. The nethod of Caim@8, further caqnprising

accessi ngdatabasektliel &ncrementalephangy represeatisg pshange 1@ Ay lept pipatien Pe

noni t or ed, ffor i.ncr.enment al @P%n&es, a first folder to be nonitored for

i ncr ement SHOWRHIRGAE 2 SeCqnd AQaDET <t 1y t o be monitored for 30 increnental
changes, a secapnd idieretaivhe #1edstidae of backupninidromtioy and tseinrmndngdlder to

be excluded fromnonitoring, and a second registry to be excluded from
Toni € of  nghange B8 beSORERIRERLUSeaPRIEDE A Isast APOTiéTohie RETBIE K 1.
wherein the incr t to at |l east a portion
of a filel5SeE e%?gsha%p‘%g?ot@‘g@ sidrd fo atﬁlé‘%%}yss‘ge%%\/iq%ﬁosl 090082 PCT/ US03/ 11024
34 11. A systemdans foi sasiritlg thecevardy dataoasprisgigngt leasit onee af theohacksonput er
readabl e nedium and | ogi c encoded on the at | east one conputer readable
medi um an@féwth’@@dt%@?rw&ﬁ@é@gﬁoz 5 communi cate an increnental change
for storage in a first database, the



i ncrenental change representing a change to at | east a portion of
information in a second database; receive at | east one of backup

i nf or mat iwo oanghoshe i ncrenental change, the backup i nfor mamiused/coapri si ng
at least a portion of the information fromthe 10 second database
previously stored in a backup system 4@nd restore the second database using
at | east one of the backup information and the increnental change. 12. The

system of Caim 11, é‘%ﬁ@gg?@t&ﬁ&?gg?‘%@ QRfrRRklge to restore the 15 second

dat abase by: sfOrin ackup 1n ion’in the second database; and

i mpl ement i ng t hReivitgs @etcdlentdd @hgee trepratenting atchangeototat densod pertien of
information in  the second database. 20 13. The systemof Caim 11, wherein
t he | ogi clﬁf@m@é@ﬂa%ﬂé_lf%t&a?@é@i ve the increnental change by: receiving a

first | ”Cre”e”"st%hngpféc}%&[e&{gﬁg} LR gD ACKURoRY &t8Hseaitd receiving a second

i ncrenental change rst “dat abase. 25 14. The system of Caim 13,
wher ei i t he | ogomniwicating di iecrementab tlonge fbreusesin gesiorinthefiisiedasabase t or i ng
t he backup informatjon in the second, dat abase; ,i npl enent | t fhrst
i ncr enent e dxEngatabase aresiossts HsmE gy 9?38{1 g~ o dac d?@gb?tgor? iqﬁdt He” second
dat abase; , i?ipin Beflel REKiHenPRAAN thapeTRAAl lcabanpertivn ¢ theeast a
portion oﬁ?%géﬂ?ln or ’t?{gn In I?he second da?abags]e after ?rrpl enenting the
first incieormiton fodm tgefirsibiBs0PCORasIPEDredSn3y bapkpr sysgn.15. The system of
Claim 13, wherein: the logic is further operable to receive a restoration
time; and

10 26.  The method of Claim 25, wherein the incremental change comprises a

first incremental change; and
further comprising:
receiving a second incremental change;
storing the second incremental change in the second database; and
15 communicating the second incremental change for storage in the
baékup system, the backup system operable to communicate the second incremental

change for use in restoring the first database.

27. The method of Claim 26, wherein:
20 storing the first incremental change in the second database comprises storing
the first incremental change in a first folder; and
communicating the second incremental change for storage in the backup
system comprises communicating at least a portion of a second folder containing the

second incremental change for storage in the backup system.

25
28. The method of Claim 27, further comprising:
renaming the second folder from an old name to a new name before
communicating at least a portion of the second folder for storage in the backup
system, the new name comprising a timestamp; and
30 créating the first folder, the first folder having the old name of the second

folder.



the logic is operable to restore the second database by: storing the backup
information in the second database; 5 inplenenting the first increnental
change t owetosjogmst a portion of the information in the seconsodiatwabase
when a first tine associated with the first increnmental change does not
exceed the restoration tine; and inplgapenting the second increnmental change
to at least a portion of the information in the second database when a
second time assQci ated with t Se . i ncremental change does not
exceed the res?gr atit[glﬁqqt@.c’f@?lﬁﬁ%%%g emof Caim 11, wherein the logic
is further opegabliRrdnfentsl oy Badstodihted ewith aafiybfilé tovatetl inhe firstf Glemat i on

fromthe second database for storage in the ba system as. t he. backup

i nf or mat i eystenndldsy UQ@@S'ES'CF“@@@B’@@%%@?%R Setepy %ﬁa&s@éﬁtﬁ‘ﬁﬁ Brsﬂrﬂ:i (&Et er

recovery, i Sd.ngs fir e operable to store information; and
@8%}3 @éﬂ?g&%ﬁ?le h%fl}l# al le dahabag

one or no S CO ivel'y operable to: communicate an increnental
changesfor st ogxggRgithe nganans dhahgbasthe sebortchdatirese enmptiaés storamgythe

representing a change to at le a portion of e ipfo tion in.the
first dataageentplead@ngeing ché%fgg{eo‘ﬁ%ﬁé 1%%?98%@?&%%&1 felfer i serad
| ncrement e rﬁ%,?eﬂﬂ%],fdext Qs%oﬁ%t@# WRtH i Ofr SRl QY steRMdldes) (A8 sBEorldefietsystemOr ti on

of the in fon fromt irst databasé previously stored in a backup
systen afeldd0 ldcattlomea tsheonfli drite fddearbasseciatsd nyittathy zsstdrgefodders e backup
i nformation O@anq he ig}cr mental change. 18. The systemof Caim 17,
wher ei n t BeCHAd®RaRE edteB@88ors are col lectively operable to restore
the fijpst database by: 15 storing the backup information in the first

dat abase; and

30. The method of Claim 29, wherein storing the incremental change in the
second file comprises:
determining if the second drive system folder exists;
creating the second drive system folder if it does not exist;
15 determining if the second file system folder exists;
creating the second file system folder if it does not exist;
determining if the second file exists; and

creating the second file if it does not exist.

20 31. The method of Claim 25, wherein the incremental change is stored in
one of a plurality of timestamp folders, one of the timestamp folders representing a
current time period, at least one of the remaining timestamp folders representing at

least one previous time period.

25 32.  The method of Claim 31, further comprising receiving a restoration
time; and
wherein communicating the incremental change for use in restoring the first

database comprises:

determining whether a time associated with the timestamp folder in

30  which the incremental change is stored exceeds the restoration time; and



i npl ementing the increnmental change to at |east a portion of the
information in the first database. 19. The systemof Caim1l7, wherein the
one or nowe opewessors are 20 collectively operable to r@ceiuse3/tees

i ncremental change by: receiving a first increnental change fromthe backup
system and receiving a second increpggntal change fromthe first database.
20. The systemof Cl aim 19, wherein the one or nore processors are 25 -

collectively operable to restore the first  database by: stori t backup
information in the CPMEMNHRE S, mremy qﬁreqhapg'eg ???hlésef%%etggopﬁg Bg?rg&?[al
change to3atpleashef tROfitht Wsdfatdd Rithi tAE AriigtAng foldert Bdesf hdiSdxceat azase; and
i npl ementing the second I ncrenmental change to at | east a portion of the 30
i nf or mat i esstaratidrhiémei r st dat abase after inplenenting the first increnental
change. WO 03/090082 PCT/ US03/11024 37 21. The systemof Caim19,
wherein: the one or nore processors are further collectively operable to
receivg a resgaratiTeR nidiiRi ofdNdin DS, faARer@oniPRis@gPr OCeSSOrs are
collectively operable to restore the first 5 database by: storing the
backup i nf or matéesivingthetbeckuprigformations#8é: i npl ementing the first

i ncremental chapge t t.lea rf { ~information in the first
dat abase when gp%qggﬁeﬁarc}%pg@élg%}ti‘éﬁé%'th%ﬁaglﬁqufg |Idr'st i ncrenental change
does not exceed the restoration tine; and 10 inplenenting the second

i ncrenental change to at | east a portion of the info tion in the first
dat abase when &@4secdhy methed akShim Z5e whicihtheacre@eyabchange FaRessesI2 change

does "8 t eci(lgr?g%% tapf%agteﬁ}o?tﬁcﬂ‘f Sk IoTE registry in the first database.



22. The systemof Caim 17, wherein the one or nore processors are 15
further collectively operable to conmunicate at |east a portion of the

i nformat iwooBoows2t he first database for storage in the bachusoyyweem as

t he backup information. WD 03/090082 PCT/US03/11024 38 23. A system for

di saster recovery, conprising: a fileygystemnonitor operable to detect a
plurality of increnmental changes to information in at |east one first file

system a transactiaon accupgul ator operable ta receive the plurality of
i ncrenent al 53éhanﬁé§’s?ﬂhg?uglsagﬁﬁ?‘g‘?v§f}é PHE™ 3 8y al i ty of incremental

changes recei vethdulhBgodpuidficaddpldRediuidian@er i od; and a service operable
to execute a rephcati on {)ask, the replication task operable to receive

t he accunul at edoginenentedtal theheingest oandomputes readsbleamediupe aa¢ camiblkt ed
i ncrenent al changgés for storage in a second file system wherein the at
| east one WHeREKEMFEEP| ¢ system may be restored using at | east one of backup

information and the redeRfe SBAIrahehiR Bhge t lRreb@Ring Pa IchhegeTed labNeasORPr i si ng
at least a portion of the information fromthe at |east one first file

syst em pr eertmwsifynforoated inp fiystydatabage: system WO 03/ 090082 PCT/ US03/ 11024
39 24. A systemfor disaster r Ver Q 1 S§ hg. for conmuni cating
ﬁgor? %:re igre gl%:gl ‘f%ﬁ‘}{%e 1?1 RO dﬂz;'c?abbag@ ad

an i ncrenental chan ag irst abase, the increnental
change representing canehaige tie aicrdeandl ehapge tioomsofin sestbringrethe dirst n a

second dat abase; 5 neans for receiving at | east one of. hack i nfarnation
and the i detabassnths firscdishyec restpaedugRrg at feﬁ$tcﬂnﬁ'§lf g’&ﬂ“’d’dﬁg@?ﬁﬁ@a’é %east a
porti of. the i i : : | YoStired in a
ba Ckugﬁ syd cer?ﬁ%ellgﬁf;%iﬁ%g, B2 642 hREmEEGPEmPALIAD AR Sl &Y pBHNY o

information from the first database previously stored in a backup system.

36.  The system of Claim 35, wherein:
the incremental change comprises a first incremental change; and
15 the logic is further operable to:
receive a second incremental change;
store the second incremental change in the second database; and
communicate the second incremental change for storage in the backup
system, the backup system operable to communicate the second incremental change

20  for use in restoring the first database.

37.  The system of Claim 36, wherein:

the logic is operable to store the first incremental change in a first folder in the
second database;

25 the logic is operable to store the second incremental change in a second folder

in the second database;

the logic is operable to communicate the second incremental change for
storage in the backup system by communicating at least a portion of the second folder
for storage in the backup system; and

30 the logic is further operable to:



means for restoring the second dat abase using at |east one of the backup
informati on and the increnental change. WO 03/090082 PCT/US03/11024 40 25.
A et hod Woro3@dy®sst er recovery, conprising: receiving an iPeEESIEmoad change
representing a change to at least a portion of information in a first

dat abase; storing the increnmental change in a second database; and 5
comuni cating the increnental change for use in restoring the first
database, the first. dafabase coﬁ&tfgr%fiﬁ%ﬁig& mhfifSh £8wOladhABKNR:
information and the Ner SMent e backup 1 nformation conprising
at | east acop@himioningf att Rest 4 poeiomads dna §acond tfblderf ifors storiat abathe Yackwyi ousl y
stored in a backup system 10, 626. The nethod of C aim 25, wherein the

i ncrement aﬂys@ﬁhﬁwe%wqwr&mgﬂl@t“t?ﬁ& ntal change; and further
conprising: receiving.a §ReQaro) d&?ftﬁ fk&ﬁlmé‘rhﬁ gth%l‘arﬂaﬂfb&fhﬁe&%&imd

i ncremental change in “TRe second data ase, conmmuni cating the second
i ncr endnt afolddnange for storage in the backup system the backup system
operabl e to conmuni cate the second i ncrenental change for use in restoring
the first database. 27. The nethod of C aim 26, wherein: 20 storing the
first increment c @Steﬂl$ma§§g9n@h§ahabase conprises storing the
first incremental change in a first folder; and communicating the second

i ncr enent al chatthgancﬁrememtablchggel in astrwidted ith a ipsit Ble loowtpd iie @sfirst file

COmn ol 35280 b AR Ll S A D U Second

10  folder, the first file having a file name; and

the logic is operable-to store the incremental change by:
determining if a second drive system folder associated with the first
drive system folder exists in the second database;
creating the second drive system folder if it does not exist,
15 determining if a second file system folder associated with the first file
system folder exists in the second database;
creating the second file system folder if it does not exist;
determining if a second file having the file name exists;
creating the second file if it does not exist; and

20 storing the incremental change in the second file.

39.  The system of Claim 35, wherein:

the incremental change is stored in one of a plurality of timestamp folders, one
of the timestamp folders representing a current time period, at least one of the

25  remaining timestamp folders representing at least one previous time period,;

the logic is further operable to receive a restoration time; and

the logic is operable to communicate the incremental change for use in
restoring the first database by:

determining whether a time associated with the t1mestamp folder in

30  which the incremental change is stored exceeds the restoration time; and



28. The nethod of Caim 27, further conprising: renam ng the second fol der
froman old nane to a new nane before conmunicating at |east a portion of
t he secorwofoslog®s2 f or storage in the backup system the mewusase1024
conprising a tinmestanp; and 30 creating the first folder, the first folder
having the old name of the second folger. WO 03/090082 PCT/US03/11024 41
29. The nethod of C aim 25, wherein: the increnental change is associated
with a first file lqg LI [ i N fglpt

dat abase, the first Tl eﬂggﬁ{ngm&%olﬁéfgrb tglcglte Eiefg}félg‘# ??g%ét rl%gcgle 11fi%fder,
the first ddtdbashavengha tihid assocned wittd ite tmestamp fohier idoes aneatcakd divange i n
t he second dat abase conprises storing the increnental change in a second
file | ocatiE&oiaHoRUBecond file system fol der, the second file system fol der
associated with the first file systemfolder, the second file system
folder located in a second drive folder associated wwth the first drive
fol der,5 the setfond Thd systeavefiGlainh 85, whdrein tizniegiclid figther Fperabbetdiod of C ai m
29, wherein stori ng éhggﬁl ncrepental change in the second file conprises:
determining if ¥HE'S gy in M f ol der exists; creating the second
drive system f akgerind fackhp 46 dtRh if MeHackupldys@gterm ning i f the second
file systemfol der exists; creating the second file systemfolder if it
does not exist; determning if the second file exists; and creating the
second file if it does not exist. 20 31. The nethod of C aim 25, wherein
the increnental change is stored in



one of a plurality of tinmestanp folders, one of the tinmestanp fol ders
representing a current tinme period, at |east one of the remaining

ti mest anpwDeBa2082 r epresenting at | east one previous ti mPCpASIPCL2LE 32.
The nethod of Claim 31, further conprising receiving a restoration tineg;
and wherein communi cating the incremenjgql change for use in restoring the
first dat ?bfige conprises: determ ning whether a tine associated with the
timestanp folder. in 30 which .the incremental .change is stored exceeds the
restoration ti i arf SYRESTB P08 8RS 55 TSP I R g42 comuni cating the

| ncr enent al Phaaﬂﬂﬁt f.Q5badS Bpdrble &5 §16Fel ddnéiefchial Stangiatnabase when the time
associated with the ti mest%rrp fol der does not exceed the restoration tine.
5 33. The net hoxheaf n@rapmeeorstaotisttivelycepepatileaiong:  recei vi ng the backup

i nformation; and storin he _backup. i.nf ar I ' h 34.
The nethod of d ai mrfge,lg?/\hjé’rlg?rﬁmteﬂtgl ?l??glg%’@%tn %@e%ﬁr&%lg%a?é%fe@ﬁeg%%@fggp 10
change st 0 @n LR 1AsPPpItiON oPfnf@ndatib® 1104 setoh@@hiabdsg; i n the first database.
WO 03/ 090082 PCT/ US03/ 11024 43 35. A system for disaster recovery,

t(::(r)]rrpri s: ng: at | easttorsrike m@m@g@l change abthe fidlatabasedad | ogi ¢ encoded on
e at | east one conputer .rea e di.. dto: 5
AR M gy i

recgai ve an | ncrenmental epresen ange t ast a portion
of i nf or medifHasd, th@sédond ldathbhRbasieied using at least one of backup information and

the incremental change, the backup information comprising at least a portion of the

10  information from the second database previously stored in a backup system.

42.  The system of Claim 41, wherein:
the mcremerl\tal change comprises a first ir}cremental change; and
the one or more processors are further collectively operable to:
15 receive a second incremental change;
store the second incremental change in the first database; and
communicate the second incremental change for storage in the backup
system, the backup system operable to communicate the second incremental change
for use in restoring the second database.
20
43.  The system of Claim 42, wherein:
the one or more processors are collectively operable to store the first
incremental change in a first folder in the first database;
the one or more processors are collectively operable to store the second
25  incremental change in a second folder in the first database;
the one or more processors are collectively operable to communicate the
second incremental change for storage in the backup system by communicating at
least a portion of the second folder for storage in the backup system; and
the one or more processors are further collectively operable to:
30 rename the second folder from an old name to a new name before
communicating at least a portion of the second folder for storage in the backup

system, the new name comprising a timestamp; and



store the increnental change in a second database; and comunicate the

i ncrenmental change for use in restoring the first database, the first

dat abase woesBosmws2 usi ng at | east one of backup informati ofCan$os/mw24 10

i ncrenental change, the backup information conprising at |east a portion of
the information fromthe first databage previously stored in a backup
system 36. The systemof Caim 35, wherein: the incremental change

conpri ses a first | ncrompntal, £0ang: 06145, he holGul Jiid fbnper abl e

to: receive a second™f nge ore econ I ncrenen
change in fHhersecond dat abase; and comuni cate the second increnental
change for storage in the backup system the backup system operable to
comuni cate the second increnmental change 20 for use in restoring the

first dat abase_.z}égt '{{l&eesgf%% gﬁ%ﬁ‘{] ﬂ%ﬁ@rg’lﬁ wherein: the logic is operable

to store the fi ang’elnaflrst folder in the second

dat abasge; 25 t hgelifgemehtl @paigalib %sidaméd)mhtdnéirﬁeﬁbnldcatad: memeﬁtsalﬁle; hange
in a second folder in the second dat abatete t he I{%Sc is per
ile s loc

conmuni catsystepefoddes imthesqeand fstabage, HvHg }’Ste@th i‘tﬁ %1%% g-?ﬁ?) system

by conmmuni t g the second foI der for storage in
t he backupﬁgeg‘[}g%]ﬁhthﬁ%’ﬁ%&)ﬁ oﬂa:lz}{cé ?lfé further operable to: WO 03/090082

PCT/ US03/ 11024 thé@neummﬁﬂnecesmamb dotlectevely pperaldn tolsthre theeintrenmegniaéw nane
before communicating at |east a portion of the second folder for storage
in the back¥pee®stem the new name conprising a timestanp; and

10 determining if a second drive system folder associated with the first
drive system folder exists in the first database;
creating the second drive system folder if it does not exist;
determining if a second file system folder associated with the first file
system folder exists in the first database;
15 - creating the second file system folder if it does not exist;
determining if a second file having the file name exists;
creating the second file if it does not exist; and

storing the incremental change in the second file.

20 45. The system of Claim 41, wherein:
the incremental change is stored in one of a plurality of timestamp folders, one
of the timestamp folders representing a current time period, at least one of the
remaining timestamp folders representing at least one previous time period;
the one or more processors are further collectively operable to receive a
25  restoration time; and
the one or more processors are collectively operable to communicate the
incremental change for use in restoring the second database by:
determining whether a time associated with the timestamp folder in
which the incremental change is stored exceeds the restoration time; and
30 communicating the incremental change for use in restoring the second
database when the time associated with the timestamp folder does not exceed the

restoration time.



create the first folder, the first folder having the old name of the second
5 folder. 38. The system of C aim 35, wherein: the increnental change is
associ at eaowsoos2 first file located in a first file systemuSos/dwe4in the
first database, the first file systemfolder located in a first drive 10
folder, the first file having a file ngre; and the logic is operable-to
store the increnental change by: determning if a second drive system

fol der associated with the first drive systemfolder exists in the second
dat abase; creating the second drive systemfolder if it does not exist; 15
determning if g secpidsfstdn® oTYSham 419! wigdeia Sthe Cindt &dmbiré prédessotd asd file
system fol der exists in the second database; creating the second file

syst em f ol fugheridolleetivgbyeeperdde xi st; determining if a second file having
the file name exists. .creat. e ond file if it does not exist; and
20 storing the]?ﬁ%Y%ﬁﬁé?gﬁl8H§%€gﬂwh%ﬁ§e second file. 39. The system of

Cl ai m 35, wher ajtére thdackis ifo@nitioh it thegekipssystear ed in one of a plurality
of timestanp folders, one of the tinestanp folders representing a current
time period, at |east one of the 25 remaining tinmestanp fol ders
representing at | east one previous time period; the logic is further
operable to receive a restoration tinme; and the logic is operable to
communi cate the increnental change for use in restoring the first database
by: determ ning whether a tinme associated with the tinmestanp folder in 30
whi ch the increnental change is stored exceeds the restoration tinme; and WO
03/090082 PCT/ US03/ 11024 45



communi cating the increnental change for use in restoring the first

dat abase when the tine associated with the tinmestanp fol der does not exceed
the restwpasigonstime. 5 40. The system of C aim 35, wher@ca/ush&1102gi c is
further operable to: receive the backup information; and store the backup
information in the backup system WO Qg3/ 090082 PCT/US03/11024 46 41. A
system for disaster recovery, conprising: a first database operable to

store an increngntal, change; .an one 0 rocessors collectively
operabl e to: ré&dei véfﬁgm?fg&rdésﬁ’gtﬁ{]éefovceﬁgncgg{pﬁfﬁg' i ncrenental change
representing a, anghadReblodikebi8as repticpist fagk) tied repliéationehskoopetabletos econd
dat abase; store the increnental change in the first da{jabase; and

cormuni catreceve ail nipcremsntel| chehgh geprpennting e2 | hangss foratnisastha RUEEROF

dat abase, .t he second dat abas t i - Ak t
i nf or mat i é‘iﬁgg’ﬁﬂﬁml’t et ??%éf%??e‘ﬁ’iséﬁ?% g%%é@%gh%alg{ﬁ%ﬁi a%%?p%%ﬁl%?}&%tg%p” si ng
at | easgt anPREinRAARThAdYe in 3 Qedonfl ailegystenn the mplitdienseskofudheatmzdeto

previously stored in a backup system 42. The system of Caim4l erein:
t he incr ermnmmlmﬁgeméw&iééa%gef@?weilﬁé?sé e EHgr e s e one

or more PrOGEsSHs af16ast %5&21?@ il 'sgﬁéﬁl\/ﬁe's QP85 £ feftit_ork>of kML A

second i nérEHENLAT “change; re the second i ncrenmental change in the first
dat abase; iRfedmaticandthe acgerhérealbangel thertckwenfeinatinn egapfising st lasige in t he
backup system the backup system oger able.to ]%om*runi cat.e t.he s%fl%nad

i ncr enent AloriEgmefghe imarmaion from fhestdeashone first Bl SSRgMpIFHEUY Stob
10  backup system; and

an interface operable to control the replication task.



43. The system of Claim 42, wherein: the one or nore processors are
collectively operable to store the first increnental change in a first

f ol der i rwoOhg/09G085t dat abase; the one or nore processors &CE/US0$/kwWeti vely
operable to store the second 25 increnental change in a second folder in
the first database; the one or nore prgcessors are collectively operable to
comuni cate the second increnental change for storage in the backup system
by conmuni cat i at , Le i t nd folder for storage in

t he backup systqgm gf]ﬂ’s?eﬁéfogﬁgsgét%}%g?‘gefr%rcg%ggg%gé are further collectively
operabl e to: 3@hdafdaFacididng as tndertholtalerhahgorepemening melrge to at leashanane
before comunicating at |east a portion of the second folder for storage
in the bapkruien ofjrfoangtionia aelabastie conprising a timestanp; and WO
03/090082 PCT/ US - r b fol der, the first folder

havi ng the ol dgﬁeggnée%%rg%?wg%g%%gﬁgﬁeﬁ%%ﬁg?’ %11 The system of C aim 41,
wherei §: 5 t he nidaas doepbbminuniatige the imssoaitat dungs it gs¢ jir gesteiingetheocat ed

inafirst file systemfolder jn.the second dat,abase he fir ile
syst em f oldgisbasco s Satabiseareioped ugRg \%ﬁea% PH%P? tlaﬁglﬁ :Frf*ftg’fm?thnei%da\%eng a
file nam;in&@rﬂeﬁtglecﬁ’zﬁ%e,oﬁhenﬂé&u HAERHBA6S cafnBrisial| fclkhied yoaer ablie to
store the increnenta change by: 10 determining if a second drive system
fol der ass$mimbiich fvdrhlthe datatidse pteviagisiystored, st ahackup sistenexi sts in the first
dat abase; creating the second drive systemfolder if it does not exist;

determining if a second file systemfolder associated with the first file
system folder exists in the first database;




15 creating the second file systemfolder if it does not exist;

determning if a second file having the file nane exists; creating the
second fiwe 0B#09i082 does not exist; and storing the increnmemrcalusohange in the
second file. 20 45. The system of O aim4l, wherein: the increnental
change is stored in one of a pluralityjof tinestanp folders, one of the
tinmestanp folders representing a current tinme period, at |east one of the

remai ning tinmestanp fol ders. representin . one previous tinme period;
the one or nor t9pro g%egt&‘isfglfglsﬁi‘?’rtrﬁcéorvmg'oﬁ%éﬁﬁv%ly operabl e to receive a
25 restoration ibddiing Mtk BARatN EONRIsRIOSERASY & pariore Of lisliratidny
operable to comunicate the increnental change for use in restoring the

second datfabmsdirgiydataleseer ni ni ng whether a time associated with the
timestanp folder in ich the increnment C e i s stored exceeds the
restoration tiﬁanﬁﬂagg6&@8NW%HP%%FVﬁg%@ epf&g?ghental change for use in
restorisng the seeidy AeuRBasatihaingddron mes@ssdalatdbask, whe indramettalrest anp
fol der does not exceed the_ restoration tine. V%) 03/ 090082 PCT/ US03/ 11024
48 46. Thecheyga rapreseni@smparehance fhet daapt @ MErtmeob e Bemaptivpctshe dust ¢
further cq%!%é%;vely operable to: receive the backup information; and 5
store the éﬁ: fjp information in the backup system WD 03/090082

PCT/ US03/ 11024 stétthedRie idrayaitairohfuoge iditlsesickup systemvemgd, conprising: a

service operable to execute a repli ca&li on t sh, tqceLl replicatipn task
operable to communicating the incremental change and the backup information for use in

10  restoring the first database.

50.  The method of Claim 49, further comprising:
receiving the incremental change for storage in the second database;
storing the incremental change in the second database; and
15 communicating the incremental change from the second database for storage

in the backup system.



receive an increnental change representing a change to at |east a portion
of information in at least one first file system the replication task

al so operwblog/otwsst ore 5 the i ncrenental change in a secomdTfiSh®19Y6t em
the replication task further operable to comunicate the increnental
change for use in restoring the at |east one first file system the at

| east one first file systemrestored using at |east one of backup

i nformation and..t he jncre t t p information conprising
at least a po%tli'on %fsyﬁt?{g‘%&n(ﬁ%)ars%g?epgﬁery’r%%}?ﬁglg;t | east one first file
syst em previ ousk Yeast éeRdniputed reatigblbasidinm;sydt em and an interface operable
to control the replication task. W 03/090082 PC;’/ S03/.11024 . 50 411)? A
system for di sdegierencedeshen yhe ableasti aiergpmppieriadahle meduinyang opgrable

i ncrenental. chan resenting a change to at |least a portion of

i nf or mati of el%n&ggigg(tﬁg(gase; means for storing the increnental change; and 5
means fsor communi catiegglvé hbadknpr arfermiztionc ltamgesihgr atiskasin a guroen ngf t he

dat abase, the database restored using at | east one of backup information
and the iinfor@aten Bpmchlishdatabas® backup i nformation conprising at |east a
portion of the info 1 dat reMbusly stored in a backup
system WO 03/ 09008th%%%g%yqgﬁg%@ﬁtlgﬁgﬁg?%urgg?%g%for di saster recovery,
conprisi ng: recei vi ngcdiae kmncreniantahehings foompsgeond glatabasee dhstingremental on of

informatio froma first database; storing.the ck i raagion jn a
backup sys"tq’é%e ECIERORING ﬁg‘ﬂ‘éﬂg‘? ﬁ% b IfaRt 4Po %Sggﬁer n%g%n%{a()glol%&’ at abase,
the ingye ake: Change representing a change to at |east a portion of the

information i n the first .
store the incremental change in the backup system; and

communicate the incremental change and the backup information for

use in restoring the first database.

15 52.  The system of Claim 51, wherein the logic is further operable to:
receive the incremental change for storage in the second database;
store the incremental change in the second database; and

communicate the incremental change from the second database for storage in

the backup system.



dat abase; storing the increnental change in the backup system and

communi cating the increnental change and the backup information for use in
10 restorwog3opmsiirst database. 50. The nethod of C ai m 2@T/US03/1tees
conprising: receiving the incremental change for storage in the second

dat abase; storing the increnental chaage in the second database; and 15
comuni cating the increnental change fromthe second dat abase for storage

in the backup ste 4 52 51. A systemfor
di sast er recov %Fﬁ\é‘%rg? gdgsas rchéry ﬁgﬁ"put er readabl e nedium and
| ogi ¢ encoded Chrbab Sfstdne 8pdrala e ge@Matiar infanatibe; amddi um and operabl e

when executed to: 5 receive backup information conprising at |east a
portion of meW@émCIWtPfQC@%P@OPI patvelyAPgERiEo: st ore the backup information

in a backup system regely ru?faﬁﬁﬁtﬁcln %Bﬁ’l ﬁ?in nﬁeaasts?tcg&qﬁ ofapabase,

the increnental change represe Ing a ange east a portion of the

i nforngti Qﬁfohﬁaﬁé'tﬁfrf)ml’aSﬁrstdﬁahﬂtéé :abase; store the | ncrenental change in the
backup system and conmmunicate the |ncre chan%e and the backup
information for usestors theackyn Réormason i &Qf‘ﬁ’rﬁé@ 15 52. The system of

G aim>51, wherein t %cé&@bﬁlﬂcfmﬁeﬂfatle Sg@%ﬁﬁgls@cotn@ data'b@ééeth‘é%étjéﬁental
i ncremental change for storage I n the second dat abase; store
i ncr ement ahacgargecsentiighe cengntb daleakias gortzordof the information m the first
database;
10 store the incremental change in the backup system; and
communicate the incremental change and the backup information for

use in restoring the first database.

54.  The system of Claim 53, further comprising the second database, and
15  wherein the one or more processors are further collectively operable to:

receive the incremental change for storage in the second database;

store the incremental change in the second database; and

communicate the incremental change from the second database for storage in

the backup system.



comuni cate the increnmental change fromthe second database for storage in
t he backup system WO 03/090082 PCT/US03/11024 53 53. A system for

di sast er we®wemeny2 conprising: a backup system operabl e t ®@CTtusp®1tvackup
information; and one or nore processors collectively operable to: receive
t he backup information conprising at Isgast a portion of 5 information from
a first database; store the backup information in the backup system

receive an increnental cha .froma seco t.abase, the increnental

change representt ng ‘gsﬁ%gcg%ﬂ%ﬂgfrﬁc%%ﬁ’ Jéﬂg}%ﬁr’%:l on of the information in

the first dat3hase; folGesih@ Hableuy REbeRRdhatompdsige at Nedsher partionpofyst em

and communi cate the increnental change and the backup information for use

i n rest or iinfprmhigorf fromta st dababsee; 54. The system of O aim 53, further

conprising the second dat abase Woeh Sl e R dIEhRePRREessors
Ge G900 o Hfgndina DREEL Ipbiie 18, h

are further col™&¥i recer v e increnmental change for

st or agg i NnébRcAAr Rthed abpbRaRng ashaige tohe léast nguetiinadf teanfpemation e second
dat abase; and conmuni cate the increnmental change fromthe second dat abase
for storagdhbe first datgbasgackup system WO 03/ 090082 PCT/ US03/ 11024 54 55. A
system for di Satﬁ%ﬂs.f&?sﬁ&?’r?g{ e b%&wqﬁﬁhﬁ&ion e {iRferfcfd cHadda; BRckup
informati on conprising a east a portion o Information froma first

dat abase; means for communicating the incremental change and the backup information

for use in restoring the first database.



means for receiving an increnental change froma second database, the 5
i ncrenmental change representing a change to at |east a portion of the

i nf or mat iwo 0B109008he first database; neans for storing thePoaakop11024
information and the increnental change; and neans for conmuni cating the
i ncremental change and the backup infgemation for use in restoring the
first database. WD 03/090082 PCT/US03/11024 55 56. A nethod for disaster

recovery, conprising. c i.ng,.at. | east a t .of information froma
first database>Po a%b%‘ét%g%forg%}?ftgﬁ{eéfgv?ﬂ’c(%%{ﬁr Nor mati on; storing an

i ncrement al Ch%‘ﬁﬁn' Bt feaSies POHioHlas PiBS hatibh rdni @r Size dhiabasehang backip
representing a chnange to at |least a portion of the information in the first

dat abase; spsten as batkupiimfgrmdiont i r st dat abase using at | east one of the

backup informatjon and the incre I . ai m 56,
wherein the i né{'oélﬁﬁrﬁnaﬁncrgﬂlgﬂfﬁg c%%l:%g %lg‘esse%g %@a}g%}&h@ﬁﬁg@ﬁgﬁ? gﬁé%%gange;
furthes couptdeiiinga eRREE Rbatdedes pomionnt tenBftmbtiahartye fifst daabise; swtond

dat abase to the backup system and wherein restoring the first database
conpri ses rest aestoring eﬁfﬁtdé@@éﬂé%@élea@i% Ofg{ehaé]g‘g%mg‘?’@af}f’nf‘ﬁ@h‘ﬁackup
i nformatiqn the[ lférﬁ o i ncrenental change stored in the 15 second

dat abase, 1%‘?%8‘“? & shgc nd i ncrenmental change stored in the backup system
58. The nethod of Claim57, further conprising receiving a restoration

time; and wherein restoring the first database conprises: 20 storing the
backup i nf or matS7en iThetphed 9%@1%@9103(2\@96115 é‘?‘ﬁ?ﬁ?‘?’f@ls&fanﬁe F?IPB‘E‘SQPia?re

assoclt ed i lohfkapaRaRY | norement al

further comprising copying a second incremental change from the second

[22]

database to the backup system; and
wherein restoring the first database comprises restoring the first database using
at least one of the backup information, the first incremental change stored in the

15  second database, and the second incremental change stored in the backup system.

58.  The method of Claim 57, further comprising receiving a restoration
time; and
wherein restoring the first database comprises:
20 storing the backup information in the first database;
determining if a first time associated with the second incremental
change stored in the backup system exceeds the restoration time;
implementing the second incremental change to at least a portion of the
information in the first database when the first time doeé not exceed the restoration
25  time;
determining if a second time associated with the first incremental
change stored in the second database exceeds the restoration time; and
implementing the first incremental change to at least a portion of the
information in the first database when the second time does not exceed the restoration

30 time.



change stored in the backup system exceeds the restoration tineg;

i npl enmenting the second increnental change to at | east a portion of the

i nf or mat iwo 0B/9tke first database when the first tine doepCmatSoyxweed the
restoration 25 tine; determining if a second tinme associated with the
first incremental change stored in the second database exceeds the
restoration tinme; and inplenenting the first increnmental change to at | east

a portion of the information. in t first databa time
does not exceeé91heQL%§F 4} mngggfw ?mﬂﬁ?8§Pﬁégﬁég§%é#ﬁﬁkgg%%%324 56
59. The j ein the second database and the backup
system rﬁ%ﬁggﬁidgqgﬁnﬁggég}agaﬁgr m WO 03/ 090082 PCT/ US03/11024 57 60. A
system for disaster recovery, conprising: at |east one conputer readable
medi um and | ogi c encoded on the at | east one conputer readable nedi um and
operabl e when executed to: 5 copy at least a portion of information froma
first database to a backup system as backup information; store an

i ncrenental change in a second dat abase, the increnmental change
representing a change to at least a portion of the information in the first
dat abase; and 10 restore the first database using at | east one of the
backup information and the increnmental change. 61. The system of C ai m 60,
wherein the increnental change conprises a



first incremental change; 15 the logic is further operable to copy a second
i ncrenmental change fromthe second database to the backup system and the
|l ogic is wpaesapioeato restore the first database using at IpeagiSopn@2Hf t he
backup information, the first incremental change stored in the second

dat abase, and the second increnental sghange stored in the backup system
20 62. The systemof C aim®6l, wherein: the logic is further operable to
receive a restoration tinme, and the |logic is. operable to restore the first
dat abase by: st8ri ngAfWEenBBQfE{’;sﬁsﬁeHeS?Y%?ﬁCSH{p?lﬁ he first database; 25

determ ning if btk chinpBrepfaasblahRdium;tapdt he second incremental change
stored in the backup system exceeds the restoration tinme; i rrBI emeni?i ng the
T fog

second i ncr enenogit cobededeont theast leagisaneacopaniergisadabl medyr PRETBIE i n t he
first datahase wh?n the first time does not exceed the restoration tine;
30 det er mi"MIHGFI Qocond time associated with the first increnental

changesstored in th%ogﬁapmdstqmmsefmmdsnﬁhmaﬁsm@aabmrtotaihmupand WO
03/ 090082 PCT/ US03/11024 58 inplenenting the first increnmental change to

at | east mypgomtasbackarp infesmatiofor nation in the first database when the
second tine does not_excee S I dobl®-d2Bbi2. thben&¥sbem of
Cl ai m 60, wherein tﬁ@orgeagloﬁi(%}%gﬁng%aés@hg%\éf?h% backl?p systemreside on a
singl e pl ahbRsetep¥ReRiRl00 AR ET AURASY 4 PoRtibn 6O the information in the first
database; and
10 restore the first database using at least one of the backup information

and the incremental change.

61.  The system of Claim 60, wherein the incremental change comprises a
first incremental change;
15 . the logic is further operable to copy a second incremental change from the

second database to the backup system; and

the logic is operable to restore the first database using at least one of the
backup information, the first incremental change stored in the second database, and

the second incremental change stored in the backup system.

20
62.  The system of Claim 61, wherein:
the logic is further operable to receive a restoration time; and
the logic is operable to restore the first database by:
storing the backup information in the first database;
25 determining if a first time associated with the second incremental
change stored in the backup system exceeds the restoration time;
implementing the second incremental change to at least a portion of the
information in the first database when the first time does not exceed the restoration
time;
30 determining if a second time associated with the first incremental

change stored in the second database exceeds the restoration time; and



64. A system for disaster recovery, conprising: a first database operable
to store information; a backup system operable to store backup information,
t he backwvoioafgrsati on conprising at | east a portion of tPha/usai/oresati on
fromthe first database; 5 a second database operable to store an
increnmental change representing a chagge to at least a portion of the
information in the first database; and one or nore processors collectively

operable to restore, the first database usi font d¥enbackup
i nformation and t he@ﬂ&%’n’f‘é‘}ﬁ @Fa%ﬁta]ﬁﬁrgm%ﬁfﬁlg?ﬁméeﬁgéatsg%1%)8? Q5 m 64,
wher ei N t B8, NGHE iR Rledirs CARESe GRBPfHesecond tirfié deds rion exemed thelestotiinge; t he
one or noreé processors are further collectively operable to copy a second

i ncrement ilmechange from the second dat abase to the backup system and the
one or nore processors are collectively operable to restore the first 15
dat abase using at | east one of the backup information, the first

incremgntal chgnge THEQy&6mioT Clhien ecwindeidahabaved datatiatchandgbe backup

i ncrenent.al change stored in the backup system 66. The system of Caim
65, wher eisysten2 Gestdeernongingle PhesfoEmMpr ocessors are further collectively
operable to receive a restoration tinme; and the one or nore processors are
collectively operable to restore the first database by: storing the backup
information in the first database; 25 determining if a first tine
associated with the second increnental change stored in the backup system
exceeds the restoration tinme; inplenenting the second increnental change to
at least a portion of the information in the first database when the first
ti me does not exceed the restoration tine; '



30 determning if a second tinme associated with the first increnental
change stored in the second database exceeds the restoration tinme; and WO
03/ 090082vB@3HWEEB/ 11024 60 inplenenting the first incrememushs/choange to
at least a portion of the information in the first database when the
second tinme does not exceed the restogation tinme. 5 67. The system of

Cl aim 64, wherein the second dat abase and the backup systemreside on a

single platfor . . s
g P %n4. A system for disaster recovery, comprising:

a first database operable to store information;
a backup system operable to store backup information, the backup information
comprising at least a portion of the information from the first database;
5 a second database operable to store an incremental change representing a
change to at least a portion of the information in the first database; and
one or more processors collectively operable to restore the first database using
at least one of the backup information and the incremental change.
)
10 65.  The system of Claim 64, wherein the incremental change comprises a
first incremental change;
the one or more processors are further collectively operable to copy a second
incremental change from the second database to the backup system; and
the one or more processors are collectively operable to restore the first
15  database using at least one of the backup information, the first incremental change
stored in the second database, and the second incremental change stored in the backup

system.

66.  The system of Claim 65, wherein:
20 the one or more processors are further collectively operable to receive a
restoration time; and
the one or more processors are collectively operable to restore the first
database by:
storing the backup information in the first database;
25 determining if a first time associated with the second incremental
change stored in the backup system exceeds the restoration time;
implementing the second incremental change to at least a portion of the
information in the first database when the first time does not exceed the restoration
time;
30 determining if a second time associated with the first incremental

change stored in the second database exceeds the restoration time; and



WO 03/090082 PCT/US03/11024
60

implementing the first incremental change to at least a portion of the

information in the first database when the second time does not exceed the restoration

time.

67.  The system of Claim 64, wherein the second database and the backup

system reside on a single platform.



