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DESCRIPTION
DATK PROCESSING METHOD AND ITS APPARATUS

TECHNICAL, FIELD

The present invention relates to a data proc:essing‘
method, its apparatus, its program, a semiconductor circuit,
and an authentication apparatus useful in the case of
conducting a transaction througﬁ a network using an IC
(integrated circuit) built into a card or a mobile terminal
apparatus,

BACKGROUND ART

At the present time, communication systems usipg IC
cards etc. for transactions through the Internet and other
networks are being developed.

In such a communication systeins, a server receives

from for example reader/writers of IC cards or PCs (personal

computers) processing requests using the IC cards and

performs user authentication , data encryption and decryption,
and other processing.

In the above explained co;mnunicaticn system, however,
it is envisioned that processring requests for a large number
of IC cards will be réceived simultaneously or in shdrt time
periods,

In this case, the server has to be able to efficiently



10

15

20

25

-2 -
handle such processing requests.

Further, a server sometimes executes a plurality of
application programs for processing for procedures relating
to a plurality of settlement businesses‘and performs
processing using selected application programs in accordance
with the processing requests. Such processing requests also
have to be efficiently handled.

Further, in the above explained.communication system,
the application program executed by the server has to
describe codes using key information for accessing IC cards
and operational comménds for operating the IC cards. Here,
the key information and operational commands can be kgown
only by the manéger of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manager of the server
produced and customized the application programs upon
request‘from the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the problem that the load on the manager becomes great.

Further, in tﬁe above explained sexrver, for example,
application p;rdgrams of a plurality of credit card companies .
or other businesses run. Such application programs are
produced by the individual businesses énd downloaded to the

server using personal computers etc.
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As explained above, however, when the above explained
server runs application programs of a plurality of businésses '
it is n;cessary to ensure that the processing of each
application program not be monitored or tampered with by
another application program. |

On the other hand, there is a demand for providing
diverse services while transferring data between application
programs.

Further; individual businesses download their
appiidation programs to the server, then debug them in
accordance with need.

When individgal businesses download application
programs to the server or debug those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using #ey
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
(personal computer), however, so there is the possibility
of illicit use and there is a problem in security.

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside ¢f the LSI chip.

In such a case, data flows over the bus provided between
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the LSI chip and external memory, so that data can be viewed
by probing the bus.

Wﬁen the above explained server performs e—commercial
transactions, persconal authentication, and other highly
confidential processing, however, as explained above, tiaere
is a problem in security if the data is probed.

Further, the above explained server is sometimes
comprised of a single computer.

In this case, a single computer runs a plurality of
programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibiliﬁy of the highly
confidential data owned by each business being illicitly
acquired or tamperéd with by another business,

Further, there have been the following problems when
using a conventional general computer as the above gxp‘lained
com@uter.

FIG. 133 shows the basic configuration of a general
computer 601,

In the computer 601 shown in FIG. 133, a CPU 602
performs processing using the instructions and data of a
program read from a memory 603.
| The CPU 602 outputs an address for access in the memory

603 to an address bus 604,
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. Further, the CPU 602 reads from the memory 603 or writes
in it according to a control signal S602.

Tile_ module A, module B, and module C stored in the
memory 603 are processing units of a program having specific
functions. |

A debugger 605 checks the operation of the CPU 602
at the time of development of a program. It uses a HALT signal
to temporarily halt the operation of the CPU 602, read
internal information of the CPU 602, and inform that
infoma.ti.on te the program developer.

Here, in FIG. 133, it is assumed that the module A
has a basic function used by the module B or the module C.

Here, assume that the routine of the basic function
included in the module A is highly confidential. In such
a case, since the module A is a basic function, it is necassai:y

to provide an environment enabling the developer of the

module B or module C to develop its program. As one means

for this, there is the method of distributing a library.
This is expressed in an intermediate language between
a higher language and machine language (normally called an
"assembly language"), but analysis is relatively easy. There
is a high possibility that the processing routine of a program
desired to be rkept confidential will end up becoming known.
Further, as another means, the basic module (in this

example, the module A) is stored in the memory 603 in advance
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and, rather than using it as a library, the developer develops
the gsoftware assuming that the basic module is present at a
specific location.

Even with this means, however, there is the problem that
it is not that hard for the developers of the modules B and C
to read the module A stored in the memory 603. At this time,
the read content is in a machine language of a level which the
CPU 602 executes, but there are tools for converting this
machine language tTo an assembly language. The routine can be
analyrzed relatively easily.

Further, there 1s the problem that the developers of the
modules B and C can temporarily halt the execution by the CPU
602 1in the middle of execution of the module A at the
development stage of their programs so as To learn the data
handled or the content o¢f the same and thereby learn the
entire processing routine of the pregram of the module A.

Further, an application program running on the above
explained server handles key data, charging data, log data,
and other high security data set by the service provider, so
there has been a demand for protecting it from illicit
tampering or menitoring.

Disclosed herein is a data processing method,
semiconductor circuit, and program able to efficiently perform

processing in accordance with
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a large number of processing reguests.

Disclesed herein is a data processing method,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user to be
executed by a server without allowing the user to learn highly
confidential information.

Disclosed herein is a data processing method,
sémiconductor circuit, and pregram able to prevent each
individual application program from being influenced by
another application program when the same semiconductor
circult runs a plurality of application programs.

Disclosed herein is a data processing method,
semiconductor c¢ilrcuit, and program allowing transfer of data
between application programs in accordance with need while
preventing each application program from being illicitly
tampered with, monitored, etc. by the user of another
application program when the same semiconductor circuit runs a
plurality of application programs.

Disclosed herein is a data nrocessing method,
semiconductor circuit, authentication apparatus, and program
enabling the content of access to a server or othser
semiconductor circuit to be restricted in accordance with

rights to the same.



Disclosed herein 1s a semiconductor circuit and data
processing method enabling the confidentiality of data to be
maintained even when transmitting highly confidential data
between the semiconductor circuit and a semiconductor storage
circuit through an external bus.

Disclosed herein is a data processing apparatus enabling
the confidentiality of instructions and data te be maintained
between programs when executing a plurality of programs.

Disclosed herein is a semiconductor circuit enabling the
confidentiality 0of a program to be executed To be ilmproved.

Disclosed herein 1s a data processing apparatus, its
method, and its program enabling the security of an
application program running on the server to be improved when
providing a service using an IC or other integrated circuit.

DISCLOSURE OF THE INVENTION

Disclosed herein is a data processing method performed by
a semiconductor circuit in accordance with a plurality of
processing reguests, comprising the steps of: generating Jjob
management data including job execution order data showing an

order of



execution o¢f a plurality of Jobs forming ©processing in
accordance with za processing reguest and status datz showing
the state of progress of execution of the plurality of Jjobs
for each of the nlurality of processing reguests, selecting
one Job managemenit data from the generated plurality of idob
management data based on 2 predetermined rule, selecting a Job
to be executed next based on the status data and the
processing order data of_ The selected Jjob management data,
executing the selected Jjob, and updating tThe status data of
the selected Job management data 1In accordance with the

execution of that jcb.

o

n the above data processing methoed, the semiconductor
circult generates Jjob management data including Jok execution
order data showing an orxder of execution of a plurality of
jobs forming processing in  accordance with & processing
request and status data showing Tthe state of progress of
execution of the plurality of Jjobs for each of the plurality
of processing reguests.

Next, the semiconductor clrocult selects one jobk
management data from the generated pluralility of Jjob management
data bhased on 2 predetermined rule.

Next, the semicenductor cilircult selects The Job to be

executed next based on The status data and tThe processing

order data of the selected job management data.
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Next, the semiconductor circult executes the selected
Job.

Next, the semiccenductor circuit updates the status data
cf the selected Job management data 1in accordance with
execution of that job.

The data processing method further comprises a step of
updating the status daﬁa of the selected job management data,
then selecting one Jjob management data from the plurality of
data modules.

The data processing method further comprises a step of
selecting one job management data from the plurality of data
modules after updating the status data of the selected 1job
management data.

The data processing method further comprises a step of
cdeleting the job management data when all jobs forming the
processing 1in accordance with the processing request finish
being executed.

The data processing method further comprises a step of
receiving the processing requests from an integrated circuit
having a storage unit storing data to be used for processing

for & procedure performed with the semiconductor circuit
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or a communication apparatus inputting and outputting data
with the integrated circuit.

Disclosed herein is a semiconductor circuilt for
processing data 1In accordance with a plurality of processing
requests, comprising an interface for inputting the plurality
of processing requests, a storage circuit for storing job
management data including job execution order data showing an
order of execution of a plurality of Jobs forming processing
in accordance with a processing reguest and status data
showing a state of progress of execution of the plurality of
jobs, and a control circuit for generating the job management
data for each of the input plurality of processing requests

and storing it in the storage c¢ircuilt, selecting one iob

il

E

management data from the generated plurality cf job management
data, selecting and executing the Job to be executed next
based on the status data and the processing order data of the
selected job management data, and updating the status data of
the selected Jjob management data in accordance with the
execution of that job.

In the above semiconductor circuit, the interface inputs
a plurality of processing requests.

Next, the contrecl circuit generates job management data

including “job execution order data showing an order
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of execution of & plurality of dobs forming processing in
accordance with a processing reqguest and status data showing a
state of progress of execution of the plurality of Jjobs in
accordance with the plurality of preocessing requests and
stores them in the storage circuit.

Next, the control circuit selects cone Jjob management data

rom the plurality of job management data.

Next, the contrcl circuit selects and executes the job to
be executed next based on the status data and the processing
order data of the selected job management data and updates the
status data of the selected “iob management data in accordance
with execution of that job.

Disclosed herein 1s a program to be executed by a
semiconductor circuit for processing data in accordance with a
plurality of processing reguests, comprising a routine for
generating Jjob management data I1ncluding job executicon order
data showing an order of execution cf a vlurality of Jjobks
forming processing in accordance with a processing reguest and
status data showing the state of progress of execution of the
piurelity of FJobs Zfor each of the plurality of processing
reguests, a routine for selecting cone Jjob management data from
the generated plurality of job management data, a routine for
selecting the job to be executed next based on the status data

and the processing order data of the selected job management
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data, a routine for executing the selected job, and a routine
for ﬁpdating the status data of the selected -job management
data in accordance with the execution of the ‘job.

Disclosed herein 1s a data processing method performed by
a semiconductor cilrcult zrunning an application program for
processing relating to a procedure using an integrated
circuit, wherein the gemiconductor circult can view
correspondence instructing data 1indicating correspondence
between operation codes used for the application program to
operate the integrated circuit and the names of the
operations, that is, the operation names,  having the
semiconductor cilrcult receive as input an operation describing
program describing the operations of the application program
using the operation names, and having the semiconductor
circuit c¢btain the operation codes corresponding to the
operation names described in the operation describing program
by viewling tThe correspondence 1nstructing data and use the
obtained operatiocn codes to define the processing of the
appliication program.

The above data processing method further comprises having
the correspondences instructing data further show the
correspondence between the operation names and key information

used when the integrated circult performs
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operations corresponding to those operation names and having
the semiconductor circuit cbtain the key information
corresponding tco  the operation names described in  the
operation describing program Dby viewing the correspondence
instructing data and use that obtained key information to
define the processing of the application program.

The data processing method further comprises having the
semiconductor circuit generate Jjob managemeni data including
Jjob execution order data showing an order of execution of a
plurality of Jobs forming processing of the application
program and status data showing the state of progress of
execution of the pluraiity of dobs, select the Jjob to be
executed next based on the status data and the processing
order data of the <ob management data, execute the selected
jok, and update the status data of the selected job management
data in accordance with the execution of that job.

Disclosed herein 1s a semiconductor circuit for running
an application program for performing processing relating to a
procedure using an integrated circuilt, comprising a storage
circult for storing correspondence instructing data indicating
correspondence between operation codes used for the

application program to operate the integrated circuit
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and names of the c¢peraticns, that is, operation names, an
interface for inputting an operation describing program
describing the operation of the application program using
the operation names, and a controcl circuilt for obtaining the
operation codes corresponding to the operation names described
in the dinput operation describing program by viewing the
correspondence instructing data and using the obtained
operation codes to define the processing of the application
program.

In the above semiconductor circuilt, the interface inputs
the operation describing program deécribing the operation of
the application program using tThe operation names.

Next, the control cilrcuit obtains the operation codes
corresponding to the coperation names described in the input
operation describing program by viewing the correspondence
instructing data.

Next, the control circult uses the obtained operation
codes to define the processing of the application program.

Discleosed herein 1is a program to be executed by a
semiconductor circult running arn  application program for
performing processing relating to a procedure using an
integrated circuit, comprising: a routine for ilnputting an
operation describing program describing an operation of the

application program using
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names ¢f operaticns for the integrated circuit, that 1is,
operation names, a routine for viewing  correspondence
instructing data indicating correspondence between operation
codes used Dby the appilcation program for operating the
integrated circuit and the operation names <to obtain the
cperation codes corresponding to the operation names described
in the operation describing program, and a routine for using
the obtained operation codes to define processing of the
application program.

Disclosed herein is a data processing method performed by
a semiconductor circuit executing an application program,
comprising the steps of: protecting each of a plurality of
program modules forming the application program by a firewall
aliocated to the program module in advance in a plurality of
firewalls, registering a program module linkaed with firewall
identification information . for identifying the firewall
allocated to the program module, and executing the program
module conditional on the registration being performed.

The above data processing method further comprises a step
of allowing data transfer or data viewing among a plurality of
program modules registered linked with the same firewall

identification information and prohibiting data transfer
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or data viewing among a plurality of ©program modules
registered linked with different firewall iIdentification
information.

The above data processing method further comprises the
steps of: registering a program module further linked with
download key information to be used when downlcading the
program medule from the outside of the semiconductor cilircuit
to the semicenductor circuit and, when receiving a download
request for the program module, using the download key
information registered linked with the program module to Judge
if downlocad 1s possible and downloading the program module
when 7judging that download is possible.

Disclosed herein 1s a semiconductor cilrcuit for running
an application program, protecting each of a piurality of
preogram modules forming the application program by a firewall
allocated to each program module in advance in a plurality of
firewalls, registering a program module linked with firewall
identification information for identifying the firewall
allocaﬁed to the program module, and executing the program
mocule conditional on the registration being performed.

Disclecsed herein is a program to be executed by a

semiconducter clrculit for
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executing an application program, comprising a routine for
protecting each of a plurality of program modules forming the
application program by a ZIfirewall allocated to each program
module 1n advance in a plurality of firewalls, a routine for
registering a program module linked with firewall
ldentification information for identifyving the firewall
allocated to the program module, and a routine for executing
the program module conditicnal on the registration being

performed.



In & first aspect of the invention, there is provided a
data precessing methed performed by a semiconductor cilrcuilt
for executing an application program, said data processing
method comprising the steps of: independently sexecuting a
plurality of application programs protected by firewalls,
registering in advance a condition for allowing communication
between said application programs performed through said
firewalls, Judging 1f a communication reguest satisfies said
registered condition when an application program generates a
reguest for communication with another application program,
executing communication between sald application programs in
acceordance with said communication reguest when judging that
it satisfies said registered condition, when said
semiconductor circult recelives a processing request from
outside of sald semiconductor clrcuit: selecting an
application program corresponding to said processing reguest
among said plurality cof application programs, and performing
processing in accordance with sald processing request kased on
saird selected application program. In a second aspect of the
invention, there 1s provided a semiconductor circuit which:
independently executes a plurality of application programs
protected by firewalls, registers Iin advance a condition for
allowing communication between said application programs
performed through said firewalls, Jjudges if a communication
request satisfies said registered condition when an

appllcation program generates a request for communicatiocn with
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another application program, executes communication between
sald application Drograms in accordance with said
communication request when Judging that it satisfies said
registered condition, when receiving a processing request from
the outside: selects an application program corresponding to
sald processing reguest among said plurality of application
programs, and perferms processing in accordance with said
processing request based on said selected application program.

The semilconductor circuit of The second aspect
independently executes a plurality of application programs
protected by firewalls.

Further, that semiconductor circuit registers in advance
a condition for allowing communication between the application
programs performed through the firewalls.
Further, that semiconductor circuit judges 1if a communication
reguest satisfiles the registered condition when an application
program generates a reguest for communication with another
application program.

Further, That gsemiconductor clrcuit executes
communication between the application programs in accordance
with the communication reguest when Jjudging that it satisfies

the registered condition.



20

In a third aspect of the invention, there is provided a
program for making a semiconductor circult execute: a routine
for independently executing & plurality of application
programs protected by firewalls, z routine for registering in
advance a condition for azlilowing communication between said
application programs performed through said firewalls, a
routine for judging if a communication reguest satisfies said
registered condition when an application program generates a
reguest for communication with another application program,
and a routine for executing communication between saild
application pregrams 1in accordance with said communication
request when Judging that it  satisfies saild registered
condition, when said semiconductor circuit recelives a
processing reguest from ocutside of said semiconductor circuit:
a routine Ior selecting an application program corresponding
to sald processing reguest among said plurality of application
programs, and a routine for 9performing processing in
accordance with said processing request based on salid selected
application program.

Discleosed herein 1s z data processing method by which a
semiconductor circuit or a semiconductor storage apparatus
accessible by the semiconductor clrcuit downloads a program
running in the samicbnductor circuit, comprising the steps of:
having the semiconductor circuit have a software structure
comprised of a plurality of layers and having download

signature verification key information corresponding te each
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layer able to be viewed by the semiconductor circuit,.having
the semiconductor circuilt verlify downlioad signature
informaticn generated in accordance with a download reqguest
using the downlcoad signature verificaticon key information when
receiving the downlcad reguest, and having the semiconductor

apparatus
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allow the issuer of the download regquest to download a program
of a Layer corresponding to the download signature
verification key information used for that verification
conditional on the download signature information being
legitimate.

The above data processing method further comprises the
steps c©f: having an authentication apparatus tore access
master key information corresponding to a layer to which a
preogram  aliowed to Dbe downloaded bhelongs, having  the
authentication apparatus transmit the downliocad regquest to the
semiconductor circult, and having the authentication apparatus
use that access master key information to generate the
downlcad signature information and transmit that download
signature information to the semiconductor clrculit.

The above data processing method further comprises the
steps of: having an authentication apparatus store
identification information of the semiconductor circuit and
having the authentication apparatus encrypht use the
identification information as plailn text using the access

master key Information to generatse download master key

information and use that download master key information fto

generate the download signature information.
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Discleosed herein 1g a semiconductor circuit having a
software structure comprised of a plurality of layers, wherein
the semiconductor circuit 1is able to view download signature
verification key information orresponding to each layer,
verifies download signature information generated in
accordance with a download reguest using the download
signature wverification key information when receiving a
downlecaa reguest, and allows the issuer of the download
request to download a program of a laver corresponding to the
download signature verificaticn key information used fLor that
verification teo that semiconductor circuit or & semiconductor
storage circuit accessible by the semiconductor circuit
conditional on the download signature information being
legitimate.

The above semiconductor circuit, when receliving a
downicad request, verifies the download signal information
generated corresponding to  that downlcoad request using
download signature verification key information.

Further, the above semiconductor circuilt alleows the
issuer of the downlcocad reguest to download a program of a
layer corresponding the download signature verification key
information used for that wverification to that semiconductor
clrcuit or a semiconductor storage circult accessible by the

semiconductor circuit conditional on the download
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signature information being legitimate.

Disclosed herein 1is an authentication apparatus used for
authentication when downloading a program running in a
semiconductor circuit to a semiconductor circuit having a
software structure comprised of a plurality of layers or a
semiconductor storage apparatus accessible by that
semiconductor circuit, storing access master key informaticn
corresponding to a layer to which a program allowed to be
downloaded belongs, transmitting the download reguest to the
semiconductor circuit, and using that access master key
information to generate the download signature information and
transmitting that download signature information to the
semiconductor circult.

The above authentication apparatus first transmits the
download request to the semiconductor circuit.

Further, the above authentication apparatus uses access
master key information to generate deownload signature
information.

Further, the above authentication apparatus transmits the
download signature information to the semiconductor circult.

Disclesed herein 1s a program to be executed by a
semiconductor circuit having a software structure comprised of

a plurality of layers, comprising
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a routine for wverifying downlocad signature information
generated in accordance with a download reguest when receiving
such a download reguest using the download signature
verification key information of a corresponding layer in the
piurality of layers, and a routine for allowing the issuer of
the download reguest to download a program of a laver
corresponding to the download signature vwverification key
information used for that wverification to that semiconductor
circuit or a semiconductor storage circult accessible by the
semiconductor circult conditional on the download signature
information being lesgitimate.

Disclosed herein is a semiconductor circuit having a data
processing cilrcuit and data input/output processing circuilt,
wherein the data processing circuit inputs and outputs data
with a bus outside of that semiconductor circuit through the
data input/output processing circuit, and the data
input/output circuit encrypts data input from the data
processing circuit in units of predetermined data lengths and
ocutputs the same to the bus, decrypis data input from the bus
and outputs the same to the data processing circuit, and
performs data dinput/output transaction through the bus in
units of m number cof data input/ocutput transactions when
Nc/Nb=n where the bus width of the bus is Nb and the data

length is Nc and the smallest whole number of n or more is m.
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The above semiconductor circuit inputs and outputs data
with a bus outside of the semiconductor circuit through the
data input/output processing circuit.

At this time, the data input/output circuit encrypts the
data input from the data processing circuit in units of
predetermined data lengths and outputs the same tTo the bus.

Further, the data input/output circuit decrypts data
input from the bus and ocutputs 1t to the data processing
circuit.

At this time, that data input/output apparatus performs
data input/output transactions through the outside bus in
tnits of m number of data input/output transactions when
Nc/Nb=n where the bus width of the bus is Nb and the data
length is Ng¢ and the smallest whole number ¢f n or more 1s m.

further, 1in the above semiconductor cilrcuit, the data
input/ocutput circuit, when accessing a semiconductor storage
circuit based on a first address input from the data
processing circult, converts the first address to a second
address so as to access the semiconductor storage circultr in
units of storage areas in which the data of Nc is stored and

uses that second address to access the semiconductor storage
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circuit,.

Disclosed herein is a data processing method performed by
& semiconductor circult when accessing a semiconductor storage
circuit when a semiconductor c¢ilrcuit and the semiconductor
storage clrcult are connected'through a bus, comprising the
steps of: encrypting data to be written in the semiconductor
storage circuit in units of predetermined data lengths and
-outputting the same to the bus, decrypting data input from the
bus, and performing data input/output transactions through the
bus in units of m number of data input/ocutput transactions
when Nc/Nb=n where the bus width of the bus is Nb and the data
length is Nc and the smallest whole number of n or more 1s m.

Disclosed herein is a data nrocessing apparatus
comprising a storage circuit for storing instructions and data

oo
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a pluraiity of programs, a computation circuit for
accessing the storage circult through a transmission line and
using the instructions and data of the plurality of programs
to execute the plurality of programs, a connection switching
circuit interposed between the transmission line and the
storage ci;cuit for setting the transmission line and the
storage circuit to one of a connection state and disconnection

state based on a control signal, a connection control circuit

for generating
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the contrel signal for control to set the transmission line
and the storage circuit to one of a connection state and
disconnection state Dbased on access range defining data
defining an address range 1in the storage circuit able to be
accessed while the computation c¢ircuit 1s executing the
plurality of programs for each of the plurality of programs,
an address 1n the storage circuit for which the computation
circult i1ssues an access reguest, and executing program
instructing information which which program in a plurality of
programs the computation circuit is executing, and an
input/output interface circuit for dinputting and outputting
data with the computation circuit <through the transmission
line and Inputting and outputting data with the outside of
that data processing apparatus.

Further, 1in the above data processing apparatus, the
connection contreol circuit generates the control signal
indicating to set the transmission line and the storage
circult in a connection state when the address in the storage
circuit for which the computation circuit issues an access
request 1s inside the address range corresponding to a program
being executed defined by the access range defining data and
generates the control signal indicating to set the
Transmission line and the storage circuit in a disconnection

state when it 1s not inside that address range.
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Disclesed herein is a semiconductor circuit for executing
&2 program, comprising a first transmission line, a storage
circult for storing instructions or data for executing the
program, a computation circult for operating based on the
instructions read through the first transmission line from the
storage circuit, a Ifirst connection switching circuit for
setiing the first transmission line and the storage circult in
one of & connection state and disconnection state based on a
first control signal, a second connectlion switching circuit
for s=etting a second transmission lins outside of that
semiconductor circuit and the first fransmission line in one
of a connection state and disconnection state based on a
second controli signal, and a connection control circuit for
cutputting the second contreol sigrnal instructing disconnection
Lo the second connection switching circult when outputting the
first control =signal instructing connection to the first
connecticn switching circult and outputting the second control
signal instructing connection to  the second connection
switching circuit when outputting the first control signal
instructing disconnection to the £irst connection switching
clrcuit.

Further, in the above semiconductor circuit, the second

connection switching
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circulit is connected through the second transmission line to a
storage apparatus at the outside of the semiconductor circuit.

Further, 1n the above semiconductor circuit, when the
computation circult reads instructions from the storage
circuit, the connection control circuit outputs the irst
control signal instructing connection to the first connecticn
switching circuit and outputs the second control signal
instructing disconnection to the second connection switching
circult.

Disclesed herein 1s a semiconductor circuit for executing

a program, comprising an encryption/decryption circuit for
storing encrypted instructlions or data of the program,
encrypting data to be output through a first transmission line
outside of that semiconductor circuit to a storagse apparatus,
and decrypting encrypted instructions or data input through
the first <transmission line from the storage apparatus, a
computation circult for performing computation using the
decrypted instructicons or data, a selection circuilt for
selecting whether to allow communication betwéen a second
transmission line ocutside of the semiconductor circuit and the
computation circuit based on a control signal, and a control
clircuit for outputting to the selection circult the control

signal feor instructing to disallow communication
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between the second transmission line and the computation
circuit while the computation circuilt is performing processing
using instructions or data of the program.
Disclosed  herein is a data processing apparatus
comprising a storage cilrcuilt for storing in predetermined

storage areas a p

P

urality of application programs each
comprised of a piurality of data modules including processing
routine data describing processing routines for communicating
with an integrated circuit to provide a service and storing
management data showing linked together a data module, first
key data used for using another data module in processing
according to that data module, and second key data used for
transferring data with the integrated circulit in processing
according to that data module and a semiconductor c¢ircuit
performing processing relating to a service based on a data
modules, viewing the management data in that processing, using
the first key data corresponding to that data module to use
another data module, and using the second key data
corresponding to that data module to transfer data with the
integrated circuit.

Further, 1in the above data processing apparatus, the
steorage circuilt stores as a data module at least one of log
data of processing performed performed using the data module,

program cata
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showing a routine for registering the data module in a storage
area, program data showing a routine for deleting registration
of the data module from tThe storage area, and program data
showing a routine for defining the storage area for storing
the application program.

Further, 1in the above data processing apparatus, when
processing in accordance with another data medule is to be
executed by a semiconductor circuit, the semiconducter circuit
uses the management data to obtain Lirst key data
corresponding to the predetermined data module and the first
key data corresponding to the other data module and uses the
other data meodule from the predetermined data module being
executed conditional on the obtained two first key data
matching.

Disclosed herein is a data processing method whereby a
semiconductor circuilt for communicating with an integrated
circuit to perform processing to provide a service transfers
data with a storage circult, comprising the steps of: , when
the storage circuit stores in predetermined storage areas a
plurality of application programs each comprised of a
plurality of data modules including processing routine data
describing processing routines for communicating with an
integrated circult to providing a service and stores
managément data showing linked together a data module, first

key data used
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for using ancther data module in processing in accordance with
that data mcdule, and second key data used for transferring
data with the integrated circult in procegsing according to
that data module, having the semiconductor circuit perform
processing reiating to a service based on the data modules,
having the semiconductor cilrcuit view the management data in
the processing relating to the service and use the first key
data corresponding to a data medule to use another data
module, and having the semiconductor circult use the second
key data correspending To the data module iIin processing
relating to the service to transfer data with the integrated
cilircuit.

Disclesed herein 1is & program to be executed by a
semiconductor c¢ircuit for communicating with an integrated
circult to perform processing for providing services and
transferring data with a storage circuit, comprising, when the
storage clrcuilt stores in predetermined storage areas &
plurality of application programs each comprised of a
pluraliity of data modules including processing routine data
describing processing routines for communicating with an
integrated circult to provide services and stores management
data showing linked together a data module, first key data
used for using another the data module in processing according
to that data module, and second key data used for transfer of

data with the
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integrated circult Iin processing according to that data
module, & routine for performing processing relating to tThe
service based on the data module, a routine for viewing the
management data 1in processing relating to the service and
using the first key data corresponding to tThat data module to
use the other data module, and a routine for using the second
key data corresponding to that data module 1in processing
relating to the service to transfer data with the integrated
cilrcuit.

According to the above explained aspects, the fcecllowing
effects can be achieved.

It 1s possible to provide a data rocessing method,
semiconducter circuit, and program able to efficiently perform
procegsing in accordance with a large number of processing
requests.

It is possible to provide a data processing method,
semiconductor circuit, and program enabling a user to produce
and customize an application program of the user tco be
executed by the server without informing the user of highly
confidential information.

It is possible to provide a data processing method,

semiconductor circuit, and program able to prevent each
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application program from being influenced by ancther
application prégram when running a plurality of application
programs on the same semiconductcor clrcoulit.

It 1s possible to provide a data processing method,
semiconductor circuit, and program made in consideration of
the above explained prior art and allowing the transfer of
data among application programs 1n accordance with need while

preventing each application program from peing 1liicitly

},.._

tampered with, monitored, ato. Dy a user of another
application program when running a plurality of application
programs on the same semiconductor clrcult.

It is possible to provide a data processing method,
semiconductor c¢ircuit, authentication apparatus, and program
able to restrict the content of access to a semiconductor
circult of a server etc. in accordance with its right.

It is possible to provide a semiconcductor circuit and
data processing method able to maintain the confidentiality of
data even when transmititing highly confidential data between
the semiconductor circuit and semiccenductor storage circuit
through an external bus.

it is
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possible to provide a data processing apparatus able to
maintain the confidentiality of instructions and data between
programs when executing a plurality of programs.

Tt 1s possikle to provide a semiconductor circuit able o
improve tThe confidentiality of the program executed.

It is possible to provide a data processing apparatus,
method, and program able to imprcove the security of an
application program running on a server when providing a
service using an IC or other integrated cilrcult,

BERIEF DESCRIPTION OF THE DRAWINGS
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the overall configuration of a
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FIG., 1 is a vwview o

communication system of an embodiment of the present

FIG. 2 ig a view for explaining the software
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configuration of a SAM chip shown in FIG. 1
FIG. 3 is a funcrtional block diagram of an IC .of an IC

card shown in FIG. 1.
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IG. 4 1is a wview for explaining information stcred in a

unit shown in FIG. 3.
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FIG. 5 1is a view for explaining information stored in an
external memory <f fThe SAM unit shown in PIG. 1.

FIG., & is a view for explaining service definition table

data shown in FIG. 5.
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FIG. 7 is a view for explaining the processing in a
SAM chip using the service definition table data and scfipt
pfograﬁ éhown in FIG. 5.

FIG. 8 is a view for explaining commands used in a
script program. |

FIG. 9 is a functional block diagram of the SABM chip
shown in FIG. 1.

FIG. 10 is a view for explaining the data stored in
a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data generated by the SAM chip.

FIG. 12 is a staﬁe transition chart of the IC card
entity data shown in FIG. 11,

FiG. 13 ié a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.

FIG. 14 is a.vieW'for explaining the overall operation
of the commuﬁication gsystem shown in FIG, 1,

FIG. 15 is a view for explaining the overall operation
of éhe communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol
between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 9.

FIG. 18 is a view for explaining another mode of use
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of the SAM chip.

FIG. 19 is a view of the overall configuration of the
'communication-gystem of an embodiment of the present
invention.

FIG. 20 is a view for explaining the software
configuration of the SAM chip shown in FIG. 19.

FIG. 21 is a functional block diagram of an IC of the
IC c¢ard shown in FIG. 19.

FIG. 22 is a view for explaining inforﬁation stored
in the storage unit shown in FIG. 21.

FIG. 23 iz a view for-expiaining an external memory
of the SAM unit shown in FIG. 19.

FIG. 24 is a view for explaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of the SAM chip
shown in ?IG. 1.

FIG. 26 is a view fér explaining tasks executed by
thé CPU shown in FIG. 25.

FIG. 27 is a flow chart for explaining the opération
for downloading an application program from the personal
computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

FIG. 19.

FIG. 29 is a view for explaining the operation during
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execution of an application program.

FIG. 30 is a view for explaining the overall operation
of the communication system shown in FIG. 19.

FIG. 31 is a functional block diagram showing more
specifically the'fuﬁction blocks of the SAM chip shown in
FIG. 25.

FIG. 32 is a view for explaining another mode of use
of the SAM chip.

FIG. 33 is a view of the overall configuration of the

- communication system of an embodiment of the present

invention.

FIG. 34 ig a view for explaining the software
configuration of the SAM chip shown in FIG. 33,

FIG. 35 is a functional block diagram of an IC of the
IC card shown in FIG, 33.

FIG. 36 is a view for explaining the information stored
in the storage unit shown in FIG. 35.

FIG.‘37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 3B is a view for explaining AP sglection data
shown in FIG. 37.

FIG. 392 is a view for explaining inter-AP communication
data showp in FIG. 37.

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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FIG. 41 is a view for explaining tasks executed by

the CPU shown in FIG. 40.

FIG. 42 is a view for explaining the functions of the

- settlement processing routine task shown in FIG. 41.

FIG. 43 is a flow chart for explaining the processing.
of the inter-AP communication task shown in FIG. 41.

FIG. 44 is a view for explaining the inter-SAM
communication task shown in FIG. 41

FIG. 45 is a view for explaining the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
épecifically the function blocks of the SAM chip shown in
FIG. 40. |

FIG. 47 is a view for explaining another mode of use
of the SAM chip.

FIG. 48 is a view of the overall configuration of the
communi¢ation system of an embodiment of the present
invention.

FIG. 49 is a view for explaining the software
configuration of the SAM chip shown in FIG. 48,
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
program shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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FIG. 52 is a view for explaining the function of the
download processing unit shown in FIG. 50.

FIG. 53 is a functional block diagram of an
authentication unit of a software developer of a handler
layer shown in FIG. 48.

FIG. 54 is a view for explaining the function of the
download processing unit shown in FIG. 53.

FIG. 55 is a fﬁnctional block diagram of the
authentication unit of the manager of the SAM chip shown
in FIG. 48.

FIG. 56 is a view for explaining the function of the
downloéd processing unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of the SAM unit shown iﬁ FIG. 48.

FIG. 58 is a functional block diagram of the SBM chip
shown in FIG. 48,

FIG. 59 is a flow chart for explaining the operation
for downldading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a view for explaining processing for a
transaction using an IC card of the communication system‘
shown in FIG, 48,

FIG. 61 is a functional block diagram showing more
specifically the function blocks of tﬁe SAM chip shown in

FIG. 58.
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FIG. 62 is a view for explaining another mode of use
of the SAM chip.

F&G. 63 is a view for explaining a modification of
the communication syétem shown in FIG. 48,

FIG. 64 is a view of the overall configuration of the
communication system of an embodiment of the present
invention.

FIG. 65 is a view for explaining the software
configuration of the SAM chip shown in FIG. 64,

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functicnal bleck diagram of the SAM chip
shown in FIG. 64.

FIG. 68 is a view for explaining the relation between
the CPU, bus scramble unit, and external memory shown in
FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIG. 68.

FIG. 70 is a functional block diagram of the bus
scramble unit shown in FIG. 67.

¥FIG. 71 is a view for explaining a write cperation
of the external memory by the bus sgramble unit shown in
FIG. &7.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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FIG. 73 is a view for explaining a read operation of
the external memory by the bus scramble unit shown in FIG.
67.

FIG. 74 is a flow chart of the operation shown in FIG.
73. |

FIG. 75 is a view for explaining switch processing
of a scramble key in a scramble key management unit shown
in FIG. 70;

FIG. 76 is a view for explaining switch processing
of a scrambla key in a scramble key management unit shown
in FIG. 70.

FIG. 77 is a view for explaining switch timing of a
scrémbie key in the scramble key management unit shown in
FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70.

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG. 70.

FIG. 80 is a view for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional block diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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of the SaM chip.

FIG. 83 is a functional block diagram of a computer
used in electronic settlementrforming a related art of the
present invention.

FIG. 84 is a view for explaining the software structure
of a computer of FIG. 83 and an embodiment of the present
invention.

FIG. 85 is a view for explaining the types of IC cards
handled by the computer shown in FIG. 83.

FIG. 86 is a view for explaining thg storage state
of the memory shown in FIG. 83 before writing.

‘FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after w?iting.

FIG. 88 is a view for explaining the correspondence
between the application.programs and tYpas of IC cards shown.
in FIG. 84,

‘FIG. 89 is a view of the configuration of a computer
according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. B89.

FIG. 91 is a view of the cohfiguration of a fetch
judgment circuit shown in FIG. 90.

_FIG. 92 is a view for explaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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defining data shown in FIG. 91.

FIG. 94 is a view of the configuration of a';ead
Jjudgment circuit shown in FIG. 90.

FIG. 95 is a view for explaining read access range
defining data shown in FIG. 84. |

FIG. 86 is a view for explaining read inter-AP call
relation defining data shown in FIG. 94.

FIG. 87 is a view of the configuration of a write
judgment circuit shown in FIG. S0.

FIG. 98 is a view for expiaining write access range
defining data shown in FIG. 97.

FIG. 99 is a view for explaining write inter-AP call
relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of the present invention,

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
seﬁiconductor chip of a first embodiment of the présent
invention.

| FIG. 103 is a view for explaining the softwaxé
configuration of the semiconductor chip shown in FIG. 102.

FIG. 164 is a view for explaining the configuration

of a program modulé shown in FIG. 102,

FIG. 105 is a view of the confiquration of a
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semiconductor chip of a second embodiment of the present
invention.

FiG. 106 is a view for explaining the configuration
of a program module shown in FIG. 105.

FIG. 107 is a view for explaining the unit of encryption
and decryption performed by the encryption/decxyption
circuit shown in FIG. 105 and parity data.

FIG. 108 is a view for explaining key information table
held by the encryption/decryption circuit shown in FIG. 105.

FIG. 109 is a view of the overall configuration of
a communication system of the present embodiment.

FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 111 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG., 112 is a functional block diagram of an IC card
shown in FIG. 109.

FIG. 113 is a view for explaining the memory shown
in FIG. 112,

FIG. 114 is a view for explaining the software
structure of the SAM chip shown in FIG. 109.

| FIG. 115 is a view for explaining the storage areas
of the external memory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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FIG. 117 is a view for explaining the types of the
application element data APE shown in FIG. 116.

FiG. 118 is a view for explaining the processing of
the SAM chip shown in FIG. 109.

FIG. 119 is a view for explaining the commands used
in an IC card operation macro command script program shown
in FIG. 118.

FIG. 120 is a view for explaining the AP management
storage area shown in FIG. 115. |

FIG. 121 is a view for explaining the AP management
table data shown in FIG. 120.

FIG. 122 is a view for explaining the SAM ID.

FIG. 123 is a view for explaining the APP table data
shown in FIG. 120. |

FIG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for explaining tasks, programs,
and data stored in the memory shown in FIG. 124,

FIG. 126 is a view for explaining the format of the
IC card entity data 73 x.

FIG. 127 is a view for explaining the state transition
of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing pérformed
by the IC card procedure management task.

FIG. 129 is a view for explaining thé‘processing'which
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thé'SAM chip performs when accessing processing or data
defined by other application element data APE in accordance
with a goutine defined by application element data APE when
executing a job at step ST4 of FIG. 128.

FIG. 130 is a view for explaining the processing which
the SAM chip performs when accessing pProcessing or data
defined by other application element data APE in accordance
with a routine defined.by_application element data APE when
executing a job at step ST4 of FIG. 128.

FIG. 131 is a view for explaining the overall cperation
of the communication system shown in FIG. 109.

FIG. 132 is a view for explaining the overall operation
of the communication system shown in FIG. 109.

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

'explained with reference to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding
to the first to sixth aspects of the invention.

?IG. 1 is a view of the overall configuration of a
communication system 1 of the present embodiment.

As shewn in FIG. 1, the communication system 1 uses
a server 2, IC caxd 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM
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{secure applicatioﬁ module) unit 9 to communicate through
the Internet 10 and perform settlement pProcessing orx
processing for other procedures using the IC card 3
{integratéd circuit of the present invention}.

The SAM unit 9 has an external memory 7 and a SAM chip
{semiconductor circuit of the present inventién) 8.

The SAM chip 8 hag the software.configuration as shown
in FIG. 2.

| As shown in FIG. 2, the SAM chip 8 has, from a bottom
layer toward a top layer, an HW (hardware) layer, 0OS layer,
lower handler layer, higher handler layer, and AP laver.

The lower handler layer includes a driver layer.

Here, the AP layer includes applicatiop programs AP 1,
AP_2, and AP_3 defining procedures for use of the IC card
3 by credit card compénies or other businesses 15 1, 15-2,
and 15 3 shown in FIG. 1.

In the AP layer, the application prdgrams AP_1, AP 2,
and AP 3 and the higher handler layer are provided between
them with firewalls FW.

The application program AP 1 is defined by a later
ekplained service definition table data (correspondence
instructing data) 20_1 and script program (operation
describing program) 21 1 stored in an external memory 7.

The application program AP _2 is defined by a later

explained service definition table data (correspondence
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instructing data) 20_2 and script program (operation
describing program) 21 _2 stored in the external memory 7.

Tﬁe application program AP 3 is defined by a later
explained service definition table data (co¥respondence
instructing data) 20_3 and seript program (operation |
describing program) 21 3 stored in the external memory 7.

The SAM chip 8 is connected through a SCSI port, the
Ethernet, etc. to the ASP servér 6. The ASP server 6 is
connected through the Internet 10 to a plurality of terminal
apparatuses including a personal computer 5 of the end user
and personal computers. 16 1, 16 2, and 16_3 of the businesses
15_1, 15_2, and 15 3.

The personal computer 5, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 4. The card reader/ﬁriter 4 realizes for
example wireless communication corresponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 side. Therefore, the card reader/writer 4,
personal computer 5, and ASP server 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not
involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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The personal computers 16_1, 16 2, and 16 3 can
download the later explained script program to the SAM chip

8 to customize their application programs AP 1, AP 2, and

AP 3.
Next, the components shown in FIG. 1 will be explained.
[IC Card 3}
FIG, 3 ig a functional block diagram of an IC card
3.

As shown in FIG. 3, the IC card 3 has an IC {(integrated
circuit) 3a provided with a storage unit 50 and processing
unit 51.

The storage unit 50, as shown in FIG. 4, has a storage
area 55_1 used by a credit card company or other business
15 1, a storage area 55 2 used by a business 15 2, and a
storage area 55 3 used by a business 15 3.

Further, the storage unit 50 stores key information
used for juéging the access right to the storage area 55;1,
key information.used for judging the adcess right to the
storage area 55_2, and key information used for judging the
access right to the storage area storage area 55_3. That
key information is used for mutual authentication;
encryption and decryption of data, etc.

Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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[External Memory 7]

FIG. 5 is a view for explaining the data and programs
stored in the external memory 7 shown in FIG. 1.

As shown in FIG. 5, the external memory 7 stores service
definition table data 20_1 and IC card operation n'lacroi
command script program 21 1 of the business 15 1.

Further, thg external memoxry 7 stores service
definition table data 20 2 and IC card operation macro
command script program 21 2 of the business 15 2.

Further, the external memory 7 stores service
definition table data 20_3 and IC card operation macro
command script program 21 3 of the business 15 3,

The service definition table data 20 1, 20_2, and 20 3
have the same format.

Further, the IC card operation macrc command script
programs 21 _1, 21_2, and 21_3 are written using common macro
commands.

Further, the service definition table data 20 1, 20 2,
and 20_3 and IC card operation macro command script programs
21_1, 21 2, and 2] 3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21 1,
21 _2, and 21 3 are produced using the personal computers

16_1, 16_2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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15_2, and 15_3 and are downloaded through the SAM chip 8
to the external memory 7.

Ft;[rther, the service definition table data 20_1, 20_2,
and 20_3 are produced by the manager of the SAM unit 9 upon
instruction from the businesses 15 1, 15 2, and 15 3. |

FIG. 6 is a view for explaining the service definition
table data 20 1.

As shown in FIG. 6, the service definition table data
20 1 has entries of service type elements (operation names} ,
addresses, service numbers (operation codes), key version
information, and key information.

The "service type element" shows the name assigned

‘to the service provided by the application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of the business 15 1 cah use.

In the present embodiment, as shown in FIG. 6, "Rc",
"R4", "Wd", and "We" are used as the service type elemer;ts
of the service definition table data 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity da.té {job management data)

so as to be able to provide a service combining services
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corresponding to a plurality of service type elements.

For example, a service combining a service for reading
data from the IC card 3 and a service for writing data in
the server 2 can be defined in the IC card entity data.

The service number in the service definition tagie
data 20 1 is an operaéional‘command issued to the IC card
3 and analyzablé by the IC card 3 when performing a service
provided by the business 15 1.

Thg "address" in the service definition table data
20_1 indicates the address at which data relating to a
procedure relating to the corresponding service type element
iz stored.

The "key version information" in the service

~definition table data 20 _1 shows the version of the key

information used when providing that service;

The "key information" in the service definition table
data 20_1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55;} of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20_1 is set.

Further, in the service definition table data 20 2,
key information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service defiﬁition table data 20_3,
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key information used when accessing the storage area 55 3
of the IC 3a is set.

Néxt, the IC card operation macro command script
program 21 1 will be explained.

The script program 21_1 is a program for defining the
application program of the business 15 1 running on the SAH
chip 8 and the procedure of processing performed by the IC
card 3 when executing that application program.

In the present embodiment, as explained later, és shown
in FIG. 7, the SAM chip 8 uses the service definition table
data 20_1 and script program 21 1 to Qanerate IC card entity
template data 30_1, an input data block 31_x1, output data
block 32 x2, log data block 33 %3, and computation defining
data block 34 x4 used for the proéedure relating to the
business 15_1.

FIG. 8 is a viewifor explaining the commands used for
describing the IC card operation m#cro command script
programs 21 1, 21 2, and 21 3.

In the commands, commands for the SAM chip B8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, the second letter is selectively used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 3, it is "I", for a service .

type element declaration, it is "S", for a simple read
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declaration from the IC card 3, it is "R", for a simple write
declaration to the IC card 3, it is "W", and for a service
type element computation definition, it is "F".

| The commands used for describing the script programs
21;1, 21_2, and 21 3 include an SC command, SO command; ST
command, SL command, SF command, CI command, CS command,
CR command, and CW command.

The SC command is a command declaring the number of
the maximum number of IC card entity data which'the'SAM chip
8 can process simultaneously.

For example, when the SAM chip 8 can simultaneocusly
process 1000 IC card entity data, "SC:1000" is described.

The SO command is a command for declaring the daﬁa
block for forming the output data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later explained.IC card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in the.data
block 1, "S0:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 31 x1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8 when performing processing
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using the IC card 3 based on the later explained IC ca;d
entity data.

Fc;r example, when the data blocks 1 to 10 are provided,
when storing the data to be written in the IC card 3 in the
data blocks 2, 3, "SI:2,3" is described. |

The SL command is a command for declaring the data
block forming the log data block 33_x3 for storing the log
data relating to an operation among the data blocks provided
in the SAM chip 8 when performing processing using the IC
card 3 based on the later explained IC card entity d%ta.

For example, when the datablocks 1 to 10 are provided,
when storing the log data in the data block 4, "SL:4" is
described.

The SF command is a command fpr providing the data
block forming the computation defining data block 34 x4
describing the definition qf the reJ_,ation between the service
£ype elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the pre-processing information of the IC card
entity data.

The CI command is a cqmmand for declaring the issuer
of the IC card 3 (business}).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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The CS command is a command for declaring simultaneous
operation of a plurality'of services to the IC carxrd 3 by
citing service type elements. The €S command can also declare
a function defining processing among service type elements.

For example, it is possible to declare
"CS:"Re"+"He"+"WdY ",

Based on the content of the CS command, service type
element designating information of the IC card entity data
and processing order information are determined.

The CR command declares‘to store data read from the
IC card 3 in a designated data block when the relation among
service typé elements is not defined (when SF command is
not described) .

For example, when storing the data read from the IC

card 3 in the data block 1, "CR:S0:1="Re"" is described.

The CW command declares to write data stored in a

. designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stored in the data block
2 in the IC card 3, "CW:SI:2="We"" is described.

The CF command declares the data block describing
computation content spanning services.

For example, when describing computa‘tion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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Further, the SF data block 1 has deséribed.in it, for
example, ""Wc'"=If {("We">10) then
("Wc"—lé;"Wd"=“Wc"*0.08+“Wd“)". This formula expresses the
operation of subtracting 10 from the value of Wc when the
remaining number of services We is larger than 10 and.adéing
a number of points corresponding to 8% of Wc as cumulativa
points to Wd.

[SAM Chip 8]

FIG. 9 is a functional block diagram of the SAM chip
8 shown in FIG. 1.

As shown in FIG. 9, the SAM-chip 8 has an ASPS
communication interface unit 60, external memory
communicationintarfacelnﬁx:61,busscramblelﬁﬁJ:62,random
number generation unit 63, encryption/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

The ASPS communication interface unit 60 is an
interface used for input and output of data with the ASP
server 6 shown in FIG., 1,

The ekfernal memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles outpuﬁ data and
descrambles input data when inputting and outputting data

through the external memcory communication interface unit
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The random number generation unit 63 generates random
numbers used at the time of authentication processing.

The encryption/dacrypﬁion unit 64 encrypts data and
decrypts encrypted data.

The storage'ﬁnit 65, as explained later, stores tasks,
programs, and data used by the CPU 66.

The CPU 66 executes a predetermined program (program
of the present invention) to execute the later explained
script download task, script interpretation task, entity
generation task (job management data production task} and
IC card procedure management task (job management data
management task), and other tasks.

Next, the tasks, programs, and data stored in the
storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,
and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card operation
macro command script programs 21 1 to 21 3, service
definition tables 20_1 to 20_3, IC card entity template data
30_1 to 30_3, IC card entity data 73_x, an input data block
31_x1, output data block 32 x2, log data block 33 x3, and

computation defining data block 34 x4.
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The sdript download task 69, as shown in FIG. 7,

downloads the service definition table data 20_1 to 20_3

from, for example, the computers of businesses and loads

~them in the SAM chip §.

The script interpretation task 70 uses the service
definition table data and script program to generate the
IC card entity plate data, an input data block, output data
block, log data block, and computation defining data block
for each business.

The number of data blocks generated for each business
ig not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server 6 an entity production request, it
conducts polling with the IC card 3, then generates the IC
card entity data used for processing of a procedure betwaen
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card entity plate data becomes the class, and IC card entity
data is generated as an instance of that class.

The processing for generation of the IC card entity
data by the entity generaﬁion task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card.entity'data 13 _x present in the storage unit

65 to execute processing for a procedure between the IC card
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3 and businesses 15 1 to 15 3.

In the present embodiment, a plurality of processing
for pro;edures performed between a plurality of IC cards
3 and the businesses 15 1 to 15_3 proceed simultaneously.

The IC card procedure management task 72 executes the
plurality of precessing for procedures in parallel.

The IC card procedure management task 72 deletes the
IC card entity data 73 x when the series of procedures have
been completed.

The procegsing of the IC card procedure management
tgsk 72 will be explained in detail later.

The script programs 21_1 to 21 _3 are input by the script
download task 69 from, for‘exampie, the external memoxry 7
to the storage unit 65.

The service definition table data 20_1 to 20 3 are
input by the script download task 69 from, for example, the
extefnal memory 7 and stored in the storage unit 65,

The IC card entity template data 30 1 to 30_3 are
generated by the script interpretation task 70 and used as
templates (classes) when generating the IC card entity data
73_x of the procedures relating to the respective businesses.

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes.
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The input data block 31 x1, outpﬁt data block 32 x2,
log data block 33 x3, and computation defining data block
34 x4 a;e generated by the script interpretation task 70.

Next, the IC card entity data 73_x will be explained.

The IC card entity data 73 _x is generated usinglIC
card entity template data of a correspénding business alr‘e;ady
generated by entity generation task 71 in the SAM chip 8
when for example— the SAM chip 8 receiveé a processing request
foxr processing using the IC card 3 and the application program
of a predetermined business from the ASP server 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73 _x.

As ghown in FIG. 11, the IC card entity data 73 _x has
management pointer information 80, entity ID information
81, entity status information (status data) 82, IC card type
information 83, service type element designating information
84, processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirecticnal pointer for manéging the IC card entity data
73_x in the storage unit 65.

The entity ID information 81 is used for a request
for generation of IC card entity data 73 x, confirmation

of the state of progress, deletion, or the rest of a series
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of‘?rocassing using the IC card entity data 73 _x. The entity
ID information 81 alsc becomes a return value given to the
end user. The.entity IP information 81 corresponds to the
descriptor when opening a file in a general file system.

The entity status information 82 shows the stat; of
progress of a procedure relating to an IC cgrd 3.

The basic states of the IC card entity data 73 x include,
as shown in FIG. 12, the state of processing for investigating
the services which the IC card 3 can use (RS8), the state
of processing by which the.SAM chip 8 authenticates the IC
card 3 (Al), the state of processing by which the IC card
3 authenticates the SAM chip 8 (A2), the state of processing
for reading data from the IC card 3 (R), and the state of
processing for writing data in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authenticate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing for
reading data from the IC card 3, and the processing for
writing data in the IC card 3 correspond to jobs.

A "dob", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

processing between the IC card 3 and SAM chip 8.
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Further, in the present embodiment, considering the
communication time on the Internet 10, the above—menﬁioned
basic states are, as shown in the state transition chart
of FIG. 12, managed divided into post-startup (after issuance
of command) states and completed (after receiving respoﬁse)
states,

Specifically, the state of processing using the IC
card entity data 73_x is managed by the instance generation
{IC card entity data generatioﬁ) state, RS post-startup state,
RS completed state, Al post-startup state, Al completed state,
A2 post~startup state, A2 completed state, R post-startup
state, R completed state, W post-atartup sﬁate, W completed
state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for
specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined by the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73_x.

The service type element designating information 84
shows the service type elements of the service defined in
the service definition table data used in processing using
the IC card entity data 73 x.

The service type element designating information 84

is set with one or more service type elements designated
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by the CS command in the above-mentioned script program at
the time of generation of the IC card entity data 73 x.

T};e processing order information 85 shows the order
of execution of services (jobs) used in the processing using
the IC card entity data 73_x, that is, the state transi;tion
shown in FIG. 12,

That is, the processing order information 85 uses the
service type elements to show the order of execution of jobs
corresponding to the basic operations of the IC card 3.

-Bere, the jobs, as explained earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 12. Specific operations
on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using
an IC card 3 with only reading with no mutual authentication,
the processing order informaticn 85 is set with "RS->R".
Fz;rther, in the case of reading and writing with mutual
avthentication, the processing order information 85 is s.et
with "RS->ARI1->A2->R->WY.

The processing order information B85 is set with 1.:he
order of jobs shown in FIG. 12 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 73 x.

The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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using the IC card entity data 73 x.

¥For example, the pre-processing information 86 is set
with points of a computation formula of a service designated
in the SF data block.

Further, when an inter-service computation funcéion
is not defined, the pre-processing information 86 is set
with the requested processing charge.

For example, in the case of settlement, the state
relating to the amount of charge or number of points gi&en
etc. is set,

The post-processing information 87 is set with data
of the processing result of the IC card entity data 73 x
required at the 3SP server 6 side. For example, in the case
of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example
constantly being started up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

Step ST1:
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The IC card procedure management task 72 selects one
IC card entity data 73 x for executing the next processing
out of ghe plurality of IC card entity data 73 x present
in the storage unit 65.

| The method of selection of that IC card entity-&ata
73 x may be to successively select IC card entity data 73 x
present in the storage unit 65 or to assign a,priority'order
and select by priority in the order of the highest priority.

Step S8TZ2:

The IC card procedure management task 72 judges if
the job of the IC card entity data 73 x selected at step
ST1 has already been started up. When judging that it has
been started up, it proceeds to the processing of step STS,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73_x selected at step ST1 which state
of the state transition chart shown in FIG. 12 the processing
relating to that entity data is in and decides on the 3ob
to be executed next from the processing order information
85,

At this time, the processing order information 85

defines the order of execution of jobs using the service
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elements set in the service definition table data as
explained earlier.

S£ep ST4:

The IC card procedure management task 72 starts up
the job selected at step ST3.

The IC card procedure managément task 72 executes the
job using the data blocks relating te that job in the
above-mentioned input data block 31 x1, outputrdata block
32_x2, log data block 33 x3, and computation defining data
block 34 x4. |

At this time, the IC card procedure maﬁagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a kef to search through the service definition table
data to obtain the service number corresponding to that
service element (operational command of IC card 3 able to

be analyzed by the IC card 3) . Further, the IC card procedure

- management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure management task 72,
as.explained.using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the service definition table data and obtain the key

information corresponding to that service element. Further,
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the IC card procedure management task 72 uses that key
information to perform mutual authentication with the IC
card 3, encryption and decryption of data, and other
processing and obtain the right to access a predetermined
storage area of the IC card 3.

Step ST5:

Step S8T5 is perfcrmed when the IC caxrd procedure
management task 72 issues a command to the IC card 3 and
is waiting for tha.processing ragsult of the IC card 3.

When the IC card procedure management task 72 receives
the processing result from the IC card 3, it sets this in
the IC card entity data 73 _x.

Step 8T6:

The IC card procedure management task 72 updates the
entity status information 82 of the IC card entity data 73 x
shown in FIG. 11.

In this way, in the present embodiment, the IC card
procedure management task 72 performs processing for a
plurality of IC éards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73 x for
the plurality of IC cards 3. Therefore, the SAM chip 8 can
simultaneously proceed with the processing even when
receiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operation of the communication
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system shown in FIG. 1 will be explained.

FIG. 14 and FIG. 15 are views for explaining the overall
operation of the communication system 1 shown in FIG. 1.

Step STZ21:

The businesses 15 1 to 15 3 or a party requestea by
those businesses produce scir:ipt programs 21 1, 21 2, and
21 3 describing processing for transactions performed by
the businesses using the IC card 3 for example on the personal
computers 16 1, 16 2, and 16_3 shown in FIG. 1.

Further, the manager of the SAM chip 8 produces service
definition table data 20 _1, 20_2, and 20_3 corresponding
to the businesses 15 1 to 15 3.

Step 5T2Z:

The service definition table data 20 1, 20_2, and 20_3
?roduced in step S8T21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3
proeduced at step ST21 are downloaded from the personal
computers 16_1, 316 2, and 16_3 through the Internet 10, ASP
server 6, and SAM chip 8 to the external memory 7. That
download processing is managed, as shown in FIG. 7, by the
script download task 69 in the SAM chip 8.

Step S5T23:

The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service.dafinition table data and script.

program to generate the IC card entity plate data, input
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data block, ocutput data block, log data block, and
computation defining data block for each business.

The generated data is stored in the storage unit 65
of the SAM chip 8 shown in FIG. 5.

Step ST24:

The user is issued the IC card 3.

As shown in FIG. 4, the storage unit SO of the IC 3a
of the IC card 3 stores key information used for transactions
with the business the user contracts with.

Note that the user and a business may also contract
with each other after issuance of the IC card 3 through the
Internet 10 etc.

Step S57T25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
request issued by the card reader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, aﬁd ASP sexrver & to the SAM chip 8.

Step ST26:

The ASP server 6 outputs to the SAM chip 8 an entity
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That entity production regquest stores information
showing the issuer of the IC card 3.

Step ST27:

When the SAM chip 8 receives an entity productién
request, as shown in FIG. 16B, it conducts polling with the
IC card 3.

Step ST28:

The entity generation task 71 of the SAM chip 8 judges
if the number of the IC card entity data 73 x present in
the SAM chip 8 after the end of the polling is within the
maximum number defined by the SC command of the script program.
If within the maximum number, it proceeds to the processing
of step ST29, while if not, it ends the processing.

Step ST29:

The entity generation task 71 specifies which
bﬁsiness’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73 x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 ocutputs to the ASP server 6 the entity
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ID of the IC card entify data 73 x generated at step ST29.

Step ST31:

The IC card procedure management task 72 of the SAM
chip 8 investigates the services which the IC card 3 can
use.

This is processing corresponding to the job RS shown
in FIG. 12.

Step ST32:

The IC card procedure management task 72 of the SAM
chip 8 authenticates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown
in FIG. 12,

Step ST33:

| The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown
in FIG. 12.

By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to .F.IG.
16C.

Step ST34:

The IC card procedure management task 72 of the SAM

chip 8 reads and writes déta necessary for the procedure

with the IC card 3.

This is processing corresponding to the jobs R and
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W shown in FIG. 12 and FIGS. 16D and 16E.

Further, the IC card procedure management task 72 uses
a computation formula specified based on the pre-processing
information 86 of the IC card entity data 73 x to perform
predetermined processing for computation using the data ;:aad
from the IC card 3.

Step ST35:-

As shown in FIG. 16F, the IC card procedure management
task 72 of the SAM chip 8 outputs the processing result of
step ST34 to the ASP server 6,

Step ST36:

For example, the IC card procedure management task
72 deletes the IC card entity data 73 x.

As explained above, according to the communicati;lan
system 1, it is possible to generate the IC card entity data
73 _x for each processing for a procedure occurring with the
IC card 3 and to have the IC card procedure management task
72 use the plurality of IC card entity data 73 x to
simultaﬁeously proceed with processing for a plurality of
IC cards 3.

Further, according to the authentication system 1,
since it is sufficient to store the IC card,enﬁity data 73_3
actually used for the processing of the IC cards 3 in the
storége unit 65, it is possible to use the storage areas

of the storage unit 65 efficientliy.
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Further, according to the authentication system 1,
as shown in FIG. 12, since the IC card procedure management
task 72 manages the states of execution of the jobs processed
divided into post-startup states and completed states, it
is possible to start the execution of one job, then sitart
the processing relating to another job in the state while
waiting for data from the IC card 3. Therefore, it is possible
to eliminate the wait time caused by transfer of data with
the IC card 3 through the Internet 10.

Further, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memoxy 7. Thereforé,
businesses 15 1 to 15_3 not developers of the SAM chip 8
can produce their own application programs for running on
t';he SEM chip 8 by the script programs 21 1, 21 2, and 21 _3

and download them through the SAM chip 8 into the external

- memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential
information to the businesses 15 1 to 15 3, these businesses
can customize their own application programs. Further, when

a business customizes its application program, it does not



10

15

20

25

- 76 -

need to know the key information or card operational commands,
so the load on the business is lightened.

Further, according to the authentication system 1,
since it is possible to define computation content spanning
a plurality of services, it is possible to provide divérse
services combining a plurality of services in a range of
services executed simultaneously with approval at the IC
card 3 side. |

Further, according to the authentication system 1,
by introducing the concept of a data block, the data input
and output with the IC card 3 and the log data can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 8.

As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, external memory communication interface unit 61, bus
scramble unit 62, random number generation unit 63,
enéryption/decryption unit 64, storage unit 65, and CPU 66,

In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18,_it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF
reception/transmission unit 92 oﬁtsidelof the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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through an antenna 92a of the RF reception/transmission unit
82.

Second Embodiment

The present embodiment is an embodiment corresponding
to the seventh to ninth aspects of the invention. |

FIG. 19 is a view of the overall configuration of a
communication: sy'stem 101 of the present embodiment.

Asg shown in FIG. 19, the communication system 101 uses
the server 102, IC lc:ard 103 (integrated circuit of the present
invention) , card reader/writer 104, personal computer 105,
ASP (application service provider) server 106, SAM (secure
application module) unit 109, personal computers 116 1,
116 2, a.nd. 116__3, and authentication units 117 1, 117_2,
and 117_3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107
{(semiconductor storage circuit of the present invention)
and SAM chip 108 (semiconductor circuit of the present
invention) .

The SAM chip 108 has the software configuration shéwn'
in FIG. 20,

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top iayer, an HW (hardware)} layer,

OS layer, lower handler layer, higher handler layer, and
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The lower handler layer includes a driver layer.

Here, the AP layer has application programs AP 1, AP 2,
and AP 3 defining procedures using the IC card 103 by the
credit card companies or other businesses 115 1, 1i5 2, .and
115 3 shown in FIG. 19.

In the AP layer, the application programs AP 1, AP 2,
and AP 3 and the higher handler layer are provided between
them with firewalls FW (firewalls of the present invention) .

The SAM chip 1d8 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through th_é Internet 110 to a plurality
of terminal apparatus including a personal ;:omputer 105 of
an end user and personal computers 116 1, 116 2, and 116 3
of businesses 115 1, 115 2, and 115 3.

The persconal computer 105, for example, is connected
through a serial port or USB port to a Dumb type card_
reader/writer 104. The card reader/writer 104 realizes for
example wireless commun.ication corresponding to the physical
level with the IC card 103.

The cperational commands to the IC card 103 and
response packets from the IC card 103 are generated and
analyzed at the SAM unit 109 side. Therefore, i;he card
reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the commands and response
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content in the data payload portion and relay the same and
are not involved in the encryption or decryption of data,
authentication, or other actual operations in the IC card
103.

The businesses 115 1, 115 2, and 115 3 use theig
parsbnal computers 116 1, 116 2, and 116_3 to produce the
application programs AP 1, AP 2, and AP_3 and download the
produced application programs through the authentication
units 117 1, 117 2, and 117 3 through the SAM chip 108 to
predetermined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115_3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
Afwl, AP 2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
and AP 3 are being executed, the firéwalls FW restrict the
transfer and viewing of data among the application programs
AP 1, AP 2, and AP 3.

When downloading the application programs AP 1, AP 2,
and AP 3 to the SAM chip 108, the authentication units 117_.1,
117 2, and 117 3, as explained later, perform mutual
authentication with the SAH chip 108, preoduce the download

signature verification key information, etc.
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Next, the components shown in FIG. 19 will be
explained.

[iC Card 103}

FIG. 21 is a functional block diagram of the IC card
ie3. |

As shown in FIG. 21, the IC card 103 has an IC
(integrated cirxcuit) 103a provided with a storage unit 150
and processing unit 151.

The storage unit 150, as shown in FIG. 22, has a storage
area 1551 used by a credit card company or other business
115 1, a storage area 155 2 used by a business 115_2, and
a storage area 155 3 used by a business 115 3.

Further, the storaée unit 150 stores key information
used for judging the existence of the right to the storage
area 155_1, key information used for judging the access right
to the storage area 155 2, and key information used for
judging the access right to the storage area 155 3. That
key information is specifically used for mutual
authentication,'encryption and decryption of dataf etc.

Further, the storage unit 150 stores identification
information of the IC card 103 or IC card 103 user.

Next, the SAM unit 109 will be explained in detail.

[External Memoxry 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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As shown in FIG. 23, the storage areas of the external
memory 107 include an AP storage area 120 1 storage area
for storing the application program AP 1 of the business
115_1, an AP storage area 120_2 for storing the application
program AP 2 of the business 115 2, an AP storage area 1éqm3
for storing the application program AP _3 of the business
115 3, an AP management storage area 121 used by the manager
of the SAM chip 108, and a key information storage area 122,

The application program AP _1 stored in the AP storage
area 120 1 is comprised of a plurality of program modules.
Access to the AP storage area 120 1 is restricted by the
firewall FW 1.

The application program EE_Z stored in the AP storage
area 120 2 is comprised of a plurality of program modules.
Access to the AP storage area 120 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 120 3 is comprised of a plurality of progfam modules.
Access to the AP storage area 120 _3 is restricted by the
firewall FW_ 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program.éan

be freely determined by the corresponding business.
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Further, the application programs AP _1, AP 2, and AP_3
stored in the external memory 107 are scrambled. They are
descramgled when read intc the SAM chip 108.

- Further, the application programs AP_1, AP_2, and AP_3
are, for example, produced by the businesses 115 1, 115_2,
and 115 3 using the personal computers 116_1, 116 2, and
il6_3 showﬁ in FIG. 19 and are downloaded through the SAM
chip 108 to the external memory 107.

Access to the AP management storage area 121 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stcres the module
management data 130 shown in FIG. 24.

The module management data 130 registers the module
names of the program modules downloaded from the personal
computers 116_1, 116 2, anci 116_3 in advance and the download
signature verification keéy information (download key
information of the present invention).

That is, download of a program module is allowed
conditionél on the module management data 130 having the
download signature verification key information registered
in it in advance.

Further, the module management data 130 has the module

names of the program modules executed by the 'SAM chip 108
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and the execution signature verification key information
registered in it.

That is, the right for a program module to be executed
by the SAM chip 108 is obtained conditional on the module
management data 130 having the execution signature |
verification key information registered in it in advanée.

The module management data 130, as shown in FIG. 24,
shows the correspondence of the firewall number of the
firewall restricting access to the program module {firewall
identification information of the present invention), start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP 1, AP 2, and AP 3 stored in the AP
storage areas 120_1, 120_2, and 120 3.

Here, the firewall number shows the number of the
firewall by thch access to that program_modﬁle is
restricted.

The start address shows the start address of the
storage area for which access is restricted by that firewall.

The address length shows the address length of the
storage area for which access is restricted by that firewall.

The download signature verification key information

- is the key information used for the signature verification

pexformed when downloading a program module through the SAM
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chip 108 to the external memory 107.

The execution signature verification key information
is used for verifying the signature information given to
a program module when executing that program module by the
SAM chip 108. In the present embodiment, for example, éach
program module is given signature information showing its
legitimacy. When that progfam ﬁodule has been illicitly
modified oxr tampered with, it is possible to use the execution

signature verification key information to verify that

signature information to confirm the legitimacy of that

program module.

The module name is the name assigned to that program
mnodule.

The key iﬁformation storage area 122 stoxes the
encrypted key information K Cl used when accessing the

storage area 155 1 of the IC card 103 shown in FIG. 22 by

" execution of the application program AP 1, the encrypted

key information K C2 used when accessing the storage area
155 2 of the IC card 103 shown in FIG. 22 by execution of
the application program Asz,rand the encrypted key
information K C3 used when accessing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
application program AP 3.

The key information K C1, K C2, and K C3 are encrypted

by the key information K X.
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Access to the key information storage area 122 is
allowed only by the manager of the SAM chip 108.

[éAM Chip 108]}

FIG. 25 is a functional block diagram of the SAM chip
108 shown in FIG. 19. |

As shown in FIG. 25, the SAM cﬁip 108 has an ASPS
communication interface unit 160, external memory
communication interface unit 161, bus scramble unit 162,
signature processing unit-163, authentication processing
unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The SAM chip 108 is a tamper-resistant module.

The ASPS communiéation interface unit 160 is an
interface used for input and output of data with the ASP
server 106 shown in FIG. 19,

The external memory communication interface unit 161
is an interface used for input and output of data with the
external memory 10&.

Thé bus scramble unit 162 scrambles output data and
descrambles input data when inputting and outéutting data
through the external memory communication interface unit
is61.

The signature processing unit 163 as explained later
produces a signature and verifies a signature when

downloading an application program through the Internet 110
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in the external memory 107 and when executing the application
program.
The authentication processing unit 164 as explained
later performs mutual authentication with the other party

when downloading an application program through the Internet

. 110 to the external memoxry 107.

The encryption/decryption unit 165 encrypts data and
decrypts encrypted data.

The storage unit 166 for example stores the key
information K X for decrypting the key information K _CI,
K C2, and K _C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167 executes tasks as explained later based
on a predetermined program (program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

FIG. 26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 171, AP task 172 (program of the present
im_rantion) , and settlement processing routine task 173.

The download task 170, as explained later, performs
processing for downloading tan application program from
outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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The system task 171 is a task for performing driver
management, operations unique to the IC card 103, and other
procassing.

The AP task 172 comprehensively manages the execution
of the application programs AP 1, AP 2, and AP 3 perfo;med
when the SAM chip 108 receives a processing request from
the ASP serverIIOG or elsewhere outside of the SAM chip 108.

The settlement processing routine task 173 decides
which of the application programs AP_1, AP 2, and AP 3 to
use when for example the SAM chip 108 receives a processing
request ralating to the IC card 103 from the ASP server 106.

Next, examples of the operation of the communication
system 101 will be explained.

{Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation

- of downloading an application program AP 1 from the personal

computer 116_1 shown in FIG. 19 to the external memory 107.

Step ST101:

Thﬁapersonél computer 116 1 shown in FIG. 19 t;ansmits
to '\.the SAM chip 108 a download request designating the module
name of each program module to be downloaded through the
authentication unit 117_1.

Step ST102:

The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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authentication unit 117_1 connected to the personal computer
116_1. Further, when each others legitimacy is confirmed
by the mutual authentication, the processing of step ST103
is performed.

. Note that, in the present embociimenﬁ, it is pOSS:;Lble
to use various technigues as the technique for that mutual
authentication, but for example the following technique is
used,

Both of the authentication unit 117_1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the mﬁtual authentication master
key information.

Further, the authentication unit 117 1 encrypts the
SAM_ID by the mutual authentication master key information
and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.

If matéhing, it confirms the legitimacy of the authentication

unit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transﬁtits it to the authentication unit 117 1.
The authéntication unit 117 1 decrypts the received
encrypted SAM ID by the mutual authentication master key
and compares it with the SAM ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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Step ST103:

The download task 170 judges whether each module name
designa£ed by the download request at step ST101 is
registered in the module management data 130 stored in the
AP management storage area 121 of thé external memory iO?.

Step ST104:

The download task 170, when judging at step ST103 that
it is not registered, ends the processing without performing
the download processing, while when judging that it is
registered, performs the précessing of step ST105.

Step ST105:

The authentication unit 117_1 encrypts the SAM_ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108.

Step ST106:

The download task 170, when receiving the download
signature verification key information at step ST105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

module management data 130.
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Further, the download task 170, when receiving the
signature information at step S5T105, uses the download
signatu;e'verification.key information of the corresponding
module name in the module management data 130 to Jjudge the
legitimacy of that signature information.

Step ST1i07:

The downlcad task 170 proceeds to the processing of
step ST108 when judging that they match at step STi06 orx
when Jjudging that the signature information is legitiﬁate-
and ends the processing in other cases.

Step‘STlﬂﬁ:

The downleoad task 170 specifies the address in the
external memory 107 corresponding to the module name
designated at step ST101 by viewing the module managemgnt
data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 10G7.

[Operation for Execution of Application Program]

FIG. 28 is a flow chart for explaining the operation
by which the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST1I1l:

When the SAM chip 108 receives a request for execution
of the application program AP 1 for example from the ASP

server 106, the AP task 172 shown in FIG. 26 executes the
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Step ST112:

Before the AP task 172 executes a program module of
the application program AP_1, it can obtain execution
signature verification key information corresponding to‘the

module names of the program module by referring to the module

management data 130.

Step ST113:

The AP task 172 uses the execution signature
verification key information obtained at step 5T112 to verify
the legitimacy of the signal information of that program
module.

That is, it judges if the program module has been
illicitly altered or tampered with.

Step ST114:
When the AP task 172 verifies at step ST113 that the

1

signature information is legitimate, it proceeds to the

. processing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step 8T115:

The AP task 172 executes the program module for which
the signature information has been judged to be legitimate.

Note that, the program module may also be executed
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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FIG. 29 is a view for explaining the operation for
execution of an application program.

Séep ST121:

When the AP task 172 executes a code in a program module
through the processing shown in FIG. 28, it judgeS'wheéher
the code to be executed next is a code instructing data
transfer or data viewing with another program module.

Step ST122:

When the AP task 172 judges that the code to be executed
next does not instruct data transfer or data viewing with
énother program module, it proceeds to the processing of
step ST124, while when it judges that it does instruct the
same, proceeds to the processing of step ST123.

Step S5T123:

The AP task 172 executes that code.

Step STi24:

The AP task 172 for example performs error processing
without executing that code.

Next, the overall operation of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the application programs AP 1,
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AP 2, and AP 3 for enablihg the businesses to perform
processing relating to transactions performed using the IC
card 105 on the personal computers 116 1, 116 2, and 116 3
shoﬁn in FIG. 19.

Further, the manager of the SAM chip 108 generaées
the module management data 130 shown in FIG. 23, scrambles
it, and stores it in the external memory 107.

Step ST132:

The application programs AP_1, AP 2, and AP 3 are
downloaded through the authentication units 117 1, 117 2,
and 117_3 from the personal computers 116_1, 116 2, and 116_3
to the 5aM chip 108,

At this time, the processing explained using FIG‘>27
is performed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC
103a of the IC card 103 stores the key information used for
transactions by the user with the contracting business.

Note that, the user and a business may also conclude
a contract through the Internet 114 etc.‘after issuance of
the IC card 103.

Step S§5T134:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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try to purchase a product, the server 102 sends a processing
request through the Intermet 110 to the ASP server 106.

Ttlxe ASP server 106, when receiving a processing request
from the server 102, accesses the personal computer 105
through the Internet 110. Further, the processing req;est
for the IC card 103 issued by the card reader/writer 104
is transmitted through the personal computer 105, Internet
110, and ASP server 106 to the SAM chip 108.

Step ST135:

The SAM chip 108 selects an application program by
the settlement processing #outina task 173 in accordance
with the processing request received at step S5T134 and
executes that selected application program.

The processing explained using'FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of
the application program to‘the ASP server 106.

As explained above, according to the communication
system 101, as explained using FIG. 27, since the SAM chip
108 uses the authentication units 117_1, 117 2, and 117 3
to authenticate the dqwnloa&er of the application program
and allows the download of the apélication program cnly to

an authorized storage area in the external memory 107, it
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is possible to prevent an unauthorized party from illicitly
exchanging or tampering with an application program in the
externai memory 107.

Further, according to the communication system 101,
when the SAM chip 108 runs a plurality of application prog;rams,
since data transfer and data and code viewing among
application programs are restricted by the firewalls FW 1,
FW 2, and FW_3, it is possible to prevent processing of each
application program from being illicitly interfered with
Qr tampered with by another application program. Further,
it is possible to improve the confidentiality of each
application program.

Further, according to the communication system 101,
as explained using FIG. 28, when execuéing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampe'red with
application program.

Further, according to the communication system iOl,
by comprising each application program by a plﬁrality of
program modules, it is possible te download to an external
memory 107 in units of program modules.

_Further, according.to tﬁe communication system 101,
by perfoming the usua}. scrambling oﬁ the highly confidential

key information used for operations on an IC card 103 to
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eﬁcrypt it and storing it in the external memory 107, it
is possible to improve the security level of that key
information.

Further, according to the communication system 101,
since the application program performs encryption and-
decryption at the time of code access by a bus scramble
function, it is possible to prevent an application program
stored in the external memory 107 from being illicitly
analyzed etc. while halting the processing of the SAM chip
108.

FIG. 31 is a functional block diagram showing more
spedifically the function blocks of the SAM chip 108 shown
in FIG. 25. |

aAs shown in FIG. 31, the SAM chip 108 is connected
through an internal bus 190 to the ASPS dommuniéation
interface unit 160, external memory communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functiogs of the signature processing uﬂit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

In the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus_lQO to an RF

;reception/transmission unit 192 ocutside of the SaM chip 108
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and transfer data with the IC card 103 by a noncontact systenm
through an antenna 192a of the RF reception/transmission

unit 192.

Third Embodiment

The present embodiment is an embodiment corresponding
to the 10th to 12th aspects of the invention.

FIG. 33 is a view of the overall configuration of a
communication system 201 of the present embodiment.

As shown in FIG. 33, the communication system 201 uses
a server 202, IC card 203, card reader/writer 204, personal

compu.ter 205, ASP (application service provider) server 206,

SAM {(secure application module} unit 209, personal computers

216 1, 216 2, and 216 3, and authentication units 217 1,
217 2, and 217 3 to communicate through the Internet 210
and perform setﬁlement processing or other processing for
a procedure using the IC card 203.

The SAM unit 209 has an external memory 207 and SAM
chip 208.

The SAM chip 208 has tﬁe software configuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top layer, an HW (hardware) layer,
0S layer, lower.handier layer, higher handler layer, and
AP layer in that order.

The lower handler layer includes a driver layer.
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Here, AP laver includes appliqation programs AP 1,
AP 2, and AP 3 defining procedures using the IC card 203
by the credit card companies or other businesses 215 1, 215 2,
and 215 3 shown in FIG. 33.

In the AP layer, the application.programs AP 1, Aé_2,
and AP_3 and the higher handler layer are provided between
them with firewalls FW.

The SAM chip 208 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 206. The ASP server
206 is connected through the Internet 210 to a plurality
of terminal apparatuses includiﬁg the personal computet 205

of the end user and personal computers 216 1, 216 2, and

 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port to a Dumb type card
reader/writer 204. The card reader/writer 204 realizes for
example wireless communication corresponding to the physical
level with the IC card 203.

The operational commands to the IC card 203 and the

response packets from the IC card 203 are generated an&

analyzed at the SAM unit 209 side. Therefore, the card
reader/writet 204, personal computer 205, and ASP server
206 interposed between them only act to store the commands

or response contents in data payload portions and relay the

~same. They are not involved in the encryption or decryption
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of data, authentication, or other actual operations in the
IC card 203.

Tl;e businesses 215 1, 215 2, and 215 3 use the personal
computers 216 1, 216_2, and 216_3 to produce the applicatioﬁ
programs AP 1, AP 2, and AP 3 and download the produc;d
apélication programs through the authentication units 217 1,
217 2, and 217 _3 and through the SAM chip 208 to predetermined
storagé areas in the external memory 207.

At this time, since the businesses 215 1, 215 2, and
215 3 have no relation with each other, the storage areas
in the external memory 207 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are predetermined.
Whether they have the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP_1, AP 2, and AP_3 are restricted
by the firewalls ¥FW. The authentication units 217 1, 217 2,
and 217 3, as explained later, perform mutual‘ aunthentication
with the SaM chip 209, produce download signature
verification key information, etec. when downloading
application programs AP 1, AP 2, and AP _3 to the SAM chip
208. |

Next, the components shown in FIG. 33 will be
expiainad.

[_IC Card 203}
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FIG. 35 is a functional block diagram of the IC card
203.

A; shown in FIG. 35, the IC card.203 has an IC
{(integrated circuit) é03a provided with a storage uni£ 250
and processing unit 251,

The storage unit 250, as shown in FIG. 36, has a storage

area 255 1 used by a credit card company or other business

215 _1, a storage area 255 2 used by a business 215 2, and

a storage area 255 3 used by a business 215 3., Further, the
storage unit 250 stores key information used for judging
the existence of a yight to the storage area 255 1, key
information used for judging an access right to the storage
area 255 2, and key information used for judging aﬁ access
right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
decryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of the IC card 203.

Next, the SAM unit 209 will be explained in detail.

[External Memory 207]

FIG. 37 is a view for explaining the storage areas
of the external memoxy 207.

As shown in FIG. 37, the storage areas of the external

mémory 207 include a storage area 220 _1 in which the
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application program AP 1 of the business 215 1 is stored,
a storage area 220_2 in which the application program AP 2
of the business 215 2 is stored, a storage area 220 _3 in
which the application program AP 3 of the business 215 3
is stored, and an AP management storage area 221 used&by
the manager of the SAM chip 208.

The application program AP 1 stored in the AP storage
area 220 1 is comprised of a plurality of program modules.
Access to the AP storage area 220 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
area 220 2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall Fﬂﬂé.

The application program‘AE_B.stored in the AP storage

area 220 3 is comprised of a plurality of program modules.

 BAccess to the AP storage area 220 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
is the minimum unit downloaded for example from the outside
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application program can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP_3

stored in the external memory 207 are scrambled. They are
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descrambled when read into the SAM chip 208.

Further, the application programs AP_1, AP 2, and AP 3
are, fo;: example, produced by the businesses 215 1, 215:_“2,
and 215 3 using the personal computers 216 1, 216 2, and
216 3 shown in FIG. 33 and are downloaded through'the:SAM
chip 208 to the external memory 207.

Access to the AP management storage area 221 is
restricted by the firewall FW 4.

 Note that the firewalls FW 1, ;FWqZ, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 231 and the inter-AP communication data 232
as shown in FIG. 37.

Here, AP selection data 231 and inter-AP communication
data 232 are, for example, régistered.in advance at the time
of setting up thé'SAM chip 208. Further, the AP selection
data 231 and inter-AP communication data 232 can only be
rewritten by the manager of the SAM chip 208.

FIG. 38 is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selection data 231 shows
the IC card type information and.AP identification
information linked together.

The IC gaxd type information shows the type of the

IC card 203 shown in FIG. 33 and, for example, is



10

15

20

25

- 103 -

identification information of the credit card company
performing the settlement for a transaction using the IC
card 205.

The AP identification information, as shown in FIG.
34, is identification information of the application px:oc_;;ram
operating at the AP layer of the SAM chip 208.

FIG. 39 is a view for explaining the inter-AP
communication data 232,

The inter-AP communication data 232 shows whether
communication among the application programs APul; AP 2,
and AP 3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a communication request by the
application program AE;B to the application progrém AP 1
is allowed, but a communication request to the application
program AP 2 is rejected.

Further, as shown in FIG. 37, the AP management storage
abea 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an appliéation
progr#m.

| [SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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208 shown in FIG. 33.

As shown in FIG. 40, the SAM chip 208 has an ASPS
communi;ation interface unit 260, external memory
communication iﬁterface unit 261, bus scramble unit 262,
signature processing unit 263, authentication processing
ﬁnit 264, encryption/decryption unit 265, storage unit 266,
and CPU 267.

The SAM chip 208 is a tamper-resistant module.

The ASPS communication interfacé'unit 260 ié an
interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and output of data with the
external memory 207.

The bus scramble unit 26275crambles output data and
descrambles input data when inputting and outputting data
through the external memory communication interface unit
261.

That is, the external memory 207 stores data in a
sqrambled state.

The signature processing unit 263, as explained later,
produces a signature and verifies a signature when
downloading an application program through the Internet 210
to the external memory 207 and when executing an applicaéicn.

program.
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The authentication processing unit 264, as explained
later, performs mutual authentication with the other party
when dov:vnloading an application program through the Internet
210 to the external memory 207.

The encryption/decryption unit 265 encrypts data:and
decrypts encrypted data.

The storage unit 266 stores the data required for the
processing of the CPU 267.

The CPU 267 executes later explained tasks based on
a predetermined program {(program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaimning tasks executed by
the CPU 267. |

As shown in FIG. 41, the CPU 267 executes a download
task 270, system task 271, AP task 272, settlement processing
routine task 273, inter-AP communication task 274, and
inter-SAM communication task 275.

The download task 270, as explained later, pe#forms
prbcessing for downloading an application pfogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system task 271 is a task performing driver
management, operaticns unique to the Ic card 203, or other

processing.
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The AP task 272, for example, comprehensively manages
the execution of the application programs AP 1, AP_2, and
AP 3 performed when a program request is received by the
SAM chip 208 from the ASP server 206 or other place outside
of the SAM chip 208.

As shown in FIG. 42, when the SBM chip 208 receives
a processing request relating to the IC card 203 from the
ASP server 206, the settlement processing routine task 273
obtains identification information of the AP corresponding
to the IC card type iqformation included in that processing
request based oﬁ the AP selection data 231 shown in FIG.
38 and selects and executes the application programs AP 1,
AP_2, and AP 3 corresponding tc that AP identification
information.

The inter-AP communication task 274 manages
communication among the application programs.

FIG. 43 is a flow chart fbr explaiﬁing the processing.
of the inter-AP communication task 274.

Here, the explanation will be given illustrating the
case of the application program AP _1 issuing a communication.
request for writing data in the AP 2.

Step ST201:

When an application program AP 1 being' executed issﬁ.es
a communication reqﬁest for writing data to AP 2, the

processing of step ST2062 is performed.
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Sﬁep ST202:

The communication request issued at step ST201 is
raceive&‘by the inter-AP communication task 274.

Step ST203:

The inter-AP communication task 274 views the intei:—AP
communication data 232 shown in FIG. 39 and judges if the
application program AP 1 can communicate with the Ap 2.

Step ST204:

When the inter-AP communication task 274 judges at
step ST203 that communication is possible, it exgcutes the
processing of step ST205 while when it does not, it ends
the processing.

In this example, from FIG. 392, the application program
AP 1 can commﬁnicate with the AP 2, so thé processing of
step ST205 is executed.

Step ST205:

Under the control of the inter-AP communication task
274, the application program AP 1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37.

Step ST206:

The inter-AP communication task 274 notifies‘tha fact
of ﬁhe data being written to the application program AP 2.

Step 8T207:

The applicatioﬁ program AP 2 reads data from the

inter-AP communication storage area 233 in accordance with
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the notification received at step ST206.

Due to this, communication between the application
program; AP 1 and AP _2 relayed through the firewalls is
completed.

The inter-S5AM communication task 275, as shown in k:*’IG.
44, in accordance with need, can for example start up the
inter-SAM communication task 275 of an SAM chip 208x ocutside

of the SaM chip 208 and issue a remote command to the inter—-SAM

communication task 275 of that SAM chip 208x.

Such a remote command is issued by the inter-SaM
communication task 275 of the SAM chip 208 to the inter—SAM
communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processing

- assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the ovei:‘all operation of the communication
system 201 shown in FIG. 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.

Step S5T231:

The businesses 215 1 to 215 3 or a pari:y requested

' by these businesses produce application programs AP 1, AP 2,

and AP 3 for those businesses to perform processing for

.t'ransactions using the IC card 203 on the personal éomputer_s
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216 1, 216_2, and 216 3 shown in FIG. 33.

Step ST232:

Tge application programs AP 1, AP 2, and AP 3 are
downloaded through the authentication units 217 _1, 217_2,
and 217 3 from the personal computers 216 1, 216 2, and 22[6__3
to the SBM chip 208.

Step ST233:

The user is issued the IC card 203.

As shown in FIG. 36, the IC 203a of the IC card 203
stores the key information used for transactions with a
business which the user has contraétad with.

Note that the contract between the user and a business
may be conc¢luded after issuance of the IC card 203 through
the Internet 210 etc,

Step ST234:

For example, when a user desires to use the personal
computer 205 to access the server 202 through the Internet
210 and purchase a product, the server 202 issues a processing
request through the Internet 210 to the ASP zerver 206.

When the ASP server 206 receives a processing.request
from tﬁe server 202, it accesses the personal computer 205
through the Internet 210. Furthexr, the processing request
for the IC card 203 issued by the card reader/writer 204
is sent through the personai computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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Step ST235:

The.SAM chip 208, in accordance with the processing
request.received at step ST234, selects the application
program by the settlement processing routine task 273 and
executes the selected application program.

In the execution of that application program, any
éommunication performed between application programs is
performed by the inter—-AP communication task 274 as shpwn
in the above-mentioned FIG. 43.

Step ST236:

The SAM chip 268 outputs the results of execution of
the appiicaﬁion program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
programs AP 1, AP_2, and AP 3 are restricted from accessing
each other by firewalls, sc it is possible to prevent
application programs from being illicitly monitored and

tampered with. Further, it is possible to improve the

~confidentiality of each application program.

Further, according to the communication system 201,
by the inter-AP communication task 274 shown in FIG. 41 using

the AP management storage area 221 of the external memory

. 207 shown in FIG. 37 to perform the processing shown in FIG.

25

43, communication between épplication programs is allowed

in a preallowed range.
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Therefore, it is possible to provide diverse services

by synchronization and cooperation of a plurality of

appliéation programs.

As-such a diverse service, for example, there is the
automatic selection of application programs by the
settlement processing routine task 273 shown in FIG. 41.
That is, while the same level of computation content, for
settlement processing differing in settlement protocol
according to the issuer of the IC card 203, if the type of
the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by
registering the settlement processing at the level of the
settlement processing routine task 273, the type of the IC
card 203 and the corresponding application program can be
automatically determined. Due to this, the load on the
developer of the application program can be lightaned.

Further, according to the communication system 201,

since the information stored in the external memory 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FIG. 40, there is confidentiality with respect to
analysis from the outside.

Further, according to the communication system 201,

by the provisibn of the inter-SAM communication task 275

shown in FIG. 41, it is possible to disperse the processing

load of the SAM chip 208 to other SAM chips. Therefore, when
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mounting the SAM chip 208 in a store server etc. which has
to simultaneocusly handle processing requests for settlement
processing from a plurality of terminal apparatuses, it is
possible to use the function of the inter-SAM communication
task 275 to improve the settlement processing capability
using a plurality of SAM chips 208.

FIG. 46 is a functional block diagram showing more

-specifically the function blocks of the SAM chip 208 shown

in FIG. 40.

As shown in FIG. 46, the SAM chip 208 is connected
through an intermal bus 290 to the ASPS communication
interfacé unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

,'fhe SAM chip 208 shown in FIG. 46, for example as shown
in FIG. 47, may also connect the card I/F unit 291 connected
to the internal bus 290 to an RF reception/transmission unit
292 outside of the SAM chip 208 and transfer data with the
IC card 203 by a noncontact system through an antenna 292a
of the RF reception/ ﬁransmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding toc the
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13th to 16th aspects of the invention°

FIG. 48 is a view of the overall configuration of the
communication system 301 of the present embodiment.

As shown in FIG. 4B, the communication system 301 uses
the server 302, IC card 303 (integrated circuit of the pre_éent
invention), card reader/writer 304, personal computer 305,
ASP (application service provider) server 306, SAM (secgre
applicaﬁion module) unit 309, personal computers 316 1,
316_2, 316 3, 316_4, and 316 5, authentication units 317 1,
317_2, 317_3, 317 _4, and 317_5 {authentication apparatuses
of the present invention), and the ICE (inucifcuit:emulatorl
318 to communicate through the Internet 310 and develop or
customize software of the SAM chip 308, perform settlement
Processing using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM chié 308 (semiconductor circuit of the present
invention)} .

The SAM chip 308 has a software configuration such
as shown in FIG. 49.

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the upper layer, an HW (hardware) layer, OS

layer, lower handler layer, higher handler layer, and

.application (AP} layer in that order.

The lower handler layer is a layer defining the
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processing not dependent on the application program and
corresponds to the transport layer, network layer, and data
link la&er in the OSI protocol.

The lower handler laver includes a driver layer.

The driver layer is a layer performing processiﬁg
relating to the operation of the LSI.

The higher handler layer is a layer defining the
processing dependent on the application program and
corresponds to a layer higher than the transport layer in
0SI protocol,

| Here, the O0S layer corresponds to the first layer of
the present invention, the lower handle;:: layer, driver layér,
and higher handler layer correspond to the second layer of
the present invention, and the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP_2, and AP_3 defining the procedures for use of the IC
card 303 by credit cafd compapies and other businesses
315 AP1, 315 AP2, and 315 AP3 shown in ﬁ-rg. 48.

In the AP layer, the application programs AP_1, AP 2,
and AP_3 and the higher handler layer are provided.beﬁween
them with firewalls FW (firewalls of the present invention} .

In the software configuration shown in FIG. 49, the

" AP layer defines processing specific to each business, for

example, the content of settlement processing using the IC
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card 303. The processing for directly operating the IC card
303 is defined by the layers of the higher handler laver
on down:

The SAM chip 308 is connected with the ASP server 306
through a SCSI port, the Ethernet, etc. |

The ASP server 306 is connected through the Internet
310 with the personal computers 305, 316_1, 316_2, 316 3,
316_4, and 316 5.

The personal computer 316 _1 is used by the businéss
315*AP1 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 2 is used by the business
315 _AP2 of the application program AP 1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business
315 AP3 of the application program AP ] executed by the SAM
chip 308.

The personal cbmputer 316 4 is used by the software
déveloper 315 MID able to develop a higher handler layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer. 316_5 is used by the manufacturer
of the SAM chip 308, that is, the software‘developer 315 sup
having the right to manage the SAM chips 308 as a whole.

The businesses 315 APL, 315 AP2, and 315 AP3 use the
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persénal computers 316 1, 316 2, and 316 3 to produce the
application programs AP 1, AP 2, and AP 3 and download the
produce& application programs through the authentication
units 317 1, 317_2, and 317 3 to storage areas allocated
in advance in the external memory 307 through the SEM ;hip
308.

At this time, the businesses 315_AP1l, 315 AP2, and
315 AP3 are parties with no relation with each other, so
the storage areas in the external memory 507 to which the
appliéation.programs-APml, AP 2, and AP_3 can be downloaded
are determihad in advance. Whether or not . one has the right
to download to such a storage area is Qerified by the SaM
chip 308.

Further, during‘exécution of the application programs
AP 1, AP 2, and AP 3, the firewalls FW restrict the transfer

and viewing of data between the application programs AP 1,

AP 2, and AP_3,

The software developer 315 MID downloads a
predetermined.prograﬁ into the SAM chip 308 through the
authentication ﬁnit,31?w4 in accordance with need to
lcustomize the higher handler layer*and loﬁer handler layer
including the driver layer shown ianIG. 43 of the SAM chip
308 etc.

Further, the software developer 315_SUP downloads a

'ptedetermined program into the SAM chip 308 through the
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authentication unit 317_5 to customize all of the layers
shown in FIG. 49.

Tge authentication units 317_1 to 317 5, as explained_
later, mutually authenticate and produce download signature
verification key information etc. with the SAM chip 308 when
downloading a predetermined program from the personal
computers 316 1 to 316 5 to the SAM chip 308.

The personal computer 305, for example, is used by
the owner of the IC card 303, that is, the end user.

The personal computer 305, for example, is connected
through a serial port or USB port to a Dumb type card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC ca?d 303.

The operational commands to the IC card 303 and the

response packets from the IC card 303 are generated and

analyzed at the SAM unit 309 side. Therefore, the card

reader/writer 304, personal cdmputer 305, and ASP server
306 interposed between them only act to store the commands
or response contents in t_hé data payload portions and relay
the same. They are not involved in the encryption or
decryption of data, authentication, or other operations in
the IC card 303.

Further, the ICE 318 is an emulator used when debugging

a program running on the SAM chip 308.
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Next, the components shown in FIG. 48 will be
explained.

IC Card 303

The IC card 303 stores the key information etc.
necessary for the settlement processing using the SAM chip
308.

Buthentication Units 317 1 to 317 5

FIG. 50 is a functional block diagram of the
aﬁthentication unit 317 1.

As shown in FIG. 50, the authentication unit 317 1
has a storage unit 350 1 and processing unit 351 1.

As sthn‘in FIG. 50, the storage unit 350 _1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the SAM
chip 308.

The mutual authentication master key information K1
is, as explained later, used for generating mutual
éuthentication key information K2.

The access master key information KA, as axpléined

later, is used for generating download signature information

used when downloading a program in the external memory 307.

The access master key information KA is key information
necessary for downloading to the external memory 307 a.

program of the AP layer of the software structure of the
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SAM chip 308 shown in FIG. 49.

The processing unit 351_1, as shown in FIG. 50, has
a mutual authentication unit 352 1 and download processing
unit 353 1.

The mutual authenticationkunit.352_}, as shown in FIG.

51, when downloading a program to the external memory 307,

encrypts the SAM ID as plain text using the mutual

- authentication master key information Kl to generate the

mutual authentication key information K2 and uses that mutual
authentication key information K2 for mutual authentication
with the SAM chip 308.

The download processing unit 353 1, whén downloading

a program to the extexnal memory 307, as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download key information
K DA. Further, the download pfocessing unit 353_1 uses the
download key information Kgﬁh.to generate the download
signature information and transmits it to the SAM chip 308.

The authentication units 317 2 and 317 _3 are
configured the same as the above explained authentication
unit 317 1. However, for example, the content of the access
master key informafion.KA_differs for each authentication
unit.

FIG. 53 is a functional block diagram of the

authentication unit 311*4.
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As shown in FIG. 53, the authentication unit 317 4
has a storage unit 350 4 and processing unit 351 4.

As shown in FIG. 53, the storage unit 350_4 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA and KM.

The SAM ID, mutual authentication master key
information Kl, and access master key information-KA are
the same as those explained aboﬁe.

The access master key informatién KM is key infomation
for downloading a program of the higher handler layer and
the lower handler layer including the driver layer of the
software structure of the SAM qﬁip 308 shown in FIG. 4% to
the external memory 307 or SAM chip 368.

The processiné unit BSIMQ,-as shown in FIG. 53, has
a mutual authentication unit 352 _4 and download processing
unit 353 4.

The mutual authentication unit 352_4 is the same as
the mutual authentication unit 352_} explained in FIG. 51.

The download processing unit 353 4, when downloading
a program to the external memory 307,'33 shown in FIG. 54,
encrypts the SAMWID as plain text ﬁsihg tﬁe access master
key informaﬁidn KA to generate the dOWnlbad.key informatioﬁ
K____DA, Next, the download processing unit 353_4 encrypts the
download key information K DA as plain text using the access

master key information KM to generate the download key
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information K DM. Next, the download processing unit 353 4
uses the download key information K DM to generate the
download signature information and transmi?s it to the sSaM
chip 308.

FIG. 55 is a functional block diagram of the
authenticatiqn unit 317 5.

As shown in FIG. 55, the authentication unit 317 5
has a storage unit 350 5 and proceésing—unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication master key'information K1,
and access master key information KA, KM, and KsS.

The SAM ID, mutual authentication master key

information K1, and access master key information KA and

"KM are the same as those explained above.

The access master key information KS is the key

~information required for downloading a program of the 0S8

" layer 6f the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing uniﬁ 351_5, as shown in FIG. 55, has
a mutual autheﬁtication unit 352_5.and download processing
unit 3$3m5,
The mutual authentication unit 352 5 is the.same as
the mutual authenticaticn unit 352_1 shown in the
above-mentioned FIG. 51.-

The download processing unit 353 5, when downloading
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a program to the external memory 307, as shown in FIG. 56,
encrypts the SAM ID as plain text using the access master
key information KA to generate the aownload key information
K DA. Next, the download processing unit 353 5 encrypts the
déwnload key information K DA as plain text using the access
master key information KM to generate the download key
information K _DM. Next, the download processing unit 353 5
encrypts the download key information K DM as plain text
using the access master key information KS to generate the
download key information K DS. Next, the download processing
unit 353 5 uses the down}_oad key information K DS to generate
the download signaturé information and transmits this to
the SAM chip‘308.

In the present embodiment, the authentication units
317”1, 317_4, and 317 _5 store information in the storage
units 350_1, 350_4, and 350_5 in a-secure state. When these
units are.destioyed.by cutside facto;s or forced open, this
is détectéd.by a detection unit and the information stored
in the storage units 350 1, 350 _4, and 350_5 is deleted.

SAM Unit 309

" [External Memory 307]

' FIG. 57 is a view for explaining the storage areas

of the external memory 307.

As shown in FIG. 57, the storage areas of the external

memory 307 include an AP storage area 320 1 in which the
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application program AP 1 of the business 315 1 is stored,
an AP storage area 320 2 in which the application program
Aémz of the business 315 2 is stored, an AP storage area

320;3 in which the application program AP 3 of the business
315_3 is stored, and an AP management storage area 321 used
by the manager of the SAM chip 308.

The applicatioh program AP 1 stored in the AP storage
area 320_1 is comprised of a plurality of prog;am’modules-
Access to the AP storage area 320_1 is restricted by the
firewall FW 1.

The application program‘AE_2 stored in the AP storage
area 320 2 is comprised of a plurality of program modules.
Access to the AP storage area 320_2 is restricted by the
firewall FW 2.

The application program RP 3 stored in the AP storage
area 320u3_i$ comprised of a plurality of program modules.
Access td the AP storage area 120 _3 is restricted by the
firewall Fw;S..

In fhe present embodiment, the above program module
is tha.minimum ﬁnit downloaded fog examplg from the cutside
of the SAM unit 309 to the external memory 307. The number
of thejprogramambdules férming:each application program can
be freely determined by the correqunding business.

Further, the application programs AP 1, AP 2, and ap 3

stored in the external memory-307 are scrambled. They are



16

i5

20

25

- 124 -
descrambled when read into the SAM chip 308.

Further, the application programs AP 1, AP 2, and AP 3
axre, for axample,-produced by the businesses 3;5Ul, 315 2,
and 315 3 using the personal computers 316_1, 316 2, and
316_3 shown in FIG. 48 and are downloaded through the SAM
chip 308 to the external memory 307.

Access to the AP management storage aiea 321 is
restricted by the firewall FW 4.

Note that the firewalls FW 1, FW_2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 49.

The AP management storage area 321 stores the AP
management data 336.

The AP management data 330 includes for example the
SA&_ID, mutual authentication key information K2 (or mutual
authentication master key iﬁformaéion Ki}, and download
signature verification key information K DA, KDVM, and KDVS.

Here, the download signature verification key
information K,DVA is key information for verifying the
legitimacy of the siénature informationAgenerated.usiug the
download key information K DA.

The download signature verification key information

K_DVM is key information for verifying the legitimacy of

-the signature information generated using the download key

information K DM.

The download signature verification key information
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K DVS is key information for verifying the legitimacy of
the signature information genérated using the download key
information K DS.

The download signature verification key information
is key information used for signature verification performed

when downloading that program module through the SAM chip

308 to the external memory 307.

[SAM Chip 308]

FIG. 58 is a functional block diagram of the SAM chip
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
dbmmunication interface unit 360,.external memory
communication interface unit 361, bus scramble unit 362,
encryption/decryption unit 363, storage unit 364, and CPBU
365.

The SAM chip 308 is a tamper-resistant module.

The ASPS communication interface unit 360 isran
interface used for input and output of data with fhe Asp
server 306 sﬁown in FIG. 48.

The external memory communication interface unit 361
is an interface used for input and output of data with the
external memory 307.

The bus scramble unit 362 scrambles ocutput data and

‘descrambles input data when inputting and outputtlng data .

through the external memory communication interface unit
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361.

The encryption/decryption unit 363 encrypts data and
decrypts encrypted data.

The storage unit 364 stores data used for the
proceséing by the CPUVBGS.

The CPU 365 executes various processing includiné
execution of an application program by the SAM chip 308 based
on a predetermined program (program of the present invention)
in the form of tasks etc.

The CPU 365,- for example, executes a downlocad task
365a for performing processing for downloading pProgram
modules .through the Internet 310.

Next, the download operation of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that download
operation.

In the following embodiment, the explanation will be
given of the operation when a business 315 APl downloads
program modules of the application 'progr'am AP_1 shown in
FIG. 49 and FIG. 57.

Step ST301:

The personal c:oméuter 316_1 shown in FIG. 48 t#ansmiﬁs
a download request designating. the module name of each
program module to be downloaded comprisi'ng the application

program AP 1 through the authentication unit¢ 31'7_mi  Internet
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310, ASP server 306, and ICE 318 to the SAM chip 308.

Step ST302:

The mutual authentication unit 352 1 of the processing
unit 351 1 of the authentication unit 317 1, as shown in
FIG. 51, encrypts the SAM ID as plain text using the mutual
authentication master key information K1 to generate the
mutual authentication key information KZ.

Step S5T303:

The mutual authentication unit 352 1 of the processing
unit 351 1 of the authentication unit 317 1 performs'mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 368 using the mutual authentication key
informatioﬁ K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

‘authentication of step $1303 is confirmed, the unit proceeds

- to the processing of step ST305, while when not, it ends

the processing.

Step ST305:

The download processing unit 353m1 of the processing
unit 351 1 of the authentication unit 317 1 shown in FIG.
SO, as shown in-?IG. 52, encrypts the SAM ID as plain text.

using the access master key information KA to generate the

download key information K DA.

Step ST306:
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The download processing unit 353_1 uses the download
key information K DA generated at step ST305 to generate
the download signature-information.

Step 3T307:

The download processing unit 353 1 transmits the
downlecad signature information generated at step ST306 to
the SaM chip 308.

Step ST308:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 uses the download gsignature verification
key information K_DVA shown in FIG. 57 to judge the legitimacy
of the download signature infomatio# received at step STBO? .

At this time, the downloé.d task 365a judges if the
download‘ request has been niade at the AP layer based on the
module names received at step ST301 and specifies the
download signature verification key information K DVA.

Step ST309:

If it is judged at step STBOB that the download
signature information is legitimate, the task ptoceeds to
the processing of s't_:ep ST310, while if not, it ends the
pxocessing.

Step ST310:

The download task 365a of the CPU 365 of the SAM chip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step
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ST301 by vie'wing the module management data 330 and downloads
the program module received from the personal computer 316 1
to that specified address on the external memory 307.
Note that when the software developer 315 MID
downloads program modules of the higher handler laver and
lower handler layer shown in FIG. 49 to the external memor_y‘

307, at step ST305, the download key information K DM is

‘generated by the routine explained using FIG. 54. Using this,

at step ST306, the downlcad signature information is

generated. Further, at step ST308, in the SAM chip 308, the

‘download signature verification key information K DVM shown

in FIG. 57 is used to vérify the download Signatux’:e
information.

Further, when the software developer 31S_SUP downloads
a program module of the O0S layer shown in FIG. 49 to the
external memory 307, at step ST305, the routine explained
using FIG. 56 is used to generate the download key information
K DS. Using this, at step ST306, the download signature
information is generated. Further, at step ST308, in the
SAM chip 308, the dowuloéa'_ signature verification key
information K__DVS shown in FIG. 57 is used tol verify the

download signature information.

Note that the software developers 315 MID and 315 SUP

can use the access master r'key information KA to download

the program module of the AP layer to the external memory
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3b7.

Further, the software developer 315 SUP can use the
access master key information KA and KM to download program
modules of the higher handler layer and lower handler layer
to the external memory 307.

Next, the processing for a transactionjusing the IC ‘
card 303 by the communication system 301 shown in FIG. 48
will be explained.

FIG. 60 is a view for explaining.the overall operation
of the communication system 301 shown in FIG. 48.

Step ST331:

The businesses 315 1 to‘315_} or a part requested by
these businesses produce application programs AP 1, AP 2,
and AE_B for those businesses to pe#form processing for
traﬁsactions using the IC card 303 on the personal computers
316 1, 316m2,_and 316_3 shown in FIG. 48.

At this time, download.processing e)&plained using FIG.
59 is performed.

S#ap 8T332:

The application programs AP 1, AP_2, and AP 3 are
downloaded through the authentication units 317 1, 317;2,
and 317 3 from the persénal computers 316_1, 31-6_2 , and 316_3
#o tﬁe SAM chip 308.

At this tima, the processing'axplained using FIG. 56

is performed.
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Step ST333:

The user is issued the IC card 303.

The IC card 303 stores the key information used for
transactions with a business which the user has contracted
with.

Hote that the contract between the user and a business

- may be concluded after issuance of the IC card 303 through

the Internet 310 etc.

Step ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet
310 to purchase a product, the server 302 ;_i;ssr.ies a processing
request thrcﬁgh the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing request
from the server 302, it accesses the personal computer 305

through the Internet 310. Further, the processing request

for the IC card 303 issued by the card reader/writer 304

is sent through the pérsonal~computer 305, Internet 310,

- and ASP server 306 to the SAM chip 308.

Step ST335:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
?rogram by the settlement.processing.routine~task and
executes the selected application program.

Step ST336:
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The SAM chip 308 outputs the result of execution of
the application program to the ASP server 306.

As explained above, according te the communication
system 301, by the authentication units 317_1, 317_2, and
31Tw3 holdingbthe access master key information KA, the
authentication unit 317 4 holding the access master key
information KM, the authentication unit 317 5 holding the
access master key information KS, and, as explained above,
performing processing for downloading a program module to
the external memory 307, it becomes possible to download.
a program modules in accordance with rights given in
accordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized party
from illicitly exchanging or tampering with program modules
to be executed by the SAM chip 308.

Further, éccording‘to the communication system 301,

as explained earlier, the authentication units 317.1, 317 4,

.and.317_§ store information in a secure state in the storage

units 350 1, 350_4, and 350_5. When such a unit is destroyed
by an external factor or forced open, this is detected by
a detection unit and the stored infdrmation in the storage
units 350 1, 350_4, and 350_5 is deleted. Therefore; illicit
use of the kéy information used for dowﬁloading to the SAM
#hip 308 can be avoided.

Furthef, according to the communication system 301,
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when the SAM chip 308 operates a plurality of application

programs, since data transfer or viewing of data and codes

- between application programs is restricted by the firewalls

FW 1, FW 2, and FW_3, illicit interference or tampering with
the processing of each application program by anotﬁer
application program can be prevented. Further, it is possible -
to enhance the secrecy of each application program.

Further, according to the communication system 301,
by configuring each apélication program by a plurality of
p;agram.modules, it is possible to download to the external
ﬁemory 307 in program modules units.

Further, according to the communication system 301,

by encrypting the highly confidential key information used

‘for operation of the IC card 303 in addition to the usual

scrambling and storing it in the external memory 307, it

is possible to improve the security level of the key

information.

Further, according to the Internet 301, the

'applicatidn program can execute encryption and decryption

when accessing codes by' the bus scramble. function, so it
is possible to prevent an application program stored in the
external memory 307 from being illicitly analyzed etc. while
processing of thé SAM chip 308 is halted.

FIG. 61 is a functio.nal block diagram showing more

specifically the function blocks of the SAM chip 308 shown
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in FIG. 58.

As shown in FIG. 61, the SAM chip 308 is connected
through an internal bus 390 to the ASPS communication
interface unit 360, external memory communication interface
unit 361, bus scramble unit 362, encryption/decryption unit
365, storage unit 364, and CPU 366.

In the SAM chip 308 shown in FIG. 61, for example as
shown in FIG. 62, it is also possible to connect the card
I/F unit 391 connected to the internal Eus 390 to an RF
reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncontact system
through an antenna 3%2a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case of downloading program modules from the personal

computers 316 _1 to 316 _§ through the SAM chip.308 to the

‘external memory 307 was illusfrated, but the present

invention can similarly be applied using the function Qf
the abc.:uve' explained download task 365a even when downloading
program modules from the personal computers 316 1 to 316 5
to a s?brage unit 364 in the SAM chip 308.

Further,.in the above explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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the Internet 310 at the personal computer 316_1 to 316 6
side was illustrated, but as shown in FIG. 63, ‘it is also
possible to provide the authentication units 317_1 to 317 5
in the SAM chip 308 and allow access to the authentication
units 317_1 to 317 5 to the corresponding personal computers
316 1 to 316_5.

Fifth Embodiment

The present embodiment is an embodiment correspondiﬁg
to the 17th and 18th aspects of the invention.

FIG. 64 is a view of the overall configuration of the
communication systém 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses
the sexrver 402, IC card 403, card reader/writer 404, personal
computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416 _2, and 416 3, and authentication units 417 1,
417_2, and 417 _3 to communicate through the Internet 410
an;l perform settlement processing or other processing for
a proceédure using the IC card 403.

The SAM unit 409 has an axternall memory 407 and SAM
chip 408,

The SAM chip 408 has a software configuration shown
in FIG. 65. As shown in FIG. 65, the SAM chié-d'OS has, from
a bottom layer toward a top layer, an HW (hardware) layer,

0S layer, lower handler  layer, higher handler layer, and
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AP layer.
The lower handler layer includes a driver layer.
Here, the AP layer includes application programs AP 1,
AP 2, and AP 3 defining procedures for use of the IC card

403 by credit card companies or other businesses 415 1, 415 2,

‘and 415_3 shown in FIG. 64.

In the AP layer, the application programs AP 1, AP 2,
and AP 3 and the higher handler layer are provided between
them with firewalls FW.

The SAM chip 408 is connected through a bus 419 using
a SCSI port, the Ethernet, etc. to the ASP server 406 . The
ASP server 406 is connected through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of thé_ end user and personal computers 416 1,
416__2, and 416 3 of the businesses 415 1, 415 2, and 415 3.

The personal computer 405, for example, is connected
through a serial port or USB port to a Dumb type card

reader/writer 404. The card reader/writer 404 realizes for

- example wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card 403 and response
packets from the IC card 403 are generated and analjg‘ze-d at
t_:h-e SAM unit 409 side. Therefore, the card reader_/wri.ter
404, personal computer 405, and ASP server 406 interposed

between them only act to store the commands or response
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content in data payload portions and relay the same. They
are not involved in encryption oxr decryption of data,
authentication, and other actual operations in the IC card
403.

The businesses 415 1, 415 2, and 415 3 use the personal
computers 416_1, 416 _2, and 416 3 to produce the application“
programs AP_1, AP 2, and APmBIand download the produced
application programs through the authentication units 417 1,
417 2, and 417 3 through the SAM chip 408 to preassigned
storage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, and
415 3 have no relation with each other, the storage areas
in the external memory 407 where the application programs
AP 1, AP 2, and AP 3 can be downloaded are decided in advance
gnd.whether one has the right to download tc such a storage
area is verified'by the SAM chip 408.

Further, the.fransfer and viewing of data among the
application programs AP 1, AP 2, and AE~3‘ara regstricted
by the firewalls FW. -

When downloading'thg application programs AP_1, AP 2,
and AP 3 to the SAM chip 408, the authentication units 417 1,
417 2, and él?;B, as explained later, perform muﬁual
authentication with the SAM chip.408, produce the download
signature veﬁification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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explained in detail.

External Memory 407

FIG. 66 is a view for explaining the storage areas
of the external memory 407.

As shown in FIG. 66, the storage areas of the external
memory 407 include an AP storage area 420 1 for stoxing the
application program AP 1 of the business 415 1, an AP storage
area 420_2 for storing the application program AP 2 of the
business 415 2, an AP storage area 420 3 for storing the
applicétion program AP 3 of the business 415 3, and an AP
management storage area 421 used by the manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420 1 is comprised of a plurality of program modules.
Access to the AP storage area 420_1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storage
agea 420 _2 is comprised.of a pilurality of program modulesf
Access to the AP storage area 420 2 is restricted by the
firewall FW 2.

The application program AP 3 stored in the AP storage
area 420 3 is comprised of a plurality of program modules..
Access to the AP storage area 420 3 is restricted by the
firewall FW 3.

In the present embodiment, the above program module
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is the minimum unit downloaded for example from the outside
of the SAM unit 409 to the external memory 407. The number
of the program modules forming eéch.application program can
be freely determined by the corresponding business.

Fuj:ther, the application programs AP_1, AP 2, and AP 3
are, for example, produced by the businesses 415 1, 415M2,‘
and 415_3 using the personal computers 416_1, 416 2, and
416_3 shown in FIG. 64 and are downloaded through the SAM
chip 408 to the external memory 407.

Access to the AP management storage area 42la is
allowed only by the manager of the SAM chip 498 by the firewall
FW 4.

ﬁote that the firewalls FW_1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 65,

The AP management storage area 421 stores the module
management data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAM
chip 408 for managing execution of the application programs
AP 1, AP 2, and AP 3.

In the present embodiment, the application programs
AP 1, AP;Z, and A§_3 and AP management data 421 stored in
the external memory 407 are, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip 408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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SAM Chip 408

FIG. 67 is a functional block diagram of the SAM chip
408 shown in FIG. 64.

As shown in FIG. 67, the SAM chip 408 has an ASPS
communication interface unit 460, bus scramble unit 461,
signature processing unit 462, authentication processing
unit 463, encryption/decryption unit 464, storage unit 465,
and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/cutput circuit of
the present invention.

Further, the SAM chip 408 correspouds to the.
semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage

-circuit of the present invention. '

The ASPS communication intexrface unit 460 is an
interface used for input and ocutput of data with the ASP
server 406 shown in FIG. 64.

The bus scramble unit 461 scrambles déta to be written
in the exterﬁal memory 407 and descrambles data read from
the exterﬁal memory 407.

That is, the external memorj 407 stores data in a

scrambled state.
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The processing of the bus scramble unit 461 will be
explained in detail later.

The signature processing unit 462, as explained later,
produces a signature and verifies a signature when
downloading an application program through the Internet 410
and when executing an application program.

The authentication processiné unit 463 as explained
later performs mutﬁal authentication with the other party
when downlecading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and
decrypts encrypted data.

The storage unit 465 for example stores the data

-neéessaxy for the processing of the CPU 466,

The CPU 466 executes the application programs AP 1,
AP 2, and AP 3 while accessing the exterxrnal memory 407
through the bus scramble unit 461 and pexrforms various
processing corresponding to ghe services of the SAM chip
408. |

Next, the processing of the bus scramble unit 461 will

" be explained in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing the external
meﬁory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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data with the outside by another SAM chip 408 through an
1/0 bus etc.

The bus scramble unit 461 encrypts the data input from
the CPU 466 using a predetermined scramble key K, then writes
it through the bus 419 in the external memory 407.

Further, the bus scramble unit 461 decrypté the data ‘
read through the bus 419 from the external memory 407 using
the scramble key K and outputs it to the CPU 466.

{Addxess Spacel]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the following
example, consider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Hb).

Note that the address space of the CPU 466 (address
space in SAM chip 408) and the address space used when the
bus scramble unit 461 accesses the external memory 407
{hereinafter also referred to as the "external memory address
space") differ due to the addition of parity and scrambling
of the address.

| Therefore, rthe bus scramble unit 461, as shown in FIG. '
68, converts an address CPU_ADR input from the CPU 466 (first
address of the present invention) to an address MEM ADR of
thé external memory address space ({second address of the

present invention) using a predefined map f {address



10

15

20

25

- 143 -

conversion algorithm). The bus scramble unit 461 uses the
address MEM ADR to access the external memory 407.

This map £, for example, as shown in FIG. 69, is defined
only when the address al, which is an address CPU _ADR, is
"al mod Nc/ Nb=0". For the other address a2, the external
memory 407 is accessed by £ (aZ2-{(a2 mod Nc/ Nb)}.

Here, "x mod y" is the remainder after dividing x by

That is, the bus scramble unit 461 reads and writes
data with the external.memofy 407 in units of the encryption
block length Hc.

Here, when Nc/Nb=n and the smallest whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 thrcugh the’
bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

[Configurétion of Bus Scramble Unit 461}

FIG. 70 is a functional block diagram of the bus
scramble unit 461.

.As shown in FIG. 70, the bus scramble unit 461 has
an encryption unit 431, decryption unit 432, address
management unit 433, scramble key management unit 434, parity
processing unit 435, pipeline processing control unit 436,
work memory 437, and control unit 438.

The encryption unit 431 encrypts data ihput from the
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CPU 466 using a predetermined scramble key K.

The decryption unit 432 decrypts data read from the
external memory 407 using the predetermined scramble key
K.

The address management unit 433 converts the address
CPU_ADR input from the CPﬁ 466 to the address MEM ADR
explained above.,

The scramble key management unit 434 manages the

-scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

- The parity processing unit 435 adds parity data to
the data to be written in the external memory 407 and verifies
the parity data added to data read from the external memory
407.

The pipeline processing control unit 436 divides the

_prdeessing of the bus scramble unit 461 into a plurality

gjf stages and controls the system so that the pipeline
processing is performed in units of stages.

The work memory 437 is used for the processing of the

‘bus scramble unit 461.

The control unit 438 comprehensively controls the

‘processing of the bus scramble unit 461,

[Write Operation to External Memory 407]
FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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data in the external memory 407.

FIG. 72 is a flow chart for explaining the operation
shown in FIG. 71,

Step ST401:

The CPU 466 outputs to the bus scramble unit 461 the
data DATA to be written, that is, "d32", and the address
CPU RADR, that is, "a3".

That data "d32" is written in the work memory 437 shown
in FIG. 70 of the bus scramble unit 461. .

Step 8T402:

When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map £ (a3- (a3 mod
Ne/ Nb}) , that ;i,s, the map £ (a3~1) and uses that map f {a3-1)
as the address MEM ADR of the external memory address space.

Step ST403:

The control unit 438 shown in FIG. 70 uses the address
MEM ADR £ (a3-1) obtained at step $T402 to read from ther

external memory 407 the encrypted data block e ({X1, X2})

and writes this in the work memory 437.

Step ST404:
The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({X1, X2}} read from the work memoxy 437 to

generate the data block (X1, X2}. Further, the parity

-processing unit 435 uses the parity data added to the data

block e ({X1, X2}) for parity processing, then writes the
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data block {X1, X2} again in the work memory 437.

Step ST405:

The control unit 438 rewrites the "X2" corresponding
to the address "a3" in the data block {X1, X2} corresponding
to the address read from the work memory 437 and already
decrypted to the write data "d32" to generate the data block '
{X1, d32} and writes this in the work memory 437.

Step ST406:

The parity processing unit 435 generates the parity
data of the data block {X1, d32}.

Step ST407:

The encryption unit 431 encrypts the data block {X1,
d32} read from the work memory 437 using the scramble key
K.

Step ST408:

- The control unit 438 writes the data block {X1, d3z2)
at ﬁhe'addfess MEM ADR f (a3-1) of the exte:nal memofy 407
aﬁd writes pa;ity data generated at step ST406 in a
predetermined area of the external memory 407.

Note that the control unit 438 judges if the address
ééxt input from the CQU’dGG is "a3-1w before encrypting the
data block at step ST407. If "a3-1", it rewrites the data
blodk X1 by the write data, then encrypps.it«and writes it
in the external memory 407.

Due to this, it is possible to reduce the number of
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steps in the case of writing to successive addresses.

Further, even when writing data of a data length Nb
in the external memory 407, the control unit 438, for example,
pads data by the data of (Nc~Nb} to obtain data of the data
length Nec, then encrypts it and writes it in the external
memory 407,

That is, a storage area of a data length Nc in the
external memory 407 is assigned even to data of a data length
HbL .

[Read From External Memory 407]

FIG. 73 is a view for explaining a read operation from

the external memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read
opération.

Step ST411:

The CPU 466 outputs to the bus scramble unit 461 the
a&dress CPU_ADR "a3" to be read from.

Step ST412: |

When Nce>Nb, ﬁhe address management unit 433 shown in
FIG. 70 useé the address "a3" to find the map f {a3- (a3 mod
Nc/ &b)), that is, the map £ (a3-1), and uses that map f
'(a’B—l.) as the address MEM ADR of the external memory a;idress
space.,

Step ST413:

The CPU 466 shown in FIG. 67 uses the address MEM ADR
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f (a3-1) obtained at step ST402 to read the ancrypted
{scrambled} data block e ({d31, d32}) from the external
memory 407 and writes this in the work memory 437.

Step S5T414:

The decryption unit 432 shown in FIG. 70 decrypts the
data block e ({d31l, d32}) read from the work memory 437 to.
generate {d31, d32}. Further, the parity processing unit
435 uses the parity data added to the data block e ({d31,
d32}) for parity processing, then writes the data block {d31,
d32} again in the work memory 437.

Step ST415:

The control unit 438 fetches the data “d32"
¢corresponding to the CPU_ADR "a3" in the data block {d31,
d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod No/ Nb) +1" th data
in the data‘glock and outputs it to the CPU 466.

[Management of Sckambla Rey]

The scramble key management unit 434 shown in FIG.
70 manages a scramble key used in the eﬁcryption unit 431
an& decryption unit 432 as fol%ows.

The scramble key management unit 434 may use a

different key for every adaress in the external memory 407.

- Therefore, it is necessary to hold a plurality of scramble

keys. One example of the method for this is shown below.
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The scramble key management unit 434, as shown in FIG.
75, stores a plurality of scramble keys K1, K2, and K3. It
switches thg key used according to the address from the CPU
466 and outputs the same to the encryption unit 431 and
decryption unit 432.

Specifically, when accessing the address "al", it uses
the scramble key K1, when accessing the address "a2", it
uses the scramble key K2, and when accessing the address
"a3", it uses the scramble key K3.

Further, asg shown in FIG. 76, the computation circuit
434a in the scramble key managemeﬁt unit 434 performs
processing using the key Ks forming the c¢lass and the address
input from-the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decryptioq unit 432.

That computation may include encryption or decryption
of a padding address number by Ks, finding the exclusive
OR (XOR), or other computation.

Fuither, the bus scramble unit 461 may hold the
scraﬁble keys at a predetermined location of the bus and
input the scramble key corresponding to the a&dress issued

by the CPU 466 through that bus. In this case, since the

. data bus feor transmitting the scramble key is the same as

- the bus of the bus scrambler, control by a memory controllerxr

becomes necessary. The location for holding the scramble
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keys may be anywhere inside or outside of the SAM chip 408,
but if outside of the chip, to ensure the security of the
path to the chip, the key is encrypted by a transport key
and decrypted at the time of arrival at the bus scramble
unit 461. The bus scramble unit 461 holds the transport key
in the form of hardware or software.

In the bus scramble unit 461, however, even if changing
'tile's.sc:ramble key for each address input from the CPU 466,
if continually accessing a certain address, the possibility
rises of the scrambling of the address area being analyzed
by spending some time. "I.'herefore, the scramble key is not
a constant one. It is made variable by a technique as shown
below for example.

The scraﬁble key managéement unit 434, for example,
causes the generation of a random number when powering up
the SAM chip 408 or the like so as to generate a scramble

}cey. The scramble key basically need only be known by the

“bus scrambler, so the problems of delivery of the key,

synchronization, etc. do not arise.

Further, the scfamble key management unit 434 switches
the scramble key used for every access to the external memory
407. In thi.s case, it is necessary that the key for encrypting
data already in the external memory 407 and the currently
held key not be the same.

Theréfo_re , for example, the scramble key is updated
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as shown in FIG. 77 and FIG. 78.

{1]: The encryption unit 431 inputs the data "d3" from

-the CPU 466, while the bus scramble unit 461 inputs the

address "al" from the CPU 466.

[2]: The bus scrambié unit 461 accesses the address
nE (al)" of the external memory 407.

[{3]: The data "“"e {({dl, d2})" is fead.from the address
"£ (al)" of the external memory 407 to the decryption unit
432.

[4]: The decryption unit 432 decrypts the data "e ({d1l,
dZ2}}" to generate the data "(dl, d2)v.

At this time, the scramble key management unit 434
selects the scramble key Kl; while the decryptiqn unit 432
performs decryption using the scramble key Kil.

Further, rewriting is performed by the data "d3%, and
the data "{d3, d2}" is generated.

- I{5]: Tﬁe bus scramble unit 461 changes the scrambie
key from K1 to K2. The scramble keys K1 and K2 are values
of timers, values stored at the addresses, or values |
generated by random number generation or other techniques.

[{6]: The encryption unit 431 encrypts the rewritten
data "{d3, d2}§7using thé changed scramble K2 to generate
the data "e ({d3, d2}}v .

[7] The data "e ({d3, d2}}" is written at the address

"£f (al)" of the external memory 407.
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[Parity Processing of Parity Processing Unit 435]

When writing data into the external memory 407, the
parity processing unit calculates in advance the parity data
of the data before encryption and writes that parity data
in the external memory 407 along with the encrypted data.

Due to ‘this, wheln some sort of physical trouble cccurs
in the external memory 407, data is tampered with, etc.,
this is detected at the time of readout, whereby more secure
execution of a program becomes possible.

Further, due to the addition of the parity data, even
if thé length of the plain text and the length of the encrypted
text are the same , the address space of the CPU 466 and address
space of the external memory 407 w;'.ll never completely match,.
This is because, for example, when writing at the address
"al" the data "d1l", at the same time as writing the Nc portion
at £ (al}, it is necessary to write the parity "pl" (size

Np) of the data "dl" somewhere in the external memory 407.

. The parity data is stored at any storage area in the éxterna}_‘

~memory 407 in for example the following case.

The parity data is placed immeédiately next to the data

obtained by encrypting the corresponding plain text. In this

case, the bus scramble unit 461 reads the data "e (d1}" from

the address "f (ai) " of the external memory 467, then reads

-the parity data "pl" from the address “f {al} +Nc/NHb*. In
P Y P

this case, the bus scramble unit 461 does not have to perform
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any special calculations other than the map f of the address.

Further, in addition, the external memory 407 has
secured in it in advance a storage area exclusively for the
parity data. The parity data "pl" is written in that exclusive
storage area. In this case, the bus scramble unit 461 has
to perform processing based on the parity address map fp.
The parity data "pl" is written in the address "fp (al)"
in the external memoxry 407.

When the parity processing unit 435 detects a parity
error, it halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program. Note that the
content of the parity processing is not particularly limited.

[Pipeline ?ro'c:essing by Pipeline Processing Control
Unit 436]

In the present embodiment, for example, under .the
control of the pipeline processing control unit 436, for
example, processing of the bus scramble un:it 461 iz divided
into a plurality of stages and a pipeline is formed using
fhe stages as units so as to enable the access time to the
external xixemory 407 as seen from ‘the CPU 466 to be shortened.

That is, when not forming a pipeline, at least the
t_iine required for processing one encryption block is required
forbn;e access of the memory from the CPU 466 to the external
memory 407,

For example, if forming a pipeline for the processing
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performed by bus scramble unit 461 in accordance with a read
instruction of data of the address "al' issued by the CPU
466, for example, when the CPU 466 requests data of a higher
address continuously from the address "al' by program codes
etc., if the bus scramble unit 461 reads in advance the data
of the address "f (al+Ne/ Nb)" after the address ‘l'f (al)‘.', |
it is possible to eliminate the overhead of the encryption
and decryption processing.

For example, if considering the case where when the

time for the memory access is ignored, encryption of each

data is performed in three rounds such as with triple DES

or the like, 1 clock is required for one round of encryption,

and Nc/Nb=1, the CPU 466 issues instructions designating

‘the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become
necessary, and three clocks are required for decrypting each
data.

If pipeline processing is not performed, as shown in

-FIG. 78A, three clocks after the CPU 466 issues the first

read instruct_ion, the data "e3 (dl}" read from the external

| memory 407 using the address "al" is decrypted three times

to obtain the data "dl" which is then input to the CPU 466.
Next, after ancther three clocks, the data "e3d (d2)%" read

from the external memory 407 using the address "al+l" is
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decrypted three times to obtain the data "d2" which is then
input to the CPU 466. Next, after another three clocks, the
data "e3d (d3)" read from the external memory 407 using the
address "al+2" is decrypted three times to obtain the data
"d3" which is then input to the CPU 466.

That is, all of the data "dl", "d2", and "d3" is.inputL
to the CPU 466 nine clocks after the CPU 466 issues the first
read instruction.

As opposed to this, in the present emboldiment“'., the
pipeline processing control unit 436 converts the decryption
processing of the decryption unit 432 into pipeline
‘ﬁroces'Sing in f:hree stages as shown in FiG. 79B using each
round as a stage.

Due te this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruction
for the data corresponding to the address "al" to be input
to the CPU 466, subsequently data cqrresponding to the
addresses "al+l" and "al+2" are input successively '-to the
CPU 466 évery clock.

Due to this, all of the data "dlv", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 first

" issues a read instruction.

Note that, when the CPU 466 requests data of the address

“a2" far from the address "al" after "al", the data on the

pipeiine is discarded and the data of the addresses "a2",
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"aZ2+1" ... is packed in the pipeline.

[Address Scramble by Address Management Unit 433}

When the SAM chip 408 repeatedly accesses specific
consecutive address areas in the external memory 407, it
becomes possible to predict to a certain extent that this
j_s a subroutine or array. If an array or other data, it becomes
easy for an attacker to obtain beneficial (critical for the
operating side) data by focusing the attack 6n it.

To avoid t_hj.s, in the present embodiment, the address
bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the

external memory 407. This scrambling corresponds to the

‘above-mentioned map £, If not scrambling the addresses, the

map £ becomes a map of only the areas secured for the parity

data. For example "Va € [CPU address space], £(a)} = (1+p)a".

 Here, p is the alignment size of the parity data.

Next, the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall ocperation
of the comﬁmnication system 401 shown in FIG. 64.

Step ST431:

Thé businesses 415_1 to 415 3 or a party requested

by these businesses produce the application programs AP 1,
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AP 2, and AP 3 for the processing for transactions pexformed
by the businesses using the IC card 403 for example on the
personal computers 416 1, 416 2, and 416_3 shown in FIG.
64 .

Further, the manager of the SAM chip 408 generates
AP management data 421, scrambles it, and stores it in the
external memory 407.

Step ST432:

The application prégrams AP 1, APMZ; and AP 3 are
downloaded through the authentication units 417 1, 417_2,
and 417_3 from the personal com_putérs 416_1, 416_2, and 416_3
to the SAM chip 408.

Step ST433:

The user is issued the IC caxd 403

The IC of the IC éard 403 stores the key information
used for transactions by the user with the business
contracted with.

Hote t;hat, the contract betweean the ﬁser and a business
may also be concluded after issuance of the IC card 403
through the Internet 410 etc.

Step S8T434:

For exampl_e, when ﬁhe user uses the personal computei
405 to access thé, server 402 through thé Internet 410 to
try to purchase a product, the server 402 issues a processing

réquest through the Internet 410 to the ASP server 406.
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When the ASP server 406 receives a processing request
from the server 402, it accesses the pgrsonai computer 405
through the Internet 410. Further, a processing requesting
relating to the IC card 403 issued from the card reader/writer
404 is transmitted through the personal computer 405,
Internet 410, and ASP server 406 to the SAM chip 408.

Step ST435:

The SAM chip 408 selections an application program
in accordance with the processing request received at step
ST434 and éxecutes that selected application program.

In the execution of that application program, the SAM
chip 408 and external memory 407 commuﬁicate based on the
processing of the above-mentioned bus scramble upit 461.

Step ST436:

The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.

FIG. Bl is a functiénal block diagram showing more
3pecifically the function blocks of the SAM chip 408 shown
ianIG. 67.

As shown in FIG. 31,.the SAM chip 408 is connected
through an internal bus 490 to a card I/F unit 491, ASP
eommunication interface unit 460; bus scramble unit 461,
encryption/decryptioh unit 465, storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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462 and authentication processing unit 463 shown in FIG.
67 are for e#ample realized by the CPU 466.

Tixe SAM chip 408 shown in FIG. 81, for example as shown
in FIG. 82, may connect the card I/F unit 491 connected to
the internal bus 490 to an RF reception/transmission unit
492 outside of the SAM chip 408 and transfer data with the
IC card 203 by a noncontact system through an antenna 492a
of the RF reception/transmission unit 492.

As explained above, according to the communication
system 401, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following
effects are obtained.

That is, according to the communication system 401,
it is possible to store for example confidential data
relating to processing using the IC card 403 in an external
memory 407 in a secure state.

Further, according toe the communication system 401,
by forming the processing of the bus scramble unit 461 into
a pipeline, it is possible for the SaM qhip 408 to access
the external memory 407 at a high speed.

Further, accerding to the communication system 401;-
by giving the bus scr#mble unit 46i a parity function, it
is péssible to improve the reliability of the data readjfrom
the external memory 407.

Sixth Embodiment
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The present emi)odiment is an embodiment corresponding
to the 19th aspect of the invention.

[Related Art of Present Embodiment]

First, a computer for executing a transaction business
Program using an IC card of a related art of the present
invention will be explained.

FIG. 837is a functional block diagram of a computer

501 used in electronic settlement of a related art of the

- present invention.

As shown in FIG. 83, the computer 501 has a CPU 502,
memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication cixcuit 504 are connected
to a CPU address buas 507.

The CPU 502 comprehensively controls the operation

of the computer 501, operates based on instructions of a

program stored in the memory 503, and accesses the memory
503 during its operation.
The communication circuit 504 communicates with the

IC card 508 by the contact system or noncontact system. In

the contact type, the IC card 508 and the communication

circuit 504 are connected by electrical contacts. Further,

“in the noncontact type, the IC card 508 and the communication

'Circuit 504 are connected through electromagnetic waves or



10

i5

20

25

- 161 -

light etc.

The data received from the IC card 508 through the
communication circuit 504 is processed by the CPU 502 in
accordanée with a program stored in the memorylSOB. Further,

the data obtained by the processing by the CPU 502 is

‘transmitted through the communication circuit 504 to the

IC card 508.

Further, the C';PU 502 writes the results of settlement
generated by communication with the IC card 508 in the memory
503.

FIG. B4 is a view for explaining the software
configuration of the CPU 502 shown in FIG. 83.

In FIG. 84, thé bottommost layer is the hardware layer,
that is, the hardware component of the CPU 502 shown in FIG.
83.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positicned
in it a communication driver layer for controlling the
communication circuit 504 connected to the -CéU 502. The
program of the communication driver layer is usually stored
in a nonvolatile memory.

Above f:he communication driver layer is an ope&raﬁing ‘
system (0S) layer for providing the program .forming the
foundation for the operation of the CPU 502. The 0OS layer

provides the highest application (AP) layer with higher
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concept services compared with the lower layers. For example,
the later explained function "get card type (}", "read card
data (}", and "write card data (}" are examples.

Further, above the 08 layex is an AP layer defining
the specific functions (services} realized by the computer
501. The AP layer has, for example, application programs
MAIN, APLl, AP2, and AP3.

| In the present embodiment, the explanation will be
given illustrating the provision of settlement oxr other
transactions using the IC card 508 as the application
program.

For example, in the 05 layer and AP la.yer, the function
for determining the type of the IC card 508 i# defined by
"get card type ()J".

In the 0OS layer and AP layer, the type of the IC card
508 can be speclified by calling up this function. l?‘or example,
assume that there are three types of IC cards 508, that is,
Types A,. B, and C. The ﬁeturn values of the function for
the IC cards 508 are defined as in FIG. 85.

For example, assuming that the Type B IC card 508 is
used, the return value of the result ¢f execution of the -
function "get card type ()" becomes "2",

‘é’urtﬁer, in the 08 layer and AP layer, “Vread data (*xrp)"™
is defined as the function for reading data from the internal

menory of the IC card 508.
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Here, "*rp" is similar in concept to a pointer in the
C language, "*" shows that the following variable is a pointer
variable, and "rp" shows a specific location in the internal
memory of the IC card 508. When "*yp" is indicated, this
shows the content of the "rp address" in the memory of the

IC card 508. Assume now that the internal memory stores data

- as shown in FIG. 86.

Further, if assuming that "xrp=102H", the return value

of the function "read data (*rp)}" becomes "56H" and it is

-possible to read the data of the "102H address".

Furthex, in the 0S layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of the internal memory of the IC card
508. Here, "*wp" is similar to the-concept of a pointer in
the C language, "*" indicates that the following variable
is a pointer variable, and "wp" indicates a specific address
of the internal membry of the IC card 508. When "*wp" is

indicated, the content of the wp address of the internal

- memory of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if “wszGZH" and.

"wdata=73H" and executing the function "“write data {(*wp,

wdata)", as shown in FIG. 87, the data of the "102H address"

‘of that memory is rewritten to "73H".

The application pxograms APl, AP2, and AP3 shown in
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FIG. 84 define operations for transactions relating to
different.types of IC cards 508. The correspondence is shown
in FIG. 88.

In FIG. 84, the application program MAIN is executed
first at the time of startup of the computer 501. The
application program MAIN uses the above-mentioned function
"get card type (}" to determine the type of the IC card 508
used. The CPU 502 selects and executes the corresponding
application program in accordance with the type of the IC
card 508 determined based on the correspondence table shown
in FIG. B88B.

If imagining a situation in which IC cards 508 of the
Type B, T@e B, and Type C are handled by different businesses,
the application programs AP1, AP2, and AP3 are produced by
the individual businesses. Further, the storage areas of
the internal memory of the IC card 508 are shared by the
applicatiﬁn programs APl, AQZ, and AP3., The épplication
érograms use portions assigned to them in advance.

As explained above, the application programs AP1, AP2,
and AP3 are produced by the individual businesses, but
sometimes there is an error in a program, an appliaétion

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access isg illicitly accessed.



5

10

15

20

25

- 165 -

[Embodiment of the Present Invention]

FIG. 89 is a view of the configuration of the computer
551 'according to an embodiment of the pr'esent invention.

As shown in FIG. 89, the computer 551 has a CPU 552,
mamory 553, communication circuit 504, judgment circuit 560,
and switch circuit 561.

Here, the CPU 552 corresponds to the computation
circﬁit of the present invention, the memory 553 corresponds.
to the storage circuit of the present invention, the
communicatiqn circuit 504 corresponds tc the communication
circuit of the present inventicon, the judgment cirxcuit 560
corresponds to the connection control circuit of the present
inventien, and the switch circuit 561 corresponds to the
connection switching circuit of the present invention.

The CPU data bus 506 has a CPU 552, switch circuit
561, judgment (.‘;ircuit 560, and communication circuit 504
connected to it.

';‘he CPU data bus 506 corresponds to the transmiassion
line of the present invention.

Further, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553.

Further, the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504
conngacted to it.

When the CPU 552 accesses the memory 553 or a peripheral
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device outside of the computer 551 etc., the CPU address
bus 507 transmits a CPU_ADR showing the address.

In FIG. 89, the communication circuit 504 and IC caxd
508 given the same reference numerals as in FIG. B3 are the
same as those explained in FIG. B3.

Further, the CPU 552 has the software structure as
explained above using FIG. 84. That is, as the application
programs APl, AP2, and A?B} ones which define processing
for transactions relating to three types of IC cards 508,
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the
communication circuit 504 is processed by the CPU 552 in
accordance with a program stored in the memory 553. Further,
the data obtained by the processing by the CPU 552 is
transmitted to the IC caxrd 508 through the communication
circuit 504.

Further, the CPU 552 writes the result of settlement
generated by commaniéation with the IC card 508 in the memory
553.

The switch‘circﬁit 561 switches the CPU data bus 506
and memory data bus 562 between the connection state and
disconnection state based on a judgment result signal 8560
from a judgment circuit 560 {(control signal of the present
invention} .

Further, the CPU 552 executes the instructions (codas)
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of the programs of the 0S layer, program MAIN, and application
programs APl, APZ2, and AP3 shown in FIG. B84 fetched {(read)
from the memory 553.

The CPU 552, in accordance with the execution of those
instructions, generates an instruction type instructing
sighal $552a, executing AP instructing signal S$55Z2b, and
if necessary a called AP instructing signal 8552c and cutputs
these to the judgment circuit 560.

Here, the instruction type instructing signal S552a
is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an instruction for the
CPU 552 to fetch the instruction codes through the CPU data
bus 506,

The read instruction is an instruction for the CPU
552 to read data through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data through the CPU daté'bus 506.

Further, the executing AP instructing signal §552b
is a signal showing of which program the instruction being
execu_’ted by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS5 programs
shown in FIG. B84.

‘The called AP instructing signal 8552c¢ shows which

program of the application programs AP1, AP2, AP3, and MAIR
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and OS programs the program module of the call destination
belongs when a program module being executed by the CPU 552
calls up another program module.

Further, the CﬁU 552 halts the CPU data bus 506 and
its opergtion when as explained later the switch c;rcuit
561 enters a disconnection state.

Next, the judgment circuit 560 will be explained in
detail.

The judgment circuit 560 generates a judgment result
signal S560 based on the instruction type instrﬁcting signal
S8552a and executing AP instructing signal S$552b input from
the CPU 552 and the address CPQ_ADR.input through the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuration of the judgment
circuit 560 shown in FIG. 89.

As shown in FIG. 90, the judgment circuit 560 has a
selection circuit 570, fetch judgment circuit 571, read
judgment circuit 572, and write judgment circuit 573.

The seleétion circuit 570 conﬂects the switch 574 to
one terminal of the terminals 575_1, 575 2, and 575_3 based
on the instruction type instructing signal S552a inﬁut from
the CPU 552 shown in FIG. 89.

Specifically, the selection circuit 570 connects the

switch 574b to the terminal 575 1 when the instruction type
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instructing signal S$552a indicates a fetch instruction.

Due to this, the fetch judgment result signal $571
output from the fetch.judgment.circuit 571 is output through
the terminal 575 1 and switch 574 as the judgment result
signal S560 from the judgment circuit 560 to the switch
circuit 561,

Further, the selection circuit 570 connects the switch
574 to the terminal 575.2 when the instruction type
instructing signal S$552a indicates a read instrucﬁion.

Due to this, the read judgment result signal 8572
output from the read judgment circuit 572 is output through.

the terminal 575_2 and switch 574 as the judgment result

‘signal 8560 from the Jjudgment circuit 560 to the switch

circuit 561.
Further, the selection circuit 570 connects the switch
574 to the terminal 575_3 when the instruction type
instructing signal S552a indicates a write instr&ction.
Due to this, the write judgment result signal S573

Oﬁtput from the write judgment circuit 573 is ocutput through

the terminal 575 3 and switch 574 as the judgment result

signal S560 from the judgment circuit 560 to the switch

circuit 561.
The fetch judgment circuit 571 uses the executing AP
instructing signal $552b, called AP instructing signal S552c¢,

and address CPU_ADR input from the CPU 552 to generate the
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fetch judgment result signal S$571 and ocutputs this toward
the terminal 575 1 of the selection circuit 570.

FIGl. 91 is a view of the configuration of the fetch
judgment circuit 571 shown in FIG. 90.

As shown in FIG. 91, the fetch judgment circuit 571
has a storage unit 581 _1 and judgment unit 582 1.

The storage unit 581 1 stores the fetch access range
defining data 584 1 and fetch intexr-AP ¢all relation defining
data 5B.

The fetch access range defining data 584 1 defines
the addresses in the memory 553 accessible when the CPU 552
is executing the fetch instruction for each case where the
CPU 552 is executing programs of the 0S layer and application
programs MAIN, APl1, AP2Z2, and AP3 shown in FIG. 84.

FIG. 92 is a view for eJ_{pl_aining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the
programs of the OS5 layer and the application programs MAIN,
API, APZ, and AP3 shown in FIG. 84. -

The "FROM" in the row {horizontal) direction shows
the start address of the storage area in the memory 5-53 where
storage of the program of the corresponding column is
allowed.

The “"FROM" in the row direction shows the start address

‘of the address range of the niemory 553 where the program
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of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

For example, the application program APl is allowed
access to the range of the addresses “2000H" to "2FFFH" of‘
the memory 553.

The fetch interMAE call relation defining data 585 1
shows the combinations of programs to which program modules

which may be called from or called belong when a program

module is called up when the CPU 552 is executing a fetch

instruction.

FIG. 93 is a view for explaining the fetch inter-AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs

of the OS layer and applicatien_programs MAIN, APl, AP2,

and AP3 shown in FIG. B4.

The row direction of FIG. 93 shows the programs of
the OS5 layer and application programs MAIN, AP1, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows

-show whether a program module of a program of the

corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates

that call up is allowed, while the "x" indicates that callup
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is not allowed.

For example, a program module of the application
program APl is allowad to call up a program module of an
0SS program, MAIN, and application program AP3, but is not
allowed to call up a program module of the application program
APZ.

The judgment unit 582 1 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 92
corresponding to the program indicated by the executing AP
instructing signal 8552b based on the éxecuting AP
instructing signal $552b and address CPU“ADR input f£rom the
CPU 552 shown in FIG. 89 and the fetch access range defining
data 584;1 read from the storage unit 581_1.

" When judging that it is included in that judgment,
the judgment unit 582 1 for example generates a fetch
judgment result signal 8571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 1 generates for
example a fetch judgment result signal S571 instructing
diSCanecticn {break) and outputs it toward the terminal
575 1 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
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executed by the CPU 552 calls up a program module of another |
program, the judgment unit 582 1 judges if that callup is
aliowed by the combination shown by the fetch inter-AP call
relation defining data 585 1 shown in FIG. 93 based on the
executing AP imstructing signal S552b and called AP
instructing signal S$552c¢c input from the CPU 552 shown in
FIG. 89 and the fetch inter-AP call relation defining data
585 1 read from the storage unit-581m1.

When judging that it is allowed in that judgment, the
judgment unit 582 1 for example generates a fetch judgment
result signal S$571 instructing connection and outputs this
toward the terminal 575 1 of the selection circuit 570 shown
in FIG. 90.

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 1 genérates for
example a fetch judgment result signal 8571 instructing

disconnection and outputs this toward the terminal 575 1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal S552b, called AP instructing signal 35520,
#nd address CPU_ADR input from the CPU 552 ﬁo generate the
read judgment result sigpal 8572 and outputs this'towafd
the terminal 575_2 of the selection circqit‘STO.

FIG. 94 is a view of the configﬁration of the read

judgment circuit 572. shown in FIG. 90.
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As shown in FIG. 94, the read judgment circuit 572
ﬁas'a storage unit 581_2 and judgment unit 582 2.

The storage unit 581 2 stores the read access range
defining data 584 2 and read inter—AP call relation defining
data 585 2. |

The read access range defining data 584 2 defines the-
addresses in the memory 553 accessible when'the CPU 552 is
executing a read instruction for each case where the CPU
552 is executing programs of the 0OS layer and application
programs MAIN, AP1l, AP2, and AP3 shown in FIG. B4.

FIG. 95 is a view for explaining the read access range
defining data 584 2.

The column (vertical) direction in FIG. 95 shows the
programs of the OS layer and the application programs MAIN,
APL, AP2, and AP3 shown in FIG. 84.

Tﬁe "FROM" in the row (horizontal} direction shows
the start ad&xess of the storage area in the memory 553 where
storage of the program of the corresponding column is
allowed.

The "FROM" in ther row direction shows the start address
of the address range of the memory 553 where the proqrém
of the corresponding column is allowed aécess.

The "TO" in the row direction shows the end address

of the address range of the memory 553 where the program

of the corresponding column is allowed access.
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The read inter-AP call relation defining data 585 2
shows the combinations of programs to which program modules
which may call from or be called from belong when a program
module is called up when the CPU 552 is executing. a read
instruction.

FIG. 96 is a view for explaining the read inter-AP
call relation defining data 585_2.

The column direction of FIG. 96 shows the programs
of the 08 layer and application programs MAIN, AP1, APZ,
and AP3 shown in FIG. 84.

The row direction of FIG. 96 shows the programs of
the 0S5 layer and application programs MAIN, APl, AP2, and
AP3 shown in FIG. 84.

The intersecting positions of the columns and rows
show whether a program module of a program of the
corresponding column is éllowed.to call up a,progran;mbdule
of a program ofuthe corresponding row. The "o" indicates
that callup is allowed, while the “x" indicates that callup
is not allowed.

The judgment unit 582 2 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and “TO" of the column éhown in FIG. 95
corresponding to the program indicated by the executing AP
instructing signal;SSSZb based'on the executing AP

instructing signal S552b and address CPU ADR input from the
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CPU 552 shown in FIG. 89 and the read access range defining
data 584 2 read from the storage unit 581_2.

When judging that it is included in that Jjudgment,
the judgment unit 582 2 for example generates a read judgment
result signal S572 instructing connection and outputs it
towgrd.the terminal 575 2 of the selection circuit 570 shownA
in FIG. 90.

On the other hand, when judging that it is not included
in that judgment, the judgment unit 582 2 generates for
example a read judgment result signal 5572 instructing
disconnection {(break) and outputs it toward the terminal
575_2 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program being
executed by the CPU 552 calls up a program module of another
program, the judgment unit 582 2 judges if that callup is
aliowed by the combination shown by the read inter-AP call
relation defining data 585 2 shown in FIG. 96 based on the

executing AP instructing Signal 5552b and called AP

~instructing signal S552¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data
585 _2 read from the storage unit 581 2.

When judging_ that it is allowed in that judgment, the
judgment unit 582 2 for example generates a read judgment
#esult signal 8572 instructing connéction and outputs this

toward the terminal 575_2 of the se’lectidn circuit 570 shown
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On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 2 generates for
example a read judgment result signal S572 instructing
disconnection and outputs this toward the terminal 575 2
of the selection circuit 570 shown in FIG. 90.

The write judgment circuit 573 uses the executing AP
instructglng signal S552b, called AP instructing signal $552c¢
and addréss CPU_ADR input from the CPU 552 to generate the
write judgﬁent result signal 8573 and ocutputs this toward
the terminal 575 3 of the selection circuit S570.

EIG. 97 is a view of the confiquration of the write
Jjudgment circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581 3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584 3 and write inter-AP call relation defining
data 585 3.

The write access range defining daﬁa 584 3 defines
the addresses in the memoxry 553 accessible when the CPU 582
is‘executing the write instruction for each cése where the

CPU 552 is executing programs of the 0S layer and application

. programs MAIN, APl, AP2, and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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The column (vertical) direction in FIG. 98 shows the
programs of the OS layer and the application programs MAIN,
APl, AP2, and AP3 shown in FIG. 84.

The "FROM" in the row (horizontal} direction shows
the start address of the storage area in thelmemory’SSB where
storage of the pr&gram of the corresponding c¢olumn is
allowed.

The "FROM" in the row direction shows the start address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program
of the corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shows the combinations of programs to which program modules

which may call or be called from belong when a program module

'is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for explaining the write inter-AP

call relation defining data 585 3.

The column direction of FIG. 99 shows the programs

of the OS layer and application programs MAIN, AP1, AP2,

and AP3 shown in FIG. 84,

.The row direction of FIG. 29 shows the'programs of

 the 0S8 layer and application programs MAIN, AP1l, AP2, and

AP3 shown in FIG. 84.
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The intersecting positions of the columns and rows
show whether a program module of a program of the
corresponding column is allowed to call up a program module
of a program of the corresponding row. The "o" indicates
that callup is allowed, while the "x" indicates that callup
is not allowed.

The judgment unit 582 3 judges if the address CPU_ADR
is included in the address range of the memory 553 defined
by the "FROM" and "TO" of the column shown in FIG. 98
corresponding to the program indicated by the executing AP
instructing signal S552b based on the execut_ix}g AP
instructing signal 8552b and address CPU__ADR input from the

CPU 552 shown in FIG. 89 and the write access range defining

-data 584_3 read from the storage unit 581 3.

When judging that it is included in that judgment,
the judgment unit 582 3 for example generates a write
judgment result signal S573 instructing connection and

outputs it toward the terminal 575 3 of the selection cixcuit

‘570 shown in FIG. 90.

. On the othe.;c hand, when judging that it is not included
in that judgment, the Judgment un:it 582 3 generates for
example a write judgment result signal 8573 instructing
disconnection {b-rea.k) and outputs it toward the terminal
575_3 of the selection circuit 578 shown in FIG. 90.

Further, when a program module of a program being
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executed by the CPU 552 calls up a program module of another
program, the judgment unit 582 3 judges if that callup is
allowed by the combination shown by the write inter-AP call
relation defining data 585 3 shown in FIG. 99 based on the
exeéuting-AP instructing signal 8552b and called AP
instructing signal S552c input from the CPU 552 shown in
FIG. 89 and the write inter-AP call relation defining data
585_3 read from the storage unit SBIMB.'

When judging that it is allowed in that judgment, the
judgment unit 582 3 for example generates a write judgment
result signal 8573 instructing connection and outputs this
toward the terminal 575 3 of the selection cizrcuit 570 shown
in FIG. 90 .

On the other hand, when judging that it is not allowed
in that judgment, the judgment unit 582 3 generates for
example a write Jjudgment result‘signal 8573 instructing
disconnection and outputs this toward the terminal 575 3
of the selection circuit 570 shown in FIG. 90.

Next, the selection circuit 570 will be explained.r

The selection circuit 570 connects the switch 574 to
one of the terminals 575_1, 575_2, and 575_3 based on the
instruction type instructing signal S$552a from the CPU 552.

‘Specificaily, when the instruction éype instructing
sigﬁal 8552a'indicﬁtes'a'fetch insfructicn, the selection

circuit 570 connects the switch 574 to the terminal 575 1
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and outputs the fetch judgment result signal S$571 as the
judgment.:ésult 5560 to the switch circuit 561. Due to this,
the connection/disconnection of the switch circuit 561 is
controlled by the fetch judgment result signal S§571.

Further, when the instruction type instructing signal
8552a indicates a read instruction, the selection circuit‘
570 connects the switch 574 to the terminal 5'75”___2 and outputs
the read judgment result signal 8572 as the judgment result
8560 to the switch circuit 561. Due to this, the
connection/disconnection of the switch circuit 561 is
controlled by the read judgment result signal S§572.

Further, when the instruction type instructing signal
3552a indicates a write instruction, the selection circuit
570 connects the switch 574 to the terminal 575 3 and outputs
the write judgment result signal S573 as the judgment result‘
8560 to the switch circuit 561. Due to this, the
éonnection/disconne-cticn of the switch circuit 561 is
controlled by the w#ite judgment result signal S573.

Next, examples of the operation of the computer 551
wiil be explained.

[First Example of Operation}

NHext, an example of the operation where the computer

551 executes a fetch instruction in the process of executicn

- of a program module of the application program AP1 and

designates the address "2106H" of the address memory 553
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will be explained.

In this case, a CPU_ADR indicating "2100H" flows on
the CPU address bus 507, and an instruction type instructing
signal S552a indicating a fetch instruction and an axecuting
AP instructing signal $552b indicating APl are cutput from
the CPU 552 to the judgment circuit 560.

Further, the judgment unit 582 1 shown in FIG. 91
judges if the address "2100H" is included in the address
range "2000H" to “2FFFH" of the memory 553 defined by the
"FROM" and “"TO" of the column shown in FIG. 92 corresponding
to the APl based on the executing AP instructing signal S552b
and address CPU_ADR input from the CPU 552 and fetch access
range defining data 584 1 éhown in FIG. 92 read from the
storage unit 581

Further, the judgment unit 582 1 generates a fetch
jﬁdgment result signal 8571 instructing connection and
outputs it toward the terminal 575 1 of the selection circuit
.570 shown in FIG. 90.

Further-, the selection circuit 570 connects the switch

574 to the terminal 575 1 since the instruction type

- instructing signal S552a indicates a fetch.

Due to this, a fetch judgment result signal S571

instructing connection is output through the selection

circuit 570 as the judgment result signal $§560 to the switch

- circuit 561 shown in FIG. 89.
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Further, the switch circuit 561 places the CPU data
bus 506 and memory data bus 562 in the connection state to
allow the CPU 552 to access the memory 553,

Note that, in the above explained case, when the
address CPU ADR indicates "3100H", since that address is
not included in the address range "2000H" to "2FFFHY, a fetchk
judgment result signal S571 instructing disconnection is
output from the selection circuit 570 to the switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
bus 506 and memory data bus 562 in thé disconnection state
to prevent the CPU 552 from accessling the memory 553.

[Operatioﬁ of Second Example]

Next, an example of the operation in the case where
a program module of the application program AP2 calls up
a program of the application program APl when the computer
551 executes a read instruction will be explained.

In this casé, the executing AP instructing signal S552b
showing AP2 and the called AP instructing signal S552c¢
showing APl are output from the CPU 552 to the read judgment
circuit 572 |

- The judgment unit 582 2 of the read judgment circuit

572 views the read inter—AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to APL

is allowed.

Further, the judgment unit 582 2 generates a read
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judgment result signal S$572 instructing connection and
outputs this toward tﬁe terminal 575 2 of thé selection
circuit 570 shown in FIG, 90;

Further, the selection circuit 570 connects the switch
574 to the terminal 575 2 since the instruction type
instructing‘signal 8552a indicates a read instruction.

Due to this, a read judgment result signal S§572
instructing connection is output through the selection
circuit 570 as the judgment result signal S560 to the switch
circuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus
506 and memory data bus 562 to the a.onnection state, whereby
the CPU 552 can access the memory 553.

On the other hand, in the above case, when the program
module of the a?plication program APZ calls up a program
of the application program AP3, it is judged from. the read
inter-AP call relation defining data 585 2 shown in FIG.
96 that a call from the AP2 to AP32 is not allowed.

Further, the judgment unit 582 2 generates the read

judgment result signal S572 instructing disconnection and
. outputs this toward the terminal 575 2 of the selection

‘circuit 570 shown in FIG. 90.

Due to this, a read judgment result signal sh'2
instrﬁcting disconnection is output through the selection

circuit 570 as the judgment result signal 8560 to the switch
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circuit 561 shown in FIG. 89.

Further, the switch circuit 561 sets the CPU data bus
506 and memory data bus 562 to the disconnection state to
prevent the CPU 552 from accessing the memory 553.

As explained above, the judgment circuit 560 and switch
cizrcuit 561 determine the connection state between the memory -
553 and CPU data bus 506 based on data defined in advance
in accordance with each program in accerdance with a program
being executed by the CPU 552.

Therefore, an application program being executed by
the CPU 552 ¢an.be prevented from illicitly accessing
instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

_application programs even when the CPU 552 is executiﬁg a

plurality of application programs.
The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the

case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584__1 ; fetch inter-AP call

relation defining data 585 1, read access ranée defining

data 584 2, read inter-AP call relation defining data 585 2,

~ write access range defining data 584_3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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in a state encrypted using key information K.

In this case, the judgment circuit 560 holds the key
information K and decryption program 590, accesses the IC
card 558 through the CPU data bus 506 and communication

circuit 504, reads the fetch access range defining data'584 1,

fetch inter-AP call relation defining data 585_1, read access

range defining data 584 2, read inter-AP call relation
defining data 585 2, write access range defining data 584 3,
and write inter-AP call relation defining data '585___3 from
the IC card 558, and uses the same decrypted using a
predetermiged décryption program 590 and key information
K.

Further, the present inventioﬁ may store the above
decryption program in an encrypted state in the IC card 558,

read this thx:ough the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,
store the decrypted decryption program in the memory 553,
and have the judgment circuit 560 read and execute the
deéryption program from the memory 553.

Furthér , in the above explained embodi_.x’nent, the case

wag shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal S$552b-and called AP

instructing signal S552¢, but these signals may also be

generated, as shown in FIG. 101, by the judgment circuit
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560 monitoring the CPU address bus 507.

Seventh Embodiment

The present embodiment is an embodiment corresponding
to the 20th and 21st aspegts of the invention.

FIG. 102 is a view of the configuration of a
semiconductor chip 631 of an embodiment of the present
invention.

As shown in‘FIG. 102, the semiconductor chip 631 has
an internal memory 632, switch circuit 633, switch circuit
634, judgment circuit 635, selection circuit 636, and CPU
637.

The internal memory 632, switch circuit 633, switch
circuit 634, judgment circuit 635, and CPU 637 are connected
to a CPU data busg 640.

The internal memory 632, judgment ciréuit €35, and
CPU 637 are connected ﬁo an address bus 641.

The internal memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the internal memory 632 is further connected
to an internal datarbus 643,

Further, the switch circuit 634 is further connected
through an external data bus 644 to an external memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

- 661.
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Here, the semiconductor chip 631 corresponds to the
semiconductor circuit of the first aspect of the invention,
the CPU data bus 640 corresponds to the first transmission
line of the first semiconductor circuit, the program module

PM 1 corresponds to an instruction for executing a program

.of the first aspect of the invention, the internal memory

632 corresponds to the storage circuit of the first aspect
of the invention, the CPU 637 corresponds to the precessing
circuit of the first aspect of the invention, the switch
circuit 633 corresponds to the first connection switching
circuit of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching

circuit of the first aspect of the invention, the judgment

circuit 635 corresponds to the connection control circuit
éf the first aspect of the invention, the selection circuit
€36 correqunds to the third connection switching circuit
of the first aspect of the invention, the external memory
660 coﬁreSponds to the storage apparatus of the first aspect
of the invention, and the debugger 661 corresponds to the
external apparatus of the first aspect of the invention.

Further, the signal line 642 corresponds to the third
transmission line of the first aspect of the invention, while
the address bus 641 co#responds to the fourth transmission
line of the first aspect of the invention.

Further, the judgment result signal S635a corresponds
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to the first control signal of the first aspect of the
invention, the judgment result signal S635b correspénds to
the second control signa;.l of the first aspect of the invention,
and the judgment result signal S635c corresponds to the third
control signal of the first aspect of the invention.

FIG. 103 is a view for explaining the software
configuration of the semiconductor chip 631 shown in FXG.
102.

In FIG. 103, the bottommost layer is the hardware layer,
that is, the hardware component of the semiconductor chip
631 shown in FIG. 102.

Above the hardware layer is positioned a communication
driver layer. The communication driver layer has positioned
in it a cémmunicaéion driver layer for controlling tﬁe
communication. The program of the communication driver layer
is usually stored in a nonvolatile.memory.

Above the communication driver layer is an operating

: system (OS) layer for providing the program forming the

foundation for the operation of the semiconductor ch:i.p.631.
Thg 08 layer provides the highest application (AP) layer
with highe;f concept serviCes comparéd with the lower layers.
Further, above the 0S layer is an AP layer defining
f:he specific functions- {(services) realized by the
semiconductor chip 631. The AP layer has, for example,

application programs APl, AP2, and AP3 realized by the
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program modules PM 1, PM 2, and PM 3 shown in FIG. 102.

The internal memory 632 stores the program module PM 1
of the application program AP1 shown in FIG. 103.

FiIG. 104 is a view for explaining the configuration
of the program module PM 1.

As shown.in F1G. 104, the program module PM 1 is
comprised of a plurality of function modules. FIG. 104 shows
the case where it is comprised of n number of function modules
FM 1 to FM n.

As shown in FIG. 104, the instruction (code) at the
head of each of the function modules FM 1 to EM n is an unlock
instrﬁction, while the tail instruction is a lock
instruction.

Here, a lock.instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next unlock
instruction.

Further, an unlock instruction is an instruction
instructing‘the switch circuit 633 to switch to the
disconnection state. |

The.switch circuit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch‘circuiﬁ 633 becomes either the connection

state or disconnection state based on the judgment result

-signal $635a input from the judgment circuit 635.
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The switch circuit 634 is interposed between the CPU
data bus 640 and external data bus 644.

The switch circuit 634 becomes either the connection
state or disconnection state based on the judgment result
signal S635b input from the judgment circuit 635.

The judgment circuit 635 monitors the address bus 641\
and signal line 642. When the address signal output by the
CPU 637 to the gddress bus 641 indicates the address where
the program module PM 1 is stored in the internal memory
632,andtheinstructiontwpeimstructingsignalSGB?aoutput
by the CPU 637 to the signal line 642 indicates a fetch
instruction, it generates a judgment result signal S635a
instructihg gonﬁection. In other cases, it generates a
Jjudgment result signal S635a instructing disconnection,

The jﬁdgment circuit 635 outputs the judgmént result
signal 5635a to the switch circuit 633, |

Further, when the judgment circuit 635 generates a
judgment result signal SGBSa,instxucting connectién, it
generates a judgment result signal S635b inétructing
disconnection and outputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

Judgment result signal S635a instructing disconnection, it

geﬁerates a Jjudgment result signal S635b instructing

. connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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judgment result signal S635a instructing connection, it
generates a judgment result signal S635c¢ instructing
invalidity/disconnection and outputs this to the selection
circuit 636,

Further, when the judgment circuit 635 generates a
Jjudgment resuit signal S635a instructing diséonnection, it‘
generates a judgment result signal S635c¢ instructing
validity/connection and ocutputs this to the selection
circuit 636.

Further, when a function module in the program module
PM 1 is called up by a branch instruction included in another
function ﬁodule being executed by the CPU 637 during
execution of the program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 ocutputs a judgment
result signal S635a instructing connection to the switch
circuit 633 conditional on the instruction atgthe head of
the called function module first starting a fetch (that is,
when a branch instructipn desighating the instruction at
the head of the called function module is being executed).

As expiained using. FIG. 104, since the head of each
function module has an unlock instruction (disconnection

release instruction of the first aspect of the invention)

‘positionedat it, the judgment circuit 635 outputs a judgment

result signal S$635a instructing connection to the switch

circuit 633 based on the unlock instruction until-the naxt



i0

15

20

25

- 183 -

lock instruction (disconnection start instruction of the
first aspect of the invention) is executed. At this time,
as explained earlier, the switch circuit 634 is issued a
judgment result signal $635b instructing disconnection,
while the selection circuit 636 is issued a Jjudgment result
signal S635c¢c instructing invalidity/disconnection, s0 a
temporary halt of the operation of the CPU 637 by the debugger
661 or acguisition of the CPU intérnal status information
from the CPU 637 are not possible. Therefore, the function
modules FM 1 to FM n showﬁ in FIG. 104 canpot be accessed
from the program modules P.H___Z and PM 3 present in the external
memory 660 or the debugger 661.

Further, when a function module in the program module
PM 1 is called up by the CPU 637 executing a branch
instruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when first fetching an instruction other than the
instruction positiéned at the head of the fﬁnction modﬁle
of that call destination, the judgment circuit 635 outputs
a judgment result signal S635a instructing disconnection

to the switch circuit 633. Further, in this case, the judgment

‘circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635c from the judgment

circuit 635 indicates invalidity/disconnection, the
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selection circuit 636 invalidates the HALT signal S661a input
from the debugger 661 (operation halt request of first aspect
of the invention) and does not output it to the CPU 637.
Here, the HALT signal Sé6la is a signal instructing a
temporary halt to the operation of the CPU 637.

Whenthejudgmentresultsignal363&:frmnthejudgment‘
circuit:SBSlindicates invalidity/disconnection, the
selection circuit 636 invalidates the CPU internal status
read request signal S661lb and CPU internal status rewrite
request signal S66lc input from the debugger 661 and does
not output thgm to the CPU 637.

Here, the CPU internal status read request signal $661b
is a signal for requesting information showing the internal
status of the CPU 637.

The CPU internal statué rewrite request signal S66lc
is a signal for requesting a rewrite ofsinformétion shoWing
the internal status of the CPU 63?.

On the other ‘hand, when the judgment result signal
$635c from the judgment circuit 635 indicates
validity/connecticn; the selection circﬁit 636 outputs the
HALT signal S66la input from the debugger 661 to the CPU
637. |

When the judggient result signal 86350 from the Judgment
circuit 635 indicates validity/connection, the selection

circuit 636 outputs the CPU internal status read request
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signal S661b and CPU internal status rewrite request signal
S66lc input from the debugger 661 to the CPU 637. Further,
the selection circuit 636 outputs the CPU internal status
signal S637d input from t;.he CPU 637 in accordance with the
CPU internal status read request signal $661b to the debugger
661.

The CPU 637 oﬁtputs the address of the internal memory
632 to the addi:ess bus 641 and instruction type instructing

signal S637a showing the type of the instruction being

- executed to the signal line 642 and in accordance with the

same performs processing using the instructions and data
of the program module PM 1 read from the internal memory
632 through the switch circuit 633 and CPU data bus 640.

Further, the CPU 637 outputs the address of the
external memory 660 to the address bus 641 and the instruction
type instructing signal S$637a to the signal line 642 and
in accordance with the same performs processing using the
instructions and data of the.program modules PM 2, PM 3 read
frém the external memory 660 through the external data bus
644, switch circuit 634, and CPU data bps 640.

| When a MT signal-.SGGia is input through the selection
circuit 636 from the debugge§: 661, the CPU 637 halts the
operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

'i'nternal status read request sigral S661b through the
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selection circuit 636 from the debugger 661, it outputs an
internal status signal $637d including information showing
the internal status in the CPU 637 designated by that signal
S661b through the sglection,circuit 636 to the debugger 661.

Further, when the CPU 637 receives as input a CPU
internal status rewrite request signal S66lc through the
selection circuit 636 from the debugger 661, it rewrites
the information showing the internal status of the CPU 637
by the content designated by that signal S66lc. Due to this,
the operation of the CPU 637 is controlled by the debuggef
661.

The debugger 661 uses the HALT signal S$66la in
accordance with the debugging object to céntrol the operation
of the CPU 637, monitofs-the operation of the CPU 637 using
the internal status read request signal S$661b and internal

status signal S637d, and customizes the CPU 637 by the CPU

internal status rewrite request signal S$66lc.

Next, examples of the operation of the semiconductor
chip 631 will be explained.

{First Example of Opefation]

For example, considér the case where the debugger 661
ouﬁputs to the selection circuit 636 one of the HALT signal
S566la, CPU interﬂél status read request signal SGGib, and
CPU internal status rewrite request signal SGGlc.

In this case, when the CPU 637 accesses the internal
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memory 632 through the CPU data bus 640 and switch circuit
633, that is, when the switch circuit 633 is in the connection
state, due to the judgment result signal 36350 from the
judgment circuit 635, the selection circuit 636 becomes the
invalidity/disconnection state, and the selection circuit
636doesnotoutputtheHALTsignalSGGla,CPUinternalstatus-
read request signal S661b, and CPU internal status rewrite
request signal S$66lc to the CPU 637.

Therefore, the debugger 661 cannot access the CPU 637

and cannot access the internal memory 632 either.

On the other hand, when the CPU 637 is not accessing
the internal memory 632, that is, when the switch circuit
633 is in the disconnection state, due to the judgment result
signal S635c from the judgment circuit 635, the selection
circuit 636 becomes the validity/coﬁnection state, and the
selection circuit 636 outputs the HALT signal S66la, CpPU
internal status read request signgl $661b, and CPU internal
status rewrite request signal S66lc to the CPU 637.

Therefore, the debugger 661 can monitor and set the
operation of the CPU 637, but since the switchlcircuit 633
is in the disconnection state, cannot access the internal
memory 632. |

{Second Example of Operation]

For example, consider the case where the CPU 637 is

accessing the external memoxry 660 through the switch circuit



10

15

20

25

- 198 -

634 and external data bus 644,

In this case, due to the judgment result signals S635b
and S635c from the judgment circuit 635, the switch circuit
634 and selection circuit 636 become the connection state,
but due to the judgment result signal S635a, the switch
circuit 633 becomes the &iscoﬁnéction state. Therefore, the

internal memory 632 cannot be accessed from the external

‘data buses 644 and 645.

As explained above, in the semiconductor chip 631,
when the internal memory 632 and the CPU data bus 640 are
in the_connection state, external access from the external
data buses 644 and 645 is not allowed.

Therefore, according to the semiconductor chip 631,
it is possible to reliably protect the program module PM 1
stored in the internal memory 632 from illicit access from

outside of the semiconductor chip 631 and therefore possible

- to maintain the confidentiality of the program module PM 1.

Further, according to the semiconductor chip 631, the

process of execution of the program module PM 1 by the CPU

637 cannot be monitored and analyzed from the outside.
Further, according to the semiconductor chip 631, it
is possible to prevent a confidential program module PM 1

from being illicitly accessed from program modules PM 2 and

"PM 3 stored in the external-mémory 660.

Eighth Embodiment
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The present embodiment is an embodiment corresponding
to the 20th and 21st aspects of the invention.

FIG. 105 is a view of the configuration of the
semiconductor chip 6131 of an embodiment of the present
invention.

As shown in FIG. 105, the semiconductor chip 6131 has‘
an encryption/decryption circuit 6134, judgment circuit 6135,
selection circuit 6136, and CPU 6137,

The encryption/decryption circuit 6134 and CPU 6137
are connected toc a CPU data bus 6140.

The judgment c;rcuit 6135 and CPU 6137 are connected
to an address bus 6141.

The judgment circuit 6135 and CPU 6137 are connected
to a signal line 6142.

Further, the encryption/decryption circuit 6134 is
further connected through an exterﬁal data bus 6144 to an
external memory 6160

Further, the selection circuit 6136 is further
connected through an external data bus 6145 to a debugger
6161.

Note that in the semiconductor chip 6131 as well, the
software structure shown in FIG. 103 ié similafly applied.

Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention,

the external data bus 6144 corresponds to the first



10

15

20

25

- 200 -

transmission line of the first aspect of the invention, the
external memory 6160 corresponds to the storage apparatus
of the second aspect of the invention, the program module
PM 1 corresponds to the instruction for executing a program
of the second aspect of the invention, the
encryption/decryption circuit 6134 corresponds to the
encryption/decryption circuit of the second aspect of the
invention, the judgment circuit 6135 coéresponds to the
contrel circuit of the second aspect of the invention, the
selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention, the CPU 6137
corresponds to the second computation circuit, and the .
external data bus 6145 corresponds to the second transmission
line of the second aspect of the invention.

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memory 6160 stores
the program modules PM 1, PM 2, and PM 3.

In the pfesent émboéiment, the case where the program
module PM 1 haé donfidentiality will be illustrated.

The confidential program module PM 1 is encrypted and

‘stored in the external memory 6160. The nonconfidential

program modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuratioﬁ.
of the program module PM 1.

‘As’ shown in FIG. 106, the program module PM 1 is
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comprised of a plurality of function modules. FIG. 106 shows

the case where it is comprised of n number of function modules

FM 1 to FM n.

As shown in FIG. 106, the heads of the function modules
FM 1 to FM n are set with ID number designating information
designating the ID numbers. The ID number designating
instructions are not encrypted.

Here, an ID number is information for identifying a
corresponding function module. As explained later, when the
encryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the _key information to
be used for that decryption.

Further, at the tail ends of the function modules E'M%l
to FM n are placed instructions designating the ID number
as "#0“ (instructions indicating that the following
instructions do not use keys, that is, are not encrypted) .

The function modulas, as shown in FIG. 107, are
encrypted in units of block data of predetermined data
lengths. The b_lock data 1 to n have parity data 1 to n added
to them.

The encryption/dearyption circuit 6134, for example,
encrypts the function modules shown in FIG. 106 of the pProgram
module PM 1 to be written in the external memory 6160, as
shown in FIG. 107, in units of prede_te:rmined block data.

At this time, the encryption/decryption circuit 6134
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enc.rypts each function block using any key information and
sets at the head of each function block unencrypted {(plain
text) ID number designating instructions (information)
designating the ID number for identifying the function
modules as explained earlier using FIG. 106,

Further,; the encryption/decryption circuit 6134
generates and holds the key information table 6190 shown
in FIG. 108 showing the ID numbers designated for the function
modules (key specifying information of the second aspect
of the invention) and key information used for encrypting
the function modules linked together.

Further, when the encryption/decryption circﬁit 6134
encrypts the block data, as shown in- FIG. 107, it generates
parity data for the block data and stores that parity data
linked with the corresponding block data in the external
memory 6160. At this time, the encryption/decryption circuit
6134 generates parity data so that the sum total of the block
data and -parity.data becomes a predetermined value.

Further, the enc;yption/decryption circuit 5134
obtéins key information for the function module .input from
the external memory 6160 by viewing the key :Lnformat:u_on table

6190 shown in FIG. 108 using as a key the ID number desxgnated

by the ID number designating instruction at the head of that

function module. Further, the encryption/decryption circuit

6134 uses that key information to encrypt that function
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module in units of the abéve—mentioned block data.
Further, the encryption/decryption circuit 6134

decrypts the function module, then judges the legitimacy

of the parity data corresponding to that function module.

At this timé, if judging it legitimate, it outputs that

- decrypted data to the CPU 6137. On the other hand, if judging

it is not legitimate, it halts the operation of the CPU 6137
or performs predetemined error processing.

Note that, in the present .embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
is accessing (for example, fetching) a confidential program
module PM 1.

Farther, judgmént circuit ‘6135 geﬁerates a judgment
result signal $6135 instructing validity/connection 'ziznd‘
éuf;puts it to the selection circuit 6136 when the CPU 6137
is not accessing (for example, fetching) a confidential
program module PM 1.

The judgment circuit 6135 monitors the addresses and
instructions Outpﬁt by the CPU 6137 and fiowing over the

address bus 6141 and signal line 6142 and, based on the same,

- Judges if the CPU 6137 is accessing the program module PM 1.
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When the judgment result signal S6135 from the Jjudgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the HALT signal S6161la
input from the debugger 6161 (operation halt request of
second aspect of the invention) and does not output it fo
the CPU 6137. Here, the HALT signal $616la is a signal
instructing to temporarily halt the operaticn of the CPU
6137.

When the judgment result signal S6135 from the judgment
circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
read request signal 56161lb and CPU internal status rewrite
request signal S6161c input from the debugger 6161 and does
not output them to the CPU 6137.

Here, the CPU internal status read request signal
56161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signal S616lc
is a signal requesting rewrite of the information sﬁowing
the internal status of the CPU 6137.

On the other hand, when the judgment result sigﬁal
$6135 from the judgment circuit 6135 indicates
validity/connection, the selection circuit 6136 cutputs the
HALT signal S616la input from the debugger 6161 to the CPU

6137.
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When the judgment result signal S6135 from the jJudgment
circuit 6135 indicates validity/connection, the selection
circuit 6136 outputs the CPU internal status read request
signal S6161b and CPU internal status rewrite request signal
SGlGlc input from the debugger 6161 to the CPU 6137 . Further,
the selection circuit 6136 outputs the CPU internal statué
signal S6137d input from the CPU 6137 in accordance with
the CPU internal status read request signal S6161b to the
debugger 6161.

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instructing signal §6137a showing the type
of the instruction being executed and, in accordance with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data bus 6144 and

~encryption/decryption circuit 6134.

When the CPU 6137 receives as input the HALT siQnal
S616la through the selection circuit 6136 from the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU

internal status read request signal S6161b through the

selection circuit 6136 from the debugger 6161, it outputs
the internal status signal S6137d including information

showing the internal status in the CPU 6137 designated by
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that signal S6161b through the selection circuit 6136 to
tﬁe debugger 6161.

Further, when the CPU 6137 receives the CPU internal
status rewrite request signal $616lc through the selection
circuit 6136 from the debugger 6161, it rewrites the
information showing the internal status of the CPU 6137 bf
the content designated by the signal S6i6ic. Dﬁe to this,
the operation of the CPU 6137 is controlled by the debugger
6161.

The debugger 6161 uses the HALT signal S616la
corresponding to the debugging object to control the
operatiog of the CPU 6137, monitors the operation of the.
CPU 6137 using the internal status read request signal $6161b
and internal status signal S6137d, and customizes the CPU
6137 by the CPU internal status rewrite request signal
S6l6lc.

Next, examples of the coperation of the semiconductor
chip shown in FIG. 105 will be explained.

[First Example of Operation]

In this example of operation, the case where the CPU

6137 writes into the external memory 6160 data of the program

module PM 1 will be explained.
The CPU 6137 outputs the write data through the CPU
data bus 6140 to the encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134
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encrypts the write data, as explained earlier, using key
information corresponding to the function modules in units
of block data and writes the same through the external data
bus 6144 in the external memory 6160. |

Further, information relating to the ‘key information
used for the encryption is added to the key information table.
6190 shown in FIG. 108.

At this time, the judgment circuit 6135 outputs a
Jjudgment result signal S6135 showing
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internai status read request
signal $6161b, and CPU internal status rewrite request signal
S6161c issued from the selection circuit 6136 are not cutput
to the CPU 6137.

Further, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost.

[Second Example of Operation]

In this example of operation, the case whére 'Ehe CPU
6137 reads in.structio.ns or data of the program modulel PM 1
from the external memory 6160 will be explained.

Due 'to a rread instruction issued by the CPU 6137,
instructions or data oié the program module PM 1 are read

from the designated address of the external memory 6160 and
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output through the external data bus 6144 %o the
encryption/decryption circuit 6134.

Further, the encryption/decryption circuit 6134 views
the key information table 6190 shown in FIG. 108 based on
the ID number shown by the ID number designating instruction
set at the head of each function module input and cobtains
the key information corresponding to that ID number .

Further, the encryption/decryption circuit 6134
decrypts the instructions or data read from the external
memory 6160 using that key information in units of block
data and then performs parity pProcessing.

Further, the parity processed data or instructions
are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 ocutputs a
judgment result signal S6135 indicating
invalidity/disconnection to the selection circuit 6136, and-
the HALT signal S616la, CPU internal status read request

signal S6161b, and CPU internal status rewrite request signal

856161c issued from the selection circuit 6136 are not output

to the CPU 6137.

Furthé;, since the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thé confidentiality of ‘the program
module PM 1 is not lost.

As explained above, according to the zemiconductor
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chip 6131, even when storing a confidential program module
PM 1 in an external memory 6160 outside of the semiconductor
chip 6131, the confidentiality of the program module PM 1
can be held. |

That is, when a confidential program module PM 1 stored
in the external memory 6160 is accessed by the CpPU 61.3'7,
the selection circuit 6136 prohibits the debugger 6161 from.

communicating with the CPU 6137, so it is possible to prevent

.the processing of the program module PM_1 being executed

by the CPU 6137 from being illicitly monitored by the debugger
6161.

Further, since parity processing is performed after
decrypting data and instructions read from the externél
memory 616Q, wh'en unsuitable key information is used for
the decryption or when the data and instructions are
destroyed or tampered with, this can be detected by the parity
processing and suitably dealt with.

The present invention is not limited to the above
explained embodiment.

For example, in the above explained embodiment, the.
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the key information, was held
in the judgment circuit 6135, but it i_s alsc possible to
encrypt the key information table 6190 and store it in the

external memory 6160.
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Ninth Embodiment

The present embodiment is an embodiment corresponding
to the 22nd to 24th aspects of the invention.

Next, this embodiment of the present invention will
be explained with reference to the attached drawings.

FIG. 109 is a view of the overall configuration of

the communication system 701 of the present embodiment.

As shown in FIG. 109, the communication system 701
uses the server 702, IC card 703, card reader/writer 704,
personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit 709

to communicate through the Internet 710 and perform

settlement processing or other processing for a procedure

using the IC card 703 (integrated circuit of the presept
invention) .

The SAM unit 709 (data processing apparatus of the
present invention) has an external memory 707 (storage
circuit of the present invention) and SAM chip 708
(semiconductor circuit of the present invention}.

The SAM chip 708, if necessary, transfers data with
another SAM chip 708a (other semiconductoxr circuit.of ﬁhe
present invention) . The SAM chip 708a, for example, as shown
in FIG. 110, is connected with anoﬁhar ASP server 7i9a
different from the SAM chip 708 or, as shown in FIG. iii,

7is connected to the same ASP server 719 as the SAM chip 708.
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The configuration of the SAM chip 708a is basically
the same as the SAM chip 708.

Next, the components shown in FIG. 109 will be
explained.

{IC Card 703]

FIG. 112 is a functional block diagram of an IC card.
703. ' |

As shown in FIG. 112, the IC card 703 has an IC
(integrated circuit) 703a provided with a memory 750 and
CrPU 751.

The memory 750, as éhown in FIG. 113, has a storage
area 755 1 used by a credit card company or other éervice
business 715 1, a storage area 755_2 used by a service
business 715 2, and a storage area 755 3 used by a service
business 715_3.

Further, the memory 750 stores key data used for

judging an access right to the storage area 755 1, key data

used for judging an access right to the storage area 755 2,

and key data used for judging an access right to the storage
area 755 3. That key data is used for ﬁutual. auth_entiaatibn,
data‘enéryption and decryption, etc.
Further, the memory 750 stores identification
information of the IC card 703 or user of the IC card 703.
Next, the SAM unit 709 will be explained in detail.

The SAM unit 709, as explained earlier, has an external
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memory 707 (storage circuit of the present invention) and
SAM chip 708 (semiconductor circuit of the present
invention} .

[Software Configuration of SAM chip 708]

The SAM chip 708 has the software configuration as
shown in FIG. 114.

As shown in FIG. 114, the SAM chip 708 has, from the
bottom layer tdward the top layer, an HW (hardware) layer,
0S8 layer, lqwer handler layer, higher handler layer and AP
layer.

The lower handler layer include a driver layer.

Here, in the AP layer, applicaﬁion Programs AP 1, AP 2,
and‘AR_B (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
card companies or other businesses 715_1, 715 2, and 715 3
shown in FIG. 109 are read out and rﬁn from the external
memory 7T07.

In the AP layer, the application programs AP 1, AP 2,
and AP 3 and the higher handler layer are provided between
them with firewalls FW.

[External Memory 707]

FIG. 115 is a view for éxplaining the storage areas

of the external memory 707.

As shown in FIG. 115, the storage areas of the external

Imemory 707 include an AP storage area 7220 1 in which the
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application program AP 1 of the service business 715 1 is
stored, an AP storage area 7220 2 in which the application
program AP 2 of the sexrvice business 715 2 is stored, an

AP storage area 7220 3 in which the application program AP 3
of the service business 715_3 is stored, and an AP management
storage area 7221 used by the manager of the SAM chip 708.‘

The application program AP 1 stored in the AP storage
area 7220 _1 is comprised of a later explained plurality of
application element data APE (data modules of the present
invention) . Access to the AP storage area 7220 1 is
restricted by ﬁhe firewall FW 1.

The application program AP 2 stored in the AP storage
area 7220 2.is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 _2 is restricted by the firewall FW_1.

The applicatibn,program.APuﬁ stored in the AP storage
area 7220 3 is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220_3 is restricted by the firewall FW_1.

In the present embodiment, the application element
data APE is the minimum ugit downloaded for example from
outside of the SAM unit 709 to the external memory 707. The
pumber of application element déta APE forming each
application program can be freely determined by the

corresponding service business.
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étored‘in the external memory 707 are scrambled. They are
descrambled when read into the SAM chip 708.
Further, the application programs AP 1, AP 2, and AP 3
are, for example, produced by the service businesses 715 1,
715_2, and 715 3 using the personal computers 716_1, 716 2,
and 716_3 shown in FIG. 109 and downloaded through the SAM
chip 708 to the external memory 707.
Next, the application programs AP 1, AP 2, and AP 3
will be explained in detail.
There are one or more application pPrograms for each
service business in the SAM.
The application programs AP 1, AP 2, and AP 3
(hereinafter also referred to as AP) :;lre, as shown in FIG.
116, each comprised identification data AP ID for

identifying the application program AP, data APE NUM showing

' the number of the application element data APE included in

that application program, and one or more épplication element
data APE.

The identification data AP ID is set to be diffex_:ent
for each service business.

As shown in FIG. 116, the applicaﬁion element data
APE is comprised of data APE_SIZE showing the data size of
that application element data APE, identification data

APE_ID for identifying that application element data APE,
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and the data proper APE PL.

Here, the identification data APE ID is comprised of
data APE TYPE showing the type of the application element
data APE and the data INS NUM showing the identification
number (instance idéntification number} of the application
element data APE within that type. The data INS NUM is managed‘
by the end user (service business} side.

For example, when the application element data APE
is the file system configuration, the data APE TYPE becomes
"2" and the data INS NUM becomes "1". Due to this, if the
same SAM, it is possible to specify the application element

data APE unambiguously by the identification data APE ID.

The external memory 707 shown in FIG. 115 stores the

above explained application programs AP (AP_1, AB;2, and

- AP_3) encrypted by the encryption key data K AP outside of

the SAM unit 709 as the application program package APP.

As the enéryption key data K AP, encryption key data
differing for each application program is used.

Next, the types of the application element data APE
explained using FIG. 116 will be explained.

FIG. 117 is a view showing an example of the application
element data APE stored in one AP area.

As shown in FIG. 117, the AP area stores card access

key data, file system configuration data, SAM mutual
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authentication key data, inter-SAM key package key data,
IC card operation macro command script program (processing
routine data of the present invention), a memory division
key package, area registration key package, area deletion
key package, service registration key package, service
deletion key package, and AP resource key data K APE as the 
application element data APE.

Next, the application element data APE shown in FIG.
117 will be explained.

o Caxrd Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the.memory 750 of
the IC card 703. Further, key data to be viewed by the later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as ﬁhe card access key data.

el File System Configuration Data

The file system configuration data, for example,
includes log data, negative data, and genre data.

The log data is for ekample data of the history of

use of the application element data APE, the negative.data

'is for example expiration information of the IC card, and

the genre data is for example the record of execution at
the SAM.

For example, the file system configuxation selects
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the type of the file access (record key designation sort
ring) and, if a record key, sets the record size, number
of records as a whole, record signature version, record
signature method type, record data size, and record signature
key. Further, when writing data from the outside in the file
system, it designates whether to perform the signature
verification etc. Here, a "record" is the minimum unit of
writing/reading of file data.

o SAM Mutual Authentication Key Data

This is also used for mutual authentication between

APs in the same SAM.

The SAM mutual authentication key data is key data
used when accessing the corresponding application eiement
data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
tised when exchanging card access key data or other data after
inter-SAM mutual authentication.

o IC Card O*pe;ratic;n Macro Command Script Program

WThe IC card operation macro command script program
is generated by the service business itself and describes
the order of proc:essing relating to the IC card 703 or
transactions with the ASP server 719. The IC card operation
macro command script program is set in the SAM unit 709,

‘then analyzed by the SAM chip 708, whereby the corresponding
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IC card entity data is generated.

© Memory Division Key Package

The memory division key package is data used for
dividing the storage areas of the external memory 707 or
memory of the IC card 703 before a service business sta;ts
to run a service using the IC card 703.

O Area Registration Key Package

The area registration key Package is data used when
performing area registration in a storage area of the memory
of the IC card 703 before a service business starts running
a service using the IC carxd 703.

© Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automatically generated in the SAM from the card access
key data.

o Service Registration Key (Internal Generation)

The service registration kéy package is used for
registering application element data APE of the éxternal
memory 707 before the service business starts running a
service using the IC card 7063.

The service registra.tiqn key package is a package which
can be éutomatically generated in the SAM from card access
key data.

o Service Deleticn.Key Package (Intexrnal Generation)

The service deletion key package is used for deleting
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application element data APE registered in the external
memory 707.

The service deleticn key package is a package which
can be automatically generated in the SAM from card access .
kaey data.

o Key Data K APE

The key data K APE is used as an encryption key when
setting the application element data APE. Different key data
K _APE is assigned for setting application element data APE
for every AP area.

Next, the above explained IC card operatioﬂ macro
command script program (he;einafter also referred to as a
script program) will be explained in detail.

The script program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service
business 715_1, 715 2, and 715_3 running on the SAM chip
708 and procedures of processing performed by the IC card
703 when executing the application programs.

In the present embodiment, as explained later, as sh.oﬁn
in FIG. 118, the SAM chip 708 performs processing based on
the script download task 769 and gcoript interpretation task
770 and generates from fhe AP management i:ab_le data and script
program the IC card entity template data 7301, input data
block 731 x1, output data block 132 _x2, 1o§ data block 733 x3,

and computation defining data block 734_x4 used for
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procedures relating to the service businesses 715 1, 715 2,
and 715 3

FIG. 119 is a view for explaining the commands used
for describing the IC card operation macro command script
programs.

In the‘commands, comrands for the SAM chip.708 itselfr
are given the-first letter "S", while commands relating to
operation of the IC card 703 are given the first letter "Cv.

Further, the second letter is sélectively used in
accordance with the application. For example, for an issuer
setting declaration of the IC card 703, it is "I", for a
declaration of the application element APE (service type
element declaration), it is "8", for a simple read
deélaration from the IC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an application element data APE computation definition, it
is W“WEW,

The commands used for describing the script programs

721 1, 721 2, and 721 3 include the SC command, SO command,

SI command, SL command, SF command, CI command, CS command ,

CR command, and CW command.

The SC command is a command declaring the number of
the maximum number of IC card entity data which the SZIXM chip
708 can process simultaneously. |

When the SAM chip 708 can simultanedusly'process 1000
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sets of IC card entity data, "SC:1000" is described.

The SO command is a command for declaring the data
block for forming the cutput data block 732_x2 in which the
data read fx:_om the IC card 703 will be stored among the data
blocks provided in the SAM chip 708 when performing
processing using the IC card 703 based on the later explainedr
IC card entity data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 703 in the data
block 1, "SO:1" is described.

The SI command is a command for declaring the data
block for forming the input data block 731 x1 in which the
data to be written in the IC card 703 is stored among the
data blocks provided in the SAM chip 708 when performing
processing using the IC card 703 based on the later explained
IC card entity data.

For examp}.e., when the daﬁa blocks 1 to 10 are provided,

when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL command is a command for declaring ‘the data
block forming the log data block 733 x3 for storing the log
data relating f;o an operation among the data blocks per.i.ded
in the SAM chip 708 when performing processing using the_
IC card 703 based on the later explained IC cé.rd entity data.

For example, when the data blocks 1 to 10 are provided,



10

is%

20

25

- 222 -

when storing the log data‘in the data block 4, "SL:4" is
described,

The SF command is a command for providing the data
block forming the computation defining data blqck 734 x4
describing the definition of the relation between the
application element data APE relating to the IC card 703.

The content of the computation defining data block
734 x4 becomes the pre—processing’ information of the IC card
entity data.

The CI command is a command for declaring the issuer
of the IC card 703 (service business) .

The data speciffiﬁg the service business defined by
the CI command becomes the IC card-typa information of the
IC card entity data.

The CS command is a command for declaring simultaneous

operation of a plurality of services to the IC card 703 by

' citing the name APE N of the application element data APE

{service type elements). The €S command can aiso declare
a function defining processing among application element
data APE‘designated by the name APE N.

For exampla, it is possible to declare
TCS:"Ro"+"He "+ "Wd" " .

Based on the content of the CS command, APE N
designating information of the IC card entityldata and

processing order information are determined.
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The CR command declares to store data read from the
IC card 703 in a designated data block when the relation
among application element data APE is not defined (when SF
command is not described) .

For example, when storing the data read from the IC
caxd 703 in the data block 1, "CR:S0:1="Re"" isg described.r

The CW command declares to write data stored in a
designated data block to the IC card 703 when the relation
among application element data APE is not defined.

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="Wc"" jig described.

The CF command declares the data block for describing
computation content spanning services.

For example, khen describihg computation content
spanning'services in thé SF data block 1, CF:CES_FUNC=SF:1"
is described.

Further, the SF data block 1 has described in it, for

example, ""We"=If ("Wc">10) then ("We"-10;

C"HA"="WeY k0, 08+"Wd"}". This formula expresses the operatiocon

of subtrécting 10 from the value of We when the remaining
number of services We is larger than 10 and adding a number
of points corresponding to 8% of Wc as cumulative points
to Wd.

Next, the data stored in the AP managemeﬁt storage

area 7221 of the external memory 707 shown in FIG. 115 will
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be explained.

Access to the AP management storage area 7221 is
restricted by the firewall FW 4.

Note that, the firewall Fw;ﬁ corresponds to the
firewall FW shown in FIG. 114.

FIG. 120 is a view for explaining details of the data‘
stored in the AP management storage area 722,

The AP management storage area 7221, as shown in FIG.
120, stores the AP management table data 7300_1, 7300 2,
and 7300 3 (management data of the present invention) and
the APP table data 7310_1, 7310 2, and 7310_3 (usage allowing
data of the present invention) .

Here, the AP management table data 7300_1, 7300 2,
and 7300 3 and the APP table data 7310_1, 7310 2, and 7310 _3
are for examplé p#eregistered at the time of setup of the
SAM chip 708. Further, the AP management table data 7300 1,
7300_2, and 7300_3 and the APP table data 7310 1, 7310_2,
and 7310 can be rewritten only by ﬁhe manager of the SAM
chip 708. |

The AP management table data 7300_1, 7300_2, and 7300_3
are defined for each applicatioﬁ program AP.

Further, the APP table data 7310_1, 7310 2, and 7310 _3
aré defined for each SAM mutual authéntication key data.

FIG. 121 is a view for explaining the AP management

table data 7300_1. The AP management table data 7300_2 and
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7300_3 have the same format as the AP management table data
7300_1.

As shown in FIG. 121, it shows the identification data
APE _ID, internal/external designating data IEI,
identification data SAM ID, identification da_.ta AP ID, key
data K CARDA {second key data of the present invention},
key data K_SAM (first key data of the present invention},
data SET APP, data FLAG_IP, and data FLAG STR linked together
for each of the name APE N of the viewed application element
data APE used in the IC card operation macro command script
program,

The name APE N of the application element data APE

"is the name assigned to the service {(application element

data APE) provided by the application program of the service
businesses '7;15___1, 715 2, and 715_3. The name AEE_N is an
identifier viewed instead of | the service number of the
service which the application program of each service
business can use.

Here, the identification data APE_ID is identification
data of the gpplication element data APE.

The internal/external designéting data IEI is a flag

for differentiating between whether the APE exists as an

entity (internal designation), or whether reference is made

from another SAM (external designation} .

The identification data SAM_ ID is identification data
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of the SAM at the other party transferring data when the
SAM chip 708 is performing processing relating to that
application element data APE.

FIG. 122 is a view for explaining the SAM 1ID.

The SAM ID is 4 bytes of data and has a concept of
a net mask similar to a TCP/IP. The net mask can be set in
bit units,

For example, that net mask, as shown in FIG. 122, is
classified into three types, that is, an A class, B class
and C class. Further, between SAM's -to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
for example, the same service business is allocated the same
net mask,

In FIG. 122, the A class net mask is indicated by
"255,XX, XX XX", the higher 1 byte is assigned a predetermined
value for specifying that class, and the lower 3 bytes are
assigned values for specifying the individual SAMs belonging
to that class. Here, "XX" can be set to any value. That igs,
fhe net mask of the A class can be used to define the 16777215
SAM IDs belonging to t-;hat A class.

Further, the B class net mask is indicated by

. "255,255,XX,XX", the higher 2 bytes are assigned

25

predetermined values for specifying that class, and the lower

-2 bytes are assigned values for specifying the individual
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SAMs belonging to that class. That is, the net mask of the
B class can be used to define the 65535 SAM IDs belonging
to that B class.

Further, the C class net mask is indicated by
"255,255,255,XX", the higher 3 bytes are assigned
predetermine& values for specifying that class, and the lower -
1 byte is assigned values for specifying the individual SAMs
belonging to that class. That is, the net mask of the B class
can be used to define the 255 SAM IDs belonging to that C
class.,

The identification data AP_ID is identification data
of an application program executed by the SAM of the other
party transferring data when the SAM chip 708 is performing
processing relating to that application element data APE.

The key data K CARDA is key data used for transfer
of data with the memory 750 of the IC card 703 when the SAM
chip 708 performs.processing relating to that apélication
element data APE.

The key data K SAM is key data used for transfer of

data with another SAM when the SAM chip 708 is performing

processing relating to that application element data APE.

The data SEf;APP is data for specifying the APP table
data 7310_1, 7310_2, and 7310 3 used (vieyed} when the SAM
chip 708.perfoxms pProcessing relating to that application

element data APE.
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The data FLAG IP is flag data showing whether to
disclose data managed (held) by the SAM chip 708 to another
SaM chip 708 etec.

The data FLAG STR is flag data showing whether to allow
data managed (held) by the SAM chip 708 to be held by another
SAM chip 708 etc.

In FIG. 121, the APE N "Service A" is the access key
of the IC carfi 703 defined by the application program in
tha;: SAM 708. The key data of the "Service A" is set to be
not disclosed, so cannot be viewed by an- application program
of another SAM or another applicatién program of the same
SAM.

Further, _ﬁhe "Service C" is the access key of the IC
card 703 defined by that application program. When that SAM
is assigned the net mask of the later explained C class,
the key data of the "Service C" is disclosed to an application
program on the SAM having the SAM_iD "43,17,19,XX". At this
time, the SAM mutual authentication key is "TT1..., TTn"',
Further, whether or not another SAM can hold the key aata
of the "Servide C* until the next use is determined. When

possible, when the other SAM next uses the "Service C" on

the card, it is not necessary to obtain the card access key

again from the SAM. The access key of the Service B is obtained

not from that SAM, but from the SAM having the SAM ID

- "43,13,137 ,¥XX". As the mutual aﬁthentication key between
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SAMs, "SS1... 8S8Sn" is used.

Whether or not the access key of the "Service B" can
be held until the next use is determined by a flag designated
by that SAM,

The "Service B Log" indicates the file in which log
data to which the SAM ID of "43,13,137,XX" is assigned isv
stored. The "Service B Log" is the same SAM net mask as the
"Service B", so the mutual authentication key uses "8S81...
SSn". Here, APP table data is provided for each mutual
authentication key. In this example, permission for
accessing the "Sexrvice B log" and "Service B" is defined
in the APP table data 7310 of the other SAM which the AP
management table data on that other SAM views.

FIG. 123 is a view for explaining the APP table data
7310 1.

The APP table data 7310 _2, 7310 3, and 7310 have the
same format as the APP table data 7319_1.

As shown in FIG. 123, the APP table data 7310_1 shows,
for each application element data APE, its identification

data APE ID and whether that application element data APE

‘can be read, written, or executed from another application

program (another application element data APE}.
For example, the APP table data 7310_1 -shown in FIG.
123 shows for the "Service B log" that reading is possible,

writing is possible, and execution (deletion) is impossible.
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Further, the AP management storage area 7221 of the

external memory 707 shown in FIG. 115 for example stores

AP selection data showing the IC card type data and AP ID

linked together.

The IC card type data shows the type of the IC card
703 shown in FIG. 109 and for example is identification data
of the credit card company performing settlement for
transactions using the IC card 703.

In the present embodiment, the IC card operation macro
command script program defines (describes) in it a service
content combining the name APE N of a plurality of

application element data APE. By reflecting this in the later

-exp}.ained IC card entity data (job management data), it is

possible to provide a service combining services
corresponding to a plurality of application element data
APE.

For example, a gservice combining the service of reading
data from the IC card 703 and the service of writing data
to the server 702 can be defined in the IC card entity data.

Further, the APE N or its service number is an

operational command issued to the IC card 703 and able to

be analyzed by the IC card 703 when performing a service

provided by the service businesses 715 1, 715-2, and 715 3.
The application prdgram AP 1 is defined by the AP

management table data 7300 1 and a predetermined IC card



10

15

20

25

- 231 -

operation macro command script program stored in the external
memory T07.

The application program AP 3 is defined by the AP
management tablé data 7300 _2 and a predetermined IC card
opéeration macro command script program stored in the external
memory 707.

The application program AP 3 is defined by the AP
management table data 7300_3 and a predetermined IC card
operation macro command script program stored in the external
memory 707.

[SAM Chip 708}

The SAM chip 708 is connected through a SCSI port,
the Ethernet, etc. to the ASP sé:_:ver 719. The ASP server
719 is connected through the Internet 7iO'to a plurality
of terminal apparatuses including a personal computer 705
of an end user and personal computers 716 1, 716 2, and 716 3
of service businesses 715 1, 715 2, and 715 3.

The personal computer 705, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 704. The card reader/writer 404 realizes for

example wireless communication corresponding to the‘ physical

level with the IC caxrd 703.

The operational commands to the IC card 703 and
raegponse packets from the IC card 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card
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reader/writer 704, personal computer 705, and ASP server
719 betweern them only act to store the commands and response

content in the data payload portion and relay the same and

'.are not involved in the encryption or decryption of data,

authentication, or other actual operations in the IC card
703.

The personal computers 716_1, 716 2, and 716 _3 can
download the later explained script program to the SAM chip
708 to customize the application programs AP 1, AP 2, and
AP 3. |

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown in FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 766.

The SAM chip 708 is a tamper-resistant module.

The ASPS communication interface unit 760 is an
inﬁerface used for input and output of data with the ASP
server 719 shown in FIG. 109.

The externél memory communication interface unit 761
is an interface used for input and ocutput of data with the
external memory 707.

The bus scramble unit 762 scrambles ocutput data and
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descrambles input data when inputting and outputting data
through the external memory communication interface unit
761

The random number generation unit 763 generates a
random number used at the tin_le of authentication processing.

The encryption/decryption unit 764 encrypts data andl
decrypts anc::yptedr data.

The storage unit 765, as explained later, stores tasks,
programs, and data used by the CPU 766.

The CPU 766 executes the later explained script
download task, script interpretation task, entity generation
task (job management data production task), and IC card
pProcedure management task {job management data management
task) or other tasks based on predetermined programs
{programs of the present invention).

Next, tasks, programs, and data stored in the storage
unit 765 will be explained.

FIG. 125 is a view for explaining the tasks, programs,
and data stored in the storage unit 765.

As shown in FIG. 125, it stores a script download task
769-, script interpretation task ;7'70, entity generation task
771, IC card procedure ma_nagement' task 772, IC cérci operation
macro command script programs 721 _1 to 721 3, AP management

table data 7300_1 to 7300_3, APP table data 7310_13 to 7310_3,

IC card entity template data 730 1 to 730_3, IC card entity
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data??B_x,inputdatablock?Bl_xl,outputdatablock732ux2,
log data block 733 x3, and computation defining data block
734 x4.

The script download task 769, as shown in FIG. 118,
downloads the AP management table data 7300_1 to 7300_3 (if
necessary, the APP table data 7310_1 to 7310_3), for example, |
from the computer of each service business and loads it in
the SAM chip 708.

The script interpretation task 770 uses the service
definition table data (if necessarxry, the APP table data

7310_1 to 7310_3) and script program to generate the IC card

entity template data, input data block, cutput data block,

log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
service business is not particularly limited.

When the entity gene:ation task 771 for example
receives an entity production request from the ASP server
719, it perfonﬁs polling with the IC card 7‘03 . then generates
thé IC card entity data to be used for the prbcessing for
the procedure between that IC card 703 and service business
using the IC card entity plaﬁe data corresponding to that
service business. At this time, the IC card entity piate
data becomes fhe class, and the IC card entity data is

generated as an instance of that class.
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The processing by the entity generation task 771 for
generation of the IC card entity data will be explained in
detail later.

The IC card procedure management task 772 uses one
or more IC card entity data 773 _x present in the storage
unit 765 to execute the processing for a procedure between
the IC card 703 and the service businesses 715 1 to 715 3.

In the present embodiment, the plurality of processing
for procedures performed between the plurality of IC cards
703 and the service businesses 715_1 to 715 3 proceed
simultaneously.

The IC card procedure management task 772 executes
these plurality of processing for procedures in parallel.

The IC card procedure management task 772 deletes the
IC card entity data 773 x when the series of procedures have
been finished.

The processing of the IC card procedure management
task 772 will be explained in detail later.

The script programs 721 1 to 721_3 are input by the
script download task 769 from for example the external memory
707 and stored in the storage unit 765.

Tﬁe AP management table data 7300_1 to 7300 3 are input
by the script download task 769 from for example the external
memory 707 and stored in the storage unit 765.

The APP table data 7310 _1 to 7310 3 are input by the
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script download task 769 from for example the external memory
707 and stored in the storage unit 765.

The IC card entity template data 730 1 to 730 3 are
generxated by the script interpretation task 770 and used
as the templates (classes) when generating the IC card entity
data 773 x of the procedures relating to the servicé
businesses.

The IC card entity data 773 x is generated by the entity
generation task 771 using the IC card entity template data
730_1 to 730_3 as for example the class as an instance of
that class.

The input data block 731_x1, output data block 732 x2,-
log data block 733_x3, and computation defining data bleck
734 x4 are generated by the script interpretation task 770.

Next, the IC card entity data 773 x will be explained.

The IC card entity data 773 x is generated by the entity
generation task 771 in the SAM chip 708 using the already

generated corresponding IC card entity plate data of the

service business for example when the SAM chip 708 receives

from the ASP server 719 a processing request for processing
uging the IC card 705 and appiication program of the
predetermined service business.

FIG. 126 is a view for explaiging the format of the
IC card entity data 773 x.

As shown in FIG. 126, the IC card entity data 773 x
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has management pointer data 780, entity ID data 781, entity
status data (status data} 782, IC card type data 783, APEﬁN
designating data 784, précessing order data 785,
pre-processing data 786, and post-processing data 787.

The management pointer data 780 is a bidirectional
pointer for managing the IC card entity data 773 x in the‘
storage unit 765.

The entity ID data 781 is used for requests for
generation of IC card entity data 773 x, confirmation of
the state of progress, deletion, and other of the series
of processings using the IC card entity data 773 _x. The entity

ID data 781 is also a return value to be given to the end

‘user. The entity ID data 781 corresponds te a descriptor

when opening a file in a general file system.

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inélude, as shown in FIG. 127, the state of processing for
investigating the services which the IC card 763 can use
(RS}, the state qf processing by which the SAM chip 708
éuthenticates the IC cérd.?OB (A1) , the state of processing

by which the IC card 703 authenticates the SAM chip 708 (A2},

the state of processing for reading data from the IC card

03 {R), and the state of processing for writing data in

the IC card 703 (W).
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In the present embodiment, the processing for
investigating the service businesses, the processing for
the SAM chip 708 to authenticate the IC card 703, the
processing for the IC card 703 to authenticate the SAM chip
708, the processing for reading data from the IC card 703,

and the processing for writing data in the IC card 703

-correspond to jobs.

A "job", as explained later, is a unit of processing
for which the order of execution is determined by the IC
card procedure management task T772.

Hote that, Al and A2 comprise the mutual authentication
processing between the IC card 703 and SAM chig; 708.

Further, in the present embodiment, cénsidering the
communication time on the Internet 710, the above-mentioned
basic states are, as shown in the state transition chart
of FIG. 127, managed divided into states after startup (after
issuance of command) and completed (response received)
states.

Specifically, the states of processipg using the .IC
card entity data 773_x are managed by the instance generati‘on

{IC card entity data generation} state, RS post—-startup state,

‘RS completed state, Al post-startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed stéte, W post—-startup state, W completed

state, and instance (IC card entity data) deleted state.
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The IC card type data 783 is data specifying the service
business issuing the IC card 703.

The IC card type data 783 is set with data defined
by a CI command in the above-mentioned script program at
the time of generation of the IC card entity data 773 x.

The service type element designating data 784 shows
the AP management table data 7300_1 to 7300_3 and application
element data APE defined in the APP table data 7310_1 to
7310 3 used in Processing using the IC card entity data 773 x.

The service type element designating data 784 is set
with one or more application element data APE designated
by the CS command in the above-mentioned script program at
the time of generation of the IC card entity data 773 x.

The processing order data 785 shows the order of
execution of services (jobs) used in the processing using
the IC card entity data 773_x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE__N of the application element data APE to show the order
of execution of jobs corresponding .to basic operations of
the IC card 703.

Here, the jobs, as _ex’plainedl earlier, correspond to
the RS, Al, A2, R, and W shown in FIG. 127. Specific operations
on the IC card 703 are realized by the order of processing

designated using the jobs. For example, for processing using
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a IC card 703 with only reading with no mutual authentication,
the processing order information 785 is set to YRS->R"
Further, in the case of reading and writing with mutual
authentication, the processing order information 785 is set
to "RS~>AL1-DAZ-D>R-DW",

The processing order information 785 is set with the
order of jobs shown in FIG. 127 corresponding to the order
of service elements designated in the CS command in the
above-mentioned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 719 side with management déta for performing
processing using the IC card eqtity data 773 x.

For example, the pre-procesgsing information 786 is

set with points of a computation formula of a designated

service in the SF data block (application element data APE) .

Further, when an inter-service processing function
is not definea, the pre-pgoces#ing informatipn 786 is set
with the requested processing charge. .

For example, in the case of settlement, the state
relating to the amount of charge or éoints given etc. is
éet.

The posﬁnprogessing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For example, in the
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case of settlement, it is set with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 772 shown in FIG. 125 relating to a plurality
of IC cards 703 using a plurality of IC card entity data
773 x will be explained.

The IC card procedure management task 772 is constantly
being started up on the CPU %66 of the SAM chip 708 shown
in FIG. 124,

FIG. 128 is a flow chart of the processing performed
by the IC card procedure management task 772.

Step STI0L:

The IC card procedure management task 772 selects one
IC card entity data T73_x for executing the nexf.processing
out of the plurality of IC card entity data 773 x preéent
in the storage unit 765.

The method of selection of that IC card entity data
773_x may be to successively select IC card entity data 773 x
presept in the storage unit 765 or to assign a priority order
and select by priority in the order of the highest priority.

"Step STT02:

The IC card procedure management task. 772 judges if
the job of the IC card entity data 773_x selected at step
ST701 has already been started up. When,judging that it has

started up, it proceeds to the processing of step ST705,
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while when judging that it has not been started up, proceeds
to the processing of step ST703.

Step S8T703:

The IC cafd procedure management task 772 judges f£rom
the entity status information 782 shown in FIG. 126 of the
IC card entity data 773_# selected at step ST701 which state\
of the status traﬁsition chart shown in FIG. 172 the
pProcessing relating to that entity data is in and decides
on the job to be executed next from the processing order
information 785.

At this time, the processing order information 785
defines the oxrder of execution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step 3TT704:

The IC card procedure management task 772 starts up
the selected job at step ST703.

The IC card procedure management task 772 uses the

data blocks relating to that job in the input data block

731 x1, output data block 732 x2, log data block 733 _x3,

.and computation defining data block 734 x4 explained above

using FIG. 125 to execute that Job.

At this time, the IC card pProcedure management task
772, when issuing a command to the IC card 703 in execution

of a job, uses the service element corresponding to that
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job as a key to search through the AP management table data
7300_1 to 7300 _3 to obtain the service number corresponding
to that service element {(operational command of IC card 703
able to be analyzed by the IC card 703). Further, the IC
card procedurg management task 772 uses the obtained service
number to issue a command to the IC card 703.

Further, the IC card procedure management task 772,
as explained using FIG. 113, when key information is required
for aécessing the storage area of the IC card 703a, uses
the service element correéponding to that job to search
through the AP management table d%ta 7300_1 to 7300_3 and
cbtain the key information corresponding to that service
element. Further, the IC card procedure management task 172
uses that key information to perform mutual authentication
with the IC card 703, encrypt and decrypt the data, or perform
other processing and obtain the right to access a
predetermined storage area of the IC card.703.

Step STT705:

Step ST?QS is perfo;med when the IC card procedufe
management fask 7727133ues a command to the IC card 703 and
is waiting for the processing result of the IC card 703.

When the IC card procedure maﬁagement, task 772 raceives

the processing result from the IC card 703, ‘it sets this

in the IC card entity data 773 x.

Step ST706:



" 10

15

20

25

- 244 -

The IC card procedure management task 772 updates the
entity status information 782 of the IC card entity data
773 _x shown in FIG. 126,

in this way, in the present embodiment, the IC card
procedure management task 772 selects in orxder the IC card
entity data 773_x for the plurality of IC cards 703 present-
in the SAM chip 708 while performing the processing fo: the
plurality of IC cards 703 in parallel. Therefore, the SAM
chip 708 can simultanecusly proceed with the processing even
when receiving processing requests for p;ocedures using a .
plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the
processing defined by another application element data APE
in accordance Qith a routine defined by application element
data APE or processing when accessing data performed by the
SAM chip 708 when exécuting a job at step ST704 in the above
explained FIG. 128.

Step ST741:

The SAM chip 708, while executing processing in

accordance with predetermined application element data APE,

specifies an application program for use {access) and
application element data APE in that application piggraﬁ.

Further, that use speéifies one of reading, wriﬁing,
and execution of that application element data APE.

Step STV42:
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The SAM chip 708 judges if the application element
data RAPE specified at step ST741 is present in that SAM chip
708. If judging that it is not present, it proceeds to the
procéssing of step ST743, while if judging that it is present,
proceeds to the processing of step ST745.

Step ST743:

The SAM chip 708 views the AP management table data
7300_1 to 7300 3 corresponding to the application program
being executed to acquire the key data K _SAM corresponding.
to the corresponding service {application element data APE)
and uses that key data K SAM to for mutual authentication
with the SAM chip 708a having the application element data
APE to be used.

Step S8T744:

If the SAM chips 708 and 708a authenticate each other's
legitimacy in the mutual authentication of step ST743, the

1

SAM chip 708 proceeds to the processing of step ST747. If

-not, it proceeds to step ST751.

Step S8TT45:

The SAM chip 708 views the AP management table data_
%300ﬁ; to 7300_3 corresponding to the application program
being executed and acquires the key data K_SAM corresponding
to the service (application element data APE).

Further, for the application element data APE to be

used specified at step ST741 as well, the SAM chip 708
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similarly views the AP management table data 7300_1 to 7300 _3
corresponding to that application element data APE to acquire
the key data K_SAM corresponding to the corresponding service
(application element data APE} .

Further, the SAM chip 708 compares the two acquired
key data K SAM. |

Scrambler 746:

When the SAM chip 708 judges at the processing of step
ST745 that the two key data K_SAM match, the routine proceeds
to the processing of step ST747, while when it does not,
it preoceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
data 7300 1 to 7300_3 corresponding to the application
p.f:ogram specified at step ST741 and specifies the APP table
data 7310_1 to 7310_3 corresponding to t:he., application
element data APE used.

Step ST748:

Tile SAM chip 708 or 708a judges the éqcess right of
the application element data APE to be used (accessed) based
on the APP table data 7310_1 to 7310 3 specified at step
8T747.

Specific_élly, it judges the right for reading, writing,
and executing the application elemenﬁ data APE to be used.

Step ST749:
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When the SAM chip 708 or 708a judges at step ST748
that there is an access right, it proceeds to step STT750,
while when it does not, it proceeds to the processing of
step STT51.

Step ST750:

The SAM chip 708 or 708a uses the application element.
data A?E specified at step ST741 for the usage specified
at step ST741.

Step STT751:

The SAM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
specified at step ST741.

Further, when executing a job at step S§T704 of the
above explained FIG. 128, when the SAM chip 708 transfers
dgta with the IC card 703 in accordance with the routine
defined by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300_3 shéwn-

in FIG. 125 to acgquire the key data K _CADR corresponding

to that application element data APE and uses that key data

- K CARD to access the memory 750 of the IC card 703.

Next, the overall operation of the'cémmunication
system 701 shown in FIG. 109 wili be explained.

FIG. 131 and FIG. 132 are views for explaining the
0verall'operation of the communication system 701 shown in

FIc. 109
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Step ST721:

The service businesses 715 1 to 715 3 or a party
requested by these sérvice businesses produce that script
programs 721 1, 721 2, and 721 3 describing the processing
for transactions performed by the service businesses using
the IC card 703 for example on the pexrsonal computers '716”1,‘
716 _2, and 716 3 shown in FIG. 109.

. Further, the manager of the SAM chip 708 produces the
AP management table data 7300 1 to 7300 _3 corresponding to
the service businesses 715_1 to 715 3.

Step S8T722:

The AP management table data 7300_1 to 7300_3 préduced
at step ST721 are stored in the external memoxy T07.

Further, the script programs 721 1, 721 2, and 721 3
produced at step ST721 are downloaded from the personal
computers 716 1, 716_2, and 716_3 through the Internet 710,
ASP server 719, and SAM chip 708 to the external memory 707.
The processiﬁg for that download, as shown in FIG. 118,.13
managed by the script download task 769 in the SAM chip 708.

Step ST723:

The script interpretation task 770 in the SAM chip
708 shown in FIG. 118 uses the AP management table data 73‘0(5__}
to 7300_3 and script program to generate IC'card entity
template data, an input data block, output data block, log

data block, and computation defining data block for each
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service business.

The generated data is stored in the storage unit 765
of the SAM chip 708 shown in FIG. 124.

Step ST724:

The user is issued the IC card 703.

As shown in FIG. 113, the memory 750 of the IC 7033-
of the IC card 703 stores the key data used for transactions
by the user with the service business contracted with.

Note that, the contract between the user and a service
business may also be concluded after issuance of the IC card
703 through the Internet 710 etc.

Step ST725:

For example, .whén the user uses the personal computer
705 to access the servexr 702 through the Internet 710 to
try to purchase a product, the server 702 issues a processing
request through the Internet 710 to the ASP server 719,

When the ASP server 719 receives a processing reguest

from the server 702, it accesses the personal computer 705

-through the Internet 710. Further, a processing requesting

relating to the IC card 703 issued from the card reader/writer
704 is transmitted through the personal computer 705,
Internet 710, and ASP server 719 to the SAM chip 708.
Step ST726:
The ASP sér{rér 719 outputs to the SAM chip 708 an entity

production request. That entity production request stores
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data showing the issuer of the IC card 703.

Step ST727:

When the SAM chip 708 receives an entity production
request, it performs polling with the IC card 703.

Step ST728:

The entity generation task 771 of the SAM chip 708,'
after finishing the polling, judges if the number of the
IC card entity data 773mx present in the SAM chip 708 is
within the maximum number defined by the SC command of the
script program. If within the maximum number, it proceeds
to the processing of step ST729, while if not, it ends the
processing.

étep sT729:

The entity generation task 771 , for e;cample, specifies,
based on the data showing the issuer of the IC card 703 stored

in the entity production request, which service business(]

t

IC card entity template data to use and uses that spécified

IC card entity plate data to generate the IC card entity
data 773 x.

This corresponds to the instance generation shown in

FIG. 127.

Step ST730:
The SAM chip 708 outputs to the ASP server 719 the
entity ID of the IC'card.eqtity'data 773 x genexated at step

STT7292 at gstep ST731.
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The IC card procedure management task 772 of the SAM
chip 708 investigates the services which can be utilized
by the IC card 703.

This is processing corresponding to the job RS shown
in FIG. 127.

Step ST732:

The IC card procedure management task 772 of the SAM
chiﬁ 708 authenticates the legitimacy of the IC card 703.

This is processing corresponding te the job Al shown
in FIG. 127.

Step ST733:

The IC card 703 authenticates the legitimacy of the
SAM chip 708.

This is processing correspcndiné to the job A2 shown
in FIG. 127. |

. According to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutually authenticated.

At this time, as explained earlier, in accordance with
tﬁe applicaticn element data APE being executed by the sSaM

chip 708, the AP management table data 7300_1 to 7300_3 shown

in FIG. 121 are viewed, the key data K;CARD is acquired,

and that key data K_CARD is used for the mutual authentication
between the SAM chip 708 and CPU 751 of the IC card T03.
Step ST734:

The IC caxd procedure management task 772 of the SAM
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chip 708 reads and writes data required for the procedures
with the IC card 703.

This is processing corresponding to the jobs R, W shown
in FIG. 127.

Further, the IC card procedure management task 772
uses the processing formula specified based on the
preuproceséing data of the IC card entity data 773 x and
uses the data read from the IC card 703 to perform the
pPredetermined computation processing.

Step ST735:

The IC card procedure management task 772 of the SAM
chip 708 outputs the processing result of step ST734 to the
ASP server 719.

Step ST736:

For example, the IC card procedure management task
772 deletes the IC card entity‘data 773 x.

As explained above} according to the communication

system 701 and SAM unit 709, by éonfiguring the application

pProgram AP‘using a plurality of application. element data
APE and using the AP management table data and APP table

data to define the computation content of the application

element data APE, it is possible to provi_de diverse services

uéing the IC card 703.

Further, acco#ding to the communication system 701,

it is possible to use the AP management table data and APP
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table data to flexibly realize utilization of application
element data APE in the same SAM and utilization of
application element data APE between different SAMs while
maintaining a high security.

Further, according to the communication system 701,
when using application element data APE between different‘
SAMs, since mutual authenticétion ig performed between the
SAMs, it is possible to improve the security of the
application programs.

Further, according to the communication syste@ 701,
by allocating a SAM ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processing from
being performed between application element data APE of
application programs of the same business and thereby lighten
the burden éf management of key information and processing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC caxrd entity data 773 x for

each processing for procedures occurring with the IC card

703 and have the IC card procedure management task 772 use

the plurality of IC card entity data 773_x to simultaneocusly

‘proceed with processing relating to the plurality of IC cards

703.

Further, according to the authentication system 701,
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since it is sufficient to store the IC card entity data 773 x
actually used for the processing for the IC card 703 in the
storage unit 765, the storage areas of the storage unit 765
can be efficiently utilized.

Further, according to the aunthentication system 701,
as shown in FIG. 127, since the states of execution of jobs
processed by the IC card procedure management task 772 are
managed divided into post-startup states and completed
states, after starting to execute one job, it is possible
to start the processing for another job in the state waiting
for data from the IC card 703. Therefore, it is possible
to eliminate the wait timé due to the transfer of data with
the IC card 703 through the Internet 710.

Further, according to the authentication system 701,
the AP management table data 7300_1 to 7300 3 describe in
them names showing the types of services provided by the
individual service businesses, that is, thé A?Ewﬂ, the
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the external memory 707. Therefore, service bus_ines'ses 715 1
to 715_3 not the developers of the SAM chip 708 can customize
their own application programs running on the SAM chip 708
by producing script programs 721_1, 721 2, and 721_3 aﬂd
downloading them through the SaAM chip 708 to the externél

memoxy 707. That is, service businesses 715m1 to 715 3 can
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customize their own application pPrograms without the service
businesses being informed of the key data or operational

commands for directly operating the IC card 703 or other

highly confidential data. Further, the éervice businesses
do not have to know the key data or card operational commands
when customizing the application Programs, so the load on
the service businesses is lightened.

Further, according to the authentication system 701,
since computation content spanning a plurality of services
can be defined, it is possible to provide diverse services
combining a plurality of services in the range of services
which are executed simultanecus with ailowance at the IC
card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
énd output with the IC card 703 and the log data can be easily

managed.
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Claims:

1. A data processing method performed by a
semiconducteor circuilt for executing an applicaticn program,

said data preccesszing method comprising the steps of:

independently executing a plurality of application
rograms protected by firewalls,

regletering in advance a condition for allowing
communication between said application programs performed
through said firewalls,

judging 1f a communication request satisfies said
registered condition when an application program generates a
reguest for communication with another application program,

executing communication between said application
programs in accordance with said communication request when
judging that it satisfies said registered condition,

when said semiconductor circuit receives a processing
reguest from outside of said semiconductor circuit:

selecting an application program corresponding to said
processing request among sald plurality of application
programs, and

performing processing in accordance with séid
processing request based on said selected application

program.

2. A data processing method as set forth in claim 1,
further comprising a step of registering as a condition for
allowing sald communication information indicating a
combination of an application program of an issuer of said
communication reguest for which communication through said

firewall is allowed and sald other applicaticn program.
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3. A data processing method as set forth in claim 1,
further comprising a step of transferring data accompanying
communication between said application programs using a
predetermined storage area of a semiconductor storage

apparatus outside of said semiconductor circuit.

4. A data processing method as set forth in claim 3,
further comprising the steps of:

writing by an application program of a data sending
side data in said predetermined storage area and

notifying by an applicaticn program of a data sending
side the fact of the write operation being performed to an
application program of the data receiving side, and

reading by the application program of the data
receiving side saild data from said predetermined storage area

in accordance with said notification.

5. A data processing method as set forth in claim 3,
further comprising a step of, when an access request for said
predetermined storage area occurs, Jjudging the legitimacy of
said access by a firewall and allowing access to said
predetermined storage area only for an access request Jjudged

1o he legitimate.
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6. A data processing method as set forth in claim 3,
further comprising a step cof scrambling data transferred
along with communication between said application programs,

then storing it in said predetermined storage area.

7. L data processing method as set forth in claim 1,
further comprising a step of reguesting by said semiconductor
circuit at least part of the processing accompanying
execution of said application program to another

semliconducter circuit.

8. A semiconductor circuit which:

independently executes a plurality of application
programs protected by fireWalls,

registers in advance a conditicon for allowing
communication between said application programs performed
through =zald firewalls,

judges if a communication request satisfies said
registered condition when an application program generates a
reguest for communication with ancother application program,

executes communication between said application
programs in accordance with said communication request when
judging that it satisfies said registered condition,

when receilving a processing reguest from the outside:

selects an application program correspending to said
processing reguest among said plurality of application
programs, and

performs processing in accordance with said processing

request based on sald selected application program..

9, A semiconductor circuilt as set forth in claim 8,
which registers as a condition for allowing said

communication information indicating a combination of an
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application program of an issuer of said communication
reguest for which communication through said firewall is

allowed and said other application program.

10. A semiconductor circuit as set forth in claim 8,
which transfers data accompanying communication between said
application programs using a predetermined storage area of a

semiconductor storage apparatus outside of saild semiconductor

clrcult.

il A semiconductor circuit as set forth in claim 106,
which

writes data in sald predetermined storage area in an
application program of a data sending side and

notifies the fact of the write operation being
performed to an application program of the data receiving
stide, and

reads said data from said predetermined storage area

into the application program of the data receiving side in

accordance with said notification.

12. A semiconductor circuit as set forth in claim 190,
which, when an access request for said predetermined storage

area occurs, Jjudges the legitimacy of said access by
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a firewall and allows access to sald predetermined storage

area only for an access reguest judged to be legitimate.

13. A semiconductor circuit as set forth in claim 10,
which scrambles -data ftransferred along with communication
between said application programs, then stores it in said

predetermined storage area.

14. A semiconductor circuit as set forth in claim g,
which requests at least part of the processing accompanying
execution of said application program to anocother

semiconductor circuit.

i5. A program for making a semiconductor circuit
aexecute:
a routine for independently executing a plurality of

applicaticon programs protected by firewalls,

a routine for registering in advance a condition for
allowing communication between sald application programs
performed through said firewalls,

a routine for judging. if a communication request
satisfies said registered condition when an application
program generates a regquest for communicaticn with another
application program, and

a routine for executing communication between said
application programs in accordance with said communication
request when judging that it satisfies said registered
condition,

when said semiconductor circuilt recelves a processing
request from outside of said semiconductor circuit:

a routine for selecting an application program
corresponding to said processing regquest among saild plurality

of application programs, and
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a routine for performing processing in accordance with
said processing request based on said selected application

program.





