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coupled with the fraudulent use of such information. For the individual

involved, the effects of identity theft may reverberate well past an initial theft
of information — costing time and resources for the affected individual to
address. For the bank, identity theft typically results in unrecoverable losses.
Thus, both banks and individuals have a strong incentive to keep account
data secure. At the same time, the convenience and near-universal
acceptance of credit/debit cards for payment transactions has resulted in
extremely widespread adoption of these payment systems both in the United

States and around the world.

[0003] Another well known payment technique allows individuals to transfer

funds from one person to another (or to/from a business) using stored value
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sopﬁg{igzg%w In tzil)éidﬁ|ro?lvtio(]lcziorr]1%centional telephone functionality, current
mobile telephones provide a handheld computing platform capable of
executing a variety of software applications as well as connecting to a data
network. Mobile telephones frequently include a web-browser application
which allows users to access web sites — some developed specifically for
such devices. For example, many banks have developed customized web-
sites allowing their customers to access data related to their account directly
on a mobile phone. Such websites typically allow users to view balances,

transfer funds between their accounts, schedule on-line payments, etc.



credit card information while browsing a website using
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whawbngsiaccess to this informati on from a nobi PeT/phzmng039328

is useful, it essentially provides the sane

functionality as on-line banking and e-conmerce

Smﬁlarly,l UsErs eanaralesplirchases fesk baline Apthdits byabvidin
some users can access banking jinformation an

Creféli E%WFQ!@&M@BMW'&'OTPWQ Ad1ebSiEhHPIBg AP MRS SUNRIRG ON
a mBAL bhohs!deRRANEVHGY hSGin ﬁoﬁggg% gnQ ﬁf@%atlmf] oh %%tﬁle

I'n a payment transaction onMe appr oac ave
phaoneds usefuddt essaritiatyvpeovidés the sahefnctonadity aeohdine

o 4B e BB e o
is, \X/l"?ileaéé)rﬁ\é’ \Bef@BAh BcOEYSanin d%ﬁ\f@ﬁhé(% hid bLthm@

reader and have anmounts deducted froma stored va?ue
wehsites drarm siwommledelaphhne Hbetradkijshietephonehdamicadoesinet,

quﬁ % a credrlnt &Erd g count associated with the
o B\W%ng BOWEGEPAC e h approaches turn the
phone itself into a target for potential identity

[ooob] &Sdme fapprshabies Haverbderstigd, to asloide ridbilgitekkphone device
i nformati on and account nunbers are stored on the

to papiisipaten @%m@ﬁ@jtfél]ﬁ?@lﬁ“&@ﬂﬁ“¥u§@fmampéﬁ rfdia fsequency
ID (ﬁlﬁgﬁ@g%av% béet ud gﬁo@/@a e pfighd &be %\Pa‘?v&?ﬁﬁﬁ(?nt

one to par I Ci pat e

of atreadernand Oase sYsaLENs dbdueteddtommﬁnr@aﬁde\aodeam ead
wor | dwi de

assGaBIRd B 916 B AHES BEOPR PUErdepmrereot copr
accbe%%‘o%té@%ﬁthQ?ﬁotﬁl&%@ nt e% %o \&Q\‘?er‘ QM@r‘?E Fbaches

provi des a conputer 1nple d for
turnntbiei fheneeditseiftiotoea tevget foa potarttiad eierme/ th‘éﬁefrmad humcd)trnmy
eneral | nc u cei Vi to enr ol |

misfig; 4 e UL iRtGn A derdurd SHERers Bk Slrted ol tipe
momgsmﬁe ARG kUBiaet R mididbGMdrPA MdbifteldhHdnict .g |<5§t o@@tolen.

i ndi vi dual enrolllng the nobile tel ephone and

Thuserepenirappioaghas for allawingod mcdolieemmmw@eoam@eateemhod

oAy B S BB GBS cBARE

despite thepayertelaieMuwbrigwRie adeptioresitabbils pREn&Y geRérally.
I ndi vidual. The nethod may further include generating

a ghosted_account nane for each of the paynent
SU FTHE ti ng each ghosted account nane
to a paynent application executi ng on the nobile

BT E8f SRR3R 2P S e
metpag fi@mnysing a mobile telephone as a payment device. The method may
generally include receiving a request to enroll a mobile telephone in a
payment transaction system. The request includes an indication of an identity
of an individual enrolling the mobile telephone and the telephone number of
the mobile telephone. The method may also include receiving one or more
account numbers from the individual. Each account number corresponds to a
payment account previously established by the individual. The method may
further include generating a ghosted account name for each of the payment
accounts; and transmitting each ghosted account name to a payment

application executing on the mobile phone. The payment application, when
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transaction using the nobile tel ephone as the paynent
device in order to incur a charge on a selected one of
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which when executed by the processor performs an operation for using a
mobile telephone as a payment device. The operation may generally include
receiving a request to enroll a mobile telephone in a payment transaction
system. The request itself may include an indication of an identity of an
individual enrolling the mobile telephone and the telephone number of the
mobile telephone. The operation may further include receiving one or more
account numbers from the individual. Each account number corresponds to a
payment account previously established by the individual. The operation may

also include generating a ghosted account name for each of the payment



application executing on the nobile phone. The paynent

application, when executed on the nobile tel ephone,
wa@bdoomssitihhe i ndividual to initiate a paynent PCT/US2009/039328

transaction using the nobile tel ephone as the paynent

device in order to incur a charge on a sel ected one of
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emipodimentsodi ment of the invention. [0016] Figure 5is a
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con’hﬂt‘ﬁ%‘?ﬂ tooa'TIow a mobile telephone to participate in a payment transaction,

according to one embodiment of the invention.

[0014] Figure 3 is a block diagram further illustrating components of a mobile
telephone configured to engage in payment transactions, according to one

embodiment of the invention.

[0015] Figure 4 is a flow diagram illustrating a method for enrolling a mobile
telephone in a mobile telephone transaction system, according to one

embodiment of the invention.

[0016] Figure 5 is a flow diagram illustrating a method for a funds transfer
between two enrolled mobile phones, according to one embodiment of the

invention.



[0018] Figure 7 is a flowdiagramillustrating a
met hod for a funds transfer between an enrolled nobile
w@benasamnd a third-party bank or individual, apCDUSt00g039328
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enrolliment process may be kiosk-driven, where the user interacts with a kiosk
to provide information regarding their cell phone (e.g., a cell phone number)
and identifying information (e.g., a drivers’ license, passport, or other
government issued identification number). The kiosk itself may include a
computer system connected over a computer network to the payment

transaction server.

[0022] The transaction server may vet the enroliment information provided by
the user as needed to ensure (i) that the individual is, in fact, who they

represent themselves to be and (ii) that a service provider for the mobile



operating the transaction server may itself be a bank.

In such a case, the account may be opened for the
wepooolthéing i ndi vi dual at that bank. Alternati veCUS1002039328

entity providing the paynent transaction server may
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trangactdrde a preferred "ghosted" nane for each account

(or sinmply stick with the default). Thereafter, when
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any number of credit/debit card accounts, store-specific credit card accounts,
and other bank accounts to associate with the mobile telephone device and
the payment transaction system. Once provided, such account numbers are
stored securely by the payment transaction server, and not on the user’s
mobile phone. Instead, the accounts are “ghosted,” on the mobile telephone.
That is, each account enrolled with the payment transaction system is
represented on the mobile telephone and the transaction server using an alias
or “ghosted” name. For example, software running on the mobile telephone

may retrieve the last four digits of each account number from the transaction
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the user may sel ect one of the accounts to use as the
actual source of funds, e.g., a credit/debit card
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accobft spsadig ticd terhe rmeobn@Spm Ehé&%cbﬂngmﬁ?tt%rué&f i |

herein, the software may used to access
comemﬁmymeé@trﬁasaﬁmmweé tBy epatsmtmgethg user's agiusl

e T T

nurbbé3s att.) @eﬂnﬁIthieéghbs‘tmd:prroc@wl”ﬁ?hﬁodltﬂwl@@f thedingeritiort he
mobi | e tel ephone may be used to transfer funds to

aregibrakicerthBincioRtl é?iﬁéﬁ@t'fé!rih%flt fasdisers phibepaghiphone
trar{(fra%ﬂé g,ét%ﬂ]aééér d fdleftich @ case, the sender may

i pl e bank accounts from whi ch

cob SN BRI A O TR

havel) @@ﬂwa)e ingRdledror #RMAABBIld dHee ADYeScibeintdreater
account desi gnat ed by the sender to another nobile

detaibheigidribe $oEWase ko yred io ascensdharpcgenpisiieddp thae
motr)lf‘é:fe‘?ér\ﬁw ;go%aﬁq\ﬁ?ﬁ/ t?&l'&%és 4Rt é&%uﬁ?‘?ﬁ't n@ﬂerll'ﬁr? S, 0L

e sortware runni ng elr no

to allehﬂpbonebuta)talgprmrbhe dngade ih racnsayrﬂmtamwantnon dll’ecﬂy
associated with the nobil e phone to anot her (

Forgnantite. Baorumeean nednobls BiRnhone 800 R atsetialianstat
fun{i% Odzgll‘nétth Wlé%feghaﬁe leHP&%dt iR tﬁ? P mﬁneﬁf‘frﬁﬁ fon

anot h e used to
systpenetrasechh arcasdethe m;dea: ousdesignatehsme ofi theahulnple bank

accfifsiifomiiide 138 fantreR sRoua tawn, 8 Wsinaiefhe agraynt

establisREaGbr Wetrhobi‘l@bhoﬂ@ Butifg ﬂ’ﬂ@@ﬁrcﬂlﬁ\érﬁ PH)(%S@? ArieApent
transaction and to sel ect a source of funds tor the

responaesiuiods @ie (Rovgd fremdhe seconmtydesigrated by dhe seader to
varl ous acc

ancffiqidnbb el fa i fesmsbdfa Peefife@irp e 1
rec?éﬁérirt] Wf’?‘{%ﬁf ¢aoe faids, thd escendlg usefmag intraBtslith the
software running on their mobile telephone to move the funds from the
account associated with the mobile phone to another (e.g., to another bank
account) or to authorize an ATM (or bank teller) to convert the funds to actual

currency.

[0027] As another example, the software may be used to generate barcodes,
pay codes, or other visual or textual data used by a merchant to complete in a
payment transaction. For example, the individual may interact with their
mobile phone to initiate a payment transaction and to select a source of funds

for the transaction (e.g., the user may select a ghosted credit card account or
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transaction. The nerchant than uses a device to read
t he barcode and recover the information identifying
WO b@otis@msact i on. A conputer system at the merBOENE2009/039328
then contacts the paynment transaction server with the
bar code and a paynent anmount. |If an external account

onengisthealagiole GicasuniBdiesiadiraxtly ab tipaynobile phene)., Irarespedsé,
carsl‘) then the transactjon server, atte tsf t o charge
the sREWaE? BRYEENRIAIR AParGqde predienjauely "%B v, funds

trarRagtibh 2 ﬁﬁ@gﬁér%ﬂahptﬁatﬁe%é@:r& Bakte 30 AP bﬂegdé‘ and

nmessage 1 ndicating such is provided to the nerchant
recovertthe irfocoation idemdifyting thestranadtient A epmpnterisystem at the
unds .are avail

me et fiarieriads (i PAVEN MaRSseinGeval Wit itk brong and

a pé@ﬁéﬁgﬁnb[]ﬁt CRhhttsmaNabSourt WA dedted bRahaRLARSF:
[0028] Simlarly, a pay code nay be generated to

paymnjl(e@e, aarestii- Gard):; tien ﬂ]ﬁaﬁ'@nsactlpa)semmjeatmptg toehdege
the SR G "nkeber g AT G0 Al AlefeoT8 e

meﬁdw@ﬁﬁ@ﬁbb&ﬁhtvaridh ms@abe ﬁfﬁdlﬁﬁir@ﬁﬁﬁh is pPreviged |td) fife
mer chant processes the code in a manner simlar to

merkchant. dé ihe aﬁ%lf%'@déoﬂb? rrspwért@mhpneds peleetesis therpar
proflgrga B%é@sg%%e?\}ér?rlggl%ﬂthhﬂ%ﬂb%;?tgg%%c%ﬁﬁlé qhé H&?A’é&tféﬁqg

e vall perio

approver] andadngssae iadicatihy sachiiggiavidadatostaetrhenchat. ween
a specified nerchant and the user of the nobile

[002&3}3 | Eﬁﬁh@ﬂ? apuy edde ’ﬁh'é\L be rgenbﬂatéﬂ itd cafrPlete landdIpARE | ON
he user of e nobi |l e phone may be required

pur@fbasant/épaa gode maybesvide apadphnumesicdext sthieg eotarag ire

padd bt o 8PRATR ol FNFSY SR8 FLPauabf BpRamERh
with' a0 GBlihe Ageryieantk Rhe ofline memhanmrﬁbé%és/mb(bay%uﬂe ina
"somet hi n ou have" (i.e., the nobile tel ephone).
mangrsisjlar ngésqu’@@do%ﬁ%’@cfér arfeehant faprocess a bar code.
identification associated wth the ghosted account and

[0020} dn edeartiewar gewodiment, thenbargodadpr pay 60de) mabervalid for

a Ilrﬁﬁ&? ébﬁéﬁgf Y}@é Fg(gtgb?r}ﬁ%ﬁl ?lﬁéfé s sg%h?répéb/é%%réai s
speuoifide rherchahDahde gser oftthe nébilertelephonEliswices. , Further, to
shoul d be understood that the invention is not |imted

initialg & apsagtiondsll thruseneiche mottile Phang way bediguired to

enthmB r ?If %é%%vcgﬂldfezwgﬁﬁe sﬁ)g%rg%llf‘gg%%a%'? %Iat’éested
barcadd. ehiplis ttee ptaymelmptrarreald:tlcami/smuaqimmdet Inﬁoifame’nsé@mty
Fur t her nor nvarigus enbodi nea)t(gmglhe in entl on

- SBF‘Wh'HSsYOH Lf’seaéhv%ﬁ PRIV esomet ing you have”

(i.e., the mobile telephone). Further, because the barcode encodes the
identification associated with the ghosted account and transaction identifier,
the actual account numbers associated with the transaction are not at risk of

being comprised.

[0030] In the following, reference is made to embodiments of the invention.
However, it should be understood that the invention is not limited to specific
described embodiments. Instead, any combination of the following features
and elements, whether related to different embodiments or not, is

contemplated to implement and practice the invention. Furthermore, in
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prior art. However, although enbodi nents of the

i nvention may achi eve advant ages over other possible
waoeloattkames and/ or over the prior art, whether BCT/NS1002039328

particul ar advantage is achieved by a gi ven enbodi nent

is not limting of the invention. Thus, the foll ow ng

variesp edilisodineatsthesinverntisrdp rvitdes mnﬁemétfﬂv@g&ige%rcﬁ/er the
nmerely illustrative and are not considered el enents or

prior jayk: t"e\?‘f"@\ﬁ%r githeygh gphosieants| ofithe inkentiph gk aghieve
advt%?épalq | dJe¥ dR&! ﬁ&%lm sﬁ‘u‘ﬁbﬁé 'Ebe)or dvek Bd éﬁor A& GhEREFor

he 1 nventio construe
not gepeatialiiaz advamtagé |saa§7h|eme/d9 by iavgiven leprdxidinment Brnot Ilmltlng

o163 RIS, TS BB D A, SRR et
adv‘é{ﬂ%’g%s%@'dwé#é’l)} Muél‘?&t’nﬁe‘?ﬁnd Brénél Gdri¥idared[dihidhisdre

nbodi ment of the invention is I nplenmented as a
Iumqatlogs Dinthpe appemdécbclaure@ excent wherergplicitly sgcitashin arclaim(s).

. Dr. f the . d def f unct i

i8S AlRha e (B RieiathsReR BFbe BRSO Y Brea " ©

gengdiRiafidn @nanymé@mvé RUbfich ashtt disdleddEhareff and shall not
conput er -readabl e storage nedia. Illustrative

be Wﬁféfj o bgcbelernans oadmitetian #f the Rppendest claims exespt
Whérré?d(b WQ Cl{ed)mrboaa%giabl e storage nedia (e.qg.

nenory devi c within a conputer such as

003 R IEG mreﬁée‘ﬁsﬁ%%twf» SPamTteS B piagram product

for 8$OWREQ E@®Apater 8ystem.f TRE F&Yog#*aﬁ*@hw fhei mograﬁﬁ PrEdicE
drive or hard-di sk drive) altera

definas dunaiionsof itke @ﬂthoglunemsdm%tmmﬂm meéfmqi@sogtb@dage

ner S bR (e G T SRBHEY <reBPiR e e bl e

media€ lieshedaedhfpuiér-idaeiaplesienigd m\edra in@mdeobbeardmh a
i ncl ude comuni cati ons nedi a through which information

limifes! tep (i) agRwritablg stoimggtraediadgeh, @@drmlm mgmancdeierser
wﬂh‘?ﬁ atc%rﬁﬂngpguméwd(ﬁglﬂﬂ,%@ | at reeﬂ)eﬁ%%dD -ROM drive) on

onmuni‘'cat’| ons netwo
WhIGI'}D edomatidn ig penclaneaty stoaxadnfiiy Wiritable rsfmagahmedla e/f,r om

fop LGSk U ccFrTeng e RO Pl siB] @ YeEh esrpblRe
lnfol'fr’fiﬁﬁor?lis.lr %SFeot hguél?‘ ESI‘:\EQR& BhdhbR R HhebRY gr%rrymg

are I rents resent i nvention. Bfoa
conmmteadab@natrummsdhagdlra@dha fametions mtiiné pmsamhs

i S o BB Do BB e Batagbe
comfBhieaRMs %@lﬁﬁ?@&’gmﬁ/ﬁicﬁ’n idforkf¥ion is conveyed to a computer,
such as through a computer or telephone network, including wireless
communications networks. The latter embodiment specifically includes
transmitting information to/from the Internet and other networks. Such
communications media, when carrying computer-readable instructions that
direct the functions of the present invention, are embodiments of the present
invention. Broadly, computer-readable storage media and communications

media may be referred to herein as computer-readable media.

[0032] In general, the routines executed to implement the embodiments of the

invention, may be part of an operating system or a specific application,
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i nvention, may be part of an operating systemor a

specific application, conponent, program nodule,
w@bjoeatqii®r sequence of instructions. The conpeCES2009/039328

program of the present invention typically is

conprised of a multitude of instructions that will be
conip@ it asredra, indelul bt Comgaduinck Bf inddructions. The

machi ne-readabl e format and hence execut abl e
compiier pragramot the peesqit dyantiendyricalinisrGosaprissd of a

muIIYIﬁIdﬁaﬁl nﬁétr@& ndahat @ﬁlr%{rﬁﬁﬁﬁt%gﬁ bdie SombdBr into a

e programor are menor y' or
mashmeagadmtﬁmfcmsat drd belbd exncutabiei:mimqmmgr A0, programs

d bed .her.ej afte may be identified based upon . the
S bR A R L 2302 T B
progﬁ%‘? ol hfe RITFRGH 'Fﬁé‘rho@f of B8 stdr4§8 dePites @YU BIion! Various

houl'd be appreci ated that any particul ar program
programesdéscrines héreinafter nuawsbé idandifidd ipased yipbarthe application

for FRABRY BES ImaRRArars i A SpRFEameduiEeRy pf ey diion.
How@mt it fshsdlda:%ié?;brecra@éd ﬁﬁbt@hy%&hcmﬁ]ﬁﬁﬁfb‘dr&ﬁw%&ne:ﬁ&@ﬁ%

ﬁurellsa diagramillustrating a nobil
that fefleys émused aeselyfPoeorvetientel @od thys thelinygntion @h@uld not

be FHRRTAEESK, ol Py o gpERgBH b ol @@%@%v
suchHomendldtapsacti on server 120, an affiliate bank 130,
a participating nerchant 140, or participating

[0035] rﬁ{;\‘ﬁ‘eai |s'é1§Idcle|é§lﬁn{ Illu§trat|rﬂg Q?ﬁ&ﬁlél@!éénl‘%@ﬁ}ans%ﬁﬁon

an enrol |l nent ki osk - each confi gure
systepmi0fi acgosdingdp wa@nmmmqrﬁ@f the inveption.bés shiowe the

orsE DR RI0GLL A3 B2 008 L B gl bRy I

tranéatiicn yewterﬂeoamaﬁlnaté aamaqsoomartlimatmg&n@mant h&0, or
nmobi | e phone may.  be used as a paynent device with t he

partigipatiighiinangigl "[lmetaqn e ot dte@owm@an!sb@r@sarae@wﬁ@w
kloégﬁ/dcfeeagﬂ%}’lﬁ retdr}%;g)?rprhhﬁlca ?\?erjep ?fw?orﬁg%%l lgd in

nent s evi ce. For

desemaasrp hbovanhe mmn\ssadmmi semgr it A0 aillans tlma l‘rﬂiblﬂl@rteldnhienta 105

ki osk 150.to enroll th bil e phone in the ment
to by BREAASHY %64 BYSh Gerig 1ol valntgI ABARCIA| baRsangons.
For'e&ﬁhﬂf%hé n% I%J on]e5 abesﬁﬁﬁpﬁé améﬂ%e@l&w the

e dIS 152 V|des an o screen
menphagieM@.ng an enrol li ng user with the current status
of the enroll nent process. Display 152 may be an

[oo3iNtReioRtd being tsudchs agagimdnt eledticep haweasd théenobile phone
enrol | rent ki osk 156 may include a keybgard or other

10515 SOFNSG P dire paymess Sy%tramgm asw@ﬁ'patmg A§vigserraro
exaftpiR!ah ihBRidual may interact with enroliment kiosk 150 to enroll their

mobile phone in the payment system 100. lllustratively, the enroliment kiosk
150 includes a display 152, a scanner 154, and a camera 156. The display
152 provides an output screen presenting an enrolling user with the current
status of the enrollment process. Display 152 may be an interactive, touch
sensitive display and the enroliment kiosk 156 may include a keyboard or
other input/output devices, allowing the enrolling user to supply the
appropriate information to enroll their mobile phone 104 in the payment

system 100. Scanner 154 may allow the user to scan both identification cards
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appropriate information to enroll their nobile phone
104 in the paynent system 100. Scanner 154 may al |l ow
WO b@ousdno t o scan both identification cards(e.BCT/US2009/039328
driver's license) as well as scan credit/debit cards
to associate with the nobile tel ephone 105 as a

(e.Ph@ B SRCSHERY as WETEAS s3aP crRit dsbilisR s t® aSSdiaticwit
I mage of the individual enrolllng a given nobil e phone
0

the nwltede{amomw@éﬂs ahostacageounbogamarg 1&8emay be used to

corfLRIo of P8 HARRRRE A ANGREL Uk 0nlbhind s

paymeTaggstetm d08act i ons initiated using the nobile phone
105 as a paynent device. As shown, the transaction

[003BF (1M ane]e?ﬁb@dlmérﬁ Shedrdiaptibh BEnRY 30O Tatiltatds tHechredess
a CPU 12 storage 122 and nmenory 120. CPU 164 is

of einﬁ@lira@j&ua ltn’@bt!@ phepe dH5nawel asdnanagasiigrrsactions initiated

usi hteI I’PIL)BH bjﬁne ﬁpée#lgéﬁgﬁggpﬁé\geg WéléHonn 1R ?l’éﬁ%%&tfbg]

s, and st ores applica

ser\mrom(ﬁmbvm aladmpliting epstehywhivh incladsaatCPU KEY, \stsrage
120, Exanpl es of storage 122 include one or nore

122 andsenestoniriae SPPI HidhiSedbRgd ik bederresgptativelof Retingle
CPG e (RS A dr et CoPIAES pRpE proies s/t and the

like nStoxage, 12&hstohes ap;dldatmaprbgeraummmtdata foo uselisrthe
et SeReh T8I AR IBR OG PR 1SS AUN L e ok T G-
disK naTnasK ﬁ?éfnﬁﬁf@é\b{ceé” %Y@élarhbhﬁ AHd PRAlKeP T@Tﬁéﬁsactlon

(e.g., progranmabl e or sh nenories, read-only
servari?0 gy bet eonnechathio tihenmtwwk 162 (e.garslacal avagwtwerk,

whiglt S eyl Eainadey 16 St Bk StRn toPe et ace
o S Sl e
incl@BRbIrAAIOAILBEEY Herhd, nPAVbRIIESShcKIBEAEAP (e 425

may receive to requests for access to electronic
prograsunablesorfiashdnagoviest leadtordy seenooes, e y.e Additionally, the
unment networ k i pformation, as well as
warigein solvet 8 PO Relice o iRl ECPYiERe S8 a8 2ybpse.
keybBaeVA{d m@ﬂﬂopfasQK/QII adayhatiohl intéYfddeeussd to'ddrinect to
recogﬁnl ze that the web server process 125 is nerely

netweikykiQ- akllusféatamiv dhe serment 2@ mdutes; mW@htS%Vﬁfn’a%B fad an
appﬁg%%ege& %r fl onal% Isti81ats\]'v 'ggngcrf’%%gr wgggr aE R}gqt%oljeﬁuests

for dxletwito @fEBtionis res@u&ﬁsw@e:onr?g ofitlye h@ngmfdrgwredr 120 (e.g.,
process requests related to enrolling nobile phone 105

HTL dosememisrayetwerdRtmation. 3y wellAsiiegels reauestapassed to
appliEatitirdevi P12 B8wever, one of ordinary skill in the art will recognize

that the web server process 125 is merely illustrative and embodiments of the

invention may be adapted to support both known and unknown protocols.

[0037] Additionally, as described in greater detail below, application server
127 may be configured to process requests related to enrolling mobile phone
105 in the payment transaction system 100 as well as requests to use an
enrolled mobile phone as a payment device in a variety of payment
transactions. Generally, in response to a given request, the application server

127 generates a response transmitted to (and rendered for display on) the
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enrol | ed nobil e phone as a paynent device in a variety

of paynent transactions. Generally, in response to a
w@Rawen4daiequest , the application server 127 geneCBUSE0H039328

response transmtted to (and rendered for display on)

t henobi | e tel ephone 106. For exanple, the application

mobifs ¥pHohe TBY. Benexahpld, fite applicaitiondeeveh 2 MmmalyWenerate
document, and pass it to the web server 125. In turn

the @pproRiiate WABMankaip dogysentsanth paga i tadhe webaivaie 5. In
turr} Qhé %%ale 1 %gk@@?ﬂﬂg the WA gﬁvﬁcuﬁ% lr’%{J WhMmobile

rHet wo enro

telephonesls% (er@eowenaseellwalmétmktlbé). nobi | e t el ephone
nunmber and identification information, the enroll nent

[0038] ORK pAA Bf Y e B RINMEH gﬁé@esish bfcé afwemt;ppreg helimfobile
transacti on server over network 160. In response,

telephene Mﬁvmtawdgem@ﬂomzofmmlam tbe amelimanbkingk i1 66

magggm\f’ﬁuﬁ|E%t%\‘7tmh{sﬂﬁfor§é%:ﬁﬁgqgltljaée ?Hggﬁlcﬁg@%r L%(? o\/ rﬁ&%drk

ssoci at enfol lThg t phong i n

16(1 hla meym thy staapadtith séroer ¢@nplidates hise priowhatiernand
comuni cate with the transaction server

vertiog e 1D raLIa PG MEMPAT b HlechragsoRBEAd Bitadhe mﬂ;wﬁua'
enr%ﬂgﬁtelh%t epl{drM-:rh)thﬁ %ggﬁ{en@i&‘éhﬁ 66 Pol Qﬁérlﬁﬁ een?g% [oliment

I ng enro I's assoclated Wt one
kiostuhB@ may comoheididage iita the diavisdctzdn sdiver t 2@ aetlfydhat the

d d hej
Inte3n il Hanil Eanazeal, ety DL AFaer BSscadsmon i,
mo@nlesﬁﬁcyh& BelPgRHEREd is Adcldied mﬁth%@%’i%{aﬁgné hanipei | e

t el ephone account matches the nane in _
providedthyftheandividuak. bhe transactioneskeruer V20 sdyi alea yeritythe

T L T e e
a séiegselidel - amrl ihdatRonamber thanhabile Mletidneacdotiht may
comunicate with an affiliate bank, e.g., over a

maiches tle pame inithe ideTgificatien (oguBesaaangdidrivers renegyor
t t h i
oo SR LA R SR PR T el on Ser e

h th
roosbD F1BEEY 8 cad bibbiledEbiPitia A BlFiad RS s SRese sl
validaee e frarshdlionesdiner 120 iag JoRhLIRicAROWRN EASAffifRE bank,

exarrpl e, the account nunber for the bank account may
e.ghevar 3 sepuieadatadinkf1 3on el g secwersistha lisk 436 maay, pravide and

declaton; Setre SRMEREGI s, LH4REYLH 155 800 ARV B .09
payhranittadispbisresewideaiolcommaicataivithuhd afffliate bank 130. In
response, the affiliate bank 130 establishes a bank account tied directly to the
mobile phone 105. For example, the account number for the bank account
may be a combination of the user's mobile phone number and a 10 digit bank

account number assigned by the affiliate bank as follows:

0,9.9.0.9.0.0.9.0.9.0.9.9.9.9.9.9.9.6.0.4
{mobile phone number} + {Account number}

Once established, the user may interact with the mobile phone 105 to transfer
money to the account with the affiliate bank — as well as use the mobile phone
105 directly to initiate payment transactions with merchants 140 using either

funds from the account or using one of the ghosted accounts. In other words,
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Once established, the user may interact with the
nobi | e phone 105 to transfer noney to the account with
wo b@oaiding i ate bank - as well as use the nobi | BCPOSIV69/039328
105 directly to initiate paynment transactions with
mer chants 140 using either funds fromthe account or
by bisiding theaissr’ Stm@bldﬁwmmwmwuhesto the bartkearcomntjep@yed

cortldBiehrbfiBstPtasBefgeiriokfi BRRL o0 HFRE by bd et 7

varisipot paypienetrdidhdtiongldiretBy. be used in a vari ety of
paynent transactions directly. [0040] For exanple, a

f I |
loodf FSFERIANE, & SBHAR: BBBhctioRIn R L o TRE ThSbiR Hhe 65

maygeohreate alaacade faypancoderprgsentedde thé owchamiuio as

t 140 d b
payiugy b S eaviskro e Shefaisiction: T BRbES 2os.
barfbd& sbahhere! 42 u@emm/re@@d@bé@:oﬂe diglaped BATROBIRY plforiee X5,
string) may be keyed into point-of-sale (POS) system

Alteynativgly..a phy crda e gerarhalphasaneritexh gtrings eray he keyed

f
P UEESEBPEISIAANAES00 iR el Fhichil AP e
the pmen @hfbrraaﬁqsn ptesdnted an ties fadiietphonkel 05 isepairediby
server 120, al ong wWith a paynent anpunt, to authorize

the&agw&ﬁwm%a&ﬁ on PO pysisim 14banshirapsmittethin asmgssage
to R tiah@ReRdH ééweﬁ?é eéloﬂr&?wl'ﬁaé( pbg@'eH S %b%;;%l@gcg%ﬁt&

particlpating nerchants
givén trassacttanv eN/Igrchane aatduritidata 1Bdskored®n Bassemiontserver
ncl u erver 131 .and a cu toner accou
124 Gy iadude 50 Webyiarariioning marsiane (a2 Reitbag! 140)-
i ncl udes. cust omer_account informatio ., account

[0041], Hiesteatiyely. she alitiatebanin$3Q is shown éﬁ mlu bagk sgntes
1312%(.1 ’Q%tuﬁiﬁﬂeﬁrdé&%%lt g{ra‘b eUiae rbig%{phﬁa‘? a%EBPﬁt Jzﬁabase 132

e phone nu an enr one
genregaliyninoludies austbmert acdduat bdoknatioeg end., acodaert nuﬁ’rtmrbanld

server, 131 r.ovi a conputin
acoBht) bapgees ob SRt Mebrouple Sy betn 5»5%%(t|yot?r d given
moBis pMEHE 16916 gg ‘iﬁ@‘ﬁ)hbﬁerrﬁﬁﬁéé/r%f@?ﬁéﬁ%ﬁ d FTL gHone may
transaction sérver 120. For exanpl e, ank server
be msmrpmgtqdrmtoethe berdszgpesint oumbent &ha ham&vsmwmm fay a

| t o _obt .
profBR i S S e Ghe B P PRSP e AP RE AL
pheémorvr@m@scdm@brédlﬁ) e r'h@§séth§é§ fr@ﬁﬁﬂearamwﬁéﬁ

transacti on; nessages to t ransf er unds from one

seryeir t3Gi et examplebihecbamoserves 1ah oraieprocees gmgea to
creé ﬁ%ﬁg\? c{cﬁgﬂgfgi %urﬁ{)mie% g&&';%nér?ﬁé a}ﬂgéségoe B%rﬁ;i%ra
current balance of the account for an enrolied mobile phone 105; messages
that the phone has initiated a payment transaction; messages to transfer
funds from one patrticipating mobile phone to another; messages to transfer

funds to a merchant, messages to transfer funds to the account etc.

[0042] In one embodiment, as part of the enrollment process, the user may
provide any number of credit/debit card accounts, store-specific credit card
accounts, and other bank accounts using the scanner 154 (or may manually
key in the account numbers and account types) at enroliment kiosk 150.

Each such account is subsequently presented on the mobile telephone 105 as
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[0042] In one enbodi nent, as part of the enroll nent
process, the user nmay provi de any nunber of

wa@e@dilddidebi t card accounts, store-specific credi/uSmay/aB932s
accounts, and other bank accounts using the scanner
154 (or may manual ly key in the account nunbers and

a gh@@t@dHatcchﬁBSI}npﬂirtaiﬂIyOtHd@cﬁhakaafd@niEmeE?@BreSSt@hed
account is subsequently presented on the nob

Sequwé SRdhe tramsagtion gaoer da0zancbiefon mwapb%tel?phqned 05
htiﬁ"ﬁq?lﬁ%olu&é HHE?%?Z%chﬁgt ﬁ%@f% ﬁ%&&;ﬁ)ey £ the

ransaciion server on the e 't el ephone

oog] g 1250 St aEien i BBTR RRER I e ifg el

10 efgrayer oyaiceamdion t06.dABEhawe, thd Rbméiyorodiacildés a
and a nenory 106. As shown, the nenory 105 i ncl udes a

wekpbRwsRnes-  Tome pmbedimenb 8ie weertof amhenrigded mybilgphone
1 Ofﬁa@l db@glnm@rﬁ@\tlgn %B%Hilﬁ%rn?%coﬁm ﬁélﬂg d@é %@E%Ho%e?%ét

raccount xamnpl e,
Foraaxarsmlenawseeqws@qhestﬁe&ddthemrreambamﬂcaril@ ¢he acédumt
unt tied to their nobile phone, revie

tieqat%aiﬁgﬁmlawspw SPYIEW WRNSRCHAS PoifaBTPY %tﬁdhe'ra@,owe
FRYTLE ol lovicB ety jrbpSacisHRdod BERG <fu

ccount's
accdaﬁtsn and the dike pFoftheg & psai myy dgfine laassergrofile\apegifying

rulefgF s uslsiSivelof ebt o fadgea0u: Sreapialay ladheimabie
photle\aysr airspla, H‘u@bF‘Hmyad%ﬁ%tto‘leﬁy@ Hévé 8 rhifthUm amount of

account, or may [imt amount of funds to store in
funds i thenmﬁdoenp Mm@a)abmddhe anwunt ob Snds tedstamexintbeir
di agram furt her

m°$i?%qﬁé%?§%?§égr§%9Fa‘?%eféﬁcgwagw r 120 configured to
o0} 5t 5 bk B P BB et R BT 20

con'h@M%H !ooéllovfﬁ rﬁ‘é’élﬁéjte?ém%%e tb']ﬁrﬁé:ﬁ&l%%td Mrﬁ@ﬁt‘&%ns]a%gon

may be a conputer system configured wt
accapging éaheemodiment o7thednvénfiore dAs oomw@va, ke use of
h

trarfSRRloR SRV 2ndtal BET Sorephir s5ac Ao ifltRd i an
appiEARr-8aNSr 327 Configaiedad rHarsyd theiaker meBIEWAbAAS hens

bet ween the application server 127 and the nobile
payprii dlevipss indhe prabiledelepbgne dinmsaeliomayatematO. Ads shewn,
an HETPARRIPSHUAO0, Ao LRIyl o BIELUAES AU ARS betien the
conponents,” each oviding a so tWare no

appd:oam‘imgser@dr t a7fami| thetmdlsild ;bleonts 05 fwapbrdwsgos; ahdd
ment transacti ons. course,_one of ordinary

metghaNt 140, PsShai, g @Pph%@@rﬁ%ert Tk inchudes plowrality of
comfbriertd &ch pBOMhRS sbfttiia¥e fittlule configured to facilitate the use

of mobile phone 105 in payment transactions. Of course, one of ordinary skill
in the art will recognize that the components 205-240 are shown as individual
components to facilitate a description of the invention and that a variety of

different software architectures may be used to implement the functionality of

the components 205-240.

[0045] llustratively, the application server includes a payment services
component 205, a merchant services component 210, an identity services

component 215, an instant check component 220, an affiliate bank

15



conponents to facilitate a description of the

invention and that a variety of different software
w@e@bildded ures nmay be used to i nplenent the  PCT/US2009/039328

functionality of the conponents 205-240. [0045]

[I'lustratively, the application server includes a

conﬂﬁhﬁh‘@ﬁtnoﬁ@ tUMpeRenDRR® e phycithe/barcode edtigedesti ces
nponent 210, an identity services conpgnent 215, an

ComP@'t%IQSQhéﬁ AUgBIRSCTRPORET 238y aRdian enipliment registration

corIER BN 1% 3RRerCNRRES o il POY SAPLO SO R Gd o
mamgpb transactwnisite ntanségyifahds froonoc® epmﬂedtmﬁléﬂb pﬁdmae to
t f
ot e OB A R Hende o lHBopioRNgHE 105 10 a
banﬁ%&'ohﬁfjtlé@m hRothBP RfoHile pﬁﬂfh‘e%s Sbe dfhe flitioRsbank

account tied to a first nobile phone 105 to a bank
peracmedrhy thieeqehymeentrerviees rotnposepharecdafibegdmgrester Hetail

f uncti ons erf ment. servi ces co onent
eldy B bORIRC AT WA feskl O] P RTES oo |1 con omecton
a desc tion of Figure 5, 0046] The._.a nerchant
r00abl, rThelie SvaraheBh Astricas GomBprest 26h My e donioWaRLSe
maldQORERMARRSIRANEER A RBIA) hehi o'n% PR,

hant. That is, the nerchant services conponent 210
Thatis)dige snarchasteservicas caimgponeah2$d nunagesitoisastiphe mhere

useﬂ (gir ctly as .a aé nt ,devi ce at artlc atlng

an ciplied mobile fhore 5utg s ik aga Gavmetdevicriat & bat a

parfi@barRfimePcitarlas iyl Adidg aliiréodd BRA ipAY dHRIEC TBdYh rgﬁit’e@ﬁ) a
stored as nerchant account data in database 245. Sonme

pariigulampartigipeting mergbamnionay depstoraskasrmetehant asepunicdata in

e R T e R R

compitaigint LY 036e deserbed ipgreandr dbtail balowdig dofehdtionsiigh &
the identification information used to enroll a given

desggetion af kigereBbi | e tel ephone transaction system 100.
For exanple, the identification nunber of a driver's
[004y] Jétesldeahtympm coawponent 255 msybetsed talatose heh as

oo AT bR b o B8P B0 Bgpone

trantsben(brd teiry 1 6@ Fbﬁéx@rﬂﬁmomtdeﬁﬂlﬁcdmn BUrRber oS ANVEES
(or hashes of sane), pin nunbers, encryption keys, or

|'Ce'@$€hef pasFRSTHas el asdiemediadalfesiichear a camsraex fingerprint
scaﬁ %'Pac‘iﬁ&& RRnG ! SRt drbA&ath BRroRRHEM: kKM e,

the ldentlfy service component 215 may store passwords (or hashes of
same), pin numbers, encryption keys, or other information used to
authenticate a given transaction requested initiated by an enrolled mobile

phone.

[0048] The instant check component 220 may be configured to manage
transactions between an enrolled mobile phone and a non-enrolled mobile
phone or third party bank. For example, in one embodiment, when a user
attempts to send funds to a mobile phone not enrolled in the mobile telephone
transaction system 100, the instant check component 220 may send a
message to the non-enrolled mobile phone (e.g., using an SMS message)

requesting that the recipient enroll their phone in the payment transaction
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[0048] The instant check conponent 220 may be

configured to manage transacti ons between an enroll ed
worelpliesiphhone and a non-enrol | ed nobil e phone pPeT/UBt0Y039328

party bank. For exanple, in one enbodi nent, when a

user attenpts to send funds to a nobile phone not

sysmfm dloodd ordet toaetoibe lfendetrapSienedtfran ths enedlleglyrabbile
t he i nst ant check co l'rl:%gt 220 may. send a
ph%@s Alggnativelpdhg gRCIRIGNS M y ped Eﬁ§§d€ fornagion feka pgper

chet%E t§'¥§ ﬁe?f"g@m'{]lﬁﬂ%‘?ﬁéfaﬂgcﬁ@a{ cérﬂ?oﬁ&ﬁt‘ DI i/gib’ ol |

err one int jaynent transactionsystem
configdead todrartafelr fuadt drods the acsdet tied tb reopartibelae mahllbmone

TR R BT BB CHL BBl SRR
debit) mT\‘lérrla?iezlvin@SBa'fﬁkt ma} AfeloosR IMOAMYs iR A dB6uREheld b the

configured to6 transfer funds fromthe account tie
recipigyv et thuaithand pasty bankp hSnmaa@f thadungtionsi partoronmekoy tblean

s 0 SmPobiA e ety ot bR AT o

ngfrﬁ,‘ﬂibﬁtWMﬁh@eanrbthﬁl ofemigRteept at the third party bank.
one of the functions perforned by the instant check

[0049P RN &Ml atAShriK CorASSHENt2eS ay ?r@\%l@ra Stihvidre c!b%

conjunction wth a description Figure 7. [0049] The
be edrifiguired to qumwque wétit thexdfilate banky i That és, sxsfpayanent

reaf PR TS Pt oM i efitorfsd R BETRBRGRS ol biafisfel fg another
mobn@ﬁhd@of f&ﬁ%‘r’éfcﬁ@rﬁt‘?' theffimieé bank %@Prﬁ)drfeﬂlt 225 esfies the
t o anot her E one or to a nerchant),

requestedifunds @%ﬁn&ven indhe azgeunkassaciaied w@th@qmﬂm
mobitForts, %AV b8 Mok trd P RRRH Baf e BB PG NTh e

sendi ng’'nmo phone,” as wel'l as i ers

the taffiliatd bahk azsm ptavidy bevices tbughert dumpdieénts dég. thsk
225 may provi de services to ot her conponentsrée.s.,
paymfﬁ‘tﬁﬁj%@ﬁ C%’@POF%@SQ%@%WBF}F‘ seyicegwonmRanend 21 ard

A AL L
S A S

genl@i’al@mmdﬁm inforaration, uddtbinrayivendeansacige Mtdted Gy ent
generate a barcode assigned to a given

enr@'ﬁ%@é’\éﬂ? ShoBAd Fos syample, thﬂﬂ)@b/ rPé’@ledﬁa’('QQ\e’Hﬁnb@Qm%'ﬂ%
20057 R rdE Ad BRUETLLRACTHEI G\ B 3Geadly 54 A
informaatibraih aseemrypledanepmm)tto &JJ@qUGSmngpﬁjbde phoagu adteed
lpﬁg ment tr ansaﬁt |b
merchant then scans t arcode and communicates with the merchant
services component 210 to compete a requested payment transaction. Once
received, the merchant services component 210 may communicate with the
pay code management component 230 to identify the transaction (and
ultimately, the account at the particular bank or ghosted account) being used
to fund a transaction. Thus, the pay code management component 230 may

provide services to other components of the application server 127.

[0051] The auditing component 235 may be configured to create and manage
a log of both the actions of the other components of the application server

127, as well as record a log of each transaction initiated, completed, or
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recei ved, the nerchant services conponent 210 may

communi cate wth the pay code nmanagenent conponent 230
wWo eoobdedito fy the transaction (and ultimately, PEEUS2009/039328

account at the particular bank or ghosted account)

bei ng used to fund a transaction. Thus, the pay code

inteTRIPASIE BT Ah SHIERSRIbDIIE PhoidYoriPapNdipgtirse marsiRmtt ahetibgr
corrpong%ts of the a I%atl onm;ervgr ﬁ1@237 [ 0051] Theg

may Bgistoneg b Glefaset24m5 may be configured to create and
manage a | og of both the actions of the other
[oom) ﬁBmermnoﬂmernt r¢gistagi1iﬂn camponenis?4@®@mayarovide a/\ecbfkwa@
corrg {&’% % each tr@nsactl on fnl t i .at ed nnrﬁogﬁ ,
CO"EJP?WE cPORgwgalo "é?f‘ae‘-’rﬁ & RIGCRSHPI EMoiiges give ne
phd?Rfihithé ﬁ%bn@% eRanfansibion @gsterﬁw@@ Yhas afleighroliment
dat abase 245. Lﬁ 52] The enr ol r egi stration

regisation eampanenhag0 pray cerenuinieste weihear njsdimant kiosk to

reofiRiar 2 VsRale o TRDRER bR AN AT haRThg s Aol "

corﬁp@ﬁe&ﬂQQBQO cfdate,a bk amdllritm@mnd 150 gtvbatmoblle phone
conmponent 240 may conmuni cate with an enrol |l ment ki osk

being SElleny & o5 RIaTTRIG.2R dessiber ahave, i affinte hankomay:
estdbifsh 4 p&t OB%%JJ%& tﬂé%oﬁﬂ’@ﬁogﬁ?beﬁﬁ’eﬁﬁ 164 ﬁﬁ&%s@ thank

accoun to a one
actesirpblonechunilosr ca‘ﬂhatxhebllaphdae asi ptmﬂofaﬂbne\az;couhtenumber with

tho i Bl ACHIEPRYINE AP6 et TS AUEh SSrmpanophang

6o SEedlm s S EOR b sl o<ine

infoematiblh asmpary @gghqsttad aomwﬁrdaba]éﬁﬂ indatatmperddsei seme of

t dj t d
e e R o S P e e R
desl:ﬁﬁed fh g@a@&aéﬁa%aovﬁmﬂr@orqﬁnétm With 6t deXsipRenh bPFigkle 4.

by the énroll msnt regi strati on conponent 240 are

[oosg?jﬁgun%e@' id & bl 5% aﬁ?flﬁiﬂerlﬂﬁls@l‘é{tlhg ?rgidHé?ﬁé 8N W\(%:Blzle

cription o ure 4. [0053] iIs a
phatieatimacorifigurédto ehgage mpayrgentﬁmmwmoss cHccardingitd ene

emBodient PT R PVaAT s groETole ekl iERoRs 1pRdncludes a
d.smayea.téeﬂmo% Kypaa. 310)@ OPD 315, taeirﬁﬁi&n\%rl% Ianalaides
di spl a%bscreen 305, a keypad 310, a

memoanéaé. e disgay seeen Inoenerzily prq\n@e ai wppwab@se@w

B T O

tou@ﬂi enhsifvalintetade ssabid pregehhh &irfet Reyiseald! Alreawily, €(or
virtual keyboard. Alternatively, (or additiognally) the

addiignally) ﬁbﬁdﬁ@b'i@Bhﬁ%%/ 195@%@0@4@? kawrad 810 ingluding g a
number pad with a buttons for 0-9 or a full QWERTY keyboard. CPU 315

provides a processor used to execute a mobile phone payment application
330, as well as perform other tasks on mobile phone 105 (namely, sending
and receiving text messages and running other application programs stored in
the memory 325. Transceiver 320 provides a radio communication device
allowing the mobile phone to send and receive voice and data transmissions
over a cellular communication network (e.g., a CDMA or GSM network).

Note, in one embodiment, in addition to the cellular communication network,

mobile phone 105 may include a transceiver used to communicate over a
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nunber pad with a buttons for 0-9 or a full QAERTY

keyboard. CPU 315 provides a processor used to execute
w@20mwhidieo phone paynent application 330, as wePCT/aS2009/039328

perform ot her tasks on nobil e phone 105 (nanely,

sending and receiving text nessages and running ot her
wirdless derd ¢SHmunReitioRtheiveRe@.4.N ah BO2MEMBENMGIRR - Of course,

Transcei ver 320 provides a radi o conmuni cation devi ce

embedigintg ot the inventian mayhe adapied dorawse Wik dhege Grertly

s b bty LB B RAIRA A oOR AN LUTHUPHERLAD
sub%&’qumtﬂSEdéveld)pEcaddl tion to the cell uI ar conmuni cati on
networ k, nobile phone 105 may include a transceiver

[0054% Glﬂuétﬁatﬁlém% ﬁﬂatn@org\(ﬁ’s SMHeEMRBAe PAbAe FRATIMEIRRE 4 ON

network (e.g., an 80 network). O course,
mobipaenepagment applidatior @300a hasgodr gapepterdB3nang ghosted

Clr Y
accggﬁpdél ca olhsc; pr%%‘éggﬁ'i&g R{\Aé'ﬁp%zn%ngaé@{n ento 60 “C?t'on
330smla§'wmd % iditiacd am«}me[r@%ﬁ]saé:ﬂldmasm?tthaaiobnletrm)ne as
nory 325 on the nobile phone may include a nobjle

theww%@wm Qs mm%ﬁsg@ob'@ M@@%a@vrgewe@%nl@ﬁﬂges
330 RARThEHcaRE B Ind Bafioction Seh LR A RR a payment
coder(netg' ph bascquisyanedior & payde).om uspmgséh@nermtnéaetlpn sBever
e msnt device., Once initiated, the
W@M éh?fgg ﬁﬁat%aﬁqe}re%% HRIGY§dORgivern M@ﬂ‘ﬁ%‘é&’ba%’ Erﬁnﬁﬂ‘é‘
' Thé ¢

t *"‘*‘e‘@gﬁ,@*‘f"‘é o 85 Th imbi B hafnB FRIcaRBAS0,
receivas slata from thertransation segver @i apeheuppliesdt todhe daecode

uni.gqu 0 a given transaction and transmt it to the
ger}%%tl §3%1hone 105. The nobi | e phone paynent application
30 receives data th transaction server 127 and
[oogihqungsempoqghmqr}ﬁet 8 geRRARIS ALY JRHSEIE 3 ﬂ'splav

frorﬁ '?ﬁe 8 c%\r?)gb frc{:} h@%ﬁeg&&#&g{/ﬁ gl‘r‘nﬁ t%%@lé?u‘!{ oB&i§hiay ©

di spla data recelve t’ransacti o
scr&m 3@5. End edampleg thé traoradiapsatyes t? 2 emy3gsnerata an

encgRke 21 Barcot: BarbBhL; S Gy sttt Hcpligh o9 pn
the infoBileepridl 1 et irPiuirs e Barédte g&%ﬂaﬁorma Qﬁecr;hﬂ the

turn, the barcode generator 33 decrypt "t
messagetemfthe iransactiomaeret i 37, @@W@wthﬁﬁwch@ddiaéa, antk

gerR Sesiiepre G5 a&eﬁé@@aéafc%ﬁ?i%@e] 2 dhE B coun
[005(2'3]a t(f;;-]hos od %tcgcr)&r?t éaqa 395 s%r%% tﬂé‘ E‘F\ ted Raarxes otf payment

accounts (e.g., credit/debit cards, etc.) available to use in a given payment
transaction. As noted above, the ghosted names are not the actual account
numbers (e.g., an actual credit card number) and nor are the actual account
numbers recoverable from the ghosted names. Instead, each ghosted name
provides an alias for an actual account, where the actual account numbers

remain securely stored on the transaction server 127.

[0057] Figure 4 is a flow diagram illustrating a method 400 for enrolling a
mobile telephone in a mobile telephone transaction system, according to one

embodiment of the invention. As shown, the method 400 begins at step 405
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accounts (e.g., credit/debit cards, etc.) available to
use in a given paynent transaction. As noted above,

wo b@ogiasdt ed nanes are not the actual account POTDS2089/039328
(e.g., an actual credit card nunber) and nor are the
actual account nunbers recoverable fromthe ghosted

wheR®s entdliirictasbr stipplieg AARGISIE PisdRe PUPVEE &5 cArdlidhitiee
for an actual account, where the actual account

mohmfﬁieehqr@mmﬁ@él@nrsyﬁger&ﬂQped\dﬂﬁthn?é'yt therenrellingruser may
f
sustfy Kol BRI Lo uRell ik 8% Epor numben.

Foit @tegmplenas deseribazbabeve, @neptrolting tusen et interastywitie mkiosk
according to one enbodi ﬁnt of the i ven jo

. As
to eiguiheinkenedpH RCReA NG %‘ﬁ—?‘p‘ 28 @P@ liggnse.
Alt@rﬂéﬁ%ly,ﬁu?ﬁgﬁw ngli'lﬁ’tBHcﬁ |ﬂ‘1 i 5roRREP RO FUWfé tHe%ame

enr le te one transact on system 100.
infokogitiohamavilhya clelile aba mdenchagt pardicipatipg sruthe gnrollment
identification data (e.g., a driver's |icense nunber
prosﬁ Passport nurrber) For exanpl e, as descri bed above,
nrolling user mt&;act with a k to enter

[005931 quf‘c‘?l gl Stﬁm@ tads trapgmd tq itranfactien: s
serl/él‘cﬁi‘f eonth 8Lt VA Yep 21 Usl‘f'x% tFENsalchb: %@F\Ier"‘f'zzt}nay Web

browser to provide€ the 'sane i nformation or Wwit
contigerdd #t verifynnfoimaatiorpsupplieddat nhagenmllmg aisenr &bl msamMe

thefaRearnon SaVRL 1 2R dNeY CoRRMITGHE St Birdear egafichtion
serVieesi S@rﬂllarw tﬁé @Hrdmt‘q“} u§é}9mhf/ ﬁﬁtﬁ@&b'@é’er@%%w%l%? oY

be configured to verity information supplied by the
whighitey rengivesmobilg-phoas sepliegs. t Hlee traaa@@tmn mfveeﬁ gémay

corti{piEte SRETHE s&RIGh Plaviias o SETBAHL U Bl piBbliare
is a866YhRR wnwmedslﬁoﬁé aomber shpplyby ﬂfeeemumgmée? -PhoRel
services. The transacti on server 127 nmay conmuni cate

as erif thaidhe @nvolling psen/hafean ecowntifpythal shopaavighieeservice
pro%' PgA?gfe%l Afﬂ ﬂhé n%ﬁ &to"# 8&nm®'iba‘té‘£mmﬁ‘%§§ a\ﬁjfgﬁ?%ank to

nro user -

estalhlaih dmaccrmrm td birgi wsthg rﬁn@tmeaml@tmerhelrﬁg) entdiled. ptanep
service provider 415, th
424, ﬂ%gaa inchuan ﬁeaw@@%ﬂmaf ReCautidata (@ op srrdi/gebit

cargmé@ gfecooéﬁﬁvet ?hlg érggnﬁ i %dy)t% Lord& E@E’ur\%{}ﬁon

el ng enr ol At sté ng user
thest[qmsbgztlcaddemur&rid gmm«admadwsanegbg traraneitted /id éte tobile
card nunbers é not ed above %hls i nformati on may be
thﬂeo?réc(? @@cﬁﬂr ‘We%pﬁoﬁss? IS¢RYeI%N server, and ghost ed
nes may be transmitted to the nobile phone once t he

[00% o $teR ARSphecyelling ussrynsials a mobile phone payment

application on their mobile phone. (e.g., the mobile phone application 330 of
figure 3). Additionally, in one embodiment, the user may supply a pin,
password, or generate encryption keys used to authorize a given payment
transaction using the mobile phone as a payment device. Once installed, at
step 430, the payment software may retrieve a list of ghosted accounts
supplied during the enroliment process. For example, in one embodiment, the
payment application installed on the mobile phone may retrieve the last four
digits associated with each ghosted account. At step 435, the user may

select to replace the default ghosted alias with another ghosted name.
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[0059] At step 425, the enrolling user installs a
nobi | e phone paynent application on their nobile phone

W@ eoog/i1461the nobi | e phone application 330 of fiPCOr/ESBYP9/039328
Addi tionally, in one enbodi nent, the user may supply a
pin, password, or generate encryption keys used to

[ooebyt FiguireZ 8 uﬁagno\/\emmmmﬂmstmnagaaﬂbtr@m 500 fog tidmefardng | e
phone as a ynment device. Once installed, at step

funﬂ@@etww B&?fﬁ@fﬁ"egd\“?k?\léﬁ RhORES: AEEPIAING100NG gmbggiment of
theqwéiit%% e %tsgeélllé%'th@%éi%ﬂ BB0 GA?S o%%ﬁt%%@?él&tlve to the
or exanple ment, e paynent

rocess. I'n one enbo
examplbry:artoibﬂe phoee dttbddce scidemsrahlomineinfigmesrédy-8Eet r i eve
the last four digits associated with each ghosted

[0063G CA%! BhowA] thelrapthd3EE00 begiks et stepy5GBhere huskeHterets
the default ghosted alias with another ghosted

withy Hhgarobile ghore payement applicationinglialigd om their mekile phenea

t;
Fof Bl b BHES ol SR ASR Mo flio iy
showrventancenro&‘eﬂrmoﬁﬂpephbseoﬂn this paretidutat nple emobile phone
oo FEG A o B uh i SR A et B o
applicakbn idohs, %Ldm&eégﬁ i1l IHSth% a?ﬂ&ﬂa?’@y?arﬁ‘gﬁ Bsér ks on

Interacts Wt nmobi | e ph on paynent a cation
theiican 810 ¢l lammch Hieé paymient epplmamen Fiustetizety, snobiegimne

sodnclydss ReriaononToR R 1 8O EahbaL vEpf to e a

dispiay cufddran dRpRTPARa S80I SelBdtaR &E&u‘té‘ﬂ'{éi ?fméntt ouch

sensitive display screen 805 showi ng a pl ur
applisptior asseniated with icond@10di @cowse, ®1@of skill irnthe art wnll

eoBghbPAhoBIEBHe akiRbe HOAS SRlEA LML bl o

intepfaeeeoRB0ld (204, Basoms tbge-soreenigNétcd whithomaly el uwsdde
a track-ball Used to nove a dis | ay cursor in display

seleftandgpecuie B wmw@mllé@m@ Rt pwn@rﬁm@@mme@a_ta gser
ma RAEHAILE Sl S PR nHber BF patoR o dam L 1R pImen)

applieatiomnioydo Hd/dkeldlfgerent/aayrabm tnénsatmenffam&tlmrmppiosted by

e.g., buttons, touch-screens, etc.), which my be
the&’?&%‘%’ﬁ@@f%i" Nand execute the paynent application.

Note, in one enbodinment, a user may al so have to
[0062], ) ?X@mBI%OfrﬁJ%@Q ot Icgaﬁ\ﬁbs @hpwm indmawet 8 Pagaent
laumd ?ﬁt% H%ﬁ ﬁoWQ\AQi‘é?SQ 8@&‘5“ %Wﬁ'fﬁgﬁn different

transa afyun 'ons” sup % rﬂ

payampgititezrisaotiond @@ﬁ@}nmlm &)@fasc\}velt hs ro@tuons foron 810
is.shown in Figure EB Once | aunched, the dis 805
revieMing Past tralisagionsy HBh%ﬁslerEﬁ”tlcﬁﬁhubéﬂ%’W@ &l Pfe

account associated with the mobile phone 800 is also displayed on moblle
phone 800 (i.e., the cash balance of the account with the affiliate bank).
Referring again to method 500, at step 510, the first mobile phone prompts for
a recipient phone number and payment amount. For example, one of the
items in the list 820 is to “send cash (payment).” An example of the result of
selecting this option is shown in Figure 8C, where the user is prompted to
select an existing payee (using a button 825) or a new payee (using a button
830). And an example of the result of selecting the “existing payee” button

825 is shown in Figure 8D. lllustratively, the mobile phone display 805 now
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paynment transactions using nobile phone 800, as well
as options for review ng past transactions. Further, a
weomwamntiicash bal ance 812 of the account assocPer/@82009/039328
with the nobile phone 800 is al so displayed on nobile
phone 800 (i.e., the cash bal ance of the account with
shdweea disf 835 af acdumis.. EReh actomd indieé listt835atlwes Z0fayars
step 510, the first nobile phone pronpts for., a .
narpg @ngl teaimelpilsRhenaMeNbenassraed wi hpossible recipient.
OnEE APl Sor SAIECtS onlo 7 the 20RjAtle paFpst the FiBnEmafprtibiine
userho ntgrtaroamiosinstoolvensfar fa therseldfed vdudpient.he user is
pronpted to select an existing payee (using a button
[00637 SRefeirieg BGHINORE nfathbd 308, buitd tHe GsHl)suppliés apayee and
exanple of the result of selecting the "existin i
a pgyyest ameunh at step 515,4he\fiksti rﬁolqugglp@qeggpnds this information

i ¢ : . .

to thb eEiskghort By, AFSERUA0 RS BARSSLRA SBhypRcomagRnes

affiliate|baohkdo xopéisne ¢hatdomdsack atalabbdin theEvenanhasdaeiated with
ted with that paossible recipient. Once the user

SSOocCi
the&é?‘e@? ﬁ%HEO%?- {fﬁpt,at{)git{agﬁpgtl%§% §r SeRgs BHBgRSaggback to
the Rir ¥ Rbbild hHﬁfa%h@ﬁ%%%a]%ﬂ%@i@%ce‘iled.t rPﬁ‘B\?i?%Htngh khds

sel ected recipient. | 3 erring again
arersvaliiable5aDsteprids, thetrassactonpgEnvesmay sapd e pnothi to the

a nt, . unt,. at step,515, the first nobile phone
reclinl TronR PR iR T the RAYEISTE 26508t on ser ver . At
step 520, the transaction _server contacts the
[0064j f&l $tgp ésgaﬁ'l? weerd ire repipigat mobiashape maxasenfismethen
payriéntaf4iRuBloR B3R! AR il biide. AV sibp B3B! I #ad 188f th

not, the transaction server sends a n%ssage back to
recipientimobite pludnd deglinesdo recelve hdranséarsatdundsfrom the first

moBEERenE e i keRencbbrsry oy Mo RS BrssFomigle Rprie
the tRFISBEHEN M@Géoﬁn@@.%ﬁpkallﬁ NV [P R HGEERIY tha€ fint .
[0064] At step 530, the user of the recipient nobile

recipieii vitappravef the ivansternol furds ta theirgaebileophensd. nlp sueki a

casPod] pEBRT g fenidin Stiued corkis B auors Bk wun,
traritffedsf0Ads froamhehgcdounhs hssBumtea viaitothe. firkth@BbiléBhone to the

transaction server notifies the first nobile phone
acconBt asspeiated valcthedreipent qeebilerhpneyAY €8P 1545, hswever
vorly SERSFBINLL o ARPLBRBLENS o 8!t e boon

congpleted. alhe tapetddasht bedancea8s26hown is eispday 80H bAFIgaré BB
mag&fi |'iate bank, which transfers funds fromthe account

gJefuetionthy sendngimalllepfigneanmh Biceeassd Meaaccount
corfBspBRUAGEMYL L e feRiAMREDIEPINS . PRATE thébhBhERo-

phone transaction performed by method 500 operates to transfer funds from
both accounts virtually instantaneously, and the amounts shown in the current
cash balance 812 on each mobile phone reflect a true balance of the funds

available in each account.

[0065] Note, in this example, the user of the first mobile phone selected a
recipient with a mobile phone that has already been enrolled in the mobile
telephone transaction system 100. Alternatively, the user may select the “new

payee” button 830 shown in Figure 8D. In such a case, the user may be
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transaction server notifies the first nobile phone

that the transaction has been conpl eted. The current
w@eamb/1pai@nce 812 shown in di splay 805 of Fi gurer/8Ronwy39328

be reduced on the sendi ng nobile phone and i ncreased

by a correspondi ng anount on the recipient nobile

profiRee to &htés thé htoHeHRNEaRImbEr fof anstet earollkemobied
by net hod 500 operates to transfer funds from both

phagiee ddawsven iftthalusgr phteraAraskiRuRIGNe BWAbERtoraBeRsthat
ha%ﬁ&%érp?ﬂaﬂ?g g{ {hpenttnogg? %IQ&%@E?@E&%’(BQ S%Femn %@} {eh‘aelnn

one reflec rue ance unds’aval |l a

thee?xmﬁaﬁ?@ satver hwﬁb_ I ﬁe]msﬂhit e, mé:l;setgzﬂ' ?qemamg that ltHiEBussnﬁmf
of the first nobile one selected a recipient, with a
thahgiapneepraiiie the, §YStﬁH€1 A0-ralery Wﬂ)‘béﬂ“&n‘ﬁ"@ﬂﬁ or Heingise-
nobi | e tel ephone transaction system 100. )
[006&] t RigHea 6 i a flow diagias illusiating papethodS00 e agrgbite phone
1. 8 ' ' . LS UC e
to B ARAD IR Al tdidhsiion M et ecdlting to

ond embadiphérstrofehe ilveationp Bid shawigiiee nidahed €00 begirishat step
user enters, a, nobil e phone nunber fgb a phone that has

60Swherea hisehindiates i RN HARSAEtQns Y IeiPgHag £rgrghant
usi@%ﬁ{e‘?m%ﬁe phBRE afs*},eﬁémteﬁ@&é\h@é! FSF ¥RImpRY tid B2l of2

ssage requesting t e user of that phone enro
display 808 is fguem 8B hcludesrey chwita to fretke atpurolsaded butionrij 4.
so. [0066] Figure 6 is a flowdiagramillustrating a

[ooe7et Alostep @A Of e mobikd phene pecvdptsothpalder ¢ paleet 8ipagaidny
in a paynment transaction with a nmerchant, according to
soupR RuNtrCRAse ansaglieRwiknthesehainh, I oRe net hod
: L AL
omB38uRAf 15 (Ror 5P SR HR ol 1 AL o
wasiestadplisihed durimdtHeeeploimendpracasaomting usevinag .selemt a

le, the list 820 aof displ 805 in Fi 8B
ghasied ARRAUTY: EiR6eEemPlP- Fiawe E 507 ¥h ADSXFRIE &t s fpsult o
sel%ch\?ﬁheAFna%beéjgﬁl%ﬂasé’hSUMBII £ sRORA G BRIFREB. t A8 sHERA in

. el ect a paynment source to fund the "purchase
Figurea®is altvei roabié phoné dispiaycdnpresentsom listeidiboli ghoated t he

| he. i ed h i
acoBiffs- JEdeREREE n Lesist SR e HES iatat PRETR oS d 2805t
enrbilgd fr@halBhorkehah riolsilROBImhonearRINbCtIV By Q¥ATTPOE,

Fi gure 8E shows an exanple of the result of selecting
HNustrativelys tee ghpstedmasees inutigure 8inrludmantries fer g lpersgeal

VisgB S BN TP ARER 1S FBE L BuBepE cheaiGlactiom.
Iml:idm%nltl}l,sés Abritsalssveawhile thaghostedtrizeng bb WusthexsAMEX®”

. enrolled for that phone in the nobile tel ephone
likely; ighersde s Ecambxpress® charge card, the actual account number

for this card is not stored on the mobile phone 800.

[0068] At step 615, once the user selects a funding source for a purchase
transaction, the selected source is transmitted to the transaction server. In
response, the transaction server may generate a payment code and assign
the code to a pending transaction for the requesting mobile phone. The
payment code uniquely identifies the mobile phone participating in the
transaction as well as the particular transaction. Once generated, the
payment code may be stored in a list of pending transactions. Further the

payment code may be transmitted to the mobile phone in an encrypted
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[Ilustratively, the ghosted nanes in Figure 8 include
entries for a "personal Visa(r) card" a "business

weREX(149110 card, and a "busi ness checki ng" accoPer/IS2009/039328
Inportantly, as noted above, while the ghosted nane of
"busi ness AMEX(r)" likely refers to an Anmerican

meb¥@je SAS nbtedhab@ee, ta adartit@apsinbadindestoth paywidst cdder
this card is not stored on the nobil e Yhone 800.

geneyaiesi bysthestransastign s maebgyalid s e imied pegiadioh gme

r r S urce

and G651 Bl 80261 A0 AR 11 ARLESI 61 801 o

paynhenttdoalesact i on server may generate a paynent code and
assign the code to a pending transaction for the

[0089¢ CAESEp IBROTEHY MBLRE PRBNe TEEIREY IR nesalfe frohtihel v
i dentifies the mobile phone participating in the

transagtionsenei, decrypls) it, andiprespmista payment fF%ﬁﬁs%ihQ)ﬁ'SP'ay

sorppge W REERIERImbHE 1R HTRRoF oAt FRY BT SR B o

stringkeped intarspoint efsdle systermattheanpivbaat.i Alternatively, for an

enc%{ﬁpt edrress &seﬂ As not d a oveépégégtqw% :ﬁ)é%l_naerm code
in a“?eﬁ%@ﬂri 9% -SdrhMfeh lébQi?e Y)F‘b rﬁ)%rlfl(geaﬁ erqeﬂﬁ'fdn?dln
tirne and/ or goo use o

anatblenembodithent, ﬂieepawnﬁnisiodbanay be mﬁ@rtmnbodmgjener[a&ﬁlﬁﬁ])m

the Ry conP AR BHEL 8BS TORIENIANE: I Susha sasds o
use"f‘ nﬁ)@/ H%bn?ﬂ%@r ABbAS BhEhS B e Fef@fiht td Be R08nned. For
nbodi nent, the paynent code may be an al phanuneric

exampde, EUW@]@Ekeyed into a point of sale systemat the
merchant. Alternatively, for an on-line nerchant, the
[0070% df orcdxanipe NBigure= 8P ansrmpaysmtaat coédeebpiagrdisplapedi; the

d's@ﬁv B ot el e Samo ey raiarial fisa, 405 ahene
JHR% fia %43%&@51%{? ﬁoﬁ%ﬁg? ?érﬁglnfsrbﬁ?bﬁe‘\ﬁeﬁﬁlﬁ/ﬁ?éﬁt code
n 1he nob ch a

gode and displayed o | e phone. In s
expirase Additionadlyy displayB0ssshaws bethramalphhbuipienio paycoded350

ant to scanneg. . For ex le, Figurg 8 0070
and B e REohE 858 S RAGT SEMLICR RS HREE, fmedhonat e
pay‘ﬂrhérﬂ'o’é)ﬂ@%dri@rét@@ Wm@ﬂmm&@%@%m@bl | e phone 800.
lustratively, the display area 805 shows paynent

oo, oo i e Loyttt
the 26} hameodd B fomanters theyalplatwrgsiic payl cade B50htacetovesthe
paymenq codefassoma?ecP With 'trqg tr%ngae&fo%slﬁq}a?ed 8{/‘ ﬂ?e{ mtob% phone.
The merchant’s point-of-sale (POS) system then sends a request to authorize
the transaction initiated by the mobile phone user (and represented by the
scanned barcode) for a specified amount. At step 630, the transaction server
validates the request. For example, the transaction server may match the
payment code received from the merchant with the list of payment codes
generated for pending transactions. Once identified, the transaction server
processes the transaction using the ghosted account specified by the user.
For example, assume the user selected the ghosted account with the name
“business AMEX®” as shown in Figure 8E, and assume that this ghosted

account does refer to an American Express charge account. In such a case,
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paynment code generated by the transaction server.
[0071] Referring again to the nethod 600, at step 625,
wo b@omeriehant scans the 2D bar code 855 (or enPer/BS1002039328
al phanuneric pay code 850) to recover the paynent code
associated with the transaction initiated by the
the TRpishetidh 8% er TdifieV®s Heradtual &iouint Alimbak eokrBSS9nding to
system then_sends a request to authorize the
thet‘businass AMEX®T ghasted asgountangdaitermpphiochaige thg amgunt
ranr ar f a £
speeREPREieRhohl HEERBE0RE 16 SPBh o Cloel R Glbran
servdramaghaesta meeshagi ehpltge addraint withsacitaditrcasé pradessing
mat ch the paynent code received fromthe nmerchant with
vendee |ist of paynent codes generated for pending
transactions. Once identified, the transaction server
[0072} Altaygativalndhe uses aay avauselagtedie fumd hetiansactigntusing
the SBEuttoienEATol B mobE AR adie Koy Hitess
In sBYEY ¢ase, dse Frhavdction ddrger cormunididesgsthmae blfiiatd bask to
host ed account does refer to an American EXxpress.
veriphthad undscigravailphlesindhe sequpsted purghassaeewdnagd ihas,

[ Iy C : 0
rarfsferS G ERE RNl PREY Bbo 16 ar L ERRAT A InG
mehanyge the anmount specified by the merchant to that

account. In such a case, the transaction server may
[0073R \ReferriRy addin tto eanRhed 6004t ep 648, i feslls aeanst
processi ng vendor. [0072] Alternatively, the user may
avafable i8 dhe RohileiRhongrrroorBt tardhlsanrsactian us Paglinasdor the
tapli [ . j
on BT £8, 1 2 Rar] DR ERR ChErdl 1A i Hecfbch hen ot
stes 648 &r messagmiscsent $o e Mmerttearafdnd thetreolbikenphdree thait tHey

t hat funds, are avaj|able in the reguested purchase
trangagtion Wag fpdlipe o?itb?awg?,eatsstmﬁéﬁ, 'h rERRAGHoRI ' e

conf’%gf%g] ﬁ%g:?%‘fhll)hch F‘Hés%ﬁé? %bflﬁlzﬁngtt]éggfé]f‘of T&h &8 brovidin

erring again 600, at step 640,
the iappfaprde authanizatian aodelbtom proadssingob ghested aceounicis wsent

or if tran tion is declined for.th host e
to the sirantc AREQrAlY P e oy o A RBSE S | s
trarfd@etibm Athly bé Bemt 1Biths eebiRAShdhe™@seRMe 1S sent to the
nmer chant "and t he nobil e phone that the transaction was

h
oo gt 1 NSkl S 1R b pRAehi g
funds trass$fer betwdamals eorolfedavbblilengphoihe aagdpr thipditrty bank or

indiPunp Aceording 1SRG emtBiReR f the iivéhtRn A Shdlis Wha"

method 700 begins at step 705 where a user initiates a payment to a third

party bank or to a non-participating individual (i.e., an individual who has not
enrolled a mobile phone in the mobile telephone transaction system 100). At
step 710, the mobile phone prompts the user to provide a recipient name and
payment amount. For example, to transfer funds to an individual, the user
may specify a name, address, and payment amount. To transfer funds to a
third-party bank, the user may specify a bank routing number and an account
number. The payment application on the mobile phone then sends this

information to the transaction server.
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to the nerchant. Additionally, a nessage confirmng

the successful transaction may be sent to the nobile
w@bona4aso wel | . [0074] Figure 7 is a flow di agpemnus2009/039328

illustrating a method 700 for perform ng a funds

transfer between an enroll ed nobile phone and a

[oo7sii Atcstep 748, thhifasacdtiBisendbralerifid§ Be4tdungs bhee avdlable in
enmbodi nent of the invention. As shown, the method 700

the |gegpwat established7osthenmobila phese duingithe 68 r@lwﬁ@ﬁ@e&%
i [
Profich AR NvATIo ¥ oh i RS ARELE 1R e o
parrydhndle ttmémaeStlep a0 tﬁ@trtah%ctt&inénM atdssage to the
. At step 710, 'the nn?lle phone pr ts the
atfiada ok t%r“@@ﬁf?é the F%%f‘?ﬁt%?"}%% heAfHate bRk the
speltiedta@BRheat thfr&ﬁ)%ﬁlgrbe{rikn Wnéeodfpldieh theiAnsablith
user my speC| addr ess, 8 paynent anount
sender seraisst emnﬁrmalmntmessaga todhpanolylldapmne that thfshfansmqtlon
speci bank routing nunber and an account nunber.
waqﬁ &%ﬂ@nt application on the nobile phone then sends

his information to the transaction server.[0075] At
[°°7§1 e‘}f siaB 72pbnik the pavRent isequesied tg beimads t¢ pdbird pagY,
t
e U R g o R S
gen‘etnaitésa paperachedkahhde out wphhyerrethestsdrampmﬂtrexdnmg the
to.a thjrdpart ank th step 720, the

’eq??%{ﬁgé'&‘i"?"S'Ha @t payese gféﬁeth%‘fgﬂ%a‘g'f’f‘uﬁqr‘é?resends
a cififnatiBnirh88sdRl tolth8 rﬁ@éﬂéﬁ SHGHE AP WY trhh94BtioR8vas

atfiliate bank to the speci f| ed account at the third
compaleted. bank. Once conpl eted, the transaction server

sends a confirmati on nmessage to the nobil e phone that
[0077h Advamtsgadiusy) asadescabpd ¢ieesin, £MD68IMEits Sf épe in¥Bntiorn

theH{o% tehs re uestedtob made to.a third artg
allowa 11qile telephone | oCrP’&léW'é’P Wl 6&5‘%{”}%%@553?%{; SRIVER P
be &Qﬁj girddly X £ p%zoﬁheng BBGicalsr & vaﬁeg ofcﬂh%?n%na“ﬁﬁﬁsé’éﬂorfsn

he requeésted unt nam ng the réquested 1 ndividual
Furﬁwrpmdmnsactjen sysiphet anld mdikods mmuecmlmomerd@/me@s

. [ ti bi. | h that, th
desPrERE he{dI8 AIRH A EERIPdleanop S 4) PR AR TRGRETENY o
trardasfiondrca RRirieR thaBAE pF&RING iddntf thdftwandoeanal tehyor

nobi | e tel ephone, in conjunction with a paynment
transferfing @Mesnts &o/irem one stased yalvesreasent {o arothepay ment

device for a variety of financial transactions.
[007BLIWhie the togegoing sadiredrddy smbdimedtsneftthe geesant

inverml%ln Sthte(?la%%r}aﬂﬁep gr\ﬁboglments of the invention may be devised
without departing from the basic scope thereof, and the scope thereof is

determined by the claims that follow.
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descri bed herein allow a nobile tel ephone to
participate in paynent transactions in a manner that

whodaob/1prievent identify theft and does not rel yPomnus2009/039328

transferring amounts to/from one stored val ue account
to another. [0078] Wile the foregoing is directed to
WHAD 18 ClAIMED1St he present invention, other and
further enbodi ments of the invention nay be devised
1. W tAcumpieganiplégehtednmbtiddofas usingc pwbilbeeclephonand a
the scope thereof is determined by the clains that
PayeMARVRGATOMPriSINGEVMED 1S: 1. A conputer i npl ement ed

TetBOgVIrRY o Yt o BRI £ridHiERbRBR0AS iTaRAYARER

devi sl ng: recelving a request
tranmszictibe systeep ivirereimtha reqyesinncludes sadhdicatisy sf amidentity of
wherein the request includes an i,ndication of an
an figlidiyal prieling: the Gobile JelEPBRRS ANl g (1P number of the
mobi &Hheand the tel ephone number of the nobile
t el ephone; receiving one or nore account nunbers from
t heeceing ensbr mene aecougasmbersdror the irstividual, wherein

orresppnds,to a paynepnt, account previouysly .
eaci4SRUNEAUADB] CPRESHINN o BRYMERArca N §avighlt ed
estasikpedtbynpBEndioiduapch of the payment accounts; and

transm tting each ghosted account nane to a paynent

apdanesatingha ghesiad argouint namefopepeh phreepayinentageounts;
anc{)aymant appl i cation, when executed on the nobile
el ephone, allows the individual to initiate a paynent

t r angRphittiog eihnghddied aobourt rizehe phapayatent Bppheatioent
device in order to incur a charge on a sel ected one of

exeCHENG g9 taa MaRieqitane. whereithe avman grplicatione wiren
o 50 ot L S0 80N 65 e
transsictdn usinigrtye andiziieketaptonetad e payenentidvice il @pbote,

. wh ' he bapk ' i ed bot h .
o RIFAHE A1 ARGIREHS! Dot B I RATRBLRCCsN ok reyealing

the BBLSRRGNANBECLI6BRAt¥ Withtthe s'éﬁé&@éf)ﬁyriﬁeng Récount.

comput er - i npl enented net hod of cla urther
conprising, verifying the identity of the individual
2. enrldid methachef ¢laibi Il efurities prawsising, establiakimgra bank account

for ﬁwréqﬂggffé {e%br?%set, Wﬂer@iﬂqhe bank account is tied to both the

individual and the telephone number of the mobile telephone received with the

request.

3. The computer-implemented method of claim 1, further comprising,
verifying the identity of the individual enrolling the mobile telephone in
the payment transaction system; and
confirming that a service provider has a mobile telephone account for
the mobile telephone associated for a subscriber which matches the identity

of the individual.

4. The computer-implemented method of claim 1, further comprising:
receiving, form the payment application on the mobile telephone, a

request to initiate a payment transaction with a merchant;
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t el ephone account for the nobile tel ephone associ at ed
wo evovads@wbscri ber which natches the identity oPCT/N82009/039328
i ndi vidual. 4. The conputer-inpl enented net hod of
claim11, further conprising: receiving, formthe
payeeeivingp friont tte payrentt dpplicabon entteé epdliledelephoaguast
. d.to.i nifi ate ﬂ}?ﬁﬁ%ﬁm transaction with a nerchant;
indication of qge of e AGRRYAT NAPPFcati on on the nobile
t el pRpRefhg aPayRfdntabyen of one of the ghosted account
nares; generating a paynent code; transmtting the
paytransmitingdhe paymeni spderio the paymant applinatioheomtbei | e
el ephaone; receiving, froma point-of-sale system at
mofﬁlﬁee%ﬁ%ququm’ the paynent code and a transaction
anqepéivingd faid & oilet-dfheild aystent atthie FhEichaat, tIeS paticRd
to the ghosted account nanme received fromthe paynent
codgd & Hensactinh ameuntibi | e phone; initiating a charge
to; el L r '
iR EG e pfheF SEERn e adBbn iR byl HhBRER 343N
nanp@ysaaivechitomuthe gagsndraeipplicaticnenl thé mabdeiphoheg, to
both the nobile tel ephone apd the point of sale .
sy dRilig{inga cHRf9e tratheodentiad paungn nt fogika drangaction
. | eted successfully. 5. The
ammﬁlﬁég’_i npl ement ed net hod of claim4, wherein the
paypentdetephingeg thah trenchdrgertoltihé paymleapacemunt has been
confjqgured.to generat fraomthe paynent  code
aprivat Hansaitler® B Ba e G felprBpb gl et sale o
sysfons, £ BbAirmiARnRELIR Baynfent tihsae o Wels-ddmpieigNt ed
method of claim4, wherein the paynent application on
succegsfuihybi | e tel ephone is configured to generate, from

the paynent code, an al phanuneric string keyed into
the point-of-sale systemat the nerchant. 7 . The

5. CONMpid émpiitel-aApRineshtes et odlof @laﬁkhm,hvhéflléﬁﬂﬁierbag/ﬂgéqt
enl

of the paynment accounts corresponds to one of a
appéieatipnaeit immokig telephee is eenflgused kuaengratssifeusthe

payﬁ%ﬁ%bhé,hg thdbhind Fed dApleY BQH:%lde scanned by the point-of-sale

system at the merchant.

6. The computer-implemented method of claim 4, wherein the payment
application on the mobile telephone is configured to generate, from the
payment code, an alphanumeric string keyed into the point-of-sale system at

the merchant.

7. The computer-implemented method of claim 1, wherein each of the
payment accounts corresponds to one of a debit card account and a credit

card account previously established by the individual.

8. A computer-readable storage medium containing a program, which,
when executed on a processor performs an operation for using a mobile
telephone as a payment device, the operation cdmprising:

receiving a request to enroll a mobile telephone in a payment

transaction system, wherein the request includes an indication of an identity of
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8. A conputer-readabl e storage nmedi um containing a

program whi ch, when executed on a processor perforns
wa@aroooperiad i on for using a nobile tel ephone as BCPHFIME039328

devi ce, the operation conprising: receiving a request

to enroll a nobile tel ephone in a paynent transaction

an sidlidunal ennellivg thd hwbile gelephonéahddies telephatt nainben obpthe
an identity ofan individual enrolling the nobile
mobilg €nd the tel ephone number of the nobile

tel : g :
e r%BQngllh\’%ﬂ fgﬂiﬁfhﬁg@ %c&&@ntq{%rﬂpén% ffrhy %?poofé\?iﬂﬁ’ﬁ[ WhEram

the I'n ereln each account nu

eachaaguespbndmbieo carrpsyoreds toea paymenpaesount prgviously
e i ndividual; generating a ghosted

t abl,ished .by. t
es"%@l?g'ﬁﬂ_tbyﬁg'ﬁéng% udlich of the payment accounts: and
1 aVBrafind'd gPRSibPAQDURE n8ffeNeR babR BE tHPpayrRa & dHounts:

appl i cati on éxecuting on the nobile phone, wherein the
andpaynent application, when executed on the nobile

t el,eph | | t he i ndivi.dual initi . t
¢ r ARG TG s asted mBsoY ale I B RaYaieT: RePcs e

exedaihg enithe dfiéisle priorid) Wherdindha pagnfiht @p?ﬁéaﬁfﬁn‘?%f@ﬂe of
t he paynent accounts wi thout revealing the account

exegy n hseebie selepheme tallowsdhe dpdividpal iednitiate a dayment

. - L t Ci
tarfipgd WSAEAHE ThOL RARN il PGBl itiefro,
incur dalmdrgearna skldeted bhe ofith payrheheptvouats wikoel revehling
bank account is tied to both the individual and the
the pecyMdHENbenssockted Mathihsiseledied BRWBHERB! AecHNbed with

the request. 10. The conputer-readabl e storage nmedi um

g, of Me'?‘écfﬂwéuﬁw?;%&émets'ft?rage%é&ibﬁ’ﬁoffdiéihhgf wREFBH HRes:
verifying the rdentity of the individual enrolling the
openatinn kirther eptnprises nestaklighirygra itankramesaot fioo thes gretbilen

d irmi h i ' _has. bi
telePiPrgBherel: B idith afodifit 5 FLB¥b BhiREHalBRd e
telepRbn@ Ntk 1of B9 mbile RelPhERE Feddifed ARRAthé Ye@ledthe

I ndi vidual. 11. The conputer-readabl e storage nedi um
of claim8, wherein the operation further conprises:
10. r eddiegorgputesrardaile stgragamegipm efplaigh8 owheradn thabi | e

ope'i'z?tlio‘?%%%r c@mprises:

verifying the identity of the individual enrolling the mobile telephone in
the payment transaction system; and

confirming that a service provider has a mobile telephone account for
the mobile telephone associated for a subscriber which matches the identity

of the individual.

11.  The computer-readable storage medium of claim 8, wherein the
operation further comprises:

receiving, form the payment application on the mobile telephone, a
request to initiate a payment transaction with a merchant;

receiving, from the payment application on the mobile telephone, an
indication of one of the ghosted account names;

generating a payment code;
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request to initiate a paynent transaction with a
merchant; receiving, fromthe paynent application on
wo b@omaind e tel ephone, an indication of one of P€T®ES2009/039328
ghost ed account nanes; generating a paynment code;
transmtting the paynent code to the paynent
apma?rmmttmg ihie pdymerdlzode tbe¢he phgment applicationgon fheom a
Sﬁ?jp qr? sal e system at the nerchant, the paynent code
moffigtelephonf act i on anount ; identifying the paynent
aC GRIBHIrRE R B UG- ddfle b {Stef a8 maRAaHE O A ment
recei ved rom-t payment application on the
codehantba tiamsacton agloalnt:har ge to the identified paynent
unt. for,the transacti anount

e Rlrdant Ry et R AP tsala R Mestad ooyt
narRé e8caived ﬂbﬁ\dthet ;f@ﬁﬁéﬁttériﬁmatldrﬂoh & nidiflePHINee

t el ephone and oint of sale system a confirmation

t hdnitigtiag pa;hwsm te Frmq@léatlﬁlempmeabmmaor the transaction

am8¢|’r‘?t°?ﬁaf ully. 12. The conputer-readabl e storage nedi um
arm 11, wherein the paynent application on the

mohigon d@tbﬁﬁhmgathas tio ohagertedné pageer ateouritha® tsééh
paynent code, machi ne readabl e barcode scanned

apptrﬁ\éeqa dYarﬂS"HFmgaFCéb@U]'sthé rhekile telenhoneranst th emnﬁrpfesa‘\{e
sysffiPa LBhnRARONS! Hb Ao rtcRon it Bridietd> €1 "

succesdfuliyired to generate, fromthe paynment code, an
al phanunmeric string keyed into the point-of-sale
system at the nerchant. 14. The conputer-readabl e

12.st Orr?eg@orﬁsdtémgaaab%wage MOGURT gfecggfm 19f \ghQPeirl?ﬁYém”t

accounts corresponds to One of card account
payarehtapptieatian erathi awbietelephene cajmrgﬂgwedim gemnattdayfrom
the individual . 15 A's e nprisin roc
the BAGMER TPy A Biaehlie fSpRle ParsOaReanned by nd bRk Sale
sysiitR at eefidrsithrity the processor perfornms an operation
for using a nobile tel ephone as a paynent device, the

operation conpri sing:
13. = The computer-readable storage medium of claim 11, wherein the
payment application on the mobile telephone is configured to generate, from
the payment code, an alphanumeric string keyed into the point-of-sale system

at the merchant.

14.  The computer-readable storage medium of claim 8, wherein each of
the payment accounts corresponds to one of a debit card account and a credit

card account previously established by the individual.

15. A system, comprising:
a processor; and
a memory containing a transaction server, which when executed by the
processor performs an operation for using a mobile telephone as a payment
device, the operation comprising:
receiving a request to enroll a mobile telephone in a payment

transaction system, wherein the request includes an indication of an
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receiving a request to enroll a nobile telephone in a
paynent transaction system wherein the request

WO p@baddaso an i ndi cation of anidentity of an i nECTUS2089/039328
enrolling the nobile tel ephone and the tel ephone
nunber of the nobile tel ephone, receiving one or nore
ac adentity ofi aihaéndividuaire hiadlingithevindbitd telepieoras ang tieh

account nunber. cor.responds t ayment account
pr é@%@b@f‘? W%qu%%t%“ﬂy'ettﬁgﬂ?‘ﬁgpvi dual , generating a
ghost ed r%EéiQH'Rjor'i@HPﬁfogﬁ g%@& HurhbErsRROHRRS irﬂgﬁSHQlt, S,

and transmtti ng eac ste account nane to
payeereiragath aatown nexdeartdonepsponds éo aglaiyheenlacoeynt

wherein the nt, .appli.cati on. when executed on the
mmrﬁgloya%p‘ﬁ%ﬁ%?egm@_ e, vidual to initiate a
paynent ddrrtamed h Yhodfdd'dcddipt RBRId reabRRPEtepaymbRe
paynment device 1n order to incur a charge on a

selassputitspaBdof the paynment accounts w thout revealing

the acc e S ' i t.h the, sel ected

paynent q%:‘“’&'ﬂﬁ@ él%cé}' @ﬁ%@@??(éﬁ'@fna@%t%g%&% rein
t heappiieatiér exedutinghg theompbile phonéswadidirs tHeganéatnk
account for the nobile tel ephone, wherein the bank -

o RREalan. Whan exeasted opiBe imekiis telaphongdaliows the
l. . £ - ) . _
{ PafaURNE RiREte 8 ndyiforifinsactich BRMGAe HiGHIa Eieaich

opersatheaymarit eviceonordeet incer a chiang dme deflenéd oyie aif

the individual enrolljing the nobile tel ephone in the
payhe PRYDTeR: 856P4ER V@V@?‘éfﬁv%ﬂagé%ﬁp?w JUPRRT a

S eTadsbEiaRPYi o B8R cRABAIEN Staphpne account for

t he m)glial e tel ephone associ at ed a subscri ber which
mat ches the identity of the individual. 18. The system
16. of Tdieasystarp, ofwiaimel , wieredrptheaoperatiém furtier coonpiseses:

| Vi t : licati . th ile
S T T
accBlhiis AictBb YoM the neRedYAlRGhd theaBlebRene aiYr of the mobile

lication on the nobile tel ephone, an indication of

app . !
teb@ﬁ@”%f%ﬂi@%lﬂ’dbﬂ@@ re@efint nanes; generating a paynent
code;

17.  The system of claim 15, wherein the operation further comprises:
verifying the identity of the individual enrolling the mobile telephone in
the payment transaction system; and
confirming that a service provider has a mobile telephone account for
the mobile telephone associated for a subscriber which matches the identity

of the individual.

18.  The system of claim 15, wherein the operation further comprises:

receiving, form the payment application on the mobile telephone, a
request to initiate a payment transaction with a merchant;

receiving, from the payment application on the mobile telephone, an
indication of one of the ghosted account names;

genefating a payment code;

transmitting the payment code to the payment application on the

mobile telephone;
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transmtting the paynent code to the paynent
application on the nobile tel ephone;receiving, froma
w@oeioati4qie sal e system at the nerchant, the payPenusSmogdes932s
and a transaction anmount; identifying the paynent
account corresponding to the ghosted account nane
r eqecgiRithd, from hhppimtsofreaié sastieht attheanehahhehapayhent
hone; initiating a charge to the identified paynent
co c%?fﬁﬁttr%?c?q’féa Wbacti on anount; and upon
det; k04
pocac PN Paych o Blaodrasab R Y BaNE ghiop R hoctRi
nanhe reqhivet frandthehsa ymeemitappliicatidre o \fisé embile prmmie; r mat i on

t hat. .t t. t | et .
L abulFa BRI FLRGp e AR e rnion
amO&aMBAY application on the nobile tel ephone is

confi gur ed to generate, fromthe paynent code, a
madiianedete s ming:thsd the deargednribe payment apodunt-hsfs-kedre

aprii EMesmuty T fofihp fichle oAb g dhfor sie
systeth epBORMMaictOhbt e sayrhenOeaRtien Wads0sbrhpRtdy nent
code, an al phanuneric string keyed into the

sucpessfullof - sal e systemat the nerchant. 2 1. The system
of claim 15, wherein each of the paynent accounts
corresponds to one of a debit card account and a

19. cr ekhd systemh afatainnt 8 pwketcinite/payghehl asdliedtiby ohltke mobile
i ndi vi dual
telelphoh\e”is gonfigured to generate, from the payment code, a machine

readable barcode scanned by the point-of-sale system at the merchant.

20. The system of claim 18, wherein the payment application on the mobile
telephone is configured to generate, from the payment code, an alphanumeric

string keyed into the point-of-sale system at the merchant.

21.  The system of claim 15, wherein each of the payment accounts
corresponds to one of a debit card account and a credit card account

previously established by the individual.
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