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[DESCRIPTION] 

[Title of Invention] DISTRIBUTION MANAGEMENT APPARATUS, 

DISTRIBUTION MANAGEMENT SYSTEM, AND DISTRIBUTION MANAGEMENT METHOD 

[Technical Field] 

[0001] 5 

The present invention relates to a distribution management 

apparatus, a distribution management system, and a distribution 

management method. 

[Background Art] 

[0002] 10 

===Incorporation by Reference=== 

This application is based upon and claims the benefit of 

priority to Japanese Patent Application No. 2018-142396 filed on 

July 30 2018, the entire contents of which are incorporated herein 

by reference. 15 

There are increasing demands for traceability of information 

on a product such as origins of its components, distribution channels, 

its usage status in the overall supply chain from procurement and 

processing of components and product assembly in a manufacture 

process of a product, to shipment and sale of the product, to 20 

operation, usage, and maintenance of the product by a user, and then 

to later secondary usage, disposal, and recycling of the product.  

As a background to this, with a supply chain becoming more disperse 

and moving globally, costs are increasing for proving the validity 

of distribution, such as handling recalling by a maker, handling 25 

complaints from users, handling theft and forgery of a product, and 

handling audit trails. 

[0003] 

As a technique for bringing efficiency to handling of these 

matters, Patent Literature 1, for example, discloses a method of 30 

adding an electronic signature to a group of items collectively so 

that records of complicated distribution channels regarding a 

product made up of many parts can be correctly recorded and 

efficiently verified. 

[0004] 35 
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Patent Literature 2 discloses a method that enables free 

access to traceability information dispersed among parties involved 

in a supply chain and manages access rights to the traceability 

information. 

[Citation List] 5 

[Patent Literature] 

[0005] 

[PTL 1] Japanese Patent No. 4111529 

[PTL 2] Japanese Patent Application Publication No. 2008-139995 

[Summary of Invention] 10 

[Technical Problem] 

[0006] 

These days, a user of a product not only uses or consumes the 

product sold to them, but also tends to resell the product, and 

accordingly, the reselling market such as flea markets and auctions 15 

is expanding.  In such market, added value changes depending on the 

statuses of a product after sale, such as who owned the product, 

how the product was used, and how the product was stored.  However, 

it is difficult to correctly prove such attribute information on 

a product. 20 

[0007] 

The sharing market is also expanding, in which a purchased 

product is not only used by a single user, but also shared with other 

users.  In such market, users frequently change, and it is 

accordingly difficult to keep track of or identify a particular user 25 

or product (for example, a user that used the product in a problematic 

way). 

[0008] 

Recently, utilization of blockchain technology has been 

proposed as a method for allowing everyone to share a correct trail 30 

of attribution information on a product.  It is conceivable to use 

this blockchain technology with the techniques in Patent 

Literatures 1 and 2.  For example, it is conceivable that when 

reselling a product, the owner proves the current value of the 

product based on a trail of traceability information on the product 35 
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(for example, information such as the owner, a party to which the 

product is resold, and the price) in a supply chain, sets a price, 

and sells the product to another user, and then, the purchasing party 

can make the purchase based on the trail of the traceability 

information. 5 

[0009] 

However, this traceability information poses problems from 

perspectives such as personal information protection if parties 

other than the owner of the product has unlimited access to the 

traceability information.  For example, Patent Literature 2 10 

discloses a method of performing reference control according to 

access rights by including an access right check part that, when 

requested for reference to traceability information, checks a 

reference right by referring to a transactional relation master 

database.  However, settings of the access rights are static, and 15 

this method does not necessarily achieve appropriate protection of 

personal information. 

[0010] 

The present invention has been made in view of such a 

background, and has an object to provide a distribution management 20 

apparatus, a distribution management system, and a distribution 

management method capable of appropriately setting access rights 

to information on processes in the distribution of a product. 

[Solution to Problem] 

[0011] 25 

To overcome the challenges described above, one aspect of the 

present invention is a distribution management apparatus 

comprising: a transaction reception part that receives transaction 

data from a predetermined terminal, the transaction data containing 

information on a completed one of processes in distribution of a 30 

predetermined product and a concerned party in the completed 

process; an access right information generation part that generates 

access right information based on the received transaction data, 

the access right information being information on a relation between 

the completed process, the concerned party in the completed process, 35 
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and a predetermined access right of the concerned party; an 

information provision request reception part that receives an 

information provision request for a process in the distribution of 

the product from a predetermined terminal; an access right 

determination part that identifies, based on the access right 5 

information, information on a process in the distribution to which 

a sender of the received information provision request has an access 

right; and an information transmission part that transmits the 

identified information on the process to the terminal that has sent 

the information provision request. 10 

[Advantageous Effects of Invention] 

[0012] 

The present invention can appropriately set access rights to 

information on processes in the distribution of a product. 

[Brief Description of Drawings] 15 

[0013] 

[Fig. 1] Fig. 1 is a diagram illustrating an example configuration 

of a traceability system of the present embodiment. 

[Fig. 2] Fig. 2 is a diagram illustrating example hardware in each 

node. 20 

[Fig. 3] Fig. 3 is a diagram illustrating example distribution 

channels of a product in a supply chain in the present embodiment. 

[Fig. 4] Fig. 4 is a diagram illustrating example functions of a 

traceability information management server. 

[Fig. 5] Fig. 5 is a diagram illustrating an example access right 25 

update rule master. 

[Fig. 6] Fig. 6 is a diagram illustrating example functions of a 

user client. 

[Fig. 7] Fig. 7 is a flowchart illustrating an example of transaction 

transmission processing. 30 

[Fig. 8] Fig. 8 is a diagram illustrating an example of manufacture 

transaction data. 

[Fig. 9] Fig. 9 is a diagram illustrating an example of delivery 

transaction data. 

[Fig. 10] Fig. 10 is a diagram illustrating an example of sale 35 
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transaction data. 

[Fig. 11] Fig. 11 is a diagram illustrating an example of usage 

transaction data. 

[Fig. 12] Fig. 12 is a diagram illustrating an example of storage 

transaction data. 5 

[Fig. 13] Fig. 13 is a flowchart illustrating an example of supply 

chain information update processing. 

[Fig. 14] Fig. 14 is a diagram illustrating an example of 

traceability information. 

[Fig. 15] Fig. 15 is a diagram illustrating an example of an access 10 

right information database. 

[Fig. 16] Fig. 16 is a flowchart illustrating an example of 

traceability information provision processing. 

[Description of Embodiments] 

[0014] 15 

An embodiment of the present invention is described below 

using the drawings. 

<<System Configuration>> 

Fig. 1 is a diagram illustrating an example configuration of 

a traceability system 100 which is a distribution management system 20 

of the present embodiment.  The traceability system 100 is an 

information processing system that manages distribution channels 

of a predetermined product in a supply chain system of the product 

(traceability).  The traceability system 100 is configured 

including an authentication infrastructure system 200 and nodes 25 

which are a plurality of traceability information management servers 

101 (distribution management apparatuses) and at least one user 

client 102. 

[0015] 

The traceability information management servers 101 manage 30 

transactions in a supply chain and information on traceability of 

the transactions (hereinafter referred to as supply chain 

information). 

[0016] 

A distributed ledger system using blockchain is constructed 35 
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by the plurality of traceability information management servers 101, 

and blockchain data of transaction data indicating a process in 

distribution of a product is shared by the nodes (the traceability 

information management servers 101).  Blockchain data is formed by 

a plurality of chronologically-linked blocks of data, each of which 5 

contains a plurality of transactions and a hash of the previous block 

of data.  Each node generates transaction data with a predetermined 

electronic signature added thereto, conducts consensus building for 

the generated transaction data, and at predetermined timing (for 

example, at predetermined time intervals), generates a block of data 10 

by putting a plurality of pieces of transaction data together.  The 

blockchain data generated as a result is shared by the nodes. 

[0017] 

In the present embodiment, in a process in distribution of 

a product, a main party that executes the process and optionally 15 

one or more concerned parties are involved.  Herein, a concerned 

party is, for example, a company employee involved in the manufacture, 

distribution, or sale of a product (such as, for example, an operator 

engaging in processing or assembly in a manufacture process, a person 

in a procurement department in charge of placing and receiving orders, 20 

a logistics operator in a distribution process, or a sales business 

operator), an employee in an auditing organization (an auditor), 

and a consumer that purchases or uses the product (including, for 

example, a purchaser of the product, a purchaser of the product 

resold, a user of a sharing service or the like, a repairer, a 25 

recycling business operator, and the like). 

[0018] 

The user client 102 is a terminal used by a predetermined user 

(such as, for example, a main party that executes a process in a 

supply chain or a concerned party), and performs registration of 30 

supply chain information and reference to supply chain information 

by accessing the traceability information management server 101. 

[0019] 

The authentication infrastructure system 200 verifies an 

electronic signature added to transaction data. 35 
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[0020] 

The traceability information management server 101, the user 

client 102, and the authentication infrastructure system 200 are 

communicatively coupled to one another via a wired or wireless 

communication network 103, such as, for example, a LAN (local area 5 

network), a WAN (wide area network), the Internet, or a dedicated 

line. 

[0021] 

Fig. 2 is a diagram illustrating an example of hardware in 

each node.  Each node includes a processor 41 such as a CPU (central 10 

processing unit), a main storage device 42 such as a RAM 

(random-access memory) or a ROM (read-only memory), an auxiliary 

storage device 43 such as an HDD (hard disk drive) or an SSD 

(solid-state drive), an input device 44 including a keyboard, a mouse, 

a touch panel, and/or the like, an output device 45 including a 15 

monitor (display) or the like, and a communication device 46 that 

communicates with other nodes. 

[0022] 

<<Distribution Channels in a Supply Chain>> 

Fig. 3 is a diagram illustrating example distribution channels 20 

of a product in a supply chain in the present embodiment.  

Distribution channels of the present embodiment include processing 

processes (s1) in each of which a predetermined manufacturer (a 

manufacturing company) performs predetermined processing to make 

a predetermined member and manufacture processes (s3) in each of 25 

which the members thus made are assembled to manufacture a 

predetermined product.  The distribution channels also include a 

delivery process (s5) in which the product manufactured by the 

manufacturer is delivered to a predetermined delivery destination 

(for example, a shipping company or a distributor) and then a sale 30 

process (s7) in which the delivery destination assigns (for example, 

sells) the product to a consumer.  The distribution channels also 

include a usage process in which the consumer uses the product and 

a storage process in which the consumer has a third party store the 

product (s9).  The distribution channels further include a sale 35 
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process (s11) in which the consumer to which the product has been 

assigned assigns (for example, sells) the product to another 

consumer. 

[0023] 

From perspectives of such as personal information protection 5 

and security, it is not preferable to provide (or disclose) 

information on these processes to all the concerned parties in the 

supply chain.  Thus, the traceability system 100 of the present 

embodiment sets an access title to information on each process in 

distribution channels according to the type of the process, so that 10 

the information on the process may be made available only to 

necessary concerned parties to a necessary extent. 

[0024] 

<<Functions>> 

Next, a description is given of functions of each node 15 

(information processing apparatus) in the traceability system 100. 

[0025] 

<Traceability Information Management Server> 

Fig. 4 is a diagram illustrating example functions of the 

traceability information management server 101.  The traceability 20 

information management server 101 stores a transaction log 104 in 

which a history of transaction data is recorded in the form of 

blockchain data, traceability information 900 in which information 

such as a completed transaction and concerned parties in the 

transaction is recorded, access right information 1000 in which 25 

access rights to transaction data are recorded, and an access right 

update rule master 1100 in which given relations between 

transactions, concerned parties, and access rights are recorded. 

[0026] 

(Access Right Update Rule Master) 30 

Fig. 5 is a diagram illustrating an example of the access right 

update rule master 1100.  The access right update rule master 1100 

has the following items: a transaction type 1101 for storing 

information indicating the type of a transaction (the type of a 

process), a main party 1103 for storing information on access rights 35 
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of a main party in a process of the type indicated by the transaction 

type 1101 (a party that executes the process), a transfer destination 

1105 for storing information on a party at the transfer destination 

of a product among concerned parties in a process of the type 

indicated by the transaction type 1101, and an auditor 1107 for 5 

storing information on an auditor among concerned parties in a 

process of the type indicated by the transaction type 1101. 

[0027] 

An auditor is a party that needs to audit a transaction, 

including, for example, a certification body or an accounting 10 

corporation. 

[0028] 

A party at the transfer destination may be, for example, a 

purchaser, an assignment destination, or a user when a process 

related to transaction data is order placing and receiving, sale, 15 

assignment, or usage. 

[0029] 

Stored in each of the main party 1103, the transfer destination 

1105, and the auditor 1107 is information on access rights, or more 

specifically, a forward access right 1108 for storing information 20 

on an access right to downstream processes in the distribution 

channels (a forward access right) and a backward access right 1109 

which is information on an access right to upstream processes in 

the distribution channels (a backward access right).  Information 

stored in the forward access right 1108 and the backward access right 25 

1109 is, for example, information on whether the party is granted 

an access right or information on to which process in the 

distribution channels the party is granted a right. 

[0030] 

For example, in the example in Fig. 5, for the transaction 30 

type "processing", a processor, who is the main party here, is 

responsible as a manufacturer.  Hence, as to downstream processes, 

the processor is granted an access right limited down to "delivery" 

to the delivery destination, and as to the upstream processes, the 

processor has the right to know about the processes up to the current 35 
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process and is therefore granted an unlimited access right.  The 

auditor is also responsible as an auditor for processes up to the 

current process, and is therefore granted an access right to only 

the upstream processes.  The main party has the right to access the 

process executed by the main party themselves.  The above applies 5 

to cases where the transaction type is "assembly". 

[0031] 

For the transaction type "delivery", the main party, which 

is a manufacturer here, should not be able to trace information on 

processes after delivery to a dealer, and is therefore not granted 10 

a forward access right ("NOT GRANTED"), but is granted an access 

right to all the processes down to the delivery because the 

manufacturer is responsible as a manufacturer.  The dealer, which 

is the transfer destination here, is granted an access right to all 

the upstream and downstream processes to be able to fulfill 15 

accountability to the purchaser. 

[0032] 

For the transaction type "sale", the seller, which is the main 

party here, is granted an access right to all the upstream and 

downstream processes to be able to fulfill accountability to a 20 

purchaser as described above. 

[0033] 

For the transaction type "sale (between consumers)" (sale from 

one consumer to another), the access right of the seller (reseller), 

which is the main party here, is cancelled for both upstream and 25 

downstream processes, and the buyer (purchaser), which is the 

transfer destination, is granted a forward access right for one stage 

(one process) and an unlimited backward access right.  The access 

rights can thus be set so that after reselling the product to the 

purchaser, the reseller cannot trace information such as to whom 30 

the purchaser of the product has further sold the product. 

[0034] 

For the transaction type "usage", only the user, which is the 

main party here, is granted an access right so that only the user 

can refer to the process. 35 



11 

[0035] 

For the transaction type "storage", the transfer destination 

and the auditor are granted a backward access right.  A storer, which 

is the main party here, is granted a forward access right for only 

one process. 5 

[0036] 

Referring back to Fig. 4, the traceability information 

management server 101 includes an access right master storage part 

111 that stores the access right information 1000, a transaction 

reception part 113, a transaction verification part 115, a data 10 

access part 117 that accesses databases, an information provision 

request reception part 119, an access right determination part 121, 

and an information transmission part 123. 

[0037] 

The access right master storage part 111 stores an access right 15 

master (the access right update rule master 1100), which is 

information storing relations between the types of processes in 

distribution of a product and the access rights of concerned parties 

in the processes. 

[0038] 20 

Concerned parties in each process in the access right master 

(the access right update rule master 1100) include at least one of 

a party that executes the process, a party at the transfer 

destination of a product resulting from the process, and an auditor 

of the process. 25 

[0039] 

An access right includes a forward access right which is an 

access right such that a concerned party retaining the access right 

is allowed to access a process completed after the process completed 

by the concerned party, or a backward access right which is an access 30 

right such that a concerned party retaining the access right is 

allowed to access a process completed before the process completed 

by the concerned party. 

[0040] 

The transaction reception part 113 receives transaction data 35 
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from a predetermined terminal (the user client 102), the transaction 

data containing information on a completed one of processes in the 

distribution of a predetermined product and concerned parties in 

the completed process. 

[0041] 5 

The transaction verification part 115 includes a transaction 

transfer part 1151, a write attempt part 1153, and a result reception 

part 1155. 

[0042] 

The transaction transfer part 1151, upon receipt of 10 

transaction data, transfers the received transaction data to the 

other distribution management apparatuses (traceability 

information management servers 101). 

[0043] 

The write attempt part 1153 generates predetermined data based 15 

on received transaction data, and generates information on a 

generation result of the predetermined data. 

[0044] 

The result reception part 1155 receives, from the other 

distribution management apparatuses (traceability information 20 

management servers 101), generation results of the predetermined 

data generated by the other distribution management apparatuses 

(traceability information management servers 101) based on the 

transferred transaction data. 

[0045] 25 

The data access part 117 includes an access right information 

generation part 1171 and a transaction sharing part 1173. 

[0046] 

The access right information generation part 1171 generates 

the access right information 1000 based on the transaction data 30 

received by the transaction reception part 113, the access right 

information 1000 being information on the relation between a 

completed process, a concerned party in the completed process, and 

a predetermined access right of the concerned party. 

[0047] 35 
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As the access right information 1000, the access right 

information generation part 1171 generates, for example, 

information storing a relation between the type of a completed 

process, a concerned party in the completed process, and the access 

right of the concerned party, based on the access right master (the 5 

access right update rule master 1100). 

[0048] 

The access right information generation part 1171 generates 

the access right information 1000 if a predetermined number of 

results from among the generation results received by the result 10 

reception part 1155 match. 

[0049] 

If the predetermined number of results match, the transaction 

sharing part 1173 generates a block of data containing the received 

transaction data and a hash of the past transaction data, and shares 15 

blockchain data containing the generated block of data with the other 

distribution management apparatuses (the traceability information 

management servers 101). 

[0050] 

The information provision request reception part 119 receives 20 

an information provision request for a process in distribution of 

a product from a predetermined terminal (the user client 102). 

[0051] 

The access right determination part 121 identifies, based on 

the access right information 1000, information on a process in 25 

distribution to which the sender of the information provision 

request received by the information provision request reception part 

119 has an access right. 

[0052] 

The information transmission part 123 sends information on 30 

the process identified by the information provision request 

reception part 119 to the terminal (the user client 102) that has 

sent the information provision request. 

[0053] 

<User Client> 35 
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Fig. 6 is a diagram illustrating example functions of the user 

client 102.  The user client 102 includes a transaction generation 

part 131 that generates transaction data, an electronic signature 

generation part 133 that generates an electronic signature to add 

to transaction data, a transaction transmission part 135 that sends 5 

transaction data to the traceability information management server 

101, and a traceability-related information acquisition part 137 

that acquires information related to distribution channels of a 

product in a supply chain system (hereinafter referred to as 

traceability-related information). 10 

[0054] 

The user client 102 stores a predetermined private key 139 

which is an electronic signature to add to transaction data. 

[0055] 

The functions of each information processing apparatus 15 

described above are implemented by hardware in the information 

processing apparatus or when the processor 41 in the information 

processing apparatus reads and executes programs stored in the main 

storage device 42 or the auxiliary storage device 43. 

[0056] 20 

These programs are stored in, for example, a storage device 

such as a secondary storage device, a nonvolatile semiconductor 

memory, a hard disk drive, or an SSD, or a non-temporary data storage 

medium readable by an information processing apparatus, such as an 

IC card, an SD card, or a DVD. 25 

[0057] 

<<Processing>> 

Next, a description is given of processing performed in the 

traceability system 100.  The traceability system 100 executes 

processing in which the user client 102 transmits a transaction 30 

(hereinafter referred to as transaction transmission processing), 

processing in which supply chain information is updated based on 

the transaction received by the traceability information management 

server 101 (hereinafter referred to as supply chain information 

update processing), and processing in which the traceability 35 
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information management server 101 provides the user client 102 with 

information on a supply chain (hereinafter referred to as supply 

chain information provision processing). 

[0058] 

<Transaction Transmission Processing> 5 

Fig. 7 is a flowchart illustrating an example of transaction 

transmission processing.  This processing is started triggered by, 

for example, completion of each process in the course of 

distribution. 

[0059] 10 

First, the user client 102 generates transaction data on a 

completed process, and adds an electronic signature to the generated 

transaction data. 

[0060] 

For example, if the completed process is a process for which 15 

a trail of completion is to be left (for example, a manufacture 

process or a usage process), the user client 102 generates 

transaction data containing information on the completed process 

(referred to as completed process information) (s301a).  The user 

client 102 then adds an electronic signature of the main party (an 20 

electronic signature using the private key of the user client 102) 

to the generated transaction data (s302a).  Thereafter, processing 

in s304 is performed. 

[0061] 

If the completed process is a process for which a trail of 25 

transfer of ownership or transfer of the right to use is to be left 

(for example, a delivery process, a sale process, or a storage 

process), the user client 102 generates transaction data containing 

information on the contents of the transfer (hereinafter referred 

to as transfer information) (s301b).  The user client 102 then adds 30 

the electronic signature of the main party (the transfer source) 

to the generated transaction data (s302b).  The user client 102 also 

adds the electronic signature of the transfer destination to the 

transaction data (s303b).  Thereafter, processing in s304 is 

performed. 35 



16 

[0062] 

In s304, the user client 102 determines based on the access 

right update rule master 1100 whether the completed process has an 

auditor.  If the completed process has an auditor (s304: YES), the 

user client 102 adds the electronic signature of the auditor to the 5 

transaction data (s304).  If the completed process does not have 

an auditor (s304: NO), processing in s306 is performed. 

[0063] 

Next, the user client 102 transmits the generated transaction 

data to the traceability information management server 101 (s306).  10 

The transaction transmission processing is thus ended. 

[0064] 

There may be more than one auditor and more than one transfer 

destination.  The electronic signatures of the auditor and the 

transfer destination to be added may be recorded in the user client 15 

102 beforehand, or the user client 102 may request the user clients 

102 of the auditor and the transfer destination for their electronic 

signatures.  For example, the user client 102 transmits requests 

for an electronic signature to the user clients 102 of the auditor 

and the transfer destination, and receives the electronic 20 

signatures from the user clients 102. 

[0065] 

<Transaction Data> 

Descriptions are now given of transaction data generated in 

the transaction transmission processing. 25 

[0066] 

(Manufacture Transaction Data) 

Fig. 8 is a diagram illustrating an example of transaction 

data generated upon completion of a manufacture process of a product 

(manufacture transaction data).  Manufacture transaction data 400 30 

has the following pieces of information: a transaction type 401 which 

is information indicating the type of a transaction ("MANUFACTURE"), 

a time and date of occurrence 402 which is information on when the 

transaction has occurred, an operator ID 403 which is information 

indicating a manufacturer (the main party), an operating machine 35 
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ID 404 which is information indicating a machine used, an operation 

kind 405 which is information indicating the kind of the 

manufacturing operation, a constituent member 406 which is 

information indicating members before being processed in 

manufacture (constituent members),  and a completed member ID 407 5 

which is information indicating a member obtained by the processing 

in manufacture (a completed member).  Also, an operator's signature 

408 which is the electronic signature of the main party (such as 

an operator or a manufacturer) and an auditor's signature 409 which 

is the electronic signature of an auditor are added to the 10 

manufacture transaction data 400.  The manufacture process includes, 

for example, processing of members and product assembly in the 

manufacture process.  The manufacture transaction data 400 can 

prove that, for example, a skilled operator has performed 

processing. 15 

[0067] 

(Delivery Transaction Data) 

Fig. 9 is a diagram illustrating an example of transaction 

data generated upon completion of a delivery process of a product 

(delivery transaction data).  Delivery transaction data 500 20 

includes the following pieces of information: a transaction type 

501 which is information indicating the type of a transaction 

(delivery), a time and date of occurrence 502 which is information 

on when the transaction has occurred, an order placer ID 503 which 

is information on a party who has placed the order to be delivered 25 

(the main party or the transfer source), an order receiver ID 504 

which is information on a destination to which the order has been 

delivered (the transfer destination), a target member ID 505 which 

is information on a member delivered, a price 506 which is 

information on the price of the member delivered, and a payment ID 30 

507 which is information on payment for the delivery.  Also, an 

order-placer's electronic signature 508 which is the electronic 

signature of the order placer (the main party or the transfer source) 

and an order-receiver's electronic signature 509 which is the 

electronic signature of the order receiver (the transfer 35 
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destination) are added to the delivery transaction data 500. 

[0068] 

(Sale Transaction Data) 

Fig 10 is a diagram illustrating an example of transaction 

data generated upon completion of a sale process of a product (sale 5 

transaction data).  Sale transaction data 600 includes items such 

as a transaction type 601 which is information indicating the type 

of a transaction (i.e., information indicating "SALE"), a time and 

date of occurrence 602 which is information on when the transaction 

has occurred, a seller ID 603 which is information on the seller 10 

of a product (the main party or the transfer source), a purchaser 

ID 604 which is information on the purchaser of the product (the 

transfer destination), a product ID 605 which is information on the 

product, and a price 606 which is information on the price of the 

product.  Also, a seller's electronic signature 607 which is the 15 

electronic signature of the seller and a purchaser's electronic 

signature 608 which is the electronic signature of the purchaser 

are added to the sale transaction data 600. 

[0069] 

The delivery transaction data 500 and the sale transaction 20 

data 600 can be used for, for example, identification of the current 

owner in the event of recalling of a component or identification 

of what component is used in the product to handle a complaint from 

a user. 

[0070] 25 

(Usage Transaction Data) 

Fig. 11 is a diagram illustrating an example of transaction 

data generated upon completion of a usage process of a product (usage 

transaction data).  Usage transaction data 700 includes the 

following pieces of information: a transaction type 701 which is 30 

information indicating the type of a transaction (i.e., information 

indicating "USAGE"), a period 702 which is the period of time the 

product in the transaction was used, an owner ID 703 which is the 

identifier of the owner of the product, and a product ID 704 which 

is the identifier of the product.  Also, an owner's electronic 35 
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signature 705 which is the electronic signature of the owner (the 

main party) is added to the usage transaction data 700.  For example, 

the usage transaction data 700 may be used as a proof that a famous 

person has owned the product so as to serve as information backing 

up such a fact when the product is sold with added value. 5 

[0071] 

(Storage Transaction Data) 

Fig. 12 is a diagram illustrating an example of transaction 

data generated upon completion of a storage process of a product 

(storage transaction data).  Storage transaction data 800 includes 10 

the following pieces of information: a transaction type 801 which 

is information indicating the type of a transaction (i.e., 

information indicating "STORAGE"), a period 802 which is 

information on the period of time the product was stored, an owner 

ID 803 which is information on the owner of the product, a storer 15 

ID 804 which is information on the storer of the product, and a 

product ID 805 which is information on the product.  Also, an owner's 

electronic signature 806 which is the electronic signature of the 

transfer source (the main party or the owner) and a storer's 

electronic signature 807 which is the electronic signature of the 20 

transfer destination (the storer) are added to the storage 

transaction data 800.  The storage transaction data 800 can be used 

as data proving that, for example, wine has been stored under 

appropriately controlled temperature. 

[0072] 25 

<Supply Chain Information Update Processing> 

Fig. 13 is a flowchart illustrating an example of the supply 

chain information update processing.  The traceability information 

management server 101, when receiving transaction data from any of 

the user clients 102 (s801), verifies the transaction data (s802). 30 

[0073] 

Specifically, for example, the traceability information 

management server 101 causes the authentication infrastructure 

system 200 to verify the electronic signature(s) attached to the 

received transaction data.  In other words, the traceability 35 
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information management server 101 validates the transaction data 

by performing consensus building processing for the transaction data 

with the other traceability information management servers 101.  

For example, the consensus building processing is performed as 

follows. 5 

[0074] 

First, the traceability information management server 101 

transfers the transaction data to the other traceability information 

management servers 101 (s802a).  Each of the traceability 

information management servers 101 to which the transaction data 10 

has been transferred attempts predetermined write processing on the 

transaction data and generates information on the result. 

[0075] 

The traceability information management server 101 receives 

the information on the result generated by each of the other 15 

traceability information management servers 101 (s802b), and 

approves the transaction data received in S801 if a certain number 

or more of the results (or a certain proportion or more of the 

results, for example, more than half of the results) match, and does 

not approve the transaction data otherwise. 20 

[0076] 

This consensus building processing performed by the plurality 

of traceability information management servers 101 can verify the 

validity of transaction data and reduce risks of wrongdoing such 

as falsification of transaction data without a specific central 25 

manager or a central management server. 

[0077] 

If disapproval of the transaction data is determined by such 

processing (s802c: NO), the traceability information management 

server 101 transmits information indicating disapproval of the 30 

received transaction data to the user client 102 (s804), and the 

supply chain management information update processing ends (s809). 

[0078] 

If the transaction data is approved (s802c: YES), the 

traceability information management server 101 temporarily stores 35 
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the contents of the transaction data, and then, writes blockchain 

data of the transaction data into the transaction log 104 and shares 

the blockchain data with the other traceability information 

management servers 101 (s805). 

[0079] 5 

Specifically, for example, the traceability information 

management server 101 accumulates pieces of approved transaction 

data until arrival of predetermined timing (for example, 10-minute 

intervals), and generates a block of data containing the accumulated 

transaction data group and a hash of the chronologically previous 10 

block of data of transaction data.  The traceability information 

management server 101 thus generates blockchain data of transaction 

data using a hash.  Then, the traceability information management 

server 101 writes the generated blockchain data into the transaction 

log 104 and sends the blockchain data to all the other traceability 15 

information management servers 101.  The blockchain data is thereby 

shared among the traceability information management servers 101. 

[0080] 

Thus, a history of transaction data can be shared among the 

traceability information management servers 101 in a way that it 20 

is impossible to falsify the history of transaction data. 

[0081] 

Further, the traceability information management server 101 

generates or updates the traceability information 900 based on the 

received transaction data (s806).  The traceability information 900 25 

is thereafter shared with the other traceability information 

management servers 101. 

[0082] 

<Traceability Information 900> 

Fig. 14 is a diagram illustrating an example of the 30 

traceability information 900.  The traceability information 900 is 

a table listing pieces of transaction data (or processes) and is 

formed of at least one record having the following items: a 

transaction ID 901 which is the identifier of a transaction, an input 

902 which is input information (to be described later) on the 35 
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transaction, an output 903 which is output information (to be 

described later) on the transaction, a transaction type 904 which 

is information on the type of the transaction, a main party ID 905 

which is information on the main party (for example, a manufacturer 

or a transfer source), a transfer destination ID 906 which is 5 

information on a party other than the main party (for example, a 

transfer destination), and an auditor ID 907 which is information 

on an auditor. 

[0083] 

In the input 902, for example, information on a component (a 10 

component ID) is stored if the transaction is a manufacture 

transaction (there may be more than one component).  In the output 

903, for example, information on a product (a product ID) is stored 

if the transaction is a manufacture transaction.  For transactions 

involving only a product, such as a processing transaction or a sale 15 

transaction, information is stored only in the output 903, and no 

information is stored in the input 902. 

[0084] 

By referring to the traceability information 900, the 

traceability information management server 101 can easily trace, 20 

for example, a product for which a predetermined component is used 

and how the owner of the product has changed (forward tracing).  The 

traceability information management server 101 can also search back 

for a component contained in the product used by a predetermined 

user (backward tracing). 25 

[0085] 

The traceability information management server 101 can 

improve the speed of transaction data search by storing pieces of 

transaction data with different types together as the traceability 

information 900.  This can be used efficiently for, for example, 30 

a blockchain system which includes a component which stores 

information with a data structure like the traceability information 

900 in the form of a key-value store. 

[0086] 

Referring back to Fig. 13, the traceability information 35 
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management server 101 generates or updates the access right 

information 1000 by referring to the access right update rule master 

1100 (s807).  The access right information 1000 is then shared with 

the other traceability information management servers 101.  The 

supply chain information update processing is then ended (s808). 5 

[0087] 

<Access Right Information 1000> 

Fig. 15 is a diagram illustrating an example of the access 

right information 1000.  The access right information 1000 is 

information recording whether the main party of each process has 10 

a forward access right to data on downstream processes (processes 

that occur after the process temporally) and a backward access right 

to upstream processes (processes that occur before the process 

temporally).  For example, a record is added to the access right 

information 1000 or is updated every time a transition occurs. 15 

[0088] 

The access right information 1000 is formed of at least one 

record having the following items: a transaction ID 1001 which is 

the identifier of a transaction, a transaction type 1002 which is 

the type of the transaction, a target party ID 1003 which is the 20 

identifier of the main party in the transaction, a forward access 

right 1004 indicating whether the main party retains a forward access 

right (acquired from the access right update rule master 1100), and 

a backward access right 1005 indicating whether the main party 

retains a backward access right (acquired from the access right 25 

update rule master 1100). 

[0089] 

<Traceability Information Provision Processing> 

Next, Fig. 16 is a flowchart illustrating an example of the 

traceability information provision processing.  For example, this 30 

processing is started after the traceability information management 

server 101 generates the access right information 1000. 

[0090] 

The traceability information management server 101 receives 

a request for providing traceability information (hereinafter 35 
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referred to as an information provision request) from the user client 

102 (s1201).  In the present embodiment, the information provision 

request is such that an electronic signature using a private key 

is added to information containing information on the sender (for 

example, a user ID or the identifier of the user client 102), 5 

information on the process completed by the sender requesting 

provision of information (hereinafter referred to as a request 

transaction), and information on a product. 

[0091] 

The traceability information management server 101 verifies 10 

the validity of the information provision request received (s1202).  

Specifically, for example, the traceability information management 

server 101 requests the authentication infrastructure system 200 

to validate the electronic signature in the information provision 

request. 15 

[0092] 

When the electronic signature is invalid (s1203: NO), the 

traceability information management server 101 transmits 

information indicating that the electronic signature is invalid (an 

invalidity message) to the user client 102 (s1204), and the 20 

traceability information provision processing ends (s1205). 

[0093] 

When the electronic signature is valid (s1203: YES), the 

traceability information management server 101 acquires the access 

right of the sender of the request transaction (a forward access 25 

right and a backward access right) (s1206).  Specifically, for 

example, the traceability information management server 101 

acquires the forward access right 1004 and the backward access right 

1005 in each record in the access right information 1000, the 

transaction ID 1001 of which stores information indicated by the 30 

request transaction. 

[0094] 

If the sender does not have a backward access right (s1207: 

NO), processing in s1209 to be described later is performed, and 

if the sender has a backward access right (s1207: YES), the 35 
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traceability information management server 101 acquires 

information on the transactions upstream of the request transaction 

(s1208).  Specifically, for example, the traceability information 

management server 101 identifies transactions upstream of the 

request transaction in the records acquired in s1206, and acquires 5 

the contents of the records in the traceability information 900 which 

store the identified transactions.  Then, processing in s1209 is 

performed. 

[0095] 

In s1209, if the sender does not have a forward access right 10 

(s1209: NO), processing in s1211 to be described later is performed, 

and if the sender has a forward access right (s1209: YES), the 

traceability information management server 101 acquires 

information on transactions downstream of the request transaction 

(s1210).  Specifically, for example, the traceability information 15 

management server 101 identifies transactions downstream of the 

request transaction in the records acquired in s1206, and acquires 

the contents of the records in the traceability information 900 which 

store the identified transactions.  Then, processing in s1211 is 

performed. 20 

[0096] 

In s1211, the traceability information management server 101 

generates data aggregating the information on the transactions 

upstream of the request transaction acquired in s1208 and the 

information on the transactions upstream of the request transaction 25 

acquired in s1210 (hereinafter referred to as transmission data). 

[0097] 

The traceability information management server 101 transmits 

the generated transmission information to the user client 102 

(s1212), and the traceability information provision processing ends 30 

(s1213).  Meanwhile, the user client 102 displays the received 

transmission information on a screen or the like (s1215). 

[0098] 

As described above, the distribution management apparatus 

(the traceability information management server 101) of the present 35 
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embodiment generates, based on transaction data received from the 

user client 102, the access right information 1000 which is 

information on the relation between a completed one of processes 

in the distribution (supply chain) of a predetermined product, a 

concerned party in the completed process, and a predetermined access 5 

right of the concerned party.  Meanwhile, based on an information 

provision request received from the user client 102, the 

distribution management apparatus (the traceability information 

management server 101) of the present embodiment identifies, based 

on the access right information 1000, information on the completed 10 

process(es) to which the sender has an access right, and transmits 

the identified information to the terminal which has transmitted 

the information provision request. 

[0099] 

In other words, the traceability information management 15 

server 101 stores the relations between concerned parties in 

processes in a supply chain and their access rights, and in response 

to an information provision request from a user, provides only 

information on a process or processes to which the user has an access 

right.  Thus, access rights to information on the processes in the 20 

distribution of a product can be set appropriately.  For example, 

the traceability information management server 101 can perform 

access right management related to traceability of products and 

components dynamically and accurately. 

[0100] 25 

The above description of each embodiment is provided to 

facilitate understanding of the present invention and is not 

intended to limit the present invention.  The present invention may 

be modified or improved without departing from the gist of the 

present invention, and such equivalents are also included in the 30 

present invention. 

[0101] 

For example, although the present embodiment manages 

processes such as processing, assembly (manufacture), usage, 

storage, and assignment (sale) in a supply chain in the present 35 
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embodiment, other processes may be managed in a similar manner. 

[0102] 

The access right in the present embodiment includes a forward 

access right and a backward access right, but besides those, it is 

also possible to set an access right for each individual process. 5 

[0103] 

A concerned party in the present embodiment is a party to which 

a product (or a component) is transferred or an auditor, but other 

concerned parties (interested parties) may be added. 

[0104] 10 

At least the following are demonstrated by the above 

descriptions herein.  Specifically, the distribution management 

apparatus of the present embodiment may comprise an access right 

master storage part that stores an access right master which is 

information storing a relation between a type of each process in 15 

the distribution of the product and an access right of each of the 

concerned parties in the process.  Based on the access right master, 

the access right information generation part may generate, as the 

access right information, information storing a relation between 

the type of the completed process, the concerned party in the 20 

completed process, and the access right of the concerned party. 

[0105] 

Based on the access right master (access right update rule 

master 1100) storing the relation between the type of each process 

in the distribution of the product and an access right of each of 25 

the concerned parties in the process, the distribution management 

apparatus generates the access right information 1000 which is 

information storing the relation between the type of the completed 

process, the concerned party in the completed process, and the access 

right of the concerned party.  Thus, for example, the information 30 

access right of the party that has executed the process can be 

appropriately managed. 

[0106] 

In addition, in the distribution management apparatus of the 

present embodiment, each of the concerned parties in each process 35 
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in the access right master may include at least one of a party that 

executes the process, a party to which the product resulting from 

the process is transferred, and an auditor of the process. 

[0107] 

Since the access right update rule master 1100 has information 5 

on the main party executing a process in the distribution of a 

product, a party to which the product is transferred, and an auditor, 

various types of processes (transactions) having a business partner 

and a party conducting an audit can be appropriately managed. 

[0108] 10 

In addition, in the distribution management apparatus of the 

present embodiment, the access right may include a forward access 

right which is an access right such that a concerned party retaining 

the access right is allowed to access a process completed after the 

process completed by the concerned party, or a backward access right 15 

which is an access right such that a concerned party retaining the 

access right is allowed to access a process completed before the 

process completed by the concerned party. 

[0109] 

Since the access right thus includes a forward access right 20 

and a backward access right, all the processes in the supply chain, 

from the upstream processes to the downstream processes, can be 

managed. 

[0110] 

In addition, a distribution management system of the present 25 

embodiment may comprise a plurality of distribution management 

apparatuses each of which includes: a transaction reception part 

that receives transaction data from a predetermined terminal, the 

transaction data containing a completed one of processes in 

distribution of a predetermined product and information on a 30 

concerned party in the completed process; an access right 

information generation part that generates access right information 

based on the received transaction data, the access right information 

being information on a relation between the completed process, the 

concerned party in the completed process, and a predetermined access 35 
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right of the concerned party; an information provision request 

reception part that receives an information provision request for 

a process in the distribution of the product from a predetermined 

terminal; an access right determination part that identifies, based 

on the access right information, information on a process in the 5 

distribution to which a sender of the received information provision 

request has an access right; and an information transmission part 

that transmits the identified information on the process to the 

terminal that has sent the information provision request.  Each of 

the distribution management apparatuses may include a transaction 10 

data transfer part that, upon receipt of the transaction data, 

transfers the received transaction data to the other distribution 

management apparatuses, and a result reception part that receives 

generation results of predetermined data generated by the other 

distribution management apparatuses based on the transferred 15 

transaction data.  The access right information generation part may 

generate the access right information if a predetermined number of 

results from among the generated generation results and the received 

generation results match. 

[0111] 20 

The distribution management apparatus performs consensus 

building processing in which the distribution management apparatus 

transfers received transaction data to the other distribution 

management apparatuses, receives generation results of 

predetermined data generated by the other distribution management 25 

apparatuses based on the transaction data, and generates the access 

right information 1000 if a predetermined number of results from 

among the received generation results match.  Thus, the validation 

of transaction data can be verified to reduce risks of wrongdoing 

such as data falsification.  By use of the blockchain technology, 30 

traceability information which is impossible to falsify and can 

solidly prove the recorder can be managed. 

[0112] 

In addition, in the distribution management apparatus of the 

present embodiment, each of the distribution management apparatuses 35 
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may include a transaction sharing part that generates a block of 

data containing the received transaction data and a hash of past 

transaction data if the predetermined number of results match, and 

shares blockchain data containing the generated block of data with 

the other distribution management apparatuses. 5 

[0113] 

Since each distribution management apparatus constitutes a 

blockchain system in which the distribution management apparatus 

shares blockchain data of transaction data with the other 

distribution management apparatuses, a large quantity of 10 

transaction data can be managed in a secure manner. 

[Reference Signs List] 

[0114] 

100 traceability system 

101 traceability information management server 15 

102 user client 

113 transaction reception part 

1171 access right information generation part 

121 access right determination part 

123 information transmission part 20 
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[CLAIMS] 

 

 

[Claim 1] 

 A distribution management system comprising a plurality of distribution management 

apparatuses each of which includes 

 a transaction reception part that receives transaction data from a predetermined 

terminal, the transaction data containing information on a completed one of processes in 

distribution of a predetermined product and a concerned party in the completed process; 

 an access right information generation part that generates access right information 

based on the received transaction data, the access right information being information on a 

relation between the completed process, the concerned party in the completed process, and a 

predetermined access right of the concerned party; 

 an information provision request reception part that receives an information provision 

request for a process in the distribution of the product from a predetermined terminal; 

 an access right determination part that identifies, based on the access right 

information, information on a process in the distribution to which a sender of the received 

information provision request has an access right; and 

 an information transmission part that transmits the identified information on the 

process to the terminal that has sent the information provision request,  

 wherein each of the distribution management apparatuses includes 

 a transaction data transfer part that, upon receipt of the transaction data, 

transfers the received transaction data to the other distribution management 

apparatuses, and 

 a result reception part that receives, from the other distribution management 

apparatuses, generation results of predetermined data generated by the other 

distribution management apparatuses based on the transferred transaction data, 

wherein the access right information generation part generates the access right 

information if a predetermined number of results from among the received generation 

results match; and 

 a transaction sharing part that generates a block of data containing the 

received transaction data and a hash of past transaction data if the predetermined 

number of results match, and shares blockchain data containing the generated block 

of data with the other distribution management apparatuses. 


