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(57) Abstract

A video scrambling and descrambling system that produces color video that is difficult or annoying to watch by randomly switching
the color components of a component or composite video. In the scrambling portion, component or composite video (12) is decoded (14)
into a luminance component (18) and its two color components (20, 22). A random switching signal (34) is generated (16) to randomly
switch the relationship of the color component signals (20, 22). The randomly switched color component signals (30, 36) may be encoded
“{ (38) together with the luminance signal (18) to produce a component or composite video signal (40) that is scrambled. The random switching
signal (42) is transmitted as part of the encoded signal or through a separate transmission channel such as a control track or radial track
portion of a recording medium. A descrambling portion first separates (92) the scrambled component or composite video signal (90) into a
luminance component (96) and two scrambled color components (98, 100). The random switching s ignal (106) that has been transmitted to
the descrambler along with the scrambled video signal (90) is used to restore the original relationship between the color component signals
{98, 100). The luminance component (96) as well as the two descrambled color components (108, 110) are then encoded (114) to produce
a component or composite video (112) with the relationship between the color components restored to their respective original positions in
the video signal. The method may be used in various transmission and recording formats.




transmtted video programs. Many of these systens are conplicated and
require rather expensive inplenentation in the scranbler or
descranbl er or both. -~ Such a systemis described in United States
Patent 25 Nunber 4,916,736, John 0. Ryan, issued April 10, 1990, and
assigned to thrOV|S|on Cbrporatlon directed to '_having tinme L
sequential -information signals having a tine reference and an

active Vvideo portion encrypted (scranbled) by tine shifting the
active video portion 30 towards and away from the line reference
signal in pseudo-random fashi on before recording on tape or disk
WD 96/ 05698 , . PCT/ US95/ 09573 or

transm ssion to the user. The signals are descranbl ed by an inverse
tinme shifting technique. - " Anot her systemis described in United

St at es Pat ent : :

FOR THE PURPOSES OF INFORMATION ONLY
CodesusedwidenﬁfySnwsputywﬂ\ePcronﬂwﬁmtpagesofpamphletspubﬁslﬂngmtemanmal
applications under the PCT. _
AT Austria GB Unhedxiudnm MR  Mauritania
AU Australia GE Georgia MW Malawi
BB Barbados GN  Guines NE Niger
BE Belgium GR  Greece "NL Netherlands
BF Burkina Faso HU Hungary NO  Norway
BG Bulgaria IE Treland Nz New Zealand
BJ Benin ¢ ) Taly PL Poland
BR Brazil > Japan PT Portugal
BY . Belarus KE Kenya RO Romania
CA  Cansda KG  Kyrgystan RU  Russian Federation
CF Central African Republic KP Democratic People’s Republic SD - Sudm - :
CG  Congo ' _ of Korea ' SE  Sweden
CH  Switzerland - KR Republic of Korea St Slovenia
cl Cote d"Ivoire " KZ  Kazakhstan SK Slovakia
CM  Cameroon ] Liechtenstein SN Senegal
CN  China LK  SriLamka - ™ ' Chad
Czechoslovakia LU - Luxembourg TG Togo
CZ  Czech Republic LV Luvia . T  Tajikistan
DE . Gemany ~ MC . Monao TT - Trinidad and Tobago
DK  Denmark MD . Republic of Moldova UA.  Uknine
Spain’ MG Madsgascar US  United States of America
F1 Finland "ML Mali UZ  Uzbekistan
zi " MN  Mongolia VN  VietNam

00560-7

~1| ff

3



Nunber 5,058,157, John 0. Ryan, issued Cctober 15, 1991, 5 and assigned
to I\/acroe(,b%/ggsggorporatlon directed to a - . sinilar tpeRHyuSdiohéssng of

—{he active vi

s a nmuch

signal contains some tine base errors that are within theg8-E
correction range of t he fol | ow on nDnltor/recelﬁg?.

There are

eo in the scranbl i ng precess. The descranbling
| ess expensive inplenentati on whereby th

many other scranbling systenms and methods use

techni ques RBTHAD ISP AN VESSARATUS | FO®e SCRAMBIENG |A NEIDEGBIGNAINE

Thei r o0 R, FUEG Werdder el SSrod Al diiinG OB

such
cutting

bl ens or
ere is a

need f&r a sinple scranbling systemthat i s inexpensive to inplenent

n be recorded on 20 cog§$§§§dﬁﬁgs. Such a system does not need
to make it I npossible to viewthe scranbled picture, but such a

that can
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rogs-referenc Related Applications
This application is related to cbpending application
U.S. Serial Number 08/279592, by John 0. Ryan, Apparatus
and Method for Comprehensive Copy Protection For Video

Platforms and Unprotected Source Material, filed July 25,
1994. |

Field of Invention |

This disclosure is directed to a scrambling method
and. apparatus for use with any camposite' or component
video transmission system.

Overview of Video Scrambling Systems

The various video scrambling systems implemented or
proposed to date have in one way or anbther attempted to
preveﬁt a 'vigwer from"viewing certain pre-recorded or
transmitted video programs. Many of these systems are
complicated and require rather expensive implementation
in the scrambler or descrambler or both.

Such a system is described in United States Patent
Number 4,916,736, John O. Ryan, issued April 10, 1990,
and assigned to Macrovision Corporation, directed to
having time sequential infOrmatién signals having a time
reference and an active video portion encrypted
(scrambled) by time shifting. the active video portion
towards and away £from the 1line reference signal in

pseudo-random fashion before recording on tape or disk
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viewing should lack conmmrerci - orEn or detract substantial ly Y
fromi ' nt . £T HAS MVARY OF THE 5 A

vi deo tvg%rgg‘r)%rﬁg and d sa?&fbmﬂ}o systkem that ;Il;rP%( uc‘J’e@yz:%I or video
that .is difficult or annoyin ch by randomy switching the col or
conponents of a conponent or conposite video signal. In the
scranbl i py peanisoissionc dpdientuser coipessigndls ardedessrdabdedd i nto a

| um nance conponent and its two WO 96/ 05698

PCT/ US95Py9sn3inversectine sbipbhrat sechni@welom switching signal is
gener at ed ' the color

t r andoni wtch t | at i hi f
conponent Si g_ﬁﬁf%E?‘g%Egg’F&%Hbrsﬁvgy i%ﬁqlf;ﬂﬁjie Lfﬂgphggéﬁgﬁéﬁges Patemtal s are
ded LN | ] ' | t t
encoded yagehbes b e LART0r g ohsed, BUPEREE ascomgon o
IS tr@”SHhEt ea%ﬁai%ned ear twrﬁﬂ%iﬁoesg‘oéfgﬂfénf’rdﬂ:‘e‘é@édmcté Separate
channel . A des

dat a cranbling portion first separates the
scranbl edih912¢0MRaRRNt SHiFLAMRPOBL € phdleoast @l vigks aihumpiance
conponent and two scranbl ed color conponents. The random swi t chi ng
signal begarblihgd proddus . deTheadestiranblity procédst He sar anidhed vi deo
signal is used to restore the original relationship between the
col or cdepsneakpéfsivegnithplemdhatiomi neheeeby ojimnedescxrambdldd as t he
t wo descranbl ed col or conponents are then encoded to produce a
conponenfignadogpospinsy seme Wime bReer exrzorsnshas are pdithdan thee col or
conpﬂyents restored to their respective

capture or correction range of the follow-on ‘

monitor/receiver.

There are many other scrantbling systems and methods
that wuse such techniques as wvideo = inversion, line
shuffling, and line <cutting and rotation. These

15 techniques suffer from expense problems or their
inability to be recorded.
. The Problem _ _
There is a need for a simple scrambling system that
is inexpensive to implement that can be recorded on
20 consumer VCRs. Such a system does not need to make it
impossible to view the scrambled picture, but s__uch a
viewing should 1lack commercial value or detract
substantially from its enjoyment. e
' | SUMMARY OF THE INVENTION
25 ° A wvideo scrambling and 'des_crambli'ng system that
produces color video that is difficult or annoying to
watch by randomly switching the color components of a
component or composite video signal.

In the scrambling portion the component or composite
30 video is decoded into a luminance component and its two

2
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original positions in the video signal. 20 f the

I nvent i owO0 6/4456980r oduce a net hod ~to scran bs/gis7a | ow
«€0st and not limt the ability of scranbl 0 be transmitted in
normal transmission channels or recorded on a presently known vi deo

medi a. 25 color dbRsenénels ot he&'afnﬁ%hwa?vﬁ.tcﬁﬁ}?@télgﬁ@ §§‘@Qh@9§.§e§f

the present mvenéP vm 1 be one better_ungerstood w to t he

f ol | owi ng scF c‘l"]%ﬁ nsrﬁﬁatl"nséi’:@onﬁnyl‘h‘bedr &ﬂllﬁﬁs 30
Bri ef Des oc:cprmcpmntofsignam awrhes randomly dwitchdd 6bD®S campbheak

fa s & L cerfodpd SGCARE B8R IS 1ihtRgnteT05na1 kg o paL
vi deo gl grigfeduce a COIFPQ;PGHB oghoqsmpesmeomdem agignalofthat dgstem of

scrambl i NgsEr{NENEMhd| #8840t chi 1 £ ted 3
VO 96/ 05698 itching signal. ig fransmitted as

Fig. 4 % 8 tBFo@ﬁlco@iegg Shenak ox b¥y§’f“¥m°%fa SepgEaEeafBtAng a
scranbl ed ¢fBMed deo signal ; Fig. 5 shows a b: ock di agra?i of
I e i L R SE
descrg\ﬁzl PRRPRRIHeNOL/i FOBPOSGEE ; v:Ldeo signal into a luminance
component and two scrambled color components. The random
switching signal transmitted to the descrambler along
with the scrambled video signal is used to restore the
original relationship between the color component

15 signals. The luminance component as well as the two
descrambled color components are then encoded to produce
a component or composite wvideo with the relationship
between the color components restored to their respective
original positions in the video signal.

20 The object of the invention is to produce a method
to scramble a video signal at a low cost and not limit
the ability of scrambled signal to be transmitted in

" normal transmission channels or recorded on all presently
known video media.

25 These and other features, aspects, and advantages of
the present invention will become better understood with
regard to the following descr:.ption, appended claims and
accompanying drawings.

30
_ Brief Description of the Drawing'a
. Fig. 1 shows a block diagram of a system of
scrambling a NTSC video signal; '
Fig. 2 shows a block diagram of a system of
35 scrambling a PAL video signal;
Fig. 3 shows a block diagram of a system of
scrambling a Component Video signal; '
. 3
laced, ‘
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Fig. 7 shows a bl ock di agmnent ation of t he scranbling
nmet hod w'otdajossga CD Vi deo:s H@g\—\sﬁ?‘s‘%@n and Fig. bI ock
R escranbl i ng nmet ho

di agram of an i npl enent a 1on aﬂ"-
Vi deo Disc system ~— Detailed Description of the I nvent i on

Figs. 1-3 shqy, vari Cr. eg!\ the
pr esent | nven F%‘h?wss aamﬂ ow 1?1%§;| ous%iescra?%ﬁq"r agOp rat uses.
Figs. 7 aﬂ\b dAgh& cragglgpdngS@‘ videppsdgaalati on of the invention.
Each bl ock . Filgncl Bdeshowaver! | ldckel m@t@npurdfenta Y SHTEN m@f |y

| abl f ordinary skill accordlng to
?\ﬁgl fgl I g&vmg:]g %‘é {C" %E%El'ﬁg Pé%‘g}n'gfiga ﬁb nﬁgd?/um may be (1) a video
casse?te, (2F1i S-reél - Bhowse| a blogkor dilagrasy ©F @& disystfem nedf such as
CD- Vi deodescrambllng' deécrb.ﬁbl@h()@&n?ghéﬂﬁaV%trigs\S“E%%géi‘? an  NTI'SC

I mpl enent at i o nventi . scranbl er of
Fig. 1 cont al al 7 Pﬁ@wé @ngﬁw?‘n apy ofs5 an, [imRlamentatian 0| i ng
f unct i onsheoBcrambildingnmethod hthlnCanUDSViﬂeblTﬁfs&’ §¢ec&hgnahal?2 is

o o0 .0 VI R MO g b 1

Lumi mﬂncéheoﬁﬁéﬁé'ﬁ-mblsngﬁnﬁghOGOWbthmnpoﬂEnYJ.SegnBisQOsySﬂeme ch may be
an | or a RY signal and Second Col or Component 22, which may be a Q
signal or a B-Y signal, u3| ng techm ues wel I knovvn to one skilled in
the art of tel DASS R S3B¥enElonsC Vi deo Signal

12 is al so coBFpged tcn.-Fiande:»Bl nafaa:-:ﬁjwal s&aﬂbaiﬁg 1Gppixra daedom Bi nary

ooner o PackBrfZas PEES he’ BIUNBL" thvene 180 153 Y ¥ Iiiow* P20
on a15tr|gger|ng |

various descrambling apparatuses. Figs. 7 and 8 describe
CD-Video Disc implementation of the invention. Each block
includes conventional ' elements currently commercially
available or re_adiiy constructed by one of ordinary skill
according to the following description. The recording
20 medium may be (1) a video cassette, (2) a reel-to-reel
recording, or (3) a disc format such as CD-Video.
Fig. 1  is ©block diagram describing an NTSC |
' ‘implementation of the invention. The color video
scrambler of Fig. 1 contains all the elements needed to
25 provide the scrambling functions of the invention. A
Composite NTSC Video Signal 12 is coupled to a NTSC
Decoder 14 and Random Binary Signal Generator 16. NTSC
.Decoder 14 decodes Composite NTSC Video Signal 12 into
Luminance Component 18, First Color Component Signal 20,
30 which may be an I or a R-Y signal and Second Color
Component 22, which may be a Q signal or a B-Y signal,
using techniques well known to one skilled in the art of
telévision engineering. The Composite NTSC Video Signal
12 is also coupled to Random Binary Signal Generator 16.
35 Random Binary Generator 16 generates a random binary
signal as Key Signal 34 based on a triggering pulse

.
4
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VI)96/05698 _ deri ved

f rom Conggs cog QTSC Video Signal 12 at eitherg 95@3@ rate.
First Color nponent 20 is coupled to a first' rs el ect or
24-and to a second input of Second 5 Sel ector \2 nd Col or Oorrponent 22
I s coupl ed fir ecto and t, ond i nput
of First %% Y%? 5gomg ﬂ@?g?gezbgﬁd gegrélgﬁ‘ﬁi i?l e:.% * Si gnal
34 to sel efiebdt aechineai vaterst and second col or corrponents 10 As

can be seen fropLFhg. cdapkheonbbhshes3hedkobolfiea ol Be sigaand splect of s

sel ect opp05|te si.gnal s second col or nponent
signals. AP alq"'rtsltrre§ele°tf’ﬁe Fut pHls P BheSeEPRRt dIPUraveE diSeeansht col or
conponént Seljeatsr P%. SecondnCoaABEE ConpEIEIANt22 ‘.[s dcﬁlplédletom# put of

Fi | S d
SlaIrZE:tor gﬂtg‘gl or pé@rrpoc%)\en% %@pggigémgpégt %‘v t gU%%%BP@d ]tncP seon

Lum nance Pﬁpﬁﬂ-rgg Selector @4 .orSekgrtows 24 aaddzé a@sombrytadledput 36
of NTSC Enﬁgdﬁéy3§n.gha!!5 340 R/ Odigaiekit %%rt@@ne%amsr‘stte arid YeddPut 40.

Key Signal 34 i5s coug to an optional encryption key generator (not
shown) to PPOPFISOMBARERERal security by encrypting Key Signal 34. Key

Si gnal1®4 or thasoehpube seedl ﬂ:mn emy.ypijOﬂhkeyf@eaer alelledtorcaitid ed to
of the scr SaBl S8Rl e teee i Befft onBos ' Biingib] vttt Jne PO
enbodi nent férsth@rsi:raﬁbbndg colomotr:ommn@mtt BegsaﬂanblAmgadlésdIm i ng
system Fighe? icutputs? i '@méensaia&teesusmeet hQi¥¥E-hit! Nddil s and
many. of component signals.
15 Luminance Component, Y, 18, the output of First
Selector 24, Color Component A, 30 and the ocutput of
Second Selector 26, Color Component B 32 are respectively
coupled to a Luminance Input 28, a first color input 34
and a second color input 36 of NTSC Encoder 38, thus
20 producing Scrambled Composite Color Output 40.
Key Signal 34 is coupled to an optional encryption
key generator (not shown) to provide additional security
'~ by encrypting Key Signal 34. Key Signal 34 or the output
of the encryption key generator is coupled to NTSC
25 Bncoder 38 as Key Signal 42 to be combined with and be a
part of the Scrambled CQmposité Video Output.
Fig. 1 4is a NTSC embodiment of the scrambling
portion of the scrambling-descrambling system. Fig. 2 is
a PAL implementation using the same principle and many of
30 the common elements of the NTSC implementation. Elements
42, . 44, 48, 50, 52, 54, 56 and 58 are PAL discrete
elements similar to Elements 12, 14, 18, 20, 22, 38, 28
and 40 which NTSC elements. Elements 16, 24, 26, 30, 34,
36 and 42 in the NTSC implementation are common with the
35 same elements in the PAL implementation.
In Fig. 3, another version of the invention utilizes
a component video implementation of the scrambling

5
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30 the commn el errents of 't
54, 5

56 -

EI errents 193'% fﬁ 18\

nmpl enent at.i on. El enents 42, 44,

AR discrete el eme Ld to
282 and 40 whi ch mg%érlﬁéedr?eorbltﬁg
El emrents 16, 24, 26 30 36-and 42 in the NTSC inpl enent atlon are

Flogrmg Wla er verS| on t t| on e LSRR n VI deo
F e i *?{‘?i FREri ol o 1B SEERBLLEE 15, anpe
i mpl enentfellnwigg tthe wongAptisghown Fig. 1.

WO 96/ 05698  compressed Com%onent Vldeo S:Lgnalpcgé U;SL%fS/ﬁQlﬂ.EYfEd ﬁ:\ system
dgne ol [ ow n e

The swi tc% unction f§’£ e scranbl i ng

concept s gparator that 3eparate ?B%Sﬂ@ﬁ?e%ﬁ@oc%ﬂ £080 i s
coupl &d twideo sxngSesmrmw GiZmillsaces eQanpdment. mlgiwmresssd £owponent 5
Vi deo S| 0 i a al, First
Col or %}naq[ s?%%%# @8?%%% %condﬁ&%l orl Cgﬁpo%%t Seé Ral, 2
68. Fi rsﬁOJ-Q;bI Slomponemtenfignalgi gfal ,68 C1 Figmt | Sodeapl Ggmponantl r st

i nput of gfdx Sgkecigr tg e n o | ect or
a0 S, oy Sgeecle’ JAgNHl e ACCRIEsL IMipu BRCOPErSE

nponent Is coupled o a first i nput of
Second Se?’é'&‘iﬁ'°r787%nﬂn‘?ot8 %@@ﬁg’qaﬂtﬁp ot erond %%}%E'EB? 78:
Addi ﬂDonaetégondDaCalorSmmpmmt 62igngl othdes ceupled Syochy ofiizeng Signal

Signal | AEY 8 afid “serebel T 3 i i Ponsh " Ehfiena RN TRE, ™

gener at esFirsarRpikgctor Héary Si-gnal th_at is triggered.at a line or field
rate. Thi sad@nRDINRATY BagRal gepardckey Siepnal ghovides a

Synchronizing Signal 71 indicating a 1line or field ‘
15 switching rate. Synchronizing Signal 71 is coupled to
Random Binary Signal Generator 70 that generates a Random
Binary Signal that is triggered at a line or field rate.
This random binéry signal acts a Key . Signal 74.
Selectors 76 and 78 are controlled by Key Signal 74 to
20 select between the first and second color components. :

As can be seen from Fig. 3, First Selector 76 and
Second Selector 76 select opposite signals between the
first and second color component signals. At all times.
the outputs of the. selectors have different color

25 component signals. . o

Luminance Component, Y, 64; the output of First
Selector 76, Color Component A, 82; and the output of
Second Selector 78, Color Component B 84 are respectively
coupled to a Luminance Input 80, a first color input and

30 a second color input of Data Combiner 86, thus producing
Scrambled Component Color Output 88. _

A signal similar to Key Signal 74, Signal 72 is
coupled to an optional encryption key generator (not
shown) to provide additional security by encrypting Key

35 Signal 72. Signal 72 or the output of the optional
encryption key generator is coupled to Data Combiner 86

6
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Sel ectors 76 and 78 are controlled by Key Signal %_ sel ect between
the fi rsfv oVsélgcond col or conponents. 7 gﬁcsH“ be msg{mpm Fig. 3,
First Selector 76 and Second Sel ect or*, 7‘655@&?&69&% tte signals

‘et ween t he first and second col or c0rrpone ghal s. At all tines

the outpu e v ffgren vC ¥IReRAaNt
signal s. ES cghbl&%me}gér%eg %f J? 62 %Ir 6‘%{,66 nc{’ﬁéeut o F| r st

Sel ect or 78itktotbe @mﬁﬁﬁéﬂ@dﬁscmhﬁa @?@P%ﬁ%tcﬁor outpltty 38 Sel ect or
78, Col or Conpopegt B 8deaceibespast u\é%k:ramblmgupiﬁﬁlémemwmmarm Input

80, a first col,or input a 30 egond co Qr t r

thus produbPfig 1™ Ve%%&mn%%fe&‘?ﬂg%‘i ﬁ?m% Fd Olj\ltl%gj ‘é‘aé Egg&gﬂb si gnal
simi| ar5 t oikegoBGpYedl td4NTSCyDacod@ri 2 andcawpRacdom &ingy @ignal
encryptiong E@Xcggger P! (%’EC §§£@n}l€%2t Q20! 0¥é§§ré€'3ét ' @%anﬁﬂcéﬁ' ty by

encrypting or the_out put of onal
encrypti onCp@pogéﬁ@r éﬁlﬁc |§1¢,Qﬁlp566n§é 58 almephlyainggce C°‘W9 %H5698

PCT/ US95/ 09973 96, ah@ COM®i Rrcti £6E6r Sici onEhtSy thereacrwmﬂ@y si gnal

with the ress Scra Co nent I [ .4
descri besogggg&r zﬂ’ﬂm m?"rm% :ﬁ)g ti o?lngo ecoflﬂ fsrﬂ%%m]‘c?ﬁi Scc? | ed
Conposi@ e NbfPoxedeo 8i,gnaid090 msing cagrvehttiengISCadstowsl102 knewt o

Random Bi n%%agn%oﬂ% Detector 94. NISC Decoder 92 separates

Scr anbl ed 'te NTSC Vi deo Si gnal 90 into Lum nance Conponent (Y)
96, and the two Fdaesr Scaapbled Solprr Sompongml,ed %&%rCQ&%ﬁleﬂ"ﬁ A 98,

and Second aSgrigh! Qdpue OF Hrstonaitior 802 m a Usédnd chimpientodnal
and wel | Skerc]:%nd Selector 104. Second Scrambled Color Component, B
15 100 is coupled to a first input of Second Selector 104
and to a second input of First Selector 102.

Scrambled Composite NTSC Video Signal 90 -is also
coupled to Random Binary Signal Detector 94. Random
Binary Signal Detector 94 detects Signal 42, see Fig. 1,

20 (that may be an encrypted signal) to geherate Random
Binary Signal 106 that parallels Key Signal 34 used in
the scrambling process. First Selector 102 and Second
Selector 104 are controlled by Random Binary Signal 106
to select between Firét Scrambled Color Component A 98

25 and Second Color Scrambled Component B 100. '

As can be seen from Fig. 3, First Selector 102 and
Second Selector 104 select opposite signals between the
first and second scrambled color component signals. At
all times the .output of the selectors have different

30 color component signals. As a result of the descrambling
pro¢ess, the outputs of Selectors 102 and 104 restore the
normal relationship between the color components.

The outputs of Selectors 102 and 104, that are
descrambled color component signals, are respectively

35 coupled to an I or R-Y Input, 108 and a Q or B-Y Input,
110 of NTSC Encoder '114. Additionally, Luminance
Component Y 96 is coupled to Luminance Input 106 of NTSC

S
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t echni ques. h d Col or Conponent, A, 98 is coupled to - *

a firsg of Fi¥ 10 4 and a second i nput ond
Sel ector %8%5 Secon olet Conponent, B 15 f%wsgs’g%%l ed to a
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first input of Seco ; of - and to a second i nput of First

Sel ecto 02. 1 agbl Co ite SC Vi Si gnal is al so
coupl ed%nt%g%eﬁanﬁ%ﬁ‘f é‘f’%‘{y%ﬁgﬁa ”Pfét é’d‘:tog{lce@4 ﬁrfgg‘ cf&ﬂ it§ nary

Si gnal Nddesot Quitthntiel22t wsSngnatomgentsiamall gtee¢hnPgued t wathnhebe an ]
encrypt %Qlalt%ﬁ%hlpt Beﬂ%@hai:ﬁeRéB%P comp Bhaaty &gﬂfg égé?w&t parallels

Key Signal 34 used’in scranb rocess ector 102 and
Second SEiget & WA a’?"@sgoHf“P&FF‘SBtB’ilRﬁn&Smtﬂ%é?%ﬁ@ inge to

sel 8t petrvden Ef sﬁhé%csaﬂixhnmf@l@esém@rmg éy@Be:ii5 Fagd Seciand Col or

Scr anbl gd t
Sol cctof F87 Sapiamefchilon ustng 5] SR REQRIRLE MY wloy’iof Lo Len
the  ther ommen Riementsrofibrbe MISEr impirpentatdiognalBlemmnts - al |

tl mes the.soutmw oiz@hemgl ecltzqrs I@de dpBf engnl aih P8 acRMAGeN!
si gnal s. a resq of "t he  descranbl rocess, the outputs of

Sel ectofi%sfé'?tgn ‘?‘%tﬁ?@l At to. ﬁg?‘ﬁﬁ?tgelggt' otfhi B8bet¥®En the col or
conf@neans, 108, 110he 14 pumd afi2SekhatorarelTsOd elldentshat are

ez ot e Bhefl’r g6 TRIRE" A ol Ak | GRRSCHES Yy U 10, | o
Addi ti ona\pﬂymentampnam CORMpUh&ht thegesarme cellpmel!tSO:Lnurﬁhmnce | nput
106 of MAECimplementation. :
Fig. 6 describes an implementation for descrambling '
15 of a scrambled compressed component video signal. N
Scrambled Compressed Component Video :Signal 134 is
coupled to Data Separator 136.  Data Separator 136
separates Scrambled Compressed Component Video 134 into a
Compressed Luminance Component Signal 138, and the two
20 color components, First Scrambled  Color Component A,
140, and Second Scrambled Color Component B, 142, using
conventional and well know techniques. _ '
First Scrambled Color Component, A, 140 is coupled
to a first input of First Selector 102 and. a second input
25 of Second Selector 104. Second Scrambled Color Component,
B 142 is coupled to a first input of Second Selector 104
and to a second input of First Selector 102.
Scrambled Compressed Component Video Signal 134 is
also coupled to Random Binary Signal Detector 146. Random -
30 Binary Signal Detector 146 detects Signal 72 (which may
be encrypted) to generate Random Binary Signal 148 that
parallels Key Signal 74 used in the scrambling process.
If Signal 72 is encrypted, a decryptor  (not shown)
- decrypts Signal = 148. First Selector 102 and Second
35 Selector 104 are controlled by Random Binary Signal 148
to select between First Scrambled Compressed Color

8
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WO 96/ 05698 114. NTSC

Encoder wddeisoiuces NTSC Conposite \ﬂ ' N spepyent i onal
~techni qgues w t t he reft ati onshi p betwee 'T*‘c‘%o:\wbﬁ* i nents full y
“restored. Fig. 4 is a NISC inpl enen atlo.nfo-f"‘T'he descranbling 5
portion ofqp g;%néﬁﬁ:afﬁ" e dGRF" 80BLLAT A %é:enécféﬂ?léd' %oﬁ\gon%n@ALa

I mpl enment atl n usin e sane principle an common el enent s
of the NT3&2i-npl ement ati on. El enents 116, 118 120, 122, 124, 126, 128,

: 188 a?_g 132 ar agPAMan be dsééneiteoml Qfﬁ.@lt s 51 Fikat E@lE’c@.ﬁQ‘ntl?oZg?an&G 98,

10 10 4 I
El enent s é@ °§1ﬁ1 ‘%ﬂf ]racfﬁi ié% Eﬁgréf% ?qusftfea?t\rrgtgnaw %ﬁtg'r?g{%egéﬁ%n are
commondwi tfiirstte amde seicomdntscrambled colldl coppement asigmals. At Fig.

6 describggjang ilqgéer‘gl@;g agﬁeguég cf?;gﬁgonbééigcgédré)f vgcr&{@k onpr essed

conmponent Vi deo Sl eo Signal

134 is COWUQWQW%t%i%atM §3GeSBAFa @epﬁ!%t@?sql?,@bllnSepar at es
Scr anbl ed grHesRs S ¢heCoutPutY of meﬂé%ﬁsﬁtlcnza and 1BMPESSSELe Ltlenance .

Conmponent _Si gnagl 138, .and.t.he.t 20 onents, First Scranbled
Col or Co E,e-:j' ti E&ipaﬁ’&\lt\%?g&g%cF&ﬁrﬁ’?&o@%‘ﬁn&grmonent B, 142,
usi ng10 convélite onalitputisvelof knsﬁlteextlmnsquel;oz and 1B|4r stt&tanbl ed

102 and o eachmted, S D Walionent, | b1y, 4880 husbiRrell ool or

Conponent coupled 1uo as Ca.odﬁﬂmﬂ'—vt 01%1°f PFlgt g rffait 18Pubecdhd b cBabe 104
and to a eadithdxnPee of Ada Lol Pf) OLukiilance ComponSakandl sk Cpapr essed

et oot o EAE et R L AaAcs f‘%’r‘ﬂ% 1SR AR5 etk ABE] JpskeT)

(whi cHSrray:onmlm eﬁ514yp¢@nl)1mes gé&her alumiaavoen Brmnpqnengnamdmehehat

P Cenery S SR | (ol RO, o el 7

|:, rst Sel&@@R¥Ke Cemrppnenle oVideo Output 114 using convent:.onal
techn:.ques with the relationship between the color
components fully restored. ' '

20 The implementations described about Figs. 1-6 have
been generalized descriptions of ways one skilled in the
art may implement the features of video scrambling

' disclosed. Fig. 7 describes a specific implementation of
the scrambling and recording portion relevant to CD-Video

25 systems and incorporates well-known copy protection
techniques. An NTSC implementation is discussed, but the
concepts equally apply to a PAL or Component. Video
implementation.

A NTSC Composite Video Signal 160 is inputted to

30 NTSC Decoder 162 and Sync Separator 164. Sync Separator
164 conventionally separates Vertical Sync Pulse 166 from
NTSC Composite Video Signal 160. Vertical Sync Pulse 166
is coupled to Random Binary Signal Generator 168 to
provide a trigger ©pulse for Random Binary Signal

- 35 Generator 168. Random Binary Signal Generator 168 gener-
ates a Random Binary Signal 170 that is coupled to a
~first input of AND Gate 172.
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35 Sel ector 104 are .contr.ollg dom Bi nary Signal 148 to sel ect

bet wee ' cr anmbl € or
6 . . NUS95/09573
"0 S5 o PCT/ USO5) 09573
Oorrponent A 140 and Secon crarrbl ed Oorrponent B 142. As

can be seen fr ec co ec 104
sel ect opposit SI gna S %6:1{1{?6115%% %‘%1’% tsré%ndgkgjé?gﬁnbl %dacol or
conponentCESRrs s Alogicalhigh edgnad dihasut §°§$ t3% S8 eAnRbigon¥ve

di fferentgig narplme ceﬁa@neat couphals toha addmd timfud her dRRST 8abki Ng

process, the ou Iect rs 102 gnd 1Q4 resto
rel ati onshi% b %ﬁoﬂﬁe EJFB?‘ coﬂ'ﬁ nerts. o‘ﬁeeé]ou?‘butgatﬁf
Sel ecbor RedfiimndEl&e4rontiat. Sysmscrzazblmr coeoordbngorasnt Usegnal s are

respectl\%e/ dfé)&pl ed to a Cl Input, 150 and a C2 I nput, 152 of Data
Combi ner 2. Ad onal Iy, Lum nance Corgponent Y 138 is coupled to
Lumi nance | nplANR4G8ase (t2a credveRr Keys Sigmad 13820#%pi rrareat®! EBfbI nes t he

Lum nanceg&dmenedsy aﬁﬁzéd%n nde%ﬁf@manq CQEorAﬁeaaewnt eoﬁéramd C2 to

pr oduce np eo _Qut usi ng convent,i o
t echni que%w’vﬁookh %ﬁ% r8) '1'(-)& °§et Reéﬁtilﬁ # ﬁEﬁFE fully
restdled. 120 is oiithe Kep! s:tgmal i b88 diess c cobpdledbotd Iﬁl@ cbn6rbave

been geneg é?(,dgdﬁcﬁ P%év Qe JBY qinean'ﬂ( ddddhd Bd1letor 1. MY

i mpl errent at ur es €0 Scra gh
NTSC Decoder 162 decodes the NTSC Composite Video

Signal 160 to produce outputs Luminance Component Y 188,

a First Color Component I or R-Y 190 and a Second Color ‘

15 Component Q or B-Y 192. These components are inputted to
- Compressor 200 for video compression using well-known
video compression techniques. Compressor 200 outputs a
Compressed Luminans;.:e Signal 194, First Compressed Color

~ Component C3. 196 and Second Compressed Color Component

20 Cpo 198. These compressed color components may be
compressed versions of the I and Q signals discussed
above.

First Compressed Color Component C3o 196 is coupled
to a first input of First Selector 184 and a second input.
25 of Second Selector 186. Second Compressed Color Component
Coe is coupled to a first input of Second Selector 186
and to a second input of First Selector 184.
As can be seen from Fig. 7, First Selector 184 and
Second Selector 186 select opposite signals between the
30 first and second color component signals. At all times
the outputs of the selectors have different color
component signals.
Luminance Component, Y, 19_4; the output of First
Selector 184, Color Component A, 202 and the output of -
35 Second Selector 166, Color Component B 204 are coz_nbined.
in Data ‘Combiner 206, thus producing Scrambled Component
Color Data Output 208.
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di scl osed. Fig. 7 describes a specific |nplenentat| the scranbling
and recowdiss®sgertion rel evant to CD-Video . SesRREAL €S

el | -known copy protection ~° techniques. . tion is

di scussed, but the concepts equally apply to @,B,;clzh"ﬁg Oorrp_onentt\fddteo
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172. recording as q?ser B:LtV\@9@|/1|Qi533.% 2 keyCOs:fgnalll S 'tcﬁ 17

PCT/ US95/ . rator.c olle nti.co ntrol _Sw

creates aQ‘? (?rd?ﬁgﬁl ngf:r?'ﬂé}eg (go neptanPRE yu tputg; A04 §’F§.that i's

coupl ed th%BJSGBﬂdnd\thIﬁOOf AND Gate 172. Anticopy Si gngl 176 is al so

coupl ed to Dat (o] Ao tr [ m?‘%ts%m f r User

Bit NtJ 180. e %AI\% théﬂrqegt’t?J ey S?:g%al ﬂ‘%g% crg‘glgflg t he

scrant#)i ndFOTRART ifnt%nd cQﬂﬂ‘Sﬁsﬁqd Antdormepentent r pefore Swkheh 174 is
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basis as means for eliminating any redundancy in the
video signals in the compression process. If one were to
15 scramble the color component signals before compression,
false differences would be created, thus confusing the
compression.systems. -

Fig. 8  describes a ~descrambler for the
implementation described in Fig. 7. Along with the

. 20 descrambling, Figs. 7 and 8 show the additional use of
copy protection in a CD-Video system.

Playback Electronics 220 has three output signals
relevant to the descrambling and copy protection system
for a CD-Video play back device. A first output is Data

25 Output 222 that contains a Compressed Luminance Component
Yo 226, First Scrambled Compressed Color Component A, 228
and Second Scrambled Compressed Color Component - Be 230.
Data Separator 224 separates these components and outputs’
them as shown in Fig. 8. Data Separator 224 separates
30 Data Output 226 into discussed above using conventional
and well know techniques.
. First Scrambled Color Component, Ag, 228 is coupled
to a first input of First Selector 234 and a second input
~of Second Selector 236. Second Scrambled Color Component,
35 B¢ 230 is coupled to a first input of Second Selector 234
and to a second input of First Selector 236.
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NTSC Decoder 162 decodes the NFSETpergsi t e Vi deo Signal 160 to prodtigg
out put sy Y&ipssagice Conpgrert, First Col or Corpaﬂ?sg r RY
and a Second g‘]bl or 15 Cpmp B—Y 192. These conponentém%re_ i nputted
to Conpr essor 200 fqr vides orrpr ession using well-known vi deo

conpr essi on t gghnpi e r =2Q0 qut um nance
Si gﬁal 194, Flgrgst %o% ess&g g%? Fig rrpp%l:‘hxtsa {i %ﬂ:eﬁ@‘g‘? 253
Conpress§8c98pors%ﬁ?&9¥erﬁ3éoseb§§t mOSlteTmmalﬂmbeEweeﬂ td:mlor .
C0WDOnentirsffa)ancbeseconﬁo%ﬁr&ﬂ‘éd’%él@ﬁsd&n ii%nent C?c 106 i s

d b Firs res | o

cgzgrzzegll toi%éeoﬁ\‘/ﬁ:?fa |‘?Jfb'iﬁ‘btl‘sl FP s'::Ql'rrﬁl3 &c PES a]i‘El"% sdE&eFentput 25 of
Secortl Sebiorocompenestc signaispr des e :Eeéuﬂ:t Cofipehenidescramdl ing coupl ed
~to a fi rﬁi‘:ob@gé‘t EﬁeSSEEﬁQt§e%fC§8ieé?grs E3@ng95.0|gl rs?%%ggglg :ﬁt of First

Sel ect or € seen from ©184 and
Second %Pmﬁrrﬁk%tﬁﬁl'l@éipobﬁ'&?@é @gm@%&m&n@eo first and

second col or Thepometutss gzl S Sedectlolrst | §84 angt |h¢'.‘336)Ut RiHat Ohrhe

sel ect or r col or - __conpgnent. signal s Lum nance
Corrponen? Q%]\'%Tgile hgg%?ﬁ' pUtORRonety; 8ignady..cAfe 1 8#SPEStdVedY monent A,
202 %hd coupdedpbo af FixrstSdmsnraddlet (olidf, CGaponeonmuapast 281204 are

conbi nedypg 4 nSQ@%ﬁ%%dﬁnﬁ% ngérprﬂifdﬂ&éciﬁggl:e%@%e

Col or Data Cut put
PCT/ U595lpgggrygressor 249. Decompressor 249 also has Luminance

Component Signal 247 as an input signal.
After Decompression the descrambled color component ‘
15 signals are coupled to an I or R-Y Input, 252 and a Q or
B-Y Input, 254 of NTSC Encoder 250. - Additionally,
Luminance Component Y. 226 a decompressed luminance
signal is coupled Eo Luminance Input 248 of NTSC Encoder
250. NTSC Encoder 250 encodes the Luminance Component and
20 the descrambled and decompressed Color Components I and Q
to produce Analog Composite Video Signal 254 using
conventional techniques with the relat:.onsh:.p between the
- color components fully restored.
The analog ccmponents are encoded as a NTSC
25 Composite Video Signal 238 uaing conventional and well-
known techniques. -

User Bit N 232 acting as key signal is coupled to
the control elements of First Selector 234 and Second
Selector 236 in synchronization with Key Signal 182 in

30 the scrambling portion described in Fig. 7.

 User Bit N+1 Output 238 of Playback Electronics 220
is a logic signal controlled by Anticopy Control Switch
174 in the recording/scrambling portion described in Fig.
7. When Anticopy Control Switch 174 generates a logic

35 high, User Bit N+1 in the descra.mbii’ng portion is coupled
to Copy Protection Circuitry 236 to generate Copy

96/ 05698
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ey Signal 182 is coupled to an opti onal encryptio ey
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signal s bq&ﬁ eédsj ONgohn 2! SEthf f eﬁg&gﬁ@e%o%jj bg 6eat thus
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descr anbl eﬁlSSJ-Q'%?d Fﬁe Macrowsisdatht at ieeoxrexatedd by Flr@feren/saeong Wi t h

thet 20t deasfeebéanao Eamfy&n'gﬁchﬁ ahaWogheum ) 1 UE8 @hhipbitcopy
protection inh,a

back ectronl cs 22Q has
three out gTREEIgn éﬂf acce?%%@ﬁ%nt‘”ﬂ?q hEeE%E@/%%%Il Bopy _;ﬁ’&tsect i on
syste0 discles@d \adidingl &y tphiralkitye.ofA fpulse Olpqmrs i £cDatthe?5

Qut put 222 t Co 6, First
Ser bl od PERrEe “uBpald o THERES " Op VR 1 0Edel BIRRAY | yerfheed) 711

Conpr essedPt3RkingoipbaEVRL Bceégb pulsepppirsbeing: o W@é’@aﬁéﬂé‘g t hese

generator (not -

lsiidirs 62

cormon;ent Spﬁ]]deotfbl&b?veq[ %Izdgwt cumpbalEnge -§oihg tQau‘i@%_araE Q’he2|24
separ at es a U n O apove, usi n conventi ona
and wel | k%gS\FDgchﬂ'isqugrs nfus F' ‘ém%ll%ol 8& BonfSiReL Ac, 228

i s col edcircuitry) f ofsta | WORL (cyfldé'cr mamm ore2dzden a:‘mnhdlg' nput

of Second SbRCROGigRGI S%‘bog.‘ehca?.ﬁd féc@é§§4§9§aaﬂeg ; o Secon% s

coupled to_a first |n ut’ of el ect I nput
of First BPectsr tm presence of an excessively dark picture when

the recorded signal is played back.
Another analog copy protection scheme is disclosed

20 in U.S. Patent No. 4,914,694 issued April 3, 1990, to
Leonard, and assigned to Eidak Corp., incorporated by
reference. The Eidak system (see Abstract) increases or

" decreases the 1length of each video field from the
standard length, either by changing the time duration of

25 the respective horizontal line intervals in each field
while keeping a constant, standard number of lines per
frame, or by changing the number of horizontal 1line
intervals that cbnst'i_.'tute a frame while maintainirig the
standard duration of each 1ine interval.

30_ These copy protection systems modify the video
signal to be recorded (for instance on tape) or to be
broadcast (for instance pay-per-view television programs)
to make copying by ordinary VCRs difficult or impossible.
When a copy protected signal is played back on the

35 apparatus of Fig. 8 for viewing, the copy protection
process is essentially trarisparent, i.e., it does not
interfere with viewing. However, any attempt made to
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11 WO 96/ 05698
As can lvmmmsfrom '

or viewing an unscrambled recording
will observe a random reversal of the proper colors in
the picture, reducing the commercial wvalue of the ‘
16 picture. Adding copy protection to the scrambling makes
any copying of the scrambled and copy protected signal of
significantly reduced commercial value to an illicit
copy. ' . ._ _
The scrambling and descrambling techniques described
.20 herein are used as the scrambler and descramblers in the
embodiment of copending application U.S. Serial Number
08/279542, by John O. Ryan, Apparatus and Method for
~ Comprehensive Copy Protection For Video Platforms and
Unprotected Source Material, filed July 25, 1994,

25 incorporated by reference. '

The scrambling mechanism described is suitable for -
thé "A" gcrambler for use with .t_:hi_é. .teaching-s_ above
identified applicatidn iﬁ MPEG systemé because it is
compatible with:

30 1. The data compression system(s) used in the pi'opo'sed_'n.ew
ciigital VCRs, disc players and set-top -._decoders_.

2. The various "trick modes" of the proposed digital- VCRs

and disc players (fast forward and reverse, still

frame, slow, etc.).
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y and Cp color difference components are reordered under

the control of a random data bit. When the data bit is
low, the Cy and Cp data are not reordered and when the
data bit is high, the C, and Cp data are reordered. This
data bit is then combined with the serial data stream (at
a specific location in the ancillary data packet) to
provide descrambling information and its random low/high
excursions become the Copyright Signature.

Though not sufficient to completely obliterate the
image, this form of sc—:fambling generates very severe low
frequency color noise which removes all entertainment
value from the program. _

To ensure compatibility with the data compression
systems and trick modes of the various digital video
devi:ces, the random data bit contrblling Cy and Cp data
reordering is only allowed to change state between MPEG
dat;a frames and this data bit is included at least once
in every MPEG data frame (in the ancillary data packet)
to control descrambling and to represent the Copyright

Signature. Each MPEG data frame therefore contains all
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pul se foll owed closely by a positive-gging pulse. The effect is to
conf usqyo defdfsses AUt omat il T‘_@@,rgeml 15 circuitry) Rsokidestavi deo
cassette recorder) recdﬁms.ﬁliiﬁmgsuch signal, so that ﬁ;e recorded signal
is unvi ewabl e due tio_the_pr. f an excessi vely dark picture when

t he recorded signal is played back. Anot her anal og copy protection
schene itheli doffosmdtion ineede’]l PBat cintekprek 9andcResamminleApthe 3, 1990,
to Leonard,. and-assi gned to Eidak Corp., incorporated by r ef erence..
The Ei dalé“éﬁ%{ em (see Abstract) increases or decreases the | ength of
each video field from the, . standard length, either by changing the tine
duration of ZetlR" a8delB"y %”g’ﬂdﬂ’i{galmqulﬁﬂserlrfhl exrifkallf-fiel d

while k dgr | " b
changi ngfé’)r%g%iﬁg?%&anﬁeﬁﬁi‘ﬁ? | PR cBak oPSRA5 dpta B Fpule o

fTngg “ﬁ%%@lﬁ%’# té’t'xéf»‘ &d ésys céiéﬂdéégngic'%aéi:&”éﬁ@efé‘% éé”ﬁfwt erval. 30

recor dedyd f omddicdmitged" HaPerefpohBeleto tH¥ 034GRRIM (HS.Ea' ngignce
pay- per-view tel evision prograns) to make copying by ordinary VCRs
di ffi culdefiningposse trt@pyrlghﬁlwﬁgrmm protected signal is played back on

| easont | ol 159 ; aheys, dnecriyiol thoTipbpPaE Y Bul ed fim- i 07"

However ,itimy. aFurtbermmbdiifdcations will be apparent to one 18f

gg?ﬁglsggg% T 20)the art iry\li:%q{@@&hls disclosure.
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'%opy the video signal fromthe output of- the ap a \ Fig. 8 using a

icture degraded to sone s9&)odshe
ef fi cacyw}#ﬂﬁ%e 8Bart i cul ar copy protectit

present video
copy protection 5 systens protect omty analo

Signals which are the
type of video signals broadcast ag#ibéggrde& u5|ng" 1
vi deo technol ogy. In ea

t he descrl tatlons
t he pur pose of the scranbling is to randomy rev HE"? .
transm ssi gncpatik: of the col or conponent signals -
recording or transmission process. An obsérver playlng back or

viemﬁn%ban unscranbl ed recordi ng w | | observe a randomreversal of the
proper xol ors i&. At hmeqiu'od uref rsxitambiging hea conbdeci alsigmalye of

the 15 - pi gEMbEis COP, rogection to the scranbling nmakes - any
SolF1afhy e BEtpR Ot

copying of t copy protected signal of significantly
reduced commer ci@Fodirge ﬁ@kﬂ]lV%ﬂéPt signajpy. into a fvmimanael ing

and descr agéhpefieh€¢ Nl qeeeseedlidiedcéfipoiehei Mamd € aUsgdedtdt i anbl er

and descranblers in the enbodi ment of copending application U S. Serial
Nunber 9%22, by John 0. Ryan, Apparatus and Method for
Cowpréﬂbnsive GoepePavingtadkeyosigmakp Pl at f or ns and ~ Unpr ot ect ed

Source  Mater i aligsnfi Ledspdil o1 28eor! 8herB81 o6y BANA SikyPs feRlad ence.

The scranbling nism escr 'S Sul cranbl er
for use wpehse%ﬁet betvaenRgsaidpbiest and|geqaendi eolepprerReReRts n MPEG

systens becauseugingS a sefonid®atsdléctd¥ hicontrolled by said key
: signal to select between said first and second color
15 components, wherein said first selector and said second
selector select opposite signals from said first and
second color component signals; .
coupling said luminance components signal, an output
of said first selector and an output of said second
20 selector respectively to a luminance input, a first color
input and a second color input of an encoder, thus
produoing a scrambled color output; and
coupling said key signal to said encoder to combine
said key signal said key signal with said key signal.
25 2. A method as in Claim 1 wherein said encoder and
decoder process NTSC signals. ' _
3. A method as in Claim 1 wherein said encoder and
decoder process PAL signals.
4. A method as in Claim 1 wherein said key signal
30 generator generates a random binary signal generator. .
5. A method as in claim 1 wherein said random binary
signal generator generates switching pulses coincident
with field rate pules.
6. A method as in claim 1 wherein said random binary
35 &signal generator generates switching pulses coincident
with line rate pules.
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30 1.

The data corrpresz_g_n__s;LsLem(—s-)—u-sed i n the proposed new
di gi t aly, soidl sC play I’T$“39_g].¢te$$tp;stEEﬁNceCOderS i2 us "trick
nodes" o(?/ e proposed di gi t HeEPMATED - and cll sc pI a)l;gr})gﬁ ag) forward
and reverse, still f+are—stow—etc. ). -

14

‘Wi thin

Scranbling in the digital domajn acconpl i shed
i nt er changi ngB or e %re}?‘?qwga%e’r?a#fla
it excinypmd  pEhort hieo 'béing combined evithlemtiiki edodbeve the

seri 8l

96/

| st &8l ST i dideput s@d10r M ng other functions. 5
g randoni
At b b‘r’]B%’&%m aidy kﬂﬁ eS1g8

data cord SHANY NGl S1gnal.

10

15

20
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30

35

9. A method:  of scrambling a component video
signal, comprising the steps of:

' 5/ 09573
Addi ti onal y\q thg‘lggﬁ&scra T i Hé. S testherst n Sald ke:}’uncé}f nNs are

capabl e ¥ mouRiedpltorem ed’%ﬁtJ\F@ﬂy danking cégt‘-ep'veﬁ-eraﬁl yS8§di ncl usi on

ressed

decompressing said component video signal into a

luminance component, a first color compohént and a second
color component; | '

generating a key signal;

using a first selector controlled by said key signal
to select between s_a:.d first and second color components;

using a second selector controlled by said key
signal to randomly select between said first and second
color components, wherein said first selector .and said
second selector aeiect opposite signals said first and
second color component signals; _ .

coupling said luminance components signal, an output

of said first selector and an output - of said -second -

selector to a luminance input, a first color input and a -

"second color input of a compressor thus producing a

scrambled component col,o'r_ output; and

coupling said key signal to said compressor to
combine said scrambled composite output with said key
signal. '

10. A method as in Claim 9, wherein said compressor
and decompressor process 525 line, 60 field signals.

| 11. A method as in Claim 9, wherein said compressor

and decompressor process 625 line, 50 field signals.

12. A method as in Claim 9, wherein said key signal
is a random binary signal.
' 13. A method as in Claim 12, wherein said random
blnaxy signal comprises switching pulses coincident with
field rate pulses. S '
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“Cr and Cb col or dif nents are reordered.t 10 the control
of a rapdpspodedsa bi Gﬂﬂ&@ﬁ“ﬂ Bﬁ bit W soiebsiH dat a
~are not reordered an data HHyS P %p. thel Cr and Cb data

are reordered. This dat a b|t |s thenaconbl e serial data

stream (at 14 2 gPegbéhsal YA HAN ETaif 162”théi‘é¥nd3§a31d3395ﬁhbmt o 15
provi de descr anbi nformation and its random | o ex curS|ons

becone  t HeLta0)r Pifiiat) GRAPGAESS SWitCHing(RAPeR: COLRFIApRR, WiEh

'conpletelyzm@lraﬁéepu&s@m i mage, this formof scranbling generates
very severe | f SAUSNCY, ol ch r II rtalnnent
20 val ue fro%ﬂfhe préﬁram<i1 ot ¥ dlls ens:":ﬁye %orr%zr% |fiy W %’% the data

conpr &ssi ®ignal, @S@@t#ﬁ#%ﬂth¢|$#@FﬁmQ§ of the various digital video
devices, the raaeedslnt agalila Cogeranbled Ornm Cbsﬂ?ﬁ inggorgering is

only allo d to chan e state between MPEG anes and thls dat a
bit i i CEpDgE: A E47P oy SEFARBRBA] oL O a reTpOReR
anciIIarwmdata.$Em¢nd)scrambled color component;

detecting a key signal;

10 using a first selector controlled by said key signal
to select between said first and second scrambled color
components;

~using a second selector  controlled by said key
signal to randomly select between said first and second
15 color components, wherein said first selector and said
second  selector selects an opposite signal from said
first and second color scrambled component signals;
coupling said luminance component signal, an'output
of said first. selector and an output of said second
20 selector respectively to a luminance input, a first color
input and a second color input of an encoder thus
producing a composite color output with said color
" components restored to their prescrambled relatibnship.
16. A method as .',in Claim 15 wherein said. encoder
25 and decoder process NTSC signals.
17.. A method as in Claim 15 whereln said encoder
and decoder process PAL signals.
18. A method as in claim 15 wherein said key signal
: comprises switching pulses coincident with field rate
30 pulses.
- 19. A method of descrambling a scrambled component
video signal, comprising the steps of:
decompressing said scrambled component video signal
“into a luminance component, a first scrambled color
35 component and a second scrambled color component;
detecting a random binary signal;

19 heet Has Been Replaced
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to control descranbling and to represent the Copyr| ght Si gnature.

Each MPfe skiisios! F ame t hérefane-coasakas ial | PCT/US95/09573
15 WO 96/ 05698 - . REPLACED - PCT/ US95/ 09573
the information needed tio_interpretand descrarrbl'e t he i mage.

The "A" and "B! anbl |‘ are

i denti cal excslﬁﬁfélatgocgr al ng(}(ci a&b[ai Bog‘égbg}ﬁ&g b¥ hesa&r(&8 %Rééﬁcol or

si gnal s ah’é’lﬂ--’ﬁ(/eﬁ%%ahs t@e| 7andomlyg $¢|1-%‘Ftéh§ﬁ§8§enl Badss polest t an€he random.
data bit gecontefddiaibldee mléﬂﬁ oﬂg{@t.ure The above

d t ] L ustrat Furt he di.f t
G be hopar HES% B egond " Eapﬁary cqrro e ey aaatd, FRBAPRGT ¢ b <

di scl dsurkeinary signal to randomly select between said first and
second scrambled  color components, wk_ierein said first
selector and said second selector select opposite signals
from said first and second color componént signals;

coupling said luminance components s:.gnal an output

10 of said first selector and an output ‘of said second
selector to a luminance input, a first color input and a
second color input of a compressor _'thus producing a
descrambled component color output.

20. A method as in Claim 19 wherein said compressor ‘

15 and decompressor process 525 line, 60 field signals.

21. A method as in Claim 19 where:g._n said compressor
and decompressor process 625 line, 50 f-ield signals.

22. A method as in claim 19 wherein said key signal
comprises switching pulses coincident with field rate

20 pulses.

23. A method as in claim 19 wherein said random
binary signal ' generator generates switching pulses
coincident with line. rate pulses.

24. An apparatus for scrambllng a video signal,

25 comprising: . :

a decoder for decoding said video' signal into a
~ luminance oomponent,' a first color component and a second
color component;

a generator for generat:mg a key signal; :

30 a first selector controlled by said key signal to
select between said first and second color components;

a second selector controlled by said key signal to
select between said first and second color components,
wherein said first selector and said second selector

35 select opposite signals from said first and second color
component signals; ' '

is Sheet Has Been Re(ilac"d 20 : -
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said luminance component signal, an output of said
first selector and an output of said second selector are
coupled respectively to a luminance input, a first color
input and a second color input of an encoder, thus

5 producing a scrambled composite color output; and

said key signal is coupled to said encoder to
combine said key signal with said scrambled composite
output.

25. An  apparatus as in Claim 24 wherein said

10 encoder and decoder process NTSC signals. '

26. An apparatus as in Claim 24 wherein said
encoder and decoder process PAL signals.

27. An apparatus as in Claim 24 wherein said key
signal generator generates a random binary signal.

15 28. An apparatus as in claim 24 wherein said random
binary signal generator generates switching pulses
coincident with field rate pulses.

29. An apparatus as in claim 24 wherein said random
binary signal' generator generates switching pulses

20 coincident with line.rate pulses. -

30. An apparatus for scrambling .a component video
signal, comprising the steps of:

a decompressor for decompressing said component
video signal into a luminance component, a first color

25 component and a second color component;

a generator for generating a key signal;

a first selector controlled by said key signal to
select between said first and second color components;

a second selector controlled by said key signal to

30 randomly select between said first and second color
components, wherein said first selector and gsaid second
selector select opposite signals from said first and
second color component signals; '

- said luminance components signal, an output of said

35 first selector and an output of said second selector are
respectively coupled to a luminance input, a first color

‘THIS SHEET HAS BEEN _
REPLACED PCT/US95/09573
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\é&\l_)A?IE\S/I/SO%QB a — THAS .BEE'? '- PCT7 US95/ 09573 g
al ' 1. ra Vi deo
si gnal , O%Mgénprl leng R é"CE“.’ ' mlmﬁ mclmuﬂm”ﬂg Sﬁg{:&({%gvy@% si gnal

into a |um nance*—- corrponent a first éol br ton"ponent and a second

I . k f
el octor W oFFRy 8, Ae5opd oy ok ettt (¥ SalcBompaeaBen SHNETI Tt and

second C(pmd’«m?lﬂﬁ)r&erﬂ@ambIEG componegta codoanduspusct endcontrol | ed by said .

key si gnalgdiy Sﬁéfctsfg%iaaeeﬂssaé&hﬁéét £dn déf&oeerﬁ%erso@
conponents, wherein. said first selector sai d second sel ector sel ect
opposi t e SRS FRIF SFTRMbled &?&‘P°51t§e8‘6wélp\&5l d?lté%nﬁéh@ntk%Y gnal s;

coupl bng ssiayrdh 1 .umi nance conponent s signal ¥an out put. : of said first

sel ector and ap 0%?,' rg?, i-?‘tﬁsse%”dlﬁo Eiéiﬁt Oﬁoresﬁﬁ%%ﬁ' yséufdof an

| um nance i nput’, nput an secbnd ¢
encoder, qmessorprmmdagoa\m eBrecess S@cputinend 60 f:.eld coupl i ng
sai d key silgals t 0 said encoder to conbi ne sai d key signal said key

signalvvithsidk si gnal 2. th as jn Caiml, wherein
sai d encoder % Q&EPtb‘Pocé§s N?SCCQFE; |§8| where1n3 8aid pt hod as

in clai mcfbmﬂraaor sand @W@rmr prdeesslerszﬁr ortse, PAlD sfpekds.
signals. -

33. An apparatus as in claim 30, wherein said random

binary  signal generator generates switching pulses

v

coincident with field rate pulses. o ' | ‘ '

16 . 34. An apparatus as in claim 30, wherein said random
'~ binary signal generator generates - switching pulses
coincident with line rate pulses. 2 :
_ 35. An apparatus for descrambling a scrambled video
signal, comprising: _

20 - a decoder for decoding said scrambled video signal
into a luminance component, a first scrambled color
component and a second scrambled color component;

a.detector for detecting a key signal;

. a first selector.éontrolled by said key signal to

25 select between said first and second . scrambled color
components; ' _ '

a second selector controlled by said signhl' to
select between said first and second color components,
wherein said first selector and said second selector

30 selects an opposite signal from said first and second -
color scrambled component signals;

'_ said luminance component signal, an output of said
first selector and an output of said second selector are
respectively coupled to a luminance input, a first color

35 input and a second color input of} an encoder thus
producing a composite color -output .with said color
components restored to their prescrambled relationship.

-
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4. A nethod as in daim1 wherein: sald ke

L %g nerator generates a
;:lngoTa?&ﬁ%f?;?dﬂllnﬁmgmlguJHl at or. F\leréﬂﬂaPEBCE%vm ﬂl‘gisgslj(ryg‘iesSVWer ein

coi nci dent with fi‘eld rte pul es. —A nethod as in claiml
wherein said rgndongi r’é’éﬁaﬁé_)cué' g 88156 24 06 ggaerahe:%elaw kaligng pul ses

coi nci dent wth |jne rate pules.
PCT/ US95/$RFeeder and decoder prpgefy) NESC rF‘@n&]'rﬁﬂ vvherel n said key signal

is coupled t37. amrtappérahh@nka@g inntelafm B86 wheflein sadidnbled
col or output - 9

| 0 Claim1, wherein said key
signal_ 5 "T5S encryp? %ecodor 0 %eel ng cor%’%féalécm th said col or
conpo®i te out pi8- sﬂgfhaﬁpparatus asy/in \Clatmhds, ovhexgimngaidgkey

conponentgi ghalEOis a Sd:ideh bRy | 1 gﬁﬁhi.he steps of:
deconpr essi ng

i d conponent’ vi deo al, nt o nanc conponent,
“a first color i% ;E) WE“%&%nﬁn gf“"i’:’&l %F E’Bﬁﬁﬁ%@n zandom
gener at i ngimakey s;ig;mal, has pulsessi pindideatt sedidti OIf igdd r adalted by said
key -si gnaﬂ) glo select between said first and second col or conponents;. 15
u5|ng second selector controlled by said key signal to
randd® y sel echOpetBRcaPRaratys ras imdciaimnd> whersisr saddpaAados, wher ei n

said fi rssléﬂ?cteigﬁaﬂ SRR pul8BEONdotALeAbAE S@ieal QARSI h@ry gnals
said first an Second col or conponent signals; 20 coupling said

| umi nancepﬁgﬂﬁ%nents signal, an out put
41. An apparatus for descrambling a scrambled

component video signal, comprising:
16 a decompressor for decompressing said scrambled
*  component video 'signal into a luminance component, a
first scrambled color component and a second scrambled
color component;
a detector for detecting a key signal;

20 a first selector controlled by said key signal to
randomly select between said first and second scrambled
color components; '

a second selector controlled by said key signal to
select between said first and second scrambled color

25 components, wherein said first selector and said second
selector select opposite signals from said first and
second color component signals;

said luminance components signal, an output of said
first selector and an output of said second selector are

30 respectively coupled to a luminance input, a first _cblor'
input and a second color input of a compressor thus
producing a descrambled component color output.

42. An apparatus as in Claim 41 wherein said
compressor and decompressor process 525 line, 60 field

35 signals.

—_—
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of said first selector and.an output of said second selector to a

| um naRgg ok/pdidg. @ first” col or mputand econd OsdtgsokgeNss - of a
conpressor thus producing a .- E‘é‘ﬁ&@%@%omo ent color output; and 25
coupling said key signal -to}| sai conpre r to conbi ne said

scranbl ed conpy Sltwu%ﬁco Sald kgy cm%ﬁ eco wherein dgdiaA nethod

as in Caim9, whereln ressor ressor. process 525
line, 60 COMBI%ESSOFal gndgglecomprefforA BEAGRIE 2825 nle-?F&v m5® &#RIRin said
conpr ess@ignalsind deconpressor process 625 line, 50 field signals.

12. A th d a 9. wh 3 b
signal. o al ) e Bl e 80" Ol 1 B HPBR L, 081G R 35
bi nar§ sisjgmalcdepai sandon bdmary Bdgzad .coi nci dent. with field rate

pul ses. VO A6/

%ﬂ/é@@/%ﬁ%
14. A net hod” a455 [ nA%SI I'm 12 u\5r1erse|lr1n sca]fa and’orr‘%’her arg na corrprl ses
swi t chi n@iparyessdgpadi gepesipes of ﬁ‘l'é-trci’t’-élgpupgéges ol A et hod

of descramy iFi@1d rak@ s Vi deo 5 signal, conprising the steps of :

2 Tirst scr anthed NprpRamAman & Chin 440 wikran SHEFERE T

conpb@entoinary s:.gdaﬂ.ec(:ong:.atkey:fm gndltehlifig pulgesngeeifcidentel ect or
controll Sg_g?\y ﬁ.ﬂed:l& )énzjug_@s ~to select between said first and second

scranbl e onents;
A method of 'scrambling and descrambl:.ng a video

s:.gnal comprising the steps of: : ‘

randomly reversing a relationship between a £first
15 color compbnent-.signal and a second color component
signal;
: providing.a gynchronizing,signal that controls -said
random reversal; '
detecting said synchronizing signal; and
.20 restoring said relationship of said first color
component and said second color. cqﬁponent using said
detected synchronizing signal.

A

/
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‘using a second selector controlled by said key signal to randomy

sel ect bwbwegssogai d first and second 15 col or conponent Spc-ﬁ’ﬁ%’g&/ﬁéﬁ sai d
Jfirst selector and said second sel ector selects an opposite signal from
sai d first and second col or scranbl ed conponent signals;

coupl i ng said | uninance conponent 18gnal, an out put of sai d first

sel ector and an output of said second 20 sel ector respectively to a

| um nance input, a first color . input and a second color input of
an encoder thus producieng a conposite <color output wth said

col or conponents restor ell tot heir prescranbl ed rel ationshi p.

16. A nethod as in Caim15 Ea n .said encoder 25 and decoder process
NTSC si gnal s. 17. A ne91§j as in Caim15 wherein said encoder

and decoder process PAL sign&< O ~18. A nethod as in claim15
wherein said key signal® & ri sesgsw t chi ng pul ses coincident with
field rate 30 pul ses. A¥nmet hod of descranbling a scranbl ed
conmponent vi deo sigral, co r|S|ng the steps of: deconpressing
sai d scranbl ed conporemt—viceo-stgtrat into a | um nance conponent, a
first scranbled col orf 35 rrpgent and p second scranbl ed col or conponent;
detecting a random bijnary si gfﬁ 19 WO 96/ 05698

PCT/ US95/ 09573

EN

> << (ea]

N\ 8\ 8x
mz |

el

1
rJ
20\
—
2
34
J
g

g
> -] o
a0}
<t 1
VY 8rgt
DS ag3s
Z9 Z20u |\
o cDAE e
0]
o
Q
oZ
>

SUBSTITUTE SHEET (RULE 26)



‘using a first selector controlled by said random bi nary signal to
randonm ywo668698 bet ween said first and second scranbl eg156498/59573
.conponents; using a second sel ector controlled by said random 5

bi nary signal to randomy select between said first and second
scranbl ed col or conponents, wher ei n@fhi d first ‘sel ector and sai d second
sel ector sel ect opposite signals fromsaid first and second col or
conponent signal s; coupling said | um nance conponents signal, an
output 10 of said first selector and an output of said second sel ect or
to a lum nance input, a firsfacolor i nput and a second col or input of a
conpr essor thus producing a = o gescranbl ed conponent col or out put.

20. A nmethod as in Caim19 Eén sai d conpressor 15 and deconpressor
process 525 line, 60 field s 21. A nethod as in Claim1l9
wherein said conpressor gpd 8%conpressor process 625 line, 50 field

si gnal s. 22. A @etho Bim 19 wherein said key signa
conprises switching pul s§s coin ent mnth field rate 20 pul ses.

23. A nethod as in clainm19 whefein said random bi nary signal

generator generates [SW UTCHI g _—PUSES coincident with [ine rate

pul ses. 24. apparatqg for scranbling a video signal, 25

conpri si ng: decoder;g r decodi ig said video signal into a

| um nance conponent, first algsor conpohent and second col or
conponent; gener at or&f or genefating a key signal; 30 a
first selector controfled by said key signal to sel ect between said
first and second colog_conp nent s; a secpnd sel ector controlled by
said key signal to sel e bet ween®™ai d first -hnd second col or
conponents, whereirn saidffirst selgqctor and spid second sel ector 35

sel ect opposite sig S ﬁ%efjsaid fg;§t and seconf col or conponent

si gnal s;

i

48
_J
—

~
52

34
_J
=

B 9
>l 2 >
.«
3 o s O
T} 4
\ -0 0E<E
<0 g2
o 2200 I\,
o .mmmél e
Sf\\g
o2
S

SUBSTITUTE SHEET (RULE 26)



20 WD 96/ 05698 PCT/ US95/ 05973 sai d | um nance
conponenWos96(p8688, an out put of said first selector andpéfusesigesis of said

Second selector are coupl ed respectively to a lum nance input, a first
col or i nput and a second col or i t of an encoder, thus 5 producing a
scranbl ed conposite col or output; a said key signal is coupled to
sai d encoder to conbi ne said key signal with said scranbl ed conposite
out put . 25. An apparatus as in Caim24 wherein said 10 encoder and
decoder process NISC signals. 26. An apparatus as in Cam 24
wherein said encoder andﬂdB@gder process PAL signals. 27. An
apparatus as in Claim?24 Wnergi'ﬂm hd key si gnal generator generates a
random bi nary signal. 15 "”22-0 apparatus as in claim 24 wherein said
random bi nary signal géﬁ generates switching pulses
coincident with field rate p gg 29. An apparatus as in claim 24

wherein said random &oi nar @i@nal generator generates switching pul ses

20 coincident with linerjte pul sEs. e 30. An apparatus for _
scranbling a conponent v{deo sigfal, conprising the steps of:
a deconpressor for decdnpressing sar d conppnent video signal into a

| um nance conponent, a{first coldﬁ 25 conppnent- and a second col or
conponent ;
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a generator for generating a key signal; a first selector

control | e bgosses d key signal to sel ect between said Fb‘i‘ﬁ]b 73second
Lol or conponents; a second sel ector controlled by sal ey signal
to 30 randomy sel ect between said first and second col or conponent s,
wherein said first selector and sai ddf8econd sel ector sel ect opposite
-signals fromsaid first and second col or conponent signals;
sai d | umi nance conponents signal, an output of said 35 first selector and
an out put of said second selector are respectively coupled to a
| um nance input, a first color 21
WO 96/ 05698 : (@) ECT/ Us95/ 09573 i nput and a second
col or input of a conpressor t hug& produci ng a scranbl ed conmponent col or
out put; and sai @ key sign is coupled to said conpressor to
conbi ne said scranbl ed nposi t e out ?élt with said key 5 signal.
31.. An apparatus as i/n d ai if]-\a‘,_ wherein said conpressor and
deconpressor process 525 ine, Qfiecld si gnal s. 32. An
apparatus as in Cdaim 30, rein said 10 conpressor and
deconpressor process 62p |ine, field si gnal s. 33. An
apparatus as in claim3p, Wnere(nrgsai d ranglom
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binary signal generator generates swtching pulses coincident with

field rawogsesesss. 15 34. An apparatus as in claim3per o843 said
Jandom binary signal generator generates switching pulses
coincident with Iine rate pulses. 35. An apparatus for
descranbling a scranbl ed video &/8nal , conprising: 20 a decoder
for decoding said scranbled video signal into a |umnance conponent,
a first scranbled color conponent and a second scranbl ed col or
conponent ; ~a detector for detecting a key signal; a first
sel ector controlled by said keyosti_;gnal to 25 select between said first and
second scranbl ed col or congiament s; a second selector
controlled by said s&gnal t 5 sel ect between said first and second
col.or conponents, rein sai@ first selector and said second sel ector
30 selects an opposite $ignal flewm ®id first and second col or

scranbl ed conponent signals; "Sai d_| um nance conponent signal, an
out put of said firgt selector,.and an optput of said second sel ector are
respectively coupled tqd a | um nange input,|a first color 35 input and a
second color input df an erdc@er t hus producing a conposite
color output wth sgdid col®& QO conpopents restored to their
prescranbl ed rel ati onsHi p. E 22 . WO

96/ 05698 PCT/1ISP5/ 09573 '

PCT/ US95/ 09573

et 36.5| An  appagdtus as in Cdaim 35 wherein
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‘encoder and decoder pr

ocess NTSC signal s. An apparatus as

in C aiwoogpseogherein said encoder and decoder proc§éﬁP§> gnal s. 5
sigha

38. An apparatus as i
bi nary si gnal

n Claim 35, wherein said key 09373, andom
39. An apparatus as in claim35 wherein said random

bi nary signal has pul ses coincidentgyath field rate pul ses. 10

40. An apparatus as in claim 35 whg in said random bi nary signal has
pul ses coincident with line rate pul ses. 41. An apparatus for
descranbling a scranbl ed onponent video signal, conprising: 15 a
deconpressor for deconpressmgyp.said scranbl ed conponent vi deo
signal into a |um nance conp@b a first scranbled col or conponent
and a second scranbl ed c@E gconponent ; a detector for

detecting a key signal;

20 n.ﬂ-ua first selector controlled by said key

signal to randon1yﬁ§elec%§5§§yeen said first and second scranbl ed

col or conponents;

to sel ect between
wherein said first sel
signals fromsaid firs
sai d | um nance conpong
an out put of said secq
| um nance input, a fin
conpressor thus pn

- a6érond s ector controlled by said key signal

said firs d Tecond scranbl ed col or 25 conponents,
i cond sel ector sel ect opposite
t and gsecond cof or conponent signals;

nts sign an out put of said first selector and
nd sel egg are 30 fespectively coupled to a
st colo i nput fand a second col or input of a
oduci ng acmescranbl d conponent col or out put.

in COafn 41 Yerein said conpressor and

42. An apparatus ag

deconpr essor process
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+23 WO 96/ 05698 - PCT/ US95/ 09573
43. Anw(ﬂmggggt us as in daim 41 wherein said p@ﬂgg%ysmand

deconpressor process 625 line, 50 field si gnal s. .
‘apparatus as Claim41l, wherein said key 5 signal is a random binary
si gnal . 45. An apparatus 48 n C aim4l, wherein said random
bi nary signal consists of sw tching pul ses coincident wth field rate
pul ses. 46. An apparatus as in claim41l, wherein said random 10
bi nary signal consists of sw tching pul ses coincident with line rate
pul ses. 47. A method of scranbling and descranbling a video
signal conprising the steps of: ' random y reversing a relationship
between a first[TI5 color conponent srgnal and a second CcoO]or conponent
si gnal ; 9 provi ding a synchroni zing signal that controls said
random r everdal}, detecting said synchroni zing 5|gnal and .20
restoring sai relatronshlp of said firsfg color opent and said
second col or c rrponent<u5| ng said detgcgqj synchrorg'ﬁﬁg si gnal .
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