A PREDI CTlI VE METHOD FOR MULTI - PARTY STRENGTHENI NG OF AUTHENTI CATI ON
CREDENTI ALS W TH NON- REAL TI ME SYNCHRONI ZATI ON TECHNI CAL FI ELD The present
invention is directed to systemsecurity, and nore specifically to

strengt heni ng aut hentication credentials for accessing any nunber of
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infrastructure associated wth the applications. BACKGROUND One approach
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BACKGROUND

One approach to enhancing security in enterprise systems and other computer systems is
to add several layers of security to the system. For example, authentication of a user may be
required not only when logging into the system but also when accessing each application in the
system. A separate authentication is required for accessing each application.

However, even if authentication mechanisms are in place to restrict access to
applications, such mechanisms often involve weak credentials. An example of weak credentials
is a password that is easy to crack. Strong authentication is often required to satisfy regulation
and/or to mitigate risk,

One approach is to implement password policies to enforce password strength and
change frequency. However, users often forget strong passwords, and find frequent password
changes inconvenient. Further, users often compromise security by writing down their
passwords.

In another approach, password management systems can be implemented to generate and

update random passwords automatically, However, if a user logs in from an access point where



1 the password managenent system has not been inplenented, then the user is
| ocked out from accessing the desired application. Another problemwth
such random password nanagenent systens is that the user nust obtain the
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the user faces a |lock out. Moreover, application servers are not typically
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there is a need for a nmethod and system for strengthening authentication
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o Osgzn::'ated passwords. The application server needs to redirect the authentication procedure to a

separate OTP server for authentication of the OTP generated password. However, not all

applications support redirection. Further, multiple applications share the same authentication

directory. To enforce OTP on the directory will require all the applications using the directory to

be modified to support OTP in the front end. In addition, OTP solutions do not easily support

offline login. In contrast, most applications support offline login. Offline login is a requirement

for most users. Most applications support offline verification of credentials when the server is

not contactable. OTP requires redirection, and therefore requires network connectivity. Thus,

OTP solutions are unable to run offline.

In view of the foregoing, there is a need for a method and system for strengthening
authentication credentials adapted for accommodating multi-party, multi-access points across a

plurality of applications while leveraging pre-existing authentication mechanisms that are

already associated with the applications.



plurality of applications while |everaging pre-existing authentication
mechani sns that are already associated with the applications. z BRI EF

DESCRI PTION OF THE DRAWNGS FIG | is a flow chart that illustrates sone
aspects of certain enbodinents. FIG 2 is a block diagramthat illustrates
the effi I Latd R’P@f fined and agreed upon predictive
func%@hﬁﬁﬁs%ﬁéﬁﬁ%l@ﬁe@gﬁ[ in multiple conponents of the system

FIG 3 is a block diagramthat illustrates non-real time updating of user
passWwHfdl stadkew chast thagllustedessemepspests ofeertpin gmbedimegtsock di agr am t hat
illustrates a secure systemthat includes a predictive credential verifier
f or V&I 7F igiartdoqkadisgramdbatiitiustrates the efficacy|oGinsBanitigting the dekneti anglragneedhigon
illustrates aspects of a predictive function, according to certain
enmbogiedriiis fundtiBiE T pr&itRpSeiRlRTAIOM Actipldédigpdnentpe tikspsein. of certain
enbodi nents, authentication credentials for accessing applications can be
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the authentication credentials needed to access a given application. Such
conponents are herein referred to as credential nechani sns. According to
one 3S|a%csty 6fan enbodi ment, credential mechanisms can predi ct sequences
of authentication credentials based on a pre-defined redi ctive. net hod.
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met hod. In other words, an instance of the pre-defined predictive nmethod is
i nst serifiesferveniying phsswotdstineeagtiggent i al nechani sns. Changes in the

predi ctive nethod are propagated to all credential nechanisns so that all
cr edBHG.i5ak abbeihaliagnm that éhsyaehagritEeda predictive function, according to certain

embodiments.




Further, according to another aspect, sone of the credentials nechanisns
are further adapted for updating authentication directories that are used
by the applications to authenticate credentials received fromusers who
are attenpting to access a given application. Such credential nechanisns
are predictive credential updaters. Optionally, sonme of
t he ?&ggg;giﬁﬁégﬁgyﬁgﬁﬁ%ns are further adapted for dynam cally verifying
the sequence of credentials recei 8 fron1 ers. .Such cre& tial .
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hash, for exanmple. According to certain enbodi nents, such a function has
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the system FIG | is a flow chart that illustrates sone aspects of certain
enbodf tie ntedenttzl Gechanisns. délsngebiadhepietictied metwdard propagated2p alflc@destialnd FI G
4. FIG 2, FIG 3 and FIG 4 are block diagrans that illustrate how

di f f glcemtniGRERARA Al TrodhkalinfecRasiyiat &0 syfichabihigdd. an embodi ment i s

i npl emented. At block 102 of FIG 1, a function for predicting credentials

to be useplmfﬂ%’ ﬁl’,‘&]aﬁfﬁttb %ﬁ&ﬁl@lgaspect, some of the credentials mechanisms are further
adapted for updating authentication directories that are used by the applications to authenticate
credentials received from users who are attempting to access a given application. Such
credential mechanisms are also referred to as predictive credential updaters. Optionally, some of
the credentials mechanisms are further adapted for dynamically verifying the sequence of
credentials received from users. Such credential mechanisms are also referred to as predictive
credenttal verifiers. According to certain embodiments, a credential mechanism may be capable
of being both a credential updater and a credential verifier depending on the needs of the secure
system.

According to yet another aspect of certain embodiments, the pre-defined predictive

method can be instantiated on pre-existing authentication mechanisms used in a given secure
network or used to protect a given set of applications in a network. Thus, pre-existing secure

systems can be modified to implement embodiments of the invention, if so desired.

Alternatively, embodiments of the invention can be implemented at inception of a new system.



users who wi sh to access applications on the systemis selected. The
function for predicting credentials can be based on the user's identity,
the application that the user wishes to access and the agreed-upon
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conponents in the system As illustrative and non-limting exanples, the
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2), on the user's personal conputer (PC 204 and software 216 of FIG 2), on

a sekN®kn hedPlie cRIEMEN hicdhsishdiattes sysemedent i al s updater 3 10 of FIG 3),
on a web-based credentials generator (credentials generator 210 of FIG

2), on a gi@AeRLI v HAel thid iBlstfatdsQIRRLERIE ofREitdih 8mbidfhedls. FHIG 14 . Al

bl ock 106 of FIG 1, at least one instantiation of the predictive function
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t he int Stem such ""as i'cation user store or
directory (stqre or directory 208 of FIG .2). Credential updaters. .are
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bl ock 108, at |east one instantiation of the predictive function is used as
a cr so@emented  verifier (verifier 420 of FIG 4) in cases where on-denmand
verification is desired. On-demand verification is described in greater

det ai | heAeblckil 0hof EiCerieafienction Fr@reddctingl «@:dedtials tabdbhiwd Korhulgpanginatingat
illustrates the efficacy of instantiating the defined and agreed upon
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system One or nore of such conponents are optional. FIG 2 shows a user
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described in greater detail herein with reference to FIG. 5.
At block 104, once the predictive function of block 102 is defined, multiple instances of
the predictive function are instantiated in several components in the system. As illustrative and
non-limiting examples, the defined predictive can be instantiated on a user’s PDA (PDA 214 of
FIG. 2), on the user’s personal computer (PC 204 and software 216 of FIG. 2), on a setver-based
credentials updater (credentials updater 310 of FIG. 3), on a web-based credentials generator
(credentials generator 210 of FIG. 2), on a credentials verifier (credentials verifier 420 of FIG.
4).
At block 106 of FIG. 1, at least one instantiation of the predictive function (updater 216
of FIG. 2 and updater 310 of FIG. 3) is used for updating the credentials store in the system, such

as an application user store or directory (store or directory 208 of FIG. 2). Credential updaters

are described in greater detail herein with reference to FIG. 2 and FIG. 3.



har dwar e credential s generator such as a PDA or customtoken 214. In FIG
2, user 202 does not need to nenorize the password (credentials) needed to
gain access to a given application al on the system User 202 can use the
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credentials generator. User 202 may indicate to the hardware credentials
geneveriftation krededershied dal zeepist etatl hengin with referepcalhifdf. e wi shes to I ogin. The
hardware credentials generator can be adapted to pick up the tinme of day.
Thus, t heFl@arxivarntodkrdishemitiadt sllusgers letedficdin of insantiatirgntbt deBnddomdpr edi cti ng
t he password using the predictive function that is previously instantiated
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password generated by PDA 214 in an authentication interface for accessing
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non-real tinme nmanner by a credentjals updater, as descrihed |n greater

det aptprerms daeptony 248 ,aé\fe@rt@ﬁ@cbcrﬁﬁlqnﬁahmg@ergtor;\m érosHpiayBigne 21deand> nay use a
web browser on conputer 204 to communicate with web-based credentials
genehatioare2t@lenfads gencaztpt Bich as e PD2O0r evtom token b - Indded 2cnseti 2 degsaot
generator 210 to generate the password needed for accessing application al.

I N r R&AAH SRMOMES tik RRsestdgerdaitialsihsedge negHh acceds thh giaen gehiestiirea It dre
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de i via cell uI ar phone 212, exanpl e. User 202 then nmanually inputs
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generator or custom token 214) by entering the user’s PIN. The user’s PIN would reveal the
user’s identity to the hardware credentials generator. User 202 may indicate to the hardware
credentials generator, the desired application (al) into which he wishes to login. The hardware
credentials generator can be adapted to pick up the time of day. Thus, the hardware credentials
generator has the parameters for predicting the password using the predictive function that is
previously instantiated in the hardware credentials generator. User 202 then manually inputs the
password generated by PDA 214 in an authentication interface for accessing application al. The
input password is then sent to application server 206. The input password received at application
server 206 is authenticated against the corresponding password in user password directory 208.
User password directory 208 has been updated with the latest passwords in a non-real time
manner by a credentials updater, as described in greater detail herein with reference with FIG. 3.
Alternatively, user 202 may use a web browser on computer 204 to communicate with
web-based credentials generator 210. For example, user 202 may tell web-based credentials

generator 210 to generate the password needed for accessing application al. In response, web-



Optionally, user 202 may rely on software inplemented credential s generator
216 installed on conputer 204 to generate the password required to access
application al. The software inplenented credentials generator 216 can

generate th SSWOr ed on the user's .ident. e | i of the
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generators nremaln in sync wthout real-tinme synchroni zation. Thus,
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that illustrates non-real tine updating of user password stores in the

secuseftwars implemented cadsniials genetaser 21302n geraspte shepaspuierdibagplon the geftisnar e

i npl enented credentials updater 316, an application server 306, an

app! iideatiiypthelidaritpadthaapglication thaothe vdemreishasrty aBe8s #)d the salue ef theagewd-
credentials updater 3 10, and a hardware credentials generator such as a
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i npl enented credentials updater 3 16 and server-based credential s updater

3 10 216 ﬁlakJ $Edaila WAL EAGt i apgptiChtionRR [ S Rletptife B RceRalm bige- By

updating the user password store with the |atest passwords in non-real
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the user’s identity in addition to auto-detecting the application that the user is attempting to
access.

Based on the prior knowledge of a given user’s identity, the identity of the application
that the user wishes to access and the value of the agreed-upon periodic event, the multiple
credential generators can remain in sync without real-time synchronization. Thus, multiple
predictive credential generators may be deployed easily without the need for real time
synchronization. User 202 can thereby avail himself of login assistance provided by any of the
plurality of credential generators for accessing a given application.

FIG. 3 is a block diagram that iltustrates non-real time updating of user password stores
in the secure system. FIG. 3 shows a user 302, user’s computer 304, a software implemented
credentials updater 316, an application server 306, an application user password store or
directory 308, a server-based credentials updater 310, and a hardware credentials generator such

as a PDA or custom token 314. A predictive credentials updater, such as software implemented

credentials updater 316 and server-based credentials updater 310, is used for updating the user




aut hori zed users who wi sh to access applications nmaintained by application
server 306. A predictive credentials updater is a credentials generator
with the additional function of updating credential stores associated with

a given application. explain,..th redictiv [ [ has a
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authorized to access. The predictive credentials updater then determ nes
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applications on the |ist corresponding to all val ues of the agreed-upon
per i eutherizedemers (hoewislo tr acosstapplichtipns meintanethy applicativa ssrvedpeq.i ve
credentials updater then updates the credentials store associated with each
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that the predictive credentials updater had predicted ahead of tine. Thus,
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continue to use existing login interfaces for each application. The

non- vatads dfitieagyaiciponneziatic emcthedioundt the dely,doi axampled elite kdiglaveer at or s
and updaters is anmenable to scalability. Miultiple predictive credentials
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updaters (and generators) are idenpotent in that credentials stored in the
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concern Lecause the predictive credential ¥Vdeaters (and generators) in the
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sent by users who are attempting to login into applications. In other words, the credential store
will have knowledge of the passwords needed for authentication well before the user inputs his
passwords for logging into a desired application.

Predictive credentials updaters can use existing interfaces provided by the applications.
Thus, minimal infrastructure changes are needed. Users continue to use existing login interfaces
for each application.

The non-real time synchronization aspect of predictive credential generators and updaters
is amenable to scalability. Multiple predictive credentials updaters can be deployed in the
system because predictive credential updaters (and generators) are idempotent in that credentials
stored in the credential stores can be overwritten. Overwriting of credentials is not a concern
because the predictive credential updaters (and generators) in the system are instantiated with the

same predictive function and so will generate identical sets of passwords corresponding to the set

of authorized users, applications and agreed-upon periodic event.




8 According to certain enbodi ments, a predictive credential updater may be
of the type that effects credential update through a server-side
credential update interface An illustrative and non-limting exanple is

that a pr dICth dent ater .on the f i.d h
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i1l ustrat A@@ordﬁlgﬁb 'sgrﬂa efbd§inRhRdL ?kﬂiﬁﬁv@ EeQemamkpdue@I a9 be BRYheAOpEIhat €

deskt op events in turn, ect a manual cl’i ck-thiough of a desktop

ha
pr ogr gc]tt% %ﬁgf.frn&lgf cgate{) t S(ﬁlg ren%hgxgtgs{]@e dcrgtjléi'ltlgf)l.g%a%tl %ffaEMOQ'e%gﬁf : the

appll sword can be ed to

prOV|de an |nterf ce,that edlctlve creden i al dat er

ef f ebredighye sedet u?@@d@ﬁﬁ‘? gll‘%“t’ﬁ‘ﬁlﬁé?aé’ beyggppty FO %}ﬁﬁg?@é‘t‘il B@PB‘%M re a
predi ctive credentials updater. Application servers that support

r edi segueiasrihatdy requisecifos pedicattsidespassveerd vhanges To diyshraigs a ﬁléqntwﬁ@ﬁprﬁgﬂlﬁgfe
predictive passwords on demand. FIG 4 is a block diagramthat illustrates
a secntdential spdaertoigt pashe pasdesrdachangedising archtnd fexde for ivach-based eippépatiums.
verifying passwords in real-tine. FIG 4 shows a user 402, user's conputer

404, A3RnABH ilIGateR, Salenekidé PRdicive RALAEA up@erUELf g@ﬁﬁeﬁa\@ésﬁto‘pt@éﬁsor
directory 408, and a predictive credentials verifier 420. The predictive

Cfedﬂl'ath ee%fe}fz?ﬁlah 1@&199&6 %fa gﬁﬁﬂ%rﬁﬁt&&?eéﬁ h&Word Bginpé.edi cti ve

credent veritier V|ates t e nee edictive ¢ edentlal Updat ers

because Of stopnee othier efnll o dlments the application that is to be protected by a password can be

modified to provide an interface that a predictive credential updater may call to effect a password
(credential) update.

Not all applications require a predictive credentials updater. Application servers that
support redirection may use a predictive credentials verifier for verifying predictive passwords
on demand.

FIG. 4 is a block diagram that illustrates a secure system that includes a predictive
credential verifier for veritying passwords in real-time. FIG. 4 shows a user 402, user’s
computer 404, an application server 406, an application user password store or directory 408,
and a predictive credentials verifier 420.

The predictive credential verifier is an optional component of the system. The predictive
credential verifier obviates the need for predictive credential updaters because of the verifier’s
ability to authenticate credentials on demand. Predictive credential verifiers are best suited for
applications that support redirection of authentication procedures to a separate authenticating

system such as the predictive credentials verifier. Predictive credential verifiers are also suitable



ability to authenticate credentials on demand. Predictive credenti al
verifiers are best suited for applications that support redirection of
aut henti cati on procedures to a separate authenticating system such as the

Pr RSN ekl RAPOLRLBOMERE LY 10alRHLEEN 8 pRIRASOLI ALK hidaRES WiEn aI s0

S TR B & extra load generate
predictive credentials updaters n r sel ect her
desi 1EENEIPI 3 ST $h71S B ﬁe%@@gll%ﬂ%%@%ﬂ%ﬂgﬁmwgs rpass“ﬂﬁg %b‘? edictive
credentials verifier, like the predictive credentials_generator and

updapesdictiat etedentiadssveriian ke dapepredictiveecredantials izensrater arst Updates ikt kasof
obt ai ni ng knowl edge of the current event. The verifier can then regenerate
t he us@rledgenaftbanurttnbas@doon chpableistoeanipg kaewkdpedf thp phiresitevent. e t he
current event. The verifier authenticates the |ogin password inputted by

the uémerlexn tHeR TRRREMAR thd Bser RPalsviRAS XH Gn\hd Tketdigne QIRET Alptidatassdor d.

FI G is a block diagramthat illustrates aspects of a predictive
f d ted FI G
e R M AR PRt 200 L

function,."F' i S |ff| u t to vert selected F has the argunents
" g compparing ghe l@gm Hi‘s?ﬂﬁ‘?f "flfh fhgFeasa Ipéls%\fo is a one-way hash. At bl ock
502, a seed "a" that is wunique to each application for, which credentials
are to beFl§erids atbwkudsa%@néwéhlsmes B¥nSElR obppredictive dunptiograceording @ yni que
to each user for whomcredentials are to be generated is selected. At

bl ockeraiiBembmiiagntec Theisks ilesterted mi G, & arambt pestriiciet] © any gratticulr ofder.slt ect ed.
Non-limting exanples of "e" are the m nute of day, the hour of day, the

day Blocke®K a dnbavadayin@ionToI, hadis diffivii tagiverds sedasteddat has(thé bdguments dalt ci ty)
present in a particular file that is accessible by the deployed credential

genes i pfSe” URGRLnSitias gxéh%lb fof Fr1§a o190 BhshOAt blobk 502G ¥ Baiqf "€" may
be a conpl ex business rule such m dni ght on the [ast day of each

s Zgglrl}gglla Og%gél{]?ﬁphc o(hefog' a}h%he&%cpeghéﬁg g}esto b'e::(g@néfat%zl iR Ye RGP lf@’bl@cm n

app i'cati ons mai-ns unlque to each user.
certain_ofher, enbodi ments,
seed “u 4 that is uﬁﬁue to each user fg)r wlf'lxom) créTe%ﬂ%%e b2 generated is selected. At

block 508, an agreed-upon deterministic and periodic event “e” is selected. Non-limiting

examples of “e” are the minute of day, the hour of day, the day of week, the day of month or
some agreed upon data (with periodicity) present in a particular file that is accessible by the
deployed credential generators, updaters and verifiers. Another non-limiting example of “e” may
be a complex business rule such as “midnight on the last day of each calendar month.”

144 ”

In certain embodiments, F(a,u,e) may employ a common seed across all applications

but “u” remains unique to each user. In certain other embodiments, F(a,u,e) may employ a
common “u” across all applications but “a” remains unique to each application. Such a
credential may be further strengthened by requiring an additional PIN unique to each user.
Generators, updaters and verifiers may also automatically generate credentials
corresponding to F(a,u,e-1) and F(a,u,et+1) to cover boundary conditions. To explain, assume

that a user “ul”, attempts to access application “al” at time “e”. Further assume that at the time

of user u’s attempt, a credentials updater has only updated the credentials store with credential

10



common "u" across all applications but "a" remains unique to each
application. Such a credential may be further strengthened by requiring an
additional PIN unique to each user. Generators, updaters and verifiers may
al soaut opat..cal | v_gener [ i i ,1€+1) and
7o, EOPTT bRkt SRIHAL FoRhERaPH Shma Ry SERANGLRAC B ElEy pafol) 20T
"ul", attenpts to access plication "al" at time "e". Further assune that
at tﬁ@efﬁﬂﬁmn%ﬂwd§ﬁknﬁﬁ nﬂ@f@ﬁ%??démeﬁbdentials updat er has only updat ed
the credentials store with credential 10 F(a,u,e-1). The user's credenti al
generator Wl automatically generate credential F(a,u,e-1) in order to

mat ch t helncthe fwpgaing spesificadors cabedimeatsof dhemuentjon hape begy degeribeg with

speci fication, enbodi nents of the invention have been described with

r ef erefareetto nnmowins sgecijpadkitdilscha etayi vasy frhmtimpégmangationfte gnplemshatremt Kt i on to
i npl ementation. It wll be evident that various nodifications and changes

my [l FREEIdd B aioMs tnhliti catiepaditd db@ngdsedd hdvaady thader wiliintidepatiog scope of
the invention. The specification and drawi ngs are, accordingly, to be

' i ' . : it | 5 10 W
e ?ﬁ]&%flh_aé Q\mr%@f%r'ﬁ;hféﬂ g%eri Q%O?g B glégg@egmgﬂ.amhgsge%mh&s hYPAraORSS ard

set of authorized users secure access to

a plurality of , appljcatio t he t hod characterized by using nmultiple
i nst%B@%’ tgbﬁfgéglgd@ﬁé%?%ﬂ%sg?té"&irg&ﬁe @a%é ﬁeesf[rré& Vgrse%sgher ating and

synchroni zi ng aut hentication credentials in non-real time, wherein said
each user is afforded use of one or nore of said nmultiple instances for
retrieving said authentication credentials needed for logging into said
plurality of applications.

11



2. The nethod of Caim1l, further conprising adapting an existing
credentials verifier for authenticating said generated authentication
credentials for accessing said each application when redirection to said
cred t§ﬁ§ﬁ verifier is desirable, wherein said credentials verifier

i ncl ud® “instance of said predictive schenme. 3. The nmethod of Cdaiml,

further includes | everagi ng existin ut henti cati on. nechani , 1 f any,
Lhat lar e ACBBEHA fUPTEREdae o pUioERrd BT B | SREVLT 55 o ' rhe

met hod of Claim11, wherein synchronizing in_ngn-real tine furthe& conpri ses
usi ng  sarpPlisaBors thewnethest chagacterizad Py yriae il instenges Hrdur-eelpge
credentials updaters for updating credential stores associated with said
each appl pedidtive schetrerfer gerewitinggod eyrwhamizing mdheriticationoeredansialsnn ne-seal s

aut henti cated against said credential stores. 5. The nmethod of C aim 4,
swher ei n ugdRt WAgeRaiatll @R desttis affordédnesofione btithese dfxdil mgitiple ineancst forg
updating nmechanisns, if any, that are associated with said plurality of

appl i cati %ﬁcviﬁ;% s @&tﬂﬁt{&ﬁfi’orp&e@ﬁiamn%edéd%ﬁ {b%éinigriﬁtblégﬂﬁahhrﬁ}(@rcﬁ’gi ng

exi sting suppor or o ine login, if any, at "are associated with said
plurality of. applications. 12 7. The nethod of Claim1, wherein said
pIuraIitym@#wgﬁ *f cations are accessible through a plurality of different
access interfaces using said generated authentication credentials

correspondjng to e .appl cation heing,accessed. .5 8. .The, method.of C aim
O Whor oi b thetpogiod iRt D it spmpBSee AT 80 Sisutk Pt BIIRARRO R al 1 1y
of different renpte sites and conputers. . . .

authenticating said generated authentication credentials for accessing said each

10 application when redirection to said credentials verifier is desirable, wherein said

credentials verifier includes an instance of said predictive scheme.

3. The method of Claim 1, further includes leveraging existing authentication mechanisms,

if any, that are associated with said plurality of applications.

4. The method of Claim 1, wherein synchronizing in non-real time further comprises using
15 said one or more of said multiple instances as predictive credentials updaters for updating
credential stores associated with said each application, wherein said generated

authentication credentials is authenticated against said credential stores.

5. The method of Claim 4, wherein updating said credential stores includes leveraging
existing updating mechanisms, if any, that are associated with said plurality of

20 applications.

6. The method of Claim 1, further includes leveraging existing support for oftline login, if

any, that are associated with said plurality of applications.

12




9. The nethod of Claim1l, wherein one or nore of said nultiple instances is
i npl emented as a conbi nati on of hardware and software. 10. The nethod of
Claim 1, wherein one or nore of said multiple instances is inplenented as
hardware. 10 11. The nmethod of Claim 1, wherein one or nore of said

mul tibpl e | i §.:1.pl : of
Q'ai 1. WREPBRREDLClabTT AR Sl DRy cP R caltherile AeconsIE oBLE v ce
froma set of.devices conprising:. a PDA .. a phone; .a web. server. . a server
a per sonapl%%%ﬁfé&,%mé‘ﬁﬁc €3 1H§ﬁ’%ﬁ°‘él"l§m§éﬂdc%@grf%ﬁ @H@HH%%%WB@%E“@% mi,
wherein said pre-selected predictive schene includes using a difficult to
i nvert oneowgspording to eseh aprlisaignbripheercsssdt i nclude a first seed that is
unique to each application of said plurality of applications. 13 14. The
met hod of Claim1l, wherein said pre-selected predictive schene includes
usi n§. a  d@hé fuethol tof Cdaiink, evheraom eaidhvalprilin of applications aae gpeassihle fiolad i ncl ude a
second seed that is wunique to each user authorized to access said
spluralitypltaliapef digRfdndftdnote sites and computers.

9. The method of Claim 1, wherein one or more of said multiple instances is implemented

as a combination of hardware and software.

10.  The method of Claim 1, wherein one or more of said multiple instances is implemented
as hardware.
10 11.  The method of Claim 1, wherein one or more of said multiple instances is implemented
as software.
12.  The method of Claim 1, wherein each of said multiple instances is embodied in any

device from a set of devices comprising:
a PDA;
15 a phone;
a web server;
a server;
a personal computer; and

a handheld device.

20 13.  The method of Claim 1, wherein said pre-selected predictive scheme includes using a
difficult to invert one-way function with arguments that include a first seed that is unique

to each application of said plurality of applications.

13
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5 15. The nethod of Claim1, wherein said pre-selected predictive schene
includes using a difficult to invert one-way function with argunents that
i ncl ude an agreed upon determnistic event with periodicity. 16. The

met hod of Cl aim 13, further includes applying a one-way hash to said

one- Yy T YREHA of Claift R0 CAH plNGi SR ReliSRRNChENe [RIuREGSRERNY 2
plurality of applications, the fet hod =~ 1 onpri sing t%e

conmput er-i.npl emented acts of: using, multi instances of . a predictive
credent i aflggb‘gﬁté’rlﬁ‘(e& R érﬂ"’tl“(’)‘} ng ﬁ@uﬁeghghatd?%'ﬂfgenq fegpad %{?Egﬁgéﬁ ed with
each application of said plurality of applications and each user ,

at t enpt i ngnigee Beaask yses aihorzgs to@geass prid glurity oparplisaieanst ed predicti ve
schene, wherein said each user uses any of said nultiple instances to
obtain said 15 generated credentials; and when redirection to a

cr edént i allbe wethoflicdClaim Undesdin sdil pre-seddctey pwedictore seheme ofclwlgs usingaedi cti ve
credentials generator for updating credential stores associated with said
each appl diga&iloR, inwWiesRi RaysfuinttiGenih aigacheatsahia tiidlad csan sprevdtupent i cat ed
against said credential stores. 20 18. An authentication system the
authentica&&gﬂn§ﬁ§5@g&g@ﬂﬁkhgﬁﬁgya plurality of credentials nechanisns
adapted for providing authentication information to a user attenpting to
access one or nore applications protected by said authentication system

wher g n S?ﬁgmgx%g%?%%ﬁ B, Ionﬁﬂagc s%ﬂ(ig%a%n@% ih%%ﬂ% aﬁﬁ&ﬁf@?}f or

prediCting Sal nt or and are further adaptable for
updating, .in.non-real tine, i
p g al o tinme, a credentials 14 5

17. A method for increasing security for accessing a plurality of applications, the method

comprising the computer-implemented acts of:

using multiple instances of a predictive credentials generator adapted for generating
credentials associated with each application of said plurality of applications and
each user attempting to access said application using a pre-selected predictive
scheme, wherein said each user uses any of said multiple instances to obtain said
generated credentials; and

when redirection to a credentials verifier is undesirable, using one or more of said
predictive credentials generator for updating credential stores associated with said
each application, wherein said generated credentials is authenticated against said

credential stores.

18.  An authentication system, the authentication system comprising a plurality of credentials
mechanisms adapted for providing authentication information to a user attempting to
access one or more applications protected by said authentication system, wherein said
credentials mechanisms employ a predictive scheme for predicting said authentication

information and are further adaptable for updating, in non-real time, a credentials

14
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10 15 20 directory used for verifying said authentication information
associated with each application of said one or nore applications and
aut hori zed users of said each application, and said credentials nechanisns

bei ng further, adaptabl e .for verifying on-denmand said. authentication
"ot ormat 1 ScoaBaREL BT Brhie 0 plloRadl CRPRAGT bR MR &
desired. 19., The authentication systemof C aim 18, wherein said neans for
creating @pRiisaten of seid eneqr gy aapltﬁaeg%seﬂ”é‘@%ﬁ’“ﬁ?éme&‘?f\Féldsf‘c"ﬁ]éﬁﬂ’ raliery a

difficult to invert one-way function wth ar?unents that conprises a first
seed t hat andsahfrgdentials reebhnismp beiogtfither eflapgahielfor yenifyang en-derhardgiid cat i ons.
20. The authentication systemof C aim 18, wherein said neans for creating

cr edent i ahsherititafiottidformapioe revelved froth fidokee whee vardfivation uaidegaad &b fficult to
invert one-way function wth argunents that conprises a second seed that
i's uniquegtHegach user authorized to access said plurality of

applications. 21. The authentication systemof Caim 18, wherein said neans
for creating credentials includes a pre-selected predictive schene using a

di ff '1§ ul't Tflé) gléﬁé’n?ircﬁti&pﬁfsw oif (‘3'195‘}1 ﬁ?,nwhé%lhrg ATRAE @(%S:réaﬁlﬁg c&%@@fe{'ié es an

agreed upon ermnistic event with periodicity. authenti cation
system of. im18, further .conprjsing.adapting, an existin credentials
Vurifier WoPaE Al i e dhifs £Bieo Prindstad B ABEREE Cest ng
said each_application when redirection to said credentials verifier is
desi r abl evithiegugientsdhateompriserenfishresd Yhat i yraque ta cpeludplisptionisaldce of sai d
predi ctive schenme. 23. The authentication systemof Caim 18, further

i ncl udes plexaditagi applieatiomsi ng

20.  The authentication system of Claim 18, wherein said means for creating credentials
includes a pre-selected predictive scheme using a difficult to invert one-way function
with arguments that comprises a second seed that is unique to each user authorized to

access said plurality of applications.

21.  The authentication system of Claim 18, wherein said means for creating credentials
includes a pre-selected predictive scheme using a difficult to invert one-way function

with arguments that comprises an agreed upon deterministic event with periodicity.

22.  The authentication system of Claim 18, further comprising adapting an existing
credentials verifier for authenticating said authentication information for accessing said
each application when redirection to said credentials verifier is desirable, wherein said

credentials verifier includes an instance of said predictive scheme.

23.  The authentication system of Claim 18, further includes leveraging existing

authentication mechanisms, if any, that are associated with said plurality of applications.
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aut henti cati on nmechani sns, if any, that are associated with said plurality
of applications. 15 24. The authentication systemof Caim 18, further

i ncl udes | everagi ng existing support for offline login, if any, that are
associated with said plurality of applications. 5 25. The authentication

syst gjn of T% g&rng}lfnt%?ﬁegfs@ﬁwoﬁ@iaﬂn @k,%ﬁhéﬂixclﬁaesqa%g@ éﬂaﬁlga%@poraf&essi bl e

t hrotugh a erent access interfaces using sai

t hent i I i nf ' . ' t h | i bei
Accossc. SR pRs HarRaes et pen drivat P ERF BB " cara Bl ural i 1y

of applications are accessible froma plurality of different renpote sites

and conputers._ 10 15 27. An thentication system the authentication
syst éM coAPs F‘é‘bﬁtﬁ‘.ca‘i‘@hsﬁ’ét%?fa@%tlé= ‘@heé?léééﬁtﬂ?‘gﬁlétyr?éé‘@él&af‘B‘?S #Ecessi ng one

or nore applications; means for updating credential information in a

cr edent i akeessibde dirough aplnralisadf differsniasgessiinigriages ugiagispidinthientigaliosi n sai d
credential store is used for authenticating credential input froma user
at t enpt i nfhfdrénadion esdespandingieeagh applicatiappting atdessed; means for conmuni cati ng
said credential information to said user; and neans for verifying on-demand
said credential input fromsaid user when on-demand verification is

desi p@d. 28 authéhiidbtidieRbicaAdf DRing Y$ viorath sEd iRy of bpplidagsnd 4l udes
adapting existing login interfaces for accessing said applications. 20 29.

The aut heRlbaiit ABm Y ShAPof dHielol R0 RS ShilcsiftpflegPans for creating

credenti a

27.  An authentication system, the authentication system comprising:
means for creating credentials needed for accessing one or more applications;
means for updating credential information in a credentials store, if non-real time updating
is desirable, wherein said credential store is used for authenticating credential
input from a user attempting to access said one or more applications;
means for communicating said credential information to said user; and
means for verifying on-demand said credential input from said user when on-demand

verification is desired.

28.  The authentication system of Claim 27, further includes adapting existing login interfaces

for accessing said applications.

29.  The authentication system of Claim 27, wherein said means for creating credentials
includes a pre-selected predictive scheme using a difficult to invert one-way function
with arguments that comprises a first seed that is unique to each application of said

plurality of applications.

30.  The authentication system of Claim 27, wherein said means for creating credentials

includes a pre-selected predictive scheme using a difficult to invert one-way function
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i ncludes a pre-selected predictive schene using a difficult to invert
one-way function wth argunents that conprises a first seed that is unique
to each application of said plurality of applications. 30. The
aut henti cagi j I Sa; j
credenti a%m%%@uﬁgsgﬁgp%ﬁ@ée e%zg@%%g%%%@éﬁégﬁ%%@ L{[Jsgf %‘%ﬁgﬁd%d? ?i cult to
i nvert one-wasy fgqu(:t Lifn%tlts ﬁ/ith argunents that conprises a second seed that
i s uni qued iSSP BLE A APREFAYBY to access said plurality of applications.
31. The authentication systemof Caim27, wherein said nmeans for creating
credentials includes a pre-selected predictive scheme usin a%jii fficult to
i nvedt- onghwyh@rﬁlﬁetqu%mm@ﬂaw GG spidimeag icéf'é‘éméﬁregﬁ? H upon
determnistic event with periodicity. 17

includes a pre-selected predictive scheme using a difficult to invert one-way function

with arguments that comprises an agreed upon deterministic event with periodicity.
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