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ADDRESS TRANSLATI ON OF PACKET FRAGVENTS BACKGROUND 5 Packet fragnmentation

‘relates to j cations technol ogy that may reduce the | atent}/§4r2006
RO,

transmtti tion across a network, such as when it BRTgH02BE11
desirable to provide a higher |evel of service. Conventional packet
fragnentati on technol ogy, however, may not enploy packet fragnentation as
effectively as desired. This may be 10 particularly true when packet

fragmentation i SYSEH Ay ' ' S WaleN
Consequently, there gaODb‘g‘NPn‘gg?%Aﬁnggotgpmﬁﬁ%%ﬁ?ﬁm%f packet
fragmentation in a nel RekNSIBRIEODEIERP KT IOK TOF RAG VHANTSSS 15 The

‘subj ect matter regarded as enbodi nents of the invention is particularly

poi nted out and distinctly clainmed in the concluding portion of the
specification. EnBASKGROWYNDf the invention, however, both as to

“organi zati on and nethod of operation, together with objects, features, and
advant ages 5t hereof , may best be understood by 20 reference to the foll ow ng
det ai | ed-description when read with the acconmpanying drawings in which:
FIG | is a bl ock Bhickgfagmeftationaylateett asusimbicatidng techiclody thit Afhy ddtRce the
enbodi nent of the invention. FIG 2 is a block diagramof a network in
accordance W Iatenonfor eawaditing fiforafatibl@rodba hdiweik] $u8R as When it might be desirable

to provide a higher level of service. Conventional packet fragmentation technology,
_? J however, may not employ packet fragmentation as effectively as desired. This may be
10 particularly true when packet fraglmentation is used in combination with address
translation. Consequently, there may be a need to improve the implementation of packet

fragmentation in a network.

BRIEF DESCRIPTION OF THE DRAWINGS

135

The subject matter regarded as embodiments of the invention is particularly

pointed out and distinctly claimed in the concluding portion of the specification.

.Embodiments of the invention, however, both as to organization and method of operation, .

together with objects, features, and gdvan_tages thereof, may best be understood by
20 Vrefgrence to the following detailed description when read with the acéompanying drawings
in which: | - | |
FIG. 1 is a block diégram of a system suitable for practicing one embodiment of
the invention. |
FIG. 2. is a block diagram of a pctwork in accordance with one'cmbo:c_liment of the

25  Iinvention,




WO 03/03 9 1.0 7 5 27/04/2006 PCT/US02/34777 FIG 3 is a block diagram of
a node in accordance with one enbodi nent of the invention. FIG 4 is a

‘bl ock di agram of a packet fragmentation manager (PFM in accor darfck 0444406
one enbodi TehP%t % he invention. FIG 5 is a first bl ock fREUUHRZEHIAM of
the processing logic performed by a PFMin accordance with one enbodi nent
of the invention. FIG 6 is a second block flow di agram of the processing

|l ogic for a PFM i Flactisidinsk diagienrpfamedainpengidanen with onclembpdiveritof 6. FI G 7
is a third block flow diagramof the processing logic for a PFMin 10
accor dance wiEtfngere enbodi nent of the invention. DETAI LED DESCRI PTION I n
the followi ng detail ed description, nunerous specific details are set forth
in 15 order to pr&lG.desabldebdieggm o geckst fragohientgtiof médagerd M dlinmectrdancd  t he
invention. It will be understood by those skilled in the art, however,

t hat enbodi nerithsone embbdimienhod titei ioventimy be practiced without these specific
details. In other instances, well-known nethods, procedures, conponents and
circuits have not Fiigerns aésst biokieflow diageinaif the peocasingdbgid perfobaed biyex RIM in

f oregoi ng enbodi nents of the invention. 20 Enbodi ments of the invention may
i nprove per f acovedane: with enccepibotifieatdfitieiaventi®f. wor kK, such as a packet .
swi tchi ng network. One enbodi nent of the invention inproves perfornmance of
a packet swi t chi NBIQ164¥WEdcoRdblbdbTIoNdifEarBIRAE 1eALing logRABKEDPFM in _
fragnentation. Packet fragnentation in this context nmay refer to breaking a

packet of i pdcardiRde vt didlembBdiBhl RhelfveR@gket fragnents that are typically
smal | er than the origi nal

) FIG. 7 is a third block flow diagram of the processing logic for a PFM in

10 accordance with cne embodiment of the invention.

DETAILED DESCRIPTION

In the following detailed description, numerous specific details are set forth in
15 order to provide a thorough understanding of the embodiments of the invention. It will be
understood by those skilled in the art, hpwever, that embodiments of the invention may be
practiced without these specific details. In other instances, well-known methods,

procedures, components and circuits have not been described in detail so as not to obscure

: -the foregoing embodiments of the invention.
20 Embodiments of the invention may improve performance of a commaunications
- network, such as a packet switching network. One embodiment of fhe invention improves -
performance of a packet switching network by improving management of packet
fragmentation. Packet fragmentation in this context may refer to breaking a packet of
information into a series of packet fragments that are typically smailer .than the o_rigix}al

25 packet,




25. packet. 2 WD 03/039107 27/04/2006 PCT/US02/34711 More particularly, one
enbodi nent of the invention nmanages packet fragnentation in conbination
‘with address translation. Address translation in this context nmay 7 /&4%r2q%
transl ati ng¥Q %8#%% nunber of addresses into fewer or a si R§TASAUMTESsS, and
vi ce-versa. Consequently, this may inprove the overall capacity and
performance of a network. 5 Accordingly, users may benefit fromfaster
response times froMorenaiulerlispe erobadioers ofithe inveionimzgages Pabktdtagmentatédn ng
continues to be an effective technology for voice and data comunicati ons.
Packet swi t chinppmibinatin with eddress transhsion. edddress trarsttion i thia tomgxt manfeferiat i on
over a network in the formof relatively short packets. A packet in this to
-cont ext ref er tanstuting s Ergeofuribaf afmdditisesiniofieveer ot abingld addeesgtahd viee-vérsd.he | engt h
typically represented in terns of bits or bytes. An exanple of a packet

| engt h mi ght GensiéQ@btijyhiemay irfprivetidvérat\cppacity hnd prefoinahsast ametmofther of
nodes i nterconnected by a comruni cations nedium The nodes nay be capabl e
of comuni £at Acgrdinginrugers map beRiOf6ie FaskRPASSonefes fEdREnet VSRR AIdnOBsd medi um
using oene or nore protocols. A node in this context may 15 I nclude any

devi ce capablg®ridescommuni cating information, such as a conputer, server,
switch, router, bridge, gateway and so forth. A conmuni cations nmedi um may

be any medi um capakitee switchf@ichitind tb BE 2 SRcli R teSinBIRBY for vaCAhdata -
tw sted-pair wire, co-axial cable, fiber optics, radio frequencies and so

forth. A prOtﬁﬁﬂ{unﬁﬁoxﬁpw&ﬁﬁit@hiﬁggt% c&rﬂ%éﬁg%t&”ﬁ coMuM@tiﬁé‘mt he

I nformati on signals are communi cat over onmuni cat 1 ons dium 20 For
exanpl e, the ;peotacal . m £ | | [ uch.as the
é]@ansrri ssion : %@%ﬁlevﬁ%{%‘%{gﬁm( Ef;rch‘én/%lﬁgﬁ%%ﬁ%%ﬁe{cgéﬁ lsEngi neering

Task For o ( Icgt-llcht rétte%qg grseq of information of a limited length, with the length typically

represented in terms of bits or bytes. An example of a packet length might be 1000 bytes.
A network typically comprises a number of nodes interconnected by a communications
‘medium. The nodes may be capable of communicating information to other nodes over
.'the communications medium using one or more protocols. A node in this context may
15 include any deﬁce capablé- of communicating information, such as a computer, server,
switch, router, bridge, gateway and so forth. A communications medium may be any
: mcdium capable of carrying information signals, such as twisted-pair wire, co-axial cable,
\.‘) - fiber optics, radio frequencies and so forth. A protocol may comprise a set of instructions
by which the information signals are communicated over the communications medium.
.20 For example, the protocol might be a packet switching protocol such as the Transmission f
Control Protoco! (TCP) as defined by the Internet Engineering Task Force (IETF) standard
7, Request For Comment (RFC) 793, adopted in September, 1981 (“TCP Specification™),
and the Internet Protocol (IP) as defined by the IETF standard 5, RFC 791 (“IP
Specification™), adopted in September, 1981, rboth available from “www.ietf.org”

25 - (collectively referred to as the “TCP/IP Specification”).
3




7,. Request For Comment (RFC) 793, adopted in Septenber, 1981 ("TCP
Specification"), and the Internet Protocol (IP) as defined by the I ETF
.standard 5, RFC 791 C IP Specification"), adopted in Septenber, 20814/ Bt
avai |l abl e WQRAFORMOA. i et f.org"” 25 (collectively referred toPEHUSIS4TIICP/ | P
Specification"). 3 27/04/2006 WO 03/039107 PCT/ US02/ 34711 A packet
switching network may conprise a source node, a destination node, and a
nunber of i nt er nediptiet mwithhing n¥twerlsmey compnisel £ souiye noddyp destieatinmodie atchat
originates a set of information for delivery to the destination node.

| nf or mat i on maybeafrtéraedian nodal The warahbd: iy doRiptice 4 Qe emenigthias sat
signal, such as an electrical signal, optical signal, 5 acoustical signal
and so fort hof bfanatiesiopfeliverly@s i desbiRation nbikd. InfANARY mafRYmpielatigdatglat a
froma voice conversation, videoconference, stream ng video, electronic
mai | (" emai | tipableRE SEHE repintd B BisigndTBRSIPSAN efcRRAIskHal, bfiREISIgnYl, deo, text
and so forth. The destination node nmay conprise a node that receives

i nformatign. addueridandiglaMRH B &) THES pRBYS infoRARIoh $EhRREREx i@l cat e
the information fromthe source node to the destination 106 node. In

operation, tBemSOiERoMRAG!IRYidSRBRklREO PRI Vides, dilifrofie RlaiIT@nfm node
through one or nore internediate nodes i1 n the formof packets. The source
node breaks (o OF: o 1D ' i NI t :h .n0acket may
Containa poreare Sy1og R AR BRpAEL fnfhe RAdeh Rt BERKR, T e e

control infop &a?[&oﬁ?ﬁ%eaaﬁig&haé BESTTRH eFaﬁcFEgﬂlgﬁntg%cglétey& es rk to

route each pac 0 I'natton no ource node Sends the
packets over q&lbe. net k. _where i.ntermediate,node recejves.the.packets,
ior o5 t hem cBtrE fiore® ke cotlefa e PR EiE PR B et i <
continues_t cur until the destination node eventually receives the

0 QcC
entire séti e%O%ST packets and uses themto reproduce the information from
t he source node.

In operation, the source node may send information to the destination node through
one or more intermediate nodes in the form of packets. The source node breaks a set of
information into a series of packets. Each packet may contain a portion of the information

' plus some control information. The control information may assist intermediate nodes in

15  the network to route each packet to the destination node. The source node sends the

- packets over the network, where an intermediate node receives the packets, stores them
briefly, and passes them fo the next intermediate node. This continues to occur until the

destination node eventually receives the entire series of packets and uses them to

;

'reproduce the information from the source node.

20 _ Transporting packets through intermediate nodes, howevef, becomes more
complicated if a packet has a higher priority associated with it. Information may be
.assigned different levels of priority. Information with a higher priority may be given
preferential treatment as it passes through the network. An example of higher priority
-information may include time sensitive information, such as information from a voice

25 message. If packets carrying voice information are delayed in the network, the receiving
. _




20. Transporti ng packets through internedi ate nodes, however, becones nore
conplicated if a packet has a higher priority associated with it.
I nformation_na assi gned different levels of priority. InfornmtiA et

be
a hi gher prY&®B¥1hy be given preferential treatnent as iRCTEEES%RH1L hr ough
t he network. An exanple of higher priority information may include tine
sensitive information, such as information froma voice 25 nessage. |f
packets car r yPHY U®i REEeIvsmbnbaeriogn that excerd)the matiiral pausheandebywlnm lof 2 hbrenal
receiving 4 WD 03/ 039107 27/04/2006 PCTIUS02/ 34711 party may perceive
silent period€PRene caneesation; fixs cxrmnle. dnfqpaetimsha nuly bhistdwengitvedo tme delhys
t el ephone conversation, for exanple. Information that may be | ess sensitive
to time del ay® anepvask, saehgsar emsitiwhssage @voieeraebsagee 615 thg ©ther havig) tgficIBRaage, . on
the other hand, typically has a lower priority. |If packets carrying an
emai | nessage? &’WérIérél"@yefﬁpactcttecaﬂmi@wnfmqmstageyarBdg@ﬁa, tHO A€y PRpledtly t he _
I nt ended recipient, unless excessive. Consequently, inter mecfi ate nodes are
of ten capabl e20s$ untetiendrbiynherigtended rguipiant; unjest €essivel Consbpeii®), iddheMBQCESSI Ng
it accordingly. Transporting packets of |lower priority may be relatively
st rai ght f or wettodes ¢ oftza cajubkerf deteintihing G piotitylG/LaaalRY il R6R5RN it 2!
treatnent. Transporting packets of higher priority, however, nay enpl oy

addi tional t ectundihgigy Tiansporingpeckesofitwet ridriE miPbORIA04
fragmentation is one technique for reduc?rnghﬁetg/orkaggﬁ!g%ﬁ@gﬂrs%ﬁr%her

prior Y PaCkitsthedpaciae BHROYTRay Bltlftl AUFR. ORandlBFiEhedf@gEENL 2t 01

may refer to breaking a packet of information into a ket

EaTEnt . SRS BT b e BB B BB R " L
xanpl o, ‘an PR RO EHIRLG) Rn MR B RS 68 N o
packet frag ”Fﬂiﬁri%aﬁp&s.have a
In one embodiment of the invention, packet fragmentation may refer to breaking a
packet of information into a series of packet fragments. Each packet fragment typically
has a length smaller than the original packet. A length in this context refers to the number
15 | of bits or bytes of information comprising the packet or packet fragment. For example, an
original packet might have a length of 1500 bytes while a packet fragment might have a
length of 100_ bytes. Each packet ﬁ-agmént may contain a portion of the information from
_ ) the original packet plus a fragment header. A fragment header in this context comprises
one or more bits representing control information that may assist another node in -
20 reassembling the packet fragments into the original packet.
Packet fragmentation is one technique for reducing network delays for higher
priority packets. More particularly, the use of packet ﬁagments permits an intermediate
~ nodeto comm-ﬁnicate.packet fragments with a higher- priority between packet fragments of
lqwcr priority. For example, an intermediate node may receive a first and second packet,

25 . with the first packet having a lower priority then the second packet. The first packet may
: 5




| ength of 100 bytes. Each packet fragment nmay contain a portion of the

i nformation from the original packet plus a fragnment header. A fragnent
-header in this context conprises one or nore bits representing cdh{9df2006
i nf or mat i onYPHHP3%MYY assi st another node in 20 reassenbl i n@crEsopacket
fragnents into the original packet. Packet fragnmentation is one technique
for reducing network delays for hi-gher priority packets. Mre

parti cul arl y, conpeiseis®roatiquacioe tn fmanmessigs, foesxainple. The ssabel ekt alag  node to
comuni cat e packet fragnents with a higher priority between packet
fragments of compwierinfarmatidntfiom fesicecoavgrsation, dt eikithsle.MEIEH iafefindikEnddBYhal €CEI Ve
a first and second packet, 25 with the first packet having a lower priority
then the secoswe fadietnd sEbendfpacists ipack@smit@rud L4208 in WR Q363 91 0 7
PCT/ US02/ 34711 conprise information froman email nessage, for exanple. The

second packetmayayfer LGN & didtt QAN LRI réallP Or Fra¥PiGERHNGPWLESArk Qlvicef OF
exanpl e. The internediate node may store the first and second packets in a

transmt cuelkhe trénshfiei®ae faPbestBarizedabh BrsE RS ut (FIRY) suabiGle. LOFIFBRIY tO
store packets until ready for transm ssion by the network device. 5 The

Lransm ¢ que s eRxDRAAS GAMhERSly Suchrd inkidradrdpdokdtSro osd BLIR(A) sSfelipL ur . A

FIFOin this context refers to a nenory structure that or packets from

most recent | YeaSitr@Uefll dt6red,|af@ Snere REG Hak bt é%&fi&gd fr%ﬂ]qn%b?& &&9 Sﬁegfgﬁet »

retrieved frommenory in the order from |east recen ore et to

T s plABRER, RAEkBC ORI oot RS, £ SRR BT 0T°

e T R R i
i crolR i B Rt Conseniy. E3edRy radeidareeetibd R ot be sent

the transm t “quéele.
until the first p cket . is ful]y transmtted. Transm ssion of the first
packet, howEFERcdigig podepripnigdesesondpaeliet, re infemmediaternde may sestthowcend) er at ed
by the second r?agket. i
packet behind the first packet in the transmit queve. This means that the second packet
will not be sent until the first packet is fully transmitted. Transmission of the first packet,
howeve_r, may introduce a level of delay that may not be tolerated by the second packet.
15 In other words, the transmission of the first packet may take so long that the second packet

will not arrive at its destination node within an acceptable time frame. Using packet

fragmentation, the intermediate node may be able to insert packet fragments from the

second packet between packet fragments from the first packet in the transmit queue,
thereby reducing the latency created by the first packet to acceptable levels.
20 | The transmit queue problem described above may be better illustrated by way of
.example. Assume that the length of the first packet is 1500 bytes. Further, assume that
the network device may transmit the first packet over a connection operating at a
connection speed of approximately 64 kilobits per second (kbps). Transmission of the
first packet would take approximately 200 milliseconds (ms), or approximately .13 ms per

25 byte. Assume the second packet comprises information from a voice conversation that can
L p




15 In other words, the transm ssion of the first packet may take so | ong
that the second packet will not arrive at its destination node within an

. acceptable tine frame. Using packet fragmentation, the internediZt/d@4&k6
may be abl eVPE3PHIErt packet fragnents fromthe second padkatUspEinidlen
packet fragments fromthe first packet in the transmt queue, thereby

- reducing the |atency created by the first packet to acceptable levels. 20
The transnit Ylesieuyodbheri dibygc Hithescald pedenmetial thefitsepackdtlintht tratsedt by way
of exanple. Assune that the length of the first packet is 1500 bytes.

Furt her, assuqueud,tietsecontiacket widirbe deliayddder 208 ynstwidla shid dntitdf@stfpacist is peiaket over
a connection operating at a connection speed of approximtely 64 kilobits
per second ( kigmsmitted,rvetiictnis $5 inaife thin the @ msfdelag tolgpack of thasetbald pRke. Asa
approximately 200 mlliseconds (ns), or approxinmately. 13 ns per 25 byte.

Assune the seeadhpsd pReawill 86 5e 4t A tH¥RlkestDatidn . AR ifRmedRkaiogat i.on
-that can 6 27/04/2006 WO 03/039107 PCTIUS02/ 34711 tolerate up to 4 ns of

delay. If $he patefFRkSbnthGor) BEWdver, A Sirdt packEt nﬁh?jv(l}éq{roléieﬁ dbWeintd pHoRdT t

gueue, the second packet will be delayed for 200 nms while the entire first

packet is beimgmehts ¥ Hiddefomaliy hih 1590 baks. TRF Sxahipi) tHeiRst hadk®t RS} BY -
tol erance of the second packet. As a result, the second packet wll arrive

late at the deqbhagbd ffb l%h%g&%frlakﬁsieﬁtg@f?aioerb}rﬁﬁ B! ﬁa@srﬁ‘%ﬁ& tg\gﬁnHP% Jat ent

fragnent ati on, however, t pack may be broken nt 0 packet

f t i | . first
(ragrent o e AR ST ik uhA0 WAF DR 506 SR shlifd

L ansm st on gyl Wi BA bl BRBER i SRR LSl Bggh v @
int t t ' ' t.h ISt t ket f t 10 f
the {11 ot pa RAEe Ragaiiel s ien {1y et Bereey Rivu PPensPh g BhLRi sei on
delay for the second (_iket to below 4 ns. Packet fragnentation may be
particul arl ys‘?ﬁ"PB‘gﬁ""éEﬁtt‘%e MeMused in conbi nati on

Packet fragmentation may be particularly problematic when used in combination
with address translation. One type of address translation may be referred to as network
* address translation (NAT). NAT enables a local area network (LAN) to use one set 6f IP
15 addresses for intemai traffic and a second set of addresses for external traffic. A NAT
device may be located where a LAN meets the Internet to make all desired IP address
translations. NAT may provide a type of firewall by hiding internal IP addresses. NAT
) _ . may also enable a company to use more internal IP addresses. Since they're used -
internally only, there is a reduced possibility of conflict with IP addresses used by other
20 companies and organizations, NAT may also allow a company to combine multiple
network connections into a single Internet connection. |
Conventional implementations of packet fragmentation as used with address
translation, however, may b-e unsatisfactory, Address transiation may need information .
from the header of a packet, such as the port number that may be used o identify a

25, connection over which the packet is to be communicated. When the packet is fragmented,




Wi th address translation. One type of address translation may be referred
to as network address translation (NAT). NAT enables a | ocal area network
.(LAN) to use one set of IP 15 addresses for internal traffic and &/ /9/GiP6
set of addr¥OQ¥e%MYr external traffic. A NAT device may bePCHAB®OBEHWhere a
LAN neets the Internet to make all desired |IP address translations. NAT
may provide aht% e of fjrewall Dby hidi n% internal |IP addresses. NAT nay

al so enabl e a'™® %ﬁ'éﬁ?lytt {istiraggieat typieadly halds p pelischindes serainifi teepirbmiste e used
internally onl there is a reduced possibility of conflict with IP

addr esses use W‘?ﬁeh@ Sueedbispaaptelle wrsdndiragaentz aisonlasd oNAEn bagkwaldsdt al | ow
a conpany to conbine nultiple network connections into a single Internet
connecti on. CHAYRNiftiulito retsive themperopristspontnupde e tiorfaddgnmnhgitioan oas  used

w th address translation, however, may be unsatisfactory. Address

transl ati on negjenyelsglution & tristprariem istoreatsheblb drgackeofragndRRCialeve BUGHt as t he
port nunber that may be used to identify a 25 connection over which the
packet is fo m@beoiromthapickd hedlpmd then diskrbleithe facRg RO pRAet fhgRditd4/ 2006
WO 03/ 039107 PCT/ USO02/ 34711 however, only the first fragnment typically

hol ds a val i crghiedeteonrmnmicaiion agr thh destgapto Port Aireber PRIt a3bNGHifsademity NCE i t
is acceptable to send fragnents di sordered or even backwards, it Tmay be

di fficult to fragtentation froces ROWERS, inddly De PRESssEHAND Blefndly ihRhsiRAPEARGHs that
translation. One potential solution to this problemis to reasse aIe t he

packet fragmamlySmpacetiel pavieet fltRarBRE berforMYSHRSF 4 Bét@mﬁct&?ic@,%%ﬁgaﬁs hGRder. and

then di sassenbl e t he packet into packet fragnents agarn conmmruni cati on

over the. des i@ WERGS, < RSB RSARL WLl RASRGID e LAROEN! ali on

jo'r)ocess, however, may be processor and nenory i ntensi $ t hat

may i t ' . of. t k ice, h
Touter - Enpa s problaf WAk PR CHRARER i S ire et <" °°
ragnont at i of AoRT R RehBl Rt R Br B bleg s packd crough A neucr

fragnentation i mann

device.

It is worthy to note that any reference in the specification to “one embodiment” or
“an embodiment” means in this context that a particular feature, structure, or characteristic
- 15 described in connection with the embodiment may be included in at least one embodiment
of the invention. The appearances of the phrase “in one embodiment” in various places in
the specification do not necessarily all réf_er to the same embodiment.

) S Referring now in detail to the drawings wherein like parts are designated by like

reference numerals throughout, there is illustrated in FIG. 1 a system suitable for

20  practicing one embodiment of the invention. FIG. 1 is a block diagram of a system 100
comprising a source node 102 connected to a network 106 via connection 104. A network
device such as a router 110 is connected to network 106 via connection 108. Router 110 is
connected to a LAN 112. LAN 112 includes nodes 1, 2 and N, designated as nodes 114,
116 and 118, respectively. Router 110 represents any network device configured to

25 perform address translation, such as NAT. Although FIG. 1 shows a limited number of
: ' 8




to.performthe fragnentation process prior to forwarding a packet through a
network device. It is worthy to note that any reference in the
.specification to "one enbodi ment" or "an enbodi ment" neans in tRY M
that a part WUB&02at ure, structure, or characteristic 15 riggesoebed: i n
connection wth the enbodi nrent may be included in at | east one enbodi nent
of the invention. The appearances of the phrase "in one enbodiment” in

vari ous pl acesetivark nofes, 8 gerchefappaeinton thdbany ambeeé setapikingdaltayrbefused iho t he
sanme enbodi ment. Referring now in detail to the drawings wherein |ike parts
are desi gnat eg#ystsyn 100laad stilbfali méthnghescopr aflties invenderg Ruthermiohethe térmisi | | ust r at ed
in FIG 1 a systemsuitable for 20 practicing one enbodi nent of the
invention. Fl&ontectign"ant“mekcodhagorghamifvatiatims therni] Ohis cOMRM il Rderdo SOUr ce
node 102 connected to a network 106 via connection 104. A network device
such as a roughgsicdl TOnnestianandotleglcdl commestivas,k 106 via connection 108. Router
110 is connected to a LAN 112. LAN 112 includes nodes 1, 2 and N,

desi gnat eds as nod@¥G12#4 a bickk Qiaghth FhSetwosSRestdratewittRsisleaibodident RS ENt S
any network device configured to 25 perform address translation, such as -

NAT. Al t houghin¥enton. IFI6H 2 Whis@atkd dYiekwash: Q@U@ﬁrmésﬂfb&ep\@e&%{@%?ﬁ&%o&%@‘“ 2006
PCTI US02/ 34711 network nodes, it can be appreciated that any nunber of

net wor k nodesNgmrk260 U&ﬁﬁhde@an itk @i Qe 208 cohhddidd th QA inte\%écmt@néd&oé cope of

the invention. Furthernore, the terns "connection' I nt er connecti on,
and vari at i oRget\@nfQktion by, tlmbéneeawm&p. & ections
and/ or | ogi cal connectll I(1)ns 2 1s %?}éﬁ%&an&ﬂ?’éﬁgﬁﬁhl&ﬂ%ﬁﬁr@k I n

accor dance Ws&ﬁc%e‘%ﬂ?ﬁg ﬁﬁ@g n&fe lbf'elnte'nﬂgne% hé&dd: 20581% %ﬁeH\%&?Lr tes a

@work 200 that may representative o wor K

conpri sesjgan sL a6 Lm%l%d& Schna(s)%gtwmq( nodes ﬂﬁ? fl% rtl?S azgltho het%errr%%reaotn?y node 206

intermediate nodes shown in FIG. 2, it can be appreciated that any number of intermediate
nodes may be used in network 200 and still fall within the scope of the invention.

In one embodiment of the invention, the intermediate nodes may perform packet
fragmen.tation. Intermediate nodes m:cl-yr perform packet fragmentation in accordance with

15 any conventional packet fragmentation protocol. For example, packet fragmentation may

be performed in accordance with the IETF Proposed Standard entitled “The Multi-Class

Extension To Multi-Link PPP,” RFC 2686, published September 1999, available from

: ) - “www.ietforg.”” (“MCML Specification”), the “Frame Relay Fragmentation

Implementation Agreement” as defined by FRF Standard 12, adopted in December 1997,
20  available from “www.frforum.com” (“FRF.12 Speciﬁcétion” , and the IP 'Spcciﬁcation.
Although the embodiments of the invention may use a packet fragmentation protocol as
defined in the IP Specification, MCML Specification or the FRF.12 Specification, it can
be appl.'eciated that any packet fragmentation protocol may be used and still fail within the

scope of the invention.




over a connection 204. Internmedi ate node 202 may, for exanple, receive
signals froma source node, such as source node 102. Internedi ate node 206
.may send signals to a 10 destination node, such as network nodes 2%/404A206
or 118. Al tWodym94lere are only two internedi ate nodes sheGmwusee/HFG 2, it
can be appreciated that any nunber of internediate nodes nmay be used in
network 200 and still fall within the scope of the invention. In one

enbodi nent of t he FiG\3ant blonk diegremiofit épdesid retbeianedath araympedifient of hack et
fragnentation. Internediate nodes nmay perform packet fragnmentation in

accor dance wiinventiib Elfiy3 tlostetastainodal00pha knely be repesamdtive oDaNAM @k dcosuch For
exanpl e, packet fragnentation may be perforned in accordance with the | ETF
Proposed St ardaruakrdin.i A NAT delive iy lptiifortd WA in doxdréiie ovith, Tor dainble; dhe nk PPP, "
RFC 2686, published Septenber 1999, available from "wwwietf.org.” ("MM

Speci fi cat i oriifprmdtiog spebifatbnmeka il o IR Métivork AdiRdseTRAdIAb1, OR dégh«denent "
as defined by FRF Standard 12, adopted in Decenber 1997, 20 avail able from

" v f 1 f orsUMby ®AC Y028 Rabllshe SRAGA DORAL (AT )Spedfidtibi™s, ab Rod@RE bf iheat i on.
Al t hough the enbodi nents of the Invention nmay use a packet fragnentation

protocol as pegdiploestt forhthb@inl P Speci fication, MCM. Specification or the
FRF. 12 Speci fi cation, it can be appreciated that any packet fragnmentation

protocol may be URGE 0hayichhbridedl chmBhEMRedE In & eghvention. 9
Dby 2006 vy 01 5% 3 thalchipbrided] comBEIRGAS 1n BEWRBoBineh I'agram of a node

B L T FrN
1 Jovt o0 TRBBHAENT o BB AR e R S o
UG g S EE AN o T TRELT AT AN,
execute the program instructions, and process the data, stored in memory 310. VO adapter
304 may communicate with other devices and transfer data in and out of intermediate node
300 over connection 324. Operator interface 306 may provide an interface between a user
and OS 316. Operator interface 306 may communicate commands between the user and
15 OS 316, and provides status information to the user. All these elements are interconnected
by bus 308, which allows data to be intercommunicated between the elements. I/O
adapter 304 may represent one or more I/O adapters or network interfaces that can connect
) to Jocal or wide area networks such as, for example, network 200. Therefore, connection
324 may represent a connection to a network or a direct connection to othér equipment. It
20 can be appreciated that node 300 may have any number of [/Q adapters and connections,
- such as /O adapter 304 and connection 324, and still fall within the scope of the
invention.

Processor 302 can be any tjpe of processor capable of providing the speed and

functionality desired to implement embodiments of the invention. For example, processor

10




Node 300 may conprise a conputer platform In this enbodi nent of the

I nvention, node 300 conprises a processor 302, an input/output (I1/Q
.adapter 304, an operator interface 306, a nenory 310, a nDnitoriHJWcﬁﬂOeﬁ
318 and a sYRMINHg nodul e to 320. Menory 310 nay Store CcOMEpUISeE/3LPIOJGram

I nstructions and data. Processor 302 nmay execute the programinstructions,
and process the data, stored in nenory 310. 1/0 adapter 304 may

‘communi cat e W0 maybhe progessordoan afichilyred potessorgmnde Hyrinehdorpaittiof Motdrele,redi at e
node 300 over connection 324. QOperator interface 306 may provide an

i nterface betGosmag,aAMPdlorpaatbn@ad SdibMicOmestator i nterface 306 may

comuni cate commands between the user and 15 OS 316, and provi des status
information to th¥eoser3l0Ahdy cohpae @l ardiaicapableaf siotiey iastniteisadaptdiyto beis 308,
which allows data to be interconmuni cated between the el enments. 1/0

adapt er 304 rmgcutee py & pRBEssO SoME eRdifles| of ol GiidiaiGud?] bul @fewRE Kmitd ey f aces
-that can connect to local or wi de area networks such as, for exanple,

net wor k 260. rdadeaBfmensory qqnmeaﬂdaﬂl-acaé’sénﬁwryr(ﬁm,sm%mﬁnﬁeﬁmj on to a
network or a direct connection to other equipnent. It 20 can be appreciated

that node 30Grasal prédtamAmdle ROM)RIecRbnidadiPeRASBRIBESarRREhIE ROME Glidle,  such as
1/0 adapter 304 and connection 324, and still fall wthin the scope of the

i nventi on. PRM%&@B&@%I{?{?%, hspp@wskta}{@ﬁaﬂhri%ﬁéag s gﬁ;&%{)g{c{)@ g{}ﬁgvi di ng

t he speed and functi onal desired to inpl

i nventi on. Fﬁ}ff' cﬁﬁ%?mi&’og@fggﬁm 04n shide @i tgﬁéfg alﬁ;‘i.?/lé/? ogg /619§gd17912nt, the

PCT/ US02/ 34711 302 may be"a processor froma . processors made by
Womory 310, niy @ ol e onfORE i Lot s REr i Prt A Lt e
are mot CHF o b PP EE S RS R et B RS BRER  Ran
progr ammabl einsl%ru%ions stored in a compressed and/or encrypted format, as well as instructions that

may be compiled or installed by an instailer before being executed by the processor.
Further, node 300 may contain various combinations of machine-readable storage devices
through other I/0 controllers, which are accessible by processor 302 and which are
15 capable of storing a combination of computer program instructions and data.
In one embodiment of the invention, memory 310 comprises an operating system
~ 316, a program partition 312 and a data partition 314. Program partition 312 may store
' J * and allow execution by processor 302 of program instructions that impleme.nt the
functions of each respective node described herein, such as source node 102, intermediate
20  nodes 202 and 206, and router 110. Data partition 314 may store data to be used during
the execution of program instructions.
I/0 adapter 304 may be a network interface that may comprise any suitable
technology for controlling communication signals between network devices-using a

desired set of communications protocols, services and operating procedures. In one

25 embodiment of the invention, I/O adapter 304 operates in accordance with the TCP/IP
' 11 ' -




erasabl e programmabl e ROM el ectronically erasabl e programabl e ROM
dynamic RAM nmagnetic disk e.g, floppy disk and hard drive), optical disk
. (e.g, .CD-ROM and any other device or signal that can store di gi#/414/2006
i nf or mat i o'WOPHIBHE enbodi nent, the instructions may be spormdoamaziihe
mediumin a conpressed and/or encrypted format. As 10 used herein, the
phrase "adapted to be executed by a processor” is neant to enconpass

i nst ruct i ons Speafieagion.ninancthenmmbsdipdgntofdiednveation, Y0t adpttimperatesinnel | as

i nstructions that may be conpiled or installed by an installer before

bei ng execut edcddantdeitipthe Pemsdr-PoinFbiotdeelr(PPPiad def320 bprehe IEDR S@andard/ &, i ous
conbi nati ons of machi ne-readabl e storage devices through other 1/0
control | ers, REAI 661 andeptad mdslyi 194 ahy ayailatesoarwdbiednek. Wi wlnamier 15 capabl e
of storing a conbination of conputer programinstructions and data. In one :
enbodi nent  obmbbdimem\E el ipvention VOr adamdiB 06 @IFP bh &GRS indtcOfcaithgarsorst em 316,
a programpartition 312 and a data partition 314. Programpartition 312 may
store andsal lraie eX@Citiridens, RcHYs AL IBe BRLF@Me ReRY Idpleinbfthtiod lgrARnt’hat

i mpl enment the functions of each respective node described herein, such as

source node A9dfinkdbeihePelinR! el onesl GRS Qitindrd 1 2 QGopta el MLBUDST, AhhOy J Dat a

partition 314 may store data to be used during the execufion of program

| nstruct i ons AdhddUALRNIRY, a3 AdbIIBYmPEwAy RRIMPEY N PERE ] A8Secifiaon™B)nCONPI i SE
any suitable technology for controlTTng commnication signals-between

net wor k devi gelighfitiden: SFRL ARESEL 1O ba MRS AbbONE 1k OhBGOL iy SeT Vi ces

and operating procedures. In one 25 enbodi nment e Invention, 1/0

d 304 | ' VY L1 P, 4/.2006 WO
05/630107 PCTTOROSPT RS SUPRSE: el bittq Iifludtid CofluiBBRED 10
i ' . i d i.th Poi nt - To- Poi
brot ocol 1 PRBFAIE. BEdsied e okl TeRSHRab AR Ve T Bier s i
Jul'y 1994, a(?ijﬂ'\f ?{Ietlzéan?llngn.d];trignr?{.3Mdép%édfig %gﬁruarjlf ?QQIB?gva?lgl% Pl‘gli;'l “www.itu.int”

{(*H.323 Specification”). In yet another embodiment of the invention, I/O adapter 304

‘may operate in accordance with “Real Time Protocol (RTP): A Transport Protocol For
Real Time Applications” as defined by the IETF Proposed Standard, RFC 1889, published
15 in January 1996, and available from “www.ietf.org” (“RTP Specification™). In another
embodiment of the invention, I/O adapter 304 may operate in accordance with “SIP:
Session Initiation Protocol” as defined by the IETF Proposed Standard, RFC 2543,

) - published in March 1999, and available from “www.ietf.org” (“SIP Specification). These

are just examples and many other protocols may be employed in alternating embodiments.
éo YO adapter 304 also includes connectors for connecting I/O adapter 304 with a
suitable communications medium. Those skilled in the art will understand that /O adapter
304 may receive information signals over any suitable communication medium such as
twisted-pair wire, co-axial cable, fiber optics, radio frequencies, and so forth.
FIG. 4 is a block diagram of a program partition in accordance with one

25 embodiment of the invention. FIG. 4 illustrates a program partition that may be
12 '




enbodi mrent of the invention, 1/0O adapter 304 nmay operate in accordance with
various 5 frame relay standards, such as the "Voice Over Frane Rel a

I npl ement ati on Agreement” as defined by the Frame Relay Forum ( 04/2006
Standard 11WOMEHMEH in May 1997, Annex J Added March 199®Crasarsaii e from
"ww. frforumcom ("FRF.11 Specification"). In another enbodi nent of the

i nvention, |1/0O adapter 304 may operate in accordance with various VAP
standar ds, suctpressniatie ofipagkat padiend 1N it e BiograGOrriioh GaliAPNsactQ Syst ens”
as defined by the International Tel econmunications Union Tel ecommuni cat i ons
(1 TU-T) Recomfeguettaion mbrdg3 (PRMpPWOE dn iis dndainl PAAAS0 nﬁ%%l{tﬁp bfoghafPM
"ww. i tu.int"  ("H 323 Specification"). In yet another enbodi nent "of the
i nvention, |/ @sadetpheto idge paiet dRghait@ion TordQeAT daREesuth hdoulealo. Tidle
Protocol (RTP): A Transport Protocol For Real Tinme Applications” as
defined by theatiGlPPERDRRGG o seRiEpbEh nfitelidrs Rthdho jeagyar v
1996, and available from"ww.ietfore" ("RTP Specification”). |n another
enbodi ment sof coliketionHedild 402, veesBcdt | cordance with
"SIP. Session Initiation Pr ot oco%%@hﬁggéﬁ@g%gﬁﬁhgé%a r oposed

St andard, RFCcatfidnicatiBhBlod L id.able f.rom

"wwv. ietforg" ("SIP Spe?iioﬁﬁlggﬁ’éﬁg&%ﬂgsé?gozl}rsgﬂ?]gSsc'?g‘gé(tlatﬁ;p'flg?ng?‘i5 rlr%lny ot her

protocol s WBYIixhﬁecﬁtmﬂ{e@é/Eﬂ%iH&r@étES’fiﬂflMc l‘g}Fenbodi ments. 20 1/0 adapter 304
9

al so includes connect or or connecting I'7O adapter 304 with a suitable
i cati i Tk 1] IR, L rt wll understand that 1/0

adapter 304 may. raaperais eSSl 30, PR gpd oS L 15k 406
conmmuni cat i ory ' h as .twisted-pair wire, co-axial cable, fiber
optics, radi gogﬁgbueenf@ﬁ %r,d%%ﬁl}“@%f?"f f&&f‘ﬁ’f’e fﬂl%sﬁ“? andaceompapyiag sxpmplesof  a
. program partition in accordance with one 25 enbodiment of the invention.

FIG 4l %st‘{r‘tﬁ"é%“ @Gﬁr g%ﬁéﬂ%ﬂ'?*ﬂ@f%%i&%’ﬂ%@%@ump@wsgmg @6t cyD 03/ 039
1 0 7 PCTI US%Z/ 34711 resentative of programpartition 312, with the
program parti fiae%%{%{ ﬁlgt tgc Praeséging logic merely provides an example of how the general

functionality described herein can be implemented. Further, each operation within a given
processing logic does not necessarily have to be executed in the order presented unless
otherwise indicated.

15 FIG. 5 is a first block flow diagram of the processing logic performed by a packet
fragmentation manager (PFM) in accordance with one embodiment of the invention.
Processing logic 500 may illustrate a method to manage packet fragmentation for address

) _ translation. A plurality of packet fragments for a packet having a first addréss may be
received at block 502. The first address may be translated into a second address without
20 reassembling the packet fragments into the packet at block 504. The packet fragments
may be sent using the second address at block 506.
FIG. 6 is a second block flow diagram of the processing logic performed by a
packet fragmentation manager (PFM) in accordance with one embodiment of the
invention. Processing logic 600 may illustrate 2 method to manage packet fragmentation

25 for address translation, and more particularly, a method to translate the first address into a .
' ' 13




fragnentati on manager (PFM 400. In this enbodi ment, PFM 400 may contain
program instructions to nmanage packet fragnentation for a NAT device, such
.as router 110. More particularly, PFM 400 may utilize four sets ot/ Qo ®m
i nstructi o8O pE81¢7ed to herein as a 5 collection nodul e 4@2Y/Uger34itcat i on
nmodul e 404, translation nodule 406 and conmmunication nodul e 408,
respectively. O course, the scope of the inventionis not |imted to
these parti cueapndsaesniA paktfmghiorhaving b pack@teadel QRSbOTeRNRE 8FockQ82, 200
and 300, and nodul es 400, 402, 404, 406 and 408, may be further described
wi t h ref er encehetpaclet Bdemay lane facaxamplaiiabitkt RSAITRY @8nslatib iffbinhesgbnd! CS.
5-7 as presented herein may include a particular processing logic, It can
be appr eci at etpackettienizthe Apﬂmm&&'ti&gislnﬁﬁégstm%hyrﬂrﬁ&egﬁww%éqﬂp fi@f how
the general functionality described herein can be inplenented. Further,
each oper at i davebdehirdepe@htb@itk 604.0CRAI4tRA e ' {)ﬁﬂ? ily have
to be executed in the order presented uir%l éﬂs@g{ag?[ﬁggy\?\?@g&}en |c031t?21(r§. 15 FIG
5 is a first patletkeaditubRicreranne fhrd: ReirRs Qﬁfﬁarﬁﬂlajteﬂgrks tl@%&&)ﬁ%% ey 2
packet fragnentation manager (PFM in accordance w th one enbodi ent of

the i nventi ofising HeQRAH M ntoRGH on 30dRYGg! | | ustrate a nethod to manage
packet fragnentation for address translation. A plurality of packet

fragments for a pagkeinsRavd RehrRadda 54 ! 1T s kecejved at bl ock
502. The first address may Ibert?aﬁs’ﬁ%tbg%g*ﬁ]?%mggﬁ%letg%ﬁsaéegwtg&"%t?%t 20
reassenbl i ng5BesRAGI | nto t he et _at block 504. The packet
fragment s mgy be sen'?H eﬂééd?}%&fﬁoé%g%@%@a%% VigPs B ’Z%B‘?mﬁﬂf"@c’ is a
second bl ock bagramof the processing logic performed by a packet
;f'?agrrent atio g’#ﬁ}ﬁﬁg%@%&ﬁﬁﬁﬁ“‘%ﬂn accordance with one embodi nent of the
rnventi on Pr ocesj]%i ng I@?Jé’(é 60? may illustrate a nethod to nanage packet
fragnentation 25 FSPCEH ent o} the vaRtiogeeact pagkefdragmentmay dugludelaypacket net hod

to transl ate,.t he fflrﬁt address into a 13 WO 03/03 91 0 7
fragment header. The packet fragment header may include, for example, a packet

identifier, a more bit and an offset value. A determination may be made as to whether all
packet fragments for the‘packet have been received using the “more bit” of the packet
fragment header. More particufarly, the packet fragment header for each packet fragment
15 may be evaluated to determine the status of the “more bit.” The “more bit” as referred ta
herein may refer to a flags field that is included as part of a packet fragment header. The
more bit may indicate whether more packet fragments are to follow. If the more bit for a
' ) packet fragment is set to the predetermined position (e.g., “1” or “0™) that indicates that
more packet fragments are to follow, then the packet fragment may be stored with other
20 packe’_t fragments having the same packet identifier. Typically; the more bit is set for all
: paf:ket fragments except for the last packet fragment. The temm “packef identifier” as used
herein may refer to an identifier for a packet from which the packet fragment was
generated. A determination may be made as to whether all packet fragments for the
packet have been received using the offset value for each stored packet fragment. The

25 - term “offset value™ as referred to herein may include a value that indicates the position in
14




27/ 04/ 2006 PCT/ US02/ 34711 second address. A packet fragnent having a
packet header may be identified at block 602. The packet header may have,
,for exanple, a packet identifier, translation information and a $&ck&t2006
| ength. A J¥PE¥/A%Hti on is nade as to whether all packet fpragwsem7fior the
packet have been received at block 604. Translation information maybe
~retrieved fromthe 5 packet header at block 606. The first address may be
transl at ed i nwhick the dste fondhapake Smgmasifitgintohies drighnabiial, unfagmehtod)atkean at

bl ock 608. The translation information may be any information that is
desired to trEnskabmge,dnenc cathddmseat dfahaingdntion tha dfitee 8due hoy spexBiTd erigimainy NAT
devices may utilize a port nunber to performaddress translation. to In
-one enbodi nengackdt pbdidoni in bews divlded Bagibhepacket fragment may include a packet
-fragnent header. The packet fragnment header may include, for exanple, a

packet identifi eln ofe dibofinkint ofthinddhtioh, faslelernyightiél ma bd la8E M Dahe@s: MY be
-made as to whether all packet fragnents for the packet have been received

using the s Mlpabliek fraghentsor ﬂﬁ@ﬁé’c@&t hald RIARREIVARRGR only YRS SirReyAdesBf@E! Y, the
packet fragment header for each packet fragment 15 maybe eval uated to

det er ni ne th%a&ﬁe@frh@néﬂ? hdal&r. e F%t icket fragit€nt HIRY e?paékét':'ygééui £4s8h roﬁgett 0

herein may refer to ags field that 1S included as a packet
fragment headgj i}'&@ e?@hY Jf _ agnent s
are to foll ow ue19 th%( e{p rSdell g?ﬁ efm raggrlrgrrflﬁlﬁmi’gckg?%g&ﬁéé

pr edet er m ne ; bk LG re packet
fragnents arg t %&tﬂrgﬁb‘?%glu@g&gﬁe }rng%rtre chgetva u%%ort?@ﬁac w th ot her

20 ket f d

AR e g S DR A
The t " denti d f t dent i f f
2 Sacﬁre[“wpac%?%wetﬁw%oa e b SRR %ﬁt«”@%ﬁépaﬁgﬁ&wﬁa@?ﬂéﬁ% fa i Lﬁr ey
be nmade as to et her r the packet have be

k f
recei ved usi M39% ?Fe“’a‘#‘?@%ftalk}ﬂé&t?g r%ggfght gidayibern receiversingithe

-values of the stored packet fragments.
FIG. 7 is a third block flow diagram of the processing logic performed by a packet
fragmentation manager (PFM) in accordance with one embodiment of the invention.

15 . Processing logic 700 may ilfustrate a method to determine whether_ all packet fragments
for the packet have been received using the offset values-of the stored packet fragments.
Offset values for the stored packet fragments may be collected at block 702. A packet

' ) length for the packet from which the packet fragments originated may be retrieved at

block 704. A determination as to whether all positions for said packet are filled by the

| 20. collected offset values may be made using the packet length.

More particularly, the offset values may be evaluated to determine whether there
are any gaps or missing positibns between the starting position and the ending position.
The starting position may be indicated by an offset value.of zero (0), while the ending
position may be indicated by the packet length. For example, if the packet length was

25 1500 bytes, then the final packet fragment should have the appropriate value indicating the .
_ 15 : _




25 term"of fset value" as referred to herein may include a val ue that

I ndi cates the position in 14 27/04/ 2006 WO 03/039107 PCT/ US02/ 34711 whi ch
.the data fromthe packet fragment fits into the original (i.e., 27/04/2006

unfragnent S¥P 0pekEt . For exanple, in one enbodi ment of tRETIUSREHFIION t he

of fset value may specify the original packet position in bytes divided by

eight. In one enbodi nent of the invention, a determ nation may be nade as

to whet her Hasbite fiagkiht bitspgosiivhof fheforigihel 156@ kats. Tav eclkerd offet gdlvesd usi ng
only the offset values of the packet fragnment header. The first packet

fragment from# Heackeited MRieeahihy whéetherall t@fosiibns fvetheieriginal psuket ) since it
represents the first position in the original packet. Therefore, each

packet fragmagiresaiyd betne\bikdi@higsh drencdeirar gatine fbfigenef f set value for the
packet fragnment. Those packet fragments having the sanme packet identifier

and having an Off?%igﬁing%d&gidﬁg RGY bt Bk #eVe: thOddiRMalRraleQr BsllcbtontdTe NAT

device. A determnation may be nade as to whether all packet fragnments for

the packets haya..peemmRGRE sold%'efl‘&i{a{?&lspP&Se%ﬁmpw,aénlbﬁﬁerqﬂnif R8y 5 Lf /4o packet
fragnents. FIG 7 1s a third block flow diagram of the processing |ogic

f d b ' il brigh
pertorned Dy g r&ﬁl%greéf gﬁ%ﬁe@gﬁ%ﬁ%ﬁlﬂlgﬁg gtgfé&e? E&Mdid_ﬁg% %ﬁg@hﬁ?{ﬁ?@cdﬂﬁa one

enbodi nent of the 1 nv I on. ssing logic ustrate a

recotved usi N5ERASF RELHRY ol be PARERR SEROIREE, tcfents MR AV R 00"

se ues stored pac

val ues for the stored ket .fr nt.s .he collecte bl 702. A
packet = | eng?ﬁcr?ag}pct"r‘i’g%gﬁ'gﬁgftn‘?lﬁgwﬁ?r&%%ﬁﬁté PRt KB O ‘In’rg‘%oﬁra%emn?“égg{rﬁ?gi nat ed
may be retrieved. at bl ock 70?. A determ'élgt i on @efs 260 \é\het her all pgsitions
f.or said pacKWEntiopghe PRURENCE P! # fRAMMSiEnE opeILen Bay By delested PHPLRLRHIPEAL made
usi ng the packet length. Mre particularly, the ffs%l vagl ues npy be

eval uat ed?t 0Ot packstesmres fRip pagiet Ceripingictions mpx e cefy ‘gﬁfegé‘? g pYsi ti ons

between the starting position and the endi ng position. .
accordance with certain terminating conditions, such as releasing the packet fragments if
all packet fragments are not collected within a-predefined time period.

The operations of systems 100, 200 and 300, and modules 400, 402, 404, 406 and
408, may be further described using the following example. Assume source node 102 is
15 sending a packet to a destination node that is part of LAN 112, such as node 114, via
intermediate node 202. Intermediate node 202 receives the packet and implements packet
fragmentation to reduce latency times through network 106.

| sj Packet fragmentation is performed in accordance with the IP Specification. The

| packct is broken up into packet fragments, with the first packet fragment having packet

20 header with a port number representing the destination address for the packet. The

| remaining packet fragments include a packet fragment header that includes a péckct
identifier of 22, a more bit with 1 indicating more bits to follow, and offset values
répresenting the position of the data carried by the packet fragment in the original packet.

The packet fragments are sent to LAN 112 via router 110. Router 110 performs

25 NAT in accordance with the NAT Specification. Router 110 includes a packet




The starting position may be indicated by an of fset value of zero (0),
whil e the ending position may be indicated by the packet |ength. For
,exanple, if the packet |ength was 25 1500 bytes, then the final paciet/2006
fragment sNOUVH3PENe t he appropriate val ue indicating the PCEUY38B1039107
27/ 04/ 2006 PCT[US02/34711 | ast byte (i.e., eight bits) position of the
original 1500 bytes. The collected offset values may be evaluated to

det er m ne whékpaéntdioh ntafgzep (FEM) suEtsasiFEFM 400e Qalilegion alodpladBzof FiMe400
represented by the offset values of the stored packet fragnents.

Term nating @&Bﬁ&ith@g@kéf&ﬁéghen@&bmhﬁlcxﬂfe&iﬁ&%dém @diédiion Arkluls 40T mae or
collection of 5 packet fragnments due to resource limtations. For exanple,

an upper | i MpérforhisoRe a8fitnistatidefundhibs DRIk fragaai Qlct dsaameviagthe hat may be
col |l ected according to nenory or processing |imtations. There may al so be
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- period of time wthout collection of all its peers. In one enbodi nent of

the investigp, a&ﬂ%ﬁd&ﬁfﬂéF e Bir At cﬁfs&t%!i?ib R ehdh a&\%f'ﬁléctrﬁéﬂf‘ OBl det ect ed
prior to recelJﬁng all 10 of the packet ragne for  a packet. Certain

acti ons may Peinonhs ;qg_,fasb iheEE ) of Efmcesc uple £5fckeilifg e M Nl [ g

conditions, such as rel easin a ket agrrents et fragnents

syt E‘r’é ;iS'O' NG Tl 8)6'9‘*’9“"‘59%053 e ot 4508 b A pec] 5000 @@t&"’gﬁﬁﬂﬁf my b
15 sondi ng apaRERty’ A ehitnait %ﬁ’gaém?‘ﬁg‘?’ ﬂ?é5%3%%%%@%“%"‘*2%?%

node :114, via r medi at e nod erne node 202 ceives the
packet and | Shch SR P sRoRE Beekr TR REARELT bR rDRAR PRy BRRJE TR ¢ nr ough
metwor k 106. P?cket fragnentation is rfor d |n accordance with the IP
speci ficali o> forgrample, madaipieg g I&kf'éidls{}pf w&m PYSIEIRARYY OhFafFd: he

first packet fragnment having packet
memory. Any conventional technique for maintaining logical or physical queues of packet

fragments for a packet may be used and still fall within the scope of the invention. A
portion of this information may be passed to verification module 404.
Verification module 404 may use the offset values and the packet length received
15 from collection module 402 to verify whether all the packet fragments for a particular _
packet have been received. Each offset value may represent a position from the starting
position to the ending position of the original packet. The ending position may be

| represented by, for example, the packet length. Verification module 404 may, for

example, maintain a verification table indexed by position segxnenfs, and fill in the table as
20 the packet fragments are collected by collection module 402. For example, the position
segments may be represented in bytes divided by eight (8). Once all the table entries are
_ ﬂlled,_ verification module 404 may send a message to translation module 406 to begin the
NAT process. A timer may be used to determine whether empty table entries exist prior to
timer expiration. If such a condition occurs, verification module 404 may send a message

25  to communication module 408 to release all queued packet fragments for use by system or
4 :




20. header with a port nunber representing the destination address for the
packet. The remai ni ng packet fragnents include a packet fragnment header
.that includes a packet identifier of 22, a nore bit with | indi cat40y 3Rfte
bits to folWOW/OAHY of f set val ues representing the positi @TaSiyHe1dat a
carried by the packet fragnent in the original packet. The packet fragnents
are sent to LAN 112 via router | 10. Router | 10 perfornms 25 NAT in

accor dance wiietworih & oNedantpe dief questlipatket iRputeets nlay bO procedseieimgahepmokdt 16

27/ 04/ 2006 WD 03/ 039107 PCT/ US02/ 3471T fragnentati on nanager (PFM such as
PFM 400. Col lassetblyrdisaesannbly phbizt fifignrinbdtid® Procaseaedefiaad Byhtke PeSeeaificdtioagment s
frominternedi ate node 202. Collection nodule 402 nay perform sone

admi ni strative fuTlebilsin mutluleh®s pagketivé hagemiidatioseRag@Ironeldrifieaiong t he
packet length fromthe first packet fragnent of a series of packet
fragments, amghdnle04 @\ RginIhd NﬁT%gd‘cEﬁ.t ThéRATIpkdcBss mdPVe8mpleine@ashit st

val ue for each packet fragnent. |l ecti on nodul e 402 may al so manage a

plurality sof taneies modhle 06 3¢ haflb@inGollcd BY BEANLA tholNe 40PREH Rhothdr 3aHFBANT S f OT
a particul ar packet as identified by the packet identifier. The queue may

be managed byouter 210. erraREMtRn oA 4bé ARY BQ (ARIRIoY inBmtheiBh GHRURS fibped manner,
with each section representing packet fragnents for a packet. The queue

may al so be FBAAYS fraksidie oifi&.ﬁal%%t@mgi f%gtﬁ%%ﬁc@\i’éag % Pndv im%ﬁﬂf hdstilasigf Packet

fragments in system nenory of share ny- conventi onal technique for
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may be used and st e el i"on. portion of
this inf [ : LE ' d . 404, pficati
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internal destination address to communication module 408, as well as a message to
collection module 402 to send the start address for the queue of packet fragments to
communication module 408,
15 Communication module 408 may use the new internal destination address and the
queue start address to begin sending the packet fragments to nede 114. Conventional
NAT devices would first assemble the packet fragments into the original packet, perform
_) NAT, and then disassemble the original packet With the new address into packet fragments
for communication to node 114. By way of contrast, communication module 408 may
20  simply modify each packet fragment header with the new destination address and begin
sending the queued packet fragments to node 114.
While certain features of the embodiments of the invention have been illustrated as
- described herein, many modifications, substitutions, changes and equivalents will now

- occur to those skilled in the art. It is, therefore, to be understood that the appended claims
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represented by, for exanple, the packet |ength. Verification nodule 404
may, for exanple, maintain a verification table indexed by position
.segnents, and fill in the table as 20 the packet fragnents are cA1/4e0Wy
col | ecti on WOdH{03%1802. For exanple, the position segments BERUW3LTI
represented in bytes divided by eight (8). Once all the table entries are
filled, verification nodule 404 nay send a nessage to transl ation nodul e
406 to begi n tméntendad tonoversdlsuchanedifieationseand beangssed fallowitten the triue spinittd ttiee r
enpty table entries exist prior to tinmer expiration. If such a condition
occurs, veri f embadimentnefdhe veb@idn.nay send a nessage 25 to communi cation
nodul e 408 to rel ease all queued packet fragnents for use by systemor 17
27/ 04/ 2006 WD 03/ 039107 PCTI US02/ 34711 networ k. For exanple, the queued
packet fragnments nmay be processed using the normal assenbly/di sassenbly
packet fragmentation process as defined by the IP Specification.
Transl ati on nodul e 406 nay receive the verification nessage from
verification nodule 404 and begin the NAT process. The NAT process my be
i npl emented as part of 5 translation nodule 406, or nmay be invoked by
transl ati on nodul e 406 from another part of router 110. Transl ati on nodul e
406 may use translation information fromthe packet header to translate
the original external destination address into a new internal destination
address for use with LAN 112, for exanple. The translation information may"
conprise, for exanple, a port nunber that is part of the packet header
sent with the first packet 10 fragnent in a series of packet fragnents. The
new i nternal destination address nmay be the destination address for node 1
%9 of LAN 112. Transl ation nodul e 406 may pass the new interna

destinati.on address to communi cati on nodule 408, as well as a nmessage to
collection nodule 402 to send the start address for the queue of packet
fragnents to comunication nodul e 408. 15 Communi cation nodul e 408 may use
‘the new internal destination address and the
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gueue start address to begin sending the packet fragnents to node 114.
Conventional NAT devices would first assenble the packet fragnments into
the original packet, perform NAT, and then disassenble the original packet
wi th the new address into packet fragnents for conmunication to node 114.
By way of contrast, conmunication nodul e 408 may 20 sinply nodify each
packet fragnment header with the new de d’nati on address and beginneogendi ng
t he queued packet fragnments to node 114> While certain features of the
enbodi ment@aimé: t he i nventi on have been illustrated as described herein,
many nodi fications, substitutions, changes and equivalents will now occur
to those skilled in the art. It is, therefore, to be understood that the
appended c/ ai VWO 03/ 039 27/ 04/ 2006 PCTI USQ2/ 34711 are .intended to
cover al | AR dr e ne el fes RS PSSR ORI, R 11t of
t he enbodigiRslitysr Eéckéth@ghéh\(sef@rtd&@ket f’l&lr%% J%t%cﬁ@ss \gh%rﬁioﬁp{alcik Q%Qaférﬁ%men'ta‘. met hod
for managi ng packet fragnentation for "address transla |o‘r)1, conprisi ng:
recei vi ng iscludps alparkéttirggrmdnt Reakekvihg AgHRG st MiucasdrP@isaivaliaibgerdind 4 I St
address, wherein each packet fragnment includes a packet fragnent header
havi ng a pagiastfromf siartingwasiies to gregnding pésition of/said paclet reamsiating saitfird addyesi t i on
froma startin SJ tion to an ending position of said packet; translating
said fi rst'”‘%aa"g%g‘ga dress B'ffﬁugéﬁaw"a%mug%kwrﬁsﬁwfs inte saideackatidsigraiaing packet
fragnents,| I : 1 Di whet her, . al | packet_fra nts for
said pack&hg{qgrvaz%%)%gn ?é%&? ?g%tkﬁ%mfert\h%%ibﬁ%n rggaﬁ'vﬁdg\’ Pcs!ee’{%’g\?%{ ﬁféseg‘ﬁﬁgg’éﬁsi tion
in a veri fpba@hirofvériadkieh thile lod@Atif) by MBVndHosiBd il BelRS] daldisingpbugaRnsal d
starting position and

said ending position; and sending said packet fragments using said second address.

2. The method of claim1, wherein said translating comprises: identifying said packet fragment
having a packet header, with said packet header having a packet identifier, translation information
and a packet length; retrieving translation information from said packet header; and translating

said first address into said second address using said translation information.
3. The method of claim 2, wherein said translation information comprises a port number.

4. The method of claim2, wherein each of said packet fragment includes said packet fragment
header having said packet identifier and a more bit, and said determining comprises: storing each

packet fragment having said packet identifier and said more bits set to predetermined values.

5. The method of claim 1, wherein each offset value represents a position for said packet
fragment in said packet, and said determining whether ali packet fragments for said packet have
been received using said offset values comprises: collecting said offset values; retrieving said
packet length ; and determining whether all positions for said packet are filled by said collected

offset values using said packet length.




said ending position; and sending said packet fragnents using said second
address. 2. The nethod of clainl, wherein said translating conprises:
identifying said packet fragment having a packet header, wi th said packet
header having a packet identifier, translation information and a packet

| ength; retrieving translation information from said packet header; and
translating said first address into Saﬂld second address usi pgagiatods
translation information. 3. The method ‘of claim 2, wherein said translation
i nf or mat i ¢ Teomethddsd slaim Joohérein aadhenckediragieat imkiibosipaaket rhgnianPheandrer ei n each
of said packet fragment includes said packet fragnent header having said
packet i deRYNg et PagkRy idantifey ampretbit andhen affspteralie mad PAIdHeiRibibapeIRtiess: St ori ng

h . i sai d. packet identjfier., and said nore bits set
o pr etet i A FERL O8N Aol SRR Bl i Aid e ol R ooy s e
val ue reprimesioSard dRRfhibih iR alfickbt RAGERIs forfs%igrggﬁgtthgl/enbe%ﬁt%eip@acket , and

sai d determ ni ng whet her all packet fragnents sal d pac have been
recei ved usingeaideffset velléset val ues conprises: collecting said of fset val ues;
retrieving said packet length ; and determ ning whether all positions for
sai d packet are filled by said collected offset values using said packet

| ength. 2 7 ril 2006, 6. The hod of claim?2, wherein each packet

fr agnment %hﬁqed%ggoda?f %%{@ e‘f"hq"?"é@?f‘gr??k’s%éaé‘ifé?pmﬁ?%iaﬁ@s"féo&if?i SH4eR%Eet i denti fier,
a nmore bi tragndh ARaRbLERS aN@ldte ing @) L) N ring
each packerta fragrrgntp hav’iang sa?e&pargggég}{’glhggﬁlFécg%t??&g%ngsofgr%agspg%ts@a&gvaI ue is

a val ue othb&rrecdivea sidfya®;ofied dalGRlcomprisat:REIMIR 58 biicdt lalRaGkRdvinglsagment s f or
sai d packet have been received wusing said offset values. 7. The nethod of

clai m 6, whekeeengtheanddetefrhiging whethane! pasiipesentilsd by pisiotdctd of et vaaisd packet
fragnent in said paclcet, and said determ ning whether all packet fragnents
for said HHEKEYREERENYRen recei ved using said offset val ues conprises:
collecting said offset values; retrieving said packet |ength; and

determ ning whether all positions are filled by said collected offset

val ues  U8iTHe nfedod ok 8 wHeRHOd3h offset value represents a position in bytes divided by

eight for said pacicet fragment in said packet.

9. The method of claim 7, wherein each offset value represents a position in bytes divided by

eight for said packet fragment in said packet.

10. The method of claim1, further comprising: detecting an occurrence of a terminating condition
prior to receiving all of said packet fragments for said packet; and releasing said packet

fragments in accordance with said detection,

11. A packet fragmentation manager for managing packet fragmentation for address translation,
comnprising: a collection module to collect and store a plurality of packet fragments for a packet
having a first address, wherein each packet fragment includes a packet fragment header having a
packet offset vaule, said offset value representing a position from a starting position to an ending
position of said packet; a verification module to verify all packet fragments for said packet have

" been received ; and a transiation module to retrieve translation information from one of said




8. The method of claim5, wherein each offset value represents a position
in bytes divided by eight for said paclcet fragnent in said packet. 9. The
met hod of claim 7, wherein each offset value represents a position in bytes
di vided by eight for said packet fragnent in said packet. 10. The net hod
of claiml, further conprising: detecting an occurrence of a term nating
condition prior to receiving all of s?zd packet fragnents foprapietots packet ;
and rel easi ng said packet fragments in“accordance with said detection. 11.
A packet fpedghimytratts oml trtradspty sddiirst Aediagiinga paokeiddicsagEmgRbid tra@mtiror

address translation, conprising: a collection nodule to collect and store
a pl ural i tRforBRtigIavithayt reassRipRing it Reckes fragmeristinto $pidnakpt avheieingridaddr ess,

wherei n each. packet fr nt inclpydes a packet fragment header having a
packet " of rEdERRE Pkt RS rs Bbelaril e B RaThn i oLt B om 5

starting Resivbd 6 indefind s P8kt 1alue BYSUshbPR oQrialof 1B RbntnPany fidshh At | on

nodul e to verify all packet fragnents for salid pac een received ;
and a tr ampssittins betweandak etattiag beditioh @nEsald eabing pésitiom | nf or mati on from one of
said 22 27 April 2006 packet fragnents and to translate said first address
into a second address using said translation information, wthout
reassenbl i ng. nments into said packet, wherein said

sai acket fra r K¢ 21 1
verificati'on ABHUP raﬁ@“ﬁﬂ"’ﬂ@‘%@?ﬁﬂ?f@'%& frgther spmprising RGP PREHHRIMPIURSr s ai d
packet hay&segggég? pe[cgg%%ggﬂsq?séi@ge%glmd%gg_d of fset value by position in a

e toi1dentity any

verification ta m ssing positions between said starting
position and said ending position. 12. The packet fragnentation nanager of
claim11l, further conprising a communication nodule to send said packet

f ragnment s 18.6" syatedl fg owoagihgaddreebametBtionfors sitidressit@nsiatian agjice gecoppddiet a
fragmentation for an address translation device, conprising: a source node
to send paKENOfT QFREHRASkS Bramenisdeneaachehaving adrst addesss: gadipigiermaging an

e g M e R
fragment s witkbre#RbMbiRg S4i@hackWiagHs R lssld batkel! IRAlALR) RN dla® node is
further adapted to index offset values from each packet fragment in a verification table to
determine whether all packet fragments for said packet have been received, each of said offset
values representing a position from a starting position to an ending position of said packet, said
intermediate node to index said offset values by position in said verification table to identify any

missing positions between said starting position and said ending position.

14. The system of claim 13, further comprising a destination node having said second address to

receive said packet fragments and reassemble said packet fragments into said packet.

15. A system for managing packet fragmentation for an address translation device, comprising: a
computer platform adapted to manage packet fragmentation; said platform being further adapted
to receive a plurality of packet fragments for a packet having a first address, translate the first

address into a second address without reassembling said packet fragments into said packet, and
send said packet fragments using said second address; wherein said platform is further adapted

to index offset values from each packet fragment in a verification table to determine whether all




further adapted to index offset values fromeach packet fragment in a
verification table to determ ne whether all packet fragnents for said
packet have been received, each of said offset values representing a
position froma starting position to an ending position of said packet,
said internediate node to index said offset values by position in said
verification table to identify any m sz?l ng positions betweew gal Mot arting
position and said ending position. he system of claim 13, further
conpr i si ngpaeketifeagmienta far said pratiet hh\&\/ﬁea@resatred el ondidatish esGesrdprestr@ib@h ve sai d
packet fra pgrrents and reassenbl e said packet fragnments into said packet. 15.
A system f F't"tﬁ’ﬁﬁ‘f&‘gﬁ ?\ij"ﬂﬂd’@ﬁ@tﬂ 19 Arag)IfioR Pegitiop Af Faiskpagitet. aeldlrn@sectertcamem on

device, c t 0 mana packet

f r agment at? #H(%%gasésggat Va\”ﬁ? (rjg%ﬁll'% 'i“%dg‘fedﬁctaﬂ%‘rtgbj‘gﬁﬁ?egﬁy ARYgnip ét%ma plurality
of packet bfefué&ﬂ?af&s?arﬂr%rpoéud?t%!i@éud B oA 8si nfirst address, translate the
first address into a second address vmt out reassenbl i ng said packet

fragments into said packet, and send said packet fragments using said
second address; wherein said platformis further adapted to index offset
val ues frdf @aérﬁtftﬁaeﬂ@@tm 19 ayereintsaifl platiorw és futtiec adapter td peifbren tail telaglaiomi ne

whet her aIbI 3tf27aé%c 2006 acket fragnents for said packet have been
recei ved, &SR arcipt B?qﬂéeét 3y'g9 68§°kF‘é’g?q§’§é‘f‘ﬂ‘Fﬂ©p%{’ket6‘8§qe{ PyiR9 £ PBTER

starting RRskkS, #ohs goﬁﬂgm%rn%dggﬁgéet |8r[|(;bslp%et§|%‘| 9#&1%% all é)%?\?egfra NLgLmediate

node to index sai et valu tron 1 Sl ion table to

identify aiyaitibakéthgveldsh FcoiRs, reb@tum%slﬁﬁn%f&hafdnlfﬂaﬁt sai%taékbméa@é?d sai d
endi ng position. 16. The system of claim 15, wherein said platformis

further adeprasdatng spidfifsbaddresaintd seid@pehdbddpess ubiyg saitetrdanttétioh indpraatpack et
fragment having a packet header, with said packet header having a packet
identifi er translation i nformati on and a packet I engt h, determ ni ng

whet her Tﬂgg}gf«‘eﬁ,}g i@ byRereih id gleat“Orm Ps?g ?)Jéa]ﬁg cﬁieg rec %lseé I;‘%ues

retrleV|ngtrans ron inrornmation rrom

transl ati Agricsath gadkbtsigthastdaRPackeN b &@rﬂn@@ﬁ&f@ aﬁgdirtlgrﬁsfo%fd%gck%?érg
translation information. 17. The systemof claim15, wherein sald platform

i s furt hefiled dppdiccbli¢aedaddtesitesaring saf pakét langthues, retrieve a packet |ength
for said packet, and determ ne whether all positions for said packet are
18. An article comprising: a storage medium; said storage medium including stored instructions
that, when executed by a processor, result in receiving a plurality of packet fragments for a
packet having a first address, translating said first address into a second address without
reassembling said packet fragments info said packet, and sending said packet fragments using
said second address; wherein the stored instructions, when executed by a processor, further
result in indexing offset values from each packet fragment in a verification table to determine
whether all packet fragments for said packet have been received, each of said offsef values
representing a position from a starting position to an ending position of said packet, said
“intermediate node to index said offset values by position in said verification table to identify any

missing positions between said starting position and said ending position.

19. The article of claim 18, wherein the stored instructions, when executed by a processor, further

result in said transtating by identifying a packet fragment having a packet header, with said




filled by said collected of fset val ues using said packet |length. 18. An
article conprising: a storage nedium said storage nmedi umincluding stored
instructions that, when executed by a processor, result in receiving a
plurality of packet fragnents for a packet having a first address,
translating said first address into a second address w thout reassenbling
sai d packet fragnents into said packet, 4and sendi ng sai d packetp: foagnent s
using said second address; wherein the2 stored instructions, when executed
by a procassket heaflentibiag a packstidebtifien trérsdaon infgmedibrsaid a\patketiengt, asrmanty packet
fragnent in a verification table to determ ne whether all packet fragnents
for said pdeieialipacket Freesnts &¢ s3idragket bavetbeor reseived. refritdattrapsistion s

representi. a,.pasition froma startin osition to an ending position of
sar d_packdtPmRughdem saberetioatis 18 danting TG SH P Te S Separireders,
position igingadidriRitiddiGatlapm. table to identify any missing positions

bet ween said starting position and said ending position. 19. The article of
claim 18, wherein the stored instructions, when executed by a processor,
further result in said translating by identifying a packet fragnent having
a packet F8alheerticigiof ¢laindPdvierrimiize figned InsRBOHIs petek exechtedibhes prhassangurthepack et
identifier ransl ati on information and a packet |ength, determ ning

whet her al'fs Qé’ﬁ'zet”t"}grséﬂﬁg?ﬁt @lyeg,retdeying apacheb fengih {pe sarbrask st e AYIRIENINNGet 1 i evi ng
transl ati j i : ' l...and transl.ating said
et addragsopemR: &P ald SR 2By sah RBES oo Blled 308k or ot f on.
20. The andng®ml e of claim 19, wherein the stored instructions, when executed
by a processor, further result in collecting said offset val ues,
retrieving a packet length for said packet, and determ ning whether all
positions _for said packet are filled by said collected offset val ues using
sai d packétf- The afige T clam 18, prhareifrthe f9red igftrugiionp.hes exegpied by apreqsasosigihed
instructi . . uted b rocessor, further . result .in detecting an
occurr encgglgllt m\ggéé'rn%éﬁgﬁ”ﬁegmgéfna feﬂ"@ﬁ”gpcroi"‘gpontpgorrt%(568?%7?91%' °5faf'é Qﬁcg ai d packet

fragnent s fh@entbbaRPeki@l anPBladif! SRDLOGt ARInE AP radnE AR JeleBion.

accordance with said detection.




