SPECI FI CAT 1 ON TITLECF | NVENTI ON METHOD AND
APPARATUS FOR CRYPTOGRAPHI CALLY PROCESSI NG DATA FI ELD
WOR00FOEBSPINVENTI ON [ 0001] The present inventi onPC€EIUS1004004117
to cryptography and cryptographic systens. Mre
particularly, the present invention relates to a

met hod and apparatus for cryptographically processing

data including a pl wREIQyF dE Adata® egnent s.
BACKGROUND OF THE | NVENTI ON [ 0002] A nunber of

encryption methods and cryptographic systens

(cryptosystens) are gyipant hWESEHN N various fiel ds.
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which is al SBYPE RéBHQ@Ath ESQEV3 ogr aphy,

uses a single key (secret key) to encrypt and decrypt

i nformat i on. TS Of it REFEeRYN Whi ch is al so
referred to as pub I c-key cryptography, uses a pair of
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al gorithm enpl oyi ng a bl ock cipher with a single
56-bit key, triple DES which is a secure formof DES
using a 168- bitBkeyﬁmKnnﬂDﬁﬂtﬁﬂ@ﬂﬁVEﬂTHnEncryption

rithm (J DEA) which i bl ock- node.secr et - ke
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or AES e coNnti nuous evol ution

lsf) tockpptet -Gamsetly evsilnbio brsgyption elgorithmy inpdideo@s examele, Data
FIRNG:SE SR Y ADE SRR i€ 2 :FmBRE Ao RAASHPS Block cipher

with a single 56-bit key, triple DES which is a secure form of DES using a 168-bit key,
International Data Encryption Algorithm (IDEA) which is a block-mode secret-key
encryption algorithm using a 128-bit key, RC4 which is a widely-used symmetric key
algorithm, the Advanced Encryption Standard (AES) which provides stronger encryption
scheme with alternative three key lengths of 128 bits, 192 bits, or 256 bits, and the like.

[0003] Many companies employ a symmetric cryptosystem for their secure
communications, using a predetermined encryption algorithm with the fixed secret-key
such as the triple DES or AES. Due to the continuous evolution of computer-based
technology, security methods that have seemed unbreakable are becoming inadequate,
for example, the 56-bit key size of DES is no longer considered secure against brute |
force attacks. Using the same encryption algorithm and the same secret-key for

communication over long time may increase the risk of brute force attacks on the



for exanple, the 56-bit key size of DES is no | onger
consi dered secure against brute . force attacks. Using
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for communication over long tinme may increase the risk
of brute force attacks on thecryptosystem However,
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dryptesysane Hoplev o Bépmlmgremtypuayag@fthm&nwmhe 8drat-ké@fiya once-
tl since it ulr s sone form qQf secure key

185??%%@% CWPWSéf%tP@dﬁ Sem PRI S ThgauIFes Rgme g%rfﬁsewre

@k lex@fngdeh® RBédN, b somiféf Rgd {HReike ning Sy SF & enBiish u@fﬁg the
ange in the al orlthn1or secret key nust al so

%%Sa{?té% azléamar%ﬁ@geﬂﬁ thegigorifhnp er segret keyagushplge pe ﬁsmemewed

EAPHRSHEEEM Al @&dlaﬁg%hﬁmf/ pt@gylsﬂewalw 1hdks @bRBAtibility with
cryptosystens utili zi erent encryption

oiheg gPyPioRYAiaFdpidizing fath P@ﬁfefmcr}’@é@li* glgorithip anflfpp @ djfferent secret
ﬁ&pordlngly, it would be desirable to provide a
cfryptosystem whi ch realizes secure comuni cati ons and
transactions which is less vulnerable to brute force
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encryption information including an encryption algorithm, an encryption key, and

optionally an encryption parameter.

[0006] In accordance with one aspect of the present invention, a method for
encrypting data includes (a) receiving éplurality of data segments, (b1) selecting, for
each packet, a first set of encryption information based on data contained in a first
predetermined portion of the data segment, (b2) selecting, for each packet, a second set
of encryption information based on data contained in a second predetermined portion of

the data segment, (c1) encrypting the second predetermined portion of each data segment



encrypting data includes (a) receiving a plurality of
data segnents, (bl) selecting, for each packet, a

wo poosissses of encryption informati on based on PEl/@S2004/004117
contained in a first predeterm ned portion of the data
segnent, (b2) selecting, for each packet, a second set
of encryption information based on data contained in a
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portion of each encrypted data se gment using the second set of encryption information
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[0008] In accordance with one aspect of the invention, an apparatus for
cryptographically processing data includes (a) means for receiving a plurality of data

segments, (b) means for selecting, for each data segment, a set of encryption information



the first set of encryption information selected for
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[0012] ' In accordance with one aspect of the invention, the apparatus may further
include means for encrypting the second predetermined portion using the first set of
encryption information, and means for encrypting the remaining portion of the data
segment using the second set of encryption information.

[0013] In accordance with one aspect of the invention, the apparatus may further
include means for generating an encrypted data segment for each of the original data

segments, the encrypted data segment having a first predetermined portion, a second



Each set of encryption information includes an
encryption algorithm an encryption key, and

Wopiosossshd y an encryption paraneter. [0012] ' PET/US2004/004117
accordance with one aspect of the invention, the
apparatus may further include neans for encrypting the
second predeterm ned portion using the first set of
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[0016] In accordance with one aspect of the invention, the means for selecting the
first encryption information may include means for generating a first value from the
original data contained in the first predetermined portion of the encrypted data segment.
The means for generating the first value may inniclude means for hashing the data

contained in the first predetermined portion using a first hash key.



encrypted data segnent, a second set of encryption

i nformati on based on the decrypted data of the second
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remai ni ng portion of each encrypted data segnent using
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[0021] In accordance with one aspect of the invention, the predetermined portion
may include a first predetermined portion for selecting a first set of encryption
information, and a second predetermined portion for selecting a second set of encryption
information. Each set of encryption information may include an encryption algorithm,

an encryption key, and optionally an encryption parameter.



means for hashing the data contained in the

predeterm ned portion using a hash key. [0020] In
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apparatus may further include neans for providing an

encryption type identifier, an encryption key for the

encryption type, and an encryption paraneter
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[0026] In the drawings: .

FIG. 1A is a block diagram schematically illustrating an encryption part of an
apparatus for encrypting/decrypting data in accordance with one embodiment of the
present invention.

FIG. 1B is a block diagram schematically illustrating an decryption part of an
apparatus for encrypting/decrypting data in accordance with one embodiment of the
present invention.

FIG. 2 is a diagram schematically illustrating an example of the encryption table



and, together with the detail ed description, serve to
explain the principles and i npl enentations of the
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di agram schematically illustrating an encryption part
of an apparatus for encrypting/ decrypting data in
accordance with one enbodi nent of the present
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predet erm ned portion |s a_User Datagram Prot

(UDP}’KH Jdaéﬂlagmmch@natscalév UragtanischeRed dare gﬁt and second
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dat aFf(t} Qfi@d roqgs\élfﬁ)gf dlx%:érgh c%e{}]ﬁtu%llf lﬁll% %m@tﬂ&ﬁ focfal Iy
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nt _corr onds, to
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FIG. 10 is a diagram schematically illustrating an example of encrypting a data
packet using the method shown in FIG. 9.

FIG. 11 is a process flow diagram schematically illustrating a method for
decrypting encrypted data in accordance with one embodiment of the present invention,
in which the predetermined portion includes a first predetermined portion and a second
predetermined portion.

FIG. 12 is a diagram schematically illustrating an example of decrypting a data
packet using the method shown in FIG.. 11.

FIG. 13 is a block diagram schematically illustrating a data en.cryptor/decryptor
in accordance with one embodiment of the present invention.

FIG. 14 is a diagram schematically illustrating an example of application of the



FIG 9 is a process flow diagram schematically
illustrating a nethod for encrypting data in
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poEget eﬁlﬁbmﬁeﬁ%ﬁm@ﬂe@ﬁqnaenﬁs& R AeRHBEEARENTINEE context of a
portion. FIG teaggr am schematical |y
a

?thQﬁs%nﬁalPP%tUFaf?r é%iﬁ’}ﬁ‘mé dee@@td%@thclad@a@ Ry ef data
s'égrhaﬁs R saTBt (ﬂ@ﬂa@@ﬁmn Jth@ aft Wi rehfize tﬁét%e f%ﬁovk/ﬁ’lg AeRiREGK

di agram schemat | cal y lustrati ng a
desrsinjipn of thelpispsppinyention lsali@ama@mwéy Wdtlh n@n@te@wé drlbeprimany

\9%1 ﬂr}'ﬁﬁng (r: aﬁ@gém c{&‘i’rﬁ&tﬁ e JrdsCht ihntich Birce 5 B%P%gat  on

henmat Illustrating an exanple o
tbﬁnietveemuylpﬂiﬂéﬂdIFanng thedhppefitaf thss digrlosecu Reference will

ne Wﬁ&%ﬁ h&%ﬁ Eo ﬂnglemggta %f {Illg &‘]){eséht %l%%l?tlo%aag cfl?us%%tec'i

sen I'nve
aokohyah ADDERBERIEST W&ba{n&&@t‘éﬂen&nbdldatme Wil bofisetl ieoyghe sie tie

t h th t f
BRea e ke et§1?‘?dd‘193°z’{1?§?‘yt&r$%t°§]iﬁ Fogset Y
data including a plurali ty o dat a segrrents Those of
ski | | he art realize t

[%%%1'] gsmr éhedgiegﬁS} gfcfﬁaﬂ@g aet a&}tolf 8}? rgyting ﬁgug?%%élizﬁ implementations

destr®Bd h@Biniafe shbivh Shd @séribdd.OR k11, dourse, B@spﬁrma@aradﬁat fnGhe
e in any_way limting. O her enbodi nents of the
%Y%%mnt PhapyseetoRetin nPlgnentafips, nupgpas inlprasRaIopsRetifc

RGBSt be thaRE [SREE td @Ktk hsve%@leé bdeci®i gbdll, %uch as
di scl osure. Reference will now be made in get ai l

corplignce wihapplisstion aphbuspresseltedcprpininisorndgbat these spemﬁc
g'o!alk Y3 (fﬁjy %ni (She 1 leﬁlgﬁtgﬁgﬁq Yhdkr gﬁc?ﬁﬁrng%gﬁ dRAR F:i‘atgednother

reference 1ndicators w il e use out
Mermaowengtwaliy aphrscipistl Ithmunlg a detelopinsat eftestonighttieenmpdex and

tfnﬁaf-&rns&rginé,rb%t NG ngxl;enjhielgs% bR 3L difine undertaking of engineering for

those of ordinary skill in the art having the benefit of this disclosure.

[0029] In accordance with one embodiment of the present invention, the
components, process steps, and/or data structures may be implemented using various
types of hardwired devices, field programmable logic devices (FPLDs), including field
programmable gate arrays (FPGAs) and complex programmable logic devices ( CPLDs),
application specific integrated circuits (ASICs), or the like, may also be used without

departing from the scope and spirit of the inventive concepts disclosed herein.



[0028] In the interest of clarity, not all of the

routine features of the inplenentations described
whesosiosssas e shown and described. It will, of ceCr/Es200ben4117

appreci ated that in the devel opnent of any such actual

i npl enment ati on, nunerous i nplenmentation-specific

deci sions nust be nmade in order to achieve the )
[003ey el apede conisprritieiptesgaahventicGtChe &smcasmlorlaTifeudds tdtal area

appl i i on- _and busi ness:rel ated constraints,. and
iR EADSE N BN o g ey sof e,
teldgHBhEIVRRING] Widdless Ecl@bMirBicattnd dykRis Ofttr dpNEhdPeiks, 1 A0TM

anot her. Moreover, it will be appreciated that such a

nety}eus) ggﬁ%mlayé}efv&rks, ﬁt@ﬂp COIBIHGHYALERS SYtgmS, and the like. Such

netiwoNB-aCORSIY R d¥eh in dlartiRl 'c%s&?.l\é?l{tfyth% RSt SuldRer QedcAbdd Mge
undertaki ng of engineering for those of ordinary skill
in the art having the benefit of this disclosure.
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present | nvention, e components, process ‘steps,

dataliyprddadeavidt engcmbpdmentey tegoienpit erventied Assthagn in FIG. 14,
var | - i ev] o a

bR VRSB e ind SRS B SStaERPle

cogdddeo dlier iagg bOFRAAsNd thednopptpie xodnledH aandednl catjubbifier 18

devj c applicati.on s i fic-nteagrated,.,.
cotifiyd i doareap «REfe piRieth piBat 14 Th hER R 2
admitdd o wécetle dath tinoh@lidgragriurtlitg o$ ¢ apesegments.pF ¢4 dxamplef dueh data

i nventive concepts disclos herei n. [[Q030] 'In the
iy B Gt Gy HE R B O TR P OO e G ey lso
be kdad I8 ESorteffoAling s@Porf &t AVeEdESin(dABEIm onideke sRERB device such as

net wor ks ( WANs the I nter neivitpcabl e tel evision

a hggﬂsc%lgqﬂ,g’]) QMe %énegsgagt % an & Jikes The encryption module 14 is

addRldas CAIRIN B dRNBomMi! EABouthLIPBIIRDAB GBS M NKSpted bl
net wor ks, frame reFaa; networks, satellite

segRARIXAT SwteneBtinaedsipst4, g atprts epgapteddatn MeBidiRe ks

pludiRy YELdcry VAt Bohdd@, @t and consequently are not
fur¥her scribed here [0031] FIG 1A schematically
illustrates an apparatus 10 for encrypting/ decrypting

a i . n [ t
0032 RS GG PP, FIOULIRS 102 BRefy G360
univachlsediea ban (WSB)utortdl khdan BtRernest perid 3,yipsidin emeeiwhere 2 ost
a controller. 16.cC ed to ' f t he
COREFN SRS faea%' glﬁ%ap %J%e[ﬁ% gg%%bagérﬁf%ﬁ{si%%{: g%p ‘ed
cotmuhiceticns niar WIANE the Iftermotg wirblesse netwpplt, land thedidtel & uftiermbiee

NIRRT e
intBlE gént/atgatsd digarvldciohitkliDE) iatenifatepdn dnfiamkd URAE @nterface, and

ckets. The data segnents al
theplﬂ@, to store secure dataa}n masgs storage devices. %l(i)e apparatus may also be used for

the other type of digital data transfer.

[0033] The controller 16 is adapted to select a set of encryption information for each
data segment based on data contained in a predetermined portion of the data segment to
be encrypted. For example, the encryption inforomation includes an encryption

algorithm, an encryption key, and an encryption parameter such as an initial vector. The
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be read from corresponding sectors of a recordi Lg
medi um or data storage device such as a hard disk, CD
WORANGS/08%8D% nenory card, and the |ike. The encrR@L/Us2004/004117
nodul e 14 is adapted to encrypt each data segnment. The
out put buffer 18 buffers the encrypted data segnents
fromthe encryption nodul e 14, and oi at puts encrypted
efl@lstionpatan@ten ghaqt bphisedad set yr inftiaBrecthy pxta@gtbtﬁ&bme@& gnespesific

stgish TP TYRAGH BETHLEN b et hsed gt a freeie pggion of

iUt S2Bint ROBd erﬂ;ﬂypﬂaﬂdtyﬁlﬁalgzt BgeReénefItite chryptioh abdegifhng the
case where a host conputer conmunicates via a LAN _Th

eagpRioRtkGE 21 the FACTHPEQY NIEMpies & Ghanged der fagh data segment. In other

wordSTHe 'eﬁﬁ&bt%%n%hﬁ‘atmlﬂ “sb1nBetbiMifIdN @br cat¥¥l d8d RESent using the
net wor Kk, i ke. Furthernore, the apparatus 1 %

dnfayomma%@dhwattmseamgwwlf cHhepardetsrmingd peripn o the faieesament
nfagz%@'amea&? o# Qbebdth g&ﬁw A g@ie%%%ﬁgn% QIR Rt &8

I nterface, nhanced I'DE i nterface, and the
pkiliet fortesamploraspseifiiensth af det ﬁantmg et aspredeiqeingé pislas of bytes

hAEPBRARR SR P BE SRk e pAROB T De L KRR
padmﬁbgdfgmnieaéﬁ%ﬂgﬁiedmmk ﬁgfwypmh?motmﬁbﬁnﬁdﬁoﬁm&br
a contained in
S%%%d%???ﬁfﬁfgnggP% %ﬁﬁ%?Py%e data segnment to ge
encrygted. For exanple t he encryptlon |nfo[nat|on
an_encr n
) B T AR BRI B o R RPN

20bS¥aCY. ), p&dhcwrrmb@dr@g ®ran FEty fn Wi tinotodRiseledted by the

capatle” Lo Ter gt HomF of et Fiter edudy SRTCh bRl ?Fd

t@@écﬁoffhe?hﬁﬁﬁﬁbfén@ry@%ﬂér@[he@ﬁ()the data segnent to be
encrypted, typically, | east one of the encryption

algorithm the encryption key, and the encryption
[m?%tlﬁ hedofdaB Ot ARREShefeRbo &Nt ﬁ%@pr@s‘:‘eﬁﬁﬁ%nﬂoﬂ Rs S rin

words, the encryption information is "self- det er mi ned"
FiGr 1 A bsheontyelier 46 dneludes aditngplacios 2danenerppiion spleefos 36 qomaled
@Jtﬁe 895 or 2y Sa%gfm er%mgﬁ @@iﬁltoﬁmw eﬁle ek kLi0Ror % i§ he
ata segnent nay er of each data packet, a
adaitesico eclegs dretiredstepmined portlen Fomicathdlags segmentd 5h@er}§a@klem
sEi8lioEAATRIBieq o SREEL L e pERNG Prorfilith RiBlhalle Bty Buca
cbllxtemekamahé prediderniitied pprtiod e¢lenteti yettle mjat saleptor ﬁﬁyTlmeseaof
sel ected. po 0 ta,storage
R ProRisi oy ftes T S EL Rt dfta By PR g A9

key, and optionally an encryption parameter. The encryption controller 28 is adapted to

encrypt1on

select and activate one of the encryption engines 20 based on the encryption information.
For example, if an encryption algorithm A is selected by the encryption selector 26, the
encryption controller 28 selects a corresponding encryption engine (A) 20a and activates
or initializes the encryption engine 20a using the encryption parameters. The data is
encrypted by the encryption engine 20a using the selected key. It should be noted that a
different key and/or a different encryption parameter yield different encrypted data even

if the same encryption algorithm and the thus same encryption engine are used.
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sector in a data storage device, and the |ike. [0034]

The encryption nodule 14 includes a plurality of
WE@n@sPesPdNn engi nes 20 (20a, 20b, 20c,. . .), PEDS2004/004117

corresponding to an encryption algorithmto be

sel ected by the controller 16. The encrypti on nodul e

14 may further include a data buffer 22 coupled to

each of the plurality of encryption engines 20 [ 0035]

L n accordance wi.t h one epbodi nent of the

[0036}y e n i1y 25ROTdanse SHiGRRC PRDGe RNt (oA theppasenh Iy i o|ne e f%ntroller

16 fuGbuA88dR a%he oSRIRE130codAed AN ENSh ¥IbHOMS STIRGEDE 26
coupled with the data selector 24, and an encry@tlon

genetsiar fipidapted mezengmaie ayalus fiog) the f¥p coataned ks Prrdctegnined
pori&. e eﬂ}ﬁl‘plp HROAGHRIJThOE: APhb] BRIl EARSR ElhcHGH ﬁ1d hash the

segnent he encryption selector 26 is adapted t

dats wiiegea hagh et toalfrocencﬂly welrenThefash ket men beprarstaied ah@e
8 FddrAmed.

valfl e 30,50 Ml o Sl d il Y ERTLRLELER ErRBFddrfiime

encryption infornat|on i ncl udes, for exanple, an

cry tiaon nGrypLi

007 | ¥R dephrad encroygkwé‘%dn%sr?#ﬁteg%séﬁﬁst%%% the eneryption
corfroNérr20lihehide’ 8n em;rﬁmiap taeté 320 The Iemnyp’amdtahletﬁ\pamams ae of

t he encr n i ne on_the encry .
enctyiFigh R | SRt SaRRTokentp Gheshech O P8 i b Prvmtic
parbifietSISIuelE hexh ibiyial %etoembffﬁhg aninal asérgpti@bstatt hethe encryption

encryption contr.o

28 sel ect C di
engiite fo) BRaP O ABPHaed Joh 30anE gpeied DL Alee Ahp B PG 70. UG-
2 séRBaBOuy YRistres A1 Ghingle 20 thelehtmBridntRbRIB. YA sh6Wn in FIG. 2,

B MR TCN AT TR AT

forleRhpl@ alab xeaﬁ@éﬂ bnd<B6rRhBihg Bet@t b £heNbti@aERhION
paraneter yield different encrypted data even if the

(engmypisonelbipd)ypkaydhr e grsryrtinApkeatithith ancl R dnidal ectehtepgppien
pargﬂngtclg eTi ﬁ‘urh'ﬁs? dr 0 QR8s de?elﬁﬁ GRUAARARe %érfeﬁlt&ﬂ?om the

iment of the present invention, tThe controller 16
prefleteriingd fortidny die snecemhpiiieengefibe meﬁﬁmsmve@eclp |ag gn¢rgptidneable

t
848, 300 85HL A LS RIS PEREIRL Y adtda g o
prepetemteteportvach paiffaron datF esgnext apd &, usteheh dedd segment is

en%&ﬁggéﬁﬁgﬁﬂ%gmﬂaXﬁyﬁnmigﬁnﬁmggSh function and hash the

uce the value. The hash
key may be prelnstalled in the value generator 30, or

O S NI IR SR S Bl o
10.0FI3. hB spieameitillyi 1mmﬂ¢es 8 Borrdspendaipaieypypition part 10° of the
apparatus 10 in accordance with one embodiment of the present invention. As shown in
FIG. 1B, the decryption part 10’ can be constructed symrmetrically to the encryption part
(FIG. 1A) of the apparatus 10, including decryption engimes 20a’, 20b’, and 20¢’ in
place of the encryption engines 20a, 20b, and 20c, as is vwell understood by one of

ordinary skill in the art without further explanation.
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controller 26 includes an encryption table 32. The
encryption table 32 contains an encryption type

WO d@ssdsper, an encryption key for the encryptPGHUS300€004117
and an encryption paranmeter such as an initial vector
specifying an initial encryption state of the
encryption engine, for each entry associated with a

[0089Y UeFEEnakRdRdiciIByillhdatey anmethod Enreshalypringddkoryptug delta in

schematically illustrates an exanple_of the encryption
acopRBGE W OnaSERGHIFR Gf 01 REeSeD: IMERE. ¢ er”g%eﬂg‘?d PR

perEREEY B iheRndr}toR/d3dyPRsh BParkiisi e & QriABPeNdhiatgehentsiee
gener ated val ue, for exanple, .a_hash val ye, %

receiyed; &y SHRER RGP YSRICIHIE BfpteHteAR HIqEhngA BB B
reagiﬁg GloMPL da@eps_ttgr%{é@ae'vic@ ite@MidgOf plirigty @PadtY RictoRdorald@@Ed dsNMhe

an 1nitial vector (encryption paraneter). The
receiverbdata ssEmenie mayibe belfererbesiapw huffere The daty cegepisrkeed

enc{r#%ﬁ stegl%erR ﬁa‘?@%ﬁén?‘ REGRANA FRD 3. dddn GAE s&mRA nRBL <

e preseat “invention, an encryption table has about

(1000 @Ad e ptedétesninefyportal df pachalatiisegnaens stseleelid® (03 ryba et of
derived fromthe predet j i i

o S RSB TR AR el L By

of ths ding sehinfehietotatenameted (1040 T lic dhta segntdandis enfrP P psingiche

above scripti.on is. W r ect .to the e o]
selgiioeet ey AP O TR b s L Bof i h e
sanhd thitFief @it 51(1) date @asgrneamgm die mgaudmhifey ptei;masnrisp)sgd {108D' T}?f sétlod

apparatus 10 in accordance with one enbodi nent. of the
end R RO BR (s R 28 AP o ey B SR TRk A Tlon
optiAhlly dPenchRpfoRParGQast, hildds&thes YbovR] dnt B@lchly dtdedstxme of the

encryption part (FIG 1A of the apparatus 10,

enqryjetion @laqgthae dheysaerypiondseyi ddhoxpgrypigppprameterds Jygpeeq for

eaddl d%&%egfq{qerﬁ B5sc8 e MALLAR BN B (RS Sred@minddBortRAd 20C, as
is welT understood by one of ordinary skill in the art
wi t hout further explanation.[0039] FIG 3

[Oﬁﬁr eml| a('r‘s%}l%& sddveish Eeﬁécgﬁ% fheMBEDRDn irmation, a value (such as

encrypting/decrypting d a in accordance wth one.
a hastbodie)rmay bogenetateddions tha datp gomirinedon themyedetpsmingd Peraljorel
per.f L i : 0. A
R SEES, B 6 SUSCABRA ARl 02 ol by
getyatedecabiev i Ting set ofl edcaypgion édommiatioh wdy bejpravided ingd forny oBfan

dat ket | devi
enii Rt s pt B st el Ra TR RN A6 21 02

The recei ved data segnents may be buffered by an i nput

buf fer. The data _segnents. ai encrypt.ed se nt by
[00343 et accREageeaT: 9 B mf??{ogél&erprfi%ﬁtdn eéld?rlgﬁe i s

prddeeshiMédportion includes a first predetermined portion and a second predet ermined

nd a
ata packets, or

portion. In the case where the data segment is a data packet, the first predetermiraed
portion may contain data for a first protocol layer, and the second predetermined portion
may contain data for a second protocol layer which is higher than the first protoc ©l layer
in the protocol hierarchy. The first protocol layer may be the network layer (or the

Internet layer), and the second protocol layer may be the Transport layer.

13



(100), and a predeterm ned portion of each data
segnment is selected (102), and a set of encryption
WO njossaspd on i s sel ected based on data cont ai nBdT/UR20041604117
predeterm ned portion of the data segnment to be
encrypted (104). The data segnent is encrypted using
the selected set of encryption information (106). The
[00agXt T8t KBGRRIALLY iHudiaes eﬁsmpwbﬂahatmmt g@ imevhich the

until all data segnents in the ffer are
frsh PR BHRF R s SRt PfooBH b B0 BAREPRh ray
preli&@xlnﬁﬁ]&l ;%Ftlc@ﬂ@ & YRink@Rsigd O6Ktiol Pfﬂtoo@ﬂ(T@l’C} hy4dkt 381 ok &3& data
-and Fptlona ly an encryption parape gsédescr

packpicife FlGint schgmatically 9111§rfatq8éa§1<arm1%0%% %t*hléac OB YRR Tthe
furs%1 QLB ﬂoﬁ%neip&f mséliﬂeepro‘&%m (1B 1add 86 0mE = oRd
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pred@ttmnmoaﬁme@ a UsertPréagrrne Brotase b hé%ﬂef #oof the glatpoacisg
40. dft ?ﬁ(ﬂ&é ?edno%gﬂﬁgc altk&gﬁ ?{eqf‘ thleeﬂﬂr 5@ ?heef@lf H&Hér@% and the

ormation, a va such h val ue) may be
subgmntéf@ﬂdafta fiehd dth eredbustrated mpanaﬁa@dlm FiGt 4 dheyregicoetiigione
P t ; t4.0n
Rl SR QRIS B3G5 56 1lc0g a0
sub’EE@eﬁﬁﬂDb fHate ﬁe]d)Aptaralﬁusmafed rscmtatdyl imigl. bethey e cpatigiays &n

the Q]%&QQ] E né%d%\? lgeslg %%latg)nsl 18 \grgfa 33 flb%zli?&l%rey 2 l!)}%s]iay of
exadGlQLa@Raeimitiihinane wanbal ofie tnfofmatibe ipthe Beuder may be used

i nventi o he predeterm ne or.tion jnc
o 43R B LR bt P EF G ot BBl Ry RO gl R'a
valg@rtion. In the case where the data segnent is a data
packet, the first predeterm ned portion nmay contain
data for a first protocol l|ayer, and the second

[odaBEdetghipoRRfcRREH drferérdgadﬁnféﬂcmwe’prasahﬁnmﬁora 15 e&vded
protocol |ayer which is

her _than the first p
predeteryined pastiqre npflspitse 4o 2 F?Pg o5 FORyheadegbuf piay, pe E)F{?P 8 %‘iom a

dath BURT F18Y6 ReehARMEH N s aﬁlé%mpﬁ@l:)f 4 &dt@pdcﬁét a8R@twhich the
ayer), and the second protocol |ayer nay be

t he
ﬁrsT pmdglpmlmed royléen 1§ @ohpgmat Pgtocl ggh@&ﬁqrﬁéaqqd)};he second
predﬁ 151&9;%0?&01?1 aS& n;?ort@cr 52  E2], 320304 8k 3%4'21 X M4 80 of

eterm |oﬁ I's an | nternet
theRtatt ekt 48.| R} sltmda FIG®, thamdectttrbpom@oﬁi’dmpsr egdivédadiandd

rei.on | T
o005 TR Ly T o
thd Hegimatnlga)f é. dan f&idaﬂﬁpiné acpfedatedrmhai freclergth40né smg&mvaIhOII

first predeterm ned portion is an |nternet
Hwﬁ 8?@8%? ‘(1 P) header 36, and the second predetermni ned
portion is a User Datagram Protocol (UDP) header 42 of
the data p
[0044] In accordcance with one embodiment of the present invention, th e data
segments may be sectors in a data storage device such as a hard disk, CD ROM, DVD,
memory card, or other mass storage device. In this case, the first predetermained portion
is a first selected portion in a sector in a data storage device, and the seconcd
predetermined portion is a second selected portion in the sector. FIG. 7 schaematically
illustrates such an example. In FIG. 7, the first predetermined portion is a first selected

portion 56 in a sector 54 in a data storage device, and the second predetermained portion
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40. It should be noted that although the IP header 36,
the TCP header 38, d the subsequent TCP data field 44
wa@e@siodsast rat ed separately in FIG 4, they arBCT/US2004/004117
contiguous in the data packet 34. Simlarly, although
the I P header 36, the UDP header 3 8 , and the
subsequent UDP data field 46 are illustrated
is §§H@ﬁ1{c&fe%gﬁéd ilpam&ggs (534, stsbya%l th ecp 5. Bid l8$c}ildmetiha1yd at a
acket n addition, .the or.mat i on | ustr ted
il HeaaEple of 3 gRPOIREY, cagd 1 ‘&‘aﬁﬁoﬁths datg ﬁ%ﬁ@?&i SRR sntg Gafp"
stoRdWin \Mh- ad@¥eks. Of sicR@ chddf Qb ARk Ry be Rnérhgted Sdickas byraddrdds, and
used to derive a (hash) val ue, qr sone an@ of the

thy fsigredstarmmeagripe sedirgseleeied poriemes (e, 63b) i qagemory
ad& Q468! arldr{hé‘%&{ﬂﬁ‘&ﬁﬁerlﬂnte@ p&En RERGENARBlkctE pdriiéh 64 in the

present 1 nvention, the second predeterm ned partion is
add;@ss 60; nd\s Svindn EIGSCP5 apdt 8,(ipPlingeandr seqsnd Pregstenuneg portion
f
oy Rl ARl o S oF e S BIORIR) RRsl broy peo
singheepoftianst pr edet erm ned portion is an Internet
Protocol (1P) header 36, and the second predeterm ned
portion is a selected portion 52 (52a, 52b, and 52c)
[0®f5] a ddGa9 kehemeticaly dlustrdies ada¢thodie kr@trypt'@g datg isdrooudanog

d .52
wilh e A btBgn 4 e o rr i SoTE e el piin |
inqdiiced et fastpredecbrnined partion b‘;dtae&cdrrdmﬁedetbﬁnime@ portibmgs désciilbee

data field 5 redet er m ned. dat a..|
abyngie: feichrnicndy TplEars P {igonap e s L bl asine
th%\f’ntéﬂﬁo@%m@lﬂ? o, Wﬂgers fhetdtlaﬁ pﬁél&SE@tngluﬂHﬁlﬁﬂsmadetdﬂmﬁled
ata segnments_may, be secto ata stor evi
PoRiREIT 2481 ahél}H’}tT%‘/dﬁk ) angyp S%O@ﬁ/lp %VE} H%ﬁ%ﬂf? 'g‘%uc
1w9k£%fa&ﬁ&&d%bﬁhagemg@wh@@mgIn this case, the first
predetermned portion is a first selected portionin a
sector in a data storage device, and the second

[O@A{?Idaﬁ§ mo%qn pf(’f bl RPedch dﬁa%%@r&&b%@l@@ perdton in

sector. 7 schemati cal | illustrates such an
pregetompined pmop:a@ thersecvrrdaorﬁdeﬁegmuwﬁ oerdion preisleefed 024 dA)-i s

Al@(% Eefgrﬁ{ég %eflléc{(? ﬂlqugtte 8’9%‘:1%% 1hi§r1ﬂat§>§c7t89§ se@%’ceﬁ Bafdd gﬁ‘hﬁ

econ etermned portionis
data @ﬁta:mdl irsthk dct pddgtominedpos®n (73 $h16) 58bYlispyssqdaboepdiior

selRdion S REREIR LERlod abnlibied f8h Sae RoBHATRLE OF @

egnment corresponds to
pret&mmﬁied) pedion M2 emicskleetiigyrtbs Sust ¢n¢r35)uom irdoromgen udiigmndat a

encry}l)tlon ta Q%‘g t t?n% tgéjlgasﬁ value X/ltﬁgggssgc%\/e set %f encryption

information. Similarly, the second encryption information 79 is selected based on the
data contained in the second predetermined portion 74 (118). This selection 118 may
also include, for example, deriving a hash value from the second predetermined portion
74 and selecting the second encryption information using an encryption table associating
the hash value with a respective set of encryption information. A respective hash key
and a respective encryption table may be provided for each of the selection process 116
and 118. For example, the controller 16 of the encryption/decryption apparatus 10 (FIG.
1) may include a first set of the hash kéy and the encryption table for the first
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the first predetermned portion is a first selected
portion 62 (62a, 63b) in a nenory address 60, and the

W@ ews/0888ps edet er mi ned portion is a second sel eRCBUS2004/004117
portion 64 in the address 60. As shown in FIGS. 7 and
8, the first and/or second predeterm ned portion may
be divided and distributed in the sector or data in

préddBRriBBDp iG] diES Socord selBthdieash k&Y i@l te qRfybptimtableGOrdhd
FIG 9 schematically illustrates a nethod for

seqRe PLRIEPHYNYHRCEI9 accor dance with one enbodi ment of
the present invention, in which the predeterm ned

portion includes a first gredeter_rri ned portion and a
[0843¢ o n dhsh.cbieteeondi naetgteppingd portion 34 BeaeyPiadusiRhbe st F| G

Ccal L . i ng
SRR S P el gt
enoypleé usimethe sgcanenskptiony Mifermetion e (132)% iThe remaining portion 76

. LI e [.0f,.7 and
s B GEAEE RRRE R Wy et Bl BheLRaf e i BEPLELN,
prédedeinedporforse Aschevh pdilGi th theffirsttpeeddiatraingd pdrtdyn 82
0046]., As. sh in Fl far,_each. dat .
cop BB REHa i e g CHaPRR 1T, 2o d PR lerpped
pottive Sdecanidingreadygpted ditn@ttopefetrédto aaf‘@pleekr), entl the téyaining
114). Al so.referri to FIGB. 1(8 the first enc tion
pofii e saRipBife PacyRied e, e SomIRELIP S5O an BRI ned
segrierft Gﬁclﬁd}?’ﬁﬁcoﬁé@dﬁdiﬁg 1ol theekigiad] (dhtaReghzent (biéidet) 70124). For
di scussed above, this selection 116 may include, for.
cxERBRYF BTGP [T 1g™a STFBR PP AT TR feaporypred toing
thd§REAPHEK BigNRBORUH KR Yerhiding oft R edyl B3Gndriigted iigisd the
encryption i nformation using an_encryption tabl &l
engry RIS eing g0k vad Hedespective enchrnter dptd @t papbingrevdipthe Gipst

prEREENREH BRHibn R HBEA P tedall degbit in thB @atd BGED2, and sent to
encryption information 79 is sel ected based on the

thelextput bufierdiBned in the second predetermned portion 74
(118). This selection 118 may al so include, for
exanpl e, deriving a hash value fromthe second

(09483 d et Bremirovessepbllt throngly 12 4canelperéirmed i all hbths date sements

g ot . . o '
T
coginalteyd ptéhohat ithef socametehapptiol infospaoni7Pes dekested kefpregheldaia

respective encr ion tabl.e be Vi f
cob B b ekl el B0 Tk Al BBl B8 L B
the findt roddte@minkd poftioh B4, thacplyepiek by e secppd prodetamiad pbrmn
84}2(1)nd(tﬁt|3 c(%phertext for the remaining portion 86 are sent to the data buffer 22 in this

order.
[0049] The encrypted data segments may be transmitted as an encrypted data stream
for secure data communication, or may be stored on a data storage device to prevent, for

example, sensitive or protected information from being read by an unauthorized person.

[0050]  FIG. 11 schematically illustrates a method for decrypting encrypted data in

accordance with one embodiment of the present invention, in which the predetermined
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1) may include a first set of the hash key and the

encryption table for the firstpredeterm ned portion,
war@sasserond set of the hash key and the encrR@L/U82004/004117

table for the second predeterm ned portion. [0047]

Then, the second predeterm ned portion 74 is encrypted

using the first encryption information 78 (120), and
pdrie ineloddsni figt peddtérmmedpottior ankhs secerepredetermned portion. FIG.

A e L

thé @ieiodisngvihatRAG] I, tvhere datdaypgdant padkiiel0 ihtladestatfist

first and sec predeterm ned portions. As shown in
RIS PoRIOn AR LS By LR S BPES SRR Y
(shdhEns QriCH Kpaler@ah selécdddSRrticRiof iettal fR1BS A's AbREiBéEatoV, the
the second predeterm ned portion 84 confaining. .
fishrpdriradned @pRiop P senteat Rippisyh £l g secendpprediaRine pogigg
arldBe TeRIARIIY RSiRWelbAindGreagtal ni ng encrypted data are
conmbi ned to generate an encrypted data segnent
(packet) 80 corresponding to the original data segment
[obﬁﬂckem sHOW(iA 240 11FRE RN Sed G ShbRGeddddal(130),khe
the second predetermned portlon nay be encrypted
fingepredytarinned pertipp andthe ssvghdipreddermined goxtivn arfeswéb i9il (152, 134).

. : i .
TR A ARGl A0 B A o Bl BRI
comrimidakien,for mey bpread éberandateetorpger deivisn.  Absb gefeimmg to FIG. 12,

encrypted. data s toin .t data. buffer 22 ..and nt
wf B HE e RO PR bt b PR it B 1y A8
predetamided padioa 82 (186).f Sirmtedy tonthé encefdptiomprovése ddabsaed above,

segnent re encrypted (126). .1t shoul d be not ed that
R ARG aP o TR E Pplb o it SReh gy BB st e
prédegdimidddtpoitidg 83 afdsttcaMCthy fitst emtrypibe infetiation ¥éng &n

sel ected before the dﬂt con%ai ned jn the second
ensp@Het BPifiartegialies e Bah 7alup 1B ACPPRIEA Sot SR R yRiIon
inFrAbtidre Sindd M eHirkiQPredeRrBninkd pértibh SHRLiRIthS PleklteRkkd fatr 84,

the ciphertext for the second predeterm ned portion
enguyptigh Hqratien is fsrseds es the prigipg desegmithg portion 86

are sent to the data buffer 22 in this order. [0049]

The encrypted data segnents may be transmitted as an
(0853 r y pTlech. thasecond predgierrnedpertionS4dukigh eantainfihe aiphatext, is

de?%rlpf%%sﬁg lt@tfﬁgt%qc@pm iRt Dh B8R R) I s%@oﬁd%n@rﬁﬁ?f&{‘t :

exa e, sensitive or protected Informatio rom
infreinaigpry 8948 sélsctedrbaspd pntthrodecypted el 86 wontained in the second

predetermined portion 84 (140). This selection 138 may also include, for example,

deriving a hash value from the decrypted data 85 and selecting the second encryption
information 89 using an encryption table associating the hash value with a respective set
of encryption information. A respective hash key and a respective encryption table may

be provided for each of the selection process 136 and 138.
[0053]  Then, the remaining portion 86 of the data segment is decrypted using the

second encryption information 89 (142). The remaining portion 86 is all of the

remaining data of the data segment other than the first and second predetermined
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[0050] FIG 11 schematically illustrates a nethod for
decrypting encrypted data in accordance with one
weredvsasssent of the present invention, in whi chP€h®S2004/004117
predet er mi nedportion includes a first predeterm ned
portion and a second predeterm ned portion. FIG 12
schematically illustrates an exanple of decrypting an
pationsy pihe dird atedetormiked p@ton 82, thg sedoad prsti¢tenthisddgwntiand4, and

G .1 h [ 0_incl
et pABE B b So AR R SRR BARE bRt
IGwtlich isthe sk prid@ighratiine segpont (padke3 40 (B hTlespraceieP 130

SR 8t PRV oAE P r SRl R AR 15obp 8140

contai ns plaintext, and the second predeterm ned

rtio the renmi.nin ortion 86 ntai n i
[@?ﬂher fig waﬁlf%ﬂg%ﬁ%ﬁﬁa fafa pregyPiaridecrygior L3k
ad2Bfdab@eith SlRtetnbSERRNST thefedeMBavdntion) As $d@nfih FRE. 13, the
predeterm ned portion and the second predeterm ned.
b FrangHOTAeETY BT Bictuder g mitinpportiopnts2 @pd p JseripecPattion 162.
TROGIBRMEnIPHiNL158681¥8Y RS idn LRGIYR1SY, MahayphisEabiule
in a secure communi cation, or may be read froma data

(1t1§6.cage adiestidate buiiprs\§8y Siraifarly e regeirngportipn 16hmchidesa

seg&gdtylﬂﬁulg%ﬂalyi& @541%%&9}?&% hlu g?%(fgncpﬁsga%gncﬂ%t% ﬂﬁ%eﬁlﬁs.

ata contained 1N the first predetermn por ‘
Ther@wyyptish miofale 156 may bhthe emyniion ipar opthe cesyptivnsleergptamh
1ntRi i i f Or. e
SRS By IS Lo LG5S
dgsomtion mog@le dA6ineR be theiengyptive phit 181 oféimcengpypiiom/decryption
inf ormati on. i.ng_ a ncrypt.i.on tabl e associ i ng._t.h
arjpiiefls 18 decHinedpoge. O it porioh, Tor 2rasgaie.dhe inplut bliffer
12 (ifi BIGretA) omny bSiimegrated eithinnist tinpihg dedleer Jdad apidaneawith a

cont ai ns the.pl ajnt ext e Jir ncryptjon .
sreAP P RAEPOHe S T8 Qe BT 180t Bl SRS bl alsd e gt
withiQ 32 dald&iTfer 1 $&®inSCRdhc PRI L ERcific igpleperfithiic) 188 same

ich contains the ciphertext, is decrypted using the

qP“F%?t@%@F?ﬁmgBﬁmP%i% mati on 88 (138). The second

encryption information 89 is selected based on the

decrypted data 85 contained in the second, )
[085det einks Medaip sReyRIAT daryptea 50 typisplly tawsmits anstreqaeps gelpta
stRhSQTk Bfd REYL thefidhinSXANRES 1545{d 164 RhBrdaBRiheval ue from

the decrypted data 85 "and sel ecting the second
eNSHPHYHAPEYPLioR PEICATIES f@hthsgorm@pmhrmrﬁ%@rﬁerpwwqbﬁhqtabl e

pr | N .

e i S S S S S
segmspfe (datapackei apg sand e andlobiputfeom the data buffers 158 and 168,

respectively.

[0056] In accordance with one embodiment of the present invention, the data
encryptor/decryptor 150 (and the encryption/decryption apparatus 10) can be
implemented in a form of a plug-in card for a computer. Since all of the necessary
components for encryption/decryption are provided in the data encryptor/decryptor

(encryption/decryption card), the user/computer does not have to install any specific
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be provided for each of the selection process 136 and

138. [0053] Then, the renmaining portion 86 of the data
WGQe@aosess s decrypted using the second encrypt POIUS2004/004117

information 89 (142). The remaining portion 86 is al

of the remai ning data of the data segnment other than

the first and second predeterm nedportions. The first

pifedet gogramedr aotyptiond@2yptibheo beg evitle er@amhmm

on .94, an e_remainin 96 _are.conbi
FehpHRE e R P ot arn o Bb ghveliiey Sl egg ot
ogﬂm \#2) the%nbﬁptlﬁﬁﬁﬁer}@ﬁﬁﬁ berd,ahé @itia lautﬁmhta:r?ﬂje gﬁﬂﬁmted and thus
packet) 7I 44 T e ocesse 130, .t hr ou 144
SRRt Fro e T Bk ST SRERy stoud AR gRir ol ame
SRBYIPh/aetr{ kbl )card[c@Pbdbself tdzecdivie elieliBlahdggitibd/data or read the
illustrates a data encryptor/decryptor 150 in

KEWSWFHeLdaEt h one enbodi ment of the present
i nvention. As shown in FIG 13, the data

encryptor/decryptor includes a transmtting portion
P857land Ta receive ioyiead ths spevrsed daa theprme ppayifionidepyption card or

%%Elta{ug rllmfls{.sge ﬁs@& ourﬂa%ﬁf thb 'eﬁc§§pt$d ({Qtz{‘ OrHa PenYe? %eaﬁ?ﬂlat tRdlcard or

cryption no and a Tirst data buf
ApP8ratuGiingapalle yf se!elq@ng ﬂ_ie earm predepmiried first gl seﬁ@ndmna from

| R)
e GRS 308 i e SR QAT i
infootunh gortl i ﬁlenia;a doetainké meﬁh@: plyp@tcroquaxottiouﬁs thheame. Typically, for
encr [ t
SRR e OSSR PRRALD Hlilon bR RS b e
idbeicdEesly ]ad&ys(and thedddnéical 6ficrymioniabldshe encrypti on part
10" of the encryption/decryption apparatus 10
descri bed above. In the transmtting portion, for
PBSSIP! eln dcbérdhmive withlwut babodidetiof t}EIpﬁseﬂt@dveﬁﬁ(}h e

i nt egrat.ed wthi he t n n 154 in
oeR aa ey Rop Ml far ol LR H1 Dtk e it ascesting p the
e § RIquds® af thdtifk 6 mhAfadi@ihg @ S0t grdgfhhﬁﬂhgt Bék ewaﬁqblb Msince

the data buffer 158 in _accordance w specj fi

thrppesrRiipnalerryRtionyaed caabe igplpmeried Wcﬁe{drfgogré@@abke A@elc devices
q@wsp @ueh% FPbQ\Q 9Rd cPipgand aﬁg@a&@d&wly@&&a beSsa¥Rlk @hn be

O typically transmits and receives ‘a data stream (Tx

pragramyyed ip pecordanserivithathe 1ser's sRecBatiq {821 i degice RF TaTHY,
S mRRRh Y ée'doxrégﬂ?eﬁ pY(RBéo‘P Br é?£rﬂ§ﬁsﬁ)%§1ﬁ£ %ra%@ fhedium and/or format

corresp on ata stream such

torbg ruyfpt eld/) de&lrspptl’é@seﬁanga ofthe hysh dpwsrang eewyitsiondeblés{ersryption
mg g§&?ve encrypt ed/ decrypted data segnents (data

pac and sent to and output fromthe data buffers
158 and 168,

[0059] In addition, the user and the computer do not have to know the settings, and
the settings are not accessible to the user and computer, such information cannot be
stolen from the user or the computer to “crack the code.” Furthermore, the encryption
algorithm, the encryption key, and optionally the encryption parameter are practically
changed for every data segment, and which algorithm, key, and parameter to be used are
only “known” to the data segment itself to be encrypted. Since the encryption algorithm,

key, and/or parameter are automatically changed based on certain data contained in the
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respectively. [0056] In accordance with one enbodi nent
of the present invention, the data encryptor/decryptor
wads0s8393 t he encryption/ decrypti on apparat us ROV USZN4/004117
be inplemented in a formof a plug-in card for a
conmputer. Since all of the necessary conponents for
encryption/decryption are provided in the data
RRGEYRENkEE cyhtmdizatiembsty pdn therfrasmitiing sidnandahaheceitihg side
.user/conputer does not have to install any
ISPUErSPELof t war e program for encryption/ decryption so
Iong as the conmputer can use t he encryptlon/decryptlon

part-conpat i Irans ttin
6600 Sy 71kl 6 PRp o D ALISBHES BRI PR B i fesent
ihNStifRfAsebife AbthRNRAtfoRL b4 1R Bleyit. eds SRt BRG. SaCuteR 180.
transmtted through a network or securel stored in . a

182 ob8gen geseerectivRraCHRHEY & BPipt rraATeHEET 149t 1onardtod in
a%@d}ggﬁﬁ U dnk Qmﬁ&ﬁﬁfel‘ft%f ?Qés@ﬁt)in\teﬁ%}? M HeteBbly SidnAdeOiy ption
rea e securely stored data. [0057] To receive or
apeadtumel%nt%ymdel%dmyabe thmce'ah@l/decryptwn apparatus 10 or

r d
FRSHRALSRh LR anp i 0 A ROPRE SR bR
pergmaersd%; 192ppal B se prsgrempvad lidentidally ehdprovided whle thogame
redet.er m ne |rst fr
SEH L b Eahs A0 SRR OB s AT T
tﬁea&mybtmnﬂewpuamrappmms may bemsedfoytﬁoee that anmntpaters%mand

redet ned orvion i.s the Typi cal
{505 KB SR TGPl At Tiali S iR 0% iy pe 624 e 126
\wﬂﬁﬁ ¥ RIANDSUCH @ieat WD it Frafsadisgifon fivm thdrenipehesnd ordmbt doasdeted to
s and the jdentical encryption tables. [0058] In
%& H 48AREYRFE N one enbodi ment of the present
i nvention, the encryption/decryption nodule part 170

in FIG.13) can be custom zed according.to the us
lﬁ’@éﬂd est Ineaccqriance vt opp empprlirgrih fhemgeseit ygntign, pince e T

RLQG 02 BTG ta Jablfet RXRIBABypte, the %nérﬁﬁlon/decryptlon scheme of one
encryption/decryption card can be inplenented in field

priwgrammabibe presgit engaiioncioss patpfips youtiag epsvaichimechdefi
;g{P fc%v1attﬁeeln{% b ¥PSthQHeHRTEY(PE | S’d'éréﬁ@ﬁsdmcfﬁe RPG dEdiScof R¥er).
€ progranme I n accordance W th the user's
Islplédmlfm,oathema,se(\@hege somﬁ@uﬁggn@e)ogzﬂblg dqolgrintp ¢ packet field other
i
e L
sefch: that Mﬁcludsap‘é\e irp hcadseetrldusn@spomtﬁort dféhehdaghiidiéipdeanedl by the

lnﬁgnyptlon tabl es (encryption

[0062] In accordance with one embodiment of the present invention, as described
above, each data segment is encrypted using the two-level encryption. That is, the data
segment other than the first and second predetermined portions is encrypted using the
information contained in the second predetermined portion. Then, the second
predetermined portion is encrypted using the information contained in the first
predetermined portion. Thus, although the first predetermined portion contains plaintext,

the second predetermined portion containing encrypted data (ciphertext) provides
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information). [0059] In addition, the user and the
conputer do not have to know the settings, and the

W@ 2405/088333 ar e not accessible to the user and cPOPUSEN4/004117
such information cannot be stolen fromthe user or the
conmputer to "crack the code." Furthernore, the
encryption algorithm the encryption key, and

adRfilofsl advel oft SREurBN GineP tHeQBcdnd rpmteﬁﬁmétf @rﬁdirﬁ:ﬁidl tE@iehMmmg

changed for_every data nen and Eﬂal %;
OB D A S HETEHS 1 0 T URBI TR e A G R letep Pption
k@?t AR Y e Rdrert teﬁ&%g%u&%aﬁ%eﬁﬁ nC 1y, zﬂfdﬁﬁn shica €& dnbfyption algorithm,

ehcryption al m ke and/ or Laneter are

the) ﬁrenwﬂp@ key. ymé/ ABihE é@crbetsowa@ﬁle&% PRESNHISAGE c¥ M dalp seggent,
it mﬁgﬁ{qugs&mfo didReld cods K& REREL 2at i On betueen the
nsmtting side and the receiving side is
unnecessary [0060] FIG 14 schematically illustrates
[ﬁﬂ&ﬁ xa nWh'ﬁe gfnbgcﬂﬂlehtg gﬁd &%119%1059 &¢ #fs SRRRford H%W@ Béén‘%ﬁo&ﬂ’and
secure conmuni cations Vi I nternet. As shown in
débcfﬁbed,zit wogdbs am&@ent tBhosekBilled anth@nsléhmlgotée quﬁﬁt of this
n/decr
depmemg from. thd e edive rcymtepts mbld:ec r’@lptlm\@nucap ﬂare&tru,sesotl@be
he en tion/ decryption
rﬁﬁﬁ@?@?ﬂ?®Tﬁﬂg”%gﬁngfﬁgP %%@?6Sor 150 as descri bed
above. All of the encryption/decryption apparatuses
190, 192, and 194 are programmed identically and
provided with the sanme settings, for exanple, the sane
hash keys and encryption tables. As shown in FIG 14,
the encryption/decryption apparatus nmay be used by
nore than one conputers 184 and 186. For exanple, the
encryption/decryption apparatus 194 may be used with a
hub within a LAN such that all data transm ssions from
the conputers or host connected to the hub are
encrypted. [0061] In accordance with one enbodi nent of
the present invention, since the |P header of each
dat a packet is not encrypted, the
encryption/ decryption schenme of one enbodi ment of the
present invention does not affect routing or swtching
of the data packets via the Internet or other networks
(i.e., operations in the network protocol layer). In
addition, in the case where sone routers may possibly
| ook into a packet field other
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than I P header in their routing operation, the first
predeterm ned portion can be selected such that it

WO p@b08ss83 t he | P header and such portion of theCHEBZ004/004117
field to be used by the routers. [0062] |In accordance
wi th one enbodi nent of the present invention, as
descri bed above, each data segnent is encrypted using
the two-level encryption. AldMI s, the data segment
\géQer th§g Lhe first and second predetermn ned portions
VR S IPUIEdE using the i nformation contained in the
Isec 8 Adnpthed e%reﬁyp' to@ aphaealll ipﬁﬂ:essiﬁg&lgta, ﬁa!itEmStﬂiﬁd) Béhprising:
predet erm ned porti is encrypted using the

i nf of TRELY 2 E]b‘ﬁ’?@f ?f‘gglt% FEPFYSTE i r st predet er i ned

por t k@Retink % cadt daftOdégmetthSsdt bf Slcrypries i@ FAtiREBhsed on data
ortion contains plaintext, the second predeterm ned

por . .

cpriRnPdin & BifdePTRiAg] M?ryﬁthﬁd@aaa%eg@e%ﬁ 'plePrcExRtyd; and
providesaae dbRidh séaNet us‘?ﬁ%t%@ G IoF Eory pHoR S0P oS REQRY for
predeterm ned portion and the remaining portion are
the/dsfacsgmentner ypt ed by a different encryption

algorithm a different encryption key, and/or a
different encryption paraneter. In addition, since the
2encr Jpeinmthad f staimHnyhehia seidoelpgitngenmprsing:and/ or t he

encr ' ter. ar .

R R B R S
enogetiday paametekior each@aG3Zpgittit besed o dati darvostaaad in the

a &}cq&iogabgf this invention have been shown and

P escﬁPbe&? %™ woul d be apparent to those skilled in

the art having the benefit of this disclosure that

many re nodifications than nentioned above are

3poss FE%éHWCEthfﬁkalrﬂépE’Bﬁe’ﬁ‘gga‘g%lﬁfql%éj MRVt i ve concepts
here génerI%l%, For\eadi dMseﬁmBﬁI foﬂﬁ@frcf)ﬂlﬁ;ﬂa(@bntbiﬁecgﬁi (;che
restricted except in the spirit of the appende
Pé?dﬁﬁe%}@ERPmn\%%é}%e W erarHeddis: 1. A nethod for |
Cry PEORERY ©Bbt SheRpAEE mFbriftisipdstociae Witk Rekbrated value, the
conprising: receiving a plurality of data segnents;

selef epeiyRton M matiemingliding ¢B ghemrtion glgeathng an speyRtioniksy, and
o bR 15BnI 8 Hhetglat a contai ned in a predeterm ned
portion of e data segnent to be encrypted; and
encrypting each data segnent using the set of

4NCHYRLI JdVrRARY! QRershl sERlelerky 4 Af1ctBhBrigEImENt -

hashing the data contained in the predetermined portion using a hash key.

5. The method of claim 3, further éomprising:
providing an encryption table containing:
~ an encryption type identifier;
an encryption key for the encryption type; and
an encryption parameter,

for each entry associated with a generate value.
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2. The method of claim1l1l, wherein said selecting

conprising: changing at | east one of an encryption
w@bk@ssgshin an encryption key, and an encrypt i POT/US2004/004117

paranmeter for each data segnent based on the data

contained in the predeterm ned portion. 3. The nethod

of claim1, wherein said selecting conprises:

6.9enemhathffod b0dlaifAG WheRtAthS pedeBimingl poadidtecohipgivesdat a
contai ned in the predeterm ned Egrt ion_of the fﬁt a .
segridhtt prageieraunsdorting far selactipg @ BEsEFSS BE FsHYRUAR SRR SH

thB FRP Sk BbREriWhE B i 8n APRRINA LAlitHR | aitst dnb§ p&T kedf and optionally
encryption information including an encryption

a Bisyawetypitiep parameerapgt i on key, and optionally an
enc ra‘@;@éé@%r%@ét@rme%rportﬂm D& NP oHd Gt 8f dRclrption

wherern's generating a val ue conprises; hashing the
inftamatiang whesened sehcanipsismeadeead wierapbignaigaridmisiepida
hash key. 5. Th s 3ambRE t her
e%@’l%?lll g%%ga:n dBP%O\%ag?%g&gﬂgérﬁcg#@%%oﬁ% abl e cont ai ni ng:
an encryption type identifier; an encryption key for

t he encryptiop .t. .and an.encryption.naraneter, for
Teacribry o4 baEs g AR REGLERE AT OTE e

met heskieingal datarsrdam evbrdign plhelifyref deth @aekieseehch date panket

conprises. a first predeterm ned portion for selecting

cogrespqndinectea dafa seefint i on i nformation, the first set
conprising a first encryption algorithm a first
encryption key, and aqpti onal a first encryption

8par a ré‘P*:hOQﬁéc@nééé‘gﬁﬁenbﬁ’@dj’é%%&eﬁim’érﬂmﬁ ?41§E°@garlns data for

a SRk BotdcB 15eS 85PIE s&Bhd Bled &BGHiNdd fiodibn SOhRIHEIkiadHY 2 debidnd
second set “conprising a second encryption al orlthr? a

protaseliay axnwhistn the ResProgasal 1Y A9 ARFY %alhth% é%CBH% protocol layer.

encryption paraneter. 7.:The nethod of claim®6,

wherein said receiving conprises: receiving a data
9st r eBm ingthiod f elginy7prherein theyfirgpregdgicsmingé Rufign is@g difernet

Pfjo%c%‘l (ﬁ)ﬁ\f ﬁgatder of the data packet.

10.  The method of claim 9, wherein the second predetermined portion is a selected

portion of a data field of the data packet.

11.  The method of claim 9, wherein the second predetermined portion is a

Transmission Control Protocol (TCP) header of the data packet.

12.  The method of claim 9, wherein the second predetermined portion is a User

Datagram Protocol (UDP) header of the data packet.
13.  The method of claim 6, wherein said receiving comprises:

reading the plurality of data segments from corresponding sectors in a data

storage device.
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corresponding to a data segnent. 8. The net hod of

claim7, wherein the first predeterm ned portion
w@omsasssss data for a first protocol |ayer, andP€h®S2004/004117

second predeterm ned portion contains data for a

second protocol layer, wherein the first protocol

| ayer is lower than the second protocol |ayer. 9. The

141et had nQihoalod dRih, 13WvaEeinAhd fist pred@érniicadttn nagt selected
portion is an Internet_ Protoco he(?der .of the

. . (1P .
PIHeTHIn g ewetin 2qdpta SFWégf‘rr‘éetVFFGoan&ftLﬂeﬁPﬁ‘ﬁ Redefpmingf poftigp is a

Se%@rﬁpsggct?&ﬁ%ggrim}@%ga&grti on is a selected portion of
a data field of the data packet. 11. The net hod of

claim9, wherein the second predeterm ned portion is a

1§ranﬁfyr§%ag¥ﬁégﬁ%§hg§[eg%&ﬁﬁish{g@) header of the data

packet . claim9, wherein the second
pr edatwpirigtbd spemnt prdeiegmiaed ButioDatiag)tha fiFyt 6t 6€ encryrpP)
in?%%g%n of the data packet. 13. The nethod of claim 6,
Whereln said receivi ng conprises: reading the
plurality of data segnents from correspondi ng sectors
i n dat tQ e ice. 14 The. met hod of claim 13,
lémher eﬁ“ﬁ%?‘i’r"?gfn %?ég@te{e?onrﬁlpﬁ%ggporti onis afirst
sel egtgptipohéiremainihgdpottatodthei datazegata using trgecaid $¢to,
and the second predeterm ned portion is a second
eRcEYPELR BR8P on in the sector. 15. The nethod of

claim®6, further conprising: encrypting the second
zredeterm ned_ portjon si.n%lthe first set of
Vencr Pstmesied; i Spirats Sthen 9PAsEeet hod of cl ai m 15,

f ur t Wekra G Efdrded GRLIEREAITEr d0B of @8BIHBInAIGlaROeEmas, the

of the data segment using the second set of en%{e%/pt j O
enonfRiedAiatd seement7havipge fisiiesisteminedl apitione: sepqpdyppegetermine

SRR 0 b AhaiSBShAtohEe Rkt BRAEKPLIASH Satich CRABIEN the Sfiginal
peagqﬁ’ ao‘? t héju or ?g’. nal dgt a glggrrent S, I?ﬁfe_ encrypted da% a
dsegribacorteaninalinafifst prodetgmarsdmertianme thossieiiabiits segeeioiy
sé%%ﬁad&%&%}}xﬁh%& portion containing the encrypted data of the corresponding second
predetermined portion of the original data segment, and the remaining portion containing

the encrypted data of the corresponding remaining portion of the original data segment.

18.  The method of claim 17, further comprising:

transmitting a plurality of encrypted data segments as a stream of encrypted data.

19.  The method of claim 17, further comprising:
storing a plurality of encrypted data segments on a data storage device, each
encrypted data segment corresponding to a respective data sector of the data storage

device.

20.  The method of claim 17, further comprising:

receiving the encrypted data including a plurality of encrypted data segments;
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portion, and a remaining portion, the first
predeterm ned portion containing the original data in

wo b@sogsspespondi ng first predeterm ned porti onPOf/UB1964/004117
ori ginal data segnent, the second predetermn ned
portion containing the encrypted data of the
correspondi ng second predeterm ned portion of the
or i GelB@ingdfel 8ach@gEBMted dandeghent) e st oinpoptibwmformation

contalnlng t he . encr ted data of the_.corres

bt ARSI o S ARRACIST G RATCR 4 TP @W@F*?E%attgegmem
The qBl P@A& tfe énce}t;ﬁbdm;ﬂtg corftaifidde theC@EqHdl Iﬁfd:d’a:&rmmed portlon of
transmtti plurality of en rypted ta segqgnts

cagh GHOFIFH R SHBPY IS (B fEE sel 6f erpRkptie IierRgoR Sefladpr the
m&%,ﬁ%dﬁ&ggén&@npr|3|ng storing a plurality of
ted data segments on a data storage devi ce, each
enc rsygt?m ﬂmwhseegmtﬂd datsrsepraprioieRenc st of sneypleR i ve
1ngoq#11§t1 AR othe by SRA aat§5%@9&og@¥ﬂe8§emﬁged ﬁ'd?‘ﬁ’orfr@ﬁd"' od
|n1f¥1 ?urt er conprising: receiving the
e n C r@epnyetmgjtat: eeniafrming gprign af gAch cadryptyd déta seganoppusnt Hat a
t. nt, a
SRR UGBS EG hBpli Ol o RRRD EE KRG ERERIT
contalned in the flrst predeterm ne portion of the

ncr t.a, se decr.ypti.n
2 ]ﬁont ﬁ’ée 9%‘3 fcﬁlgn Whé P rs'%1 Sterm t}egﬁrS?g}my 1%3& eacaﬁlon
ceneisyPt ed data segnent using the first set of

Ceoriehire b BetTohes oo car s S aieu e UBLRE T e

p&EEPHThS&lc e&mmfy@hm@m i nformati on based on the
decrypted ata of the second predeterm ned portion;

and decrypting the remaining portion of each encrypted

rflat anReRRIt ofURiA B 1t RBcrSRGRIAGAEhtin) the Afst Vlhié @cﬂnprtses
infornmati on sel ected for the encrypted data seg

21. heplingrihenaig contamediitih Girst grrdptefminedperianded t{rﬁ@t has

%yrst .encryption information conprises: generating a
irst value fromthe original data contained in the

first predetermned portion of the encrypted data

23¢9 nﬁ[etmeﬂ%?d %fgbasx} 2 RE Wﬁgrefﬁfsaﬁll s@iegﬂu?g ti]te sMBRA &lcRypridh d

generating t rst 'val ue conpris
information comprises:

generating a second value from the decrypted data of the second predetermined

portion of the encrypted data segment.

24,  The method of claim 23, wherein said generating the second value comprises:
hashing the decrypted data of the second predetermined portion using a second

hash key.
25. A method for cryptographically processing data, said method comprising:

receiving a plurality of encrypted data segments, each of the encrypted data

segments having a predetermiined portion;
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hashi ng the data contained in the first predeterm ned

portion using a first hash key. 23. The nethod of
wWeb@s088893 wherein said selecting the second ePCT/YR10000mM04117

i nformati on conprises: generating a second val ue from

the decrypted data of the second predeterm ned portion

of the encrypted data segnent. 24. The nethod of claim

23, s¥B&me] 0r &2h An@PMed @itk Begnidng asecsirdcryplidbeinformation based

conprises:_hashinq t he decn%gtég data of the second
onffatafeniaingdl incthe ppetPEHnd R REOO BT By et dptacepmenis andy

et Iagﬂylgtﬁfg e‘é&ﬁ’éﬂc%fe@%ﬂa%@hﬂrﬁnt%ﬁ? @RSdnde pHlad Mforsdtien

met hod” conpri sing: receiving a plurality o f encrypted
selgeted fos dipramptypted dalélkegment.he encrypt ed data segments

havi ng a predeterm ned portion;selecting, for each

encrypted data segnent, a set of encryption
26, nf diheatethod off el 2D rvhdeira sBé peledting gomprisere

pred 1N rti r :

B T R e S b P e, SR g e
predetarmiied portion b Otheetdrprieds@dte segmbnf,end t he encrypt ed dat a

segnent. 26. The nethaod. of ¢l aj [ Al

o SEping e eRei AR Enafin b Befilea WERE Bl vapuc, e
sefléft dciypidtEiRnformationdheledifig amentaysionaigoaitmedniencrypigon key, and

preqeternined potti?n of the encrypted data segnent;
oPHARR Y AN SEEYRYPIPYARCSt  encryption i nformation

associated with the generated val ue, the set of

encryption i nfor igon incl.yding a n encrypti.on
251 R ERAROL CBHE Pt e Ry LUl g BBl S P raeT
encriyipinOife Bah 3BREiIRED in2b prEf@ediBhdIqhridn Wi ahadbkey.

wherei n said generating a value conprises: hashing the
data contained in the predeterm ned portion using a

2812 Mk & ¥ethod®r BRI 2 MELARE Bhnphikiak:m 27, further

conprising: providing an encryg ion table, the
encroypitidiog an etsryption tabki WerrgcryanonigblerprBNg ype

I de rb‘ﬁ' eBér?ﬁt;ion type identifier;
an encryption key for the encryption type; and
an encryption parameter,

for each entry associated with a generated value.

29.  The method of claim 25, wherein the predetermined portion comprises:

a first predetermined portion for selecting a first set of encryption information,
the first set comprising a first encryption algorithm, a first encryption key, and optionally
a first encryption parameter; and

a second predetermined portion for selecting a second set of encryption
information, the second set comprising a second encryption algorithm, a second

encryption key, and optionally a second encryption parameter.
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an encryption key for the encryption type; and an
encryption paraneter, for each entry associated wth a

w@emsnsgsesl val ue. 29. The nethod of claim 25, MMIEPUS2004/004117
the predeterm ned portion conprises: a first
predeterm ned portion for selecting a first set of
encryption information, the first set conprising a

3¢.i I Sthe@REodIfictin 29, gkiddvand racdivingtcomptisegpt i on key,
and optionally a first encr Jon paranmeter;: an
secdREPreHeTERieA daf2 furm 18%‘&%1 'f‘réﬁ i Oﬁﬁn‘gyétg‘g 8%%1

paRRits, hctedmeryyRH AR phdkbdoffBdpofding tib1n SRe@Iel dutd segment.

conprising a second encryption algorithm a second
encryption key, and optionally a second encryption

3Par afRLEHhIbS RS 30RIHARSh B fifsk PhrdBePminel 6o cS@hiels data for

recel ving conprises: receiving an encrypted_ data
a §tst pratpcpeyanding feseqond prereterniged portpy pindgingdatafor a second

plgﬁgglq{?fé)r/ RReH, SO Gy g&%oﬁ%}% if%%? thaf A s%@&ﬂ'}ﬁbt@&)ltlr%rgr.

n en pted data segnent. e met hod of claim
wherein the first predeterm ned portion contains data

or first I S,
L e T
PiprosdlOER) hehdey of the dtiepasket. t he first protocol layer is

| ower than the second protocol |ayer. 32. The nethod

of claim 30, wherein the first predeterm ned portion
33.S drhelmétesdetclaiPn 02,0dekeif hPedomdpecdeiminké pddiba is a selected

acket. 33 h t hod. of claim 32, wherein the second
p@?@%@é%ﬁ#ﬁ%ﬂggégggﬁ%ﬁmkg'a sel ected portion of a data
field of the data packet. 34. The nmethod of claim 32,
wherein the second_predeterm ne ortion i.s a .
S TS OLE £ B VISFoR G S1oopT EBy e PROP i dat a
TRaGkKBLion 88ntrol PRII¥BE (TCW) Réaded Aithe dda pidrer ei n the second
predeterm ned portion is a User Datagram Protoco

(UDP) header of the data packet. 36. The nethod of

3£| ai M2 Reth WG cBiM 3531 Krdif AR lsddoRd QIR INGRE pofRAN NUser
the plurality of encrypted data segnents from

Detegraasiyoieao (DB Ekaadero! the datagaelectst or age devi ce.

36.  The method of claim 29, wherein said receiving comprises:
reading the plurality of encrypted data segments from corresponding sectors in a

data storage device.

37.  The method of claim 36, wherein the first predetermined portion is a first selected
portion in a sector in a data storage device, and the second predetermined portion is a

second selected portion in the sector.
38.  The method of claim 29, wherein data contained in the second predetermined

portion of the encrypted data segment has been encrypted using the first set of encryption

information.
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37. The nethod of claim 36, wherein the first
predeterm ned portion is a first selected portion in a
W@ ewbo0888P a data storage device, and the secoPdI/US2004/004117
predeterm ned portion is a second selected portion in
the sector. 38. The nethod of claim 29, wherein data
contained in the second predeterm ned portion of the
3®&NCriptdhddaif alage gxgwﬁerdim&tbmmimd:'mym mdlaim';ﬁgmz})rtidsreof the

first set of enpcr i on infor The hod of
crep i B8 st B PP B STROLE FHORRE! PETRIREH
inRSkiign of the encrypted data segnent has been

encrypted using the second set of encryption

i nformati on. 40. An apparatus for cryptographically

4T OCLS HiABnd %&wﬁ%ﬁcﬁllﬁﬁmc@ﬁhng%ﬂ C(ﬁhlf.ﬁrfsﬁ{g adapt ed
to receive data 1 nclud lurality of

segrasringtt baﬂﬁer@ﬁww@ F@ﬁlVﬁéﬁa meludang,e elarath&v %frﬂffwﬁms% h
dat a, S A FORap R4 {o%c&%kﬁ@aia%eéﬁérﬂ I nput

buf fer and said encr yption nodul e, said controller
bel regcoattalir eduiles! to éaué amuibuster ansksaid ercyyntiop module, said

cont err{)% g%ﬁ rﬁt&f to %9«%& aqa gﬁﬁ%ﬂtmﬁ)%ﬁgo ga%ﬁ gatg segment

a ne tern1ne rtion o
b&eg e ddta tcmtdmaadem e pgﬁpetemm@rmrtm wlithepdata bﬁgﬁrfeét tOd@L?pPréﬂted
aj{ said controller and said encryption nodule, said
But put buffer being adapted to output encrypted data
i ncl arddungnt auﬂﬁdrlamaﬂéctty s@ifl cenoilypnethatixinarypagnentsle, safd

oA 005 B} Sl B S SR Bl

demesoyRhison key, and an encryption paraneter for each
data segment. 42. The apparatus of claim40, wherein
sai d encryption nodul e conprises: a plurality of

48NCT YiRd 4,pR R0 6 Aff 408 FBteid RS Y Bt lfer @AgHgBEAt least one of an

corresponding to a respective encryption al
euBYPLPh AlZaHHEY &R RETPHOR ke AR enGRatieR ﬁaréﬁﬁek?g g‘ﬁ 5{?&% n

}e further conprises: a data buffer coupled to
each of the plurality of encryption engines.

42.  The apparatus of claim 40, wherein said encryption module comprises:
a plurality of encryption engines, each encryption engine corresponding to a

respective encryption algorithm.

43.  The apparatus of claim 40, wherein said encryption module further comprises:

a data buffer coupled to each of the plurality of encryption engines.

44,  The apparatus of claim 40, wherein said controller comprises:
a data selector adapted to select a predetermined portion of each data segment;
an encryption selector coupled with said data selector, adapted to select a set of
encryption information in accordance with data contained in the predetermined portion,
the set of encryption information including an encryption algorithm, an encryption key,

and optionally an encryption parameter; and
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44. The apparatus of claim 40, wherein said controller
conprises:. a data selector adapted to select a
w@r@dessseiri ned portion of each data segnent; amCT/US2004/004117
encryption selector coupled with said data sel ector,
adapted to select a set of encryption information in
accordance with data contained in the predeterm ned
pOr dni édELypttida coafkolRE adpedyPidlanaiddcava@in @ncrypiidniedping based
an encryption algorithm an encryption key, and
OHGﬁFP%WQ%Py"gﬂmgﬂg?yption par amet er; andan encryption
controller adapted to select and activate an
encryption engi ne based on the encryptjon infornmation.
45.45, Twpﬁb@ﬁ%%t‘%?ém&@: \‘fh%{?lﬁﬂsﬂg co @F%’lg’ﬁ{l%ré‘ri(ﬁm?ﬂ?ﬁ% rol | er
furf hle SONRLbS&upled to/ A DRNRT0RLRNIEDW M Bdratdn Fadbedfrom
data selector, adapted to generate a value fromthe
thedategoriainediin & nredetarmingd é@i‘%‘f’@r m ned portion. 46. The
apparatus of claim45, wherein said value generator is
adapted to hash the data contained in the
46.pr etestapparatedofptaimidonwhertingaid vhlae Berleeajor isiadapfyeiio hash the
. 1. - i [ cryption
dmgg%?%%%ﬁgf&%Bﬁ%g%ggéé%%%gﬁiﬁ%é%%ﬁ%ﬁg¥§gIe cont ai ni ng:
an encryption type identifier; an encryption key for
the.encryptio € and an_. i on SN Aol
AN L e e e S S R
encayifian adbliscoiitainim@t m 40, wherein the predeterm ned
portion of.each&gatﬁ.segnent conprises : a first
pr eYETEPRUPEIROFETBIS and a second predet er ni ned
por id @BrypAfbn kBN EoraPedcaiptisn Bfpecndi m 48, wherein the
plurality of data segnents are data packets in a data
st r BRI Far at us of cl ai m 49, wherein the
forfehdliSdntr) QLSS REIWIRE ghdtedmIgoNnt ai ns data for a first
protocol |ayer, and the second predeterm ned portion
contains data for a second

48.  The appaxatus of claim 40, wherein the predetermined portion of each data
segment compris es:
a first predetermined portion; and

a second predetermined portion.

49.  The appaxatus of claim 48, wherein the plurality of data seg'ments are data

packets in a data stream.
50.  The apparatus of claim 49, wherein the first predetermined portion contains data
for a first protocol layer, and the second predetermined portion contains data for a second

protocol layer, wherein the first protocol layer is lower than the second protocol layer.

51.  The apparatus of claim 49, wherein the first predetermined portion is an Internet

Protocol (IP) header of the data packet.
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protocol |ayer, wherein the first protocol layer is
| ower than the second protocol |ayer. 51. The

wappansgsas of claim49, wherein the first predetBURI0NEM4117
portion is an Internet Protocol (I1P) header of the
dat a packet.52. The apparatus of claimb51, wherein the
second predeterm ned portion is a selected portion of

sA datiR bpfhits Of cldife 1 heheReiR 8 kedond predetdidEnanpaticat i of
clai m51, wherein the second predeterm ned portion is

selected apgion 9§ o defa feldiof Bre detp ei€ol (TCP) header of the
data packet. 54. The apparatus of claim51, wherein

t he second predeterm ned portion is a User Datagram
5% ot Breapparypryf daimddr Whrrein His sekpngd pppdeiRigginedppriiopn s a

' | kty of data

T%g%@gﬁ?ﬁé%@%?gﬁcféglr g@ﬁﬁghgé)?g% sc{%%ﬁ{aagleelt devi ce. 56. The
apparatus of claimb55, wherein the first predeterm ned

ortj.on is._a fir e - ' ' E .
5Lgat afhég‘tagp%r%tgs 3%0\}%%5,%’ g’ﬁ%&ﬁﬂg %g(é%gﬁgad%@re (ral?e m nneéISn(1 Bser
Dpiagiindiotosol {UDET vadersé theclhiegagdet.t i on in the sector.

57. The apparatus of claim48, wherein said controller
conprises: a first encryption table for selecting the
541 1 Sthesaéth@f ofeMtmyip] witfein e prunality ofdabasenenard atators in a

contained.in the first predeterm ned portion; and a
dala igiage 8¢ pt i on tabl e for sel ecting the second set

of encryption information based on data contained in
the second predeterm ned portjon. 58. An_apparatus for
56r y ptisgpapaiue af $lgimyre Magsn iy fl&%ltpé‘?d%?lﬁ‘ﬁ‘ﬁ‘?? B‘%ﬁ&“ ah Birst

sdl MRt oRiUnfif h s@UHRA dath Qo BEC@IVILR, MdRhdNeddrdipredefermined
encrypted data segnents, each of the encrypted data
pertighisrtsscand velagedpprieda thersaiiofed portion; an encryption
nodul e adapted to decrypt each encrypted data segnent;
a controller coupled to said input buffer and said
Sdecr Vipt dpperatws diitlaim Savliereinneif 6pntellenenpgisgsdapt ed t o

sel e . Vi) i i ; ;

cncr S EaRERiEh o RLAR el P A i R ation based
opded etreainddie thepfostpredeterhinedyeoréers eypt ed dat a segnent ;
andan_out put buf f I ' : :
sai d* 5% yeFI)]tCIl'yg ﬁor}r%élﬁﬁcgrtéglggﬁlgtﬂ% s%@dnq sgtod’fteﬁ&%tﬁ)ﬁ 1ﬁﬁgmat10n
based on data contained in the second predetermined portion.

58.  An apparatus for cryptographically processing data, comprising:

an input buffer adapted to receive a plurality of encrypted data segments, each of
the encrypted data segments having a predetermined portion;

an encryption module adapted to decrypt each encrypted data segment;

a controller coupled to said input buffer and said decryption module, said
controller being adapted to select a set of encryption information for each encrypted data
segment based on data contained in a predetermined portion of the encrypted data

segment; and
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out put buffer being adapted to output decrypted data

including a plurality of decrypted data segnents. 59.
wab@sagssas at us of cl aim58, wherein said decr ypeT/082004/004117

nodul e conprises: a plurality of decryption engines,

each decryption engine corresponding to a respective

encryption algorithm 60. The apparatus of claim58,

wh e&rﬁfbut?ﬂ ibafrelastpled toGid BB tbBerfaua ke de Pptpitaile, &id
data buffer coup to_each of the p] ural

| ed h ] ty. of
outgRICHHE beshe B ssoutRy decryated gpvaplising 4 PluseliprgTgorypied
dat¥B&einfy. sai d control ler conprises: a data selector
adapted to select a predeterm ned portion of each
encrypted data segnent; a decryption selector coupled

5o t"ﬂhesﬂjpgraﬁ@%?cﬁiﬂ{ 53&9Wércinagﬁ@ﬁ@&yﬁtﬁ)n%cﬁ%coﬁlgﬁ%s: of

decryptrton information in accordancew th dat _
cont piuradity ¢frdetiyptiqureaginese eareinderrymiioniengine edreespandingfto a
ecr L on. | Jmtion including an encryption
r“ﬁ?%%?%%ﬁﬁﬁwgﬁﬁéﬁ@?bption key, and optionally an
encryption paraneter; and a decryption controller

adapted to, sel.ect d.activa a decr e’ [ -
0 pac B Syretis SL Bl B HuReh 18 fed i B AR B e
of glah bulsd coupiat teiearhaditet pldlitypbf decrybtiod breines.
conprises: a value generator coupled to said data
sel ector, adapted to generate a value fromthe data

61.CONTR¢ &aratud of BieinpsS; dateirsaedommllkei mprids: The

apparatus of claim 62, wherein said valu nerator. is

Adapieasterieadrirtie St & oAt a TR ook enerypied daed
segie@glet ermined portiomusing a hash key. 64. The

apparatus,  of claim62, wherein said decryption

cont AefrYRiion eelaqsPr cowRiediithe maldyiata ssircionisaPedbiRtsaleriag: of
de&gptﬁ)ﬁqﬁﬁsﬁhatfaa it YRR&rdhite With H8E coRin&NG NPt @RerkMed pftion,
the encryption type; andan encryption paraneter, for
theesgicdf depry pijonaisomition deplugingh ap cpayiiion algogithg| agencryption key,
and optionally an encryption parameter; arad
a decryption controller adapted to s elect and activate a decryption engine based

on the encryption information.

62.  The apparatus of claim 58, whereira said controller further comprises:
a value generator coupled to said daxta selector, adapted to generate a value from

the data contained in the predetermined poxtion.

63.  The apparatus of claim 62, whereira said value generator is adapted to hash the

data contained in the predetermined portiom using a hash key.

64.  The apparatus of claim 62, whereirx said decryption controller comprises an
encryption table containing:
an encryption type identifier;

an encryption key for the encryption type; and
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65. The apparatus of claim58, wherein the

predeterm ned portion of each data segnent conpri ses:
w@2G05/08889pr edet er mi ned portion; and a second PCT/US2004/004117

predeterm ned portion. 66. The apparatus of claim 65,

wherein the plurality of data segnents are data

packets in a data stream 67. The apparatus of claim

66, WheicBiphot pRathétérst predet ermined portion contains
data for a first protocol |layer, and the second

forgaduaiiyepropialgd patb et idtaiYss data for a second

prot ocol |ayer, wherein the first protocol |ayer is

| ower than the second protocol |ayer. 68. The
65.appahatnperais of¢laiini % whevpie thenrederamined pprtigp eHeack AdR ned

%%H: 4s&.an Internet Protocol (IP) header of the
5 ata%gbéifet. 69. The apparatus of claim®68, wherein

t hea §iest pradetpmérpdtpertivhinagad portion is a sel ected portion
of a gggaa%%ge@gjﬁi&g t e data packet. 70. The apparatus
Farm B8, PR R

of C erein the second predeterm ned portion
is a Transm ssion Control Protocol (TCP) |ieader of
t he.dat a cket... 7 he .apparat f. cl.ai
et B FIERGS SEUBRE AT AR MBS G B Yy g
padBatsdg e dam Rraatocol (UDP) header of trxe data packet.
72. The nethod of claimb58, wherein the plurality of
data segnents are sectors in a data storage device. 73.
67 The TapfRE@tud 91 elhinCé@ wietein twhsieiredetdimirfed psition contains data

predeterm ned portion ig a first selected portion in a
forg B GROPTP Lo gaPal bp o PERATIFEBICE AEFOOR GGt or @ ecnd
pradé RURLE! Whéred 1ROk filod &1 18y GeSRMEr Sigh @klsetbnp pfdtdcdNlalét.

the sector. 74. The apparatus of claim58, wherein

said controller conprises: a first encryption table

68f O TRELLGLLRGS LiBSh §d, WRErSR thedrsOREd YRR pbtoR i HR ThRhet
based on data contained in the first predeterm ned

Prajeqol (IBhheadeipf thesletagdeketner ypti on table for sel ecting
the second set of decryption information based on data

contained in the second predeterm ned portion.
69. The apparatus of claim 68, wherein the second predetermined portion is a

selected portion of a data field of the d ata packet.

70.  The apparatus of claim 68, wherein the second predetermined portion is a

Transmission Control Protocol (TCP) header of the data packet.

71. The apparatus of claim 68, wherein the second predetermined portion is a User

Datagram Protocol (UDP) header of thre data packet.

72. The method of claim 58, wheresin the plurality of data segments are sectors in a

data storage device.
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75. An apparatus for cryptographically processing

data, said apparatus conprising: neans for receiving a
wphwsagispy of data segments; means for sel ectiPQT/UBIN4/004117
each data segnent, a set of encryption information

based on data contained in a predeterm ned portion of

the data segnent to be encrypted; and neans for

78NCr YRS Appara@R G cldiad 72, Segfsivhe Hisst p@ddtd?tﬁmﬁaﬁtpoﬂifon isa ﬁrst

encr ptlonlnformatlon sel ected for_ the data
selgctednstion i &sagieisn 413218 Slorase ASVICANT BF FFC%%qa WS o
poRiof & d fBordNBRE.E paitioh MARS scede Oof an encryption
algorithm an encryption key, and an encryption
paraneter for each data segnent based on the data

760Nt gh 0 af'aﬁlstotﬁ Elaf ¢ %Jh%fe‘fﬂ RRORRIHek Ofnprikés: The
appar at claim 75, wherein said neans for

sel eefirsh gn%mﬁ@rl itablesfor selagring the firyjatief dacryingon fprmatierbased
oA ah@ SRGHE h@ﬁ%@ﬂr%‘c&%ﬁ‘gﬁg BnGagt ained in the

predeterm ned portion o ata segment; and neans
f or sedcend envgyptios tabledbr stectingthe ssoidrdeboliigerypiion information

associ he set of
béseﬁ oy d?n% %gnt}‘,"mn%%rnﬁa Seg(ﬁ{aﬁj% © gm\r%lghgn eﬁncr yption

al gorlthm an encryption key, and optionally an

ncryption para a tus al Jas

o7 BR Bt S R ER L Bhiapt Sy IS RRB R, ¥ FraGhl P dsing

neagﬁqeﬁ@rfomséiiuﬁgaph&h@a‘bfaiamegmenﬁeg in the )

pr edet er n_.u as . 79. T .

B b A HSOOT TR i PHEh S ERBF GO P BEon e ogbased

oRIdeMicBhtRigledih FedeyRinindd pzmipﬁa of #le Bith §dgBient t8Be SMEYHIGEL baD
| key for the encryptlon t and n en

par AERORSETRNEY Bh e PR batEdRese) o LD PO indppgation

sEIBR& Rt HR d8fa segRds 75, Wherein the pr edet erm ned
portion co nprises : a first predeterm ned portion for

selecting a first set of encryption information, the

%i r S%h@%&pa&mhﬁinﬁl% thefeﬁr%auﬁ'ﬂgarn)! RirisQBctik gﬁ’e[ngEMﬂea@t one
Irst encryption ke , and optionally a first

of picengpitption algarithme ereencryption keys aebadnpiy Bt paFamates dor each data
s?%(ﬁl&ult Q;Qeé 81[1 th%%hﬁ%gﬁtﬁge@ln%ﬁ&ﬁg&jet&%neg &01%919 rypt ion

ormati on e second set” conpri Si second
encryption algorithm a second

77.  The apparatus of claim 75, wherein said means for selecting comprises:

means for generating, for each data segment, a value from data contained in the
predetermined portion of the data segment; and

means for selecting a set of encryption information associated with the generated
value, the set of encryption information including an encryption algorithm, an encryption

key, and optionally an encryption parameter.
78.  The apparatus of claim 77, wherein said means for generating a value comprises:

means for hashing the data contained in the predetermined portion using a hash

key.
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encryption key, and optionally a second encryption

paraneter. 81. The apparatus of claim80, further
W@ oios8ssPng: nmeans for encrypting the second PCT/US2004/004117

predeterm ned portion using the first set of

encryption information. 82. The apparatus of claim 81,

further conprising: neans for encrypting the remaining
79 POT ThdippafandsBe cldt 77, FaeP&mp#Ringg t he second set of

encryptlon i nf or mati'on. 83. The appar at us_ of_cl ai m 82,

f ur TS TIRTPYIFBE AR SnGREAieE HPS #degtéffﬁ%r At oGP ERY feFdhed
eng tRnSGRTER anf Abry @S paRfmdid? GssBEihiB Gﬁth aGBheats SAMRNT S,

e encrypted dafa segnment having a first

predetern1ned portion, a second predeterm ned portion,

0 an dei‘e ﬁgﬁh@ R G074, 'v@f%ren{ He RFeHétéﬁlﬂd%gﬁtoﬁr Bihsles:
rtiod contai ning the origi data i'n

c o r & Esyppredétergnifiddrortiqurfeksteeting nférdt ssbefianenpiéfn fifermation,
the%%rPt% L1 c%mé)g %nglaﬁff‘% gﬁ{}mloé%%oég@gg% dsg L tﬁ%l %&e gnd optionally
aihﬂmm&gﬂmm@mmm%&cmﬂd predeterm ned portion of the

ori |naI nt nd e renai

cont s R e A s A PRt B 5hiPh
infoRiof thgscpeid SeOct’banrlshEa safoh@] emayptidabgosibge nstecﬁitl The

a tus of clajm83, furth r conpr.i sing: nmeans for
en‘i"?&ﬁ? e}(ﬁnﬁ GPe 1150? SiePpq engpyp mp@;%ﬁgar data segnments as

a stream of encrypted data. 85. The apparatus of claim

further caonpri ans for storing a plurality
810f Eherpatadt © 8?5?2%3“%m¥§“ﬂﬂwﬁgdata st orage devi ce,

eac ﬁe%%ﬂ@ﬁ:ﬁ?tlfi’gﬁﬁ‘@ s&RAIBRYct&Rilca ppAdd ufigy tHe Arst set of
respective data sector of the data storage device. 86.
enqﬁ@“@p@@ﬂﬁ@%@ of claim 83, further conprising: neans
for receiving the encrypted data including a plurality
of encrypted data segnents; neans for selecting, for
82eacﬁh@muﬁvpﬁé@0@&m&1é@@ﬁ%ﬁﬂmﬁﬁﬁﬁlrst set of encryption

means for encrypting the remaining portion of the data segment wtasing the second

set of encryption information.

83.  The apparatus of claim 82, further comprising:

means for generating an encrypted data segment for each of the original data
segments, the encrypted data segment having a first predetermined portion, a second
predetermined portion, and a remaining portion, the first predetermined portion
containing the original data in the corresponding first predetermined portion of the
original data segment, the second predetermined portion containing the encrypted data of
the corresponding second predetermined portion of the original data segament, and the
remaining portion containing the encrypted data of the corresponding rexmaining portion

of the original data segment.
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i nformati on based on data contained in the first

predeterm ne portion of the encrypted data segnent;
wore@sssfses decrypting the encrypted data cont aPeEUS1004/004117

the second predeterm ned portion of each encrypted

data segnent using the first set of encryption

informati on selected for the encrypted data segnent;

gaeanghe eppashsafficiaitg 83, ffafihee aship@ng: ypt ed data segnent,
a second set of _encryption |nforn€t|on based on the

decr WseeonEpsmgting ﬁ@ugaél&‘/o?f&nﬁw@a fi24? PRSHERS 38 A S8R of
fﬁgg.ggag§ for decrypting the remaining portion of each
encrypted data segnment using the second set of
encryption information selected for the encrypted data
SCIMERE apifays LI RBRIRLT oBihpEih M 86, wherein sai d
nmeans ectlng t’he first encryption information
conp mesessfor stediresn floweligend encayitedydaie fegmants o p data siotmge devece,
t r
e%{i)}# %JI gﬁ)lteggﬁ Sé:@%% ?(%}%t%g degl tg & é%géc%ltve ﬁ’e[t% ge‘%{o? P8 8ta stor age
d&ppar at us of claim 87, wherein said neans for
generating the first value conprises: neans for
hashi ng the data contained in the first predeterm ned
goor t iTha apysirangs «f cfaim 83, fivalsdn chrayrisBgs: The appar atus of

cl ai m 86, . wher.ei n_sai S fo sel e

b b e R D B e
sgmasgnd val ue fromthe decrypted data of the second
predet er e ortion of the encrypted data segnent.
g RTR I TR Rttt
HRRALtRNI VA dldnRlas R6aRide v Al thEefig OBl RSic pdRASf HiRlencrypted
hashi ng the decrypted data of the second predeterm ned
PErsesBEtusi ng a second hash key. 91. An apparatus for

Cry PhLRAh SRPEER! Pite e REGS Stk Gathl 8drRaincdiah qle%eaﬁa?; ddStermined
conprising: nmeans for receiving a pluralit

neréomyos cedh caeryated eyfraqsment winghofirst w&ofeqnéwyé?re@formaﬂon
selected for the encrypted data segment;

means for selecting, for each encrypted data segment, a second set of encryption
information based on the decrypted data of the second predetermined portion; and
means for decrypting the remaining portion of each encrypted data segment using

the second set of encryption information selected for the encrypted data segment.

87.  The apparatus of claim 86, wherein said means for selecting the first encryption
information comprises:
means for generating a first value from the original data contained in the first

predetermined portion of the encrypted data segment.

88.  The apparatus of claim 87, wherein said means for generating the first value
comprises:
means for hashing the data contained in the first predetermined portion using a

first hash key.
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data segnents having a predeterm ned portion; means
for selecting, for each encrypted data segnent, a set
w@pRoosgssypti on i nformati on based on data cont aPeEUS1004/004117
the predeterm ned portion of the encrypted data
segnent; and neans for decrypting each encrypted data
segnment using the encryption information selected for
the encrypted data segnent. 92. The apparatus of claim
91, wherein said neans for selecting conprjses: means
8% or The mnEatys Y clajg So.ouherein sad it dorgslegtingdmisaond

mﬁ?&ﬁﬁnﬁﬁﬂﬂwﬁﬁhﬁnﬁﬁggained in the predeterm ned portion
of "the encrypted data segnent; and neans for selecting

a sateagflopgrnesppng opecpwd vHelom thegsaypied daig offbe rsecqnde
SRR E@g U8 Yihe LGy R&T da®f sefGHY PLT 0N i nf or mat i on
m?%cﬁ%%in oén enc?yp?ﬁ%n éléggﬁthnl an encryption key,
and optionally an encryption paraneter. 93. The
90?PP&)2 ﬁb%ra?ljs o%lcﬁhgkg,%ﬂ/hew Ea% ResRisd g?ﬁ&&#gf i second value
generati'ng a val ue conprises: neans Tor shing the
codgtisescont ai ned in the predeterm ned portion using a

hash ke 4,. The ar at.us claim93 .  further . .
combrFi eyt hbinh 8% BPORLE R oFlpe s Bhd el on using

secahdmbdhfliegr , an encryption key for the encryption type,
and an encryption paraneter associated wth a
generated val ue. 95. The apparatus of claim 91,

91whengi appirbiRs fr etptopraphiteity HocdssingdLan Rl hf@sdtusscbmpSding:

predeterm ned portjon.for selecting a first set. of

encFpes Ghrer Y BE AR oF %WPreﬁéefagaamee&nﬁaﬁb o rige gperypted
dafdl seSrherdT6aHalal (REUcBl-Biel bbMon;2 first encryption keyr,

and optionally a first encryption paraneter; and a

sec 6wan5pfpé%féchvgnf9réacfp@mp&?ﬁ deigrseBend SETRf cBCTK d¢iSRd

infofrhatfh bERA LY RbiaQBnthidEPMTRS hiefotertitRd $ERBAES &€ ncrypted data
conprising a second encryption algorithm a second

segetyadeli on key, and optionally a second encryption
Par et S de%g/tptiﬁg EacHRRGY &‘gaté’gegﬁ{e@t' Lﬂ]ﬂ%@he é{’{@ﬁ"ﬁﬁio[ﬂ dat a

~contained Inthe second predetermned portion of the
inforroatipp seectethfoa thoegerppied Hafs sdgaent. encr ypt ed using the
first set of encryption
92.  The apparatus of claim 91, wherein said means for selecting compri ses:
means for generating, for each encrypted data segment, a value from data
contained in the predetermined portion of the encrypted data segment; and
means for selecting a set of encryption information associated with the generated

value, the set of encryption information including an encryption algorithm, an encryption

key, and optionally an encryption parameter.
93.  The apparatus of claim 92, wherein said means for generating a valLie comprises:
means for hashing the data contained in the predetermined portion tasing a hash

key.

94.  The apparatus of claim 93, further comprising:
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informati on. 97. The apparatus of claim96, wherein

data contained in the remaining portion of the
wen@spgssesl data segnent has been encrypted usiPQI/URE04/004117

second set of encryption information.

means for providing an encryption type identifier, an encryption kkey for the

encryption type, and an encryption parameter associated with a generatecl value.

95.  The apparatus of claim 91, wherein the predetermined portion coxmprises:

a first predetermined portion for selecting a first set of encryption. information,
the first set comprising a first encryption algorithm, a first encryption kesy, and optionally
a first encryption parameter; and

a second predetermined portion for selecting a second set of encryption
information, the second set comprising a second encryption algorithm, a second

encryption key, and optionally a second encryption parameter.

96.  The apparatus of claim 95, wherein data contained in the second goredetermined
portion of the encrypted data segment has been encrypted using the first set of encryption

information.
97.  The apparatus of claim 96, wherein data contained in the remainimg portion of the

encrypted data segment has been encrypted using the second set of encry-ption

information.

37



