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BLOCKCHAIN DATA PROCESSING METHOD, APPARATUS, AND DEVICE 

Technical Field 

The present specification relates to the field of computer technologies, and in particular, to a 

blockchain data processing method, apparatus, and device. 

Background 5 

Blockchains have been well applied to anti-tampering, anti-counterfeiting, and traceability of 

online data. In order to ensure the integrity of data and prevent tampering, the data can be 

uploaded to a blockchain for storing and verification. 

If relevant data in a certain service (such as a payment service, a logistics service, and a 

fundraising and funding service) is added to the blockchain, the data cannot be changed and 10 

repudiated. However, when the data uploaded to the blockchain is read, it is not determined 

whether the content of the data is compliant. How to perform compliance verification on the data 

stored in the blockchain before reading becomes an important issue to be solved. Therefore, there 

is a need to provide a technical solution for performing compliance verification on the data stored 

in the blockchain before reading. 15 

Summary of the Invention 

An objective of the embodiments of the present specification is to provide a blockchain data 

processing data, apparatus, and device, so as to provide a technical solution for performing 

compliance verification on data stored in a blockchain before reading. 

In order to achieve the above objective, the embodiments of the present specification are 20 

implemented as follows. 

A blockchain data processing method is provided in the embodiments of the present 

specification, including: receiving a read request for target data stored in a blockchain; acquiring 

read permission index information of the target data from the blockchain, and acquiring a data 

read rule corresponding to the target data based on the read permission index information, the 25 
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data read rule being used to determine readable content in the target data; determining, in a 

predetermined trusted environment, the readable content in the target data based on the data read 

rule; and providing the readable content in the target data for a sender of the read request. 

A blockchain data processing apparatus is provided in the embodiments of the present 

specification, including: a read request module configured to receive a read request for target 5 

data stored in a blockchain; an information acquisition module configured to acquire read 

permission index information of the target data from the blockchain, and acquire a data read rule 

corresponding to the target data based on the read permission index information, the data read 

rule being used to determine readable content in the target data; a readable content determination 

module configured to determine, in a predetermined trusted environment, the readable content in 10 

the target data based on the data read rule; and a reading module configured to provide the 

readable content in the target data for a sender of the read request. 

A blockchain data processing device is provided in the embodiments of the present 

specification, including: a processor; and a memory arranged to store computer-executable 

instructions which, when executed, cause the processor to: receive a read request for target data 15 

stored in a blockchain; acquire read permission index information of the target data from the 

blockchain, and acquire a data read rule corresponding to the target data based on the read 

permission index information, the data read rule being used to determine readable content in the 

target data; determine, in a predetermined trusted environment, the readable content in the target 

data based on the data read rule; and provide the readable content in the target data for a sender 20 

of the read request. 

Brief Description of the Drawings 

In order to describe the technical solutions in the embodiments of the present specification or 

the prior art more clearly, the accompanying drawings required for describing the embodiments 

or the prior art are briefly introduced below. It is apparent that the accompanying drawings 25 



 

3 

described in the following are merely some embodiments of the present specification, and those 

of ordinary skill in the art may still derive other drawings from these accompanying drawings 

without creative efforts. 

FIG. 1 shows an embodiment of a blockchain data processing method according to the present 

specification; 5 

FIG. 2 is a schematic structural diagram of a blockchain data processing system according to 

the present specification; 

FIG. 3 shows an embodiment of another blockchain data processing method according to the 

present specification; 

FIG. 4 shows an embodiment of another blockchain data processing apparatus according to 10 

the present specification; and 

FIG. 5 shows an embodiment of a blockchain data processing device according to the present 

specification. 

Detailed Description 

A blockchain data processing method, apparatus, and device are provided in the embodiments 15 

of the present specification. 

In order to enable those skilled in the art to better understand the technical solutions in the 

present specification, the technical solutions in the embodiments of the present specification will 

be described clearly and completely with reference to the accompanying drawings in the 

embodiments of the present specification. It is apparent that the described embodiments are 20 

merely some of rather than all the embodiments of the present specification. Based on the 

embodiments of the present specification, all other embodiments derived by those of ordinary 

skill in the art without any creative efforts shall fall within the protection scope of the present 

specification. 

Embodiment 1 25 
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As shown in FIG. 1, a blockchain data processing method is provided in an embodiment of 

the present specification. The method may be executed by a terminal device or a server. The 

terminal device may be a computer device such as a notebook computer or a desktop computer. 

The server may be a stand-alone server, or a server cluster formed by a plurality of servers, or 

the like. The terminal device or server may be a terminal device or server configured to detect 5 

whether data that has been uploaded to a blockchain can be read by a user and perform 

processing. The terminal device or server may be provided with a trusted execution environment. 

The trusted execution environment may be a Trusted Execution Environment (TEE), and the 

trusted execution environment may be implemented based on a hardware device, or implemented 

through a program written in a predetermined programming language (that is, it may be 10 

implemented in the form of software). The method being executed by a server is taken as an 

example in the embodiment of the present specification. In a case where the method is executed 

by a terminal device, the method may be performed with reference to the following related 

content, which is not described in detail herein. The method may specifically include the 

following steps. 15 

In step S102, a read request for target data stored in a blockchain is received. 

The blockchain may be any public blockchain, private blockchain, consortium blockchain, 

or the like. Specified data may be stored in the blockchain, and the data in the blockchain has the 

advantages of anti-tampering and traceability. The target data may be any data, such as 

transaction data generated by a user in an online transaction process, personal credit data of a 20 

user, or data of resources such as a text provided by a user or organization, or the like 

During implementation, a blockchain has been well applied to anti-tampering, anti-

counterfeiting, and traceability of online data. If a certain piece of data is added to the blockchain, 

the data will not be able to be changed and repudiated. Generally, a service organization that 

provides a certain piece of data for a user needs to perform compliance verification on content of 25 
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the data requested by the user before providing the data for the user. Compliance verification 

refers to verification on whether data to be read includes data that does not conform to laws and 

regulations, regulatory regulations or rules, or relevant standards or rules and regulations 

formulated by a specified organization or institution. Since the laws and regulations, regulatory 

regulations or rules, or relevant standards or rules and regulations formulated by the specified 5 

organization or institution are subject to constant changes, the above compliance verification is 

dynamically changed (that is, the laws and regulations, regulatory regulations or rules, or relevant 

standards or rules and regulations formulated by the specified organization or institution used in 

previous compliance verification may be different from those used in this compliance 

verification). In this way, there may be two contradictory mechanisms, that is, the data uploaded 10 

to the blockchain cannot be changed and the compliance verification on the data is dynamically 

changed. Therefore, there is a need to provide a compliance verification process for the data 

stored on the blockchain before it is read. The embodiment of the present specification provides 

an optional processing scheme, which may specifically include the following content. 

As shown in FIG. 2, in order to be able to perform compliance verification on data to be read 15 

(i.e., target data) in the blockchain, a server that performs compliance verification on the target 

data may be preset, and an application program that performs the above compliance verification 

function may be installed in the server. Correspondingly, an application program that reads data 

in the blockchain may also be installed in a terminal device of the user. Through the application 

program, the user can request reading a certain piece of data from the blockchain. To this end, a 20 

data read entry (specifically, such as a key or a hyperlink for data reading) may be set in the 

application program. If the user needs to read a certain piece of data (i.e., target data) in the 

blockchain, the user may send a read request to a server through the above data read entry 

(specifically, for example, the user may click a key or hyperlink for data reading corresponding 

to the target data, and the terminal device may acquire relevant information such as an identifier 25 
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of the target data (such as a name or code of the target data) and may generate a read request 

accordingly and send the read request to the server), and the server may receive the read request 

for the target data stored in the blockchain. 

It should be noted that the above method is implemented by the terminal device directly 

sending a read request for the target data to the server. In actual applications, other methods may 5 

also be included. For example, the terminal device may send the read request to a blockchain 

node, and the blockchain node may send a redirection message to the terminal device. The 

redirection message may include an access address (such as an IP address) of the server. The 

terminal device may send the read request to the server based on the access address in the 

redirection message. The server may receive the read request for the target data stored in the 10 

blockchain. 

In step S104, read permission index information of the target data is acquired from the 

blockchain, and a data read rule corresponding to the target data is acquired based on the read 

permission index information, the data read rule being used to determine readable content in the 

target data. 15 

The read permission index information may be used to record information such as a position 

where a data read rule corresponding to a certain piece of data is stored. With the read permission 

index information, the data read rule corresponding to the corresponding data can be quickly 

found. After the corresponding data is stored in the blockchain, the read permission index 

information generally may not modify the content thereof. That is, the storage position of the 20 

data read rule corresponding to the data generally does not change to prevent the read permission 

index information of a certain piece of data from being maliciously tampered with. The data read 

rule may be used to detect whether content of a certain piece of data includes content that is 

forbidden to be read, and may be a rule that filters out readable content for the user. For example, 

the data read rule includes the content that is forbidden to be read being a mobile phone number, 25 
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an address, an ID card number, a certain or some specified words, and the like. Each piece of 

data may correspond to one or more pieces of read permission index information, and each piece 

of read permission index information may correspond to one or more data read rules. 

During implementation, in order to ensure the integrity of read permission index information 

of a certain piece of data and prevent tampering, the read permission index information of the 5 

data may be uploaded to the blockchain. Specifically, in order to record a data read rule 

corresponding to a certain piece of data, read permission index information of the data may be 

preset according to an actual situation. For example, a region where a data read rule 

corresponding to a certain piece of data can be stored may be preset. Then, after the data is 

uploaded to the blockchain, read permission index information may be generated based on the 10 

preset region. Alternatively, after a data read rule is generated for the data through a preset data 

processing mechanism, the server may assign a storage region to the data read rule according to 

current storage, and then, read permission index information may be generated based on the 

assigned storage region, or the like. After completion of the setting of the read permission index 

information, the server may upload the read permission index information to the blockchain. 15 

Through the processing of step S102 described above, after the read request for the target 

data is acquired, the read request may be analyzed, and relevant information such as an identifier 

of the target data may be extracted therefrom. The target data needing to be read may be 

determined based on the extracted information, and read permission index information of the 

target data may be determined based on the extracted relevant information such as the identifier 20 

of the target data. Then, the read permission index information may be acquired from the 

blockchain. In order to determine readable content in the target data subsequently, after the read 

permission index information is read, the data read rule may be found from a preset database 

according to the information recorded in the read permission index information, such as the 

position where the data read rule corresponding to the target data is stored. The predetermined 25 
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database may be composed of a storage device or server configured to store predetermined data 

and outside the blockchain. 

In step S106, the readable content in the target data is determined based on the data read rule 

in a predetermined trusted environment. 

The trusted execution environment may be a TEE. The trusted execution environment may 5 

be implemented by a program written in a predetermined programming language (that is, it may 

be implemented in the form of software), and the trusted execution environment may be a data 

processing environment that is safe and isolated from other environments. Processing executed 

in the trusted execution environment, data generated in a data processing process, and the like 

cannot be known to any party outside the trusted execution environment. 10 

During implementation, in order to ensure that the data in the blockchain is not leaked, the 

target data may be placed in a trusted execution environment, and then the target data may be 

calculated or processed in the trusted execution environment, which may specifically include: 

presetting a data read rule so as to verify the authenticity of the target data. There may be a variety 

of set data verification rules. Details thereof may be obtained with reference to the above related 15 

content, which are not described in detail herein. After the server acquires the target data and the 

data read rule corresponding to the target data, content of the target data may be filtered through 

the data read rule to filter out, from the target data, data content that can be read by a sender of 

the read request. Specifically, the data read rule corresponding to the target data may include one 

or more words that the user is not allowed to read (including a name of a person, a name of an 20 

organization or institution, a name of a region, or any other pre-specified words; in order to 

facilitate subsequent expression, the one or more words that the user is not allowed to read are 

expressed as banned words) and/or a statement that the user is not allowed to read (in order to 

facilitate subsequent expression, one or more statements that the user is not allowed to read are 

expressed as banned statements), or the like. The target data may be text data including one or 25 
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more statements or paragraphs. The server may analyze, based on the data read rule, each 

statement or paragraph included in the target data respectively to find whether the statement or 

paragraph includes the above banned word and/or the banned statement. If it is found that a 

certain statement or paragraph includes the above banned word and/or banned statement, the 

corresponding statement or paragraph in the target data including the banned word and/or the 5 

banned statement may be processed to obtain a processed statement or paragraph. Based on the 

above method, the above processing may be performed on each statement or paragraph in the 

target data to obtain one or more processed statements or paragraphs. 

It should be noted that there may be a variety of methods for processing the statement or 

paragraph in the target data including the banned word and/or the banned statement. For example, 10 

the banned word or the banned statement included in the statement or paragraph in the target data 

may be replaced with a specified character, for example, it may be replaced with a character such 

as "*" or "X". Alternatively, the banned word or the banned statement included in the statement 

or paragraph in the target data may be covered in a manner such as scribbling. In addition to the 

above methods, the statement or paragraph may also be processed in many other methods, which 15 

may be specifically set according to an actual situation and is not limited in the embodiment of 

the present specification. 

In step S108, the readable content in the target data is provided for a sender of the read 

request. 

During implementation, after the target data is processed through the above data read rule, 20 

the server may obtain data content (readable content) that can be read by the sender of the above 

read request and is filtered out from the target data, then the server may provide the readable 

content filtered out for the sender, and the sender may read the readable content, so that it can 

dynamically monitor whether the data provided for the user to read complies with a compliance 
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rule to perform compliance verification again on the data in the blockchain before reading, 

thereby ensuring that the data read by the user complies with the compliance rule. 

A blockchain data processing method is provided in the embodiment of the present 

specification. Before target data stored in a blockchain is read, read permission index information 

of the target data may be acquired from the blockchain, a data read rule corresponding to the 5 

target data is acquired based on the read permission index information, and readable content in 

the target data is determined based on the data read rule in a predetermined trusted environment, 

so as to ensure the security of content filtering for the target data in the blockchain. Moreover, 

the contradiction between unchangeability of the data in the blockchain and dynamic change of 

the data read rule is solved by storing the read permission index information of the target data in 10 

the blockchain and storing the corresponding data read rule outside the blockchain, which 

implements compliance verification on the data stored in the blockchain before reading. 

Embodiment 2 

As shown in FIG. 3, a blockchain data processing method is provided in an embodiment of 

the present specification. The method may be executed by a terminal device or a server. The 15 

terminal device may be a computer device such as a notebook computer or a desktop computer. 

The server may be a stand-alone server, or a server cluster formed by a plurality of servers, or 

the like. The terminal device or server may be a terminal device or server configured to detect 

whether data that has been uploaded to a blockchain can be read by a user and perform 

processing. The terminal device or server may be provided with a trusted execution environment. 20 

The trusted execution environment may be a Trusted Execution Environment (TEE), and the 

trusted execution environment may be implemented based on a hardware device, or implemented 

through a program written in a predetermined programming language (that is, it may be 

implemented in the form of software). The method being executed by a server is taken as an 

example in the embodiment of the present specification. In a case where the method is executed 25 
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by a terminal device, the method may be performed with reference to the following related 

content, which is not described in detail herein. The method may specifically include the 

following steps. 

In step S302, an upload request of target data is received. 

The upload request may include target data, and may also include, for example, an identifier 5 

of the target data, relevant information of a holder of the target data, relevant information of an 

initiator of the upload request, service attribute information of the target data (such as a service 

type corresponding to the target data and a service identifier corresponding to the target data), 

and the like, which may be specifically set according to an actual situation and is not limited in 

the embodiment of the present specification. 10 

In implementation, in order to be able to verify credibility of the data (i.e., the target data) 

uploaded to the blockchain, a server that verifies the credibility of the target data may be preset, 

and an application program that performs the above verification function may be installed in the 

server. Correspondingly, an application program that uploads data to the blockchain may also be 

installed in a terminal device of the user. Through the application program, the user can upload 15 

data to the blockchain. To this end, a data uploading entry (specifically, such as a key or a 

hyperlink for data uploading) may be set in the application program. If the user needs to upload 

data (i.e., target data) to the blockchain, the target data may be uploaded through the above data 

uploading entry (specifically, for example, the user may click the key or hyperlink for data 

uploading, the terminal device may display a data uploading page which includes a data input 20 

box and/or a data selection box, and the user may input or select the target data for uploading). 

Upon completion of the uploading, the terminal device may acquire the target data and may 

generate an upload request and send the upload request to the server. The server may receive the 

upload request for the target data. 
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It should be noted that the above method is implemented by the terminal device directly 

sending an upload request to the server. In actual applications, other methods may also be 

included. For example, the terminal device may send the upload request to a blockchain node, 

and the blockchain node may send a redirection message to the terminal device. The redirection 

message may include an access address (such as an IP address) of the server. The terminal device 5 

may send the upload request to the server based on the access address in the redirection message. 

The server may receive the upload request for the target data. 

In addition, in order to ensure the security of the uploaded target data, a preset encryption 

algorithm (such as a symmetric encryption algorithm or an asymmetric encryption algorithm) 

may be used to encrypt the target data. In this way, the target data in the upload request is the 10 

encrypted data. In this case, the target data may also be preprocessed through the following 

processing, which may specifically include the following content: decrypting, in a predetermined 

trusted execution environment, the encrypted target data to obtain the target data. 

During implementation, the terminal device of the user may perform data uploading 

processing through the application program that uploads data to the blockchain. A data uploading 15 

entry may be provided in the application program. If the user needs to upload data (i.e., target 

data) to the blockchain, the target data may be encrypted through a preset encryption algorithm 

to obtain encrypted target data. Then, the encrypted target data may be uploaded through the 

above data uploading entry. Upon completion of the uploading, the terminal device may acquire 

the encrypted target data, and may generate an upload request and send the upload request to the 20 

server. The server may receive the upload request. 

In step S304, content of the target data is verified according to a preset data verification rule 

in a predetermined trusted environment to obtain a verification result. 

The data verification rule may be a rule capable of verifying the credibility of a certain piece 

of data. There may be a variety of data verification rules. For example, if a holder of the target 25 
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data is a specified organization or institution, the target data is trusted data; or if attribute 

information of the target data includes specified attribute information, the target data is trusted 

data, or the like. 

During implementation, in order to ensure that the data to be uploaded is not leaked, the data 

to be uploaded may be placed in a trusted execution environment, and then the data to be 5 

uploaded may be calculated or processed in the trusted execution environment, which may 

specifically include: presetting a data verification rule so as to verify the credibility of the data 

to be uploaded (i.e., the target data). There may be a variety of set data verification rules. For 

example, corresponding data verification rules may be set for different service categories to 

which the target data belongs, and different data verification rules may be set for target data of 10 

different service categories. Specifically, for example, a data verification rule meeting 

requirements of real-name authentication may be set for related data of a real-name 

authentication service, and a data verification rule meeting payment requirements and payment 

security requirements may be set for related data of a payment service, and the like. In addition, 

corresponding data verification rules may be set for different organizations or institutions, so that 15 

the data verification rules set for the corresponding organizations or institutions may be used to 

verify the credibility of target data provided by the organizations or institutions. In actual 

applications, the data verification rule not only includes the above two setting methods, but also 

may include more different setting methods, which may be specifically set according to an actual 

condition and is not limited in the embodiment of the present specification. 20 

The server, after receiving the upload request, may acquire the target data from the upload 

request, and may place the target data in the trusted execution environment. In the trusted 

execution environment, the server may analyze the target data to determine a service category 

corresponding to the target data, or determine relevant information of an organization or 

institution corresponding to the target data, and then may acquire, based on the determined 25 
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service category or the determined relevant information of the organization or institution, the 

corresponding data verification rule. In the trusted execution environment, the credibility of the 

target data is verified by using the acquired data verification rule. The credibility of the target 

data may be verified in a variety of manners. For example, an encrypted label may be preset in 

trusted data. In this way, the label set in the target data may be decrypted based on the acquired 5 

data verification rule in the trusted execution environment to obtain original content of the label, 

and then validity of the label is validated (for example, it is validated whether the label is within 

a set valid period, or the like). If a validation result of the label is the label being valid, it may be 

determined that a verification result for the target data is the target data being trusted. If the 

validation result of the label is the label being invalid, it may be determined that the verification 10 

result for the target data is the target data being untrusted. In addition, if the target data does not 

include any encrypted label, it may also be determined that the verification result for the target 

data is the target data being untrusted. 

The above processing of verifying the credibility of the target data is only an achievable 

processing. In actual applications, the credibility of the target data may also be verified in a 15 

variety of other processing methods. The following also provides a variety of achievable 

methods, which may specifically include the processing of first to third methods in the following. 

In the first method, a preset smart contract is called to verify content of the target data in the 

predetermined trusted environment to obtain a verification result. The smart contract is generated 

based on the data verification rule and deployed in the blockchain. 20 

The smart contract may be a computer protocol designed to propagate, validate, or enforce 

contracts in an informationized manner. The smart contract allows trusted service processing 

without a third party, and the above trusted service processing is traceable and irreversible. The 

smart contract includes a protocol on which contract participants may exercise the rights and 

obligations agreed to by contract participants. The smart contract may include a trigger condition 25 



 

15 

that triggers the execution of the smart contract, and a result corresponding to the trigger 

condition. The smart contract may include one or more trigger conditions, and each trigger 

condition may correspond to a result. For example, if the target data belongs to data of specified 

institution A, the verification result of the target data is the target data being trusted, the service 

category of the target data is payment, and the credibility of the target data is verified through 5 

preset condition A. 

During implementation, some organizations or institutions may respectively set one or more 

different data verification rules for different service types or the like. The above organization or 

institution may create or join a specified blockchain, and a terminal device or server of the 

organization or institution may act as a blockchain node in the blockchain. In this way, the 10 

organization or institution may verify the credibility of target data to be uploaded based on the 

blockchain node. In order to verify the credibility of the target data to be uploaded, a 

corresponding application program may be installed in the blockchain node. The application 

program may be a program for setting a data verification rule and the like. The application 

program may be provided with an input box and/or a selection box for data verification rules. A 15 

marketer may set data verification rules corresponding to different service categories in the input 

box and/or the selection box described above. Then, the blockchain node may receive 

information of the data verification rules provided by the organization or institution. The 

blockchain node may generate a corresponding smart contract based on the information of the 

set data verification rule, and may deploy the smart contract corresponding to the data verification 20 

rule in a blockchain network where the blockchain node is located. In this way, data verification 

rules and corresponding smart contracts are stored in the blockchain, and other organizations or 

institutions cannot tamper with the data verification rules and the corresponding smart contracts. 

The server, after receiving the upload request, may acquire the target data from the upload 

request, and may place the target data in the trusted execution environment. In a trusted execution 25 
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environment, the server may analyze the target data to determine relevant information of the 

smart contract required to verify the credibility of the target data, and then the server may call 

the smart contract in the blockchain, through which the credibility of the target data may be 

verified. Specifically, content included in the target data may be analyzed, and content related to 

a trigger condition in the smart contract may be acquired therefrom. The acquired content may 5 

be matched or compared with the trigger conditions in the smart contract. If the acquired content 

can trigger a certain trigger condition in the smart contract, the credibility of the target data may 

be verified based on a processing mechanism corresponding to the trigger condition to acquire a 

corresponding verification structure. A specific processing process of verifying the credibility of 

the target data based on the processing mechanism corresponding to the trigger condition may 10 

be obtained with reference to the above related content, which is not described in detail herein. 

If the acquired content cannot match any trigger condition in the smart contract, it indicates that 

the credibility of the target data cannot be verified. 

In the second method, the validity of the validatable declaration is validated in a 

predetermined trusted execution environment; and content of the target data is verified according 15 

to a validation result to obtain a verification result. 

In implementation, the server, after receiving the upload request, may acquire the target data 

and the validatable declaration from the upload request, and may place the target data and the 

validatable declaration in the trusted execution environment. The trusted execution environment 

may be a TEE, and the trusted execution environment may be implemented based on a hardware 20 

device, or the trusted execution environment may also be implemented through a program written 

in a predetermined programming language (that is, it may be implemented in the form of 

software). The server may first validate the validatable declaration to determine whether the 

validatable declaration is valid. If it is determined that the validatable declaration is valid, 

corresponding processing is then performed based on the validatable declaration, so as to further 25 
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ensure the security of data processing. Specifically, the validatable declaration may be validated 

in a variety of manners. For example, field values included in the validatable declaration may be 

calculated through a predetermined algorithm (for example, hash values of the field values 

included in the validatable declaration may be calculated through a hash algorithm, or the like) 

to obtain a corresponding calculation result. The validatable declaration may further include a 5 

benchmark value of the above calculation result. The obtained calculation result may be 

compared with the benchmark value in the validatable declaration. If the two are the same, the 

validation is passed, that is, the validatable declaration is valid. If the two are different, the 

validation fails, that is, the validatable declaration is invalid. 

In addition to the above methods, a variety of methods may also be included. In another 10 

example, the validatable declaration may include a check value of the validatable declaration. 

After the server acquires the validatable declaration, the check value of the validatable 

declaration may be determined through a predetermined check algorithm. Then, a calculated 

check value may be compared with the check value in the validatable declaration. If the two are 

the same, the validation is passed, that is, the validatable declaration is valid. If the two are not 15 

the same, the validation fails, that is, the validatable declaration is invalid. In actual applications, 

the method for validating the validity of the validatable declaration not only includes the above 

two methods, but also may include many other achievable methods, which may be specifically 

set according to an actual situation and is not limited in the embodiment of the present 

specification. 20 

Through the above processing, the target data may be determined to be untrusted data when 

the validation result is the validatable declaration being invalid. In this case, a notification 

message indicating failure of the uploading may be sent to an initiator of the upload request. If 

the validation result is that the validatable declaration being valid, the target data may be 
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determined to be data uploaded by a trusted user (or a trusted organization or institution), that is, 

the target data is trusted data. 

There may be a variety of processing methods for verifying the content of the target data 

according to the validation result to obtain a verification result, and an optional processing 

method is provided below, which may specifically include step B2 and step B4 below. 5 

In step B2, a data verification rule corresponding to a holder of the validatable declaration is 

acquired in the trusted execution environment if the validation result is the validatable declaration 

being valid. 

During implementation, if the validation result is the validatable declaration being valid, it 

indicates that the target data is data published or provided by the holder of the validatable 10 

declaration. In order to further verify the data uploaded to the blockchain by holders of different 

validatable declarations and ensure the security of the data, data verification rules may be set for 

the holders of different validatable declarations. Alternatively, the holders of the validatable 

declarations may preset the data verification rules for the holders to upload data to prevent other 

organizations or users from embezzling the validatable declarations of the holders of the 15 

validatable declarations to upload false data to the blockchain. A data verification rule 

corresponding to a holder of the validatable declaration may be acquired in the trusted execution 

environment after the validatable declaration is determined to be valid. 

In step B4, content of the target data is verified according to a data verification rule 

corresponding to the holder in the predetermined trusted execution environment to obtain a 20 

verification result. 

In the third method, the upload request includes digital identity information of the initiator of 

the upload request, and it is searched for, in a predetermined trusted execution environment, 

whether the digital identity information of the initiator exists in pre-stored digital identity 

information in the trusted execution environment; and if yes, content of the target data is verified 25 
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in the trusted execution environment according to a data verification rule corresponding to the 

digital identity information of the initiator to obtain a verification result. 

The digital identity information may refer to information that identifiably portrays a user 

through digital information, that is, real identity information is condensed into a form of digital 

code, so as to bind, query, and validate real-time behavior information of the user. The digital 5 

identity information may not only include birth information, individual description, biological 

characteristics, and other identity coding information of the user, but also involve personal 

behavior information with a variety of attributes (such as transaction information or 

entertainment information). The digital identity information may be displayed in a variety of 

manners, such as Decentralized Identity (DID). 10 

During implementation, corresponding digital identity information may be constructed in the 

blockchain for different users. For this purpose, digital identity information of the user (such as 

DID of the user) uploading the data to the blockchain may be preset, and the digital identity 

information of the user uploading the data to the blockchain may be stored in the trusted 

execution environment or the digital identity information is encrypted and then stored in the 15 

server. After receiving the upload request, the server may search for, from the trusted execution 

environment, whether the digital identity information of the initiator of the upload request exists 

in the pre-stored digital identity information in the trusted execution environment. Alternatively, 

the encrypted digital identity information may be sent to the trusted execution environment, and 

the encrypted digital identity information may be decrypted in the trusted execution environment 20 

to obtain digital identity information, and then the server finds, from the digital identity 

information, whether the digital identity information of the initiator of the upload request exists. 

In step S306, a data read rule corresponding to the target data and read permission index 

information of the target data are generated according to a preset compliance rule for data reading 
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and the target data in the predetermined trusted environment if the verification result is the 

verification being passed. 

The compliance rule for data reading may be a rule verifying that a certain piece of data can 

be read by a user. The compliance rule for data reading may be a compliance rule established 

based on data capable of being read by users or not allowed to be read set by a specified 5 

organization or institution. The organization or institution may be an organization or institution 

that establishes the compliance rule or a country or region, or the like. There may be a variety of 

compliance rules for data reading. For example, an organization or department in a certain 

country has set a plurality of words that users are not allowed to read. A compliance rule for data 

reading may be determined based on the plurality of set words. The trusted execution 10 

environment may be a TEE. The trusted execution environment may be implemented by a 

specified hardware device, or the trusted execution environment may also be implemented by a 

program written in a predetermined programming language (that is, it may be implemented in 

the form of software), and the trusted execution environment may be a data processing 

environment that is safe and isolated from other environments. Processing executed in the trusted 15 

execution environment, data generated in a data processing process, and the like cannot be known 

to any party outside the trusted execution environment. 

During implementation, in order to ensure that the target data in the blockchain is not leaked, 

the target data may be placed in a trusted execution environment, and then the target data may 

be calculated or processed in the trusted execution environment, which may specifically include: 20 

presetting a compliance rule for data reading so as to determine readable content in the target 

data. There may be a variety of set compliance rules for data reading. For example, corresponding 

compliance rules for data reading may be set for different service categories to which the target 

data belongs, and different compliance rules for data reading may be set for target data of 

different service categories. In addition, corresponding compliance rules for data reading may be 25 
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set for different organizations or institutions, so that the compliance rules for data reading set for 

the corresponding organizations or institutions may be used to determine readable content in 

target data provided by the organizations or institutions. In actual applications, the compliance 

rule for data reading not only includes the above setting methods, but also may include more 

different setting methods, which may be specifically set according to an actual condition and is 5 

not limited in the embodiment of the present specification. 

If the verification result is the verification being passed, it indicates that the target data is 

trusted data. In this case, a corresponding data read rule and read permission index information 

may be generated for the target data. In the trusted execution environment, the server may analyze 

the target data to determine a service category corresponding to the target data, or determine 10 

relevant information of an organization or institution corresponding to the target data, or the like 

and then may acquire, based on the determined service category or the determined relevant 

information of the organization or institution, the corresponding compliance rule for data reading. 

The data read rule corresponding to the target data and the read permission index information of 

the target data may be generated in the trusted execution environment by using the acquired 15 

compliance rule for data reading and the target data. 

In step S308, the target data and the read permission index information of the target data are 

uploaded to a blockchain. 

It should be noted that, in actual applications, there is no need to verify the content of the 

target data according to the preset data verification rule, but the processing of generating, in the 20 

predetermined trusted environment, the data read rule corresponding to the target data and the 

read permission index information of the target data according to the preset compliance rule for 

data reading and the target data may be directly executed after step S302, which may be 

specifically set according to an actual situation and is not limited in the embodiment of the present 

specification. 25 
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By uploading the target data and the read permission index information of the target data to 

the blockchain in the above manner, the data read rule corresponding to the target data may be 

stored in the server, or may also be stored in a specified database, so that compliance verification 

can be performed on reading of the target data subsequently. Details thereof may be obtained 

with reference to the following related content. 5 

In step S310, a read request for target data stored in the blockchain is received. 

In step S312, read permission index information of the target data is acquired from the 

blockchain, and a data read rule corresponding to the target data is acquired based on the read 

permission index information, the data read rule being used to determine readable content in the 

target data. 10 

In addition, in order to determine the readable content of the target data more flexibly, and 

considering that the compliance rule for data reading or the data read rule may often change, the 

data read rule may also be modified. Details thereof may be obtained with reference to the 

processing of first and second methods below. 

In the first method, a changed compliance rule is acquired when it is detected that the 15 

compliance rule for data reading is changed; and the data read rule is modified based on the 

changed compliance rule to obtain a modified data read rule. 

During implementation, the data read rule may include a variety of different content. In actual 

applications, a model configured to filter data is set in the data read rule according to an actual 

situation, specifically such as a classification model. The model may be acquired through a 20 

relatively complex program written in a predetermined programming language, or through a 

relatively simple algorithm, which is not limited in the embodiment of the present specification. 

Since the data read rule is determined based on the compliance rule for data reading, the 

modification to the data read rule may be triggered by detecting a change in the compliance rule 

for data reading. Specifically, a detection cycle of the compliance rule may be preset, and each 25 
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time the detection cycle is reached, it is detected whether the compliance rule for data reading is 

changed (specifically, for example, it is determined, by comparing it with a compliance rule for 

data reading in a previous cycle, whether the compliance rule for data reading is changed). A 

changed compliance rule is acquired when it is detected that the compliance rule for data reading 

is changed, and then the data read rule may be modified based on the changed compliance rule 5 

to obtain a modified data read rule. For example, if two banned words are added to the changed 

compliance rule, the data read rule is correspondingly modified based on the added banned words 

to obtain a modified data read rule. 

It should be noted that there may be a variety of specific methods for triggering the 

modification to the data read rule, which may be specifically set according to an actual situation 10 

and is not limited in the embodiment of the present specification. 

In the second method, a modify request for a data read rule corresponding to the target data 

is received; and the data read rule corresponding to the target data is modified based on the 

modify request to obtain a modified data read rule. 

During implementation, in order to prevent irrelevant users from modifying the data read 15 

rule, relevant information of a user having a modification permission (such as a user initially 

setting or creating the data read rule or a pre-specified user) may also be set for the data read rule, 

that is, only a user having a modification permission can modify the data read rule. When the 

data read rule needs to be modified, the user may input, through a corresponding application 

program installed in the terminal device thereof, an identifier of the data read rule needing to be 20 

modified and information needing to be modified. Upon completion of the input, the terminal 

device may acquire the identifier of the data read rule needing to be modified and the information 

needing to be modified that are input, may generate a modify request, and may send the modify 

request to the server. The server may receive the modify request for the data read rule. 
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The server, after receiving the modify request for the data read rule, may acquire the identifier 

of the data read rule included in the modify request, and may find the corresponding data read 

rule through the identifier. The information of the user having a permission to modify the data 

read rule may be acquired. It is searched for, from the acquired information of the user having a 

modification permission, whether information of an initiator of a current modify request is 5 

included. If yes, it may be determined that the initiator of the current modify request has a 

permission to modify the data read rule. In this case, the server may modify the data read rule in 

the trusted execution environment based on the above modify request to obtain a modified data 

read rule. If no, it may be determined that the initiator of the current modify request does not 

have any permission to modify the data read rule. In this case, the server may send a notification 10 

message indicating failure of the modification to the initiator of the current modify request. 

In addition, the above target data may be encrypted data, and the target data may also be 

processed in the following method, which may specifically include the following processing in 

step S314. 

In step S314, the encrypted target data is decrypted in a predetermined trusted execution 15 

environment to obtain the target data. 

In step S316, the readable content in the target data is determined based on the data read rule 

in the predetermined trusted environment. 

During implementation, for the above modified data read rule, the modified data read rule 

may be used to determine readable content in the target data, and the processing of step S316 20 

may include: determining, in a predetermined trusted execution environment, readable content 

in the target data based on the modified data read rule. A specific processing process thereof may 

be obtained with reference to the above related content, which is not described in detail herein. 

In step S318, the readable content in the target data is kept unchanged, and remaining content 

in the target data is processed to obtain processed target data. 25 
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During implementation, after the server determines the readable content in the target data 

through the data read rule, the readable content included therein may be obtained. For the 

readable content, positions and content in the target data may be kept unchanged, and remaining 

content in the target data except the readable content may be processed. Specifically, for example, 

each character in the above remaining content may be replaced with a specified character (such 5 

as “*” or “&”), and processed target data may be finally acquired. 

In step S320, the processed target data is displayed to the sender of the read request. 

A blockchain data processing method is provided in the embodiment of the present 

specification. Before target data stored in a blockchain is read, read permission index information 

of the target data may be acquired from the blockchain, a data read rule corresponding to the 10 

target data is acquired based on the read permission index information, and readable content in 

the target data is determined based on the data read rule in a predetermined trusted environment, 

so as to ensure the security of content filtering for the target data in the blockchain. Moreover, 

the contradiction between unchangeability of the data in the blockchain and dynamic change of 

the data read rule is solved by storing the read permission index information of the target data in 15 

the blockchain and storing the corresponding data read rule outside the blockchain, which 

implements compliance verification on the data stored in the blockchain before reading. 

Embodiment 3 

The blockchain data processing method provided in the embodiment of the present 

specification is described above. Based on the same idea, a blockchain data processing apparatus 20 

is further provided in an embodiment of the present specification, as shown in FIG. 4. 

The blockchain data processing apparatus includes: read request module 401, information 

acquisition module 402, readable content determination module 403, and reading module 404. 

Read request module 401 is configured to receive a read request for target data stored in a 

blockchain. 25 
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Information acquisition module 402 is configured to acquire read permission index 

information of the target data from the blockchain, and acquire a data read rule corresponding to 

the target data based on the read permission index information, the data read rule being used to 

determine readable content in the target data. 

Readable content determination module 403 is configured to determine, in a predetermined 5 

trusted environment, the readable content in the target data based on the data read rule. 

Reading module 404 is configured to provide the readable content in the target data for a 

sender of the read request. 

In the embodiment of the present specification, reading module 404 includes: 

a content processing unit configured to keep the readable content in the target data 10 

unchanged, and process remaining content in the target data to obtain processed target data; and 

a display unit configured to display the processed target data to the sender of the read request. 

In the embodiment of the present specification, the apparatus further includes: 

an upload request module configured to receive an upload request of the target data; 

a rule generation module configured to generate, in the predetermined trusted environment, 15 

the data read rule corresponding to the target data and the read permission index information of 

the target data according to a preset compliance rule for data reading and the target data; and 

an information uploading module configure to upload the target data and the read permission 

index information of the target data to the blockchain. 

In the embodiment of the present specification, the apparatus further includes: 20 

a rule change detection module configured to acquire a changed compliance rule when it is 

detected that the compliance rule for data reading is changed; 

a rule modification module configured to modify the data read rule based on the changed 

compliance rule to obtain a modified data read rule; and 
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readable content determination module 403 configured to determine, in the predetermined 

trusted environment, the readable content in the target data based on the modified data read rule. 

In the embodiment of the present specification, the rule generation module includes: 

a verification unit configured to verify, in the predetermined trusted environment, content of 

the target data according to a preset data verification rule to obtain a verification result; and 5 

a rule generation unit configured to generate, in the predetermined trusted environment, the 

data read rule corresponding to the target data and the read permission index information of the 

target data according to the preset compliance rule for data reading and the target data if the 

verification result is the verification being passed. 

In the embodiment of the present specification, the apparatus further includes: 10 

a modify request module configured to receive a modify request for the data read rule 

corresponding to the target data; 

a rule modification module configured to modify, based on the modify request, the data read 

rule corresponding to the target data to obtain a modified data read rule; and 

readable content determination module 403 configured to determine, in the predetermined 15 

trusted environment, the readable content in the target data based on the modified data read rule. 

In the embodiment of the present specification, the target data is encrypted data, and the 

apparatus further includes: 

a decryption module configured to decrypt, in a predetermined trusted execution 

environment, the encrypted target data to obtain the target data. 20 

A blockchain data processing apparatus is provided in the embodiment of the present 

specification. Before target data stored in a blockchain is read, read permission index information 

of the target data may be acquired from the blockchain, a data read rule corresponding to the 

target data is acquired based on the read permission index information, and readable content in 

the target data is determined based on the data read rule in a predetermined trusted environment, 25 
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so as to ensure the security of content filtering for the target data in the blockchain. Moreover, 

the contradiction between unchangeability of the data in the blockchain and dynamic change of 

the data read rule is solved by storing the read permission index information of the target data in 

the blockchain and storing the corresponding data read rule outside the blockchain, which 

implements compliance verification on the data stored in the blockchain before reading. 5 

Embodiment 4 

The blockchain data processing apparatus provided in the embodiment of the present 

specification is described above. Based on the same idea, a blockchain data processing device is 

further provided in an embodiment of the present specification, as shown in FIG. 5. 

The blockchain data processing device may be the terminal device or server provided in the 10 

above embodiment. The terminal device or server may be a terminal device or server configured 

to detect whether the data that has been uploaded to the blockchain can be read by a user and 

perform processing. The terminal device or server may be provided with a trusted execution 

environment. The trusted execution environment may be a Trusted Execution Environment 

(TEE), and the trusted execution environment may be implemented based on a hardware device, 15 

or implemented through a program written in a predetermined programming language (that is, it 

may be implemented in the form of software). 

The blockchain data processing device may differ greatly depending on different 

configurations or performance, and may include one or more processors 501 and memory 502. 

Memory 502 may store one or more storage application programs or data. Memory 502 may be 20 

transitory storage or persistent storage. The application program(s) stored in memory 502 may 

include one or more modules (not shown in the figure), and each module may include a series of 

computer-executable instructions in the blockchain data processing device. Furthermore, 

processor 501 may be configured to communicate with memory 502, and execute, on the 

blockchain data processing device, the series of computer-executable instructions in memory 25 
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502. The blockchain data processing device may further include one or more power supplies 503, 

one or more wired or wireless network interfaces 504, one or more input/output interfaces 505, 

and one or more keyboards 506. 

Specifically, in this embodiment, the blockchain data processing device includes a memory 

and one or more programs. The one or more programs are stored in the memory, and may include 5 

one or one modules. Each module may include a series of computer-executable instructions in 

the blockchain data processing device, and is configured to execute, by the one or more 

processors, the one or more programs for performing the following computer-executable 

instructions including: 

receiving a read request for target data stored in a blockchain; 10 

acquiring read permission index information of the target data from the blockchain, and 

acquiring a data read rule corresponding to the target data based on the read permission index 

information, the data read rule being used to determine readable content in the target data; 

determining, in a predetermined trusted environment, the readable content in the target data 

based on the data read rule; and 15 

providing the readable content in the target data for a sender of the read request. 

In the embodiment of the present specification, the providing the readable content in the 

target data for a sender of the read request includes: 

keeping the readable content in the target data unchanged, and processing remaining content 

in the target data to obtain processed target data; and 20 

displaying the processed target data to the sender of the read request. 

In the embodiment of the present specification, the device further performs: 

receiving an upload request of the target data; 
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generating, in the predetermined trusted environment, the data read rule corresponding to the 

target data and the read permission index information of the target data according to a preset 

compliance rule for data reading and the target data; and 

uploading the target data and the read permission index information of the target data to the 

blockchain. 5 

In the embodiment of the present specification, the device further performs: 

acquiring a changed compliance rule when it is detected that the compliance rule for data 

reading is changed; 

modifying the data read rule based on the changed compliance rule to obtain a modified data 

read rule; and 10 

the determining, in a predetermined trusted environment, the readable content in the target 

data based on the data read rule including: 

determining, in the predetermined trusted environment, the readable content in the target data 

based on the modified data read rule. 

In the embodiment of the present specification, the generating, in the predetermined trusted 15 

environment, the data read rule corresponding to the target data and the read permission index 

information of the target data according to a preset compliance rule for data reading and the target 

data includes: 

verifying, in the predetermined trusted environment, content of the target data according to a 

preset data verification rule to obtain a verification result; and 20 

generating, in the predetermined trusted environment, the data read rule corresponding to the 

target data and the read permission index information of the target data according to the preset 

compliance rule for data reading and the target data if the verification result is the verification 

being passed. 

In the embodiment of the present specification, the device further performs: 25 
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receiving a modify request for the data read rule corresponding to the target data; 

modifying, based on the modify request, the data read rule corresponding to the target data 

to obtain a modified data read rule; and 

the determining, in a predetermined trusted environment, the readable content in the target 

data based on the data read rule including: 5 

determining, in the predetermined trusted environment, the readable content in the target data 

based on the modified data read rule. 

In the embodiment of the present specification, the target data is encrypted data, and before 

the determining, in a predetermined trusted environment, the readable content in the target data 

based on the data read rule, the device further performs: 10 

decrypting, in a predetermined trusted execution environment, the encrypted target data to 

obtain the target data. 

A blockchain data processing device is provided in the embodiment of the present 

specification. Before target data stored in a blockchain is read, read permission index information 

of the target data may be acquired from the blockchain, a data read rule corresponding to the 15 

target data is acquired based on the read permission index information, and readable content in 

the target data is determined based on the data read rule in a predetermined trusted environment, 

so as to ensure the security of content filtering for the target data in the blockchain. Moreover, 

the contradiction between unchangeability of the data in the blockchain and dynamic change of 

the data read rule is solved by storing the read permission index information of the target data in 20 

the blockchain and storing the corresponding data read rule outside the blockchain, which 

implements compliance verification on the data stored in the blockchain before reading. 

The foregoing describes specific embodiments of the present specification. Other 

embodiments fall within the scope of the appended claims. In some cases, the actions or steps 

recorded in the claims may be performed in sequences different from those in the embodiments 25 
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and an expected result may still be achieved. In addition, the processes depicted in the 

accompanying drawings do not necessarily require specific sequences or consecutive sequences 

to achieve an expected result. In some implementations, multitasking and parallel processing 

may be feasible or beneficial. 

In the 1990s, improvement of a technology can be clearly distinguished between hardware 5 

improvement (for example, improvement of circuit structures such as a diode, a transistor, and a 

switch) and software improvement (improvement of a method procedure). However, with the 

development of technologies, nowadays, the improvement to many method flows can be 

regarded as a direct improvement to a hardware circuit structure. Almost all designers program 

improved method flows into hardware circuits to acquire corresponding hardware circuit 10 

structures. Therefore, it cannot be said that an improvement to a method flow cannot be 

implemented by a hardware entity module. For example, a Programmable Logic Device (PLD) 

(e.g., a Field Programmable Gate Array (FPGA)) is such an integrated circuit, and its logic 

functions are determined by a user through programming the device. Designers "integrate" a 

digital system onto a piece of PLD by independent programming without asking a chip 15 

manufacturer to design and manufacture a dedicated integrated circuit chip. Moreover, at present, 

instead of manually making an integrated circuit chip, this programming is also implemented 

mostly using "logic compiler" software, which is similar to a software compiler used for program 

development and compilation. However, the original code before compilation also has to be 

compiled using a specific programming language, which is known as a Hardware Description 20 

Language (HDL). There is not only one, but many kinds of HDLs, such as ABEL (Advanced 

Boolean Expression Language), AHDL (Altera Hardware Description Language), Confluence, 

CUPL (Cornell University Programming Language), HDCal, JHDL (Java Hardware Description 

Language), Lava, Lola, MyHDL, PALASM, and RHDL (Ruby Hardware Description 

Language). At present, VHDL (Very-High-Speed Integrated Circuit Hardware Description 25 
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Language) and Verilog are the most commonly used. Those skilled in the art should also know 

that a hardware circuit for implementing a logic method flow can be easily acquired by slightly 

logically programming the method flow using the above several hardware description languages 

and programming it into an integrated circuit. 

A controller may be implemented in any suitable manner. For example, a controller may be 5 

in the form of a microprocessor or processor and a computer-readable medium storing computer-

readable program code (such as software or firmware) executable by this (micro)processor, a 

logic gate, a switch, an Application Specific Integrated Circuit (ASIC), a programmable logic 

controller, and an embedded microcontroller. Examples of the controller include, but are not 

limited to, the following microcontrollers: ARC 625D, Atmel AT91SAM, Microchip 10 

PIC18F26K20, and Silicone Labs C8051F320. A controller of a memory may also be 

implemented as part of the control logic of the memory. Those skilled in the art also know that, 

in addition to implementing a controller in the form of pure computer-readable program code, 

the method steps can absolutely be logically programmed to enable the controller to realize the 

same function in the form of logic gates, switches, special integrated circuits, programmable 15 

logic controllers, embedded microcontrollers, or the like. Therefore, such a controller can be 

regarded as a hardware component, and the apparatuses included therein for realizing various 

functions can also be regarded as the structure within the hardware component. Alternatively, the 

apparatuses for realizing various functions can even be regarded as both a software module for 

implementing a method and a structure within a hardware component. 20 

The systems, apparatuses, modules, or units explained in the above embodiments may be 

specifically implemented by a computer chip or entity, or by a product with a certain function. A 

typical implementation device is a computer. Specifically, for example, the computer can be a 

personal computer, a laptop computer, a cellular phone, a camera phone, a smart phone, a 



 

34 

personal digital assistant, a media player, a navigation device, an email device, a game console, 

a tablet computer, a wearable device, or a combination of any of these devices. 

For ease of description, the apparatus is divided into various units based on functions, and 

the units are described separately. Of course, when one or more embodiments of the present 

specification are implemented, the functions of all units can be implemented in one or more 5 

pieces of software and/or hardware. 

Those skilled in the art should understand that the embodiments of the present specification 

can be provided as a method, a system, or a computer program product. Therefore, one or more 

embodiments of the present specification may be in the form of a complete hardware 

embodiment, a complete software embodiment, or an embodiment combining software and 10 

hardware aspects. Moreover, one or more embodiments of the present specification may be in 

the form of a computer program product that is implemented on one or more computer-usable 

storage media (including, but not limited to, a disk memory, a CD-ROM, an optical memory, and 

the like) including computer-usable program code. 

The embodiments of the present specification are described with reference to the flowchart 15 

and/or block diagram of the method, device (system), and computer program product according 

to the embodiments of the present specification. It should be understood that each flow and/or 

block in the flowcharts and/or block diagrams and a combination of flows and/or blocks in the 

flowcharts and/or block diagrams may be implemented by computer program instructions. These 

computer program instructions can be provided to a processor of a general-purpose computer, a 20 

special-purpose computer, an embedded processor, or another programmable blockchain data 

processing device to produce a machine, so that the instructions executed by the processor of the 

computer or another programmable blockchain data processing device produce an apparatus for 

realizing the functions specified in one or more flows of the flowcharts and/or one or more blocks 

of the block diagrams. 25 
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These computer program instructions may also be stored in a computer-readable memory that 

can direct a computer or another programmable blockchain data processing device to work in a 

specific manner, so that the instructions stored in this computer-readable memory produce an 

article of manufacture including an instruction apparatus which implements the functions 

specified in one or more flows of the flowcharts and/or one or more blocks of the block diagrams. 5 

These computer program instructions can also be loaded onto a computer or another 

programmable blockchain data processing device, so that a series of operation steps are 

performed on the computer or another programmable device to produce computer-implemented 

processing, so that the instructions executed on the computer or another programmable device 

provide steps for implementing the functions specified in one or more flows of the flowcharts 10 

and/or one or more blocks of the block diagrams. 

In a typical configuration, the computing device includes one or more central processing units 

(CPUs), an input/output interface, a network interface, and a memory. 

The memory can include a volatile memory, a Random Access Memory (RAM), and/or non-

volatile memory in computer-readable media, e.g., a Read-Only Memory (ROM) or a flash 15 

RAM. The memory is an example of the computer-readable medium. 

The computer-readable medium includes permanent and non-permanent, removable and non-

removable media, which may implement storage of information by using any method or 

technology. The information may be computer-readable instructions, data structures, modules of 

programs, or other data. Examples of computer storage media include, but are not limited to, a 20 

phase change memory (PRAM), a static random access memory (SRAM), a dynamic random 

access memory (DRAM), other types of random access memories (RAM), read-only memories 

(ROM), electrically erasable programmable read-only memories (EEPROM), flash memories or 

other memory technologies, read-only compact disc read-only memories (CD-ROM), digital 

versatile disks (DVD) or other optical storage, magnetic tape cassettes, magnetic tape magnetic 25 
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disk storage or other magnetic storage devices, or any other non-transmission media, and the 

computer storage media can be used to store information that can be accessed by computing 

devices. As defined herein, the computer-readable medium does not include transitory computer 

readable media (transitory media), such as a modulated data signal and a carrier. 

It should be further noted that the terms "include," "comprise," or any other variations thereof 5 

are intended to cover non-exclusive inclusion, so that a process, method, commodity, or device 

including a series of elements not only includes the elements, but also includes other elements 

not explicitly listed, or further includes elements inherent to the process, method, commodity, or 

device. In the absence of more limitations, an element defined by "including a/an …" does not 

exclude that the process, method, commodity, or device including the element further has other 10 

identical elements. 

Those skilled in the art should understand that the embodiments of the present specification 

can be provided as a method, a system, or a computer program product. Therefore, one or more 

embodiments of the present specification may be in the form of a complete hardware 

embodiment, a complete software embodiment, or an embodiment combining software and 15 

hardware aspects. Moreover, one or more embodiments of the present specification may be in 

the form of a computer program product that is implemented on one or more computer-usable 

storage media (including, but not limited to, a disk memory, a CD-ROM, an optical memory, and 

the like) including computer-usable program code. 

One or more embodiments of the present specification may be described in the general 20 

context of computer-executable instructions executed by a computer, such as a program module. 

Generally, the program module includes a routine, a program, an object, an assembly, a data 

structure, and the like used for executing a specific task or implementing a specific abstract data 

type. One or more embodiments of the present specification may also be practiced in distributed 

computing environments in which tasks are performed by remote processing devices connected 25 



 

37 

through a communication network. In the distributed computing environments, the program 

module may be located in local and remote computer storage media including a storage device. 

The embodiments in the present specification are all described in a progressive manner, and 

for the same or similar parts between the embodiments, reference can be made to each other. 

Each embodiment focuses on the differences from other embodiments. In particular, for the 5 

system embodiment, since it is basically similar to the method embodiment, the description is 

relatively simple. For the relevant parts, reference can be made to part of the description of the 

method embodiment. 

The foregoing descriptions are merely embodiments of the present specification and are not 

intended to limit the present specification. For those skilled in the art, the present specification 10 

may have various alterations and changes. Any modification, equivalent replacement, 

improvement, and the like made within the spirit and principle of the present specification shall 

be included in the scope of the claims of the present specification. 
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CLAIMS 

1. A blockchain data processing method, comprising: 

receiving a read request for target data stored in a blockchain; 

acquiring read permission index information of the target data from the blockchain, and 

acquiring a data read rule corresponding to the target data based on the read permission index 5 

information, the data read rule being used to determine readable content in the target data; 

determining, in a predetermined trusted environment, the readable content in the target data 

based on the data read rule; and 

providing the readable content in the target data for a sender of the read request. 

2. The method according to claim 1, wherein the providing the readable content in the target 10 

data for a sender of the read request comprises: 

keeping the readable content in the target data unchanged, and processing remaining content 

in the target data to obtain processed target data; and 

displaying the processed target data to the sender of the read request. 

3. The method according to claim 1, further comprising: 15 

receiving an upload request of the target data; 

generating, in the predetermined trusted environment, the data read rule corresponding to 

the target data and the read permission index information of the target data according to a preset 

compliance rule for data reading and the target data; and 

uploading the target data and the read permission index information of the target data to the 20 

blockchain. 

4. The method according to claim 3, further comprising: 

acquiring a changed compliance rule when it is detected that the compliance rule for data 

reading is changed; 
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modifying the data read rule based on the changed compliance rule to obtain a modified 

data read rule; and 

the determining, in a predetermined trusted environment, the readable content in the target 

data based on the data read rule comprising: 

determining, in the predetermined trusted environment, the readable content in the target 5 

data based on the modified data read rule. 

5. The method according to claim 3, wherein the generating, in the predetermined trusted 

environment, the data read rule corresponding to the target data and the read permission index 

information of the target data according to a preset compliance rule for data reading and the target 

data comprises: 10 

verifying, in the predetermined trusted environment, content of the target data according to 

a preset data verification rule to obtain a verification result; and 

generating, in the predetermined trusted environment, the data read rule corresponding to 

the target data and the read permission index information of the target data according to the preset 

compliance rule for data reading and the target data if the verification result is the verification 15 

being passed. 

6. The method according to claim 1, further comprising: 

receiving a modify request for the data read rule corresponding to the target data; 

modifying, based on the modify request, the data read rule corresponding to the target data 

to obtain a modified data read rule; and 20 

the determining, in a predetermined trusted environment, the readable content in the target 

data based on the data read rule comprising: 

determining, in the predetermined trusted environment, the readable content in the target 

data based on the modified data read rule. 
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7. The method according to claim 1, wherein the target data is encrypted data, and before 

the determining, in a predetermined trusted environment, the readable content in the target data 

based on the data read rule, the method further comprises: 

decrypting, in a predetermined trusted execution environment, the encrypted target data to 

obtain the target data. 5 

8. A blockchain data processing apparatus, comprising: 

a read request module configured to receive a read request for target data stored in a 

blockchain; 

an information acquisition module configured to acquire read permission index information 

of the target data from the blockchain, and acquire a data read rule corresponding to the target 10 

data based on the read permission index information, the data read rule being used to determine 

readable content in the target data; 

a readable content determination module configured to determine, in a predetermined 

trusted environment, the readable content in the target data based on the data read rule; and 

a reading module configured to provide the readable content in the target data for a sender 15 

of the read request. 

9. The apparatus according to claim 8, wherein the reading module comprises: 

a content processing unit configured to keep the readable content in the target data 

unchanged, and process remaining content in the target data to obtain processed target data; and 

a display unit configured to display the processed target data to the sender of the read 20 

request. 

10. The apparatus according to claim 8, further comprising: 

an upload request module configured to receive an upload request of the target data; 
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a rule generation module configured to generate, in the predetermined trusted environment, 

the data read rule corresponding to the target data and the read permission index information of 

the target data according to a preset compliance rule for data reading and the target data; and 

an information uploading module configure to upload the target data and the read permission 

index information of the target data to the blockchain. 5 

11. The apparatus according to claim 10, further comprising: 

a rule change detection module configured to acquire a changed compliance rule when it is 

detected that the compliance rule for data reading is changed; 

a rule modification module configured to modify the data read rule based on the changed 

compliance rule to obtain a modified data read rule; and 10 

the readable content determination module configured to determine, in the predetermined 

trusted environment, the readable content in the target data based on the modified data read rule. 

12. A blockchain data processing device, comprising: 

a processor; and 

a memory arranged to store computer-executable instructions which, when executed, cause 15 

the processor to: 

receive a read request for target data stored in a blockchain; 

acquire read permission index information of the target data from the blockchain, and 

acquire a data read rule corresponding to the target data based on the read permission index 

information, the data read rule being used to determine readable content in the target data; 20 

determine, in a predetermined trusted environment, the readable content in the target data 

based on the data read rule; and 

provide the readable content in the target data for a sender of the read request. 


