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DESCRIPTION 

 

TITLE OF INVENTION 

SERVER AND PROGRAM 

 5 

TECHNICAL FIELD 

[0001] The present invention relates to a server and a program. 

 

BACKGROUND ART 

[0002] In recent years, user authentication may be needed when a user uses a 10 

service.  In an example of user authentication, the user transmits a token to a 

server as a providing destination of the service via a mobile terminal and the 

validity of the token is determined on a server side.  As a method of providing 

this token, a method of using dedicated hardware such as an IC chip or a USB key, 

or a method of using software installed on the mobile terminal is known. 15 

 

SUMMARY OF INVENTION 

[0003] In a method of providing a token by dedicated hardware, authentication 

cannot be performed if this hardware is lost.  On the other hand, in a method of 

providing the token by software, the software needs to be installed on a mobile 20 

terminal.  In either method, convenience for a user of the mobile terminal is low.  

Some embodiments of the present invention provide a token assignment scheme 

which is highly convenient for the user. 

[0004] According to an aspect of the present invention, there is provided a server 

arranged in a mobile network for providing a token to a mobile terminal, the 25 

server comprising a network interface and a processing unit coupled to the 

network interface, wherein the processing unit is configured to receive, from the 
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mobile terminal, a request asking for the token, to determine whether the request 

is received via the mobile network, if the request is received via the mobile 

network to obtain subscriber identification information of the mobile terminal 

based on a session with the mobile terminal, to obtain a token which includes a 

user profile associated with the subscriber identification information and to which 5 

an electronic signature is added, and to transmit the token to the mobile terminal, 

and if the request is received via a network other than the mobile network, to 

notify the mobile terminal that the token is not transmitted. 

[0005] Other features and advantages of the present invention will be apparent 

from the following descriptions taken in conjunction with the accompanying 10 

drawings, in which like reference characters designate the same or similar parts 

throughout the figures thereof. 

 

BRIEF DESCRIPTION OF DRAWINGS 

[0006] The accompanying drawings, which are incorporated in and constitute a 15 

part of the specification, illustrate embodiments of the invention and, together 

with the description, serve to explain the principles of the invention. 

 Fig. 1 is a view for explaining an example of the arrangement of a mobile 

communication system according to some embodiments; 

 Fig. 2 is a block diagram for explaining examples of the arrangements of 20 

some apparatuses in Fig. 1; 

 Fig. 3 is a sequence chart for explaining an example of the operation of 

the mobile communication system in Fig. 1; 

 Fig. 4 is a flowchart for explaining an example of the operation of a 

mobile terminal in Fig. 1; 25 

 Fig. 5 is a flowchart for explaining an example of the operation of an 

external server in Fig. 1; 
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 Fig. 6 is a flowchart for explaining an example of the operation of a 

token requesting server in Fig. 1; 

 Fig. 7 is a flowchart for explaining an example of the operation of a 

token issuing server in Fig. 1; 

 Fig. 8 is a flowchart for explaining an example of another operation of 5 

the mobile terminal in Fig. 1; and 

 Fig. 9 is a flowchart for explaining an example of another operation of 

the external server in Fig. 1. 

 

DESCRIPTION OF EMBODIMENTS 10 

[0007] The arrangement of a mobile communication system according to some 

embodiments of the present invention will be described with reference to Fig. 1.  

The mobile communication system of Fig. 1 may comply with LTE (Long Term 

Evolution), 3G, or any other standard.  The mobile communication system forms 

a mobile network 110.  The mobile network 110 particularly includes a base 15 

station 111, a gateway apparatus 112, a token requesting server 113, and a token 

issuing server 114.  The mobile communication system may be provided by an 

MNO (Mobile Network Operator) or the MNO and an MVNO (Mobile Virtual 

Network Operator) in cooperation with each other. 

[0008] The mobile communication system provides a communication service to 20 

a mobile terminal 101.  The mobile terminal 101 can access, for example, an 

external server 121 included in an external network 120 via the mobile network 

110.  The external network 120 may be a public network such as the Internet, or 

a private network provided by each individual enterprise or the like.  The base 

station 111 connects the mobile terminal 101 to a core network in the mobile 25 

network 110.  The gateway apparatus 112 functions as a gateway of the core 

network and has a function of providing access to the external network 120 to the 
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mobile terminal 101.  The gateway apparatus 112 corresponds to a GGSN 

(packet gateway node) when the mobile network 110 is a 3G network and 

corresponds to a P-GW (packet data network gateway) when the mobile network 

110 is an LTE network.  The external server 121 provides various services such 

as a web browsing service to the mobile terminal 101.  Some or all the services 5 

provided by the external server 121 may need authentication of the user of the 

mobile terminal 101 or may request personal information from the user of the 

mobile terminal 101. 

[0009] In accordance with a request from the mobile terminal 101, the token 

requesting server 113 requests the token issuing server 114 to generate a token.  10 

The token is information used for authentication in the external server 121 and is 

also referred to as an authentication token or a security token.  The token may be, 

for example, a JSON Web Token defined by RFC7519.  In accordance with the 

request from the token requesting server 113, the token issuing server 114 

generates a token with an electronic signature.  The token issuing server 114 is 15 

included in, for example, a segment at a backend where communication can be 

performed safely from the token requesting server 113.  The operations of the 

token requesting server 113 and token issuing server 114 will be described in 

detail later. 

[0010] Examples of the arrangements of the mobile terminal 101, token 20 

requesting server 113, token issuing server 114, and external server 121 will be 

described with reference to Fig. 2.  Each of the base station 111 and the gateway 

apparatus 112 may have an existing arrangement, and thus the detailed description 

thereof will be omitted. 

[0011] The mobile terminal 101 is a device capable of accessing the mobile 25 

network 110 and can be, for example, a mobile phone, a smartphone, a tablet, a 

personal computer, a sensor, an actuator, or the like.  The mobile terminal 101 
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may be an apparatus assumed to be carried or an apparatus assumed to be used 

fixedly.  The mobile terminal 101 includes, for example, a CPU 201, a memory 

202, a network interface 203, a SIM card 204, a display 205, and an input device 

206.  The CPU 201 is coupled to the respective constituent elements of the 

mobile terminal 101 and controls their operations.  The memory 202 stores a 5 

program for controlling the operation of the mobile terminal 101 or is used as a 

work area at the time of the operation. 

[0012] The network interface 203 is used for the mobile terminal 101 to 

communicate with another apparatus.  The network interface 203 can access the 

mobile network 110 of, for example, LTE, 3G, or the like.  The network 10 

interface 203 may further be able to access a network other than the mobile 

network 110 such as a wireless LAN. 

[0013] The SIM card 204 is used to authenticate a mobile network operator 

when the mobile terminal 101 accesses the mobile network 110.  The SIM card 

204 includes an IC chip that stores an IMSI (International Mobile Subscriber 15 

Identity) and private information for authentication.  The IMSI is an example of 

subscriber identification information uniquely assigned to a subscriber for each 

subscription contract.  The SIM card 204 has a high tamper resistance, making it 

impossible to externally obtain the contents of the SIM card 204.  Moreover, the 

IMSI is issued for each operator who operates the mobile network 110 and is not 20 

enabled unless it is registered in the mobile network 110, making it substantially 

impossible to forge the IMSI. 

[0014] An IMEI (International Mobile Equipment Identifier) is assigned to the 

mobile terminal 101.  The IMEI is an international identifier assigned to each 

mobile terminal.  The IMEI may be stored in the memory 202 or the network 25 

interface 203. 

[0015] The display 205 is a device for presenting information to the user of the 
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mobile terminal 101.  The input device 206 is a device for receiving an input 

from the user of the mobile terminal 101 and formed by, for example, a keypad or 

a touch panel.  When the mobile terminal 101 is the sensor, the actuator, or the 

like, the mobile terminal 101 may include neither the display 205 nor the input 

device 206. 5 

[0016] The token requesting server 113 includes, for example, a CPU 211, a 

memory 212, a network interface 213, and a storage unit 214.  The CPU 211 is 

coupled to the respective constituent elements of the token requesting server 113 

and controls their operations.  The memory 212 stores a program for controlling 

the operation of the token requesting server 113 or is used as a work area at the 10 

time of the operation.  The network interface 213 is used for the token requesting 

server 113 to communicate with another apparatus.  The storage unit 214 stores 

various kinds of information used for the operation of the token requesting server 

113. 

[0017] The token issuing server 114 includes, for example, a CPU 221, a 15 

memory 222, a network interface 223, and a storage unit 224.  The CPU 221 is 

coupled to the respective constituent elements of the token issuing server 114 and 

controls their operations.  The memory 222 stores a program for controlling the 

operation of the token issuing server 114 or is used as a work area at the time of 

the operation.  The network interface 223 is used for the token issuing server 114 20 

to communicate with another apparatus.  The storage unit 224 stores various 

kinds of information used for the operation of the token issuing server 114. 

[0018] The external server 121 includes, for example, a CPU 231, a memory 232, 

a network interface 233, and a storage unit 234.  The CPU 231 is coupled to the 

respective constituent elements of the external server 121 and controls their 25 

operations.  The memory 232 stores a program for controlling the operation of 

the external server 121 or is used as a work area at the time of the operation.  The 
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network interface 233 is used for the external server 121 to communicate with 

another apparatus.  The storage unit 234 stores various kinds of information used 

for the operation of the external server 121.  For example, information needed to 

provide a service such as a web page is stored in the storage unit 234. 

[0019] Subsequently, one scenario of the operation of the mobile 5 

communication system in Fig. 1 will be described with reference to Fig. 3.  In 

this scenario, the mobile terminal 101 accesses a web page provided by the 

external server 121 by an HTTPS via the mobile network 110.  The URL of this 

web page is "https://external-service.example.com/auth".  This web page needs 

authentication by the user of the mobile terminal 101.  The URL of the token 10 

requesting server 113 is "https://auth.soracom.io".  In each step of Fig. 3, a 

character string enclosed in double quotes indicates an HTTP command for 

executing each step. 

[0020] In step S1, the mobile terminal 101 transmits, to the external server 121, 

a request for browsing the web page that needs authentication.  In step S2, the 15 

external server 121 redirects the request from the mobile terminal 101 to the token 

requesting server 113.  In step S3, in accordance with a redirect instruction from 

the external server 121, the mobile terminal 101 transmits a request to the token 

requesting server 113.  This request includes a URL to be returned after 

obtaining a token (that is, the URL of the web page of a connection destination in 20 

step S1). 

[0021] In step S4, the token requesting server 113 determines that the mobile 

terminal 101 has transmitted a request via the mobile network 110 and obtains the 

IMSI of the mobile terminal 101.  In step S5, the token requesting server 113 

transmits, to the token issuing server 114, a request asking for issuance of a token.  25 

This request includes the IMSI of the mobile terminal 101 and a URL to be 

returned after obtaining the token. 
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[0022] In step S6, the token issuing server 114 generates a token and adds an 

electronic signature to the token.  In step S7, the token issuing server 114 returns 

the token with the electronic signature to the token requesting server 113.  In 

step S8, the token requesting server 113 transfers the token with the electronic 

signature to the mobile terminal 101. 5 

[0023] In step S9, the mobile terminal 101 transmits, to the external server 121, 

a request including the received token with the electronic signature as an 

argument of a parameter.  In step S10, the external server 121 verifies the 

received token with the electronic signature.  Here, the token with the electronic 

signature is valid.  Therefore, in step S11, in accordance with the request from 10 

the mobile terminal 101, the external server 121 returns the web page that needs 

authentication to the mobile terminal 101. 

[0024] Subsequently, the details of the operations of the respective apparatuses 

in Fig. 3 will be described with reference to Figs. 4 to 7.  First, the operation of 

the mobile terminal 101 will be described in detail with reference to Fig. 4.  This 15 

operation may be implemented by causing the CPU 201 of the mobile terminal 

101 to execute programs stored in the memory 202 as a general-purpose 

processing circuit.  Instead of this, the mobile terminal 101 may include a 

dedicated processing circuit (for example, an ASIC) for executing each step below, 

and this circuit may execute each step. 20 

[0025] In step S401, the mobile terminal 101 transmits a request asking for a 

service to the external server 121.  This service may or may not need 

authentication.  This service may be webpage browsing as in the above-

described scenario, or a service using a protocol other than the HTTP, for example, 

transmission/reception of an e-mail, file transfer, or the like.  If the service of the 25 

external server 121 does not need authentication, the mobile terminal 101 is 

provided with the service from the external server 121 and terminates the process.  
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A case in which the service of the external server 121 needs authentication will be 

discussed below. 

[0026] In step S402, the mobile terminal 101 receives a redirect instruction from 

the external server 121 as a response to the request transmitted in step S401.  

This redirect instruction includes the address (for example, the URL) of the token 5 

requesting server 113. 

[0027] In step S403, in accordance with the redirect instruction received in step 

S402, the mobile terminal 101 transmits a request to the token requesting server 

113.  As in the above-described scenario, the token requesting server 113 returns 

a token with an electronic signature to the mobile terminal 101 in accordance with 10 

a request from the mobile terminal 101.  Hence, the request to the token 

requesting server 113 is treated as a request asking for the token with the 

electronic signature regardless of the presence/absence of an explicit instruction in 

this request.  The request to the token requesting server 113 includes a 

destination address (for example, the URL) of the request transmitted in step S401.  15 

The request to the token requesting server 113 may also include information 

(session information, information that assists user specification, or the like) 

needed for the external server 121 to continue the subsequent steps, if necessary.  

For example, the request to the token requesting server 113 may include a query 

parameter if the request transmitted in step S401 is a GET method or may include 20 

user data (that is, arbitrary data to be added freely by the user of the mobile 

terminal 101) in a Body if the request is a POST method. 

[0028] In step S404, the mobile terminal 101 receives, from the token requesting 

server 113, the token with the electronic signature and the address of a service to 

which this token is to be transferred.  The service to which the token is to be 25 

transferred is, for example, a service of a destination of the request transmitted in 

step S401. 
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[0029] In step S405, the mobile terminal 101 transmits a request that includes a 

token with an electronic signature to the address designated in step S404.  The 

token with the electronic signature is included in a request as, for example, an 

argument of a parameter representing a token.  In response to this request, the 

service that needs authentication is provided from the external server 121 to the 5 

mobile terminal 101. 

[0030] The mobile terminal 101 may verify the validity of the token received in 

step S404 before transmitting the request in step S405.  For example, the mobile 

terminal 101 may determine whether an IMSI and IMEI included in the token 

match its IMSI and IMEI or whether data (a query parameter, user data, or the 10 

like) included in the token and data included in the request received in step S403 

match.  If the mobile terminal 101 determines that the token is not valid, it does 

not transmit the request in step S405. 

[0031] Next, the operation of the external server 121 will be described in detail 

with reference to Fig. 5.  This operation may be implemented by causing the 15 

CPU 231 of the external server 121 to execute programs stored in the memory 232 

as a general-purpose processing circuit.  Instead of this, the external server 121 

may include a dedicated processing circuit (for example, an ASIC) for executing 

each step below, and this circuit may execute each step. 

[0032] In step S501, the external server 121 transmits a request asking for a 20 

service from the mobile terminal 101.  This request is the same as described in 

step S401 above. 

[0033] In step S502, the external server 121 determines whether the service 

requested in step S501 needs authentication of the user of the mobile terminal 101.  

The external server 121 advances the process to step S503 if the service needs 25 

authentication ("YES" in step S502) and advances the process to step S506 if the 

service does not need authentication ("NO" in step S502).  In step S506, the 
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external server 121 responds to the request from the mobile terminal 101 and 

provides the service to the mobile terminal 101. 

[0034] In step S503, the external server 121 determines whether a token is 

designated as a parameter of the request received in step S501.  The external 

server 121 advances the process to step S505 if the token is designated ("YES" in 5 

step S503) and advances the process to step S504 if the token is not designated 

("NO" in step S503). 

[0035] In step S504, the external server 121 redirects the request received in step 

S501 to the token requesting server 113.  The address of the token requesting 

server 113 is stored, in advance, in the storage unit 234 of the external server 121 10 

by an administrator of the external server 121.  In step S504, the external server 

121 may determine, for each service, whether authentication is performed by 

transferring the request to the token requesting server 113 or by another method.  

The external server 121 returns the process to step S501 after redirecting the 

request to the token requesting server 113 and waists for a further request from the 15 

mobile terminal 101. 

[0036] In step S505, the external server 121 determines whether the token 

included in the request received in step S501 is valid.  The external server 121 

advances the process to step S506 if the token is valid ("YES" in step S505) and 

advances the process to step S507 if the token is not valid ("NO" in step S505). 20 

[0037] The external server 121 determines that the token is not valid if the 

request does not include the token though the token is designated as the parameter.  

For example, in the above-described scenario, the external server 121 determines 

that the token is not valid if a received HTTP command is "GET https://external-

service.example.com/auth?token=". 25 

[0038] If the request includes the token, the external server 121 determines the 

validity of the token.  For example, the external server 121 verifies an electronic 
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signature added to the token by a public key of the token issuing server 114 and 

determines whether the token has expired.  Instead of this, the external server 

121 may instruct the token issuing server 114 or another verification server to 

determine the validity of the token. 

[0039] In step S506, if the token is valid, the external server 121 responds to the 5 

request assuming that authentication of the service requested in step S501 is 

complete and provides the service to the mobile terminal 101. 

[0040] In step S507, if the token is not valid, the external server 121 responds to 

the request assuming that authentication of the service requested in step S501 fails 

and returns an error to the mobile terminal 101.  For example, in the above-10 

described scenario, the external server 121 returns "403 Forbidden" as an HTTP 

command. 

[0041] Next, the operation of the token requesting server 113 will be described 

in detail with reference to Fig. 6.  This operation may be implemented by 

causing the CPU 211 of the token requesting server 113 to execute programs 15 

stored in the memory 212 as a general-purpose processing circuit.  Instead of this, 

the token requesting server 113 may include a dedicated processing circuit (for 

example, an ASIC) for executing each step below, and this circuit may execute 

each step. 

[0042] In step S601, the token requesting server 113 receives a request asking 20 

for a token from the mobile terminal 101.  This request is the same as described 

in step S403 above. 

[0043] In step S602, the token requesting server 113 determines whether the 

request received in step S601 is received via the mobile network 110.  The token 

requesting server 113 advances the process to step S603 if the request is received 25 

via the mobile network 110 ("YES" in step S602) and advances the process to step 

S606 if the request is received via another network ("NO" in step S602).  The 
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other network is, for example, the external network 120 such as the Internet. 

[0044] The token requesting server 113 is connected to the gateway apparatus 

112, and has an endpoint for communication in the mobile network 110 and an 

endpoint for communication with the external network 120.  The token 

requesting server 113 is formed by two individual servers, and these two 5 

endpoints may be assigned to the two servers separately.  If the mobile terminal 

101 accesses the token requesting server 113 via the mobile network 110, the 

address ("https://auth.soracom.io" in the above-described scenario) of the token 

requesting server 113 undergoes name resolution to the endpoint for 

communication in the mobile network 110 by a domain name server.  On the 10 

other hand, if the mobile terminal 101 accesses the token requesting server 113 

via the external network 120 by using the wireless LAN or the like, the address of 

the token requesting server 113 undergoes name resolution to the endpoint for 

communication with the external network 120.  By determining a specific 

endpoint at which the request arrives, the token requesting server 113 can 15 

determine whether the request received in step S601 is received via the mobile 

network 110. 

[0045] Instead of having the above-described two endpoints, the token 

requesting server 113 may use, as an endpoint, one IP address at which both 

access via the mobile network 110 and access via the external network 120 arrive.  20 

In this case, the token requesting server 113 uses different network interfaces 

between the side of the mobile network 110 and the side of the external network 

120, and based on a difference in network at which the request arrives, determines 

whether the request received in step S601 is received via the mobile network 110.  

More specifically, the token requesting server 113 determines, based on the 25 

arrival of the request at the network interface at which the access via the mobile 

network 110 arrives, that this request arrives via the mobile network 110 and 
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determines, based on the arrival of the request at the other network interface at 

which the access via the external network 120 arrives, that this request arrives via 

the external network 120.  The same IP address is assigned to these network 

interfaces.  Even if the token requesting server 113 is formed by two individual 

servers, and these two endpoints are assigned to the two servers separately, the 5 

same control is implemented by assigning the different network interfaces 

between the side of the mobile network 110 and the side of the external network 

120 while using the same IP address for the respective network interfaces. 

[0046] The mobile network 110 can be regarded as a closed network, and thus a 

message (a request or a response) via the mobile network 110 may be a plaintext 10 

without being encrypted.  This makes it possible to reduce power consumption 

or a processing capability required of the mobile terminal 101. 

[0047] In step S606, if the request is received via the other network, the token 

requesting server 113 returns an error to the mobile terminal 101 and notifies the 

mobile terminal 101 that it cannot transmit the token.  The token requesting 15 

server 113 explicitly returns the error to the mobile terminal 101 in this manner, 

allowing the mobile terminal 101 to continue the process without waiting for 

timeout or the like. 

[0048] In step S603, if the request is received via the mobile network 110, the 

token requesting server 113 obtains the IMSI of the mobile terminal 101.  For 20 

example, the token requesting server 113 can obtain the IMSI from session 

information between the mobile network 110 and the mobile terminal 101.  The 

token requesting server 113 may return an error as in step S606 if it cannot obtain 

the IMSI, for example, if the mobile terminal 101 cannot receive a service by the 

mobile network 110.  If the token requesting server 113 restricts access to a 25 

specific mobile terminal or a combination of a specific subscriber and mobile 

terminal, it may obtain the IMEI of the mobile terminal 101 from the session 
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information and determine, based on this IMEI, whether the mobile terminal 101 

can receive the service by the mobile network 110.  This makes it possible to 

prevent an abuse when the SIM card 204 is stolen. 

[0049] In step S604, the token requesting server 113 requests the token issuing 

server 114 to generate a token.  This request includes the IMSI of the mobile 5 

terminal 101 obtained in step S603 and information included in the request from 

the mobile terminal 101 received in step S601 (a destination address, user data, or 

the like of the request transmitted in step S401).  If the IMEI of the mobile 

terminal 101 is obtained in step S603, this request also includes this IMEI. 

[0050] In step S605, the token requesting server 113 receives a token with an 10 

electronic signature from the token issuing server 114 and transfers this token to 

the mobile terminal 101. 

[0051] Next, the operation of the token issuing server 114 will be described in 

detail with reference to Fig. 7.  This operation may be implemented by causing 

the CPU 221 of the token issuing server 114 to execute programs stored in the 15 

memory 222 as a general-purpose processing circuit.  Instead of this, the token 

issuing server 114 may include a dedicated processing circuit (for example, an 

ASIC) for executing each step below, and this circuit may execute each step. 

[0052] In step S701, the token issuing server 114 receives a request asking for a 

token from the token requesting server 113.  This request is the same as 20 

described in step S604 above. 

[0053] In step S702, the token issuing server 114 obtains information associated 

with an IMSI included in the request received in step S701.  This information 

includes a user profile (for example, the name, address, e-mail address, and the 

like of the user) of the mobile terminal 101.  This information is stored, in 25 

advance, in the storage unit 224 of the token issuing server 114.  Instead of this, 

the user profile may be stored in a database outside the token issuing server 114, 
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or the token issuing server 114 may read out the user profile from this database by 

using the IMSI as a key. 

[0054] In step S703, the token issuing server 114 generates a token.  This token 

includes the IMSI which is included in the request received in step S701, the 

information obtained in step S702, an expiration date of the token set by the token 5 

issuing server 114, and information (user data, a query parameter, or the like) 

concerning the request to the external server 121 which is included in the request 

received in step S701. 

[0055] In step S704, the token issuing server 114 adds an electronic signature to 

the token generated in step S703 by using a private key of the token issuing server 10 

114.  The target of the electronic signature may be the whole token or a part of it. 

The private key of the token issuing server 114 is stored, in advance, in the 

storage unit 224 of the token issuing server 114. 

[0056] In step S704, the token issuing server 114 returns the token to which the 

electronic signature is added in step S704 to the token requesting server 113. 15 

[0057] According to the embodiment described above, a secure authentication 

result of an SIM can also be used for authentication in the external server 121.  

In the above-described embodiment, if a request from the mobile terminal 101 is 

received via a network other than the mobile network 110, the token requesting 

server 113 returns an error.  Instead of this, the token requesting server 113 may 20 

authenticate the mobile terminal 101 by a method different from obtainment of the 

IMSI using the session with the mobile terminal 101 described above (step S603) 

and obtain this IMSI.  For example, the token requesting server 113 may 

authenticate the mobile terminal 101 via the external network 120 by using a 

challenge/response according to an EAP (Extensible Authentication Protocol) and 25 

obtain this IMSI.  This method is applicable not only to a case in which the 

request is received via the network other than the mobile network 110 but also to 
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a case in which the request is received via the mobile network 110. 

[0058] In the above-described embodiment, an authentication result using the 

SIM card 204 of the mobile terminal 101 is also used for authentication in the 

external server 121.  Thus, another device that accesses the external server 121 

via the mobile terminal 101 by using tethering or the like can also use the 5 

authentication result of the mobile terminal 101.  If the user of the mobile 

terminal 101 wants to prevent such use by the other device, the token requesting 

server 113 and the mobile terminal 101 may be set so as to prevent routing by the 

mobile terminal 101.  For example, a link local address (169.254.0.0/16 in IPv4 

and fe80::/10 in IPv6) may be set as the endpoint for communication in the mobile 10 

network 110 of the token requesting server 113.  In this case, the token 

requesting server 113 and the mobile terminal 101 are linked directly, making it 

possible to allow the mobile terminal 101 to reach the toke requesting server 113 

by the link local address.  On the other hand, the other device passing through 

the mobile terminal 101 is linked to the token requesting server 113 indirectly, 15 

making it impossible to allow the mobile terminal 101 to reach the token 

requesting server 113. 

[0059] Subsequently, an example of another operation of the mobile 

communication system in Fig. 1 will be described.  As described above, a token 

provided to the external server 121 includes a user profile.  Therefore, the user of 20 

the mobile terminal 101 may provide his/her own personal information to the 

external server 121 by using the above-described mobile communication system. 

[0060] First, the user of the mobile terminal 101 resisters his/her own private 

information in the token issuing server 114 in association with the IMSI of the 

mobile terminal 101.  That is, an administrator of the token issuing server 114 25 

serves as a personal information administrator.  The personal information 

administrator may perform identity verification of the user of the mobile terminal 
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101 by using an identification card or the like.  On the other hand, the 

administrator of the external server 121 applies to the personal information 

administrator for use of the personal information.  The personal information 

administrator may confirm the presence of the administrator of the external server 

121 or may confirm an office physically.  Furthermore, the personal information 5 

administrator may monitor the administrator of the external server 121 

periodically and exclude an inappropriate administrator from a service recipient. 

[0061] The operation of the mobile terminal 101 will be described in detail with 

reference to Fig. 8.  This operation may be implemented by causing the CPU 201 

of the mobile terminal 101 to execute programs stored in the memory 202 as a 10 

general-purpose processing circuit.  Instead of this, the mobile terminal 101 may 

include a dedicated processing circuit (for example, an ASIC) for executing each 

step below, and this circuit may execute each step. 

[0062] In step S801, the mobile terminal 101 transmits a request asking for a 

service to the external server 121.  This service may or may not need personal 15 

information.  This service may be web page browsing as in the above-described 

scenario, or a service using a protocol other than the HTTP, for example, 

transmission/reception of a mail, file transfer, or the like.  If the service of the 

external server 121 does not need the personal information, the mobile terminal 

101 is provided with the service from the external server 121 and terminates the 20 

process.  A case in which the service of the external server 121 needs the 

personal information will be discussed below. 

[0063] In step S802, the mobile terminal 101 receives an instruction to input the 

personal information from the external server 121.  This input instruction 

includes the type of necessary personal information (for example, a name, an 25 

address, a telephone number, a credit card number, or the like). 

[0064] In step S803, the mobile terminal 101 displays, on the display 205, the 
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type of personal information to which the input instruction is given and receives 

an instruction of whether to provide the personal information from the user by 

using the input device 206.  The mobile terminal 101 terminates the process if 

instructed not to provide the personal information and continues the process if 

instructed to provide the personal information. 5 

[0065] In step S804, the mobile terminal 101 transmits a request to the token 

requesting server 113.  In this embodiment as well, as described above, the 

request to the token requesting server 113 is treated as a request asking for a token 

with an electronic signature regardless of the presence/absence of an explicit 

instruction in this request.  The request to the token requesting server 113 10 

includes a destination address (for example, the URL) of the request transmitted 

in step S801.  Furthermore, the request to the token requesting server 113 

includes the type of necessary personal information received in step S802. 

[0066] In response to the request transmitted in step S804, the token requesting 

server 113 returns the token with the electronic signature to the mobile terminal 15 

101 by performing the process described with reference to Fig. 6.  This token 

includes personal information of the user of the mobile terminal 101 as a user 

profile.  The token requesting server 113 returns an error to the mobile terminal 

101 unless an address of the external server 121 included in the request is an 

address of the external server 121 whose application for use is accepted.  This 20 

makes it possible to prevent the personal information of the user from being 

provided to the unreliable external server 121. 

[0067] In step S805, the mobile terminal 101 receives the token from the token 

requesting server 113.  In step S806, the mobile terminal 101 transmits the token 

to the external server 121. 25 

[0068] Next, the operation of the external server 121 will be described in detail 

with reference to Fig. 9.  This operation may be implemented by causing the 
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CPU 231 of the external server 121 to execute programs stored in the memory 232 

as a general-purpose processing circuit.  Instead of this, the external server 121 

may include a dedicated processing circuit (for example, an ASIC) for executing 

each step below, and this circuit may execute each step. 

[0069] In step S901, the external server 121 transmits a request asking for a 5 

service from the mobile terminal 101.  This request is the same as described in 

step S801 above. 

[0070] In step S902, the external server 121 determines whether the service 

requested in step S901 needs the personal information of the user of the mobile 

terminal 101.  The external server 121 advances the process to step S903 if the 10 

service needs the personal information ("YES" in step S902) and advances the 

process to step S906 if the service does not need the personal information ("NO" 

in step S902).  In step S906, the external server 121 responds to the request from 

the mobile terminal 101 and provides the service to the mobile terminal 101.  As 

the service that needs the personal information, there is, for example, the dispatch 15 

of goods (which needs a name, an address, a telephone number, and the like) or 

account settlement processing (which needs a name, a credit card number, and the 

like). 

[0071] In step S903, the external server 121 requires the mobile terminal 101 to 

input the personal information needed to provide the service.  In step S904, the 20 

external server 121 receives a token form the mobile terminal 101. 

[0072] In step S905, the external server 121 determines whether the token 

received in step S904 is valid.  The external server 121 advances the process to 

step S906 if the token is valid ("YES" in step S905) and advances the process to 

step S907 if the token is not valid ("NO" in step S905).  The validity of the token 25 

is determined as in step S505. 

[0073] In step S906, if the token is valid, the external server 121 provides the 



P216-0206WO 

 

- 21 - 

service to the mobile terminal 101 by using the personal information included in 

the token.  The external server 121 may obtain the personal information of the 

user of the mobile terminal 101 from the token issuing server 114 instead of 

obtaining the personal information from the token.  In this case, the token 

includes only the type of personal information needed by the external server 121 5 

and may not include the contents of the personal information.  The external 

server 121 may transmit the token received in step S904 to the token issuing 

server 114 in order to obtain the personal information from the token issuing 

server 114.  The token issuing server 114 provides the personal information to 

the external server 121 if the token received form the external server 121 is a 10 

token issued by itself.  In step S907, if the token is not valid, the external server 

121 responds to the request assuming that the personal information is not input 

and returns the error to the mobile terminal 101. 

[0074] In the above-described embodiment, the user of the mobile terminal 101 

can provide his/her own personal information to the reliable external server 121 in 15 

a necessary range and can unitarily manage his/her own personal information in 

the token issuing server 114.  Further, the administrator of the external server 

121 need not manage the personal information of the user of the mobile terminal 

101, reducing a risk such as a leak accident.  Furthermore, the administrator of 

the external server 121 can identify that the obtained personal information is valid 20 

(at least information is managed by the personal information administrator). 

[0075] The present invention is not limited to the above-described embodiments, 

and various changes and modifications can be made within the spirit and scope of 

the present invention.  Therefore, to apprise the public of the scope of the present 

invention, the following claims are made. 25 
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CLAIMS 

1. A server arranged in a mobile network for providing a token to a mobile 

terminal, the server comprising: 

 a network interface; and 

 a processing unit coupled to the network interface, 5 

 wherein the processing unit is configured 

  to receive, from the mobile terminal, a request asking for the token, 

  to determine whether the request is received via the mobile network, 

  if the request is received via the mobile network, 

   to obtain subscriber identification information of the mobile 10 

terminal based on a session with the mobile terminal, 

   to obtain a token which includes a user profile associated with 

the subscriber identification information and to which an electronic signature is 

added, and 

   to transmit the token to the mobile terminal, and 15 

  if the request is received via a network other than the mobile 

network, to notify the mobile terminal that the token is not transmitted. 

  

2. A server arranged in a mobile network for providing a token to a mobile 

terminal, the server comprising: 20 

 a network interface; and 

 a processing unit coupled to the network interface, 

 wherein the processing unit is configured 

  to receive, from the mobile terminal, a request asking for the token, 

  to determine whether the request is received via the mobile network, 25 

  to obtain subscriber identification information of the mobile terminal 

based on a session with the mobile terminal if the request is received via the 
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mobile network, 

  to obtain the subscriber identification information by performing 

authentication processing on the mobile terminal if the request is received via a 

network other than the mobile network, 

  to obtain a token which includes a user profile associated with the 5 

subscriber identification information and to which an electronic signature is added, 

and 

  to transmit the token to the mobile terminal. 

3. The server according to claim 1 or 2, wherein the server includes a first 

network interface at which access via the mobile network arrives and a second 10 

network interface at which access via a network other than the mobile network 

arrives, and 

 the processing unit is further configured to determine, based on an arrival 

of the request at the first network interface, that the request is received via the 

mobile network. 15 

4. The server according to any one of claims 1 to 3, wherein the processing 

unit is further configured 

 to obtain apparatus identification information of the mobile terminal, and 

 not to transmit the token to the mobile terminal if the apparatus 

identification information does not correspond to the subscriber identification 20 

information. 

5.  The server according to any one of claims 1 to 4, wherein a link local 

address is assigned to the network interface. 

6. A program for causing a computer to function as a control unit of a 

server defined in any one of claims 1 to 5. 25 


