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METHOD AND APPARATUS FOR CLUSTERING PRIVACY DATA OF PLURALITY 

OF PARTIES 

BACKGROUND 

Technical Field 

[0001] One or more embodiments of the present specification relate to the 5 

computer field, and in particular, to a method and an apparatus for clustering privacy data 

of a plurality of parties. 

Description of the Related Art 

[0002] Clustering is a very common technology in machine learning.  It is often 

applied to tasks such as community discovery and abnormality detection.  A common 10 

clustering algorithm is an unsupervised learning algorithm, which is intended to group 

similar objects into the same cluster.  Higher similarity of the objects in the cluster 

indicates a better clustering effect.  The biggest difference between clustering and 

classification is that the purpose of classification is known in advance, but the purpose of 

clustering is unknown in advance.  The result of clustering is the same as that of 15 

classification, except that the category is not defined in advance. 

[0003] In some scenarios, data is distributed vertically in a plurality of parties.  The 

data possessed by each party may be privacy data, that is, the privacy data possessed by 

one party cannot be disclosed to other parties.  In such case, the existing technology does 

not provide a suitable clustering method. 20 

[0004] Therefore, an improved solution is expected to prevent leakage of privacy 

data when privacy data of a plurality of parties is clustered. 
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BRIEF SUMMARY 

[0005] One or more embodiments of the present specification describe a method 

and an apparatus for clustering privacy data of a plurality of parties, so as to prevent 

leakage of privacy data when privacy data of a plurality of parties is clustered. 

[0006] According to a first aspect, a method for clustering privacy data of a 5 

plurality of parties is provided, the plurality of parties including a first party and a second 

party, privacy data of the first party including a first feature part of N samples, and the first 

feature part corresponding to a first dimension set; privacy data of the second party 

including a second feature part of the N samples, and the second feature part corresponding 

to a second dimension set; and the method being performed by the first party, comprising a 10 

plurality of rounds of iterative processes, and any one of the plurality of rounds of iterative 

processes including: determining a first data part of central data currently corresponding to 

a cluster of K clusters, where the first data part corresponds to the first dimension set; a 

second data part of the central data corresponding to the second dimension set belongs to 

the second party; the first data part of the central data and the second data part of the 15 

central data jointly form the central data; separately using central data of a cluster of the K 

clusters as target central data, and obtaining a first segment of a target distance between a 

sample of the N samples and the target central data through local calculation based on a 

first feature part of the sample of the N samples and the first data part of the target central 

data, where a second segment of the target distance is obtained by the second party; 20 

determining a shortest target distance among target distances by performing joint 

comparison using the first segment of each target distance and the second segment of each 

target distance of the second party through secret sharing; and determining a cluster 

corresponding to the shortest target distance as a cluster that the sample currently belongs 

to. 25 

[0007] In some possible implementations, the local calculation includes: using the 

first feature part of the sample as a first sub-vector, using the first data part of the target 

central data as a second sub-vector, calculating a vector distance between the first sub-
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vector and the second sub-vector, and determining the vector distance as the first segment 

of the target distance between the sample and the target central data. 

[0008] In some possible implementations, in a first round of iteration, first data part 

of the central data corresponding to a cluster of the K clusters is randomly initialized data. 

[0009] In some possible implementations, the joint comparison includes: 5 

determining a distance comparison result between the two target distances by performing 

joint comparison using first segments of two target distances among the target distances 

and second segments of the two target distances of the second party through secret sharing; 

and determining the shortest target distance among the target distances based on the 

distance comparison result. 10 

[0010] In some possible implementations, the method further includes: after 

determining the cluster corresponding to the shortest target distance as the cluster that the 

sample currently belongs to, updating, based on a feature mean value corresponding to a 

dimension in first feature data of samples of the cluster, a data value corresponding to the 

dimension in a first data part of central data of the cluster. 15 

[0011] The method further includes: after updating the data value corresponding to 

the dimension in the first data part of the central data of the cluster, determining whether a 

change amount of central data of the cluster satisfies a predetermined condition for 

stopping iteration; and in response to determining that the change amount of the central 

data of the cluster does not satisfy the predetermined condition for stopping iteration, 20 

performing a next round of iteration among the plurality of rounds of iterative processes. 

[0012] The method further includes: in response to determining that the change 

amount of the central data of the cluster satisfies the predetermined condition for stopping 

iteration, determining the cluster that a sample currently belongs to as a cluster that the 

sample finally belongs to. 25 

[0013] Further, determining whether the change amount of the central data of the 

cluster satisfies the predetermined condition for stopping iteration includes: using a cluster 

of the clusters as a target cluster, using a first data part of central data of the target cluster 

before update as a third sub-vector, using a first data part of central data of the target 
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cluster after update as a fourth sub-vector, calculating a first vector distance between the 

third sub-vector and the fourth sub-vector, and determining a first comparison result 

between the first vector distance and a first threshold; receiving a second comparison result 

between a second vector distance and a second threshold from the second party, where the 

second vector distance is a second vector distance between a fifth sub-vector and a sixth 5 

sub-vector, and is calculated by the second party using a second data part of the central 

data of the target cluster before update as the fifth sub-vector and using a second data part 

of the central data of the target cluster after update as the sixth sub-vector; and in response 

to the first comparison result showing that the first vector distance is less than or equal to 

the first threshold, and the second comparison result showing that the second vector 10 

distance is less than or equal to the second threshold, determining that a change amount of 

central data of the target cluster satisfies the predetermined condition for stopping iteration. 

[0014] According to a second aspect, an apparatus for clustering privacy data of a 

plurality of parties is provided, the plurality of parties including a first party and a second 

party, privacy data of the first party including a first feature part of N samples, and the first 15 

feature part corresponding to a first dimension set; privacy data of the second party 

including a second feature part of the N samples, and the second feature part corresponding 

to a second dimension set; the apparatus being arranged in the first party, and being 

configured to perform a plurality of rounds of iterative processes; and the apparatus 

comprising the following units for performing any round of iteration: a central 20 

determination unit, configured to determine a first data part of central data currently 

corresponding to a cluster of K clusters, where the first data part corresponds to the first 

dimension set; a second data part of the central data corresponding to the second dimension 

set belongs to the second party; the first data part of the central data and the second data 

part of the central data jointly form the central data; a local calculation unit, configured to 25 

separately use the central data as target central data, and obtain a first segment of a target 

distance between a sample of the N samples and the target central data through local 

calculation based on a first feature part of the sample of the N samples and the first data 

part of the target central data determined by the central determination unit, where a second 
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segment of the target distance is obtained by the second party; a joint comparison unit, 

configured to determine a shortest target distance among target distances by performing 

joint comparison using the first segment of each target distance obtained by the local 

calculation unit and the second segment of each target distance of the second party through 

secret sharing; and a cluster determination unit, configured to determine a cluster 5 

corresponding to the shortest target distance determined by the joint comparison unit, as a 

cluster that the sample currently belongs to. 

[0015] According to a third aspect, a computer-readable storage medium is 

provided, which stores a computer program.  When the computer program is executed on a 

computer, the computer is enabled to perform the method according to the first aspect. 10 

[0016] According to a fourth aspect, a computing device is provided, including a 

memory and a processor.  The memory stores executable code, and the processor executes 

the executable code to implement the method according to the first aspect. 

[0017] According to the method and the apparatus provided in the embodiments of 

the present specification, no party alone determines the central data of a cluster.  Instead, 15 

the first party determines the first data part of the central data currently corresponding to a 

cluster of the K clusters, and the first data part corresponds to the first dimension set.  The 

second party determines the second data part of the central data, and the second data part 

corresponds to the second dimension set.  The first data part of any central data and the 

second data part of the central data jointly form the central data.  In addition, when the 20 

target distance between a sample of the N samples and the target central data is determined 

subsequently, the first party determines the first segment of the target distance through 

local calculation, and the second party determines the second segment of the target distance 

through local calculation.  When the shortest target distance among the target distances is 

determined, joint comparison with the second party is performed through secret sharing.  25 

Finally, the cluster corresponding to the shortest target distance is determined as the cluster 

that the sample currently belongs to.  The entire process is based on secure multi-party 

calculations, which can prevent leakage of privacy data when the privacy data of a plurality 

of parties is clustered. 
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS 

[0018] To describe the technical solutions in the embodiments of the present 

invention more clearly, the following briefly introduces the accompanying drawings 

required for describing the embodiments.  Clearly, the accompanying drawings in the 

following description are merely some embodiments of the present invention, and a person 5 

of ordinary skill in the art can still derive other drawings from these accompanying 

drawings without creative efforts. 

[0019] FIG. 1 is a schematic diagram illustrating an implementation scenario 

according to some embodiments disclosed in the present specification; 

[0020] FIG. 2 is a flowchart illustrating a method for clustering privacy data of a 10 

plurality of parties according to some embodiments; and 

[0021] FIG. 3 is a schematic block diagram illustrating an apparatus for clustering 

privacy data of a plurality of parties according to some embodiments. 

DETAILED DESCRIPTION 

[0022] The solutions provided in the present specification are described below with 15 

reference to the accompanying drawings. 

[0023] FIG. 1 is a schematic diagram illustrating an implementation scenario 

according to some embodiments disclosed in the present specification.  This 

implementation scenario includes clustering privacy data of a plurality of parties.  It can be 

understood that the plurality of parties herein may be two parties or more than two parties, 20 

for example, three parties, four parties, etc.  In the embodiments of the present 

specification, clustering of privacy data of two parties is used as an example for 

description.  Referring to FIG. 1, a first party 9 has privacy data 10, privacy data 20, 

privacy data 30, privacy data 40, and privacy data 50; a second party 12 has privacy data 

11, privacy data 21, privacy data 31, privacy data 41, and privacy data 51.  The privacy 25 

data of the first party includes a first feature part of samples, and the first feature part 

corresponds to a first dimension set.  The privacy data of the second party includes a 

second feature part of samples, and the second feature part corresponds to a second 
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dimension set.  Sample 1 is used as an example.  The privacy data 10 of the first party is a 

first feature part of sample 1, and the privacy data 11 of the second party is a second 

feature part of sample 1.  The first feature part and the second feature part respectively 

correspond to some dimensions of sample 1. 

[0024] It can be understood that the first party and the second party are used only to 5 

distinguish between two parties; the first party can alternatively be referred to as party A, 

the second party can alternatively be referred to as party B, and so on.  Assuming there are 

two parties A and B, and a sample dimension of a sample of N samples is d, where party A 

has a feature of dimension d1 of the sample, and party B has a feature of dimension d2 of 

the sample, d = d1 + d2.  In the embodiments of the present specification, the sample is 10 

expected to be securely clustered into K categories (c1, c2, ..., cK), where K can be 2, 3, or 

a larger number. 

[0025] In the embodiments of the present specification, the sample includes the 

privacy data of the first party and the privacy data of the second party.  Information 

covered by the privacy data of each party is not limited, and can be any information that 15 

cannot be provided to the outside, for example, a user’s personal information, trade secret, 

etc.  For example, privacy data is the user’s personal information, including the user’s 

name, age, income, etc.  Each item of information in the privacy data can be used as a 

feature of one dimension of the sample.  For details, references can be made to mapping 

relationships between features included in each sample shown in Table 1. 20 

Table 1: Mapping relationships between features included in each sample 

 Name 
Age 

(years) 
Income 

(ten thousand $) 

Financing 
amount 

(ten thousand $) 

Consumption 
amount 

(ten thousand $) 

Sample 1 Tom 25 1.5 0.8 0.6 

Sample 2 Dick 26 2.2 1.0 1.2 

Sample 3 Harry 35 0.8 0.4 0.3 

Sample 4 Bob 41 1.8 0.9 0.8 

Sample 5 John 19 0.6 0.1 0.5 
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[0026] It can be seen from Table 1 that the data in different columns in Table 1 may 

be distributed in different parties.  For example, the name and the age are distributed in the 

first party, and the income, the financing amount, and the consumption amount are 

distributed in the second party.  Such data distribution manner, in which the data is 

vertically distributed in a plurality of parties, can be referred to as vertical segmentation. 5 

[0027] In the embodiments of the present specification, privacy data of a plurality 

of parties is clustered.  For example, in FIG. 1, privacy data 10, privacy data 20, privacy 

data 30, privacy data 40, privacy data 50, privacy data 11, privacy data 21, privacy data 31, 

privacy data 41, and privacy data 51 are clustered.  The privacy data distributed in different 

parties jointly form a data sample.  A sample is finally allocated to a cluster based on not 10 

only the privacy data of the first party, but also the privacy data of the second party.  In the 

embodiments of the present specification, the secure multi-party computation (MPC) 

method is used to cluster the privacy data of a plurality of parties without leaking the 

privacy data. 

[0028] FIG. 2 is a flowchart illustrating a method for clustering privacy data of a 15 

plurality of parties according to some embodiments.  This method can be illustrated using 

the implementation scenario shown in FIG. 1.  The plurality of parties include a first party 

and a second party.  Privacy data of the first party includes a first feature part of N samples, 

and the first feature part corresponds to a first dimension set.  Privacy data of the second 

party includes a second feature part of the N samples, and the second feature part 20 

corresponds to a second dimension set.  The method is performed by the first party, and 

includes a plurality of rounds of iterative processes.  As shown in FIG. 2, any round of 

iteration includes the following steps: 

[0029] Step 21: Determine a first data part of central data currently corresponding 

to a cluster of K clusters, where the first data part corresponds to the first dimension set; a 25 

second data part of the central data corresponding to the second dimension set belongs to 

the second party; the first data part of the central data and the second data part of the 

central data jointly form the central data. 
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[0030] Step 22: Separately use the central data as target central data, and obtain a 

first segment of a target distance between a sample of the N samples and the target central 

data through local calculation based on a first feature part of the sample of the N samples 

and the first data part of the target central data, where a second segment of the target 

distance is obtained by the second party. 5 

[0031] Step 23: Determine a shortest target distance among target distances by 

performing joint comparison using the first segment of each target distance and the second 

segment of each target distance of the second party through secret sharing. 

[0032] Step 24: Determine a cluster corresponding to the shortest target distance as 

a cluster that the sample currently belongs to.  The following describes specific execution 10 

methods for the previous steps. 

[0033] Step 21: Determine a first data part of central data currently corresponding 

to a cluster of K clusters, where the first data part corresponds to the first dimension set; a 

second data part of the central data corresponding to the second dimension set belongs to 

the second party; the first data part of the central data and the second data part of the 15 

central data jointly form the central data.  It can be understood that a value of K can be 

predetermined.  For example, the value of K is 2, that is, it is predetermined that the 

privacy data of a plurality of parties is categorized into two clusters. 

[0034] In the embodiments of the present specification, each cluster corresponds to 

one piece of central data.  The central data is jointly determined by the first party and the 20 

second party.  The first party can only determine the first data part of the central data, and 

the first data part corresponds to the first dimension set.  The second party determines the 

second data part of the central data, and the second data part corresponds to the second 

dimension set.  Neither the first party nor the second party can determine the central data 

alone. 25 

[0035] In some examples, in a first round of iteration, first data part of the central 

data corresponding to a cluster of the K clusters is randomly initialized data. 

[0036] For example, the number of dimensions included in the first dimension set is 

d1=2, the number of dimensions included in the second dimension set is d2=3, and the 
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number of clusters is K=2.  In such case, the first party and the second party jointly select 

K samples as initial central data, the first party stores the first two dimensions of the K 

pieces of central data, and the second party stores the last three dimensions of the K pieces 

of central data.  For example, for central data c1 (c1_1, c1_2, c1_3, c1_4, c1_5), the first 

party stores (c1_1, c1_2), and the second party stores (c1_3, c1_4, c1_5). 5 

[0037] Further, the first party can initialize one K-dimensional cluster vector for 

each sample to mark a cluster that the sample belongs to, where K represents the number of 

clusters.  When K=2, one 2-dimensional cluster vector is initialized, for example, 

initialized as a vector with all 0s, that is, [0, 0]. 

[0038] Step 22: Separately use the central data as target central data, and obtain a 10 

first segment of a target distance between a sample of the N samples and the target central 

data through local calculation based on a first feature part of the sample of the N samples 

and the first data part of the target central data; a second segment of the target distance is 

obtained by the second party.  It can be understood that the sum of the first segment of the 

target distance and the second segment of the target distance is the target distance.  The 15 

first party calculates the first segment of the target distance, and the second party calculates 

the second segment of the target distance, so that the target distance is distributed in the 

first party and the second party through sharing. 

[0039] In some examples, the local calculation includes: using the first feature part 

of the sample as a first sub-vector, using the first data part of the target central data as a 20 

second sub-vector, calculating a vector distance between the first sub-vector and the second 

sub-vector, and determining the vector distance as the first segment of the target distance 

between the sample and the target central data. 

[0040] For example, for the sample x1 (x1_1, x1_2, x1_3, x1_4, x1_5) and the 

central data c1 (c1_1, c1_2, c1_3, c1_4, c1_5), the target distance is a distance between the 25 

sample x1 and the central data c1.  The first party has the first feature part (x1_1, x1_2) of 

the sample x1 and the first data part (c1_1, c1_2) of the central data c1, and performs 

calculation of (x1_1 – c1_1)^2 + (x1_2 – c1_2)^2 to obtain the first segment of the target 

distance, denoted as <x1c1>1.  The second party has the second feature part (x1_3, x1_4, 
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x1_5) of the sample x1 and the second data part (c1_3, c1_4, c1_5) of the central data c1, 

and performs calculation of (x1_3 – c1_3)^2 + (x1_4 – c1_4)^2 + (x1_5 – c1_5)^2 to 

obtain the second segment of the target distance, denoted as <x1c1>2.  The sum of 

<x1c1>1 and <x1c1>2 is the target distance between x1 and c1, denoted as x1c1. 

[0041] Similarly, the first party and the second party individually calculate the 5 

target distance from the sample x1 to the central data c2.  The first party obtains the first 

segment of the target distance, denoted as <x1c2>1, and the second party obtains the 

second segment of the target distance, denoted as <x1c2>2.  The sum of <x1c2>1 and 

<x1c2>2 is the target distance between x1 and c2, denoted as x1c2. 

[0042] Step 23: Determine a shortest target distance among target distances by 10 

performing joint comparison using the first segment of each target distance and the second 

segment of each target distance of the second party through secret sharing.  It can be 

understood that each target distance is a distance between the sample and the central data, 

and the sum of the first segment of the target distance and the second segment of the target 

distance is the target distance. 15 

[0043] In the embodiments of the present specification, when the number of 

clusters is two, there are two pieces of central data, and correspondingly, there are two 

target distances.  The shortest target distance among the target distances can be determined 

by comparing values of the two target distances.  For example, values of x1c1 and x1c2 are 

compared, and a cluster corresponding to the smaller value is the cluster that x1 belongs to.  20 

Assuming that x1c2 is the smaller value, it indicates that x1 is closest to c2, and a cluster 

vector of x1 is changed to [0, 1]. 

[0044] When the number of clusters is more than three, there are more than three 

pieces of central data, and correspondingly, there are more than three target distances.  The 

shortest target distance among the target distances can be determined by comparing values 25 

of two target distances. 

[0045] In some examples, the joint comparison includes: determining a distance 

comparison result between the two target distances by performing joint comparison using 

first segments of two target distances among the target distances and second segments of 
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the two target distances of the second party through secret sharing; and determining the 

shortest target distance among the target distances based on the distance comparison result. 

[0046] Step 24: Determine a cluster corresponding to the shortest target distance as 

a cluster that the sample currently belongs to.  It can be understood that in different rounds 

of iterative processes, the clusters that the same sample belongs to may be different. 5 

[0047] In some examples, the method further includes: after determining the cluster 

corresponding to the shortest target distance as the cluster that the sample currently belongs 

to, updating, based on a feature mean value corresponding to a dimension in first feature 

data of samples of the cluster, a data value corresponding to the dimension in a first data 

part of central data of the cluster. 10 

[0048] It can be understood that the same cluster described above is any cluster 

among the previous K clusters. 

[0049] For example, the first party and the second party update the central data (c1 

and c2) according to the cluster vectors of all samples.  Using c1 as an example, the update 

process is as follows: 15 

[0050] The first party calculates a feature mean value corresponding to the first 

dimension in the first feature data of all samples whose cluster vector is [1, 0], and updates 

a data value corresponding to the first dimension in the first data part of the central data of 

the cluster, that is, updates c1_1 of the central data c1; the first party calculates a feature 

mean value corresponding to the second dimension in the first feature data of all the 20 

samples whose cluster vector is [1, 0], and updates a data value corresponding to the 

second dimension in the first data part of the central data of the cluster, that is, updates 

c1_2 of the central data c1, so as to obtain the first data part (c1_1, c1_2) of the central data 

c1 after update. 

[0051] The second party calculates a feature mean value corresponding to the third 25 

dimension in the second feature data of all samples whose cluster vector is [1, 0], and 

updates a data value corresponding to the third dimension in the second data part of the 

central data of the cluster, that is, updates c1_3 of the central data c1; the second party 

calculates a feature mean value corresponding to the fourth dimension in the second feature 
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data of all the samples whose cluster vector is [1, 0], and updates a data value 

corresponding to the fourth dimension in the second data part of the central data of the 

cluster, that is, updates c1_4 of the central data c1; the second party calculates a feature 

mean value corresponding to the fifth dimension in the second feature data of all the 

samples whose cluster vector is [1, 0], and updates a data value corresponding to the fifth 5 

dimension in the second data part of the central data of the cluster, that is, updates c1_5 of 

the central data c1, so as to obtain the second data part (c1_3, c1_4, c1_5) of the central 

data c1 after update. 

[0052] Further, the method further includes: after updating the data value 

corresponding to the dimension in the first data part of the central data of the cluster, 10 

determining whether a change amount of central data of the cluster satisfies a 

predetermined condition for stopping iteration; and in response to determining that the 

change amount of the central data of the cluster does not satisfy the predetermined 

condition for stopping iteration, performing a next round of iteration among the plurality of 

rounds of iterative processes. 15 

[0053] For example, the previous condition for stopping iteration is |C(t) – 

C(t+1)|^2 < delta, where delta can be a predetermined value, C(t) represents the central 

data before update, and C(t+1) represents the central data after update. 

[0054] Further, the method further includes: in response to determining that the 

change amount of the central data of the cluster satisfies the predetermined condition for 20 

stopping iteration, determining the cluster that a sample currently belongs to as a cluster 

that the sample finally belongs to. 

[0055] Further, determining whether the change amount of the central data of the 

cluster satisfies the predetermined condition for stopping iteration includes: using a cluster 

of the clusters as a target cluster, using a first data part of central data of the target cluster 25 

before update as a third sub-vector, using a first data part of central data of the target 

cluster after update as a fourth sub-vector, calculating a first vector distance between the 

third sub-vector and the fourth sub-vector, and determining a first comparison result 

between the first vector distance and a first threshold; receiving a second comparison result 
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between a second vector distance and a second threshold from the second party, where the 

second vector distance is a second vector distance between a fifth sub-vector and a sixth 

sub-vector, and is calculated by the second party using a second data part of the central 

data of the target cluster before update as the fifth sub-vector and using a second data part 

of the central data of the target cluster after update as the sixth sub-vector; and in response 5 

to the first comparison result showing that the first vector distance is less than or equal to 

the first threshold, and the second comparison result showing that the second vector 

distance is less than or equal to the second threshold, determining that a change amount of 

central data of the target cluster satisfies the predetermined condition for stopping iteration. 

[0056] It can be understood that in the method for clustering privacy data of a 10 

plurality of parties, the first party and the second party have equal status, and the 

processing procedures of the first party and the second party are not substantially different.  

In the embodiments of the present specification, the corresponding processing procedures 

are described mainly by using the first party as the execution body. 

[0057] According to the method provided in the embodiments of the present 15 

specification, no party alone determines the central data of a cluster.  Instead, the first party 

determines the first data part of the central data currently corresponding to a cluster of the 

K clusters, and the first data part corresponds to the first dimension set.  The second party 

determines the second data part of the central data, and the second data part corresponds to 

the second dimension set.  The first data part of any central data and the second data part of 20 

the central data jointly form the central data.  In addition, when the target distance between 

a sample of the N samples and the target central data is determined subsequently, the first 

party determines the first segment of the target distance through local calculation, and the 

second party determines the second segment of the target distance through local 

calculation.  When the shortest target distance among the target distances is determined, 25 

joint comparison with the second party is performed through secret sharing.  Finally, the 

cluster corresponding to the shortest target distance is determined as the cluster that the 

sample currently belongs to.  The entire process is based on secure multi-party calculations, 
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which can prevent leakage of privacy data when the privacy data of a plurality of parties is 

clustered. 

[0058] According to some embodiments in another aspect, an apparatus for 

clustering privacy data of a plurality of parties is further provided, and the apparatus is 

configured to perform the method for clustering privacy data of a plurality of parties 5 

provided in the embodiments of the present specification.  The plurality of parties includes 

a first party and a second party; the privacy data of the first party includes a first feature 

part of N samples, and the first feature part corresponds to a first dimension set; the privacy 

data of the second party includes a second feature part of the N samples, and the second 

feature part corresponds to a second dimension set; the apparatus is arranged in the first 10 

party, and is configured to perform a plurality of rounds of iterative processes.  FIG. 3 is a 

schematic block diagram illustrating an apparatus for clustering privacy data of a plurality 

of parties according to some embodiments.  As shown in FIG. 3, the apparatus 300 includes 

the following units for performing any round of iteration: a central determination unit 31, 

configured to determine a first data part of central data currently corresponding to a cluster 15 

of K clusters, where the first data part corresponds to the first dimension set; a second data 

part of the central data corresponding to the second dimension set belongs to the second 

party; the first data part of the central data and the second data part of the central data 

jointly form the central data; a local calculation unit 32, configured to separately use the 

central data as target central data, and obtain a first segment of a target distance between a 20 

sample of the N samples and the target central data through local calculation based on a 

first feature part of the sample of the N samples and the first data part of the target central 

data determined by the central determination unit 31; a second segment of the target 

distance is obtained by the second party; a joint comparison unit 33, configured to 

determine a shortest target distance among target distances by performing joint comparison 25 

using the first segment of each target distance obtained by the local calculation unit 32 and 

the second segment of each target distance of the second party through secret sharing; and 

a cluster determination unit 34, configured to determine a cluster corresponding to the 
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shortest target distance determined by the joint comparison unit 33, as a cluster that the 

sample currently belongs to. 

[0059] Optionally, in some embodiments, the local calculation unit 32 is 

specifically configured to use the first feature part of the sample as a first sub-vector, use 

the first data part of the target central data as a second sub-vector, calculate a vector 5 

distance between the first sub-vector and the second sub-vector, and determine the vector 

distance as the first segment of the target distance between the sample and the target central 

data. 

[0060] Optionally, in some embodiments, in a first round of iteration, first data part 

of the central data corresponding to a cluster of the K clusters is randomly initialized data. 10 

[0061] Optionally, in some embodiments, the joint comparison unit 33 includes: a 

first comparison subunit, configured to determine a distance comparison result between the 

two target distances by performing joint comparison using first segments of two target 

distances among the target distances and second segments of the two target distances of the 

second party through secret sharing; and a first determination subunit, configured to 15 

determine the shortest target distance among the target distances based on the distance 

comparison result obtained by the first comparison subunit. 

[0062] Optionally, in some embodiments, the apparatus further includes: an 

updating unit, configured to: after the cluster determination unit 34 determines the cluster 

corresponding to the shortest target distance as the cluster that the sample currently belongs 20 

to, update, based on a feature mean value corresponding to a dimension in first feature data 

of samples of the cluster, a data value corresponding to the dimension in a first data part of 

central data of the cluster. 

[0063] Further, the apparatus further includes: a determination unit, configured to: 

after the updating unit updates the data value corresponding to the dimension in the first 25 

data part of the central data of the cluster, determine whether a change amount of central 

data of the cluster satisfies a predetermined condition for stopping iteration; and an 

iteration trigger unit, configured to: in response to a determination result of the 

determination unit showing that the change amount of the central data of the cluster does 
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not satisfy the predetermined condition for stopping iteration, performing a next round of 

iteration among the plurality of rounds of iterative processes. 

[0064] Further, the apparatus further includes: a final determination unit, 

configured to: in response to a determination result of the determination unit showing that 

the change amount of the central data of the cluster satisfies the predetermined condition 5 

for stopping iteration, determining the cluster that a sample currently belongs to as a cluster 

that the sample finally belongs to. 

[0065] Further, the determination unit includes: a second comparison subunit, 

configured to use a cluster of the clusters as a target cluster, use a first data part of central 

data of the target cluster before update as a third sub-vector, use a first data part of central 10 

data of the target cluster after update as a fourth sub-vector, calculate a first vector distance 

between the third sub-vector and the fourth sub-vector, and determine a first comparison 

result between the first vector distance and a first threshold; a receiving subunit, configured 

to receive a second comparison result between a second vector distance and a second 

threshold from the second party, where the second vector distance is a second vector 15 

distance between a fifth sub-vector and a sixth sub-vector, and is calculated by the second 

party using a second data part of the central data of the target cluster before update as the 

fifth sub-vector and using a second data part of the central data of the target cluster after 

update as the sixth sub-vector; and a second determination subunit, configured to: in 

response to the first comparison result determined by the second comparison subunit 20 

showing that the first vector distance is less than or equal to the first threshold, and the 

second comparison result received by the receiving subunit showing that the second vector 

distance is less than or equal to the second threshold, determining that a change amount of 

central data of the target cluster satisfies the predetermined condition for stopping iteration. 

[0066] According to the apparatus provided in the embodiments of the present 25 

specification, no party alone determines the central data of a cluster.  Instead, the central 

determination unit 31 of the first party determines the first data part of the central data 

currently corresponding to a cluster of the K clusters, and the first data part corresponds to 

the first dimension set.  The second party determines the second data part of the central 
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data, and the second data part corresponds to the second dimension set.  The first data part 

of any central data and the second data part of the central data jointly form the central data.  

In addition, when the target distance between a sample of the N samples and the target 

central data is determined subsequently, the local calculation unit 32 of the first party 

determines the first segment of the target distance through local calculation, and the second 5 

party determines the second segment of the target distance through local calculation.  When 

the shortest target distance among the target distances is determined, the joint comparison 

unit 33 performs joint comparison with the second party through secret sharing.  Finally, 

the cluster determination unit 34 determines the cluster corresponding to the shortest target 

distance as the cluster that the sample currently belongs to.  The entire process is based on 10 

secure multi-party calculations, which can prevent leakage of privacy data when the 

privacy data of a plurality of parties is clustered. 

[0067] According to some embodiments in another aspect, a computer-readable 

storage medium is further provided, where the computer-readable storage medium stores a 

computer program, and when the computer program is executed in a computer, the 15 

computer is enabled to perform the method described with reference to FIG. 2. 

[0068] According to some embodiments in yet another aspect, a computing device 

is further provided, including a memory and a processor, where the memory stores 

executable code, and the processor executes the executable code to implement the method 

described with reference to FIG. 2. 20 

[0069] A person skilled in the art should be aware that in the previous one or more 

examples, functions described in the present disclosure can be implemented by hardware, 

software, firmware, or any combination thereof.  When these functions are implemented by 

software, they can be stored in a computer-readable medium or transmitted as one or more 

instructions or code on the computer-readable medium. 25 

[0070] The previous specific implementations further describe the purposes, 

technical solutions and beneficial effects of the present invention.  It should be understood 

that the previous descriptions are merely specific implementations of the present disclosure 

and are not intended to limit the protection scope of the present invention.  Any 



19 

modification, equivalent replacement and improvement made based on the technical 

solutions of the present disclosure shall fall within the protection scope of the present 

invention. 

[0071] The various embodiments described above can be combined to provide 

further embodiments.  All of the U.S. patents, U.S. patent application publications, U.S. 5 

patent applications, foreign patents, foreign patent applications and non-patent publications 

referred to in this specification and/or listed in the Application Data Sheet are incorporated 

herein by reference, in their entirety.  Aspects of the embodiments can be modified, if 

necessary to employ concepts of the various patents, applications and publications to 

provide yet further embodiments. 10 

[0072] These and other changes can be made to the embodiments in light of the 

above-detailed description.  In general, in the following claims, the terms used should not 

be construed to limit the claims to the specific embodiments disclosed in the specification 

and the claims, but should be construed to include all possible embodiments along with the 

full scope of equivalents to which such claims are entitled.  Accordingly, the claims are not 15 

limited by the disclosure. 
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CLAIMS 

1. A method for clustering privacy data of a plurality of parties, the plurality of 

parties including a first party and a second party, privacy data of the first party including a first 

feature part of a sample, and the first feature part corresponding to a first dimension set; privacy 

data of the second party including a second feature part of the sample, and the second feature 

part corresponding to a second dimension set; the method comprising: 

determining a first data part of central data corresponding to a cluster of K clusters, 

wherein the first data part corresponds to the first dimension set, and a second data part of the 

central data corresponding to the second dimension set belongs to the second party; 

separately using central data of a cluster of the K clusters as target central data, and 

obtaining a first segment of a target distance between the sample and the target central data 

through local calculation based on a first feature part of the sample and the first data part of the 

target central data, wherein a second segment of the target distance is obtained by the second 

party; 

determining a shortest target distance among target distances of the sample to the central 

data of the K clusters by performing joint comparison using the first segment of each target 

distance and the second segment of each target distance through secret sharing; and 

determining, among the K clusters, a cluster corresponding to the shortest target distance 

as a cluster that the sample belongs to. 

2. The method according to claim 1, wherein the local calculation includes: 

using the first feature part of the sample as a first sub-vector; 

using the first data part of the target central data as a second sub-vector; 

calculating a vector distance between the first sub-vector and the second sub-vector; and 

determining the vector distance as the first segment of the target distance between the 

sample and the target central data. 
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3. The method according to claim 1, wherein the method includes a plurality of 

rounds of iterations, and in a first round of iteration of the plurality of rounds of iterations, first 

data part of the central data corresponding to a cluster of the K clusters is randomly initialized 

data. 

4. The method according to claim 1, wherein the joint comparison includes: 

determining a distance comparison result between two target distances by performing 

joint comparison using first segments of the two target distances among the target distances and 

second segments of the two target distances of the second party through secret sharing; and 

determining the shortest target distance among the target distances based on the distance 

comparison result. 

5. The method according to claim 1, further comprising: 

after the determining the cluster corresponding to the shortest target distance as the 

cluster that the sample belongs to, updating, based on a feature mean value corresponding to a 

dimension in first feature data of samples of the cluster, a data value corresponding to the 

dimension in a first data part of central data of the cluster. 

6. The method according to claim 5, wherein the method includes a plurality of 

rounds of iterations, and the method further comprises: 

after the updating the data value corresponding to the dimension in the first data 

part of the central data of the cluster, determining whether a change amount of central data of a 

cluster satisfies a threshold for stopping iteration; 

in response to determining that the change amount of the central data of the 

cluster does not satisfy the threshold for stopping iteration, performing a next round of iteration 

among the plurality of rounds of iterations; and 

in response to determining that the change amount of the central data of the 

cluster satisfies the threshold for stopping iteration, determining the cluster that the sample 

currently belongs to as a cluster that the sample finally belongs to. 
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7. The method according to claim 6, wherein the determining whether the change 

amount of the central data of the cluster satisfies the threshold for stopping iteration includes: 

using a cluster of the clusters as a target cluster, using a first data part of central data of 

the target cluster before update as a third sub-vector, using a first data part of central data of the 

target cluster after update as a fourth sub-vector, calculating a first vector distance between the 

third sub-vector and the fourth sub-vector, and determining a first comparison result between the 

first vector distance and a first threshold; 

receiving a second comparison result between a second vector distance and a second 

threshold from the second party, wherein the second vector distance is a second vector distance 

between a fifth sub-vector and a sixth sub-vector, and is calculated by the second party using a 

second data part of the central data of the target cluster before update as the fifth sub-vector and 

using a second data part of the central data of the target cluster after update as the sixth sub-

vector; and 

in response to the first comparison result showing that the first vector distance is less than 

or equal to the first threshold, and the second comparison result showing that the second vector 

distance is less than or equal to the second threshold, determining that a change amount of 

central data of the target cluster satisfies a predetermined condition for stopping iteration. 

8. An apparatus for clustering privacy data of a plurality of parties, the plurality of 

parties including a first party and a second party, privacy data of the first party including a first 

feature part of a sample, and the first feature part corresponding to a first dimension set; privacy 

data of the second party including a second feature part of the sample, and the second feature 

part corresponding to a second dimension set; the apparatus comprising: 

a central determination unit, configured to determine a first data part of central data 

corresponding to a cluster of K clusters, wherein the first data part corresponds to the first 

dimension set, and a second data part of the central data corresponding to the second dimension 

set belongs to the second party; 

a local calculation unit, configured to separately use the central data as target central data, 

and obtain a first segment of a target distance between the sample and the target central data 
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through local calculation based on a first feature part of the sample and the first data part of the 

target central data determined by the central determination unit, and a second segment of the 

target distance is obtained by the second party; 

a joint comparison unit, configured to determine a shortest target distance among target 

distances by performing joint comparison using the first segment of each target distance obtained 

by the local calculation unit and the second segment of each target distance of the second party 

through secret sharing; and 

a cluster determination unit, configured to determine, among the K clusters, a cluster 

corresponding to the shortest target distance determined by the joint comparison unit, as a cluster 

that the sample belongs to. 

9. The apparatus according to claim 8, wherein the local calculation unit is 

configured to: 

use the first feature part of the sample as a first sub-vector; 

use the first data part of the target central data as a second sub-vector; 

calculate a vector distance between the first sub-vector and the second sub-vector; and 

determine the vector distance as the first segment of the target distance between the 

sample and the target central data. 

10. The apparatus according to claim 8, wherein the apparatus is configured to 

perform a plurality of rounds of iterations, and in a first round of iteration of the plurality of 

rounds of iterations, first data part of the central data corresponding to a cluster of the K clusters 

is randomly initialized data. 

11. The apparatus according to claim 8, wherein the joint comparison unit includes: 

a first comparison subunit, configured to determine a distance comparison result between 

two target distances by performing joint comparison using first segments of the two target 

distances among the target distances and second segments of the two target distances of the 

second party through secret sharing; and 
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a first determination subunit, configured to determine the shortest target distance among 

the target distances based on the distance comparison result obtained by the first comparison 

subunit. 

12. The apparatus according to claim 8, further comprising: 

an updating unit, configured to: 

after the cluster determination unit determines the cluster corresponding to the 

shortest target distance as the cluster that the sample belongs to, update, based on a feature mean 

value corresponding to a dimension in first feature data of samples of the cluster, a data value 

corresponding to the dimension in a first data part of central data of the cluster. 

13. The apparatus according to claim 12, wherein the apparatus is configured to 

perform a plurality of rounds of iterations, and the apparatus further comprises: 

a determination unit, configured to, after the updating unit has updated the data value 

corresponding to the dimension in the first data part of the central data of the cluster, determine 

whether a change amount of central data of the cluster satisfies a threshold for stopping iteration; 

an iteration trigger unit, configured to, in response to a determination result of the 

determination unit showing that the change amount of the central data of the cluster does not 

satisfy the threshold for stopping iteration, perform a next round of iteration among the plurality 

of rounds of iteration; and 

a final determination unit, configured to, in response to a determination result of the 

determination unit showing that the change amount of the central data of the cluster satisfies the 

threshold for stopping iteration, determine the cluster that the sample currently belongs to as a 

cluster that the sample finally belongs to. 

14. The apparatus according to claim 13, wherein the determination unit includes: 

a second comparison subunit, configured to use a cluster of the clusters as a target cluster, 

use a first data part of central data of the target cluster before update as a third sub-vector, use a 

first data part of central data of the target cluster after update as a fourth sub-vector, calculate a 
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first vector distance between the third sub-vector and the fourth sub-vector, and determine a first 

comparison result between the first vector distance and a first threshold; 

a receiving subunit, configured to receive a second comparison result between a second 

vector distance and a second threshold from the second party, wherein the second vector distance 

is a second vector distance between a fifth sub-vector and a sixth sub-vector, and is calculated by 

the second party using a second data part of the central data of the target cluster before update as 

the fifth sub-vector and using a second data part of the central data of the target cluster after 

update as the sixth sub-vector; and 

a second determination subunit, configured to, in response to the first comparison result 

determined by the second comparison subunit showing that the first vector distance is less than 

or equal to the first threshold, and the second comparison result received by the receiving subunit 

showing that the second vector distance is less than or equal to the second threshold, determining 

that a change amount of central data of the target cluster satisfies a predetermined condition for 

stopping iteration. 

15. A computing device, comprising a memory and a processor, the memory storing 

executable code, and the processor executing the executable code to implement acts including: 

determining a first data part of central data corresponding to a cluster of K clusters, the 

first data part corresponding to a first dimension set, the first data part of central data belongs to 

a first party, the first party having first privacy data including a first feature part of a sample, and 

the first feature part corresponding to the first dimension set, wherein a second data part of the 

central data corresponding to a second dimension set belongs to a second party, the second party 

having second privacy data including a second feature part of the sample, and the second feature 

part corresponding to the second dimension set; 

separately using central data of a cluster of the K clusters as target central data, and 

obtaining a first segment of a target distance between the sample and the target central data 

through local calculation based on a first feature part of the sample and the first data part of the 

target central data, wherein a second segment of the target distance is obtained by the second 

party; 
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determining a shortest target distance among target distances of the sample to the central 

data of the K clusters by performing joint comparison using the first segment of each target 

distance and the second segment of each target distance through secret sharing; and 

determining, among the K clusters, a cluster corresponding to the shortest target distance 

as a cluster that the sample belongs to. 

16. The computing device according to claim 15, wherein the local calculation 

includes: 

using the first feature part of the sample as a first sub-vector; 

using the first data part of the target central data as a second sub-vector; 

calculating a vector distance between the first sub-vector and the second sub-vector; and 

determining the vector distance as the first segment of the target distance between the 

sample and the target central data. 

17. The computing device according to claim 15, wherein the acts are implemented in 

a plurality of rounds of iterations, and in a first round of iteration of the plurality of rounds of 

iterations, first data part of the central data corresponding to a cluster of the K clusters is 

randomly initialized data. 

18. The computing device according to claim 15, wherein the joint comparison 

includes: 

determining a distance comparison result between two target distances by performing 

joint comparison using first segments of the two target distances among the target distances and 

second segments of the two target distances of the second party through secret sharing; and 

determining the shortest target distance among the target distances based on the distance 

comparison result. 
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19. The computing device according to claim 15, wherein the acts further include: 

after the determining the cluster corresponding to the shortest target distance as the 

cluster that the sample belongs to, updating, based on a feature mean value corresponding to a 

dimension in first feature data of samples of the cluster, a data value corresponding to the 

dimension in a first data part of central data of the cluster. 

20. The computing device according to claim 19, wherein the acts are implemented in 

a plurality of rounds of iterations, and the acts further comprise: 

after the updating the data value corresponding to the dimension in the first data part of 

the central data of the cluster, determining whether a change amount of central data of a cluster 

satisfies a threshold for stopping iteration; 

in response to determining that the change amount of the central data of the cluster does 

not satisfy the threshold for stopping iteration, performing a next round of iteration among the 

plurality of rounds of iterations; and 

in response to determining that the change amount of the central data of the cluster 

satisfies the threshold for stopping iteration, determining the cluster that the sample currently 

belongs to as a cluster that the sample finally belongs to. 


