METHOD AND SYSTEM FOR RECOVERI NG THE VALI DI TY OF CRYPTOGRAPHI CALLY SI GNED
DI G TAL DATA 5 BACKGROUND OF THE | NVENTI ON The present invention generally
relates to recovering data and nore specifically to restoring and/or
validating digitally signed data. The use of the Internet for both business
and personal communications has grown dramatically over the past few
years, especially in the area of E- confietcs. This | arge increase in
nessage traffic along with the increased conplexity of hardware and
software, has 10 increase the chance of |osing data. Many systems t oday

provi de for back-u fog:t i.ng. Wile
there are many con ﬁ q‘eé)%%g" e"ngé[ I"'em ari ses for
the user in 15 that how g tH if ecover ed has
been tanpered with? Especially when there have been several well
publicized ac ‘gﬁﬁ) . One conventional technique to
detect if the&%‘%@@@’e’%wm ﬁ] i§§message and hence to the
recovered 20 nessage, i aedl |taIt nature. The US ?overnmant has
establ i shed a standard fof d”%istea'} s%fg\ﬁ%?ﬁ%% IGRTERL L¢&RSi FFeder al
| nf ormation Pry St ar | i cations PS_PUB) 186, which is

i ncor por at ed bg/%%%riﬁélfﬂg1 G%r{% q}ds “E’n’? retyst ggc‘](:ﬁg\( §9i F%’ﬁgf’ﬁrépgs a

conventional  digi 43! Q%lldatlng digitally signed data.

5 The use of the Internet for both business and
personal communications has grown dramatically over the
past few years, especially in the area of E-commerce.
This large increase in message traffic along with the
increased complexity of hardware and software, has

10 increase the chance of losing data. Many systems today
provide for back-up, as the number of computer crashes
is rising.

While there are many conventional data
recovery methods, the problem arises for the user in

15 that how does she know if the information recovered has
been tampered with? Especially when there have been
several well publicized accounts of computer break-ins.
One conventional technique to detect if there has been
tampering to a message, and hence to the recovered

20 message, is a digital signature. The US government has
established a standard for digital signatures, which is
given in Federal Information Processing Standards
Publications (FIPS PUB) 186, which is incorporated by
reference in its entirety.

25 Fig. 1 illustrates a conventional digital



signature technique. The sender of a Message (M 110 has a Signature
Ceneration Unit 112. The receiver of the nessage 110 has a Signature
Verification Unit 114. The Signature Generation Unit 112 takes nmessage 110
and 5 perforns a secure hash 116 on M 110 to produce H M 118. H(M 118
and Private Key 120 are inputted into i gital Signature Al gorithm (DSA)
Sign 122 to produce a digital signature Tor H(N} 118, i.e., Sign(H(M)

124. M 110 and S H 124 t f t Uni t
117 at a user e W%%ag@éi “TBr 1 1P BT Foft? i Peaaadae (0 udep”

i 10 at t Verif tion, U 114 t hen.hash 130 t
pr oduce. H(M]%za ﬁn BONE Retht 1565 TBhb Shte  ThRoFFGR!46 c8kure hash
116. H 13 15 124 ed. int o, DSA 36 al
W th Publi o Gy RS vﬁ%dz?% FratEeb iR RERLERR B ROR R LR Toane
t he nessage %}p @3 A%% r fﬁkloﬁhwny@ ilont?h es"afgggggﬁg dIC tes,

but does not i Nsur'e anperlng I'n”addi aflife 20

t hent at t t th
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digital signatye reies o é%?k@pwa@éggégf;gﬁatgéé %@He@édtﬁgfco' s very

difficult but 25 not ‘i npossible to cra IS assu Ion I's becom ng

weaker and weaksr télérhﬁtﬁ?é"ﬁl OF{ £ e(HEAf gﬁeizzpew%roaa @dg'tlon
the digital signature assunes tha prlvat y 1S secret ? t he
private key Higlﬁ%l signature for H(M) 118, i.e., Sign{(H(M}) 124.
"M 110 and Sign{(H(M)) 124 are sent from Signature
10 Generation Unit 112 at a user sender to Signature
Verification Unit 114 at a user receiver. M 110 at
Signature Verification Unit 114 is then hashed 130 to
produce H(M) 132. The secure hash 130 is the same
function as secure hash 116. H(M) 132 and Sign{H(M})
15 124 are inputted into DSA Verify 136 along with Public
Key 134 to validate the message content. A "no" result
means the message 110 has been tampered with, while a
"yes" result indicates, but does not insure, no
, tampering. In addition the digital signature
20 authenticates the message, i.e., it assures the
recipiént that the message is from the source that the
message claims to be from.
‘However, the digital signature relies on a
known algorithm that assumes that is very difficult but
25 not impossible to crack. This assumption is becoming
weaker and weaker with the rapid increase in computer

power. In addition the digital signature assumes that

the private key is secret. If the private key is



conprom sed, the security is lost in present, as well as, recovered data.
Thus there needs to be better techniques to validate recovered data.
SUMVARY OF THE | NVENTION 5 According to the present invention, techniques,
i ncluding a nethod and system for restoring and/or validating data and/or
associated signature log entries are provided. In one enbodinent the data
includes digitally signed user nessages3 and 10 the associ ated signature
log entries are related, for exanple, linked. Each signature |log entry,
except the f¢empromsesddathef sepuaipyevisolsssi gmauesdndg et mell The dat a
froma previous signature log entry is used as one input in formng the
present signa2direreogvenedydstas difyusalkhsirgnateeds. tEhis dedhami ng or
hysteresis signature is generated. In this enbodinent, after a | ost
message is rebtoredduEhetsi yaaidreel ogcpyeusaddaga.val i date the nessage by
conparing the digital signature associated with the nmessage with the
correspondi ng 20 signature log entry. The security of the signature |og

may be increased b publishing selected entries in a public nedia such as
a public prir§¥%ﬂ%§%l?€a?ﬂ%n} VBNTIERanpl e, a newspaper, newsletter, Wb
site, nagaﬁine, or perjodical. The nessage na¥ be further validated by 25
checki ng the consi st encycePTERBIsFEnaPEr BERE§ Er ARVERE 10Publ i shed entry

back to the nessage's signature.lo entry.. - Wi |l e same enbodi nents
show t he use Eﬁcgﬁ%gues,ggncfuglngga metE%d ané system, for

restoring and/or validating data and/or associated
signature log entries are provided. In one embodiment
the data includes digitally signed user messages, and
10 the associated signature log entries are related, for
example, linked. Each signature log entry, except the
first, uses data from a previous signature log entry.
The data from a previous signature log entry is used as
one input in forming the present signature log entry's
15 digital signature. Thus a chaining or hysteresis
signature is generated. In this embodiment, after a
lost message is restored, the signature log is used to
validate the message by comparing the digital signature
associated with the message with the corresponding
20 signature log entry. The security of the signature log
may be increased by publishing selected entries in a
public media such as a public printed publication, for
example, a newspaper, newsletter, Web site, magazine,
or periodical. The message may be further validated by
25 checking the consistency of the signature log from the
published entry back to the message's signature log

entry.



hysteresis signature for nessages, the inventionis not Ilimted to
nmessages. For exanple, the validity of a series of business docunents on a
busi ness conputer 5 system after restoring the data from back-up nmedi um
may use the business signature |og and hysteresis signature associated

wi th each docunent to validate the data. A user may al so want to validate
restored back- up data, for exanple, prévious E-commerce purchases, on 10
the user's own conputer system One enbodi ment of the present invention
provi des a nethod for VAN}48t FAGCacrBeHémEntsesEaye thehasiengfakhent ry
generated in a signature | og for a_ nmessage, where the entry includes

crypt ogr aphi S ¢ RE Dt FafiBR2TEEE ERANPRESageqi githsl 1svgRatiere is agsoci at ed
with the ”ESSQ_GJL%§Xt, when said nessage is lost, the restored nessage is
generated re TSR Teo"eSFRgEest ; FSRISEABPrEst 6P8d VREdE4ge ©f @al i dat ed
using the signature ng% 20 A segond enbodi ment _of .the present invention
provi des a sy¥teh?¥ of® rRLovREFRgeANUMGAFFdali AgPUSEneSenCoFREEEEN. The

[ d t ' ' t | 0g, ,wh t.h i t
03 has | chypOB Hin £ TR of RBE T b dsEOE: ATEa DFOR BASXGSB M5 R of mat | on
AL O _ 25"
et work for 1T OH BEUEcr it frbr vt DERF BRa. B0, Bh Pl Yo BT ERaR coupl ed wi th
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data. A user may alsc want to validate restored back-
up data, for example, previous E-commerce purchases, on

10 the user's own computer system.

One embodiment of the present invention
provides a method for validating a restored message,
having an entry generated in a signature log for a
message, where the entry includes cryptographic

15 information, for example, a digital signature,
associated with the message; Next, when said message
is lost, the restored message is generated responsive
to a request; and the restored message is validated
using the signature log.

20 A second embodiment of the present invention
provides a system for recovering and validating user
information. The system incliudes a user system having
a signature log, where the signature log has
cryptographic information associated with the user

25 information; a recovery system coupled with the user
system via a communications network for restoring user
information; and a validity system coupled with the

user system via said communications network for



signature log. A third enbodi nent of the present invention provides a
systemfor determning if a user nessage is 5 valid, the systemi ncl udes:
a user computer systemhaving a log, the log having a log entry related to
a nessage sent by the user, where the log entry has a digital signature
having information related to a previous log entry of the log; and a

val idation unit 10 coupled to the user %oﬁputer system for validating the
user nessage usjing the log. A fourth enbodi ment of the present invention
provi des a cdﬁ%EV%?t+%%d5§?E°H% ap??ﬁn%%fggwﬁﬁlﬂ%dPﬁﬁchBH?aining a data
structure for valigagin? nessage 15 information. The data structure

i ncl udes: a f1r%t® %xﬁt %%'having a hash of a user nessage or a user

nmessage itself; a seco L on ing a hash of _a signature,l.og entry;
FR8LAE POl P800 ?l Bhesthel REVEB LSS

and a digital signature base n portion.

20 A T1TTh eThad) IRl f s (hecpreseie  augnkl 00 4 provides fcrethed, using a

conputer, fo erating Signature T'og having a prural

entries. gﬁr;grﬁgafgﬁ t%§§¥kﬁﬂgﬁ%j& egengrg%ﬁg%?g' u{é£sg¥%93m entry has a

first cryptographi'c val ue associated wth a r user Ssage; and next

d | vy T d Hale d
a second |og mlrl‘%/?ela; 188he Rl epoc% hﬁ‘ﬁgﬁfoé‘ lé?%ﬁ@%r{?%?z\ﬁ:g fosGCON

crypt ogr aphi c val ssoci ated w irst athird

crypt ographi G dife assPCiy athMtde B -wherSe000t §e&nFBySAYE. zand a
digital signature.
digital signature having information related to a
previous log entry of the log; and a validation unit

10 coupled to the user computer system for validating the
user message using the log.

A fourth embodiment of the present invention
provides a computer readable data transmission medium
containing a data structure for validating message

15 1information. The data structure includes: a first
portion having a hash of a user message or a user
message itself; a second portion having a hash of a
signature log entry; and a digital signature based on
the first portion and the second portion.

20 A fifth embodiment of the present invention
provides a method, using a computer, for generating a
signature log having a plurality cof log entries.
First, a first log entry is generated. The first log
entry has a first cryptographic value associated with a

25 first user message; and next a second log entry is
generated. The second log entry having a second
cryptographic value associated with the first log

entry, a third cryptographic value associated with a



A sixth enbodi ment of the present invention provides in a conputer system
a nethod for validating a selected log entry by using a signature | og
having a 5 plurality of recorded |log entries. The nethod incl udes:
conputing a cryptographic value for the selected log entry; and
determining if the cryptographic value is part of another recorded | og
entry. 10 A seventh enbodi ment of the-pfesent invention provides a system
for preventi g reggdlatlon of a transaction bﬁ one of a plurality of user
ene’

conputer sys Tﬂ%egy@?éﬁ?gﬁclﬁags glﬂﬂFé 48Pt ut er system a
second user conputer sy gten1€erf05 t he hransactlon with the first
user; and a |og chain 2r3ds8Fige® ﬁﬁﬁ grtr 8 p5 §i PEESENY %@ﬁﬁ@@ﬂoﬁy ei t her
the first or the econd user _to,record,the trans Ctl%, g record

i ncl uding a HYsYéer S|slg|%n%?ﬂP% 5F PHE FPan8alfi 56 K PeREH Y

nbodi t of_t t i.d t
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: h Kk Th hod
ﬁgzihées naln %ﬁ#F a&ggﬁégﬁn %r%g og c% lrBﬁle%%ﬁ’lglglIm;trgcognlzed
entity, “hereafFjdééé:'é&héﬁ%%%%oé &ngghggéﬁgié L,og,.chaln. b3 related to a

previ ous secon og entry hai'n;” receirving fromthe

KESL a user '§éhec€édeﬂ5§yen@???réﬁﬁnaeée9$¥ﬂiﬁgr?Phtﬁeva'Ue associ at ed
cryptographic value is part of another recorded log
entry.

10 A seventh embodiment of the present invention
provides a system for preventing repudiation of a
transaction by one of a plurality of user computer
syétems. The system includes: a first user computer
system; a second user computer system performing the

15 transaction with the first user; and a log chain
crossing computer responsive to a request by either the
first or the second user to record the transaction; the
record including a hysteresis signature of the
transaction.

20 A eighth embodiment of the present invention
provides a method using a computer system for
registering a log entry of a user by an officially
recognized entity, for example, a notary (with or
without linking}. The method includes: maintaining a

25 signature log chain by the officially recognized
entity, where a first log entry of the signature log

chain is related to a previous second locg entry of the

signature log chain; receiving from the user a user log



the user log entry; and generating a third log entry of the signature |og
chain, wherein the third log entry includes the cryptographic value. 5 An
ni nth enbodi nent of the present invention provides a nmethod for validating
a user data itemby a conputer systemusing a user's signature | og. The
conputer systemreceives the user's signature log and validates that a
crypt ographi ¢ val ue associated with 10 the user data itemis in a first |og
entry in the wuser's signature log. Next, the conputer determnes a second
| og entry in ¥HE Vs E A GNE it CTHREFITEIPIEC CateRpof aeedabad vheh
verifies the first log entry by back chaining fromthe second log entry to
the first 15 9%y WiRT Vol E ¥estd 99N IMREP B HE L8reniryenth
enbodi nent of_ the present invention provides a nethod, using a conputer
system for WA LE dtS TR betvient ® o' pot it 59 HO%i #BLIThe net hod
i ncl udes: recekﬁing a request froma user to 20 recover data between two

points in ting ity FrEhOH R r¥ediRry unit the data item and
associ at e signature |l og entry; validating fhe data item using the
associate% si gnature I53‘éﬁfp§¥€§#?4%m?9ﬁa?éué%?tQﬁﬁ?%ntvﬁWYﬂgféﬂ? sendi ng
the data item.to .the user. el event h enbodi nent ééfthe sent

i nvention préVi-des Syt ér}ﬁtfhczjq?d &gﬁ' d’a"i]iln thet hessd atﬁ%‘% Yefn
e e o S RSP A« YU B T (ORE et e
computer system receives the user's signature lcg and
validates that a cryptographic value asscociated with
10 the user data item is in a first log entry in the
user's signature log. Next, the computer determines a
second log entry in the user's signature log that is
checkpointed and then verifies the first log entry by
back chaining from the second log entry to the first
15 1log entry; and a result is returned to the user.

A tenth embodiment of the present inventicon
provides a method, using a computer system, for
recovering a data item between two points in time. The
method includes: receiving a request from a user to

20 recover data between two points in time, receiving from
a data recovery unit the data item and associated
signature log entry; validating the data item using the
associated signature log entry; and if the data item is
validated, sending the data item to the user.

25 An eleventh embodiment of the present
inventicon provides system for validating a user message

the system includes: an input module for receiving a

signature log from a user, where the signature log



cryptographi c nodule for generating a cryptographic value fromthe user
nmessage; and a verifying nodule for wvalidating the cryptographic value is
in the signature 5 log. A twelfth enbodi nent provides a conmputer program
product for validating a restored nessage, having: code for generating an
entry in a signature log for a nmessage, where the entry includes
cryptographic 10 information associated with the nmessage; when the

message is |ost, code for generating the restored nessage responsive to a
request; code¥BPr valndati Rgurehétresforedafesdsags @sitagestie asignature | og;
and a conputer usable nedium for enbodying the above codes. 15 Another
enbodi ment provyREIIERCRBEBUNEAUAEt ACT SPERSF aEAPEdPeGIYRLRIEADN&T wave for
validating a restored nessage, having: program code for generating an
entry in a siGai®rErPBgtPer UaeHelsagedenhaie Bhadcrddviyy Aoddes for

crypt ogr aphi c infgrnation associated 20 with_the nessage; when said nessage
is |ost, progfaimddbtRdrbPegehePhPPhEPERE Fastisr &8 ABsihfe SAEHESNESve to a
request ; d program code for validating the restored nessage using the

si gnature 1 0g.°%hese and ot her enbodi ments of the present 25 invention are

?escribed in nore deta;#ckp%égghunﬁéégﬁ m@th gge tgxt geIOM/and attached
i gures. BRI EF DESCRI PTI = RERC_PEOVEASS ¢ COMRELELtes a
conventional i gilg oSL808% UES, tEEPILIHELEPLT QL ALY message,
having: code for generating an entry in a signature log
"for a message, where the entry includes cryptographic
10 information associated with the message; when the
message is lost, code for generating the restored
message responsive to a request; code for validating
the restored message using the signature log; and a
computer usable medium for embodying the above codes.
15 Another embodiment provides a computer data
signal embodied in a carrier wave for validating a
restored message, having: program code for generating
an entry in a signature log for a message, where the
entry includes cryptographic information associated
20 with the message; when said message is lost, program
code fdr generating the restored message responsive to
a request; and program code for validating the restored
message using the signature log.
These and other embodiments of the present
25 invention are described in more detail in conjunction

with the text below and attached figures.

BRIEF DESCRIPTION OF THE DRAWINGS



Fig. 2 shows an enbodi nent of the Validity Recovery Systemfor the present
I nvention; 5 Fig. 3 shows an exanple conputer systemthat may represent
one enbodi nent of the conputer systens shown in Fig. 2; Fig. 4 shows a
nmessage format of one enbodi nent of the present invention; 10 Fig. 5 shows
anot her nessage format of another enbodi nent of the present invention;

Fig. 6 shows an exanple of a user's sigi¥ature |og of an enbodi nent of the
present invention;, Fig. 7 shows an exanple of a user's signature 15 |og of
anot her enbodi ment of théSpr dséAtl Usivaritesor; cFivents qialesiigffairchar t
showi ng the validation of |log entries in a signature log file of an

enmbodi ment of StAB2pHESeRECHAVERE I T ipiIgArd )shows an exanpl e of
checkpointing of 20 one enbodi nent of the present invention; Fig. 10 shows
an exanpl e of using theFEfg 2CH&CHSCEds SThgddEEydr off the ddddiitent of the
present invepntion; Fig. 11 shows an exanple of registering a 25 signature
| og entry mﬁtﬁeﬁoﬁﬁfﬁrgyﬁﬁﬁﬁ EPRKICRG BEeSFNtedBIENFEMN of the present

Fig. 12 shows.the flgmchart for the mass nedia server 230 of an

PHFeAli E%2MBILE. CPRRYItGEs Sy Stiediv tdtfdr t

may represent one embodiment of the computer systems

invention;5
enbodi nent°of the preseht9: $0°
show ng t he

shown in Fig. 2;
Fig. 4 shows a message format of one
embodiment of the present invention;
10 Fig. 5 shows another message format of
another embeodiment of the present invention;
Fig. 6 shows an example of a user's signature
log ¢f an embodiment of the present invention;
Fig. 7 shows an example of a user's signature
15 log of another embodiment of the present invention;
Fig. 8 gives a flowchart showing the
validation of log entries in a signature log file of an
embodiment of the present invention;
Fig. 9 shows an example of checkpointing of
20 one embodiment of the present invention;
Fig. 10 shows an example of using the Log
Chain Crossing Server of an embodiment of the present
invention;
Fig. 11 shows an example of registering a
25 signature log entry with a notary with linking of an
embodiment of the present invention;
Fig. 12 shows the flowchart for the mass

media server 230 of an embodiment of the present



validity server determining if L f a signature log entry has been
checkpointed in an enbodi nent of the-present 5 invention; Fig. 14 shows an
enbodi ment of the Validity Recovery Server validating a user signature |og
entry; Fig. 15 shows an enbodi ment of the Validity Recovery Server

val idating a user message content; 10 Fig. 16 shows a flowchart of the

Evi dence Collection Server collecting ta in an enbodi nent of the

pr esent inventiogﬁ 17 shows a flowchart of the Evidence Collection

FlLg.
Server recove%?%g Eé?g'in an enbodi rent of 15 the present invention; Fig.
18 shows a flowchart of .the | | di Regaovery Server r.ecovering a user
signature log entry inF%%btxgrggﬁ%édﬁngggwoF%Fﬁg 555?&&@ invention; Fig.
19 shows a flg ..Of Validi , Recqver ryer .rec ring a user
message in and%%Q?{£én%%%?§%n?éggk%églggegénf ?ﬁ 8%??%%;lfﬁb.¥§6wéhoms a

flowchart of jhe ¥ath dthdcikFEERYERY s ROLUCEnbBAONERLNY (U3 333300 Detueen

two points in tine of anot odi nent e present 257invention;
DETAI LED DESCRLPIAON,OF THE EMBODI MENTS Fig. 2 shows an enbodi ment of the
validity - 11 recovery systemof the present invention. The system

includes a Validity Recpyery)$esNehs2d4, eABEadmbRer otlthe validity
Recovery Server validating a user signature log entry;
Fig. 15 shows an embodiment of the Validity

Recovery Server validating a user message content;

10 Fig. 16 shows a flowchart of the Evidence
Collection Server collecting data in an embodiment of
the present invention:;

Fig. 17 shows a flowchart of the Evidence
Collection Server recovering data in an embodiment of

15 the present invention;

Fig. 18 shows a flowchart of the Validity
Recovery Server recovering a user signature log entry
in another embodiment of the present invention;

Fig. 19 shows a flowchart of the Validity

20 Recovery Server recovering a user message in another
embodiment of the present invention;

Fig. 20 shows a flowchart of the Validity
Recovery Server recovering user messages between two
peoints in time of another embodiment ¢f the present

25 invention;

DETAILED DESCRIPTION OF THE EMBODIMENTS

Fig. 2 shows an embodiment of the validity



214 coupl ed together via network 210. Optionally, one or nore of the
follow ng may be included and coupled 5 together via network 210: a User -2
216, an Evidence Collection Server 220, a Notary Public office with no

i nking 222, a Notary Public Ofice with linking 224, a Mass Medi a Server
230 and a Log Chain Crossing Server 240. User_1 214 and User-2 216 are
only exanpl es of 10 potential users, —otlRer enbodi nents include nore than
two users. Mass Media Server 230 includes a Newspaper 232 and/or a Wb

site 234. Th&EOFAVEAY SRV Bep \RFE2ADE r BEEEVES0R-  EBBVEVEHSReSsSage
and/or signature log entry fromthe 15 Evidence Collection Server 220 and
val i dat es théWFéé’é‘%f’g% antf brdihe Regmuety e5¢6‘QeJén%?=7§/ a388cfalVe8Twith the
nessage. or Evj dence | | ectjon Server may requ publ i shi ng
sel ected si g?ét%rcé"?%]ge MIILCN i & 7 e WEREK I\é SQEXQe?négg!ana“?egl sters
ot her 20 selected Si r entries with a l'ic ffice with
no 1 nki ng 25% s GE S 105 L bm%@mﬁn@n 25500 PY

regi stering qQr i shi.n inti nat ur entry for

| at er use%| n% \%L{-Hjc?a rfgagéq%a"ﬁﬁ%ﬁ @?%ﬁshfs‘ﬂgﬁ'at?ﬁe&bég%ﬁ?ry 25 The
Evi dence Col | t| \ | ect e t se (DB)

i nformation a(.'g}gL&CI a eg’[ Seé}i‘ﬂézrgséeér)d ne%slg%%ﬂg ‘%Qj(")lvéerbﬁfe (\:N%aﬁ?gﬁlogoThe

oror et o ISR 2 el e omeRE e LB IPUNE
Col l ection Sefuel Mefla server 230 and a Log Chain Crossing Server
240. User 1 214 and User_2 216 are only examples of
10 potential users, other embodiments include more than
two users. Mass Media Server 230 includes a Newspaper
232 and/or a Web site 234.
The Validity Recovery Server 212 receives a
recovered message and/or signature lcg entry from the
15 Evidence Collection Server 220 and validates the
message and/or the signature log entry associated with
the message. A user or Evidence Collection Server 220
may regquest publishing selected signature log entries
via the Mass Media Server 230 and registers other
20 selected signature log entries with a Notary Public
office with no linking 222, or a Notary Public office
with linking 224. This registering or publishing is
checkpointing the signature log entry for later use in
validating a particular previous signature log entry.
25 The Evidence Collection Server 220 collects
and stores in a database (DB) information associated

with user messages sent over network 210. The

information includes a signature log entry associated



maintains in its DB a copy of all the users' signature |log entries and thus
acts as a back-up to a user's 5 signature log. To recover a nessage the

Evi dence Collection Server 220 knows who received the nessage and tries
to recover the nessage fromthe receiver. In an alternative enbodi nent,
the Evidence Collection Server 220 maintains a copy of some or all the
nmessages 10 sent by the users and'suﬁbl% s the Validity Recovery Server

212 the back- £, h mbodi.ment_ the Evid
Col I ecti on Sei Vel 55 TRCFHEs=ng SBBr EHaNgIRE Sowioc Mot Fequest by the

Vall 0Ly, e VoL P12 15 8L thaR o BN L0 for 5 s back up

copy of the |ost nessSage. € searc copy The

he' Val i di 1y RBAoSry Sor ver 32% SREVNGF ary ‘PUBRI SSGE R o8 53 Ui 224

the Validity Recovery Server ary Pu

are 20 either,@ éﬁ@?ﬂé?daﬂabkb\lﬁlsg PGl ¥at g BgEﬁr—}ﬁPS%E}Viac%s%rr‘ Ay
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may be used to validate a particular previous signature |og entry.

Hysteresis sigmattirteastdsedcheeei bheSmassadd fEBRUEREY rERehgRIrSM Usgj Ng
digital data conprising a first cryptographic information related to a
nmessage an alternative embodiment, the Evidence Collection
Server 220 maintains a copy of some or all the messages
10 sent by the users and supplies the Validity Recovery
Server 212 the back-up copy on request. In another
embodiment the Evidence Collection Server 220 includes
a search engine, which upon request by the Validity
Recovery Server 212, searches via network 210 for a
15 back up copy of the lost message. If the search engine
finds the backup copy The Evidence Collection Server
retrieves the backup copy and forwards it to the
Validity Recovery Server 212.
The Notary Public Offices 222 and 224 are
20 either a licensed public or private notary service or
any officially recognized entity, which maintains a
signature log, either using the hysteresis signature,
i.e., with linking, or a conventional log book, i.e.,
no linking. Thus a user may register periodically
25 selected entries in her signature log with the notary
service. These checkpoints may be used to validate a
particular previocus signature log entry.

Hysteresis signature as used herein is a




and a second cryptographic information related to at |east one previous
hysteresis signature. An exanple of 5 the first cryptographic information
woul d be the result of encrypting the nessage. Another exanple of the
first cryptographic information includes a digital signature forned, in
part or wholly, fromthe nessage. An exanple of the second cryptographic
information, 10 includes the result ofl&mcrypting digital data of at

| east one previous,h¥steresis signature, where initially the first

hysteresis si gRattrbYnBfChana shptsdete iiddd alalddd s ISMRY itHd % Bove
definition, ope exanple of a hysteresis signature includes one |og 15
entry in a chg?ﬁstCWgBtBHFF‘PQ%,C WREPETRY 10ke TEHALE Dt O Pogediitdd%s, each
log entry, except for the first log  entry, is dependant upon the previous
|03 entrg;. Th%“%agssﬁ/édf“ SEvy Pgﬁgahﬁﬁbﬁ%éﬁé?%t&% IFard& hid &tce
sel ected user.sigpature log.entries _upon. 20 .request of  either usesr or
t he Evi dence E%?% C?P8np§8§&8P52 @?t?ﬁgsﬁﬁbﬁﬂ§ﬁ%%§rgﬁ aA§i§ﬁ§FEﬁ§ 1%y
entry, nmakes, | bfflcult tamper. with the.log entry after it has been
oubl § shed. > L1 ka® + Ebr st b rig 8ok BEPER: Fhroniven i6Pnsbhny oRheFusit g of a
signature 10goenlly, o8¢ CECKREI RESSLAE ehh%:AR] BXR31e8d ke validate a
g g entry. es

particul ar previous nature’|l o WO “exanp of "publi'shers are

given, a nemgf\g%@y%{é?ggé?a%z 2dorRaYeBnsihe 1 53ds Q BEG 43Pl es of

publ i shers na _ ( magazi ne, book, periodical, nmewsletter, or
conference proceesi iPe PEBLLEAST $n part or wholly, from the message.

An example of the second cryptographic informaticn,

10 includes the result of encrypting digital data of at
least one previous hysteresis signature, where
initially the first hysteresis signature may be a
predetermine value. Using the above definition, one
example of a hysteresis signature includes one log

15 entry in a chain of log entries, where in the chain of
log entries, each log entry, except for the first log
entry, is dependant upon the previous log entry.

The Mass Media Server 230 publishes to a
large audience selected user signature log entries upon

20 request of either a user or the Evidence Collection
Server 220, The publishing of a signature log entry,
makes it difficult to tamper with the log entry after
it has been published. Like registering a log entry
with a notary, the publishing ¢f z signature log entry

25 checkpoints the entry and may be used to validate a
particular previous signature log entry. Two examples
of publishers are.given, & newspaper publisher 232 and

a Web site 234. Other examples of publishers may



Log Chain Crossing Server 240 is used by, for exanmple, User_1 214 and
User 2 216, when a nutual 5 transaction, for exanple, a contact, a sale of
a good, a loan, or an E-commerce transaction, occurs. The Log Chain
Crossing Server 240 keeps a copy of the transfer of nessages in its
signature log using the hysteresis signatures. If a dispute latter arises
on the 10 transaction, the Log Chain Trsstng Server 240 acts as a W tness
to the transactl 5 Thi s ﬁreventé gther %%Héy fron1repud|at|ng t he
transaction. gH ®al '8PRALITe BRBEI RERL Hog "EVSHE GGesiNg Ser ver
240 faC|I|t|es %ge transfer ofdtransaﬁglo%gor exchange 15 nessages between
User 1 214 and® 8Fe§c§1§r0889 4BdsPUROt AT Ttain a copy. It is up to each

h I
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unit (CPU) 312 vol atil e storage or fenporary storag e anple
RAM, a non- V@Aaaiﬁl@réggiﬁgeséﬂ@erfgao kéépseéa%kv? o*fart% n<fd,ROM or
floppy disk, for storing data and software rk |nter ace 318 to

connect of messages in its signature log using the hysteresis
" signatures. If a dispute latter arises on the
10 transaction, the Log Chain Crossing Server 240 acts as
a witness to the transaction. This prevents either
party from repudiating the transaction. In an
alternative embodiment the Log Chain Crossing Server
240 facilities the transfer of transaction or exchange
15 messages between User_1 214 and User_ 2 216, but does
not maintain a copy. It is up to each user to maintain
their own copy.
Fig. 3 shows an example computer system 310
that may represent one embodiment of each computer
20 system shown in Fig. 2. These Fig. 2 computer systems
include: the Validity Recovery Server 212, the User 1
214, the User_2 216, the Evidence Collection Server
220, the Notary Public Office with no linking 222, the
Notary Public Office with linking 224, the Mass Media
25 Server 230 and the Log Chain Crossing Server 240. The
computer system 310 includes a central processing unit
(CPU) 312, volatile stcorage 314 for temporary storage

(for example RAM), a non-volatile storage 316, for



to network 210, an I/Ointerface 320 to connect to a display, nouse and
keyboard, and a bus 325 which 5 connects the aforenenti oned conponents
toget her. Anot her hardware enbodi nent nmay include for the servers a

mul ti-processor Mcrosoft NIT'' systemw th RAID disk drives and for the
user a personal conputer (PC) with a Ifylscrosoft W ndows"" operating system

10 Fig. 4 shows a nessage format 410 of “one enbodi nent of the present

another user T anans, ok <5 5P 6 ot eIk Hnerohiltnge

format 410 i ngluudes, and eré‘“@%ﬁnﬁo:fnlgntééféggtﬁfgrggdggﬁﬁé ef the

source 414, for exanple, addirtron r6ss of "t he

dest  nat on (aPle iSRG, S0 Joclidotlea {015 84arpl eoplber 12 216, The

message content, M, a hash of the nessage content a hash of

the precedi nQil(s' prayh) RAAEEMAY & &!(Pdi Rna420ua g29i Rl i gnature of
t he concatenatlon of H(Pi -1) and i.e., Slgnl(H(Pl-l) l1H(M)) 422,

and a Pulyl i ¢dfeiedesy tidd @&%tﬁ&%&%&ﬁﬂ@n@ﬁ@éeﬂége%er may incl ude,
for exanple, text, HIM.,, XM., inmages, video clips, audio clips, digital
data, or pr ogxrnwmu.eﬁ&aalrmm et It £ triey MessSh@@e CHBE ebhe ( Mk} vieRnel udes
the attachnents. In an alternate enbodi nent the attachnents are excluded.
The digital i gndtiirgrcSiegiod Mildiod)f I NH" (83 temd@2thi BAADhyisk&r esi s
signature in - 16 that the information fromthe preceding |log entry,

Pi-1, is incldudews mrichdali gihalustigrmtpeesconal computer (PC) with a

Microsoft Windows™ operating system.

10 Fig. 4 shows a message format 410 of one
embodiment of the present invention. The message is
sent from a user, for example, User 1 214, to another
user, for example, User 2 216, over Network 210. The
message format 410 includes an index number "i" 412,

15 the user address of the source 414, for example, User_ 1
214. 1In addition the address of the destination (not
shown} is also included, for example, User 2 216. The
message content, M;, a hash of the message content,
H(M;} 418, a hash of the preceding (i - 1) log entry,

20 H(P;_,), 420, a digital signature of the concatenation
of H(P,_;) and H(M;), i.e., Sign;(H(P,_;} {IH(M;))422, and
a Public Key Certificate 424. The message content, M;,
may include, for example, text, HTML, XML, images,
video clips, audio clips, digital data, or programs.

25 In one embodiment the Message content (M;) includes the
attachments. In an alternate embodiment the
attachments are excluded. The digital signature,

Sign; (H(P;_,) [|H(M;))422, is a hysteresis signature in



Fig. 5 shows another nessage format 510 of another enbodi nent of the
present invention. -The 5 format of the nessage is simlar to Fig. 4,
except with the addition of a Timestanpi field 524. In one enbodinent the
Timestanpi field 524 is the time the nessage is sent. In other enbodi ments
the Timestanpi field 524 may be the ti.ne the nessage is created or the 10
time the nessage is received. Fig. 6 sﬁ ws an exanple of a user's signature

09 of an emadlueiie ofn 16, P e5EnErLVERL | OP-cEAShG YSET SMBLDLAI NS 2

signature | og of nessages sent and received I brder. The

signature |og 15 endrigs)dedr epr engnted; by1t e ayphel Pi, for exanple, Pi
610, P2 620, Pn-1 630 and P,, 640. The first S|anature |l og entry P, 610

has field "IV' 612, whimhy S5 askOpst AbthSLimdlsagPr edehst Msngdoyal ue. The
next field HHM) 614 is a hash of the first nmessage content, M. And the

20 third fielahcSirgnd (dmMiddHrding 648 ti5e apebgbhal isvanatone ohel V
concatenated with H(ML). The next signature log entry P2 6620 has field
H(Pl) 6225 wficaimdts f hash mfsddige s ecirs hgr sStgnpidgir e4) ogxedpt ywPth610.
The next field H(M) 624 is a hash of the second nessage content, M. 25
And the thirdHa eldtliSiigm? (4 Rl)Timd¥ 0D 636 el H2di.gi tTal orsd gnat ure of
H(P1) concatenated with HM2). The nth signature log entry is Pn 640,

whi ch i ncl udesbadifmemtattiien Times tdrepprideddi hg Ssiigndthe e imsg W ry Pn-1 -
17 630 in H(Pn-1)642. The nth message content, M), is hashed to give
H(Mh) 644. AndSS$@afl ¢ist ferdi gnatiur@ther gembodiments the Timestamp;

field 524 may be the time the message is created or the
10 time the message 1s received.

Fig. 6 shows an example of a user's signature
log of an embodiment of the present invention. Each
user maintains a signature log of messages sent and
received in chronological order. The signature log

15 entries are represented by the symbol P;, for example,
P, €10, P, 620, P, , 630 and P, 640. The first signature
log entry P, 610 has field "IV" 612, which is a constant
set at a predetermined value. The next field H({(M;) 614
is a hash of the first message content, M;. And the

20 third field Sign,(IV] H(M;))618 is a digital signature
of IV concatenated with H(M;). The next signature log
entry P, 620 has field H(P;) 622, which is a hash of the
preceding signature log entry P, 610. The next field
H{M,) 624 is a hash of the second message content, M,.

25 And the third field Sign,(H(P;) |H(M,))626 is a digital
signature of H{P,) concatenated with H(M,). The nth
signature log entry ié P, 640, which includes

information from the preceding signature log entry P,




hysteresis signature, Signn(H(Pn-1) || H(M1))646. Thus Pn equals [, H(Pn-1)
11fi(M,) 11 Sign,, (H(Pn-1) IIHM))). The (n 5 1)th signature log entry
is Pn-1 630, which includes information fromthe preceding signature |og
entry P,-2 in H (Pn-2) 632. The (n-1)th nessage content, Mi-1, is hashed
to give H Mh-1)634. And the digital si %r:}ature is again a hysteresis
signature, Signn-1 (H (Pn-2) 1111 (M1-1)" ) 10 636. Thus each log entry, Pi,

is chained b . t r evi.Qus g_entr Pi-1. This chaining greatly
i ncreases the ﬁl f#c%&t“ylgg‘q?br g?ﬁﬁ {]%‘ufe% 'B?ﬁls?ﬁf’ “8NGHE ur@p’a%sone needs to
know past as resent,. 4 nf ti l.n. another., enbodi ment a user may
have a 15 sep})l\éé%ﬂee&zcecgod I 0g }gi[nbzl:l‘r}ré(?{:iql(:"iavéJs ogt.hr%:icgl.g Fhowkd B &kanbf e of a

user’'s signatyy& o /G Ofs ANps een?i)%}zg@_p%n(?@xﬂggt@r)?%g%t_ i gyention. The

signature log entries are simlar' to Rere is & ddditional

timestamp 1 @lqhdit eacte 0B [|20eNt] ¥1oh ol @(a?}é'li%t%ﬁ;]g7zg~he73@1- and 746.

The tinmestanp fiel e san® ' as that 1n'F gives a

fl onchart sshawitng diffhatiald dedd anmofy | Dg @nirEes, | Fh@cﬁi gnaiupes og file of

an enbodi ment of the present invention. GVen two log 25 entries Pk and

P,, where k>mn fidrenaaalorul fatced maérmseﬁdiﬂv!éfqrwghlr@kié%nblﬁtrpepj,_g the
user's signature log file, otherwise the signature |og has been
conpromi sed. 1At H($tep G20 PKklland(1P; 1) &t eme es@gy edobyent prMgxanplse, the 5 -
18 Validity Recovery Server 212. j >k and a tenporary
hashed to give H(M,_;)634. And the digital signature is
again a hysteresis signature, Signwﬂ(H(Pn4)|IH(Mm4))

10 636. Thus each log entry, P;, is chained backward to
the previous log entry, P, ;. This chaining greatly
increases the difficulty of forging the digital
signature, as one needs to know past as well as present
information. 1In another embodiment a user may have a

15 separate send log and receive log.

Fig. 7 shows an example of a user's signature
log of another embodiment of the present invention.

The signature log entries are similar to Fig. 6, except
there is an additional timestamp field in each log

20 entry, for example, 716, 726, 736, and 746. The
timestamp field is the same as that in Fig. 5.

Fig. 8 gives a flowchart showing the
validation of log entries in a signature log file of an
embodiment of the present invention. Given two log

25 entries P, and P, where k>m, the calculated hashes of

P, through P, ; must be in the user's signature log file,

otherwise the signature log has been compromised. At

step 810 P, and P, are received by, for example, the




iteration index, "j" is initially set to k. At step 812 H(Pl) is conputed
by finding the hash of PI-1 or: HP j-1) = H[HP5 -2) IIlHM _1)
I1Sign-1(H(P;-z) I1IH M _1))] Step 814, then checks if the conputed H
(P,-,) isin the wuser's signature log for P. If the answer is no, then
the signature | og has been conprom sed 13t step 818. If the answer is yes,
then j-1 is tested if it is greater 10 than m (step 820). If no, then the

process is comgdfaftySQQC@ﬁQrﬁ Sesigpabype 2?§En%gP?§aEgQ%BE%# ave

been validated (assum ng that” P. was previou yes, then |

s decr enent ek dys Ofen (Siadx, 524) andihie; PIoGess 0peslo afer.@l2 to
conpute H(Pi-1) 15 For exanple, " let k =5 and" n=3. At step 81 =k=5. At

step 812, H(R#)2 !ﬁ(p:jggpuigdcgﬁbggeghgu sk gpakyr enkodsent by for R4.. Next as
i ndi cated from Fi g. , H(P4) 1s checked in the user's S|gna€u]re | og for

P5. If the answer is yegp.ther H4[hq.$>.t_)9€”]}-[\(§]|j i_gan ggg)ngg_(gqum ng that P.
p )

has been previously vali dafed. As (5- 1) > 3 (5te i s” decrenent ed
by one (j&4 at step 824). At stép{Bl@_lH(PB) is conputed fromthe log entry
for P3 and the cal culated H(P3) is checked against the corresponding field
in log entry ep 144 RI)en scheckhel L5t Isé gnartpmeed o P hent $£3imashdeen
validated and at step 820, (4-1) > 3 is checked. As the answer is no, the
process is fiufisshed stgmsatapr82og afelr the r dfulthe amswerhdts PR ,atthd™ have
been validated. P. could have been - 19 that P3 and P4 have been
val i dat ed. PIN&OAIPTHIEDSS has been compromised at step 818. 1If

the answer is yes, then j-1 is tested if it is greater

10 than m (step 820). If no, then the process is complete
822 and the signature log entries P, through P,_; have
been validated (assuming that P, was previously
vaiidated). If yes, then j is decremented by one (step
824) and the process goes to step 812 to compute H{Py,).

15 For example, let k = 5 and m=3. At step 810
j=k=5. At step 812, H(P,) is computed using the
signature log entry for P,. Next as indicated from Fig.
6, H(P,) is checked in the user's signature log for P..
If the answer is yes, then P, has been validated,

20 assuming that P, has been previously validated. As (5-
1} > 3 (step 820), j is decremented by one (j=4 at step
824). At step 812 H(P;) is computed from the log entry
for P, and the calculated H(P;) is checked against the
corresponding field in log entry P,. If H(P,) is in the

25 signature log, then P, has been validated and at step
820, (4-1) > 3 is checked. As the answer is no, the
process is finished at step 822 and the results are

that P, and P, have been validated. P, could have been




previously validated by checkpointing it, for exanple, publishing P5 using
the mass nedia server 230 or registering P. with a notary 222 and 224.
Checkpointing 5 neans that P5 is difficult to tanmper with after it has

been checkpointed. Fig. 9 shows an exanpl e of checkpointing of one

enbodi nent of the present invention. JTi?vgrtical axis 840 represents tine
and starts at arelative tine 10t = 0 841. The first signature log entry

842 has a fo i mlak t AR i ubseq t is given
by 844, Log entry DA Gectrer e Rren B8 T EER) TR eL ary B o

checkpoi nt i nptBy$ou8X3Mheialbia B?a@§e§:lﬂﬁbilnﬁgn%n%rt¥ G464 '@c)éngﬁ;ég, been 15

publ i shed or registered with a notary. Gven that "846 is P. an

checkpoi nt ed gag1t BRI n§48, I &Ny (Hfe IBadOtneSIOWMR rvEF 0238 HRY be used to
validate P3 and P4. If there is a conprom se to the log at tinet =1t2

864, i.e., betyestesiggaruneidioG eitdes B850 and 852, tbrecRPolpgigptrees
852, 854, and 856 are suspect. Checkpointing 856 at tinet = t3 866 does
no good as5a meanprohased, |iog Nt T ycu st bed ngangodt i wigd afteegistraed. Log
entries 848 and 850 are still valid. If the conpromse is to the nessage
and not the shgeaatdaneckpgint@8.then the conmpromse will |ikely be detected,
when back chaining fromlog entry 856 (Checkpoint 2) to 846 (Checkpoi nt

1). Thus it is inportanfige 8ecgheest e euswpls sifgehedgkecioging 20 Fig. 10

shows an exanpl e of using the Log , _ )
one embediment of the present invention. The vertical

axis B840 represents time and starts at a relative time
10 t = 0 841. The first signature log entry 842 has a
format similar to P, in Fig. 6. A subsegquent log entry
is given by 844. Log entry 846 occurs at time 862
{t=t1) and represent the first checkpoint in this
example. This means that log entry 846 may have been
15 published or registered with a notary. Given that 846
is P, and is checkpointed and that 844 is P, (P, is not
shown}. Fig. 8 may be used to validate P, and P,. If
there is a compromise to the log at time t = t2 864,
i.e., between signature log entries 850 and 852, then
20 log entrees B52, 854, and 856 are suspect.
Checkpointing 856 at time t = t3 866 does no good as a
compromised log entry is being published or registered.
Log entries 848 and 850 are still valid. 1If the
compromise 1s to the message and not the signature log,
25 then the compromise will likely be detected, when back
chaining from log entry 856 (Checkpoint 2) to 846
(Checkpeoint 1). Thus it is important to secure the

user's signature log.




Chain Crossing Server of an enbodi nent of the present invent-ion. There
are two users, Alice and Bob, who w sh to conduct a transaction, for
exanpl e, an offer 5 and an acceptance to the sale of an item Alice has
signature log 910, including log entries 912, 914, 916, and 918, and Bob
has signature log 930, including log. eptries 932, 934, 936, and 938. The
| egend shows .Alice's hysteresis signature flow 920 and Bob's 10

hysteresis signature flm@y 940 sHfd ransacdngie séBrisingythbet bogob and
Al'ice contacting the Log Chain Crossing Server 240 to facilitate the

transaction. c%%qrﬁm%%sim%s Qi felr res sageritodinest voh the hogshain
Crossing Server 922. The log entry 934 associated with the 15 offer
message, is apfvared dmt o BelYs Signaianedng F80ice Tamd LBgo Cheba Cr ossi ng
Server 240 upon receipt of the offer fromBob, |ogs a corresponding
signature | ogisentiy citsends tt theen o & tEEro e sy ee odmp be Al a@e@gﬁ&?rce, upon
recei pt of the offer message, logs a log entry 914 20 in_her signature |og
910. Alice ther sendsauptacoeptantde nesbagef tan theehog Bhafh Cdssi ng
Server 240 with destination of Bob. Alice enters a signatuge log _entry
916 associ at ed amathitenel e cBit anidec Hiedig el 9% %’Eri%g%ﬁuralﬁoggé%. Log

Chain Crossing Server 240 upon 25 receipt of_the cept ance, nes I
correspondin@ndﬁ%ﬁﬁﬂlﬁﬂﬁIQﬁPeﬁﬂ?qﬁ%ﬂﬂ??%@%e%o?h%§§9388§3u§ﬁn?0 % g. O%zba

t he upon receipt of the acceptance. '
Rl I R B

‘Alice's hysteresis signature flow 920 and Bob's

10 hysteresis signature flow 340. The transaction starts
by both Bob and Alice contacting the Log Chain Crossing
Server 240 to facilitate the transaction. Bob sends
his offer message to Alice via the Log Chain Crossing
Server 922. The log entry 934 associated with the

15 offer message, is entered into Bob's signature log 930.
The Log Chain Crossing Server 240 upon receipt of the
offer from Bob, logs a corresponding signature log
entry and sends the offer message on to Alice. Alice,
upon receipt of the offer message, logs a log entry 914

20 in her signature log 910. Alice then sends an
acceptance message to the Log Chain Crossing Server 240
with destination of Bob. Alice enters a signature log
entry 916 associated with the acceptance message in her
signature log 910. Log Chain Crossing Server 240 upon

25 receipt of the acceptance message logs a corresponding
signature log entry and passes the message on to Bob.

Bob the upon receipt of the aCCeptanceAmessage enters a

signature log entry 936 in his signature log 930 and




pl aces the transaction, i.e., offer and acceptance nessages, have | og
entrees: Alice's log 910, Bob's log 930 and the Log Chain Crossing
Server's 240 log. This 5 prevents Alice or Bob fromlater repudiating the
transaction. The Log Chain Crossing Server 240 acts as an inpartial
witness to the transaction. Fig. 11 shows an exanple of registering a
signature log entry with a notary with2linking, i.e., 10 the notary has a

hysteresis signature or chaining |og 1030. The user has hysteresis
signature | of PRI ENSFF IR nkd UFEPEtF i est 1012t NGB 42 TGNt 16%6. The

notary has hysteresis signature | og 1030 whi incluydes 1og entries 1032,
1034, 1036, andCEBEherier#dtary ¢ 15 ¢ hi soéﬁ%ﬁd? n?c‘b%?F%HFSaHy

i e L
et e ol S0 Gl el B A e S
8; ggeezggg{ﬁreﬁeg;tﬁ%éh%ﬁs the&?l _omcrﬁar% For %ﬁ% Tass nedia server 230
nmedi a server %Sarce%:{(goﬁ’\l/g;eﬁﬁgt%ﬁr¢%%2%€g%%%%E??gﬁégeagsf%rlgfggegﬁfi

P, The mass Jedig, Seryver 280,40encserds {0stbgccpuglisher, for exampl e the

Website 234 or t newspaper - 1114, the mass nedia server 230 receives
fromthe Fig. 11 shows an example of registering a

signature log entry with a notary with linking, i.e.,

10 the notary has a hysteresis signature or chaining log
1030. The user has hysteresis signature log 1010,
which includes entries 1012, 1014, and 1016. The
notary has hysteresis signature log 1030 which includes
log entries 1032, 1034, 1036, and 1038. The notary in

15 this embodiment periodically publishes its log entries,
for example, entry 1034 and entry 1038, using mass
media server 230. The user may register a log entry,
for example, entry 1014, by sending the entry 1014 to
the notary. The notary then enters the user's log

20 entry 1014 in the notary's signature log 1030 to give
entry 1036. Thus the user's log entry becomes part of
the log chain of the notary.

Fig. 12 shows the flowchart for the mass

media server 230 of an embodiment of the present

25 invention. At step the 1110 the mass media server 230
receives the user request to publish a user log entry
P.. The mass media server 230 then sends to the

1

publisher, for example the Website 234 or the newspaper



publ i sher a tinestanp, for exanple date/time, P. is published. At step
1116 Pi is stored along with the publisher's ID and/or date/tine of
publication. At 5 step 1118 the mass nedia server 230 notifies the

Validity Recovery Server 212 of the requesting users |ID, the publisher,
and/ or date/tinme of publication. And step 1120 the user is notified of

t he publi sher and/or the date/tinme of "publication. 10 Fig. 13 gives a flow

chart show n9; M@é iy Re ygrsg?v&@fnwo Ngeblidesi gPBRULRe! Og entry
has been che p0|nte in an enbodi nent of the present invention. At step

1210 the Val igdigy; RRCOVETYimesVehp, 242, T 868h¥EE BatEUemk, to desermne if
P. has been 15 checkpointed. The %h lidity Recovery Server "21> " searches a

list indexed Dy usee®f DOt esteé Zp‘sll 1DUbl pshey stfedt@IiEse {15t ephd he 1212) .
The Validity Recovery Server 212 then sends a request, including any

potential puljisheshdr' N0t @rynd dent déyénginafl of npubdhcallotio the mass nedia
server 230 or notary(s) 222 or 224. The request asks if Pi has been

publ i shed/motardgz el 1\ tthSteps42d6dia yesvéhe2adsmetifliengtivet h the name of
the publisher or notary and/or date/time is received from the mass nedia
server. |f thmlanswey Recoweryhgervary228 af"nbe pebbeshéedy amswer is
returned. Fig. 14 shows an enbodinent of the Validity Recovery Server
val i dating alsertls gnatuishéng andf9r dppe/nimstep pubdiceRécoval idity

Recovery Server 212 - 23 receives a user request to validate S|%nature | og
entry And at step 1120 the user is notified of the publisher

and/or the date/time of publication.

10 Fig. 13 gives a flow chart showing the
validity server determining if a signature log entry
has been checkpointed in an embodiment of the present
invention. At step 1210 the Validity Recovery Server
212 receives a request to determine if P; has been

15 checkpointed. The Validity Recovery Server 212
searches a list indexed by user of potential publishers
or notaries {(step the 1212). The Validity Recovery
Server 212 then sends a reguest, including any
potential publisher or notary identifying information,

20 to the mass media server 230 or notary(s) 222 or 224.
The reguest asks if P, has been published/notarized. At
step 1216, a yes the answer along with the name of the
publisher or notary and/or date/time is received from
the mass media server. 1If the answer in no, then only

25 a "not published” answer is returned.

Fig. 14 shows an embodiment of the Validity

Recovery Server validating a user signature log entry,

P.

i-

At step 1420, the Validity Recovery Server 212




Pi. Pi includes H'M) 1410, H(Pi-1)1412 and Signi (H(M) H(P,-,))1414. The
Validity Recovery Server 212 first verifies the digital signature (step
1422) by using, 5 for exanple, DSA verify 136 in Fig. 1. The inputs to DSA
verify 136 are HM) IIHPi-1), Signi(HM) IIHPi-1)) 1414, and public
key 134. If the digital signature is__gfgijied (yes result in step 1422),
then the Validity Recovery Server 212 requests and receives the user 10

Si gnat ur e '09r££8§lééggauégér(§28{t9 1424). vA4i1gkeR 14 ﬁatu‘i‘(eMl}D#Af%gt%&gerl ]

H(P, -,) 1412 are chec agai nst eir corresponding values in the
signature logp If pthase,Rashuvl tes1@regtd hhe10tGnd hergatsihep 1428, a

checkpointed Pk is 'located, were'k is greater than or 15 edual tfo i. The

consistency of(phe UsEr4 s Srgdajall £4it PORéSovdegkedryepnpeheekpetnt Pk back
to P. using the Fl'owchart of Fig. 8 (step 1430). if the signature log has

not been conpyopi seds BhPOgi§ivelvalgAatiien nesupt 1409)seRt uk@nkhe user
(step 1432). 20 Fig. 15 shows an enbodi nent of the Validity Recovery

Server valsdatbngeRatSEE, NBSEagercont ER6, iM FigAt 1st ephéb2Bputletwal i dity
Recovery Server 212 receives a user request to validate data M. The
nessage i nclbsfesvétifdplD36HaMe)ABND, | H(PL- 1) 1514n, 6htMSilgHiI(PH(M ) 25 H
(Pi-1) ) 1516. The Validity Recovery Server 212 first calculates the hash
of M and chektkb4t hawdipubsithkeysane. asIf the)dlgiraissepgnas2rr $econd,
the digital signature (step 1522) is verified by using, for - 24 exanple,
DSA verify 136Thiieg. (fesThesihpuiB sbepShd22), then the Validity
Recovery Server 212 reguests and receives the user
10 signature log from the user (step 1424). At step 1426, -
H(M;)1410 and H(P,,)1412 are checked against their
corresponding values in the user's signature log. If
these hash values are in the log, then at step 1428, a
checkpointed P, is located, were k is greater than or
15 equal to i. The consistency of the user's signature
log is checked from checkpoint P, back to P, using the
flowchart of Fig. 8 (step 1430). 1If the signature log
has not been compromised, a positive validation result
is sent to the user (step 1432).
20 Fig. 15 shows an embodiment of the Validity
Recovery Server validating a user message content, M;.
At step 1520, the Validity Recovery Server 212 receives
a user request to validate data M;. The message
includes M, 1510, H{(M,)1512, H(P,,)1514, and Sign,(H(M,) ||
25 H(P,,))1516. The Validity Recovery Server 212 first
calculates the hash of M, and checks that it is the

same as H(M;)1512 {(step 1521). Second, the digital

signature (step 1522) is verified by using, for




verify 136 are HM) IIH(Pi-1), Signi(HM) IIHPi-1))1516, and public key
134. If the digital signature is verified (yes result in step 138), then
the Validity 5 Recovery Server 212 requests and receives the user

signature log fromthe user (step 1524). At step 1526, H(M)1512 and
H(P, -,) 1514 are checked agai nst their_ jfwjesponding values in the user's
signature log. If these hash values are in the log, then at step 152B, a

10 checkpoi ntedy 15 baRaLer YR gek hS pgheaher than ifbuRaudl da 1. The

consi stency of the user's signa og IS checkéd from checkpol Pk back

to Pi using therif]onehagteof; (figj HE’(ing'é?pSl?%O?H(l‘hi? tRepSignatype 1og has

not been conprom sed, a positive val tion result '15 on M is sent to the

user (step 15373 pudBbkexdyshows arkakhiraighdanecoyekyutr@blia  The
headi ngs of each colum are the type of information™ that may be | oss,

exanpl e causesepffide t%s&r@galtpeheatégl 1B8¢OVer¥nMRhRogs] iAilgss of a
signature log 20 entry Pi. may be caused by, for exanple, failuré of the

storage nesli Redopot enténber e2DYEr¥qieEbedahd teceli@egvehet h@esi gnature | og
entry froma backup file. If no backup file exists, then a copy of Pi , i.
e. , H(M) rsiyrfdiure loanfirGnghhe (kefM(3tepHIOPHI1) Rt, sitep atoiceved f
romthe 25 Evidence Collection Server's 220 DB and the Validity Recovery
Server 212 i d$Red 2o aval itddt; g ) {1138 4siegeatalies kddog geritrst Riharsi ng t he
procedure given in Fig. 14. Wien a |loss of nessage content M is caused by
failure of tmorrespondingsvatuadssageheonsent sveipsataasedody f difl ure of

t he
these hash values are in the log, then at step 1528, a

10 checkpointed P, is located, were k is greater than or
equal to i. The consistency of the user's signature
log is checked from checkpoint P, back to P, using the
flowchart of Fig. 8 (step 1530). If the signature log
has not been compromised, a positive validation result

15 on M, is sent to the user (step 1532).

Table 1 shows a failure and recovery table.
The headings of each column are the type of information
that may be loss, example causes of the leoss, and
potential recovery methods. A loss of a signature log

20 entry P, may be caused by, for example, failure of the
storage media. A potential recovery methoed is to
recover the signature log entry from a backup file. If
no backup file exists, then a copy of P, , i.e., H{M,),
H(P,,), and Sign,(H{M,), H(P,,)), is retrieved from the

25 Evidence Collection Server's 220 DB and the Validity
Recovery Server 212 is asked to validate the signature
log entry P, using the procedure given in Fig. 14. When

a loss of message content M, is caused by failure of the




storage nedia or user error, a potential recovery procedure includes
restoration froma backup file. And if no backup file exists, then the

Evi dence Collection 5 Server 220 is asked to retrieve and return nessage
contents M, and associated signature log entry Pi. Then the Validity
Recovery Server 212 is asked to validate the message contents M using the
procedure given in Fig. 15. A data security loss in which the 10 nessage

content or signpiilk ecfOfe0hEY ESnPRht! ASSi DUtaudd® vl f8H tyrofot hendata M
or a signature log entry P. "is unknown, may be caused by conprom se of the

user's privag€ckeye medvdherigedrmedibiCakbi parentiBserkiceneefy nessages.
Assum ng that the user or author of the 15 nessage is honest and that the

user signat urgrdegdur@i Nhel nedsbyetberusetn FeomexappbeppUselel 2244 has
not been conprom sed, then a potential recovery procedure includes using

t he user signaf uie bogkandfiasseriated chenkpbentEsitienval CdatlecMioar Pi
using the 20 procedures given in Figs. 14 and 15. If there is a |o0ss of
dat a securbt ySahtreet a2 Z0nps onskedofot hetrsegaatnderkbgrbymetepgexanpl e,
user/third party nodification or user repudiation of the nessage, then the
recovery is booetenns the cagbeasRolatsat Signpenirg 16 emdcy ehudi ati on of
transaction nessages, the copy of the nessages _exchanged during the
transaction iBhen eemefabidbt igRehevedy SREVALcEA3siAge§EPFef©240. For
third party nodification of the user's signature log, - 26 the |ast

publ i shed/ r egiat ¥k stiynafePeaP8gCeRtpyt> M. using the procedure

given in Fig. 15. A data security loss in which the
10 message content or signature log entry is not loss but
the validity of the data M, or a signature log entry P,
is unknown, may be caused by compromise of the user's
private key, unauthorized modification or insertion of
messages. Assuming that the user or author of the
15 message is honest and that the user signature log
maintained by the user, for example, User_ 1 214, has
not been compromised, then a potential recovery
procedure includes using the user signature log and
associated checkpoints to validate M; or P;, using the
20 procedures given in Figs. 14 and 15. If there is a
loss of data security due to compromise of the
signature log by, for example, user/third party
modification or user repudiation of the message, then
the recovery is based on the cause. For user tampering
25 and repudiation of transaction messages, the copy of
the messages exchanged during the transaction is

recovered using the log chain crossing server 240. For

third party modification of the user's signature log,




before the conmpromse is used. Al log entries before this
publish/registered signature log entry may be recovered and vali dated.
Tabl e | LossExanpl e CausesRecovery Signature LogFailure of Backup fil e;
Entry, Pistorage nedialf no backup file then retrieve P, from Evi dence

Col | ection Server and validate. Data,_ MEFajlure of Backup file; storage
medi a, | f no backup file then user errorretrieve M and Pi from Evi dence
Col I'ection Secfl’{é‘rlé@g vabidated, PahasSesHAi LYGRERLRE 38,0kHeh S signature
log (data or logprivate key, and chéckpoints entry notunauthorized | oss,

but nodi fi cat i190rQFe Vahé dib¥p bk NSEr £ 50058 . daha10n dgognRSS@Eebe fRIHe Y i S
unknown) - user honest Data SecurityUser nodifica-Log chain crossing, -

usertion of lwqgiangueheskppept sttarREEi BEESAkeS 1bgPeditatli Mmayobe

recovered and validated.

Table 1
Loss Example Causes Recovery
Signature Log Failure of Backup file;
Entry, P, storage media If no backup file
then retrieve P, from
Evidence Collection
Server and validate.
Data, M; Failure of Backup file;

storage media,
user error

If no backup file then
retrieve M, and P;
from Evidence
Collection Server |
and validate.

Data Security
(data or log
entry not
loss, but
validity of
data or log
entry is
unknown) -
user honest

Compromise of
private key,
unauthorized
modification or
insertion of
messages,

User's signature log
and checkpoints

Data Security

User modifica-

Log chain crossing,

- user tion of log, and checkpoints
tampering user's

repudiation of

message

Fig. 16 shows a flowchart of the Evidence
Collection Server collecting data in an embodiment of

the present invention. At step 1710 the Evidence

10 Collection Server 220 receives from a user an evidence




nmessaqge Fig. 16 shows a flowchart of the Evidence Collection Server
collecting data in an enbodi nent of the present invention. At step 1710

t he Evidence 10 Col |l ection Server 220 receives froma user an evidence - 27
nmessage. The evi dence nessage includes one or nore of the follow ng: Pi,
date/time of M, the index I, the address or ID of the sender of M, the
address or ID of the receiver of M, Or when the user sends. In an 5

al ternate enhqdi t v S 10.fo iver in
ei ther Figs. 4 0f 5 AP?E?e%*’%%’SC?ﬁ@éé‘ggﬁéeﬁféé1%@%&82%?““8% Ehred in

the Evidence ol &Lib@nFer ¥er ' daiabase(DR) i ndexed Ry yserpaddress or
ID. Fig. 17 shows a flowchart® ‘of the Evidence 'Coll'ection Sérver recoveri ng

data in an erhpid®ntopf iptbe PrESEBhaLAVERt MON.t Y SR d810r the &vi dence
Col l ection Server 220 receives a request fromthe Validi ty Recovery Server

212 to recovethdessSagEvepndbenty, 12 MuheN tHeepusldd Zsdrtes Evidense Col | ection
Server 220 searches its database for an evidence nessage related to M.

At step 1&l4 dlhefvd teneeb&dihect | tite Sev véen220mesbeger €quest sherom t he
user who has received M to return a copy of M and the Pi to the Evidence
20 Col | ecti orfSsratergiven ain ad i eheat Biesbodi aend.t hat Evedehdé2Cshkecti on
Server 220 has a copy of M and the Pi already stored in its DB and uses
t hese copieseqjﬁence message will be stored in the Evidence
Collection Server's database(DB) indexed by user
address or 1ID.
10 Fig. 17 shows a flowchart of the Evidence
Collection Server recovering data in an embodiment of
the present invention. At step 1810 the Evidence
Collection Server 220 receives a request from the
Validity Recovery Server 212 to recover message content
15 M,. At step 1812 the Evidence Collection Server 220
searches its database for an evidence message related
to M;. At step 1814 the Evidence Collection Server 220
then requests from the user who has received M, to
return a copy of M, and the P, to the Evidence
20 Collection Server. 1In an alternate embodiment the
Evidence Cocllection Server 220 has a copy of M, and the
P, already stored in its DB and uses these copies. 1In
yet another embodiment the Evidence Collection Server
has P, and does a search of the network 210 to recover
25 M;. Next P, is checked to see if the received P, is the

same has the P, in the Evidence Collection Server's

database (step 1816). If P, is in the DB then at step

1818, M, and P, are sent tc the Validity Recovery Server

i




yet anot her enbodi nent the Evidence Collection Server has P. and does a
search of the network 210 to recover 25 M. Next Pi is checked to see if
the received Pi is the sane has the Pi in the Evidence Collection Server's
dat abase (step 1816). If Pi is in the DB then at step 1818, M and Pi are
sent to the Validity Recovery Server - % _Fig. 18 shows a flowchart of the

Validity Recovery Server recovering a er signature log entry in another

enbodi ment of the present .invyentian._ At 1 ser,_f.or. exanpl e,

User -1 214, nakes a 5 ?%Hue§? %Q%Pﬁéévgﬂijﬁﬁvﬁgéggsgﬁf (ﬁ%ﬁél 2to

recover a si I r : : r vari able "]
H82LYEE | 88500 YeBoycAlind! &P JLLZ A JRMAIANoq WA APl € ]

is set equal to i. xt at step 1914, request i dence

Col I ection Seruennd2Bert enBelinBA Ll Ui P pr R nYaliindidnt Recovely Server
212 10 then verifies the digital signature of P, using the procedure given
in Fig. 1 wtheed (Bnolh Lkel, (For) exampRleac@se@f 1H2(1N), Mm@ to 1916) . At
step 1918 P, is checked to see if it has been checkpointed. If the answer
is yes then atgakep 1920hthwagensitst @eeyvelryt Be rwser 29i2gnraf Wea-dkleyd 09 1S
checked from checkpoint P, back to signature log entry P; using the
procedure givensignkitgre8lodndnktyPP;. i nAt heteser3352sagnampoeakeg has not
been conprom sed, Pl is returned to the user at step 1922. If the answer
of step 1918vasiabjiet Heli P ssterteeddtioia t depar arty s2@psddilent iaal | i st
or queue of log entries (step 1924), j is increnented by one (step 1926)
and the stepsrequastt hrolgHel1998thee Evdpgeatced Codiestd apsiSermmddathat has

to get and return P,. The Validity Recovery Server 212

10 then verifies the digital signature of P; using the
procedure given in Fig. 1 with (H(P,_;) lH(M;.)) in place
of H(M) (Step to 1916). At step 1918 P; is checked to
see 1if it has been checkpointed. If the answer is yes
then at step 1920 the consistency of the user signature

15 1log is checked from checkpoint P; back to signature log
entry P, using the procedure given in Fig. 8. And if P,
in the user's signature log has not been compromised, P,
is returned to the user at step 1922. If the answer of
step 1918 is no, then P; is entered to a temporary

20 sequential list or queue of log entries (step 1924}, j
is incremented by one (step 1926} and the steps 1914
through 1918 are repeated. Once a Py is found that has
been checkpointed the 1ist, which includes the chained
log entrees, is used in step 1920 to check the

25 consistency of log entrees from P, back to P,.

Fig. 19 shows a flowchart of the Validity

Recovery Server recovering a user message 1in another

embodiment of the present invention. At step 2010 a




been checkpointed the list, which includes the chained |og entrees, is
used in step 1920 to check the 25 consistency of |og entrees from Pl back
to P;. Fig. 19 shows a flowhart of the Validity Recovery Server
recovering a user nessage in another enbodi nent of the present invention.
At step 2010 a - 29 userf for exaangﬁzésgr-l 214, makes a request to the
Validity Recovery Server 212 to recover Tressage contents M. Next at step

2012, a requesdets ﬁ@iﬂeeggmg&@,e 6\5@9_6_@091@9' lhe%kis0n PeHUest22Q k@eget and

return M 5 and assocl ate Ignature—log entry Pi. At step 2013 the hash

of M is Veriﬁéfﬁdi@ybﬁeﬁﬂvgki Abrstep22014carobeRer Ak skakl able "j" is
set equal to "iI". At step 2016, a request is nade to the Evidence

Col lection Sesye&ne20mio geixwangt reta m@iz( 4 hisqgsdep is mikipped 10 when
i =) , as Pi was previous gotten in step 2012) The Validity Recovery

Server 212 thefe vevifiégsetbelldigibal ssirgaat ape eb Betuahdg riehe@rpr oicedur e
given in Fig. 1 with (HPi-1) IIlHM)) in place of HM (Step to 2018).

At step 2R0,arR] asschiesked sogseeurd ilbghastty Been Atheckeoi 2@ed. thé t he
answer is yes then at step 2022, the consistency of the user signature |og
is checked firawh chEckpadintveR;ifhiank to @ gmat®ire Rdg sér ORI ausi ng t he
procedure given in Fig. 8. And if P, in the user's s[gnature | og has not
been conpronitspodMrysvaoiaeiarngd to6 she egeplatost'@ép.2024. SEEPt he answer
of step 2020 is no, then Pi is entered to a tenporar% sequential list or
queue of | og 2% e {gggﬁsgogg)mape to the Evidence Collection

Server 220 to get and return P, { this step is skipped
10 when i = j, as P, was previous gotten in step 2012).
The Validity Recovery Server 212 then verifies the
digital signature of P, using the procedure given in
Fig. 1 with (H(P,_;) [H(M;)) in place of H(M) (Step to
2018). At step 2020, P, is checked to see if it has
15 been checkpointed. 1If the answer is yes then at step
2022, the consistency of the user signature log is
checked from checkpoint P, back to signature log entry
P, using the procedure given in Fig. 8. And if P; in
the user's signature log has not been compromised, M; is
20 returned to the user at step 2024. If the answer of
step 2020 is no, then P; is entered to a temporary
sequential list or queue of log entries (step 2026}, ]
is incremented by one (step 2028} and the steps 2016
through 2020 are repeated. Once a P, is found that has
25 been checkpointed the list, which includes the chained
log entrees, is used in step 2022 to check the

consistency of log entrees from P, back to P;.

Fig. 20 shows a flowchart of the Validity




is incremented by one (step 2028) and the steps 2016 through 2020 are
repeated. Once a Pjis found that has 25 been checkpointed the list, which

i ncludes the chained |og entrees, is used in step 2022 to check the

consi stency of log entrees fromPjback to Pi Fig. 20 shows a flowhart of
the Validity - 30 consistency of log eptrees fromP-j back to P Fig. 20
shows a flowhart of the Validity Recovery Server recovering user nessages

between two nOidfSedi§igB 0bgaBRt hetsepbodi pERLQf cbhe present 5
invention. In this enbodi ment User nessages are in the format of Fig. 5,

where there is a timestamp. frel 8hedd. a AostEPr208@ the vaeidgsends a
request to the Validity ecovery Server 212 to recover nessages M between

time tl and_ﬁéméﬁ);] Jdevdal Fdtbye Recgvesyr Seevesgdd2pdlweeguests a M and
,associated Pi fromthe Evidence Collection Server 220 (step 2052). At step

2054, the Valdathty Recowes yobesineth@dZempbditaérs dF tBRengrebentprocedure
in Fig. 15. At step 2056 the Validity Recovery Server 212 or Evidence

Col | ecti orb Sernvexnt2i2éh; . 15Ithecks efbbddiement susaothessdyebetweennt khand t 2.
if there is, steps 2052 to 2056 are repeated. If the answer is no, then,
at step 2060,faitmmtMof Bi@. sentwheretheersers &ntameshernpefibedidmedt -t he M
s may be gotten in a batch fromthe Evidence Collection Server. Thus 20
step 2052 wouttd Heera PR hthequesr sondhed ENedenst tCokhecVpéadsévver 220

toreturn all_ M s between tl _and t2, and steps 2054 and 2056 woul d not be
needed. Recovery Server 212 to recover mesSsages My between time

tl and time t2. The Validity Recovery Server 212
10 requests a M; and associated P; from the Evidence
Collection Server 220 (step 2052). At step 2054, the
Validity Recovery Server 212 validates My using the
proéedure in Fig. 15. At step 2056 the Validity
Recovery Server 212 or Evidence Collection Server 220,
15 checks if there is another M; between tl and tz2. If
there 1s, steps 2052 to 2056 are repeated. If the
answer is no, then, at step 2060, the M;'s are sent to
the user. 1In another embodiment the My's may be gotten
in a batch from the Evidence Collection Server. Thus
20 step 2052 would be a batch request to the Evidence
Collection Server 220 to return all M;'s between tl and
t2, and steps 2054 and 2056 would not be needed.
Although the above functionality has
generally been described in terms of specific hardware
25 and software, it would be recognized that the invention
has a much broader range of applicability. For
example, the software functionality can be further

combined or even separated. Similarly, the hardware




Al t hough the above functionality has generally been described in terns of
specific hardware 25 and software, it would be recogni zed that the
invention has a nmuch broader range of applicability. For exanple, the
software functionality can be further conbined or even separated.
Simlarly, the hardware - 31 functiqn%*jty can be further conbined, or
even separated. The software functionality can be inplenented in terns of

har dwar e Orf%d%&%ﬂéﬁ%i?@yoéanh@éd¥@£€h@9dcéﬁﬁﬁﬂ@ae-o§i@k%ﬁr|y, the
hardware 5 functionality can be inplenented in soffware or a ~conbination

of hardware ajubspfty@re. TROYsEMPgEeOFundiibgrent yCcerRi pati ons can occur
dependi ng upon the application. Many nodifications and variations of the

10 present inwgténhes€ POSstbhe bh hhghlaok bheaabempinkeaohi pgs.
Therefore, it is to be understood that wthin the scope of the appended

clains, the inaehidon am@ysdetpsiact i cedmol belw, sehehaarasaspeci fically
described. - 32 WHAT IS CLAIMED IS: 1 . A nmethod, using a conputer, for
generati ng a Sirgnatan#l 1 0g campbé simglamphuedl itysoftivegeentr kes, said
met hod conprising: generating a first log entry of said plurality of |og
entries, saiddniyiziatbonemfrlyardware and software. Any number of
different combinations can occur depending upon the
application.
Many modifications and variations of the
10 present invention are possible in light of the above
teachings. Therefore, it is to be understood that
within the scope of the appended claims, the invention

may be practiced otherwise than as specifically

described.




conprising a first cryptographic value associated with a first user

nmessage; and generating a second |log entry of said plurality of |og
entries, said second log entry conprising a second cryptographic val ue
associated wwth said first log entry, a third cryptographic val ue
associated with a second user nessage, 3and a digital signature. 2. The

nmet hod of claim|l wherein said digital signature is fornmed using

i nformati on WH@TudisngisaiMED setond crypt ographic value and said third
cryptographic value. 3. The method of claim 1l wherein said second
cryptographic value is a hash of said first log entry. 4. The nethod of
claim1l wherein said second |og entry further conprises a tinestanp. 5. A
data structude stored i*h RedWfHutETing e daWTRY Wi ukPF oPSPSFREANENG a

sel ected user nessage of a plurality of user. nessage conpri.sing: a first
hash of a fiF§9qﬁi§£§n%%ﬂ ik eﬁcP##?%%l?%gogni?g EBipr§es a second
hash of a first. user, ssage of, said plurality of user nessages; - 33 a
third hash of & LA {& urslesrlnn%‘ssage of said plurality of user

third hash 6. 1n 8 comSuareysl en & e heh T oratastrng oo
plurality of log entries, said first log entry
comprising a first cryptographic value associated with
a first user message; and

generating a second log entry of said
plurality of log entries, said second log entry
comprising a second cryptographic value assoclated with
said first log entry, a third cryptographic value
associated with a second user message, and a digital
signature.
2. The method of claim 1 wherein said digital

signature is formed using information including said

second cryptographic value and said third cryptographic

value.

3. The method of claim 1 wherein said second
cryptographic value is a hash of said first log entry.
4. The method of claim } wherein said second
log entry further comprises a timestamp.

5. A data structure stored in a computer
readable medium for validating a selected user message
of a plurality of user messages, comprising:

a first hash of a first log entry, wherein

said first log entry comprises a second hash of a first

user message of said plurality of user messages;




a elected log entry by using a signature log having a plurality of
recorded | og entries, said nethod conprising: conputing a cryptographic
value for said selected log entry; and determning if said cryptographic
value is part of a first recorded log entry of said plurality of recorded
|l og entries. 7. The nethod of claim®6 wsherein said selected |og entry
corresponds to a second recorded log entry of said plurality of recorded

log entries sequentially pries h9ssabe £higt seecerdaduked aRbikgeBofA
met hod using a conputer systemfor registering a log entry of a user by an

officially recoygpreshentytys ¢O8PrheksggesRi Bhai ning a signature |og
chain by said officially recognized entity, wherein a first log entry of
sai d signature | og chaia dsgiehht eflgbetarpreyi sasd seeendhbey entry of said
signature log chain; receiving fromsaid user a user log entry; generating
a crypt ogr aphignhiaiask wastsiocsat@dthiwrd hhgahd user | og entry; and generating
athird log entry of said - 34 signature |og chain, wherein said third |og
entry conpri§es said ciypt ogeaphter vayseemp. a Thethedhé@rotadigizimi®anher ei n
a selected log entry of said siqgature |l og chain is published. 10. The

met hod of cl & rﬁ]geq,ﬁfé;}e]iqgs%{ptary y using a signature log having a

plurality of recorded log entries, said method
comprising:

computing a cryptographic value for said
selected log entry; and

determining if said cryptographic value 1is
part of a first recorded log entry of said plurality of
recorded log entries.
7. The method of claim 6 wherein said selected
log entry corresponds to a second recorded log entry of
said plurality of recorded‘log entries sequentially

pricr to said first recorded log entry.

8. A method using a computer system for
registering a log entry of a user by an officially
recognized entity, comprising:

maintaining a signature log chain by said
officially recognized entity, wherein a first log entry
of said signature log chain is related to a previous
second log entry of said signature log chain;

receiving from said user a user log entry;

generating a cryptographic value associated .
with said user log entry; and

generating a third log entry of said




officially recognized entity is a notary.
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signature log chain, wherein said third log entry
comprises said cryptographic vaiue.

- 9. The method of claim g wherein a selected log
entry of said signature log chain i1s published.

10. The method of claim 8 wherein said

officially recognized entity is a notary.






