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The recent publicity and enphasis on the "informati on superhi ghway" has
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user base built upon the Internet standardized protocols

for interaction between conputer networks. .

CLIENT-SIDE ASYNCHRONOUS FORM MANAGEMENT

Field of the Invention

The present invention relates remote/mobile

computing, and more particularly'to remote/mobile

computing using the'web browser/web server

communication model.

Backgrouhd of the Invention _ .
The recent publicity and emphasis on the

"information superhighway" has increased awareness and

acceptance of the Internet as a mass communication

media. This broad based recognition of the Internet as
a viable media for communication and interaction across
multiple networks has also created a large established

user base built upon the Internet standardized

'prothols for interaction between computer networks.

The paradigm for the Internet is that of a
client-server relationship where Internet clients
(browsers) communiéate with Internet servers. To
provide greater access~to.the Internet the
communication protocols and languages utilized by the
clients and servers: have become standardized. These
protocols'include the Hyper-Text Transfer Protocol
(HTTP), which is the communication protocoi used fof

communications between clients and servers, and the



N Thé“paradign1for the Internet is that of a client-server relationship where

“'Internet clients (browsers) communicate with Internet servers. To provide

greater access to the Internet the conmmunication protocols and | anguages
utilized by the clients and servers have becone standardi zed. These
protocols include the Hyper-Text Transfer Protocol (HTTP), which is the
comuni cati on protocol used for communications between clients and servers,
and the : =2- .2-  Transfer Control

Protocol /Internet Protocol (TCP/1P) the TCP portion of which is the
transport specific protocol for comruni cation between conputers or
appl i cat i ons. THagw fnrCentieddPirotokel/dngeayet Prafaasil c(T@ EPaNd
servers connughpa whi.ch |s callagﬁ gzperﬁlﬁét Mar kup Language, (HTM.).

In the contex e Rgr oW 88 4 SRPRSPERN iSRS the client

may be a web protocol for communication between .computers or

applications. Also standardized is the language in
which clients and servers communicate which is called
Hyper-Text Markup_Langﬁage'(HTML).

In the context of the World Wide Web
client/server applications the client may be a web
brewser.whieh acts as the user interface. The web

: browSerlsends user requests_to the appropriate web
sexrver and formets and displays'thelHTML data returned
from the web server. The web browser also evaluates
the HTML data to determine if there are any embedded
hyper-link statements in the HTML data which would .
require subsequent browser requests which would then be
initiated by the browserﬁl A web server acts as .the
server for -the client and processes the web browsers
requests and returns the requested response as an HTML
data‘portidn of e HTTP data stream.

The basic communication structure for an Internet
based system is depicted in Figure 1. 1In Figure 1 a
web browser 10 communicates with a web server 20 over a
communication link 15. This communication link is
typically a local area network connection; wide area
ne;work'connection, a connection over telephone lines
or a combination thereof. 'The web browser 10
communicates with the web server 20 using TCP/iP. For
the majority of Internet communications a web browser
communicates with a web server using the generic

communication protocol HTTP which is transmitted
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,prodéer:mhich acts as the user interface. The web browser sends user

M equests to the appropri-ate-web server and formats and di spl ays the HTM
data returned fromthe web server. The web browser also evaluates the
HTM. data to determine if there are any enbedded hyper-link statenments in
the HTML data which would require subsequent browser requests which woul d
then be initiated by the browser. A web server acts as the server for the

~client and processes the web browsers r€3miests and returns the requested
response as an HTML data portion of a HTTP data stream The basic
comuni cation structure for an Internet based systemis-depicted in Figure

1. In Figurgekie\abhdr paE ehrése B GHe el (derdratelbver Wale 20 Over a
conmmuni cation link 15. This conmunication link is typically a |ocal .area

networ k conn@IB/ AP limke beeweenether Wweboinrowsesn ansl ddien et cremnenr.

t el ephone lin or a conblnatlon t hereof . The we e commruni cat es
with the vveb"g'lﬁ" 2tR Fepnpberreg bectr‘f’@%;%&’ﬁ W%oqucf’ffsé‘rrh

Ganari ¢ commin & Ve EEypE AR AR IR S XA (. o et 1
data) as described above. The web server 20 may be a
proxy which receives web browser communications. from a
numbexr of web browsers .and routes them to the
appropriate server.

‘The popularity of the web browser/web server and
their common inﬁormation and transport protocols, HTML
and HTTP, has lead to rapid acceptance of web | |
technology as a universal interface for network access

.+ . to 1nformatlon. Furthermore, because the protocols and
language for communication between web browsers and web
servers are standafdized the communication protocols
and language will be the éame whether a user is using
Netscape Navigator™, NCSA Mosaic™, WebExplorer™ or any
other web browser as their web browser to access
network information. Therefore, the large installed
user base for web browsers combined with the
connectivity of the Internet and the ease of writing
web application_servers using the HTTP defined Common

" Gateway Interface (CGI)make web technology very
attractive for a large class of forms-based
applications.
At the same time that the Internet was
growing in popularity and acceptance, mobile computing .
was also increasing in popularity. The use of laptops,
notebooks, Personal Digital/Communication Assisfants

(PDAs/PCAs) and other portable devices has lead to an
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2-3- - between-the web browser and -t-he web server over the TCP/IP |ink
“between the web browser and the web server. The actual data transferred
bet ween the web browser 10 and the web server 20 are HITTP data objects
(e.g. HTML data) as described above. The web server 20 nmay. be a proxy

whi ch receives web browser .communi cations froma nunber of web browsers
and routes themto the appropriate server. The -popul arity of the web
browser/web server and their connon_hnfornation and transport protocols,
HTM. and HTTP, has |ead to rapid acceptance of web technol ogy as a

uni versal interface for network access to information. Furthernore,

because the protocpls_and |a conmuni cat i on, bet ween web browsers
and web TFRRAZE 4R deBABLS %f (iﬁﬁﬁnﬁﬁmﬂﬂ9%ﬁﬁ }988col s and | anguage

will be ghe ShiEs WeEheh 2oVt wok ks Mellular communications
and packet radio, however, suffer from common
limitations if used in a web context. The high cost
'per byte of communications, slow response time, low
bandwidth and unreliability all hamper use of wireless
technology for the stateless communication protocol of
the World Wide Web. Also, because the web protocol is
stateless the amount of data per request and the number
of communication reqﬁests transferxred over the wireiess
connection are largef than would be necessary if ‘the

. communication were not self contained.

Furthermore, the underlying mechanisms and
protocols of Web browsing were developed with'a
traditional network model in mind. Thése mechanisms
were developed based on the tacit assumption that the
computers involved were connected via high-bandwidth,
inexpensive, reliable links. However, in contrast to a
wired LAN or WAN environment, mobile links are :
typically low-bandwidth, costly, and unreliable. .Some
mobile connections are less burdensome than others --
for example, a simple dialup modem is both faster and
éheaper than packet radio -- but all are dramatically
slower than their LAN counterparts. Mobile connections
are also less reliable: dropped connections are not

- uncommon due to signal degradation, blockage, and: other
problems. Thus, applications such as web browsers that
were targeted for a LAN environment often perform very

\poorly in a network-constrained setting.



éhbt§cape Navi gator[err], NCSA Mosaic[err], WbExplorer[err] or any other

“web browser as their web browser to access network information. Therefore,
the large installed user base for web browsers conmbined with the
connectivity of the Internet and the ease of witing web application
servers using the HTTP defined Cormon Gateway Interf ace (CAd)nake web _
technol ogy very attractive for a large class of forns-based applications.
At the same tinme that the Internet was gowing in popularity and
acceptance, nobile conputing was al so increasing in popularity. The use of
| apt ops, not ebooks, Personal Digital/Conmmuni cation Assistants (PDAs/ PCAs)

and other portable devipgeenBaaokead the #dbile environment raises
-4- i ncrease in denmands for W rel ess comuni eations. Wrel ess wide area

networ ks, cedHell ssswenofindtatoonectad opeciastionadi StandadeWeksuf fer from
common browsing -- as well as many existing networked
applications -- assumg that disconnection is a
cdmparatively rare error case. Operations typiéally
-fail when the client is disconnected from the server.
Weak connectivity and the possibility of
disconnection lead to yet d third aspect of the
mobility problem: the dynamic nature of a user's
connectivity. At different times, a single user may be .
strongly connected (LAN), weakly connected (cellular or
other mobile link) or disconnected.
| Several factors contribute to poor usability
and reduced user productivity when ﬁsing browsers in a
resourcé-constrained or unreliable communication
énvironment typified by wireless communication. First,
the browser protocol is synchronous, which means that
users must wait until a request complg;es before
another request can be.made. When the delay is long
due to, slow wireless traﬁsmission; congested Internet
or intranet traffic, or overburdened Web servers, users
may become frustrated and unproductive. |
Second, the natural burstiness of the
synchronous request/response scheme may become a
significant problém over a slow link. Over a wired
'LAN, server responsé time is usﬁally the primary
concern, but in a wireless environment, bandwidth and
latency are typicaily the dominating facfors. (Latency
on a packet radio network éan be on the order of

-several seconds.) Third, the usual synchronous
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liYritations if used in a web context. The high cost per byte of

comunij cati ons, slow response tinme, |low bandw dth and unreliability al

hanper :use of wireless technology for the statel ess communication protocol

of the Wrld Wde Wb. Al so, because the web protocol _i ess the

anount of data per request and the nunber of 'c-ﬂjﬁglgﬂ BEEH ests
argerREp

transferred over the wreless connection are gmﬂﬁpould be
necessary if the conmunication were ndi- sel f Lonialie

Furthernore, the underlying nmechanisms and protocols of Wb browsing were
developed with a traditional network nodel in mnd. These nechani sns were
devel oped kegre sty rdipdmeé t meédelMHbeen nidtatvotrdke atorllt dis they dlaws wer e
connected vi a hi gh-bandw dth, inexpensive, reliable |inks. However, in
contrast t@faVOUUNERUANDr iNPNLunERLYN SeSConRESTtion.i nkf & e typi cal ly

Iowbandwldth st nd unreliahl.e.. Sone n |ons e | ess
bur densorme *ERESS g:t Fﬁf&g‘& Sr SBRARHLED émgﬁe%g%%g&él %81 %{% em i SPDot h faster
and  cheapgls thay RACKPtréBdiRed- ad! tild udee ﬁh%@bbc?ﬂ.'ﬂc)ﬁ.t&'lpmr t han
their LAN counférparts. Mbile connections are also [ess reliable; dropped

connect i onsetry rute mqmbnadua flatergtdimedegr adat i on, bl ockage, and
ot her problens. Thus,_ applicatiagns sucgygs b br owsers thatc%ere targeted
o]

for a LAN environmentImf EﬂhEeP#oFﬁﬁvé BFUSR L8N ANIRESL onst 1 ai ned

settlng exists for improvements in the web browser/web server

operation in the mobile computing environment which may
be characterized by varying levels of connection

performance‘énd reliability.

Summary of the Invention _
In view of the above discussion, it is an

object of the present invention to reduce the impact of
the synchronous nature of browser éommunication in a
weakly connected or disconnected environmént:

A further object of the present invention is
to overcome browser limitations in a remote or mobile
environment where transmission time, latency or other
communication limitations reduce responsiveness of
browser/server communications. |

Still another object of the present invention
is to provide browser functions in a mobile environment
where the nature of the environment is transparent to a
user. |

Still another object of the present invention
is to make connection status transparent to browsers
such thaé existing browsers may be utilized in a mobile

environment.

These and other objects of the present
~ This Sheet Has Been Replacec

AR




~ - D- Furthernore, the nobile envi ronrrent‘ rai ses the issue of

“dlsconnected operation. Standard Wb browsing -- as well as many existing
net wor ked applications -- assune that disconnection is a conparatively

rare error case. Qperations typically fail when the client is disconnected

fromthe server. This SheetHasBee cgdonnect i vi ty gg ty of
di sconnecti on Iead aspect of th Pkggﬁfﬁ ltem t he '
dynam ¢ nature of tivithn At di fferP@l’? si ngl e user

may be strongly connect ed (LAN), weakly connected (cellular or other
nmobi l e |ink) or disconnected. Several factors contribute to poor
usabi | i t yinsedtieducad ygassvidedubyi methodisen susn:ﬂQleamﬂse:omputea:

resource-constrai ned or unreliable copmuni catign enV|%og§ ment typified by
wirel ess BERATAN PTOSMCt s fQy  copmunprahdBe Withodore P¥EF onous, which

means thal, o Uges L g £M¥ém$€%/&oﬁligqB?EEeEQQHbe§9§tQﬁf%53ch is

temporarily .and intermittently connected to a second

computer. According to the present invention, requests’
from the web browser to a server application accessible
to the second computer are stored in a persistent
requeét’queue at the reﬁote/mobile processing system.
An.interim response_is.provided_to the web browser in
response to the request from the client application.
The stored request may be. recalled to allow user
modification of the stored request prior to the request .
being provided to'the second computer for transmiséibn
to the server application.

Furthermore, the stored request can be
transmitted to the second computer when the
remote/mobile déta processing system is connected to
the second computer and a response to the request from
the server'received through the second computer. The

- response to the request may be stored at the
pemote/mobile pfocessing system associated with the
stored request. The stored response may alsc be
provided to the client application. |

| By storing requests in a request queue and
providing an interim response to the web browser,
asynchronous operation of the web .browser may be
achieved. Fgrthermore,‘by storing the reqﬁests until am
connection is established, the réquests may be recalled
and edited to allow a user to change the request before

"it is processed. Thus, the present invention overcomes



anot her request can be nade.

transmi ssion, congested Internet or intranet traffic, or overburde
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In a particular embodiment of the present

invention, a list of stored requests is provided to the
wéb_browser for presentation to a user. User input is
accepted to select one of the stored requests in the
list of stored requests and the associated response to
a selected one of the list of stored requests is
prov1ded to the web browser based upon the user input.

In a further embodiment, the user is notified

of the agvailability of the received response when the

response is received by the remote/mobile data
processing system and the response provided to the web
browser if the user requests the response.

In stall a further embodiment of the.present
invention, an HTML form associated with the request and
the user input associated with the request are stored.
The stored user input is associated with the stored

HTML form. Thus, by storing the original form that

. created the réquést and the user input of the request

" the request may be recalled by the user for

modification or verification. Such a recall may be
accomplished by providing a list of stored requests to
the web browser for presentation to a user and
accepting user input to sélect one of the stored .
requests in the list of stored requests. The stored
request selected by the user input may then be provide

to the user in the original form that the request was
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Summary of the Invention It is an object of the present invention to
anel i orate oneor nore di sadvantages of the prior art. Accordi ng
to one aspect of the present invention there provided a nethod for
communi cating with a.web browser executing on a renote/ nobile processing
systemwhich is tenporarily and intermttently connected to a ‘second
conmput er, said nmethod conprising the steps of: : storing in a
persi stent request queue at the renotelpvbile processing system a request
fromthe web browser to a server application accessible to the second
conput er; providirng an interimresponse to the web browser in
response to égg Legyest fromthe client application; and
recal li ng tHerstore ‘request to allow user nodification of the stored
request prior to the raguerigiieinofqrmvotieche oredreesecway benputer for

- transmission to the server application. '

6a generatedcbyr dleg liloinghotiersteped formi #RSPFEEAL WAFENti on
R R e T
intermttenthy £ogIested TR FSAEPIEN CEHPH! £id €REPEESALTRd user
input may then be provided to the web browser so as to
recreate the form with the user input. The recalled
form and user input may be combined by scanning the
recalled form for named. fields in the recalled form and
scanning the recalled user input for name/value pairs
in -the user input. The default selection or user input -
of the naméd field in the recalled form may then be_
replaced with the value of a matching name/value pair
from the user input.. .
In yet another.embodiment of the present
invention, it.is deéermined if a response to the
- recalled stored request has been stored at the
remote/mobile data processing systém. A link to the
stored response to the recalled form may then be
provided s§ as to provide to the uger a hyperlink to
recall the stored response. |
Furthermore, user input may be accgpted to
" revise an original request from the web browser so as
to provide a revised request based upon the original
request modified by the user input. The revised request
may then be stored in the request queue. The request in
the request queue may optionally be replaced with the
revised request.
In still another embodiment of the present

invention it is determined if the remote/mobile data



eans for storing in-a persi stent request queue at the renote/nobile
“processi ng system a request fromthe web browser to a server application

accessible to the second conputer; -means for providing an
interimresponse to the web browser in response to the request fromthe
client application; and means for recalling the stored request

to allow user nodification of the stored request prior to the request being
provi ded to the second conputer for trans¥i-ssion to the server application.
7 According to the present invention, requests from
the web browser to a server application accessible to the second conputer

are stored i rpropessingepystegiiasd Dkl ato t tice r @aedrd nebmnpatprocegs ng
system An interimresponse is provided to the web browser in response to
the request ffuehtae enbedimentl.i dde orequeasies Axe cenlt¥giearednjfbshe

equest  bei HETPECTHERILE PRES PRI Tl 17 e LifbRd e 1
the second computer. =
As will further be appreciated by those of
A skill in ' the art, the présent invention may be.embodied
as a method, apparatus/sYstem or computer program

product.'

Brief Description of the Drawings
Figure 1 is a block diagram of a typical web

browser/web server system;

Figure 2 is a block diagram of a web
browser/web server system acéording to one embodiment
of the preéent invention utilizing a client intércept
and a server intercept;

Figure 3 is a block diagram of a
remote/mobile data processing system accbrding to the
present invention; | ' | . |

Figure 4 is a flow chart illustrating
disconnected or deferred processing operations
according to the present invention;

Figure 5 is a flow chart illustrating
operations associated with receiving a response to a
browsef-reguest at a remote/mobile data process system
accdrding to the present invéntion; and
' Figure 6 is a flow chart illustrating
.operations associated with revising a request according

to the present inven;ion.,



to the server appl i cation. Furthernore, the stored request can

* pbe transmtted to the second conputer when the renote/nobile data
processing systemis connected to the second conputer and a response to the
request fromthe server received through the second conputer. The response
to the request may be stored at the renote/nobile processing system
associated with the - stored request. The stored response .may al so be
provided to the client application. -11- By storing requests in a
request queue and providing an interimresponse to the web browser,
asynchronous operation of the web browser may be achi eved. Furthernore,- by

storing the requests unti IDetalléd Rsgcriptionsofetieaipiventiod, t he requests may be
recalled and edited to allow a user to change the ifqgest befqore it is
processed. - Thus, theTﬂﬁbééﬂ%s¢%§ehFV6ﬁtb9§rEBWE@l e described

oot WA, YRl EEOACGALK. e BUpLACLAE R |1 5L o spee

whi | e comuBlcedmgitsy i df&ﬁix@éﬁ?dihnwhhéhbﬁﬁkﬂéﬁﬁéd- embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein; rather, thésé embodiments are provided so
that this disclosuré_ﬁill be thorough and complete, and.
will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like
elements throughout. As will be appreciated by one of
skill in the art, the present invention may be embodied
as methods or devices. Accordingly, the present
invention may take the form of an entirely hardware
embodiment, an entirely software embodiment or an
embodiment combining software and hardware aspects. .

' Figure 2 illustrates one embodiment of the
present invention. As seen in Figure 2, a web browser
10 communicates with a client-side intercept module 30.
The web server 26 communicates with a server-side
intercept module 40. The client-side intercept module

~30 then communicates with the server-side intércept
module 40 over the communication link 35. The web |
browser 10 and the client-side intercept module 30 may
be cbntaiﬁ@d in a first computer 5. The server-side
intercept module 40 and the web server 20 may be
contained in a second computer 6. The first computer S
and the second computer 6 commuﬁicate over external

communication link 35. The first computer 5 is
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In a particular enbodi nent of the present invention, a list of stored

* requests is provided to the web browser for presentation to a user. User
input is accepted to select one of the stored requests in the [list of
stored requests and the associ ated response to a selected one of the |ist
of stored requests is provided to the web browser based upon the user

I nput . " In.a further enbodinent, the user is$ notified of the
avai lability of the received response'vﬁ%h the response is received by the
renot e/ nobi e data processing system and the response provided to the web
browser if the user requests the response. . Install a further
enbodi ment pfefarapilyseantremoreyiniaki leardafMpPrecesdLRGcPEsedmw t Ast he

request and the user input assogiated with the reguest are stgred. The
st or ed useruﬁﬁﬂuPeF§1§sso&%ﬂﬂ&f&ﬁéhfl?%y@ﬁiﬁ%d ?ﬁﬁh??%? YTRHE, by storing

the or! oi nalnfaristpabe .y QAaLdhe RER! Cfpsberunpmisny! of the

request the request nay-be recall’e the user for ™nodification or
verificati omaSyshgareecal [1itd® tiavebmnmd shetehyiptent iy ngeanki st of
stored requests to the web browser for presentation fo a user and
accepti ng uSepminguento godner atodAItET heS s tRPedCOREHAESYE, | ATt he | i st of

Provide CoSERRSIEBAL Nt REmSHRITRR TG A chdr o e e bl cay Bk RYy' N PO
also include data processing systems which remotely

~access other systems such as over a network.

Preferably, the web bréﬁser 10 is a Internet

web bfowser utilizing hypeftext transfer ﬁrotocol
(HTTP) and hypertext markup language (HTML) to
communicate with an Internét web serﬁef 20 which also
uses HTTP and HTML. In operation, the web browser 10
would output an HTTP data stream which is intercepted;
by the client-side intercept module 3Q. The_intercept'
of the HTTP data stream by the client-side intercept
module 30 may be accomplished through the use of the
TCP/IP loop-back feature where the ciieﬁt side
intercept module 3b resides at an IP address_ﬁaving a
network number of 127, such as 127.0ﬂ0.1."The client-
side intercept module 30 then converts or.transforms
the HTTP data stream into a client/server specific

.. protocol and transmits the client/servér speéific data
stream onto the external communication link 35. The
server—side'intercept module'40 receives the
client/server specific data stream and reconstructs the
original HTTP data stream corresponding to the web
browser originated communication. This reconstructed
HTTP data stream is then transferred to the web server

20. The web server 20 responds'to_the HTTP data stream
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- -9- gener at ed. ' The original formof the request may be
‘generated by recalling the stored formassociated with the request and the
stored user input associated with the request. The recalled formand the
recall ed user input may then be provided to the web browser so as to
recreate the formw th the user input. The recalled form and user input
may be conbined by scanning the recalled faormfor nanmed fields in the
recal l ed formand scanning the recall ediBser input for nane/value pairs in
the user input. The default selection or user input of the naned field in
the recalled formmy then be replaced with the value of a matching

nane/ val ue Pahr tnb’ HBLRE URSAnbPPYE 'an Internet WBbY&er¥aathenenbodi ment
of the present invention, it is determned if a response to the
will be appreciated by one of skill in the art, the web
server 20 may also be a proxy which allows multiple
browsers to connect to the Internet.

- When information is received by the web
server 20 for transmission to the web browser 10, for
example, in response to a browser request for.a
spegific URL home page, the web server 20 outputs an
HTTP data stream corresponding to the communication to
be sent to the web browser 10. This web server

‘ originated communication is intercepted by the server-
side intercept module 40 and transformed by a
client/server specific data stream. The client/server
'specific data stream corresponding to the web server: —
originated communication is then sent on the external
communication link 35.from'the second computer to the
first computer. The client/server specific data stream
Cis recei#ed by the client-side intercept module 30 and.

- the original HTTP data stream corresponding to.the web
server originated communication is rebuilt and provided
to the web browser 10.

In a particular embodiment of the present
invention, the'external communication link 35 is a
wireless communication link. In such a case, in order
to obtain system performance which is acceptable to |
users, it is desirable to reduce the amount of
communication over the external cbmmunication.link 35
both in the frequency of the communications and in the
amount of information which must be transferréd over

the communication link 35. Accordingly, the present
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recal l ed stored request has been stored at the renote/ nobile data
processing system A link to the stored response to the recalled form my
then be provided so as to provide to the user a hyperlink to recall the
stored response. -Furthernore, user input may be accepted to
revise an original request fromthe web browser so as to provide a revised
request based upon the original request nodified by the user input. The
revi sed request rmay then be stored in t#e request queue, The request in
t he request queue may optionally be replaced with the revised request.

In still another enmbodi ment of the present invention it is determned if .
t he renot e/ nbvémt lahapreferably utilizes caching, differendﬂng,

processi ng g éen1|s | i ked to the sec ut er. such an enbodi nent,
the request 2% epBﬂF9°9 oFEFUGE 1R t‘?‘giﬂﬁ bF?é“’cfé’t‘&“b?o‘éE%& ng system

I's not |inkegtonet8e ESEQE%iHHH¥3ﬁ”requlred over the external

communication.link 35. These techhiques are
accomplished by converting the stateless or stochastic
protocols of HTTP into a client/served specific
protocol which utilizes information specific to the

. client and the server to reduce the amount and
frequency of communications. .

In operation, the client side intercept 30
and the server side intercept 40 are transparent to .
both web browsers and web (proxy) seivers and, can
therefore be employed with any web browser. Both the
SSI 40 and CSI 30 cache graphic and HTML objects. If
.the URL of a browser request specifies an object in the
CSI’'s cache, it is retcrned immediately as-the browser

_response. -The.caching functions guarantee cache
integrity within a client-specified time interval. The
SSi“cache is populated by responses from the requested
web servers. If a requested URL received from a CSI is
cached in the 88I, it is returned aé the response to
the request.

The .present invention preferably=ﬁtilizes'a
virtual socket system such as is illustrated in
commonly assigned United States Patent Application
Serial Number 08/601,804 entitled CLIENT/SERVER
COMMUNICATION'SYSTEM, Attorney Docket No. RA895-0154
the disclosure of which is incorporated herein by
reference as if set forth fully. The presentlinvention

also preferably utilizes the data reduction techniques



~As will further be appreciated by those of skill in'the art, the present

I nvention may be enbodi ed as a nethod, apparatus/system or conputer
program product. - Brief Description of the Draw ngs

Figure 1 is a block diagramof a typical web browser/web server system
Figure 2 is a block diagram of ‘a web browser/web server system according to
one enbodi nent of the present invention utilizing a client intercept and a
server intercept; Figure 3 is1®block diagramof a renote/ nobile
data processing systemaccording to the present.invention;

Figure 4 is a flowchart iflustrating disconnected or deferred processing
operati ons QfLkL 1 t Ont BemRbeS8Ntaddifidd Amited States Pageme 5 is a
flow chart illustrating operations associated with receiving.a response to

a browser rAppkibtation Semded/ Muwker cﬂa&/aﬁ%o'&%§%%§%?ﬁa_€@di ng to the
bper ati ons. deserarEoCame. srTRna Rk ool 16T pAqH5rage
lnvention.. ;nq in commonly assigned United States Patent

Application Serial Number 08/601,903 entitled

DIFFERENCING COMMUNICATION SYSTEM, the disclosures of

which is incorporated herein by reference as if.set

forth fully.

While the present invention has and will be
described with respeét to a single web browser.
application and a single web server application, as
will be appreciated by those of skill in this art, the
benefits and advantéges'of the present invention may
also be achieved with multiple web browsers associated
with a single web server. Thus, the methods, apparatus
and program products of the present invention in
connection with multiple browsers each communicating
with a client-side intercept module and these client
side intercept modules would then communicate. with the
server-sidé intercept module of the web server or web
proxy.

Furthermore, while the present ivnention is
* described herein with réspect to'both a client—side
intercept module and a server-side intercept module, as
will be apéreciated by those of skill in the art, only
a client-side intercept is required by the present
invention. Thus, the present invention should .not be
construed as limited to systems having both a client-

side and a server-side intercept module.



Det ai | ed Description. of the Invention The present invention now
‘W Il be described nore fully hereinafter with reference to the o
acconpanyi ng drawi ngs, in which preferred enbodinments of the invention are
shown. This invention may, however, be enbodied in many different forns and
shoul d not be construed as limted to the enbodi nents set forth herein;

rather, these enbodinents are provided so that this disclosure will be

t horough and conplete, and will fully copgvey the scope of the invention to
those skilled in the art. Like nunbers refer to |ike elenments throughout.
As will be appreciated by one of skill in the art, the present invention
may be enbodied as meihads.ol doi fESent f6RORELPOINKs QR Present invention
may take the formof ane |ré?y har dware enbodi ment, an entirely software
enbodi nent  gkyadhewRA Wi Sha0respbneecpprodebaidgawhiahpect s.
Figure 2 illustrates one enbodi nent of the present invention. As seen in

Figure 2, apsemibsowrsarser) tooreomi tavesmakingaregneatsseyen shepgbpt nodul e

30. The web server 20 communi gates with a Sﬁ%%Er-si e intercept nodul e 40.
" The cli ent - BFG¥1PNEe FESeSHRIIRY S0P Phe APEBTHAT cat BETWPPHS: Ré®ser ver - si de

i nter cept @egb%_déa %%fﬁé&ﬁ%ﬁisa&kgeohhakpﬁéees_gfn&ebwheawser 10 and

the client-side intercept no e 30 may be contained in a first conputer 5.
The server - sedaesiise conplagtatul tthd Orasdltheareecbavedvand28tatiusbéscont ai ned
in a second cqonputer 6. The first co conputer 6

uter 5 and, the, second
communi cat sUBGEEeEy AEHRINLSARRAI Lot THR HERR 35.‘?3%1???iiyéonputer 5is
' notified when requests complete and may, at any time,
switch to the status page to review the status of one
or more requests. The status entry for each request
conveys the state of the request (not starEed, in
process, or complete) and contaiﬁs a link to the
response page if the regquest has completed.

The presené invention also provides for
disconnected operation when the remote/mobile data
processing system.is not linked to a computer with
access to a server application. Users can operate in
either synchronous or asynchronous mode. In either
case, when thelloss of a connection is detected, or if
communication is not possible (e.g., out of signal
range), requests may be queued and held for later
processing. When communication is re-eétablished,

- Jueued requests are automatically processed in the
background. This capability enables a user to continue
to be productive offline. Furthermore, in many cases,
all the pages needed for a transaction may be stored in
a local cache and no communication is requifed. These
operations will now be described with respect to Figure
3 and the flow chart illustrations of Figure 4 through

\.Figure 6. h



o -12- preferably a renote/ nobil e data processing system As used herein,
" "renot e/ nobil'e" neans "tenporarily and intermittently linked", wherein
tenporarily means "lasting for a.limted time" and intermttently neans
"com ng and going at intervals, not continuous, or occasional."
Renot e/ Mbbi | e data processing systens may al so include data processing
systens which renotely access ot her systens such as over a networKk.
Preferably, the web browser 10 is a Inteltdet web browser utilizing
hypertext transfer protocol (HTTP) and hypertext markup |anguage (HTM.) to
communi cate with an Internet web server 20 which also wuses HITP and HTM.
-I'n operation, the web lriyeee 30imMubdravepuh gBEmMBEEPmRtid eStdaaam Which is
intercepted by the client-side intercept nodul e 30. The intercept of the
HTTP data st PERfESPine syskem-ytidirhngr acparkigularsempedimendc afipl i shed
t hrough the gﬁg of the TIIVIPLLoopfbgck feature_where the client side

I ntercept no e PEESRG (HVERtLRTr p AHqPESY ﬁngﬁauﬁen.fwﬁrk nunber of

127, such aSré&Bt@-/%obi@edétéeﬁicgéggﬁngnlg%eeat5@%&%@% f%lblen converts

or transforns the HITP data streaminto a client/server specific protoco

and transm t apphdceltiient /serlveasspewebi brdaser 10 executing on the
remote/mobile data processing systém 5. Requests from
' the browser 10 are intercepted by an HTTP.request
interceptor 31 and placed in a request queue 32. The
requests in the reQuest‘queué 32 are processed by a
HTTP fequest queue processor 33 which carries out the
requests when a connection is established to a second
computer having access to the server specified.-in the
requesté; .When_these regquests are processéd'a service
thread 34 ié initiated for each request to carry out-
the request. Responées to the request are placea in
the cache 35 and associated with the request from the
request queﬁe which generated the request. Such
~association is illustrated as a dashed line in Figure
3. The solid line in Figure 3 from entrieé.in the
request queue to the cache represents the association
of the request entry with the form used to create the
request. Such an association allows for editing of
requests by a ‘user even after the requests have been
generated. Optionally, both the requests and the
responses may be-aséociated with the entries in the
queue’ so that both the request and the response may be
provided to a user.

The request queue 32 is a list of réquests

that have been received from the browser by the HTTP

Request Interceptor 31, along with status and control



stream onto the external communication link 35. The server-side intercept.
s nodul e 40 receives the client/server specific data stream and reconstructs
the original HTTP data stream corresponding to the web browser originated
communi cation. This reconstructed HITP data streamis then transferred to
the web server 20. The web server 20 responds to the HTTP data stream

- 13- in the normal manner of an Internet web server. As wll be
appreci ated by one of skill in the arti1sthe web server 20 may-al so be a
proxy which allows nultiple browsers to connect to the Internet.

When information is received by the web server 20 for transm ssion to t he

Web browseg n Q. mix@; orf%xar%l ééeoaiem&atalaeqwa@rs AQURSE i
speci fic URL honme page, t erver 20 outputs an HTTP data stream

.correspondnn@ormaﬁnbnxrensdwsd|ﬁmomothbebsewseto(the BT mesterd0. This
web server .

and any body). This allows the request to be replayed

to the network at a later time. Each request element

also holds state information associated with the

request. This includes a summary of the pfogress that

has been made in processing the request,'and a list of

remaining work to be done. _

Special processing instructions may also be
associated with a request in the request queue. For
example, in a wireless environment, it is usually too
expensive to download graphics embedded in a page. If
graphics have been suppressed for this request, this
processing contfol information will be included in the
request element The request queue persists across
‘client sessions.

Internally, a request consists of a set of
attributes. Each attribute is a name-value pair. When C
the request is created, it is given attributes..that
contain the browser request. As processing proceeds,
attributes ere added describing the progress, any
status information returnedlfrom the browser, and so
on. Some attributes, such as the.progress indication,
are per request. Attributes may also be per queue, and
in this case control processing for all elements added
to the queue; Per-queue attributes are used to support
multiple queues that handle requests in different ways,
based on their source or the characterisits of the
request. Thus,'according to the present invention, more

_than one request queue may be created and requests may



originated communication is intercepted by the server- side intercept
nodul e 40 and transforned by a client/server specific data stream The
client/server specific data stream corresponding to the web server
originated comunication is then sent on the external comunication |ink
35 fromthe second conputer to the first conputer. The client/server
specific data streamis received by the client-side intercept nodule 30 and
the original HTTP data strean1correspoﬁ&ﬁﬁg to the web server-originated
comuni cation is rebuilt and provided to the web browser 10. In
a particul ar enbodi nent of the present  invention, the external

comuni cat i dre |autioresticailyi serded doviriihataRRFIPHIAtE (A4eRe Whelse, in

desi rabl o | SHAKIRAF (RECERUER T3 CRS AR TS pirefeafe JErEhey' ! 1
Che amount P e R T as o e A e felar r od over ¢ he. communt cat] on
link 35. Accordingly, Béeapsesdite present invention allows for off- .14.
line processing using applications such as a browser
which were designed for synchronous 9n41ine processing,
disconnected and asynchronous operations require new
user interfaces. Thus, according to the present
invention, if a user’s request can be satisfied from
the cache, the response is provided immediately ahd'the
~ standard browser interface remains unchanged. On a
cache ﬁiss,-however, the browser’s semantics may be
‘extended Qith mechanisms and interfaces associated with
the off-line processing of the present invention.

Becauée the browser is an immutable piece of
code with respect to the present invention, a stand-in
page may be returned whenever the.remote/mobile data
_processinglsystem is opefating asynchronously or
disconnected from the second computer and cannot .
satisfy a user's request from the cache. This page
contains an explanation of what has happened -- "Your
request'has been queued for later processing" -- and,
if requested, displays. the current status of all ‘
pending requests. Note that as far as the browser is
concerned, this stand-in page is the response to the
request. In other words, the browser retains the
request/respohse mechanism, while the intercept module
utilizing the present invention handles the details of
responding to the request. Furthermore, the same

mechanism may be utilized for both disconnected and



.invention preferably utilizes caching, dlfferenC|ng, and pr ot ocol
"reduction techniques to mninize the anount of conmunication required over
the external comunication |ink 35. These techni ques are - acconplished by
converting the statel ess or stochastic protocols of HITP into a
clrient/served specific protocol which utilizes information speC|f|c to the
client and the server ta reduce the amount and frequency of

comuni cations. - ' In operati ore9the client side intercept 30 and

t he server side |ntercept 40 are transparent to both web browsers and web
(proxy) servers and, can therefore be enployed with any web browser. Both
t he SSIzﬂhsymbmf%naﬁscaeﬁ&a@uﬂﬂﬁn:Ehmtfﬂhﬁimt@zmasiomaltp@glesof a
browser request specifies an object in the CSl's cache, is returned

i medi at el ywelu¥ped keusbe brewaskas the E%%?f??@ef'iﬁlctfli‘%rée%%?'ént ee
cache integrity wit ATFérﬁE qwe ‘“ﬂ% %ﬁ%wﬁﬁmiérﬁéﬁd .td Nehe SSI cache is

popul at ed by responses ron1t ues servers. |f a requested URL

received fréli&ﬁe:@@'pag‘ecﬁébhéﬁ rtnahe ¥ing i presenwédirvith asnt he response to
t he request. The present invention preferably utilizes a virtual
socket systinmtexmedistesackneowledgnenty may be utilized. This

option may be 1mplemented by returning code 204 to the
browser. From the user's point of view, a link is
clieked but the browser ;emains on the same page,
however, the intercept module according to the present
invention queues the request in the background. _

The present invention will now be described
with respect to Figures 4 through 6 which are flowchart
‘illustrations of one embodiment of the present
invention.- It will be understood that each block of
the flowchart illustrations, and combinations of blocks
in the flowchart illustrations{ can be implemented by
computer program instructions. These program

_instructions‘may be provided to a processor to produce
a machine, such that the instructions which execute on
the processor create means for implementing the
functions specified in the flowchart block or blocks.
The computer program ihstructions may be executed by a

“ processor to cause a series of opefational steps to be
performed by the processor to produce a computer
implemented process such that the*instructions which
execute on the processor provide steps for implementing
the functions specified in the flowchart block or
blocks. ._

Accordingly, blocks of the flowchart

illustrations support combinations of means for



~comonly assigned United States Patent Application Serial Nunber
* 08/ 601, 804 entiitled CLI ENT/ SERVER COVMUNI CATI ON SYSTEM Attorney Docket
No. RAB95-0154 the disclosure of which is incorporated herein by reference
as if set forth fully. The present invention also preferably utilizes the
data reduction techniques _ described in comonly assigned
United States Patent Application Serial Nunmber 08/601, 753 entitled TIME
COHERENT CACHI NG SYSTEM Attorney Dockétr No. RA9-95-086 and i-n gcommonly
assigned United States Patent Application Serial Nunber 08/601, 903
entitled DI FFERENCI NG COVMUNI CATI ON. SYSTEM the disclosures of which is
i ncor por aped floamding hhe e$peenfieds fuhcsdonsf,ocombiigations of Wi | e
the present invention has apd wi|l be ,_ = .
steps for performing the specified functions and
program instruction means for performing the specified
functions. It will also be understood that each block
of the flowchart illustrations, and combinations of
blocks in the flowchart illustrations, can be
implemented by special purpose hardware-based systems
which perform the specified functions or steps, or
combinations of special purpose hardware and computer
instructions.
' Figure 4 illustrates the operation of a
client side intercept utilizing the présent invention.
As seen in Figure 4, the client side }ntercept 30
| intercepts a request from browser 10 (block 50). The
client side intexcept then determines if the response
" to the request is in the cache (block 52) and if it is
the cached response is returned to the web browser
(block 54).
| If the response is not cached, then the
client side intercept determines if the data processin§
system is connected to the second computer for access
to the server (block 56). If the data processing
system is connected then, if requests are not deferred
(block 58), the request is seﬁt-to the second computer
(block 60). However, if the data processing system is
either not conngcted or request processing is deferred,
the the request is stored in a request queue and an |

interim response is provided to the browser as the

response to the request(block 62).



described with respect to a single web browser application-and a single
web server application, as w /| be appreciated by those of skill in this
art, the benefits and advantages of the present invention may also be
achieved with nultiple web browsers associated wth a single web server.
Thus, the nethods, apparatus and program products of the present invention
in connection with multiple browsers each comunicating with a client-side
i ntercept nodul e and these client sideaintercept nodul es woul d then
comruni cate. with the server-side intercept nodule of the web server or
web proxy. Furthernore, while the present ivnention is described

herein with respect tg b ugg?négbﬁahF?hgg L3 ?%%?%E%gng§ﬁgﬁ%%gk§? skill in

server-side intercept no e ap

the art, omhtesi£!dleid -shfeihabpeaaphtly bEquhyedthrgrt Betinassgntin
invention. Thus, the present invention should not be construed as limted
to systens thevidigians rside| inherceptde Raduaster oBr thedaueneedaspt nodul e.

usually handled on a first-in, first-out (FIFO) basis.
However, selected requests may be marked as held, all
new requests should be held (see block 58). This allows
the user to indicate that processing oﬁ-these requests
should be deferred until a later time, even if a
connectioh is available. For example, some requests may
be too expensive.to handle on a wireless liﬁk, and so
the user would prefer to defer processing them until a
LAN or dialup connection is available. The hola |
attribute is aléo'applied to any outstanding gueued
requests remaining when the client is fifst started..
This avoids surprises when switching from an
inexpensive link to a potentially much more expensive
wireless link.

As is seen in Figure 4, the first step in
handling a queued request is acquiring a connection to
the second computer with access to the server of the
request (block 64). An attempt is made to get a
connection when a request is first received and, if a
‘connection is not established (block 66), attempts will
continue until a connection is made, eitherxr by the
queue processor or due to other activity (block 70 and
block 64). An exponential backbff.procedure is used to
control the delay between connection atteﬁpts (block
68). Thus, the time between attempts to conﬁect
increase as the number of attempts increasés. This

backoff procedure provides responsiveness when



- -16- The present invention provides for asynchronous request
and response processing which pernmits a user to continue making requests
even though previous requests have not conpleted. Requests are recorded
internally for background processing. Wen requests conplete, the results
are saved and status is updated asynchronously. The user is (optionally)
notified when requests conplete and may, at any tine, switch to the status
page to review the status of one or nod¥ requests. The status entry for
each request conveys the state of the request (not started, in process,
or conplete) and contains a link to the-response page if the request has
conpl et ed. communicatifie faridoonds i awent rams bdso withodesbhededingonnect ed -

operation en_the renpte/ nmohil e data processing systemis not linked to a -
conputer,m#?ﬁ Betyor 8&§“%é$V%rf%&ﬁH¥%§u4¥ﬁL1°4%e$%r@an.Operate in either

synchronous or asyncaﬁgg%g§_ ' cﬂfbﬁ”%ém%sééﬁfiﬁﬂ@én Eggeloss of a

connection is detected, or it conminication 1S not poSsi (e.g., out of
si gnal - raimgEprmatdonas bs ikpEndicl v usiies afcbined itk fifowaéer apgocessi ng. Wen
conmuni cation is re-established, queued requests are automatically
processed $HOFRE BRckfroXeEueH Suaymbis iusedriubl veconssitute thetinue to

be product]i__g&uggf: ghﬁethléuge%ﬁres 'Gs i-snenrr:aryo e tecona computer
(block 72). At this point the request appears to a
server as if it came directly from the browser. If the
‘request fails due to failures in the wireless link .
(block 74), subsequent attempts are made at later
times. Retrying requests transparently masks transient
communications failures. Other types of failures may
also be recorded for later return to the user.

Figure 5 illustrates the operations of the..
client side intefcept module when a response is
received to a previously queued réquest. As seen in
Figure 5, a response is réceived from the sérver (block
80) . However, the use of graphics, applets, and 6ther
embeds is now_nearly'universal on Web 'pages. If the,
user has asked to see this information, the returned
page is parsed for embeds (block 82). Each embed is
then retrieved (block.84) and added to the cache along

. with the original response (block 86). The resﬁonse is
associated with the request and any status information
returned with the'response is associated with the |
request (block 88). At this poiht the request is
complete and the user can be notifiéd that it-is
available (block 90). |

' Because the present invention provides a’

‘transparent HTTP proxy that will work with any browser.



all the péges needed for a transaction may be stored in a local cache and

* no comunication is required. These operations will now be described with
respect to Figure 3 and the flow chart illustrations of Figure 4 through
Fi gure 6. : -17- Figure 3

illustrates a renote/ nobile data processing systemutilizing a particular
enbodi ment of the present invention. As-2éen in Figure 3, a renote/nobile
data processing system5 includes an application such as a web browser 10
executing on the renote/ nobile data processing system5. Requests from

the browser gedlitid M et SIfEY BACKEIBun pedcesisihg aeRlise' 31 and
pl aced in a request queue 32. The requests in the request queue 32 are
processed bymatcHTthe aipdsl ghatebpowsessoexpgchhi thusar aned ndugtr itmhe
requests when a _connection is established to g segon conp havi ng

d t
access to th§e§?ﬁﬁ§eﬁﬂ¥&ﬁfH%MPiﬂftﬁg_F335e§9 9'mﬁ§anﬁB§Qe%e§%é§#§fare
processed a pebwees 'Y aahdhe bRbkkaLCdnOtneaBRLeRHRS R G} Y Out

(see.block 62 of Figure 4). Similarly, HTML pages and
embedded HTML information may be used to report status
to maintain browser independence.

Statﬁs,of an outstanding request can be
reported in any number of ways, including: an optional
completibn popup, an optional status bar embedded in
the top of returned Web pages, or on an HTML page that
summarizes the state of the gqueue. .

The popup let users know that there is a
newly completed page to vieQ én the background pége,
and lists the URL of the page. One oﬁ‘these popups ié
generated'the first time new information becomes
available, and then further messages are suppressed
until the user has visited the page and viewed the
information. This allows the user té get an .
asynchronous completion notificatioh without being
overwhelmed on faster links. |

The user may also chose #d embed a status bar

. describing the state of the client side intercept in

~each returned page. This status bar includes
informafion on the number of requests that have been
completed, the number outstanding, and the number held.
It also includes a textual version of the popup stating
that new results are available, and links to various

generated status pages.



the request. Responses to the request are placed in the cache 35 and
‘associated with the request fromthe request queue which generated the
request. Such association is illustrated as a dashed line in Figure 3.
The solid Iline in Figure 3 fromentries in the request queue to the cache
represents the association of the request entry with the formused to
create the request. Such an associatiomes|ows for editing of requests by
a user even after the requests have been generated. Optionally;,; both the
requests and the responses nmay be associated with the entries in the

queue so that both thgneeqiesinagy 1ieks an &fnl@@kémﬁ/h@eu@é@v'tseé to a user,
The request queue 32 is a |list of requests that have been received fromthe

browser by pageHStRmRedzdsig ltliterategitoroBltheal m@mﬁth sTheupagad control

- 18- i nfformatjon. Each request el enent includes 0%@ e. |nfornat|on
recei ved frehFPHBYSr EigeAuetfe 9P HERRIRST %ﬁﬁp%ﬁ body5- Bl 1 ows

the requeStlﬁglgﬁeEeal§¥%ghﬂﬂ%ft?%ﬂ?%g@ﬁéﬁégoﬂ-&Pl@ﬁetbﬂggrggﬁh request

el enent
that has been made processing the request, using a

visual indicator such as the model of a traffic'light,

where:
* Red: Request has not been sent

* Yellow: Base page received and embed(s)

pending

®* Green: Reqﬁest complete .

Graphics may also have a distinctive look apart from
its color such as red being an open circle, yellow a
half-moon, and green a solid ball. In case of error
(e.g., the request was sent but the base page could not
be retrieved), an X may be placed across the traffic
-llght symbol to 1nd1cate failure.

Along with the status graphlcs, optlons to
delete‘or hold a request may also be displayed. In the
case of forms, the user may alsq-view or re-edit the
request. If the request has completed, a link to the
cached result may also be included on this page.

In oxrder to provide URL-based access to the
background queue and other internally-generated pages,
the domain name of the client side intercept may be
used (e.g. artour.web.express) coupled with other
options as approprlate. For example, the background

- gqueue may be accessed accessed via the URL



al so holds state information associated with the request. This includes a
summary of the progress that has been nade in processing the request, and a
|ist of remaining work to be done. Speci al processing

i nstructions nay al so be associated with a request in the request queue.
For exanple,-in a wireless environnent, it is usually too expensive to
downl oad graphics enbedded in a page. |If . graphics have been suppressed for
this request, this processing control "i aA&-nmati on-will be included in the
request element. The request queue persists across client sessions.
Internally, a request consists of a set of attributes. -Each attribute is a

name-val ue paitep Wigartbtie . wedlespriess/HEmpt, HTTE and en meservedes t hat
contain the browser request. As processing proceeds,_attrjbutes are added

descri bi ng t hiomabyresse ang prefexechius H(ﬁhﬁ%ﬂéﬁﬂﬂ&ﬁﬁgoﬁ1the br owser
Lo o WYY oot Al R R Bheadh,
br ocessing f & s £heHRBYBeRdRty! S fiR gt A SHEGes TS but €5 are
used to support nultiple queues that handl e requests in different ways,
based on their source oPrbyressanicregussts hendling apesalsahes, accordi ng
to the present i nvention, nore than one request ueue e be creatgd and
requests nayvreported to a user. Requests move throug series o

stateé as they are processed, starting with submitted;

to processing begun, to initial page retrieved, and

finally to completed. As a request moves into a state,

an event describing the transition may be sent to an

.internal event manager. The internal event manager
receives status of requests and forwards status '
information to other components or appliéations. dther‘
components may fegister with the event manager to

. receive events, filtered by event state and other
criéeria. Processing events can be used to generate
dynamic interfaces the client side intercept. The popup
‘notification is one example of the use of these events.

After a response is received, the response
also needs to be saved for futufe off-line viewing for
the uéer. However, when a browser makes a request and
receives a response, it typically handles it-in one of
two ways. If the response is expected to be relatively
static, it is cached by the browser so that future
requésts to the page can be handled quickly. However,

" if the page is a response to é forms request, or is .
otherwise generated (so-called "cgi;bin" requests), the
browser only displays the response, and doesn't cache
it, since the response is typically different from one

cgi-bin request to the next. Also, with objects that



- 19- be automatically sorted into the appropriate queue when they are
received by the client side intercept or they may be manually sorted by
user input. Because the present invention allows for of f- [|ine
processi ng using applications such as a browser which were designed for
synchronous on-1line processing, disconnected and asynchronous operations
require new user interfaces. Thus, accordjng to the present invention, if
a user's request can be satisfied from thHe cache, the response is provided
i medi ately and the.  standard browser interface remains unchanged. On a
cache miss, however, the browser's semantics fay be extended with
‘nmechani sns aritheé reeuraeesexysatimarks Vindr aarhef't -Drewserscandi ng of the

s, an_imut abl ece .of

Code i th 1 odEFLEB: { FBak CBBREIAHA GH 2o e h i Page=Pay CBBSFet urned
whenever the iRl e HEQELE rdatderP IdHeE SIS NEDIEWIR | 85 GPRFELSRY
asynchronously or disconnected fromthe second conputer and cannot
satisfy a userccessinrgt af queudd maptest Thits e be saved for later
viewing. |
' These, normally transient objects'are saved
(block 86) as a new category of cached information:
user data. These are data that have been retrieved in
response to a user request, and only have meaning in
' the context of that request. Unlike normal web data,
user data objects are only ‘accessible as responses on
the queue status page. They are not used to handle
other requests, since tﬁey are transient time-'or
request-sensitive responses. User data are not subject
to the normal coherency and aging algorithms'dsed to
manage the cache. They persist and are valid until
deleted by the user. _
Web page designers often employ HTML forms
for data entry that requires only,simple interaction.
HTML form tags provide-a convenient way for-building
electronic forms for Web ihteraction. HTML form tags
allow a Web uéer to make selections from a list, to
check on/off boxes, to select from radio buﬁtons, to
enter text into a text field or a large multi-line text
area, and to push action buttons. - When the user
pfesses an action button, the‘entered data is sent to a
Web sexrver designated by the action with name/value
pairs, where each name represents an input field and
each value represents the user’s input in the field.

In addition, there may be hidden fields, which carry



~contains an expl anati on of what has happened -- "Your request has been

" queued for later processing" -- and, if requested, displays the current
status of all pending requests. Note that as far as the browser is

" concerned, this stand-in page is the response to the request. In other
words, the browser retains the request/response nmechanism while the

i ntercept nodule utilizing the present invention handles the details of
responding to the request. Furthernoregthe same nechanismmay be utilized
- for both disconnected and - - 20-
asynchronous requests in that aninformational page is returned to the

browser as {leleSRRNSE RN RASAIor aenc aldhll gaRALily, an option

to return current pag Fei ng sented With a
i nt er nedi af@rm¢cknonksdgREAHIR Y IR |dx+e7-%ntﬂhia$:k @Rt ithie @rv@:

i npl emented by returning code 204 to the browser. Fromthe user's point of
view, a | ithgéher with the values in visible flelds.

Like ‘any HTML page, an HTML form can be
cached for future use. According to the present
invention, a cached HTML form may be edited for
submission later'or'resubmission again with different
user input. For example, a éearch input form could be
edited again and again to send out different search

. requests. Similarly, an intranet data entry form snch
as a patient admission form could be edited to correct
data entry'errors, or resubmitted with new data for a
different patient. Most formslgan be'meaningfully . S
cached for independent future submission because they -
either have a simple one-form interaction model of
contain self-sufficient hidden fields so that the Web
appliéation can accept a submission in isolétibn.

In a qobile environment, disconnected form
submission.can extend the productivity of users even .
when a server is not reachable. This allows multiple
data entry pages to be filled without connecting to any
network. Also, with the re-editing function of the
présent invention, a user can draft a few forms and
have a chance to review, approve; or edit them before
they finally are sent.td the server.

As described above, a form may be treated as
any HTML pége and the operations of Figure 4 carried
out to create an ‘entry in the request queue.

n'correspondlng to the filled out form. Like regular HTML

pages, the user obtains a cached HTML form using a URL.



_cliéked but the browser remains on the same page, however, the intercept
‘nmodul e according to the present invention queues the request in the

backgr ound. . The present invention will now be described with
respect to Figures 4 through 6 which are flowhart illustrations of one
enbodi nent of the present invention.- It will be understood that each bl ock
of the flowhart illustrations, and conbinations of blocks in the flowhart

illustrations, can be inplemented by copputer programinstructions. These
programinstructions nmay be provided to a processor to produce a machi ne,
such that the instructions which execute on the processor create neans_ for

Dl erent i ngrhleyLynghhans £pagkd| £drhnahdestbAvebait Bbasly Ghbldicks. The

conmputer program instructions may be executed by a processor to cause a
seri es of opeheat ketdlorsteptdms be Wieeh oa nBdribyishsupmatéessor the produce a

conputer inplenmented process such that the instructions which execute on
the processoRapedyRdeies RiFs drogelpneretit tRgthReOr LHERAEARIS 58T B i n t he

[l puchart b1 825 BEcRRihia ayousa. F£CERbRGYrellEBES Bhe! Banld cvchart

il lustrationS Support c S5 neans
URL form again and submlts a new result, the new

submission is kept separate from the previous
submission. Every submission is counted as a separate
entry in the queue for automatic submission when a
connection becomes available. These entries remains
stored until they are deleted by a user. _

o Figure 6 illustrates the re-editing process
of forms utilizing the present invention. This
reediting utilizes the forms in the queue of Figure 4.
As seen in Figﬁre 6, a list of available forms in the
queue is provided to the browser (block 100) and user’
input selectihg a queue entry is obtained (block 102).
An HTML page may be presented to the user to display
the entries in the queue which may be accessed u51ng
hyperllnks

Based on the user input a form correspondlng
to the URL of the form used to generate the queued
request is obtained from the local cache (block 104).

- The base form may Be retrieved based on previﬁusly
inserted data indicating the origin of the form. When
‘the blank form is first fetched from the server, the
-client side intercept.ihserts hidden values into the
HTML before returning the page to the browser. The |
hidden information includes'boéh the originating URL
and the form number within the page. -To re-edit the

-form, the blank form is retrieved using the hidden



-21- perform ng the specified functions, conbinations of steps for
. perform ng the specified functions and programinstruction neans for

perform ng the specified functions. It will also be understood that each
bllock of the flowhart illustrations, and conbi nations of blocks in the
~flowchart illustrations, can be inplenmented by special purpose '

har dwar e- based systens which performthe specified functions or steps, or
conbi nati ons of special purpose hardwaregond conmputer instructions.

Figure 4 illustrates the operation of a client side intercept utilizing the
present invention. As seen in Figure 4, the client side intercept 30

i ntercepts avéf,glg?é{)ﬁgggggg%{gg@ee[o t hA Qe R ich TS StbLdd vs'igﬁi I nt er cept

t hen determ nes efre e request is in the cache (block 52)

and if it isthderegobed . nesporsadduastt wumk tto tdesawiate owser (bl ock 54).
If the response is not cached, then the client side intercept determnes if
the data -procedeen wipht she Sahidate ganeiated dmdredeter for access

[ F requests are not defBPr Ee7 BrSL D RAGRA MU ETE SORMERTD (00,

~conputer (bleskn&Bth HaWRYRalud dditrdlalm tHooaspidit SYSIEEk | 506) .

' If any match is found, the default selection or input
value is thén éhaﬂéed to reflect the user’s submissibn
(block 108). Special care should be taken with Web
pages that consist of multiple HTML forms, since they
may use the same field pnames in different subforms.
Theréfore, accoxrding to the present invention, subforms
are assigned a unique identifier and tracked so that
the proper form may be.recalled to recreate the
original request. The original input form and data are
then réconstructedl If a response to request has
already been received, (block 110) then, optionally,
the submission button ﬁay be replaced by a link to the

-response so that the user may viewlthe results of the
submission (block 112). Otherwise, the recénstructed
request is provided to the browser for editing by the
user (block 114). If resubmitted the existing queué

- entry may be overwritten with the new data; qr,
optionally, the user éoﬁld select that a new entry in
the queue is provided. Such a feature would allow the .-
user to usé a filled out form as.-a template for
creating additional requests with similar data with
only minor further input.

In the drawings and specification, there have
been disclosed typical preferred embodimentg of the

invention and, although specific terms are employed,



ei ther not connected or request processing is deferred, the the request is
* stored in a request queue and an interimresponse is provided to the
browser as the response to the request (bl ock 62).

-22- Processi ng of queued requests is handl ed by threads that
run i ndependently of any other activity in the client side intercept..
Requests on the queue are wusually handled on a first-in, first-out (FIFO -
basis. However, selected requests may_he_marked as held, all - new requests
shoul d be held (see block 58). This alldows the user to indicate that
processing on these requests should be deferred until a later tinme, even
if a connection is available. For exang one.rgquests may b

¢ le, s t 00
. expensi ve t6@%&uﬁ§?(ﬁ?%@m}FePe§§onﬁE,-Bﬁddggcrfﬁ 1H§qu®8&|8“§#éfer to

el e Pr oC SSRGS PitkpBeek V0N 1 RLVEHONBAE! BBges 2Vilead 0. The
hold attribute is al'so p Peg 0. any outstanding queued requests renaining

when the cliigRleritsidn rséisgastedforth in the following claims.
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Figure 4, the first step in handling a queued request is acquirfng-a
connection to the second conputer with access to the server of the request
(block 64). An attenpt is nmade to get a connection when a request is first
received and, if a connection is not established (bl.ock 66), attenpts wll
continue until a connection is -nade, eithgp-by the queue processor or due
to other activity (block 70 and bl ock 64). An exponential backoff procedure
I's used to control the delay between connection attenpts (block 68). Thus, -
the tinme between attenpts to connect increase as the nunber of attenpts

i ncreases. This backoff procedure provides responsiveness when

- 23- 'connunkﬁg L.on failures are transient w thout burdening the network
when the fail are long term - Once a connection is
established, the information originally saved fromthe browser and stored

in the request queue is used Ao r%%P@F%B&”%%ﬂHH%lcatlng with a web

browser executing on a remote/moblle processing system
which is temporarily and intermittently connected to a
second computer, said method comprising the steps of:
storing in a persistent request queue at the
remote/mobile;processing system, a request from the web
- browser to a server application accessible to the
second computer;
prov1d1ng an interim response to the web
browser in respoanse to the request from the client
application; and
recalling the stored request to'allow user
modification of the stored request prior to the request
' being_provided to the second computer for transmission

to the server application.

2. A methqd'according to Claim 1 further
comprising the steps of: _ _

‘transmitting the stored request to the second
computer when the remote/mobile data processing system
is connected to the second computer; - -

receiving, through the second computer, a
response to the request from the server;

storing the response to the request at the
remote/mobile processing system; and

associating the stored response with the

stored request.



request and the request is sent to the second conputer (blo '
*point the request appears to a server as if it came di rectl}mﬂm}ﬂnmmmlﬂull .
browser. If the request fails due to failures in the wireless enkt (®l otk *
74), subsequent attenpts are nade at later tinmes.- Retrying requests
transparently masks transient comuni cagi-ons failures. O her types of
failures may also be recorded for later return to the user. -
Figure 5 illustrates the operations of the client side intercept nodul e
when a response is received to a previously queued request. As seen.in
Figure 5, a response is received fromthe server (block 80). However, the
use of graphics, applets, andmethed aeweddngs too@ladar 12/, uhintheanl on Wb
pages. |If the wuser has asked to see this information, the returned page is
parsed for CRNRKIFNDCKhE2Ftepaeh PROYEGiRg then StATSh REFRMERKESB4S) and

added to thgjﬁgqmié%@ggﬁf¥%ggﬁkgg‘orLginaI response (bl ock 86). The
ate

response i s ~assocCI € request and any status information
returned with the response is associated with the request (block 88). At

this point the request is conplete and the user ‘can be notified that it is
avai |l abl e (bl ock 90). 4. A method according to Claim 2, further

comprising the steps of:
: providing a list of stored requests to the
web browser for'presentation to a user;
. accepting user input to select one of the
stored requests in the list of stored requests; and
providing to the web browser, the associated
response to a selected one of the list of stored

requests based upon user input.

5. A method according to Claim 2, further
comprising the steps of: _

notifying the user of the availability .of the
received response when the response is received by the
remote/mobile data pfocessing system; and

providing the response to the web browser if

the user requests the response.

6. A method according to Claim 1,'whérein
- said step of storing a request from the web browser
comprises the steps of:
| storing an HTML form associated with thé
request; |
storing user input associated with the
request; and

associating the stored user input with the



- Because the present invention provides a transparent HTTP p
*work with any browser. “l l "IIII
¥ O

requests for background proce53|ng doesn't match the nDdeI visernss *
expect, thus, an interim response, via HIM. or an HITP code, |s returned
to the bromser so that the browser and the user can continue (see block
62 of Figure 4). Simlarly, HTM. pages$4and enbedded HTM. i nformati on may
be used to report status to nmintain browser independence. |

Status of an outstandi ng request can be-reported in any nunber of ways,

i ncl udi nggtrepturMmel £6ompl eti on popup, an optional status bar enbedded in
the top of returned Wb pages, or on an HTM. page that summarizes the state
of the queue. The popup let users know that there is a newy

bage. One of these phpups™ BS5BAE: SRR ICHAY B2 C b S au PRF AP kati on
becones gbﬁﬂfggfhgagﬂetQggpgubgher messages are suppressed
| prov1d1ng a list of stored requests to the
web browser for presentatlon to a user;
-accepting user input to select one of the
stored requests in the list of stored?requests; and

wherein said recalling step recalls the

stored request selected by the user -input.

8. A method according to Claim 7, wherein
said step of recalling the stored request comprises the
steps of: '

fecalling the stored form associated with the
request; .

recalling the stored user input asspciated

- with the request; and

providing the recalled form and the recalled

user input to the web browser so as to recreate the

form with the user input.

9. A ﬁethod according to Claim 8, wherein
éaid step of providing the recalled form and the
recalled user iﬁput comprises the.steps of: |

scanning the recalled form for named_fields
in the recalled form;

scanning the recalled user input for
name/value pairé in the user inbut; and

replacing the default selection or user input

of the named field in the recalled form with the value



A Y

.until the user has visited the page and viewed the informtj '
al lows the user to get an asynchronous conpletion notificat l'lglﬂfﬂwﬁ@”mw”m
bei ng overwhel ned on faster |inks. ~ The user may alS0¢ *
enbed a status bar describing the state of the client side intercept in

each returned page. This status bar 4384 udes informati on on the nunber of
requests that. have been conpl eted, the nunber outstanding, and the nunber
held. It also includes a textual version of the popup stating-that new

results ae avghtahifg ﬁ%ﬂ\é/x}}:{%é QIBF | Osm QGNET @6EF Shphes pages.

- 25- One of these l'inks may take the user to a page

summari zing the state of the%request. The page displays the queue, one line
per request. Each request includes a graphical _representation of the
progress that has Baen Radethast ASTHFIME §( m 85 hyrehesi sual

i“diCatokﬁﬁg¥&§§n§hehg0%%eﬁﬁ é%}faffic l'ight, where:

~determining if a response to the recalled
stored request has been stored at the remote/mobile
data processing system; and _ |
_ adding a link to the stored response to the
recalled form so as to provide to the user a hyperlink

to recall the stored responée.

11. A method according to Claim 8, further
comprising the steps of: ' - .

accepting user input to revise an original
fequest from the web browser so as to provide a revised .
‘request based upon the original request modified by the
user input; and '

storing the revised request in the request

queue.

12. A method according to Claim 1%, wherein
said step of storing the revised request comprises the
step of replacing the requeét in the request queue with

the revised request.

13. A méthod accordihg to Claim 1, -further
" comprising the steps of:
determining if said remote/mobile data
processing system is linked té the second computer; and
wherein said storing and said providing steps

are carried out if said determining step determines



- [err] Red: Request has not been sent [err] Yello :
" recei ved and enbed(s) pendi ng [err] Ge\é\HlmmummnII””“I :
conpl ete Graphics nmay al so have a distinctive | ook apart fromitis @ol er »
such as red being an open circle, yellow a half-nmoon, and green a solid
ball. In case of error (e.g., the request-was sent but the base page could
not be retrieved), an X may be placed across the traffic |ight. synmbol to
indicate failufe. . Along with the status graphics, options to
del ete or hQihed dHRIUEShotBYmabs 2ebBalias phavedsihg EheterPis Abtf Orms, the
user may also view or -re-edit the requeSt. It thé réquest has conpl eted, a
link to the liggkshtedo dshe t seagndl sompatiemcl uded on this page. In -
order to provide URL-based access to the background queue and ot her
i nternal | y-generated pages, the domain nane of the client side intercept

may be used (. g. art oy veh. gyBEERSkGOURLEH WELD: RLNEE (gPLT gns, as

appropriate. For exanple) gr ound “queue may CccCes cessed via
the URL browser executing on a remote/mobile pracessing system

which is temporarily and intermittently connected to a
second computer, comprising: '

' means for storing in a persistent request
queue at the remote/mobile processing system, a request
from the web browser to a.server application accessible
to the second .computer; |

means for providing an interim response to
the web browser in respdnse to the request from the
client applicétion;-and

means for recalling the stored request to
allow user modification of the stored request prior to
the regquest being provided to the second computer for

transmission to the server application.

15. A .system according to Claim 14 further
comprising: '
means for transmitting the stored request to
the second computer when the remote/mobile data
"pfocessing system is connected to the.second éomputer;
' means for receiving, through the second
computer, a response to the request from the server;.
means for storing the responsé to the request
‘at the remote/mobile processing system; and
| means for associating the stored résponse

with the stored request.



- 26- http://artour.web. express/HTEP/. HITP and a reserve

are preferred rather than defining a proprietary protocol g"mﬂmu“mﬂm"l“l
requests because standard browsers may reject unfamliar protoéols. * S
Progress of request handling may also be reported to a user. Requests nove
through a series of states as they are_processed, starting with submitted,
to processing begun, to initial page retrieved, and finally to conpleted.

As a request noves into a state, an event descrlblng the transition may be

sent to an internal gyenta nggggg{n ad®Adi! ?.‘?'I’t% A 1BNageFthdLCel ves
wa

status of requests and” for S status in mation to ot her conponents or
appl i cat i JunprAdidig HOSNSNE6LS poyiddgicsttdre wtdrad eremponsaerdmger to
receive events, filtered by event state and other criteria. Processing
event s ca#h@aQkkﬁnﬁoagkhéﬁatéoaynan1c interfaces the client side

I ntercept. The popup notification is one exanple of the use of these
events. After a response is received, the response also needs to

.be saved for future pjf-lAngy¥iew Becovdimie tiés @laipves/erfumitesic a_br owser
~makes a request and recelves a response, it typically handl'es it in one of

two ways. ddmpiiesimsponse i s expected to be relatively static, it is cached
Pnener | O1Ser 0 HRtanst HO0F pRdVEding & ISP Y ed Jandl ed_ aui ckly.

to the web browser for presentation to a user;

means for accepting user input to select one

of the stored requests in the list of stored requests,

and ' |
1 means for providing to the web browser, the
associated response to a selected one of the list of

stored requests based upon user ;nput}

18. A sysﬁem according to Claim 15, further.
comprising:

means for notifying the user}of the.
availability of the received response when the response
is received by the remote/mobile data processing
system; and

means for providing the response to the web

' browser if the user requests the response.

. 19. A system according to Claim 14, wherein
said means for storing a request from the web browser
comprises:

means for storing an HTML form associated
with the request;
means for storing user input associated with

the request; and



if the page is a response to a forns request, or is otherw * ﬁﬁr
(so-called "cgi-bin" requests), the browser only displays tqﬂlﬁmgﬂ
doesn't cache it, since the response is typically different

cgi -bin request to the next. Also, w.idg.objects that

s

ram anem s

-27- t he source server marks "no-cache,” browsers and proxies, that
observe this directive do not save these itens. However, when one is
retrieved as part ofmegﬁgc%$? % ramestordd 1 pgogaved for
| ater view ng. ese, nornma transi ent objects B¥& saved

(bl ock 86widh £hevetcatredourmf feaasmed i nformation: user data. These are
data that have been retrieved in response to a user request, and only have
meani.ng in the context of that request. Unlike normal web data, user data

are not used 1o handts: oPnEYSRETLER O M T S & s EREEL ) o o
comprising: _ :
means for providing a list of stored requests
to the web browser for presentation to a user;

' means for accepting user input to select one
of the stored requests in the list of stored requests;
and |

wherein said means for recalliﬁé.fecalls the
stored request selected by the user input. '
21. A system according to Claim 20, wherein
said_means for recalling the stored request comprises:
| means for recalling the stored fo;m
associated with the request; |
means for recalling the stored user input
associated with the request; and
| means for providing the recalled form.and the
recalled user input to the web browser so as to

recreate the form with the user input.

22. A system according to Claim 21, -wherein
said means for providing the recalled form and the
recalled user input comprises:

| means for scanning the reéalled-form for
named fields in the recalled form;
‘means for scanning the recalled user input
for name/value pairs in the user input; and

means for replacing the default selection or



>

request-sensitive responses. User data are not subject to

‘coherency and aging al gorithns used to . nanage the cache. Th%@i‘!ﬁﬂﬂ@ﬁ'ﬂﬂ“”““l
are valid until deleted by the user. Wb page desi s
enploy HTML forns for data entry tha_t3§_e'qui res only sinple interaction.
HTML formtags provide a convenient way for -building electronic fornms for

Web interaction. HTM. formtags allow a Web user to nake selections froma
list, to check on/off hoxes, ‘to sel ect rpnlﬁgdio bqghggs to \en%er'text
into a texX48§¥ elBPBF 2| &NGe BAMGT -figdd 1 BXthe B2 tEOFMsHIERt i on
buttons. \ S p %5%%5 | o0 r o Nt BE Edadpt a IS sent
to a V\éb\%gé]v‘ﬁﬁags?gngtén y trﬁ% rﬁaﬁxﬁf&?}h%ﬂ% hﬁhh'arre/val ue paisrs, wher e
each nane imgmitesents an input field and each value represents the user's

input in the field. In addition, there may be hidden fields, which carry
-28- : : _

23. A system according to Claim 21, further
comprisingr ‘

means for determining if a response to the
recalled stored request has been stored at the
remote/mobile data processing system; and

means for adding a link to the stored |
response to the recalled form so as to provide to the

user a hyperlink to recall the stored response.

24. A system accoxrding to Claim 21, further
comprising: i

means  for accepting user input to revise an
original request from the web browser so as to provide
a revised request based upon the original request
modified by the user input; and '

means for storing the revised request in the

request queue.

25. A system according to Claim 24, wherein
said means for storing the revised request comprises
means for replacing the request in the request queue

with the revised request.

26. A system according to Claim 14, further
comprising: |
means for determining if said remote/mobile

.data processing system is linked to the second



preset - val ues that a Wb server sent along with the form ' .
val ues are sent back to the server together with the val uesimﬂﬂlllgllimmu l““l
fields. Li ke any HTM. page, an HTM. form can be "Gached.foi s =
future use. According to the present invention, a cached HTM. form may be
edited for subm ssion later or resubnm ssion agai itb different user
input. For exanple, a search input foaoc-coul d DTHESISHEET MAR BEENH again to
send out different search requests. Simlarly, fan i nagmagEpdata pntry form
such as a patient adm ssion formcould be edit bl €Nt TY
errors, orcgﬁgplggizi’,t ehgv th new data for a different patient. -Mst forns
can be nmeanrngfully cached for independent future subm ssion because they

ei ther have a si npl e winerd bn nsahtiemeanisofionpdtbring emdigaisk|eansf i ci ent

hi dden fields so that, the Web applicatjion cgn accept a subm ssjon in

i sol ati on. for Pr°V1d1491%F%DBFP§eeﬁFprBHﬁQH§?-Jﬁgaﬁﬂﬁﬁnﬁiyﬁ%ﬁé;

subm ssi on e t ik e \ggah I S not
r eachabl e_m%%{ﬂgs yq%g\?\%één%'ﬁ'%gieﬁ é![t %@%}t}lﬁ ;%S Sg%gs\e?% be nﬁ/ggéﬁ\{\ﬂ%out
connect i Ngdheadptctswikg &stemwikhnble lieked tionaHeumddamd of t he

present invention, a user can draft a few fornms and have.a chance to
revi ew, appeopatesr. edit thembefore they finally are sent to the server.

O DO L LLl
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27. A computer program product for
communicating with a web bfowsér executing on a
remote/mobile processing system which is temporarily
and ihtefmittently connected to a second computer, the
computer program product comprising: .

a computer-readable storage medium'having
computer-readable program code means embodied in said
. medium, said computer;readable program code means
comprising: |
computéf-readable program code means for
Stéring in a persistent request queue at the
remote/mobile processing system, a request_from‘the web
browser to a server application accessible to the
second computer; -

computer—reédable program code means for
providing an interim response to the web browsef in
.fesponse to the request from the client application;
and

computer-readable program code means for
recalling the stored request ta allow user modification

" of the stored request prior to the fequest being

provided to the second computer for transmission to the

server application.
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‘Operations of Figuie 4 ﬂlllllfﬁlllﬂﬁlllllﬂﬁ cate a0 enl iy Laothemrrylest queus

corresponding to the filFed odt f'ort |ke'regunﬂs Iﬂ&b&gE he user
obtains a cached HTM. formusing a URl_ _ REPLACED
- 29- The user fills in the formand subnmts W=—estmg—ome of The action

buttons. Wien a formis subnitted, the name/value pairs together with the

originating formURL2 ar e, skg&g t%%ﬁéﬂ eued 3%?&J5EL§@%O£§ §s£§ethe same

URL form again and su mts W Subm SST On

separate'bmamﬁrnﬂpgﬁytﬁgg SBRPS i1 9 : Every subm ssion is counted as a
separate entry in the queue for automatic submission when a .connection

becones avai |l abl e. Tm@mpuearrregdab&slqugmamupqﬁﬁumeanﬁwfgxe deleted by a
ustrates th cess of forns

: 6 il
LT 20 ng CERB LG T Hoen e FER e e RauerE i e R SRRt et m T ¢ he
ueue of "G & AenSEEImb:Te0be a0 prdddeuiintf AYsddble form in the

gueue is provided to-t rowser (Dbl oc 100) an user
connected to the second computer;

éomputer-readable program‘code means for
receiving, through the second computer, a response to
the request from the server;

computerx-readable. program code means for
storlng the response to the request ‘at the
remote/mobile processing system; and

computer-readable program code means for
associating the stored response with the stored

i

request.

29. A computer program product according to
Claim 28, further comprising computer-readable program
code means for providing the stored response to the

client application.

30. A computef program product according to
Claim 28, further comprising:

computer-readable pfoéram code means for
ﬁroviding a 1ist-of stored requésts to the web browser
for presentation to a user;

qomputer-ieadable program code means for
accepting user input to select one of the stored
requests in the list.of'storea requests; and

| computer-readable program code means for

providing to the web browser, the associated response

. This Sheet Has Been Reﬂlaced
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i nput selecting a q ai ned (block 102 An HTML page may be
presented to the ustﬂﬂmml m"uﬂ”m"e entries in the)queue whi chpmgay bey
accessed using hypeflih " * Based on Eﬁ %E f Jfform
corresponding to the URL of the formused to gg g%gﬁSEh E§1 S 4f request
is obtained fromthe | ocal cache (bl ock2r04). The b ﬁ
retrieved based on previously inserted data indicating the orlgln of the
form When the blank formis first fetched fromthe server, the client
si de interceptai Bebetceli deen ofalties liinito afhetdfBd teduests doagedng t he
page to the browser. The hidden information includes both the orlglnatlng
URL and theuB@i MiP#eHbERPWEEhi n the page. To re-edit the form the blank
formis retrieved using the hidden : - 30-
val ue containing the forms URL which is stored with the request in the
request queue to assogiat eat bem gsﬁ;@ie%trdgﬁdm Produrtmddedrdimgriaded t he

t he

_ request. The 'form an queued request are scanned to match
nane/ val ue @kaims 28, t fertbgue sompticdingl:06) .

computef—readable program code means for

notifying the user of the availability of the received
response when the response is received by the _
'remété/mobile data processing system; and |
computer-readable program code means for
providing the response to the web browser if:the user

requests the respbnse.

32. A computer program product according to
- Claim 27, wherein said computer—readable program code
means for storing a request from the web browser
comprises:

computer-readable program cdde means for
storing an HTML form associated with the'request;

computer-readable program code meané for
storing user input associated with the request; and

-computerfreadable program code means for
associating the stored user input with the stored HTML

. form.

33. A computer program pfoduct according to
Claim 32, further comprising:

computer—readable_program-code means for
providing a list of stored requests to the web browser
for presentation to a user;

computer-readable program code means for
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»If any match is fou el ection or input value is then changed

- to reflect the usermllmmmm“mnuﬂl ock 108)._Wuld be
taken with Wb pages*that 'torsist &f nultiple HiMs §EETSHAS iBEEN |t hey may
use the sane field names in difféerent subforns] TherggdppAGEDaccor|ding to the:
present invention, subforns are assi gn'eﬁl3a unbgea-+gentrfTer and tracked
so that the proper formnmay be recalled to recreate the original request.
The.original input formand data are then reconstructed. If a. response to
request has acceRfinsediFeRcknmed, tebpedrctionet pnthgptoxad y, the
subm ssi on buytt he replaced by a link to th regpanse so that the
user my vie%gﬁﬁgsgggdﬁféﬂgg f%%tsﬂgangfsﬁ fﬁﬂ%@%tfiz Bﬁklhermﬁse, t he
reconstructed request iyhd¥Omh dgsli §0cbiBubepusehdhBleepirbigiamdddee user
(block 114). If resubmtted the existing queue entry my be overwitten
wi t h't he newngans forr, regalibing|yecahdsutbe sbarddsyeauesthselaated entry
In the queue,is provided., Such a feature woul'd all ow the user to use a _ :
filled out fOYmtBe ASSHPIMREEfor creating additional requests with sinmilar’
data with only mnor further input. I'n the draw ngs and
specification, there have been disclosed typical preferred enbodi nents of
the invention and, altimugh spesmphEet epfBgham prodagedaccording to

Claim 33, wherein said cdmputér-readable program code
means for recalling the stored request comprises:
computer-readable pfogram code means for
recalling the stored form associated with the request;
computer-readable program code means for
recalling the stored user input associated. with the
request; and ' |
. compuper-readable program code deans for
providing the recalled form and the recalled usér iﬁput
to the web browser so as to recreate the form with the

user input.

35. A computer program product according to
Claim 34, wherein said computer-readable program.code
means for providing the recalled form and the recalled
user input comprises:

computer-readable program code means for
scanning the recalled form for named fields in the
recalled form; |

' computer-readable program code means for

scanning the recalled user input for name/valué pairs
in the user inpﬁt; and ‘

computer-readable program_code'means for

replacing the default selection or user input of the

€
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a3ij they are used l" ﬂ descriptive sense only and not for
purposes of limtati U lﬁm!rm,wm'm the invention bei ng set forth in the
foll owi ng cl ai ns. Al NB

1. A method for communicating with a web br olJeiS SHEE'DﬁAﬁgBEﬁN 2|
renot e/ nobi | e processing system which is¢4-enpofari| yREMACEBternmiftently
connected to a second conputer, said nethod cofprrsTTTg TNEe steps.of:
storing in a persistent request queue at the renote/ nobile processing

system a reguadaédf fogl8heénWelhe recalled form with the value of a

matching name/value pair from the user input.

36. A computer program produét according to
Claim 34, further comprising: ‘

COmputerfreadable program code means for
determining if a response to the recalled stored
request has been stored at the remote/mobile data
processing system; and

computer-readable pfogram code means for
adding a link to the stored response to the recalled
form so as to provide to the user a hyperlink to recall

the stored response.

37. A computer program product according to
Claim 34, further comprising:

computer-readable program code means for
accepting user input to revisé an driginal request from
the web browser so as to provide a revised requesﬁ
based upon the original request modified by the user
input; and

| computer—rea@able program code means for

storing the revised request in the request queue.

38. A computer program product according to
Claim 37, wherein said computer -readable program code
means for storing the revised request comprises

computer-readable program codezmeans for replacing the

v

request in the request queue with the revised request.

39. A computer program product according to
This Sheet Has Been R :
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. browser to a server srbIe to the second conputer;
provi di ng an interr i web bromser I n response to the
"request fromthe clien , and '""u.r.EgN he stored

request to all ow user nndrfrcatron of the_stof EdIS SHERISHAD A to the
request being provided to the second conputer for trREFLACERI on o the

server application 2. A nethod attoraing 1o Jaim1l further
conprising the _steps; of; urther c &r mtting the stored request to the
second conputer mhen t F enpt &7 oD ata processing system is

connected to the SeCOndx&Qﬁ@ﬂéﬁﬁreadable prog&@ﬁebbaﬁgmédﬁémﬁﬂkthe ‘'second
conputer, a .response to the request fromthe server; storing
t he responsqu;qqﬂﬂﬁ¥ﬁﬂm%f eeldheempeﬁﬁmebuﬁbrﬂetprp¢@§§6ﬁngystenr and

assoctating L o' 153008580 AL L8ond! 2080.E89Y° 8t
| wherein said computer-readable program code
means for stofing and said computer-readable program
code means for providing are store and provide requests
if said computer-readable program code means for |
determining determines that the remote/mobile data

processing system is not linked to the second computer.
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A33- ' 3. A nmet hod according to Claim 2, further conpri sing

" the step of providing the stored response to the cllent appllcatlon

4. A nmet hod according to daim2, further ps of:
providing a list of stored requests to the V\EE%EBEELP‘A$£EEP esentation to
a user; accepting user inputgd-o se¢l ect REFLAGED t he . kst or ed
requests in the list of stored requests; and providing to the

web browser, the associ at e resonset oa sel ect ed one of the |ist of

stored requests beSte ap , , NAGEMENL hod accordi ng
to daim bf r r conpr|5|ng t he steps of : notifying the user
of the avartapfrity of the received response when the response |s recei ved

by the remot egmphlsk esHlahd a?fdoc%ﬁﬁ)%wq)rgé{rgfneﬂducts are provided for

communicating with a web browser (10) executing on a remote/mobile processing

- system (5) which is temporarily and intermittently connected to a second computer (6).
According to the present invention, requests from the web browser (10) to a server
application accessible to the second computer (6) are stored in a persistent request queue
at the remote/mobile processing system. An interim response is provided to the web
browser (10) in response to the request from the client application. The stored request
may be recalled to allow user modification of the stored request prior to the request
being provided to the second computer (6) for transmission to the server application.

Fig. 3
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pfoviding the response to the web browser if the user requests the

response. : 6. A nmethod according to aim1l, wherein said step
of storing a request fromthe web browser conprises the steps of:
storing an HTML form associated with the request; storing user
i nput associated with the request; and . associating the stored
user input with the - 34- stored HTM
form 7. A nethod accordidg3to Caim6, further conprising the
steps of: providing a list of stored requests to the web
browser for presentation to a user; accepting user 6nput to
sel ect one of tHd 2 : B
_ , 15 . : /
- \\me
- -
- Web Browser Web Server
- '

FIGURE 1 - PRIOR ART
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stored requests in the list of stored requests;'and ' . wherein said
recalling step recalls the stored request selected by the user input.
8. A nethod according to Claim?7, wherein said step of recalling the

stored request conprises the steps of: ) recalling the stored form
associated with the request; recalling the stored user input
associated wth the request; and 2/5 providing the recalled form and
the recalled wuser input to the web browser so as to recreate the formwth
t he user input. 9. A nethod according tg 16l aim8, wherein said
step of providing the recalled formand the recall & user input conprises
the steps of: scanning the recalled formfor nanmed fields in
the recal fed—forn scarnmm g the Tecal fed user i npat T
nanme/val ye pairs in the user input; and repl aci ng the de¢fault
sel ection or user input of aned field in the recalled formw th the
val ue ' Browser I
. m '
/ 30
Y
HTTP Request
Interceptor
31
32
h
————————— >
N E— NN
X
4' »
Cache
35
X
HTTP Request Queue
Processor- .
- 33
1 1 1
[ [ [
N
| i 34
I .
Service
Threads
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of a mat chi ng nane/val ue pair fromthe user input. 10. A
‘net hod according to Claim8, further conprising the steps of:
determining if a response to the recalled stored request has been stored

at the renote/nobile data processing system and adding a link -
to the stored response to the recalled formso as to provide to the user a
hyperlink to recall the stored respo . : 11. A net hod

according to f}a¥ﬁ+8r—%urther'conpri5|ng the steps of: accepting
user input tp revisgg an ofiginal request fromthe web browser so as to
provide a re¥_ sed request/ based upon the original request nodified by the
user input; and ¢ storing the revised request in the request

queue. | 12 A fret bgdaccor di ng toftkglnr 14 wherein - said step
of storing tjhe revised relyégf conprises the step of replacing the request
in the requeg‘fe“’dﬁﬁ :‘:W’P’H the revised request. 13. A net hod
according tq Caiml, further conprising the steps of:

54 _
52 //// '

7

Response in
Cache?

Return Response from
Cache

Yes-p

No - 56

60
58 /////

Send Request to
Second computer

Connected? Yes Deferred? No—

Yes

A

Store request in queue

: 64
Y /

. Attempt to establish
connection

. 68
| 66 /

Wait using exponential
No—» backoff for establishing
timing of next attempt

<

Connection?

<
[ I

v /////72
Process pending :

request in the request
queue

Transmission ok?




determning if said renote/ nobile data processing systemis linked to the
second conputer; and wherein said storing and said prOV|d|ng
steps are carried out if said deternlnlng step deternmines .
-36-. - that - the renote/ nobile data proceSS|ng systemis not linked to the
second conmputer. 14. A syy n1for comuni cating with a web
browser executing on a renote/ nobile p/oceSS|ng system which is
connected a second conputer, conprising:
tent r3agiest ueue at the renote/ nobile
browser to a server applicati.on
means for providing an
in.responseggho the request fromthe
recalling the stored request

tenporarily and intermttentl
means for storing in a persi
- processing system a request
- accessible to the second conputer;
interimresponse to the web browser
client application; and:
to

Receive response to
request

o« 82
parse response for

-embedded elements’

Y

acquire embedded
_elements

Y

- associate response
with request

Y

v ' / 8
store response

Notify user of response
available

Y

=

Figure 5




al l ow user nodification of the stored request prior to the request being
provided to the second-conputer for transm ssion to the server
appl i cation. 15. A systemaccording to Claim 14 further
conpri sing: means for transmtting the stored request to the
second conputer when the renote/ nobil g;glata processing systemis connected
to the.second conputer; means for receiving, through the second

conputer, a response to the r - e server; nmeans for
storing the response to the requestsgi the enot e/ mobi | e processi ng system
and means for assosating the stobred respohnse with the stored

request. -37- ,100 g 16. A system
according to C aim 15, furthe Lunﬁ'ibing meapS for providing the stored
response to- the client applijcation. 17. A systemaccording to
Cl aim 15, further conpri si ng| Provide list to browser

102

A 4

Obtain 'user'input
selecting form

cache

106

A

Scan original form to
match namel/value -
pairs in request

’ 108

v : 104
Obtain blank form from

replace default with
input data for matches

112
110 /////

Replace submission
with link to response

No 114
g /
Provide revised form to

browser

Response? Yes—P)

d

Figure 6



means for provi ding a Ilst of stored requests to the web browser QMS]BS"Q
presentation to a user; means for accepting' user input toagl ect
one of the stored requests in the list of stored requests; and

means for providing to the web browser, the associ ated response to a

sel ected one of the list of stored requests based upon user input.

18. A systemaccording to Caim15, furthgr conprising: nmeans
fcor notifying the user of the availability of the received response when
the response is received by the .renote/ nobile data processing_ system and

Mo esponve. Fequed /rEspoahe RoasS: SFaith ATty 85 BLbi b e dATR - sai ¢
e o S obH ATy LATRLURAED MAUSRectsanD| BB
means .f Or st Orkgge¥6etahiBt bESEQELSE beld V\itidiedﬁaltelwquﬁsérrﬁ‘lobode.
is t.ypical.ly returned and the user must explicitly
retry the request é.t a later time.
In light of the above discussion, a need
exists for improvements in the web browser/webiserver
- ' operation in the mobile computing environment which may
~ be characterized by varying levels of connection

-. performance and reliability.
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Summary of the Invention

It ié an object of the present invention to ameliorate one or mor\

disadvantages of the prior art.

According to one aspect of the present invention there—&_
_provided a method for communicating with a web browser executing on a
remote/ mobile processing system which is temporarily and intermittently

' b connected to a second computer, said method comprising the steps of:

storing in a ﬁersistent request gqueue at the
remote/mobile processing system, a request from the ‘web
brocwser to a server application accessible to Fhe
second computer;

providing an interim response to the web
browser in response to the reguest from the client
application; and

‘ recalling the stored reguest to allow user

modification of the stored reguest prior to the request
being érovided to the second computer for transmission

-to the server application.

- | \o318x
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- 38- means for associating the stored user input with the
stored HTM. form 20. A system according to Caim19, further
conpri si ng: means for providing a |list of stored requests to the
web browser for presentation to a user; means for accepting user .
input to select one of the stored requezts inthe list of stored requests;
and wherein said neans for r Ealling recalls the stored request
sel ected by the user input. .. 21. A systemaccording to Caim 20,
wherein said neans for recalling the stored request conprises:

means for recalling the stored formassociated with the request;

means for recalling the stored user input associated with the request; and -
means for providing the recalled formand the recalled user input to the
web browser so as to recreate the formwith the user input. - 22.

A system accordi ng to Acairdirgglfo ahetheraspectiohthwnpresent musntitontherkds

recal | ed forn1aq9‘§he r?cauled user LQﬂFt cquris%Fs .

o provided a sysfem for communicdting with'a web browser executing on a
remote/mobile processing system which is temporarily and intermittently

connected to a second computer, comprising:

means for storing in a persistent'fequest
(;,' gueue at the remote/mobiie ﬁrocessing system, a request .

froﬁ the web browser to a server apélication-accessible
to' the second computer;

means for providing an interim response to
the web browser in response to the request from the
client application; and |

means for recalling the stored request to
allow user modification of the stored request prior to
the request being provided te the second computer,for

transmission to the server application.
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means for scannlng the recalled formfor named fields in the recalled form
means for scanning the recalled user inpuf for name/val ue pairs in the user

|nput and means for replacing the default selection or

-39- user input of the named field in the recalled formw th the value
-of a matching nane/val ue pair fromthe user input. 23. A
system according to Caim?21, further conprising:- - means for
determning if a response to the recalled stored request has been stored
at the renote/nobile data processing system and. - means for
adding a link to the stored response to the recalled formso as to provide
to the user a hyperlink to recall the stored response. : 24. A

Systen1accord|ng to Claim?2l1l, further conprising:
Accordlng to the present invention, requests

'from the web_browser to a. server application accessible
to the second computer are stored in a persistent
request queue at the remote/mobile processing system.
An interim response is provided to the web browser in
response to the request from the client application.

; W The stored request may be recalled to allow user
modificatlon of the stored request prior to the request
being provided to the second computer for transmission
to the server application. |

Furthermore, the stored request can be

-~ transmitted to the second computer when the
remote/mobile data processing sysrem is connected to
the second computer and a response to the request from

. the server received through the second computer. The
response to the request may be stored at the
remote/mobile processing system associated with the
stored regquest. The stored response may also be
prov1ded to the cllent application. '

By storing requests in a request gueue and
providing an interim response to the web browser,
as?nchronous operation of the web browser may be
_achieved. Furthermore, by storing the reqﬁests until a

o - connection is established, the requests may be recalled

and edited to allow a user to change the request before

it is processed. Thus, the present invention overcomes
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means for accepting user input to revise an original request f
browser so as to provide a revised reguest based upon the orumw !ﬁﬁ ”II'
nodi fied by the user input; and - means for storing t

request in the request queue. - : 25. A systemaccording to Clalm

24, wherein said nmeans. for storing the revised request conprises neans
for- replacing the request in the request queue with the revised request.

26. A systemaccording to Claim14, further conprising: nmeans
‘for determining if said renDte/nDblle data(ProceSS|ng systemis linked to
t he second. 40 conputer; and

wherein said neans for storlng and 'sai d neans for providing are store and
- provide requests |fu§ald negns for deternlnlng determ nes that the

f enot e/ nobi | e e*i an
o o "~ wherein said means for storing and said meane
for providing are store and prOV1de requests if sald
_ means for determining determines that the remote/moblle
data processing system is not linked to the second
. computer.
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'

data processing systemis not .linked to the second conputer. .

Methods | systems and computer program products are provided for

commumcatmg with a web browser (10) executing on a remote/mobile processmg

| system (5) which i is temporarily and mtemnttcntly connected 10 a second computer (6),
, Accordmg to the present mvevmon, requests from the web browser (10) to a server

N apphcatxon accessﬂ)le to the second computer (6) are stored in a perslstent request queue

' at the remote/mobﬂe processmg system. An interim response is provxded to the web -
browser (10) in response to the request from the client application. The stored request
may'b‘e.recailed‘ to allow user modiﬁcation. of the stored request prior to the requesi

. being provided to the second computer (6) for transmission to the server application.
."Fig. 3
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