Specification Information processing system, information communication terminal and method,
information processing apparatus and 5 method, recording medium, and program. Technical Field The
present invention relates to an information processing system, information communication terminal
and 10 method, information processing apparatus and method, recording medium, and program, and
particularly relates to an information processing system, information communication terminal and

method, information processing apparatus and.method, recording medium, and program capable 15
b

of enabling safer electronic commercial AR ﬁg?ntgc’é}raightforward manner. Background Art In

the related art, when operations relating to 20 commercial transactions such as ordering merchandise,
paying a charge, or rege;iving a product, etc., differ with - respect to time and g})sitiog,‘such as, for
example, in CASESTBEL HRRCHIRT BIAERG aTEEERAtion I 8FEHTe R GHaEts* pufchade merchandise,

or in cases wherg a-purchasenaceives 25 mershandise purchased by ap sleetronic gammercial
transaction via the Internet at a shop such as their nearest convenience store, the shop assistant in

the shop’that is handing B¢&r e mérhaRaisBaske thePurchaSePio d@iséBse personal information
such as their name, address, and 30 telephone number etc. in order to confirm whether or not the
person coming to the shop is the purchaser of the | merchandise. Alternatively, by distributing
prescribed réseivaticrfokBhsahd exchange tokens to purchasers

The present invention relates to an information
processing system, information communication terminal and

10 method, information processing apparatus and method,
recording medium, and program, and particularly relates to

an information processing system, information
communication terminal and method, information processing
apparatus and method, recording medium, and program capable

15 of enabling safer electronic commercial transactions in a

straightforward manner.

Background Art
In the related art, when operations relating to
20 commercial transactions such as ordering merchandise,
paying a charge, or receiving a product, etc., differ with
respect to time and position, such as, for example, in cases
of a purchaser making a reservation in advance in order to
purchase merchandise, or in cases whare a purchaser recelives
25 merchandise purchased by an electronic commercial
transaction via the Internet at a shop such as their nearest
convenience store, the shop assistant in the shop that is
handing over the merchandise asks the purchaser to disclose
personal information such as their name, address, and
30 telephone number etc. in order to confirm whether or not

the person coming to the shop is the purchaser of the



beforehand on the sales side, the shop assistant handing over the merchandise can confirm whether
or not the customer coming to the shop is the purchaser to whom the merchandise is to be handed

over to by presentingdbe distihuted {gseryation tokens andexshangedekens togustomers. klowever,

in the case described above, it is necessary for the purchaser of the merchandise to provide their
personal “mféravatiohCTh paftittifitSin casés where e srovided pefsonal ifformatidn i §8ved on a

computey, inea shop.thers;, is-the fearthe information-provided mayshe misappropriated forother uses

or may be disclosed. Further, in cases where prescribed reservation tokens and exchange tokens are
distributedhif devance atplaces sellingitherimerthahdse, thereristthé fearthat tiesreseatiod tokens

and exchange akenys ay e fraudylently made or may. be copied;, Disglosure of Inenfign Example

embodiments may enable safer electronic commercial transactions to be carried out in a
straightforavaee dnamrverr In adirsttaspeet ofthetinventidn; therélis provided dn inforenatiohimocessing
system c@gg{acteriza%jdbyéXacghigfor[@a%nge%%m@éjnécaé[ign tgrminal connected to a network, for holding

. EII'TLS 1’1[% ) ip me IS, . .
information re ating to a comme lal fransaction; a first information processing apparatus connected to

said network, fércmanaging inforrhatiare retatigstorsadid commereial iransacticry; @ndzar sedond

mformatl%% grocessm_%ag%ar%tgs gonnecée?dc@a%aéd network, for mvalnéagmg%nformatlon rglatlfg 2to

tFUStWOFthIneSSp&%CﬁlFSF user constlﬁi%ngmaﬁser 6f'said inférmation communication terminal and

informatiom felating to>trustworthipess af-a seegnd user coastitstinglasuser of said provided
personal information is saved on a computer in a shop, thers
is the fear the infcormaticn provided may be nmisapprepriated

for other uses or may be disclosed.
Further, in cases where prescribed reservation tokens and
exchange tokens are distributed in advance at places selling
the merchandise, there ig the fear that the reservation tokens

and exchange tokens may be fraudulently made or may be copled.

Disclosure of Invention

Example embodiments may enable saferx elactronic
commercial transactions to be carried out in a straightforward
manner.

In a first aspect of the invention, there is provided an
information processing system characterized by: an informaticn
communication terminal connected to & network, for holding
information relating to & commercial fTransaction; & first
information processing apparatus connected to sald network,
for maraging informatiocon relating To sald commercial
transaction; and a second information processing apparatus

connacted to salid network, for menaging informaticn relating



first information processing apparatus; wherein said information communication terminal comprises:
first storage means for storing information relating to trustworthiness of said first user; first providing

means farpreviding, dfermationrelating totrustworthiness,pksaid:first-user stered byrsajd figst
storage means to said first information processing apparatus; first acquiring means for acquiring
information refafiAg 6 TrustBHHIRESS 6 8hid S&€britPuset fromsid S&¢ondinfdihiationroeessing

apparatus; §e¢Qno- @cguiring means faracquiring dafermation relating 1o said, cemmercial transaction
from said first information processing apparatus; first providing means for providing trustworthiness of
said first Lis&F §tored by S&lFrsOStoragemeafs ahdl inforRiativa Tefating té'8&idcommefciald

transaction acqyited Ny said-sgeond acquiring means 1o said,second.information, pragessing
apparatus; and third acquiring means for acquiring information relating to trustworthiness of said first
user updstad by Said sesond inforaationprodessingppatats, tsaidt fikst inforiatiore processing
apparatu§ac]9(§npri%%si; g%urthugg%iringfrﬂgggs fo Qggliiggg' for aélgg rel§t(gn£g to g%gngimgwess of
said first user from said information communication terminal; and second providing means for
providingiinfarmationaelating!tetsaid conametrciaktransaction ctossaidfinfermation. cammunisation

terminal: 30, sld second ipformalion pLacessin apparatys copises: second siarage means fo
storing Information rglatlng to trustworthinéss 8]? sal SGCOHC?USGY; secona provu:rillng means ﬂ)l’

providinge informatiorgrelating:tostrustworthiness of saidisecond usera2asstored-by saig:secong storage
means to;said information, cqmmunication terminal, fifth, acquiring means for acguiring ..
from said second information processing apparatus; second
acquiring means for acguiring information relating tTo said
commercial transaction from saild first information processing
apparatus; first providing means for providing trustworthiness
of said first user stored by said first storage means and
information relating to sald commercial transaction acquired
by =aid second acguiring means to sald second information
processing apparatus; and third acguiring means for acguiring
information relating to trustworthiness of sald first userx
updated by sald second information processing apparatus, said
first information processing apparatus comprises: fourth
acquiring = means for acguliring information relating to
trustworthiness o¢f said first user from sald dinformation
communication  terminal; and second providing means for
providing information relating to said commercial transaction
to said Information communication terminal; and said second
information processing apparatus comprises: second storage
means for storing infeormation relating to trustworthiness of
sald second user; second providing means for providing

information relating to trustwerthiness of said second user
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information relating to said first user from said information communication terminal and information
relating to said commercial transaction; updating means for updating information relating to said first

user acquired by said fifth ;acquiring means.and.information relating to trustworthingss,of said second
user stored by said second storage means based on information relating to said commercial
transaction@eguired iy said-fftnacguiringihéans; andthird providingmeahs Yor §5raviding gaid
information feiain 1o frustworihingss.of s, frst yserundatsd b said Lipdating, means {9 said
information communication terminal. In a second aspect of the invention, there is provided an
informatiorcommunication termimal,reonneeted to armetwork! for commumicating with a firgt
information processing apparatus, chasasterized by first acquiring, means for, acaujing infogmation
relating to a commercial transaction emf)]loyed I user authentication from said information
processing: apparatus durieg produgt purchasiagf storage:means dgn stormghgformatiorn rglating to
said commercial transaction acqujred by said first acquiring. means; and first providing means for
providingascélji‘h1 ifsrRation Irleslat‘i”lr(%;lif'{tollé%/ ré%)ar‘ﬁ:ﬁcé?ciglefia%%é@f?on@to%& 6§9 @g%%é%)?a%sesmgéns to
said inforgmatipngarocassing apparatus=during reeeipt efe product; secand acguiring imesns foracquiring
key information required for editing information relating to said commercial transaction; and deleting

means for Yetetifylinformafiort refdfind fo saftt-Conimeraidl trahsaction Si6red Miares By Usfity said
key informatian; agquiredithrongh saic secondacepiring ameans: 2bdr athird-aspeetof sherimvention,

there is provided an ‘ L
providing said information relating to trustworthiness of said
first user updated by said updating means to sald Information
communication terminal.

In a second aspect of the invention, there is provided an
information communication terminal, connected to a network,
for communicating with a first information  processing
apparatus, characterized Dby: first acqguiring means Tor
acquiring information relating to a commercial <transaction
employed in  user authentication from gaid information
processing apparatus during product purchasing; storage means
for storing information relating to sald commercial
transaction acguired by said first acquiring means; and first
providing means for providing saild information relating to
said commercial transaction stored by said storage means to
said information processing apparatus during receipt of
product; second acguiring means for acguiring key information
required for editing information relating to sald commercial
transaction; and deleting means for deleting information
relating to said commercial transaction stored means, by using
said key information acquired through said second acqguiring

means.
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information communication terminal, connected to a network, for communicating with a first
information processing apparatus, characterized by: first storage means for storing information

relating to trustyarthiness of.a user.decided based pnresults,of pastcammercialiransagtigns of said
user; first providing means for providing said information relating to trustworthiness of said user
stored by sdid-firststorage cmeans tasdidrirst pforimation processingsabparatus; first tatifiring
means f%ro%cquigg%njggna%t{%nnrelatigqg Ioa cg_rnmie{(%jglttranﬁeg1 @Rﬂ%@g@ed 'tgr%sceé authe ti_cation
from said information processmgapparatus during product purchasing; storage means for storing
informatienpelating 4¢ saidecemmerdiaktiansactiofiacguired by saidl firstcacquiting méas;rahd
providin%rrpgans fgr«.providringéngormatiqré relggﬂ% ttgosgi%c%rggnserc@;transaction stored in said

i

storage means 16 said infoFmatlcf"nnﬁroc‘éssing apparatus dLurlng product apur%ﬁgging. ?nca“‘%ourth
aspect obthednventions there is providedran: dnfesmation cammunicatiomiermihat,acomneetedto a
network,ff,or communicating with a first | formation,%'ocessinag, gppargtus, ctharacteriaed hby: first
acquiring heahs FSrCHcquiFify faHiTation TelBeig 10 A Cominet tial trarsaction” 8mpioyad in dser
authentication -fost gaiddnformation Processing epparatus-during,preduet parchasing: stosage means
for storing information relating to said commercial transaction acquired by said first acquiring means;

and first B6%aing thedAd for proviting <Hi@ itemationtéIBfifg fo shidEemmerdial trandddction stored
by said storgge means te=said infepnatien: grocessing apparats dudng reegipt of produst; second

acquiring means for acquiring information 2c )

' commercial transaction employed 1in user authentication Ifrom
said information processing apparatus during product
purchasing; storage means for storing information relating to
sald commercial transaction acguired by sald first acguiring
means; and providing means for providing information relating
to said commercial transaction stored in sald storage means to
said information processing apparatus during roduct
purchasing.

In a fourth aspect of the invention, there is provided an
information communicaticn terminal, connected fto a network,
for communicating with a first information processing
apparatus, characterized Dby: first acguiring means for
acquiring information relating to a commercial transaction
employed in user authentication from said information
processing apparatus during product purchasing; storage means
for storing information relating to said commercial
transaction acquired by said first acguiring means; and first
providing means for providing said Information relating to
said commercial transaction stored by said storage means to
said information processing apparatus during receipt of

product; second acquiring means for acqguiring information
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relating to trustworthiness of a commercial transaction target of said commercial transaction
constituted by said user of said first information processing apparatus from a second information

processing apparaius separate from:saiddicst ipformatienprecassing-appasatis; and display means
for displaying information relating to trustworthiness of said commercial transaction target acquired by
said secéhd BeddirirgMBaRs Lif a fifth Hspeeidithe iRvEMton: #iére isrovidedan fffdrniation
processing apparatus.conngeted to.a network.for smanagingpformation relating to a sepwnercial

transaction, characterized by: first acquiring means for acquiring information relating to |
trustworthinessrof aitargetrof Saik coRfmerdidl ramsatiorPRBATA EBMnUTHiBaticiitefmirtalof said

commergialransaction target of sald cgmmercial tansaction;, geneyating means far.generatng
information relating to said” commercial transaction during product sales; first providing means for
providingiinferhsationarelatintptorseid eommiercid] Liransaction-gereratad-by: s8idgerdrating rfeans to
said information communjcation teiminal; storage eans dar,stpring informatign delating g said
commerdial transaction generated by said generating means; second aéquiring means for acquiring
informatienaelating 4o saikl:commercial transaction from said information commercial terminal during

product Qellveryi_nauth%rlt%gghUo% gnﬁeagg fg&a%ggntggggg {ry‘gl[matjc%nerleéatlpg oxsoq}q ggwrg%rmal_
transaction acquweaa by 5aid seco d acquiting means using information relating to said commercial
transactiomn stared bysaidstoragesmegns: and:second praviding emeans far previdingdnformation

relating to said information processing apparatus for generating information relating to user
trustwortfiness Jrélgaidli]ﬁ#(])or%%?i%ho&%mm%en?c%fﬁ% BT r et RRIR ST,

characterized byt first acguiring means for acguiring
information relating te trustworthiness of a target of said
commercial transaction from a communication terminal of said
commercial fransaction target of said commercial transaction;
generating means for generating information relating to said
commercial transaction during product sales; first providing
means for providing information relating to sald commercial
transaction generated by said generating means to sald
information communication terminal; storage means for storing
information relating to said commercial transaction generated
by said generating means; second acquiring means for acguiring
information relating to said commercial transacticn from sail

information commercial terminal during product delivery;
authentication means for authenticating information relating
to said commercial transacticon acgulred by said second
acquiring means using information relating to said commercial
transaction stored by said storage means; and second providing
means for providing information relating to sald information
processing apparatus for generating information relating to
user trustworthiness To said information communication

erminal authenticated by said authentication means.

ot
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terminal authenticated by said authentication means. 2d In a sixth aspect of the invention, there is
provided an information processing method for an information processing apparatus connected to a

network, for managingdntormation Jelating to-acommercial ransagtione Charagterzed by: arfirst
acquisition control step of controlling the acquisition of information relating to trustworthiness of a

target ofiSaicP EBRIMertiaPiraRsactionproviledsy atCdmniuhicafidr t&tfiinal’of BaRfEsimétcial

transactiop target of sajd, commergial ransaction; aogenerating step dengeneratingdrtesmaton
relating to said commercial transaction during product sales; a first providing control step for

controllingeproviding of dnfermatsivergigto SaideBATHHERRI traflaétidi Géndrated 14/ sard
generating slep process tp said infrmation communieation,terminali,a storagecontral step for

controlling storage of information relating to said commercial transaction generated by said
generating stepiprovess; @nsecohdlt asquisitiornt toafrolstep forccontrofling deylisitiorPdf fFifofnation

elating g, g commersial ransacion povdled by s3d Infarmaen comunicatop ferinakcuring

product %%We%ﬁ an authentication step for authenticating information relating to said commercial
transactien having @aoqeisitierl thereofoenrtrolledrby sairsgeond adquisitiohd confrolstepaising

informalipn [elgting 1o said commercial, tansaction aving storgdg Ihereeh, contiallad by, said storage
control step process; and a?irstgprowﬁmg contro step for “controlling providing of information relating

to said infermation; pracessing apparatus:for generatingdnformation: relating toluser trestworthiness to
said Infogmagggs%ompnggglfgtll?l% te(r:nglr?glr%ﬂth%nttggtegob]}/ Sglcgn%ugg?[ﬂti%agtlorfnrov iding of
information relating to said commercial transaction generated
by said generating step process to said dinformation
communication terminal; a storage control step for controlling
storage of information relating to said commercial transaction
generated by said generating step  process; a second
acquisition control step for controlling acquisition of
information relating to said commercial transaction provided
by said information communication terminal during product
delivery; an authentication step for authenticating
information relating to saild commercial transaction having
acquisition thereof controlled by said second acquisition
control step using information relating to said commercial
transaction having storage therecof controlled by said storage
control step process; and a first providing centrol step for
contrelling providing of infermation relating to said
information processing apparatus for generating information
relating to user trustworthiness to said information
communication terminal authenticated by said authentication

step Processing.

2e



step processing. 2e In a seventh aspect of the invention, there is provided a recording medium
recorded with a computer executable program for use by an information processing apparatus
connected to a etwork. for managing informatign.relating to.a,commercial {ransaction, characterized
by: a first acquisition control step of controlling the acquisition of information relating to
trustworthitrees &f said eethrmerciafFansEdion targetiproided 1ira corfmdhidation ErftEaof said
commergigl fransactian L3ogtfald comnescigluansaction: s genetaling sigp.foL genafating
information relating to’ said commercial transaction during product sales; a first providing control step
for controHingpravidirg of infermatiorwrelatifg toisaido commercialtrtansaction genarated-by Said
generating siep. process to salc nfrmation communicatian teningl. 4 sfarpgg onttal e for
controlling saforage of information rela%ng {o said°commercial transaction generated by said generating
step processpa sécanchacquisitiong controlste: fori controllidg acdquisitien obimfomiationieldting to said
commercial transacg%n Rrovidedfby said information communication é(;}rmg%z%} déjringpé%q% delivery;
an authentication Et‘eplfo? E~zilﬁth%nticszi’\t‘?ng information Efelaﬁrlfg‘;—j1 o said cbmmergiaFtr ﬁsacﬁonchaving
acquisitian,thereof ccantiolled bysaidisecand acquisition £ontro-stepausing: infarmatieadelating to said
commercial transaction having storage thereof controlled by said storage control stetp ﬁfgr?ggs; and a
tion

first providing’Eontraf st8f 16t cortrsiiing* Brovidiry SAinfotMatiort refating 0 swicinfor
processing: apparatus;for geperatingdnformation rejating tos userdtsustworthiess ta saiddnfosmation

communication
during product sales; a first providing control step for
controiling preoviding of information relating to  said
commercial transaction generated by sald generating step
process to said informaticn communication terminal; a storage
control step for controlling storage of information relating

to said commercial transaction generated by said generating

step  process; a sacond acgulisition coentrol atep for

contreolling acquisition of information relating to said
commercial transaction provided by said information
communication terminal during product delivery; an

authentication step for authenticating information relating to
said commercial transaction having acguisition thereof
controlled by said second acguilsition control step using
information relating to sald commercial transaction having
storage thereof controlled Dby said storage control step
process; and a filrst providing control step for controlling
providing of information relating to said information
processing apparatus for generating information relating to
user trustworthiness to said information communication

terminal authenticated by said authentication step processing.
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terminal authenticated by said authentication step processing. 2f In an eigth aspect of the invention,
there is provided a computer-executable program for controlling an information processing apparatus

connected to a ﬂ%tvvgﬁk,éqrﬁrmnaq g.information relating, to 3, commercial transaction g characterized
by: a first acquisition control step of controlling the acquisition of information relating to :
trustworthiriess of saitrcorrnekdial transatiion target providéd byla BemnitinicaticrP il of said

commerglaljiansaction tagger.alseld comgIeiL ransaction:  geneialing Sep for, Aehgraling
information relating to said commercial transaction during product sales; a first providing control step
for controtiifgprevidimg of inforinatibnarelatingeto said compeemial traasactiort genaratdd by said

generaling step. process Jp said informatign gommunication fermial; asiqrage contiglstepfor
controlling saforage of nformation rela%ng to said commiercial fransaction generate said generating
step process;asetand;acquisitionscontrot stejppcfor cordtrollingfacquisitiom contral steprfor cantrolling
acquisition of igformq%ion relating to said commercial ar]Esaction grovideqlC b)é saicd informﬂa(lj‘.lio

LrPS %ortilpass o) %Fl_dqommerc1a rania t%on a &% FI%V; e? .
communication "terminal daring product delivery; an authentication step for “authenticating information
relating te gaid commergial cttansactiarebaving acquisitien thereof eontralled by said secondn
acquisition control step usingoinformation= r IathQ to said commercial transaction having storage

thereof cOAESITEd By sdidt tor&G8 Bontralstep process: and d firdt Sroviaiiy cofirdi'stép for -
controlling4xevidingref infervatien relating: tesaithintosmation precessingiapparatus far-generating

information relating to user trustworthiness to said o
during ~product sales; a first providing control step for
controlling providing of information relating to said
commercial transaction generated by sald gensrating step
process to sald information communication terminal; & storage
control step for controlling storage of information relating
to said commercial transaction generated by said generating
step Process; a second acguisition control step for
controlling acqguisition control step for controlling
acquisition of information <relating to sald conmmercial
fLransaction provided by said information communication
terminal during product delivery; an authentication step for
authenticating information reiating to said commercial
transaction having acqguisition thereof controlled by said
second acquisition controi step using information relating to
said commercial transaction having storage thereof controlled
by said storage control step process; and a first providing
control step for controlling providing of information relating
to  said informaticon processing apparatus for generating
information relating Lo user trustworthiness tC sald
information communication terminal authenticated by said

authentication step processing.
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information communication terminal authenticated by said authentication step processing. 2g In a
ninth aspect of the invention, there is provided an information processing apparatus connected to a

network, for managing.infermatiopJelating to-trustwerthiness of adirst- usarcopstitiiting @ user of an
information communication terminal and information relating to trustworthiness of a second user

constituting e GBErafan ofHe? FifoFhAtoP PREEESEHTY apparses Sharditetizé® by stérage Theans for

storing information. relating 1q, trustworthiness of said second syser; providing meansforgpreviding
information relating to trustworthiness of said second user stored by said storage means to said

informatioA€ommanieation temiinal? acedifing Mmeangor GO InfOrmatioHiFerdatingtte-<aid first
user from sajd information communication terminaland infarmation, relating 10 acommetcial,

transaction; updating means for updating information relating to said first user acquired by said
acquiringsmeans and ssformatiorsieldtingited trustworthiness ofsaid8eEdisd usersteredany said

storage mednieened onplormation relaling lo.sald comipergipl ransaetin acgdugd by said
acqumngpmeans, and providing means for providing information relating totrustworthiness of said
first userapdated;by sdidupdating nmedrs:tosaid dnformatier commuricatioh teerhihakdnarteénth
aspect of the inventioqfitgglrle i;se%roviQed an inform@ygg Y@rocessggg 19;@@89 f0£ an information

. H r or ro z 1nT » 1 LAl I % .
processﬁlgs earppar%ﬁ?s conne% ei%rclﬁlmnei’\/vork,gi‘or managﬁﬁg m?ormatlon relating to trus%worﬁuness of

a first userrconstitutingia cuser effan information cothmusicationttermihal-and saformationreefating to

trustworthiness of a second user gonstituting a . . . .
means to said informatlco communication terminal; acgulring
means for acguiring information relating to said first user
from said information communication terminal and information
relating to a commercial transaction; updating means for
updating information relating to said first user acguired by
said acguiring means and infermaticon relating to

£

trustworthiness of said second user stored by said storage
means based on information relating tco sald commerclal
transaction acguired by said acquiring means; and providing
means for providing information relating to trustworthiness of
said first user updated by said updating means to saild
information communication terminal.

In a tenth aspect of the invention, there is provided an
information processing method for an information processing
apparatus connected to a network, for managing information
relating to trustworthiness of a first user constituting a
user of an information communication terminal and information
relating to trustworthiness of a second user constituting a
usear of ancther information processing apparatus,
characterized by: a storage control step of controlling

storage of information relating to trustworthiness of said
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user of another information processing apparatus, characterized by: a storage control step of
controlling storage of “information relating to trustworthiness of said 2h second user; a provision

control step-ef-controling providing: of informationrelating to trastwarthiness eksaid secenchyiser, the
storage thereof being controlled b@){rocessing of said storage control step, to said information

communfthtion t&tiiddIL 8R achBisitiol ContrSl stép oF Esitrolfing: Stquisition F irfform&tio felating to

said firstuset. provided hy-said infarmation communication terminal and information; kelating fo a
commercial transaction; an updating step for updating information relating to trustworthiness of said
first usersfififiths Eegaisiion téreof cortrifled by thee processing BESaia acqisiion controPstep and

information  relating. to trustworthiness.qf.said secopd user with the storage thergpf.controlled by the

processing of said storage control step based on information relating to said commercial transaction
with acquisitioh théreet coritiolled by proedssing of saiitademiisition cohfrbfsteplaiid-a piiAsion

control step . 9f gonfrolling providing of informatiqn [elating i, trustwortiiness of said first usgy updated

by procegsmg of said updating step, to said information communication terminal. in an eleventh
aspect ofi thedmveritiorr; theed is-provided & recording medium recorded Withy a sompatéeicadable

et e oD IR e o U, Ao 0
communicatian ferminalane:information ¢elatiag: iG trustworthiress:df asecond user donstituting a
user of processing of said acqguisition control step and information
relating %o trustworthiness of said second user with the
storage thereof controlled by the processing cf sald storage
control step based on information relating to saild commercial
transaction with acguisition thereof controlled by processing
of sald acguisition control step; and a provision control step
of controlling providing of information relating Lo
trustworthiness of said first user updated by processing of
sald updating step, to said information communication
terminal.
in an eleventh aspect of the invention, there is provided
a recording medium recorded with a computer-readable program
for use with an information processing apparatus connected to
a network, for managing information relating te
rrustworthiness o¢f a first user constituting a user c¢f an
information communication terminal and information relating to
trustworthiness of a second wuser constituting a wuser of
another information processing apparatus, characterized by: a
storage control step of controlling storage of information
relating to trustworthiness of said second user; a provision

control step of controlling providing of information relating
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another information processing apparatus, characterized by: a storage control step of controlling
storage of information relating to trustworthiness of said second user; a provision control step of

controlling-previding.ef.informatien relating; 2i tadrustworthiness of said seeend: yser: therstorage
thereof being controlled by processing of said storage control step, to said information
communitdiod tetrind ©an acqisiticn Contrel-sep Of carftrallingattisitiocnBriAfOm AL relating to

said first.user prqvided by sajd information communicgtion termingkand infermation relating to a
commercial transaction; an updating step for updating information relating to trustworthiness of said
first usercwiththe acdtlisition théreofeanitisiedBitthe proEessihg st said®acquisitich B6ntiélstep and

information yelating to frustworthiness of said second user with the storage thergof cqnirolied by the

processing of said storage control step based on information relating to said commercial transaction
with acquisitiontheredt controliett iy pedcessinifof saidt acguisition control stepnénd & provision

control SRl eLaling Pravigng,afdpiprmalion reiaiing o, frustyadiinesgaf said isfiogg updated
by processing of said updating step, to said information communication terminal. In‘a twelfth aspect
of the invenfionpthereis providedia gcomputerrexaecutalble programddr centrallingiarsinformation

e SR SR 07 CEME B PRI e pton g e of

trustworthineds of agecond iuser coenstituting auser ofanother informatiamprocessinghg  to
trustwerthiness of said second user with tThe storage thereof
controlled by the processing cof said storage control step
based on information relating to said commercial transaction
with acguisition thereof controlled by processing of saild
acqguisition contreol step; and a provision contrel step of
controlling providing of information relating Lo
trustworthiness of said first user updated by processing of
said updating step, to gaid information communication
terminal.

In a twelfth aspect of the invention, there 1s preovided a
computer-~executable program for contrelling an information
processing apparatus connected to a network, for managing
information relating to trustworthiness of a <first user
constituting a user of an information communication terminal
and information relating to trustworthiness of a second user
constituting a user of another information processing
apparatus, characterized by: a storage control step of
controlling storage of information relating to trustworthiness
of sald second user; a provision control step of controlling
providing of information relating to trustworthiness of saild

second user, the storage therecf being contrelled by

23



apparatus, characterized by: a storage control. step of controlling storage of information relating to
trustworthiness of said second user; a provision control step of controlling providing of information

relating totrustwarthiness ofsaidi seeond.user Jdhesterage thareofheingcentroled by 2t pracessing
of said storage control step, to said information communication terminal; an acquisition control step of
controllirgP&Eetisifién bPThforraliBa félating BrsaidPirst tder provided By ddid infotfridtion ©*

communication terninal and information retating to a.commgrcial fransagtion; an yipdating- step for
updating information relating to trustworthiness of said first user with the acquisition thereof controlled
by the processingof saffacatiisitien €ontfol ¥k an@ InforATEHOR * FEtatiriy to HusShAdRRinesSEof said

second usek with the storage thereof controlled by the pracessing of said.gtorage coniral step based

on information relating to said commercial transaction with acquisition thereof controlled by
processind aof sdidracynisitivhrcontrolstepanida prRAgion contiob stepusfesrtiolingeproviding of

information Ielating. 1o tiistyoingss ol.sald Jlst Uset ypdated by aroggssing of saidundafing step.

to said information communication terminal. In example embodiments, an information processing
system comprses.an infomaticricomraumicatigroterminakeconnectedito a&rmetwork ofondoiding

T b T e LT L i
informatien coauaunication: ferminat eompeidesfirstt2le processing of said storage
control step based on information relating to sald commercial
transaction with acguisition thersof controlled by processing
of said acguisition control step; and a provision control step
of controlling providing of information relating Lo
trustworthiness of said first user updated Dby processing of
salid updating step, to sald information communication
terminal.
Iin example embodiments, an information processing system
comprigses an information communication terminal connected to a
network, for holding information relasting to a commercial
transaction and an information processing apparatus connected
to the network, for managing informaticn relating to the
commarcial transaction, wherein the information communication

fLerminal comprises filirst

2k



acquiring means for acquiring information relating to the commercial transaction from the information
processing apparatus during merchandise purchasing, first storage means for storing information

relating to the commercial transaction ac Ui&%-%th?ﬁﬁ@ﬁﬁg%i{@g means,.and first proyiding
ommercia

means fgrcbqr%%/l%}ﬁlgg information re(ﬁtinfji To'the ¢ transaction stored by the first storage
means ta thendnformationprecessing apparatusduringireceipt of anerchandise, whereipthad

information processing aratus comprises second providing means for providing information
relating t%%%%%hﬁﬁerg?fpﬁgﬁsa%ﬁéﬁr%oa trh%iﬁ?orrﬁgﬁgfﬁl omi Unic%a%ﬁ)%%terﬁﬁgla(%ﬁing merchandise
sales, second ssioragesmenns farstorng infarmation retating4o thenmcemmercial transactior;second

acquiring means for acquiring information relatin%, to the commercial ranrsiagg%n from&hgﬂ.information

communitation t&Mniral ddring nerfandise défvary, ahd AlitHenfidation means for authenticating
informatign £elatingte saidcemmercialitiansaction acquiredaby the secondraequitingmeansiusing
information relating to the commercial transaction stored by the second storage means. A %econd
informatih Précessing systerfi ¥ exarmple émBodimehtscomirised%n infbrmation cGmmlification

terminal gopnested:tg.f netwerk: forhalding infrmatiopuelatingito-a repmmersiad transactior, a first
information processing apparatus connected to the network, for managing information relating to the

commerdiEtrarSaisR, and’8 8687d NSt matibhProcessity apfaratis cdithectBdtothé hetwork,
for managing, information relatingo frustyorthingss ot a first: Usgr 6eASIHENG arliser el then

information communication terminal and information 3
relating to the commercial transaction to the iInformation
communication terminal during merchandise sales, second
storage means for storing information relating to  the
commercial transaction, second acguiring means for acqguiring
information relating to the commercial transaction from the
information communication terminal during merchandise
delivery, and authentication means for authenticating
information relating to said commercial transaction acguired
by the second acquiring means using information relating to
the commercial transaciion stored by the second storage means.
2  second information processing system in  example
embodiments comprises an information communication terminal
connected to a network, for holding information relating to a
commercial transaction, a first information processing
apparatus connected to the network, for managing information
relating to the commercial transaction, and a second
information processing apparatus connected to the network, for
managing information relating to trustworthiness of a first
user constituting a user of the information communication

terminal and information



relating to trustworthiness of a second user constituting a user of the first information processing
apparatus, wherein the information communication terminal comprises first storage means for storing
information relating to 5 trustworthiness of the first user, first providing means for providing information
relating to trustworthiness of the first user stored by the first storage means to the first information
processing apparatus, first acquiring means for acquiring information relating to trustworthiness of the
10 second user from the second information processing apparatus, second acquiring means for
acquiring inforfriction” telafing 1o Téy esrhidieidt AR sAcEGT fofh HREfirsEIRfrmationPFocessing

apparatus, first providingameans for. providing trustworthiness of theufirst uses siored by the 15 first

storage means and information relating to the commercial transaction acquired by the second
acquiring mearstoithe Seeoht fIFfoTMALoR pfeeEssMCaTparatLSE ald Nthkd 2RGBFmEaHeans for

acquiring infogimlaéign g%l%(iagrg eto,rtlét%s‘{tl\g/oglaip%% BE%J"E%%MQQ%‘?Q b:y@%qggng 20 information

processing apparatus, w in the first information processing apparatus comprises fourth acquiring
means fér acyuirmgunforimation selafingte tfustworthiness of s firgt usEr ffomahegafoPmation

communication terminal, and second providing means for 25 proyiding informationrelating to the
K& intommation commurication i, and the second nfo

commercial fFaAsaction1o rmation communication®terminal, and the secon ormation
processing apparatis comprsestsecont gtoragd medns forstgringdafosniatian eelating to
trustworthiness Qf the second user, second provigincqlme%s 3(% fo(r: g&()lv];dig%]%]écgrrpsauor% relating to
trustworthinesd of thé sa80na ieer Stored 839 jé Second "‘”s%o"’:rggeameans 10 the :

acquiring information relating to trustworthiness of the
10 second wuser from the second information processing
apparatus, second acguiringmeans for acquiring information
relating to the commercial transaction from the first
information processing apparatus, first providingmeans for
providing trustworthiness of the first user stored by the
15  first storage means and information relating to the
commercial transaction acguired by the second acquiring
means to the second information processing apparatus, and
third acguiring means for acguiring information relating
to trustworthiness of the first user updated by the second
20  information processing apparatus, wherein the first
information processing apparatus comprilses fourth
acquiring means for acguiring infermation relating to
trustworthiness of the first user from the information
communication terminal, and second providing means for
25 - providing informaticn relating tec  the commercial
transaction o the information communication terminal, and
the second information processing apparatus comprises
second storage means for storing information relating to
rrustworthiness of the second user, second providing means
30 for providing information relating to trustworthiness of

the second user stored by the second storage means to the



4 information communication terminal, fifth acquiring means for acquiring information relating to the
first user from the information communication terminal and information relating to the commercial

ransaction, dpdating means for updating Informaon felatipgdp ihe, [t tset acayired by dhe ffth
acquiring means and information relating to trustworthiness of the second user stored by the second
storage means based om information relating ta tiee commeéteial tfanssactionsaequirdeday thedfifth

acquiring means, and third providi%%miefgns for ’ﬁ:ovidin%trgf infc%rmq;[iog.relatin fo%r}ggtwqgr{t)hiness of
the first uBePdpdated by tHE0Bdating nTeans 16 the iformation” communication tefminar An
information comsauieationsterminak insexample , emhediatents; compeises firstacquitingameéans for
acquiring, information relating to a commercial transaction em Icf?/ed in user_authgnticajéifgtf om the

first informf AR HCESSINGS apparstus- during merthaidiss frcASSHg “Storalge means fdr storing

informatign selating to the-commesciakiransastion raceuired bydhe dirst acquiring-means; angfirst
providing means for providing the information relating to the commercial transaction stored by the

storage Me&ns BRE First SRformatiors ProBdssingapparatiis ddif isteiptef hertidiitfise®The

information egpymunication-device is futher, charagterized:hy wireless comymunieation-meaps for

carrying out short-range wireless communication via electromagnetic radiation with the first

informati6h proéessiry apparatdd e clESEBroximRy The-first providing rHéans idthah Tapable of

providing jpformation relating.tp the.commerciaktransaction do thefirslinfermationprogessing

appmau?irst user updated by the updating means to the information
communication terminal.

An information communication Cerminal in example
embodiments cecmprises first acgquiring means for acgquiring
information relating to a commercial transaction employved in
user authentication from the first information processing
apparatus during merchandise purchasing, storage means for
storing information relating to the commercial Ttransaction
acquired by the first acquiring means, and first providing
means for providing the information relating to the commercial

transaction stored by the storage means to the first

information processing apparatus during receipt of
merchandise.
The information communication device is further

characterized by wireless communication means for carrying out
short-range wireless communication via electromagnetic
radiation with the first information processing apparatus in
close proximity. The first providing means is then capable of
providing information relating to the commercial transaction

to the first information processing apparatus



5 using short-range wireless communication by the wireless communication means. The
aforementioned storage. means stores an identification number identifying the information 5
communication terminal, and the first providing means is capable of providing the identification number
stored by the storage means to the first information processing apparatus together with information
relating to the commercial transaction during receipt of merchandise. 10 Information relating to the
commercial transaction is made to contain a first identifier for identifying the commercial transaction,
a second identiien forsdemtifyngn wdhetieredras pagmentoffess s compidte foi trlegramercial
transaction, and the identification number of the 15 information communication terminal used in the

. COITLIHU{I.LCBIFlOI’Zl means. . .. ..
commercial transaction. 1t is also possible to further provide second acquiring means for acquiring

key information redtiired to=edit- amfermatore relatingttorthe aforementioned Tcormmercial20 transaction,
and deleting means for deleting information_relating to the commercial transaction stared by the
storage mean ﬁglihéiﬁé? %Téfi ormréltl%ﬁﬁea"bquir%eg @Tﬁ%e%élagnd %&uirinjgnarﬁggﬁgﬁ [$also possible
for the afdrementioned storage means 251tp storé inteematien telating 1a frustwerthinessof the user

decided based on results of commercial transactions of the user up to this point, and to further provide
providing medri&® T&?lp%\c?ijair%rﬁﬁ[&?[dﬁ%nt TathgTo 1 ﬁﬁ&%ﬁ@s@%&ﬁg UBErSD eg Py the storage

means to the first infarmadign 3Rraeessing apparatus-Auring feceiptokthe mesehandise;
apparatus together with information relating <to the
commercial transaction during receipt of merchandise.

10 Information relating to the commercial transaction is
made to contain a first identifier for identifying the
commercial transaction, a second identifier for identifying
whether or not payment of fees is complete for the commercial
transaction, and the didentification number of the

15  dinformation communication terminal used in the commercial
transaction.

It is also possible to further provide second acquiring
means for acquiring key informatiocn reguired to edit
information relating to the aforementioned commercial

20 transaction, and deleting means for deleting information
relating To the commercial transaction storedby the storage
means using the key information acquired by the second
acguiring means.

It isalsopoessible for the aforementioned storage means

25 tostore information relating to ftrustworthiness of the user
decided based on results of commercial transactions of the
user up to this point, and to further provide providing means
for providing information relating to trustworthiness of
the user stored by the storage means to the first information

30  processing apparatus during receipt of the merchandise.



6 Second acquiring means for acquiring key information required to edit information relating to
trustworthiness of the aforementioned user may also be provided, and the storage means may store
information relating to 5 trustworthiness of the user using the key information acquired by the second
acquiring means: It is also possible to provide password input means for inputting a password
permitting providing of information relating to trustworthiness of the user, and authentication 10 means
for authenticating the password inputted by the password input means. The providing means then
provides informatpaetadingdodtusiworthiness of the userwihem ¢hépasswaordrisauthenticated by
authentication by the authentication means. 15 Secon acquirihﬂ]m ans fcor acquiring information

Oe g STWO 1123

relating to truSRESHiREsS 8f 5 TommBrcial transaction target of 5

Srmeriar ttasaction
constituted by the Hser; of theratererentione first.infoemation-progessing=apparatus:irem a second
information processing apparatus 20 separate from the-first information processing apparatus, and
display means%6F &éplay g information reldfifgfo traStdrihies o theS timmigrcialtransaction

target agquired,by:the segond asquiing-meansmay alsobe prewdeg: T hird acarisngsneans for
acquiring information 25 relating to the first information processing apparatus from the first
information pAst&asingmeans forter & deitg Virdstworthiss of the commercial transaction target

of the commerciaktransagtion,and.second providing means: for,preyiding informationerelating to the
first information 30 processing apparatus acquired by the third acquiring means .
inputting a password permitting providing of information

g pr
relating to trustworthiness of the user, and authentication

10 means for authenticating the password inputtsd by the
password input means. The providing means then provides
information relating to trustworthiness of the user when
the password is authenticated by authentication by the
authentication means.

15 Second acguiring means for acguiring information
relating to trustworthiness of a commercial transaction
target of the commercial transaction constituted by the user
of the aforementiocned first information processing
apparatus from a second information processing apparatus

20 separate from the first information processing apparatus,
and display means for displaying information relating to
trustworthiness of the  commercial transaction Target
acquired by the second acguiring means may also be provided.

Third acguiring means for acquliring information

25 relating tothe first information processing apparatus from
the first information processing means in order to decide
trustworthiness of the commercial transaction target of the
commercial transacticn and second providing means for
providing information relating te the first information

30  processing apparatus acquired by the third acquiring means

to the second information processing apparatus may also be



to the second information processing apparatus may also be 7 provided. The storage means then
further stores information relating to the first information processing apparatus acquired by the third

acquirin%me%p écFiourtfkfgecquijéing means ef}ornL ascqgéﬁrligg k%/ui%t%rénrati%nC Cgrgguired r{[goertzlzgajgflormation
relating t tRe afsrementioned first mformation processing apparatus, and dgele%mg means for deleting
information relating to the firstlinformatioat processing.apparatusistareddyithe starage mears using

the key information acquired by the fourth acquiring means may also be provided. An information
communfcaBion TiEthdd ifr examp r%ﬁﬁéﬁiﬁ%ﬁ?&cg}%ﬁﬂ%s an acquisition control step of controlling
acquiring of infarmation relating te arecpmmeseial transactioryuse incauthegticatiofoaha userprovided
by the information processing apparatus during merchandise purchasing, a storage control step of

controllintFififotifafiort Fel&tgto tHe EdMerCial transactidPwhete adtuistion i &artrsifed by
processing efthe;acaussition sentrol step; and; afirstproviding comrobstep-afrcontreling previding of
information relating to the commercial transaction with storage controlled by processing of the storage
control st&p’f6- tHeinfolr A processing appardtds whéh re€iting héfchandigé °AHrstr8Bording
medium programdn.example embodinents- comprisesan acquisition contol.step of cantralling
acquiring of information relating to a commercial transaction used in authentication of a user provided
by the inforfatite tprocessiAy ppardivs dlfing AiEFEHhandis8 purEhasifig 28 Stdtage cotftroPstep of
controllinlgf'gf\p{@@[gjgn relating to the

An information communication method in example
embodiments comprises an acguisition control step of
controlling acguiring of information relating to a commercial
transaction used 1in authentication of a user provided by the
information processing apparatus during merchandise
purchasing, a storage control step of contrelling information
relating to the commercial transaction where acquisition 1s
controlled by processing of the acguisition control step, and
a first providing control step of controlling providing of
information relating to the commercial transaction with
storage controlled by processing of the storege control step
o the information processing apparatus when receiving
merchandise.

A first recording medium program in example embodiments
comprises an acguisition control step of controlling acguiring
of information relating to a commercial transaction used in
authentication o©of a user ©provided by the information
processing apparatus during merchandise purchasing, a storage
control step of controlling information relating to tThe

commercial



commercial 8 transaction where acquisition is controlled by processing of the acquisition control step,
and a first providing control step of controlling providing of information relating to the commercial
transaction with stgre%jgfle c%trolled t())/ Br.oceﬁsing of the stogagelcionérokstep to thegz ig_f.LorglatCiJg:n
processiﬁgr aLarllpspaa?atlus thenerlé%ei\‘?ina merchandise. A first] [‘)’roararrg3 in e%an%ig eRbodiments
comprisesyémplementing anracquisition coniralsiepnfcontroliing sacquirtngiefinfprmationtrelating to a
commercial transaction used in authentication of a u er,prr%/ided by the information rgrocg—; sing

apparatu’ diiing merehardise piith&ding *4 stbfagd comttot ste-df Confrofig iffbrmation telating to
the commergialtransaction where acguisitian.is eoptralled byoprocessing ob thegequisiioneontrol
step, and a first providing control step of controlling providing of information relating to the

commer&al trafSactidrPwitd torage IcontrollREEBy procesdifig of e Sttade tontroP sieptotfe

informatigp -progessing:apparatus yhensegeivingmeichandise on a computer. A first information
processing apparatus in example embodiments comprises first acquiring means for acquiring
information relafing totFuStworthiitiess35t a tdrget of ¥ icbfmefSRIATaRsaEctidn fror & édmunication

terminal of the.. cammergial transagtion, target; ofthe commercial transaction, generating means for
generating information relating to the commercial transaction during merchandise sales, first

providingar@ahs fercpreviding fnformation: refating to e téonimereranfrafisaction geherated By the
genaaﬂm%g@a@%uégg%ggyﬂgg@gé% of a user provided by the informatiocon
processing apparatus during merchandise purchasing, a storage
control step of controlling information relating to the
commercial transaction where acquisition is controlled by
processing of the acquisition control step, and a first
providing control step of controlling providing of information
relating to the commercial transaction with storage controlled
by processing of the storage control step to the information
processing apparatus when recelving merchandise on a computer.
2 first information ©processing apparatus in example
embodiments comprises first acgulring means for acguiring
information relating to trustworthiness of a target of the
commercial transaction from a communication terminal of the
commercial transaction target of the c¢ommercial transaction,
generating means for generating information relating toc the
commercial transaction during merchandise sales, fTirst
providing means for providing information relating to the
commercial transaction generated by the generating means ToO

the information



communication terminal, storage means for storing information relating to the commercial transaction
generated by the generating means, second acquiring means for acquiring information relating to the
commergianiiapsactiondrom (e, Infgrmatan sampupication tegrinal during metehangise; gelvery,
authentication means for authenticating information relating to the commercial transaction acquired by
the secondlacquirng meanshusinginformation relating te fve- commegeink trahsdctidri’stoféd:by the
storage means, and second providing _means for providing information relating to the information
processiﬁg%%rpaa?étﬁg for%ﬁé%)réfa{ting %ne?grorﬁa iona}glgﬁﬁé %g guserrnﬁﬁéltsvortr%%is o1 gjfr]?fz—)?rgation
communigationrterminal awthenticaied-hy theauthenticatiohaheansaAdistinformetianprocessing
method i,nyexa"ryle _embodimen;s congLises a firs}cac uisitign cor#}r«orl Steﬁf of contr%lI{_ilrg}%t,hsee
acquisitioh of iferation relafifig 0 tristwoHhiness df A target of e commerdial transaction
providedday a cemmunicationn terminal©f thescormereial dransaction targetof the commercial
transaction, a generating .s;gep for generating information relating to the ¢ n#r%er%%l transaction during
merchantiise®$atas, afitstprovidb eont8stép it Eontrofig Providing of imformation Fefating to the
commergiakfransactiongenerated:hythe generatingostep preeessdo the infeematiomeammamnication
terminal, a storage control step for controlling storage of information relating to the commercial
transactioh Yenarated by the ‘Geheratingep brotees, £'68¢hd dtisfion ¥ontBr&tEpFor
controlling.acauisition ofinformation relating-tosthe gommersialiransactiomprovided by:thedaformation
communication 10

processing apparatus for generating information relating to

user trustworthiness te the information communication terminal

authenticated by the authentication means.

A first information  processing method in  example

Fh

embodiments comprises a first acgulisition control step o
contrelling the acguisition of information relating to

=

trustworthiness of a target of the commercial transaction
provided by a communication terminal of the commerciai
transaction target of the commercial transaction, a generating
step for generating information relating to the commercial
transaction during merchandise sales, a first providing
control step for controlling providing of information relating
to the commercial transaction generated by the generating
step process to the information communication terminal, a
storage control step for controlling storage of information
relating to the commercial transaction generated by the
generating step process, a second acguisition control step for
controlling acqguisition of information relating to the
commercilal transactlion provided by the information

communication



terminal during merchandise delivery, an authentication step for authenticating information relating to
the commercial transaction having acquisition thereof controlled by the second acquisition control

siep using informafion elaind 1o, Ins,spmmercial ransacton having sigrage thereolgoryealied by the
storage control step procesg, and afirst providing control%iep or controlling providing of information
relating fe the infarnsation-processingapparatus for geretatingidnformatioh #elatingte user L
trustworthiness to the information communicatjcon termg:r}?l authgntic%tggrbc}/ltfgdautgenticfagign step
processiﬁﬁfaﬂss%%gﬁa tec ?%}ﬁbnr%ediﬁcr:nqblﬁo%%arﬁﬁ exam%i:eegmboalments comprises a first

acquisitier €ontiol step of controllingthe racquisitien akinfosmartidn relating to trustworthiness of a
target 0‘1__ the commercial tran§action provided by a communication terminal fof the comrﬂer%ial
transactioftarGEBie fiie GommErdia transattion” & g&herating $tp for genstating information relating
to the cammergial tiansagtien duringrmerchesgdise sales=a firstproviding cestrol stepfor icontrolling
providing of information relating to the commercial transaction generated by the generating step

process f&tHetiRforMativn tommarication-terfminal % stordge ControfrStePIsréBhtrofing stofage of

informatiop relating to; thecommersial transaction generated by the generating sfep cproeess, a
second acquisition control step for controlling acquisition of information relating to the commercial
transactibi prévdéd By theiffbfrhatiéh communittion termirtat tdlitng Mefciandide®deliver§, an

authenticgtion step for, authepticating inforpationdelating 1o the, kl.eorpmereialiransactionshaving
acquisition thereof controlled
authenticaticon step processing.

A second recording medium program in example embodiments
comprises a first acguisition contrel step of contrclling the
acquisition of information relating to trustworthiness of a
target of the commercial fransaction provided oy a
communication terminal of the commercial transaction target of
the commercial transacticn, a generating step for generating
information =relating t¢ the commercial transactlon during
merchandise sales, a first providing contrel step Zfor
controlling providing of information relating to the
commercial transaction generated by the generating step
process to the information communicaticn terminal, & storage
contrel step for controlling storage of information relating
to the commercilial transaction generated by the generating step
process, a second acquisition control step for controliling

ng to  the commercial

te

acguisition of information - relat
transaction provided by the information communication terminal
during merchandise delivery, an authentication step for

authenticating information relating to the



by the second acquisition control step using information relating to the commercial transaction having
storage thereof controlled by the storage control step process, and a first providing control step for

controlling roviding of igformatiog relating to.the information@roces§@§ aéjcpgratus for enec{ating
. -O%NF-Cl L ransactiaon %%v1 . aCcgulsS1Tion T COnt o% ed .
information‘re aﬁng o user trlistworthiness 16 the information communication terminal authenticated

by the awbthentigation step-processing sA secand programlin exasgple embodiments comptises
implementing a first acquisition control step of controlling the acquisition of informatiop1 relating to

trustworthifress BF % farget df th%ogg?ﬁff\%?gél traneREAGHT provided'by’d conTrmification terminal of the
commercialiransactian tayget of the-eommercialiransaction:g generating steprfor generating
information relating to the commercial transaction during merchandise sales, a first providing_control

step for BSRFAIAG Broviding Gfiformatick, relating to tHe Yommerdidl trafsaction geferat8d by the

generating,stepr,process tathednfermation cpmmunication terminal -a stoyage gcontrpkstep der
controlling storage of information relating to the commercial transaction generated by the generating

step proé€ds, ASEThhb HEguisitich éritrol Stepibr EdRtollity ARG hisitionSdfiRformatian felafing to the

commercial transactionprovided by, the information.cmmumication terminak gugng merchandise
delivery, an authentication step for authenticating information relating to the commercial transaction
having aéglisiion #iereéePeoritidike dibyPthies §ééohd acquisition control step using 12 information

relating to the cammergial transaction having; storage.thereof controlled by-the starage contral step
implementing a first acquisition contrel step of controlling
the acguisition of information relating to trustworthiness of
a target of the commercial transaction provided by a
communication terminal of the commercial transaction target of
the commercial transaction, a generating step for generating
information relating to the commercial transaction during
merchandise sales, a first providing contrel step for

<3

contrelling providing of information relating to the

commercial transaction generated by the generating step
process to the information communication terminal, a storage
control step for controlling storage of information relating
to the commercial transaction generated by the generating step
process, a second acguisition control step for controlling
acquisition  of information relating to  the commercial
transaction provided by the- information communication terminal
during merchandise delivery, an authentication step for
authenticating information relating to the commercial
transaction having acquisition thereof controlled Dby the

second acguisition control step using



process, and a first providing control step for controlling providing of information relating to the
information processing apparatus for generating information relating to user trustworthiness to the
information £omBunication-teratinal; authenticated ky-thesauthenticatioarstep:ptogessingvama
computer. A second information processinﬁ:%%)aratus in example embodiments comprises storage

means f6r StEMA inforation Srelatiy bt orthiless Ot the S&&oitPTser Hroviding nieans for

providing-information relating tortrustwophingss of dhe-secopgdiuserstoreddy the storage means to
the information communication terminal, acquiring means for acquiring information relating to the first

user fron® B ihfdrtatior? EommiAREHBH t&inalFaid infatthatidrPrelalti§ to atEmAtktEiaP™
transactigh.updating meaps for.updating,information:relating torthe first:user acouired-hy the,

acquiring means and information relating to trustworthiness of the second user stored by the storage
means based oft ZiaforMRATIBA FERERAg 16 tHe CommefdBitfarRacioN BEgdifst- By 'thé 2Edaiing means,

and providing, means for.groviding JinformationJelating {q grystwarthiness of the irsi user, updated by
the updating means to the information communication terminal. A second information processing
method in@xample” €embodiments comprises a storage control step of controlling storage of

information relating to tystwortiness.atihs, segond. user, a provision.conirgl step of contollg
providing of information relating to trustworthiness of the second user, the storage thereof 13 being
controlle@by processing of thepstorage controkstep, tgans for storing information
relating to trustworthiness of the second user, providing
means for providing information relating to trustworthiness of
the second user stored by the storage means to the information
communication terminal, acguiring means for acguliring
information relating to the first user from the information
communication Terminal and information relating to a
commercial transaction, updating means for updating
information relating tc the first wuser acguired by the
acguiring means and information relating to trustworthiness of
the second user stored by the storage means based on
information relating to the commercial transacticon acquired by
the acguiring means, and providing means for providing
information relating to trustworthiness of the first user
updated by the updating means to the information communication
Terminal.

A second information processing method 1in  example
empodiments comprises a storage control step of ceontrolling
storage of information relating to trustworthiness of the
second user, a provision control step of contrelling providing
of information relating to trustworthiness of the seccnd user,

the storage thereof

13



the information communication terminal, an acquisition control step of controlling acquisition of
information relating to the first user provided by the information communication terminal and
information relating to a commeycial transaction, an_updating_step for up,o(li?1 ting.info ion relating to
trustworéﬁ?nle%as o?%ﬁé% ﬁ%%[%(ggr v%?fh %reoggqglﬁéﬁgn g[)h]%lerggfe cggﬁ%t?(%%e%eby“t é}]elprﬁ%“éeségr% of t %e
acquisitiam eontndl step @inchinfosnration rekating ta trustworthiness of thiprsecdndbuserowithdhe storage
thereof controlled by the. rolcessing of the st rage co#trol s%e%paa%eg 3_f?nrinf ér{]%t_;on {(%Iaté@l%to the
commer&iafrarsaction with é&q%%it?ocnq%hjé:rséo “controfied Hy OprolcesLsmg of the acq%ismon control
step, and- apsavisien rcomtrel step:df isontroling: prowiding: obinformation relating:to trustviortiiness of
the first user updated by pr,ocessing of the updating step, to the information communication terminal.
A third récd?ding MEditifh-programin Bxafiple sfbodimemE Céirprises astorage control step of
controlling-starage-of indermationgelating tedustworthiness-efthe seeend user &t prayision control
step of controlling providing of information relating to trustworthiness of the second user, the storage

thereof beft ESFSIRHBrotessing of thesdtorag cohtrol® steh? t6 B inforimatidn corimtinication
terminal, afy, acgyisitionicontro] step;of controlling aequisitionsefyinfermation relatingdo thedfirst user
provided by the information communication terminal and information relating to a commercial
transactiéR can- Gp@amiLstep féicdpdating irforhiatioh telating 6 frtistiworthifesiSofthe firsitiser 14
with the acquisition.thereof contralied:hy-the processing.of the acguisition centrolstep,and information
relating to trustworthiness of the second user with the storage thereof

storage control step based on information relating to the

commercial transaction with acguisition thereof controllised by

processing of the acguisition control step, and a provision

control step of controlling providing of information relating

o trustworthiness of the first user updated by processing of

s

the updating step, to the information communication terminal.

A third recording medium program in example embodiments
comprises a storage control step of controlling storage of
information relating teo trustworthiness of the second user, a
provision control step of controlling providing of information
relating to trustworthiness of the second user, the storage
thereof being controlled by processing of the storage control
step, to the information communication terminal, an

g

acguisition control step of controlling acguisition of
information relating to the first user provided Dby the
information communication fterminal and information relating to
a commercial transaction, an updating step for updating

information relating to trustworthiness of the first user

14



controlled by the processing of the storage control step based on information relating to the
commercial transaction with acquisition thereof controlled by processing of the acquisition control

step, and,afrovisien eenfral step et cantralling providing-of istormatiorhrelating de sristwortiiness of
the first user updated by processing of the updating step, to the information communication terminal.
A third récotdingPrograht i 8xamipleembodiiéits Ethpriseshiftgiémenting Bstarabeontrol step of
controlling. starage of. inferaatign relating e frystworthiness,afithe sesongd Userya pravisien eontrol
step of controlliggt roviding of information relating to trustworthiness of the second user, the storage

thereof befiy & fedBy prodessing BFthe" Stdrage E6ntiot Sk So HEHFGrmatioRFconfmEiftication

terminal, an acqyisitioncontrol step.eficpntrelling aequisitionof infarmationrelating 4o, the; first user
provided by the information communication terminal and information relating to a commercial
transactiés Sart Bpdating step'fer pbating Mifbifatick relatitg to PUSHRFiAESs ofthe first@ser with

the acquisition thegeof contralled by the.pracessing of the,acquisition conteol step and inforpation
relating to trustworthiness of the second user with the storage thereof controlled by the processing of
the storageontrolstep basedrofn iforrdation felating toitheconihercial trasEctionwith akguisition

thereof cppiioliedh by processing ofthe acauiiion.contplstep. and @ provisian. 13 gotol siep of
controlling providing of information re ating to trustworthiness of the first user updated by processing
of the updatirg step, to the, information cofsmuaication derminal.or Aicompateninal .

A third recording program in  example embodiments
comprises implementing a storage control step of controlling
storage of information relating to trustworthiness of the
second user, a provision control step of controlling providing
of information relating to trustworthiness of the second user,
the storage thereof being contreclled by processing of the
storage control step, to  the information communication
terminal, an acquisition control step of controlling
acguisition of information relating to the first user provided
by the information communication terminal and information
relating to a commercial transaction, an updating step Ior
updating information relating to trustworthiness of the first
user with the acguisition thereof controlled by the processing
of the acquisition contreol step and information relating to
trustworthiness of the second user with the storage therecf
controlled by the processing cof the storage control step based
on infermation relating to the commercial transaction with
acqguisition thereol controliled by processing of the

acguisition contrel step, and a provislion
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The first information processing system in example embodiments comprises an information
communication terminal connected to a network, for holding information relating to a commercial

transacti6AnECdn ipferfatidn processing dparatay icbhnected (o thePretivotk for managing
informatipp relating to, the commercig! trangactiop; AL the informatign communrication deuminal,

information relating to the commercial transaction is acquired from the information processing
apparatusfiduringemerah@dadisecpurciaging. Acquirdd inforataiiornelating to tHEEsmercidl

transactigg }%E@?&St%er?' Ilgorrggm%qlr:eé%t‘ing to the stored commercial transaction is then provided to
the information processing apparatts during receipt of the merchandise. At the information
processing apparatlisg infoimation Yelhtingaé ihve:commereit iragsactiortisiprovided: Ghe. e

mformatlgprikg:%gg}rpﬂ%%lg%tlpg é%rﬁr)ngr%%l@c‘isun%f m%r%?gr% |ggi%%!es g&gm%%r:ggajcrg%mqgg?ﬁ%@g@g to the
commercial " fransaction is then acquired from the information communication terminal during

merchandiserdetivery. dnfoemationrefatingttortheatquined commereiattransaetien is:gherr a
authenticated usipg iqfoEmagQ:n relating to the storgg fc%gnlﬁej%ilql trarrg)sggggrﬂh A sgc%gq Lng%mation
processifg SStei in example “embodiments comprises an information communication terminal
connecteddara:network,for-heldingtintormation relating 4d agcamimereialttansaction;:a first information
processing apparatus connected to said network, for 16 managi%information relatin% (gj&?aid

commercialtrarEEERGH: “4hd atgeaé?)%%lciﬁfo?ﬁ'rati&tpré Sssing ‘apparatu€’ coRnected 16 said etwork,
for managing-information. relating 1@ trustwosthiness eba firstuseseoBstiuting transaction

is acquired from the information processing apparatus during
merchandise purchasing. Acguired information relating to the
commercial transaction is then stored. Information relating to
the stored commercial transaction 1s then provided to the
information processing apparatus during receipt of the
merchandise. At the information progcessing apparatus,
information relating to the commercial transaction is provided
to the information communication terminal during merchandise
sales and stored. Information relating to the commercial
transaction is then acquired from the information
communication terminal during merchandise delivery.
Information relating to the acguired commercial transaction 1S
then authenticated using information relating to the stored
commercial transaction.

A second information processing system in  example
embodiments comprises an information communication terminal
connected to a netwerk, for holding information relating to a
commercial transaction; a first information processing

apparatus connected tco sald network, for
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5 a user of said information communication terminal and information relating to trustworthiness of a
second user constituting a user of said first information processing apparatus. At the information
communication terminal, information relating to trustworthiness of the first user 10 is stored, stored
information relating to the trustworthiness of the first user is provided to the first information storage
device, information relating to trustworthiness of the second user is acquired from the second
information processing apparatus, information 15 relating to a commercial transaction is acquired from
the first infomaateomiprocessmfcapparatus, the sicred risustworthiness of the dirstarset ahd acquired

information relating to .the commercial transaction are pravided to the second processing device, and
9o e commercial ransaction are pr

information rglgﬁﬁg 70°20 Hrlistivorthingss of the first usar ﬁﬁ&ape%f fhe St Irrormation

processing apparatids: iscacdiireds Al dhe disstw informatfan-processingrapparattisridarmation relating to
trustworthiness of the first user is acquired from the information communication,terminal and
information 25%efating Yo the %5%%@%8?&1‘? REAGiGHTisTprovilad t& i iffoRmation coffunication
terminal 3At the second defornationiprecessing apparatsuinfermation relating 4o, thestrustworthiness
of the second user is stored, stored information relating to the trustworthiness of the second 30 user is

provided to tHe rfdrratbfcdrimahicagon Cﬁeﬁﬁ’iﬁﬁﬁwiﬂfﬁ?ﬁ‘l?aﬁﬁﬁ FefRfing t6 B tttstiisithiness of the
first 17 user freRxthednformation.communication terminal and: i¥feunation elating.to:the commercial

transaction is acquired, information relating to the trustworthiness of the .
apparatus. At the information communication terminal,
information relating to trustworthiness of the first user

10 is stored, stored information relating to  the
trustworthiness of the first user is provided to the first
information storage device, information relating to
trustworthiness of the second user is acquired from the
second information processing apparatus, information

15  relating to a commercial transaction is acquired from the
first dinformation ©processing apparatus, the stored
trustworthiness of the first user and acquired information
relating to the commercial transaction are provided to the
seceond processing device, and informaticn relating to

20 trustworthiness of the first user updated by the second
informaticn processing apparatus is acguired. At the first
information processing apparatus, information relating to
trustworthiness of the first user 1s acquired from the
information communication terminal and information

25  relating to the commercial transaction 1s provided to the
information communication terminal. At the second
information processing apparatus, information relating to
the trustworthinesss of the second user is stored, stored
information relating to the trustworthiness of the second

30 user is provided to the information communication terminal,

information relating to the trustworthiness of the first

17



first user and information relating to the trustworthiness of the second user is updated based on the
acquired information relating to the commercial transaction, and information relating to the updated
first usertgustworthiress istprovideth foothezinfosmationccammunization termiaak With the &farmation
communijcation terminal and gethod, and first Rrogram of the examf)le etmbodimegts infor:anSation
relating to EomiMercial tran&ctions Used in“authehtication of & Geér is acquired from the first
informatignprecessing: apparaius during=merchandise purcbasing, ghiscacquiredsinformatior: relating
to commercial transactions is stored, and the information relating to stored commercial transactions is
provided'to Thié& first iforiation’ procéssing Sppdratus when" ?ec@ﬂﬁn& &t EHSHdiSe: WRR 15 first
information pracessing apparatus ang qaetbad gaddhe second praogramiafdhe example:embeadiments,
information relating to trustworthiness of a commercial transaction target is acquired nom the

informatisfi 1 édmAfinication tétfinaf SFIHE COMmuUNicARET EBrgetsithe SCEmmertidl tramsattion,

information yelating to the. commercial trarsaction js generated during salesef the merghandise, this
generated information relating to the commercial transaction is provided to the information
communieatich terriihalrand stéredCiformativhrelayiid to'the ‘commercial transaction is acquired

from the informagian communication terminal dusing - handingqyerof.the merchandisg. the acquired

information relating to the 18 commercial transaction is authenticated using information relating to the
stored commerdialittansaction; and information felating o theiaforiTetiohSrocésdingapparatus for

relating to commercial transactions used 1in authentication of
a user is acguired from the first information processing
apparatus during merchandise purchasing, this acguired
information relating to commercial transactions is stored, and
the information relating to stored commercial transactions 1s
provided to the first information procesgsing apparatus when
receiving merchandise.

With the first information processing apparatus and
method and the second program of the example embodiments,
information relating to trustworthiness of a commercial
fLransaction target is acguired from the information
communication terminal of the communication target of the
commercial transacticn, information relating to the commearcial
transaction is generated during sale of the merchandise, this
generated information relating to the commercial transaction
is provided to the information communication terminal and
stored, information relating to the commercial transaction is
acquired from the information communication terminal during
handing over of the merchandise, the acquired information

retating to the
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. generating information relating to the trustworthiness of the user is provided to the authenticated
information communication terminal. In the second information processing apparatus and method,

and thirdpregeam of the examplecembedimeats, sinformation selating tosthetrusiweorthiness of the
second user is stored, this stored information relating to the trustworthiness of the second user is

provided6 1Aé liRfbrmation BomnTdficaton et infohfAtaT fetilitg & the traSHWBTthirdss of the

first userfrom the information regemmunicationderminal apd dafernation relatipg te thes conspercial
transaction is acquired, information relating to the trustworthiness of the first user and information
relating E5HHRRRSHVBIRRESS B thedSechRd BseR B updatedthased on ifis atgeifed mformation

relating tg the commercial, trapsaction, and this updated informationJelating to the: tstwarthiness of
the first user is provided to the information communication terminal. While it goes without saying that

the inforraafish coRirhbAitafiGATermTAal, first information processing apparatus, and second
information processing,appatatus may be, egppected;by wirgless.communication ot by wiredy

communication, it is also possible to have connection that is a combination "of both wireless and wired
communicatiorcwith wirgless: febrtmuriicativnaseingoéarriéd ut at d&EBrtain seetiba Cant: Wired

communicaljon. being, cartied out at another seclipn. 19 Erief Descriplion af Rravings HIG, d.is a view

showing an example configuration for an eftl-:'ctronlc commercial transaction system to which the

present ingentiortisapplied. this  stored  information  relating to  the
trustworthiness of the second user 1s provided to the
information communication terminal, information relating to
the trustworthiness of the first user from the information
communication terminal and information relating to the
commercial transaction i1s acguired, information relating to
the trustworthiness of the first user and information relating
to the trustworthiness of the second user is updated based on
this acguired information relating to the commercial
transaction, and this updated informetion relating to the
trustworthiness of the first user 1is provided ftTo the
information communication terminal.

While it goes without saying that the information
communication Terminal, first information processing
apparatus, and second information processing apparatus may be
connected by wireless communication or by wired communication,
it is alsoc possible to have connection that 1s a combination
of both wireless and wired communication, with wireless
communication being carried out at a certain section, and

wired communication being carried out at another section.
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5 FIG. 2 is a view showing an example configuration for the external appearance of the mobile
telephone of FIG. 1. FIG. 3 is an enlarged view of part of that shown in FIG. 2. FIG. 4 is a block view
showing an example configuration 10 of the inside of a mobile telephone. FIG. 5 is a block view
showing a detailed example of a configuration for a non-contact IC card of FIG. 4. FIG. 5 is a view
showing an example of a specification for the non-contact IC card of FIG. 4. 15 FIG. 7 is a block view
showing an example configuration of the inside of the point-of-purchase server of FIG. 1. FIG. 8is a

block view shawingranexampia-ganfigrationah thednside of the point-of-receipt server of FIG. 1. FIG.
9 is a block view showing a detailed example of 20 a configuration for the IC card reader/writer of FIG.

8. FIG. 10 is a block\Aew sHowiigiarEEx&mpreteshfijuraticiiot thé fistdesrimelatithémtication server
of FIG. 1. FIG11A is-a view showing-an exampleof-data held Ry the.mobile felephone of FIG. 1. 25

FIG. 11B is a view showing an example of data held by the point-of-purchase server of FIG. 1. FIG.
11C is a viewSHOMG ah ExaRiplebf datacetd bydthe point-of-receipt server of FIG. 1. FIG. 11D is a

view showing an example,of data held, by, 30 the authentication sexyerof %J?a%i%?x FG 12 is a view

showing an example of a process flow relating to a sale of merchandise. FIG. 13 is a flowchart
illustrating purchasiiy: processing by zamobile fetdphonedile telephone of FIG. 1.

FIG. 3 1s an enlarged view of part of that shown in FIG.

FIG. 4 is a block view showing an example configuration
10 of the inside of a mobile telephone.
FIG. 5 is a block view showing a detailed example of
a configuration for a non-~contact IC card of FIG. 4.
FIG. 5 is a view showing an example of a specification
for the non-contact IC card of FIG. 4.
15 FIG. 7 is a block view showing an example configuration
of the inside of the pcint-oi-purchase server of FIG. 1.
FIG. 8 is a block view showing an example configuration
of the inside of the point-cf-receipt server of FIG. 1.
FIG. 9 1s a2 block view showing a detailed example of
20 a configuration for the IC card reader/writer of FIG. 8.
FIG.10iseablockviewshowingemxexampleconfiguration
of the inside of the authenticatiocn server of FIG. 1.
FIG. 11A is a view showing an example of datz held by
the mobile telephone of FIG. 1.
25 FIG. 11B is a view showing an example of data held by
the point-ocf-purchase server of FIG. 1.
FIG. 11C is a view showing an example of data held by
the point-cf=receipt server of FIG. 1.
FIG, 112 is a view showing an example of data held by

30 the authentication server of FIG. 1.
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5 FIG. 14 is a flowchart continuing on from the flowchart of FIG. 13 illustrating purchasing processing
by a mobile telephone. FIG. 15 is a flowchart illustrating processing of store reliability in providing
information performed by the 10 authentication server. FIG. 16 is a flowchart illustrating sales
processing performed by a point-of-purchase server 21. FIG. 17 is a flowchart continuing on from the
flowchart of FIG. 16 illustrating sales processing performed by a 15 point-of-purchase server 21. FIG.
18 is a view illustrating the flow of processing relating to handing over of merchandise. FIG. 19 is a

flowchart illustrating merchandisesrecaipt precessing cadiedQut by.a mobile,telephane. 20 FIG. 20 is
a flowchart illustrating merchandise_delivery processing carried out by the point-of-receipt server.

FIG. 21 is a cofthftiation dfthé flskeRar of TG CPGTHRER a flowchart illustrating merchandise

delivery 25 procesging carried out by the point-af-teceipt:server. FIG ig% is g‘ﬁlpg@ggn;tlillglstrating
processing for providing purchasing information performed by the point-of-purchase server. FIG.23 is
a view illustralii§ &A Exaiipl& mecHapism for- 30 eRitferication processing to which the present

inventionsis applieg-21 HG. 24 is ?1‘6%‘&?!1‘:9‘&"@%@1%9‘5'}[’%90‘%{ figws of pracessing fot Leflecting
commercial transaction results in user trustworthiness and store trustworthiness.
of FIG. 13 illustrating purchasing processing by a mobile
telephone.
FIG. 15 is a flowchart illustrating precessing of store
reliability in providing information performed by the

10  authentication server.

FIG. 16 i1s 2 flowchart illustrating sales processing
performed by a point-of-purchase server 21.

FIG. 17 is a flowchart continuing on from the flowchart
of FIG. 1€ illustrating sales processing performed by a

15 point-of-purchase server 21.

FIG. 18 is a view 1llustrating the flow of processing
relating to handing over of merchandise.

FIG. 19 is a flowchart illustratingznerchandise receipt
processing carried out by a mobile telephone.

20 FIG. 20 1s a flowchart illustrating merchandise
delivery processing carried out by the point-of-receipt
server,

FIG. 21 is a continuation of the flowchart of FIG. 20
and 1s a flowchart i1llustrating merchandise delivery

25  processing carried out by the point-of-receipt server.

CFIG. 22 1is a flowchart illustrating processing for
providing purchasing i1nformation performed by the
point-of-purchase server.

FIG.23 1s a view illustrating an example mechanism for

30 authentication processing to which the present invention

is appiied.



FIG. 25 is a flowchart illustrating trustworthiness 5 operation processing carried out by a mobile
telephone. FIG. 26 is a continuation of the flowchart in FIG. 25 and is a flowchart illustrating
trustworthiness operation processing carried out by a mobil, telephone. r FIG. 27 is a flowchart
~illustrating trustworthiness 10 operation processing carried out by the authentication server. FIG. 28
is a continuation of the flowchart in FIG. 27 and is a flowchart illustrating trustworthiness operation
processing carried out by an authentication server. 15 FIG.29 is a view illustrating a further example

mechanism for authenticationspsoeessing to.whigh the xpreseat irventiqnds applieds k630 is a
flowchart illustrating handover processing by a purchasing mobile telephone. 20 FIG. 31 is a flowchart
continuing onfrom thefFchte of EREStrifiGtralifg RaAGVE hrdcedsmb Dy Bipurdasing mobile

telephone. FI&,321s;8 flowchadtdllusirating handoverprocessing Lperformed by a point-of-purchase
server. 25 FIG. 33 is a flowchart continuing on from the flowchart of FIG. 32 illustrating handover

processing perforniedby Ppdifit-6f-purehase $érver: FI6 34 isia dowetart s Hatng Randover
processigg by.apurchasing mohiletelephone. 30 £1G, 354 is a view. shawing;a fucther example of
data held by the mobile telephone of FIG. 1. 22 FIG. 35B is"a view showing another example of data
held FIG. 26 is a continuaticn of the flowchart in FIG. 25
and is a flowchart illustrating trustworthiness operation
processing carried ocut by a mobile tele

FIG. 27 i1s a flowchart illustrating trustworthiness

10 operation processing carried out by the authentication
‘server.

FIG. 28 is a continuation of the flowchart in FIG. 27
and is a flowchart illustrating trustworthiness operation
preocessing carried out by an authentication server.

15 FIG.29 is a view illustrating a further example
mechanism for authentication processing to which the
present inventicn is applied.

FIG. 30 isaaflowchait illustrating handover processing
by 2 purchasing mobile telephone.

20 FIG. 31 is a flowchart continuing on from the flowchaft
of FIG. 30 illustrating handover processing by a purchasing
mcbile telephone.

FIG. 32 is a flowchart illustrating handover processing
performed by a point-of-purchase server,

25 FIG. 33 is a flowchart continuing on from the flowchart
of FIG. 32 illustrating handover processing performed by
a point-of-purchase server,.

FIG.34jjsaflowchartiilustratinghandoverprocessing
by a purchasing mobile telephone.

30 FIG. 35A is a view showing a further example of data

held by the mobile telephone of FIG. 1.
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by the point-of-purchase server of FIG. 1. FIG. 35C is a view showing a further example of data held
by the point-of-receipt server of FIG. 1. 5 FIG. 350 is a view showing a still further example of data
held by the authentication server of FIG. 1. FIG. 36 is a view showing another of a process flow
relating to a sale of merchandise. FIG. 37 is a flowchart illustrating purchasing 10 processing by a
mobile telephone. FIG. 38 is a flowchart continuing on from the flowchart of FIG. 37 illustrating
purchasing processing by a mobile telephone. FIG. 39 is a flowchart continuing on from the flowchart

15 of FIG. 38 illusteafing purchasing pracessing by a mobile telephans, FIG: 40 is.afloehart

illustrating sales processing performed by a point-of-purchase server. FIG. 41 is a flowchart
continuing on4iorf tge Rewehare 2 otFIG: 49, apdis a flolvchaf illdstrating sales processing

performed by a poiptet putchase seryal.F1G.42 g view.shawlng anolher,of a,progess flow relating
to handing over of merchandise. FIG. 43 is a flowchart illustrating mercharndise receipt 55 processing
carried out byreatbbilg télephpne . FI6: A41s asfigwichestithestratingiérchandise delivery processing
carried ogt py the @(}j&t:ofgtqfeipst Selﬁ‘.\r/]?é'wlzls;'o%' ig a rovggﬁri illygtrggg% per'%%em?sil_neg 1:30:[ 30 providing
purchasing information performed %y the point-o -pﬁlrcﬁase seiver- 2 P
data held by the authenticatiocn server of FIG. 1.
FIG. 36 1s a view showing another ¢f a process flow
relating to a sale of merchandise.
FIG, 37 1s a flowchart illustrating purchasing
10 processing by a mocbile telephone.
FIG., 38 1is a flowchart continuing on from the flowchart
of FIG. 37 illustrating purchasing processing by a mobile
telephone.
FIG. 39 is 2 flowchart continuing on from the flowchart
15 of FIG. 38 illustrating purchasing processing by a mebile
telephone.
FIG. 40 is a flowchart illustrating sales processing
p@rformed by a point-of-purchase server.
FIG. 41 is a flowchart continuing on from the flowchart
20 of FIG. 40, and is a flowchart 1l1lustrating sales processing
performed by a point-of-purchase server.
FIG. 42 is a view showing another of a process flow
relating to handing over of merchandise.
FIG. 43 is a flowchart illustrating merchandise receipt
25 processing carried out by a mobile telephone.
FIG., 44 is & flowchart illustrating merchandise
delivery processing carried out by the point-of-receipt
server.
FIG. 45 is a flowchart illustrating processing for
30 preoviding purchasing information ©performed by the

point-of-purchase server.
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FIG. 46 is a flowchart illustrating processing for updating store trustworthiness in information providing
performed by the authentication server. FIG. 47 is a view illustrating an example of the flow 5 of
processing relating to updating of user trustworthiness. FIG. 48 is a flowchart illustrating
trustworthiness operation processing carried out by a mobile telephone. FIG. 49 is a flowchart
illustrating trustworthiness operation processing carried out by the authentication 10 server. Best

Mode for Carrying Out the Invention FIG. 1 is a view showing an example configuration.for an
electronic commergiat frangactien systarsdendiieh thel 15 present inventien issappliedon FIG. 1, a
mobile telephone 11 carries out wireless communication with and is connected to a nearest base
station 12 so BB46 betbnfetkd to aretiork 1616 hid: tHe bas& aiatioh 1258 CbAREGted typified by,

for example, 2Q ¥ Internet ete nlurther, apointzefpurchaseserver 21 installed at a
point-of-purchase 20 constituted by a store where a user of the mobile telephone 11 orders

merchandise via thé hetidrk £02a pofif-ofreeaipt 8¢rRP 32inStaRad & £ pointof Fipt 30
constitutgd bya sfere-where the 2operchandisepurehased bythe pserof thedmebjle telephone 11 s

received, and an aLJtThenticatiqn server 41 providing basic services installed at an authentication
service provider 48%6r maRagifg Frustortiinesds relakingts aéomemetdalstaisadions between the

user 3[( t*;g ZIEBQ%&’*&@!?@QQEQ&&%”&?QE%@O ygingdhese hasiciserviges Jrg connected to the

FIG. 49 is a flowchart illustrating trustworthiness
operation processing carried ocut by the authentication

10 server.

Best Mode for Carrying OCut the Invention

FIG. 1 is a view showing an example configuration for

an electronic commercial transaction system to which the
15 opresent invention is applied.

In FIG. 1, a mobilile telephcne 11 carries ocut wireless
communication with and is ccnnected to a nearest base
station 12 so as to be connected to a network 10 to which
the base station 12 is connected typified by, for example,

20 the Internet, etc. Further, a point-of-purchase server 21
installed at a point-of-purchase 20 constituted by a store
where a user of the mobiie telephone 11 crders merchandise
via the network 10, a point-of~-receipt server 31 installed
at a point of recelipt 30 constituted by a store where the

25 merchandise purchased by the user of the mobile telephone
11 is received, and an authentication server 41 providing
pasic services installed at an authentication service
provider 40 for managing trustworthiness relating to
commercial transactions betwsen the user of the mobile

30 telephone 11 and the store 20 using these basic services

are connected to the network 10.
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The mobile telephone 11 is operated by the user so as to carry out wireless communication with the
nearest base station 12, access the point-of-purchase server 21 via the network 10, and carry out
merchandise purchasing processing. 5 The mobile telephone 11 is operated by the user so as to
access the authentication server 41 of the authentication service provider 40, trustworthiness of the
point-of-purchase 20 .,acquired, and this is provided to the user to enable a determination to be made
as to whether 10 or not to purchase the merchandise (product). The point-of-purchase server 21 the

carries out sales praeessing for themerchandise regugsted-hysthemobile telephone 11, and charge
processing is carried out with respect to the user of the mobile telephone 11. Purchase 15 information

for the requestedFaéreliahdiseiisthefs HfoFidBE titHa bbhit-of rebeipk SeRt B156F the Point of receipt
30 performing. delivery, of he merchandise. The poipt-ofsreceipt server.31 compares information

relating to the commercial transaction acquired from the 20 point-of-purchase server 21 via the
network 10 ari¢iiferiraiion prodided by themubiletelephorerils cngs degmmines sdietiwer or not the

user of the m%pliga [,g(g%hj)@et 41 %%Hb%lggitimﬁtg %ngl'll%%eé Cgf}ghe erc@lasrédgs%. Tf;les er%terprise

managing the point-of-purchase 20 and 25 the enterprise mane%éin"d the point oipreceip 30 may be the
same enterprisea Jaay e emterprisesawdrking irecooperation,f withemenctrandisecsald @t the
pomt-of-purchsaese 20 being recelg%d at the point of re%ea;%%%gr%%];he user ofél%e mo%%telephone 11

purchasing the mérchandise at 1he %oint-of-pdrchas% &R Visits the ©

peint~of-purchase 20 is acguired, and this is provided to
the user to enable a determination to be made as to whether
10 or not to purchase the merchandise {(product).

The point-of-purchase server 21 the carries out sales
processing for the merchandise requested by the mobile
telephone 11, and charge processing 1s carried out with
respect to the user ¢f the mobile telephone 11. Purchase

15  information for the reguested merchandise is then provided
to the point-of-receipt server 31 of the point of receipt
30 performing delivery of the merchandise.

The point-of-receipt server 31 compares information

relating to the commercial transaction acguired from the

20 point-cf-purchase server 21 via the network 10 and

ct

information provided by the mobile telephone 11, and
determines whether or not the user of the mobile telephone

11 1is the legitimate purchaser of the merchandise.
The enterprise managing the point-of-purchase 20 and
25  the enterprise managing the point of receipt 30 may be the
same enterprise or may be enterprises working in cooperation,
with merchandise solid at the point-of-purchase 20 being

received at the point of receipt 30.
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point of receipt 30 in order to receive the merchandise. The authentication server 41 is installed at the
5 authentication service provider 40 for providing the basic services and manages information for
users of the mobile telephone 11 registered as users, for the point-of-purchase 20, and for the point
of receipt 30. FIG. 2 is a view showing an example configuration for 10 the external appearance of the
mobile telephone 11 of FIG. 1. As shown in FIG. 2, the mobile telephone 11 is constructed from a
display unit 11A and main body 11B, capable of being folded up using a central hinge 111. 15 The

display unit 11A has,an aatenng 4 12{qr transmiting and-receiving signals . that is,gapable of being
pulled out or stored provided at an upper part of a left end. The mobile telephone 11 transmits and
receives eleciEiaRBHE Haves fohdnd-frém the base sttnsL 2conshiftting eSfbiet witgless 20

terminal via the antenpa 112, Furthes,the display unit 11Ahas 3 cameraynit 113, gapable of being

freely rotatedthrough an angle of substantially 180 degrees at the center of an upper end. The
mobile telephone Eheanatheh take pirfures ofRisired 23 subjettsusiigia tamerit114Ednsisting of a

cCD (Charge, Coupled Devies), A GNIDS(Gomplemenizly Metal Qxide Semisandiclen etc. provided

at the camera unit 113. When the camera unit 113 is positioned by the user-as a result of rotation
through substaatiaily-£80 aedrews) ase80 sShownra FIGn3 fihe display unit 11xeisTsuehithat a speaker

122 provided g substantally te center,ofthe.back oLthe 26 cAMEIa Yt 133 5 positoned straight

20, and for the pcint of receipt 30.

FIG. 2 is a view showing an example configuration for

10 the external appearance of the mobile telephone 11 of FIC.
1.

Lz shown in F¥FIG. 2, the moblle telephone 11 1is
constructed from a display unit 11A and main body 11E,
capable of being folded up using a central hinge 111.

15 The display unit 112 has an antenna 112 for transmitting
and receiving signals that 1z capable of being pulled out
or stored provided at ::m= upper part of a 1eft end. The mobile
telephone 11 transmits and receives electromagﬂetic waves
to and from the base station 12 constituting a fizxed wireless

20 terminal via the antenna 112.

Further, the display unit 11A has a cameraz unit 113
capable of being £freely rotated through an angle of
substantially 180 degrees at the center of an upper end.
The mobile telephone 11 can then take pictures of desired

25 subjects using a camera 114 consisting of a CCD (Charge
Coupled Device) or CMOS (Complementary Metzl Oxide
Semiconductor) etc. provided at the camera unit 113.

When the camera unit 113 is positioned by the user as
a result of rotation through substantially 180 degrees, as

30 shown in FIG. 3, the display unit 11A is such that a speaker

122 provided at substantially the center of the back of the
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the mobile telephone 11 is switched over to a usual audio telephone call state. Further, a liquid crystal
display 115 is provided at 5 the center of the display 11A. In addition to an electromagnetic wave
receiving state, remaining battery, recipients names and telephone numbers registered as a
telephone book, and call history etc.; the liquid crystal display 115 displays the content of e-mails,
simple 10 homepages, and images taken using the camera 114 of the camera unit 113, etc. On the
other hand, operation keys 116 such as numeric keys 0 to 9, a call key, a redial key, a call complete

ey, 2 power ke flearikey and.an ginal key,gly. ot proyided Aot the surface ghthe main body

11B. Each type of instruction corresponding to operation of the operation keys 116'iS “inputted at the
mobile telephéheé IMcFukther,sd mehtabuftén 14 7sand-mictophore 118 areuprvided:Below the

operation keys 116 q{épi in body 11B. 20 The mobile telephone 11 records speech of a person
being called dbringpa cai%vr\]/%%n the %ne%r?d button 117 is operated. The mobile telephone 11 picks-up

speech of a user daring reecall asihg@mitrophoreal18 ik fréely rotdialile jog dial 449 isprovided

above the 25 gperation keys 116 of the main body 11B sq as tq project, slightly from the surface of
the main%odyt B. fﬁgjérﬁc%bileogeleb 6ne Ch%ﬁ?e%ﬁtes‘i%ri‘ous%%er%%tc)iﬁé 3&% agoscrglﬁng through
an address baokeartermailsrdisplayed at:thesliopdd: iorystatdisplay Adibs arpage tedling=aperation for a

impl hom r an ration of fransmitti nim rding , to rotation of the jog dial
i19p26730 0 r%%ai eign*?s Ox?a?m%tso aonéathet%%%ge n%;gr%gggso g:egistered as a 109

telephone book, and call history etc., the liguid crystal
display 115 displays the content of e-mails, simple
10 homepages, and images taken using the camera 114 of the
camera unit 113, etc.
On the other hand, operation keys 116 such as numeric
keys 0 to 9, a call key, a redial key, a call complete key,
a power key, a clear key and an e-mail key etc. are provided
15 at the surface of themain body 11B. Each type of instruction
corresponding to operation of the operation keys 116 is
inputted at the mobile telephons 11.
Further, a memo buttoﬁ 117 and microphone 118 are
provided below the operation keys 116 of the main body 11B.
20 The mobile telephone 11 records speech of a person being
called during a call when the memo button 117 is operated.
The mobile telephone 11 picks~-up speech of a user during
a call using a microphone 118.
A freely rotatable jog dial 119 is provided above the
25 operation keys 116 of the main body 11B so as to project
slightly from the surface of the main body 11B. The mobile
telephone 11 executes various operations such as screolling
through an address book or e-mails displayed at the liguid
crystal display 115, a page rolling operation for a simple
30 homepage, or anoperation of transmitiing an image according

to rotat:ion of the jog dial 119.
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For example, at the main body 115, a desired telephone number is selected from a plurality of
telephone numbers in a telephone book list displayed at the liquid crystal display 115 in response to
rotation of the jog dial 119 by 5 the user, with a selected telephone number being finalized and call
processing being carried out with respect to this telephone number when the jog dial 119 is pushed in
a direction to within the body 11B. A battery pack (not shown) is installed at the back side 10 of the
body 11B so that when a call end/power key is put on, electrical power is supplied to each circuit part

from the battery pack sp,asto-activate astaje, where operation is possible, A memary.sfick slot 120

for installing a freely 15 detachable memory stick (registered trademark) 121 is provided at an upper
part of the lefisidesof the nidin Poly i EBoWhentthe maemd butbntElERprassediddwn sthe mobile

telephane 11 sgcgrds.spesch of the grspneing caller n,the nsialled uamong st 131, The mobile

telephone 11 20 reco mail, simple homepages and images taken using the camera 114 in the
installed mentbrystick 131%adcordimgrtonasefoperatiahs cThe mérmery stickld121 i8 a%ing of flash

memory gardtgleev%lg edb .%e current aj peli ant, 300 OCor%%rﬁafggrrl. ghI:S 25fme or sgck 121 is an
item storing atype ongrEngO (%Iectrlca%y érasétﬁg anlaeProgrammat%:lerﬁgea& le)%y %\ﬁemory) flash
memory element coastituted by mohplatlenmemonyicapable of being eewetten and-érased electrically
within a small, (o plastc case and is gapable of reading 30 and yyiting vatiaus ypeg of data such as
Images, speech, MusIC €tC. via ten pin terminals: :
directicn to within the body 11B.
A battery pack (nct shown) is installed at the back side
10 of the body 11B so that when a call end/power key is put
cn, electrical power is supplied to each circuit part from
the battery pack so as to activate a state where operation
is possible.
A memory stick slot 120 for installing a freely
15 detachable memory stick (registered trademark) 121 is
provided at an upper part of the left side of the main body
11B. When the memo button 117 is pressed down, the mobile
telephoné 11 reccrds speech of the person being called in
the installed memory stick 1Z1. The mobile telephone 11
20 records e-mail, simple homepages and images taken using the
camera 114 in the installed memory stick 131 acceording to
user operations.
The memcry stick 121 is a kind of flash memory card
cdeveloped by the current applicant, Sony Corperation. This
25 memory stick 121 is an item storing a type of EEPROM
(Electrically Erasable and Programmable Read Only
Memory) flash memory element constituted by non-volatile
memory capable of being rewriltten and erased elecirically
within a small, thin plastic case and is capable of reading
30 and writing various types of data such as images, speech,

and music etc. via ten pin terminals.
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- 28 Because the mobile telephone 11 is configured so as to be capable of being installed with this kind
of memory stick 121, it is possible to share data with other electronic equipment via the memory stick
121. 5 It is possible to extend the functions of the mobile telephone 11 still further by incorporating a
module (chip) for extending prescribed functions into the memory stick 121 and installing this in the
memory stick Slot 120. For example, as described in the following, by 10 installing the memory stick
121 incorporating a non-contact IC (Integrated Circuit) card in the mobile telephone 11, it is possible

to extend the functions-so.as 4@ give e sanae elecyoniceommergiak %ﬁ%@@%%@cms as for
non-contact IC cards even when, for example, these modules 15 are not built-into the mobile

telephone 11bPIGa@%ﬁéﬁ/§én0®ééFﬁp@éeﬁﬂg]tﬁ*§tlﬁh181&tﬁ@i{fslﬁe%# tHetfiobilevtelephdne 11. A
power supply-gjreuit 135, gperglian input.coniggl-ynit 132 image encoder 133, camerainterface (I/F)

unit 134, 20 LCD control unit 136, multiple separator 138, modulator/demodulator circuit 139, audio
codec 140, PO BB THiBation UTRIAB ARG camtact IC card 146 (in this example, a

dedicated non-contact is Gt (5glice ebinediatered tademati) d s PLdvidsdL byt inalso 25

possible to provide non-contact IC card functions in the memory stick 121) are connected to a main
control unit 13k Jf@pbr@vmlhg @\terhﬂ mm@r dach pan op theadisplaye omitivda ardibpdy 11B via a

main bus 141, %% he image % gn%%d%codesr 13?’5;81“'@@'85’5 %%E'Ofs%%%ka memory 30
stick controller the modulat r7 emo ator cwcwtjl%la)

and installing this in the memory stick slot 120.
For example, as described in the following, by
10 dinstalling the memory stick 121 incorporating a non-contact
IC {Integrated Circuit) card in the mobile telephone 11,
it is possible to extend the functions so as to give the
same electronic commercial transaction functions as for
non-contact IC cards even when, for example, these modules
15 are not built-into the mobile telephone 11.
FIG. 4 shows an example configuration of the inside of
the mcbile telephone 11.
A power supply circuit 133, operation input control unit
132, image encoder 133, camera interface (I/F) unit 134,
200 LCD  contrel unit 136, multiple  separator 138,
modulator/demodulator circuit 139, audioc codec 140,
infrared communication unit 145 and non-contact IC card 146
(in this example, a dedicated non-contact IC card (Felica
chip (registered trademark)) is provided but 1t is also
25 possible to previde non-contact IC card functions in the
memory stick 121) are connected to a main control unit 131
for providing overall control of each part of the display
unit 112 andbody 11Bvia amainbus 141, and the image encoder
133, image decoder 137,‘multiple separztor 138, a memory

30 stickcontroller 143, themodulator/demodulator circuit 139,
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29 and the audio codec 140 are connected via a synchronous bus 142. When the call end/power key
IS put on by a user operation, the power supply circuit 135 activates each part of the 5 mobile
telephone 11 to a state where operation is possible as a result of electrical power being supplied from
the battery pack to each of the parts. The main control unit 131 constituted by a CPU (Central
Processing Unit), ROM(Read Only Memory) and RAM (Random 10 Access Memory) etc. converts an
audio signal collected by the microphone 118 into a digital audio signal using the audio codec 140 at

the time of augio;call made;; The digital; audio-data,issublected o spectim, diffusion pracessing by

the modulator/demodulator circuit 139, subjected to 15 digital/analog conversion processing and
frequency coh¥érsion processing by a transceiver circuit 144, and is transmitted via the antenna 112.

Further, at the timegl.audio.cal modecgseqeive,signal toceived.byhe antemna 113 s amplifed,

subjected to 20 frequency conversion processing and analog/digital conversion processing, subjected
to inverse speduainP @iffusicry processihgbyithe aoddatol/demesulzaorciteaitt 139, anteconverted to

then outed Tt Saea T 127 Fuither ot et oIS SO icaton ode, inthe.
case of transmassion:o eaimail ctExedatatinmputted byvoperétioirof theppeiatidnkeys 1di6=and the jog
dial 119 is pr%\éig%%;[%t%eac air]cgorétg%lkyn(i)tjﬁ_latjh\gaptg%gggration 30 input control unit 132.
The main control unit 131 constituted by a CPU (Central
Processing Unit), ROM{(Read Only Memory) and R2M(Random
10 Access Memory) etc. converts an audio signal collected by
the microphone 118 into a digital audio signal using the
audlo codec 140 at the time of audio call mode. The digital
audic data is subjected to spectrum diffusion processing
by the modulator/demodulator circuit 138, subjected to
15 digital/analog conversion processing and freguency
conversion processing by a transceiver circuit 144, and is
transmitted viz the antenna 112.
Further, at the time of audic call mede, a receive signal
received by the antenna 112 is amplified, subjected to
20 freguency conversion processing and analog/digital
cenversion processing, subjected to inverse spectrum
diffusion processing by the modulator/demodulator circuilt
139, and converted tc an analog audio signal by the audio
codec 140. Audic corresponding to an analog audioc signal
25 is then outputted from the speaker 122.
Further, at the ftime of the data communicaticn mode,
in the case of transmission of e-mail, text data inputted
by operation of the operation keys 116 and the jog dial 119
is provided to the main control unit 131 via the operation

30 ipput control unit 132.
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30 The main control unit 131 then ensures that the text data is subjected to spectrum diffusion
processing by the modulator/demodulator circuit 139, subjected to digital/analog conversion
processing and frequency 5 conversion processing by a transceiver circuit 144, and is then
transmitted via the antenna 112 to the base station 12. With regards +O +h;S he., 2-ma | is received
atl.i ~,'wilti.11 ™12 time of data communication mode, the received signal 10 received from the
base station 12 via the antenna 112 is subjected to inverse spectrum diffusion processing by the
modulator/demoduator cireyit 139,.and after;the-ofiginal text.datahas been restored, this is displayed
as an e-mail at the liquid crystal display 115 via an LCD (Liquid Crystal 15 Display) control unit 136.
An e-mail recéived ihTesponsectocd user operatiorrcal BfsesBerecorded $ threntemoiysstick 121 via
the memory figk. sanitallen 43 When mage dafa s ransmiged in data commupicatian, 20 mode,
image data taken using the camera 114 is provided t0 the imagé encoder 33 Via the camera
interface unitd84i trethézceseaf thectrarvsimission of imagesdatarduring ritie dateecoramupication mode,
image daa taken by the camera 114 can be directly displayed at the liquid.crystal display 25 115 via
the camgﬁa in?grrffgc%’ Sﬁi?aﬁraon%etﬁangB oﬁatr%F urﬁﬁCf%%%‘?ﬁeﬁrﬁ%%“eﬂ‘eh&o%e’r ft%f converts image
data providedcinerthé camera 114dntoiendotvedziniagerdata Using-campression eneading employing
prescribed enfgding methods such as MPEG

Jo bt mmmrm vmmla : -2 : ' n
With regards tec this, when e-mail is received zt th

it

time of data communication mode, the received lgnal

[97]
bt

10 received from the base station 12 via the antenna 112 is
subjected to inverse spectrum diffusion processing by the
modulator/demodulator circult 139, and after the original
text data has been restored, this is displayed as an e~mail
at the liguid crystal display 115 via an LCD (Liguid Crystal

15 Display) control unit 136.

An e-mail recelved in response to a user operation can
alsc be recorded in the memory stick 121 via the memory stick
controllier 143, |

When image data is transmitted in data communication

20 mode, image data taken using the camera 114 is provided to
the image encoder 133 via the camera interface unit 134.

In the case of the transmission of image data during
the data communication mode, image data taken by the camera
114 can be directly displayed at the liguid crystal display

25 115 via the camera interface unit 134 and the LCD control
unit 136,

The image encoder 133 converts image data provided by
the camera 114 into encoded image datz using compression
encoding employing prescribed encoding methods such as MPEG

30 (Moving Picture Experts Group) 2 or MPEG 4, etc. and sends

this to the multiple separator 138,
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30 (Moving Picture Experts Group) 2 or MPEG 4, etc. and sends this to the multiple separator 138. 31
At the same time as this, audio collected by the microphone 118 during photographing by the camera
114 is sent to the multiple separator 138 as digital audio data via the audio codec 140. 5 The multiple
separator 138 then multiplexes encoded image data provided by the image encoder 133 and audio
data provided by the audio codec 140 using a prescribed method. The multiplexed data obtained as a
result is subjected to spectrum diffusion processing by the modulator/demodulator 10 circuit 139,

subjected to digital/anaiqg-coyatsion ; REocgssing-and fregugney conversien grogessing.by a
transceiver circuit 144, and is transmitted via the antenna 112. With regards to this, at the time of data
communicatifh A5 FREE SwheR, foF Bkafhphe etd Ferrdmovingtintate MeTinked Ltodatsssimple

homepage etg isreceived.agignal received, from g base stafion.via the antenng 112 is.subjected to
inverse spectrum diffusion processing by the modulator/demodulator circuit 139 and multiplexed data
20 obtained asl& résift i $emattotpesaultiple-separator 138. The multiple separator 138 separates the

multiplexgd data intp.encoded image data and audig.data and provides, e encoded image data to

an image decoder 137 and provides audio data to the audio codec 140 via the synchronous bus 25
142. The imageaeectietr 4 37aanctatesplaybackragwmnrimeger dats byrdeeoding the @hcoded image

data using a giecoding mgthad corespanding o 3 peseribgd encoding methad such
ultiplexed data cobtained as a result is subjected to
spectrum diffusicn processing by the modulator/demodulator
10 circuit 139, subjected to digital/analog conversion
processing and frequency conversion processing by a
transceiver circuit 144, and is transmitted via the antenna
112,
With regards‘to this, at the time of data communication
15 mode, when, for example, data for a moving image file linked
To at a simple homepage etc. 1s received, a signal receivad
from a base station via the antenna 112 is subjected to
inverse spectrum diffusion processing by the
modulateor/demodulator circuit 139 and multiplexed data
20 obtained zs a result is sent to the multiple separator 138.

The multiple separator 138 separates the multiplexed
data into encoded image data and audio data and provides
the encoded image data to an image decoder 137 and provides
audic data to the audio codec 140 via the synchronous bus

25 142.

The image decoder 137 generates playback moving image
data by decoding the encoded image data using a decoding
method corresponding to a prescribed encoding method such
as MPEG 2 or MPEG 4 and provides this to the liguid crystal

30 display 115 via the LCD centrol unit 136. As a result, for
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as MPEG 2 or MPEG 4 and provides this to the liquid crystal 30 display 115 via the LCD control unit
136. As a result, for 32 example, images for moving image data contained in moving image files
linked to at a simple homepage are displayed. At the same time as this, after converting the audio
signal to an analog audio signal, the audio codec 140 5 supplies this audio signal to the speaker 122.
In this way, the mobile telephone 11, for example, plays back audio corresponding to audio data
contained in the moving image file linked to at the simple homepage. In this case also, as in the case
of e-mail, it. is 10“%qssible to record data linked to at the &quév%doﬁignagl%e%omep%gg1.etc. in the

memory stick TZ1 ia the %ﬁnéj‘r%%rsy sfick I%%%%r%ﬁe%?&?ﬁsln% User opéerations. ‘The Hon-contact IC card

146 may thenilhe: heought €tosel taadotherdnfarnationjprotessing gppatatus hawingvardilC 15 card
reader/writer so that wh%n electromagnetic waves radia}%ed from the IC card re%der/\{vr'ter are received,

various information'is providedits the T card resdetivititer in redponse 10 this X dAve 130 installed as
necessary reads;a program storeeh 220 azregording medium such asaimagoetiedise 451 such as a
floppy di%c or hard disc etc., an optical disc 152 such as a CD-ROM (Compact Disk Read Only
Memory) or aTVB ¥ Bigitdi Var&atile DiScFERL & haGiTefoRGstitaF dist? 53 Sudhas Y4 MD (Mini Disk)

(trademark) et congsamiconducion2aamemory A54 andnravides His peogramido KRAM ete. of the
main control unit 131 via the main bus 141. FIG. 5 is a block view showing a detailed example of a
configuration f§tA& ABATKOMACIIE S fy6lata contained in the MOVIRgG Image

file linked to at the simple hcomepage.
In this case also, as in the case of e-mall, it is
10 possible to record data linked to at the received simple
homepage etc. in the memory stick 121 via the memory stick
controller 143 using user operations.
The non-contact IC card 146 may then be brought close
to ancther informaticn processing apparatus having an IC
15 card reader/writer so that when electromagnetic waves
radiated from the IC card reader/writer are received,
various information is provided to the IC card reader/writer
in response ﬁo this.
Adrive 150 installed as necessary reads a program stored
20 in a recording medium such as a magnetic disc 151 such as
a fleppy disc or hard disc etc., an optical disc 132 such
as a CD-ROM (Compact Disk Read Only Memory) or a DVD (Digital
Versatile Disc) etc., a magneto—~optical disc 153 such as
an MD {(Mini Disk) (trademark) etc., or a semiconductor
25  memory 154 and provides this pregram to RAM etc. of the main
control unit 131 via the main bus 141.
FIG. 5 is a block view showing a detailed example of
a configuration for the non-contact IC card 14¢.
The non-contact IC card 146 is comprisedcf, for example,
30 an antenna {(loop antenna) 170 and capacitor 171 shown in

the drawing, and an IC storing other aspects of the
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The non-contact IC card 146 is comprised of, for example, 30 an antenna (loop antenna) 170 and
capacitor 171 shown in the drawing, and an IC storing other aspects of the 33 configuration on one
chip. The non-contact IC card 146 then communicates various types of data with an IC card
reader/writer provided at another information processing apparatus in a half-duplex manner by
utilizing 5 electromagnetic induction, and does not by any means have to be card-shaped. Further, "IC
card" is a name given for convenience of description, and is intended to mean functions described

above or desciibeginihe fallowing. drustheri for example, afelicachipdregistereddragdemark) 10 may
also be given as a device providing substantially the same functions as the non-contact IC card 146.

A CPU 161 ei5aiu<s E6nFS prifgFari stored/inTROM 1625fté RAM63 28hd €ontrofsdil of the

operations of the: son;contaet]Geard 146: For example whelrelegiomagngstic 15 naves radiated
from the IC card reader/writer provided at another information processing apparatus are received by

an antenna 12FRRAE TP 161 Aotifiés thé ¥ Eafd e &der/ W 6Ta caRYidentifitatiér REmber set at
the non'gont%cltégﬁéﬁééﬁé@{%53%§59ﬂ5l§; aglg@rggg%sigg}@%{,elggr}gﬁgng%ei}\{glgemerchandise

is carried out. An LC circuit configured from the antenna 170 and capacitor 171 resonates with
electromagneti® Wt es36tcr préscribedETeeiericy radfatéé fidm an 1€ Eteaddmwriterr provided at

e e L A AT I
received via tHe:antehpasl described above or described in the following.
Further, for example, a Felica chip (registered trademark)
10 may alsc be given as a device providing substantially the
same functicns as the non-contact IC card 146.

L CPU 161 expands a contrel program stored in ROM 162
intec RAM 163, and contrels all of the operations of the
non-contact IC card 146. Yor example, when electromagnetic

15  waves radiated from the IC card reader/writer provided at
another information processing apparatus are received by
an antenna 170, the CPU 1le&l notifies the IC card
reader/writer ¢of a card identification number set at the
non=contact IC card 146 in response To this, and processing

20 relating to receiving merchandise is carrisd out.

En LC circult configured from the antenna 170 and
capaciteor 171 resonates with electromagnetic waves of a
prescribed frequency radiated from an IC card reader/writer
provided at another information processing apparatus

25  located in the vicinity. At an ASK (Amplitude Shift Keying)
demodulator 183, an interface 169 demodulates a (ASK
modulated wave) modulated wave recelved via the antenna 170
using envelope demodulation, and data for after
demodulation is outputted to a BPSK (Binary FPhase Shift

30 Keying) demcdulator 172.
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using envelope demodulation, and data for after demodulation is outputted to a BPSK (Binary Phase
Shift 30 Keying) demodulator 172. 34 At the interface 169, an alternating magnetic field excited at the
antenna 170 is rectified by the ASK demodulator 183, and this is stabilized at a voltage regulator 181
and supplied to each part as a direct current 5 power source. The electric power of electromagnetic
waves radiated from the IC card reader/writer is regulated to as to generate an electric field covering
the required electric power at the non-contact IC card as described in the following. 10 Further, an

oscillation circuit 184 of the inigriace, 169 as a RLL (Phased.ocked Logp) eirguit builtin;so as to

generate a clock signal that is the same as the received-) clock frequency. In the case of the interface
169 sending, $&cexaraples t15 Watanéd irfdimdation Btc.it® arf RS eafd rREhdérivritereprévified on another

information processing apparalys, for example, & prescubed, switching element (ngt shawn) is made

to go on and off in a manner corresponding to data provided by a BPSKmodulator 168; so as to cause
the load of the agiteniac20 15D wffuctunielbByEdonneeting aoprescribet tbackinparatise with the

oGLIAeH WaLe o P oot e TeLBl 60 At ine e £10 27 Salig e load ofthe
antenna 170 tosfilictaae. Thisn 25 odllatedctormpdrentis therrsent toethell Cteakdtueater/writer via
the antenna 1/0 {the terminal voltage, of; the antenna.of he IC,qard reader/wiitey Is made to change)
power at the non-contact IC card as described in the
following.
10 Further, an oscillation circuit 184 of the interfacs
169 has a PLL (Phase Locked Loop) circuit buillt-in so as
to generate a clock signal that is the same as the received |
clock freguency.
In the case of the interface 169 sending, for example,

15 balance information etc. to an IC card reader/writer
provided on another information processing apparatus, for
example, a pregcribed switching element {not shown) is made
to go on and off in a manner corresponding to data provided
by a BPSKmodulator 168, so &as to cause the load of the antenna

20 170 to fluctuate by connecting a prescribed lcad in parallel
with the antenna 170 only when the switching element is on.

An ASKmocdulator 182 AKS-modulates a medulated wave from
the IC card reader/writer received at the antenna 170 by
causing the lcad of the antenna 170 to fluctuate. This

25 modulated component 1is then sent to the IC card
reader/writer via the antenna 170 {the terminal voltage of
the antenna ¢f the IC card reader/writer is made to change)
(load-switching method).

When data demodulated by the ASK demodulator 183 is

30 BPSK-modulated, this data is demodulated by the BPSK

demodulator 172 (decoding of Manchester code) based on a



(load-switching method). When data demodulated by the ASK demodulator 183 is 30
BPSK-modulated, this data is demodulated by the BPSK demodulator 172 (decoding of Manchester
code) based on a 35 clock signal provided by a PLL circuit (not shown) and demodulated data is
outputted to a data receiver 173. The data receiver 173 appropriately outputs the provided data to the
CPU 161. The CPU 161. stores this data in the RAM 163 5 or in an EEPROM 164. Data stored in the
EEPROM 164 is read-out by the CPU 161, and supplied to a data transmission unit 167. The BPSK
modulator 168 performs, 3PSK modulation (e-codin Manchester ¢code) on data.supplied by the
data transmiscs:rbcrjlcl% GHiti67 and 8ﬁtlpu€%srglj tr?fé’ todth%ij%lfrﬁgahléfor%[&f A#}r?&? ou%p%&tleinterface
165 carries outdntetfate jarocessingiwith the miatre dontsobunit 131 rElesiroaic moRey Tiifermation is

stored in the E}E}PROM 164. Thiy er is then 751110I%to%settle,fee%for_L%tJ@rchg(s}%d Lo products and
services etc. Eﬁliﬁr?gcﬁﬁggﬁec o ié%?ornoéif.“r‘ﬁ % ?tlé%lé:ﬁtuhlgtd“ry is 86 st6red ian EEPROM

164. FIG. 6 iswviemeshowingsan examplewofis specifieation Hosthinnanicortaet Kugatb346. 20 As
described above, communication bet\éveen the IC card reader/writer and the non-contact IC card 146
is carried” out®y half-GiplEX: A thi®éommunication speed is taken to be, for example, 211.875kbps.

Further, as shown indd&. 6; theseenter fnieguenprols 25dhe frequeney band wiged irzeleptyic power
transmission to_the non-contact |IC card 146 from the IC card reader/writer

3

161, and supplied to a data transmission unit 167. The BPSK
modulator 168 performs BPSK medulaticon (enceding to
Manchester code) on data supplied by the data transmission

10 unit 167 and outputs this to the ASK modulator 182.

An input/output interface 165 carries out interface
processing with the main control unit 131.

Electronic money informaticon is stored in the EEFPROM
164. The user is then able to settle fees for purchased

15 products and services etc. by utilizing this electronic
money. The settlement history is alsc stored in an EEPROM
164,

FIG. 6 is a view showing an example of a specificatidn
for the non-contact IC card 146.

20 Ls described above, communication between the IC card
reader/writer and the non-contact IC card 146 1s carried
out by half-duplex, and this communication speed is taken
to be, for example, 211.875kbps.

Further, as shown in FIG. 6, the center frequency of

25 the frequency band used in electric power transmission to
the non-contact IC card 146 from the IC card reader/writer,
and data transmissicn, and data transmission to the IC card
reader/writer from the non-contact IC card 146 is taken to
be, for example, 13.56MHz,

30 Output of electromagnetic waves outputted from the IC

card reader/writer in order to transmit electric power 1s,
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and data transmission, and data transmission to the IC card reader/writer from the non-contact IC
card 146 is taken to be, for example, 13.56MHz. 30 Output of electromagnetic waves outputted from
the IC card reader/writer in order to transmit electric power is, 36 for example, 350mW, and the
communication distance is, for example, approximately 10cm, although this depends on aspects of
the communication environment such as antenna characteristics etc. 5 As described above, data
transfer from the IC card reader/writer to the non-contact IC card 146 is carried out by performing

ASK modulation,or daig-encoded yging Manshestencode; andithis mpgdulation (aximum amplitude
of data signal/maximum amplitude of carrier wave) is taken to 10 be, for example, approximately 0.1.
Further, as dése#BEd Sabo¥8Pdata Faristér froh? fier noRcoRtrIIC EardS14828°he3C eard

reader/writer is.carred oykby conuering-daia -quiputed,ysing alpad switching method-to a
transmission signal (causing the load of the antenna 170 to fluctuate 15 by putting a switching
element on afdaff #F BEGGEMY® dufput data). In the above, the non-contact IC card 146 is built-into

the mobile telephope 1 but may also. for example. be installed.iptothemabile tglephane;11
incorporated into 20 the memory stick 121 so as to be controlled by the memory stick controller 143.
FIG. 7 is a blockadew Showhtg ahcexample tonfiguration I6F theriAsidecof the poinitsst-gurchase server

21 of FIG. 1'1@9 Inp%gfgrﬁi%gu %%]Kexﬁglﬁggiggg%lrls p%%eség§§ucgncoded using
Manchester code, and this medulation {(maximum amplitude of
data signal/maximum amplitude of carrier wave) is taken to

10 be, for example, approximately 0.1. Further, as described
above, data transfer from the non-contact IC card 146 to
the IC card reader/writer is carried out by converting data
ocutputted using a2 lcocad switching method to a transmission
signal (causing the load of the antenna 170 to fiuctuate

[5 by putting a switching element on and off in accecrding to
output data).

In the above, the non-contact IC card 146 is built-into
the mobile telephone 1 but may aléo, for example, be
installed into the mobile telephone 11 incorporated into

20 the memory stick 121 so as to be controlled by the memory
stick controller 143,

FIG. 7 1g & tlock view showing an example configuration
of the inside of the point-of-purchase server 21 of FIG.
1.

25 In FIG. 7, a CPU 201 executes wvaricus processes such
as the execution of charge processing at a charge precessing
unit 204 in accordance with a program stored in a ROM 202
and a program lcoaded into RAM 203 from a storage unit 223.
Data etc. reguired for the CPU 201 to execute various

30 processes is also appropriately stored in REM 203.



as the execution of charge processing at a charge processing unit 204 in accordance with a program
stored in a ROM 202 and a program loaded into RAM 203 from a storage unit 223. Data etc. required
for the CPU 201 to execute various 30 processes is also appropriately stored in RAM 203. 37 The
CPU 201, ROM 202, RAM 203 and charge processing unit 204 are connected together via a bus 210.
An input/output interface 220 is also connected to this bus 210. An input unit 221 comprised of a
keyboard and mouse, 5 etc., an output unit 222 comprised of a display consisting of a CRT (Cathode

Ray Tube) and LCB,Eagld systalQiebley) alewand shepkenle, 2 staads Ll 223 semprised of a

hard disc etc., and a communication unit 224 comprised of a modem and terminal adapter etc. are
connected to e Erimpbvougut éfteface 22erAsdeseribed i e féllowingpurehaseiinformation

constituted b)g}q{%r%igg rg%ing do achm%ré:?i{a;Jl téatrésgcg%nscggcsi kggsinfgggation required to update
information is stored In the storage unit 223. 15 The communication Unit 224 carries out
communication précessing viasthehetworlkcthshowe in BIG 2l Gk Furtherd the:comomusggation unit 224

distributes purchase information_and.key. information. etc..stored in,the storage unit 223 via the
eﬁs at )é & J{, (gff g ns

Internet constituting the network 15°using, r%%&%i-e?%é’ CriP ST aion Cofitiol

Protocol/Internét £ eracal) spriotate R Avdiive 2 3tsis e artiected da the dnputtoitpot kterface 220 as

necessary, and a magnetic dis¢ 231, optical disc 232, magneto-gptical disc 233, qgr semiconductor
%f P = %[%§ eg of a

memory 234e .25 Sréinstaniad s a‘?p“p‘F(‘)ﬁ)riépjtei5 C%ﬁﬁ)%?er rﬁ)ﬁr r&&§front

hard disc etc., and a communication unit 224 comprised of
a modem and terminal adapter etc. are connected to the

10 input/output interface 220.

As described in the following, purchase informatiocon
constituted by information relating to commercial
transactions and key dinformation required to update
information is stored in the storage unit 223.

13 The communication unit 224 carries out communication
processing via the network 10 shown in FIG. 10. Further,
the communication unit 224 distributes purchase information
and key information etc. stored in the storage unit 223 via
the Internet constituting the network 10 using, for example,

200 2 TCP/IP (Transmission Control Protoccl/Internet Protocol)
protocol.

A drive 230 is connected to the input/output interface
220 as necessary, and amagnetic disc 231, optical disc 232,
magneto-optical disc 233, or semiconductor memery 234etc.

23 are installed as appropriate. Computer programs read from
these mediz are then installed in the storage unit 223 as
necessary.

FIG. 8 1s a bleock view showing an example configuration
of the inside of the point-of-receipt server 31 of FIG. 1.

30 The CPU 251 executes various processing in accordance

with programs stored in the ROM 252 or the storage unit 273,
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these media are then installed in the storage unit 223 as necessary. FIG. 8 is a block view showing an
example configuration of the inside of the point-of-receipt server 31 of FIG. 1. 30 The CPU 251
executes various processing in accordance with programs stored in the ROM 252 or the storage unit
273. 38 Programs and data executed by the CPU 251 are appropriately stored in the RAM 253. The
CPU 251, ROM 252, and RAM 253 are connected together via a bus 260. An input/output interface
270 is connected at the bus 5 260, and an input unit 271 comprised of a keyboard and mouse etc.,

an output unit:272 comerised ofa displav.coosistipa. oL & GRT, 85 LG efg and.a speakey etc., @

storage unit 273 comprised of a hard disc etc., a communication unit 274 “comprised of'a modem or
terminal adapsérceted aid dimkC 20N ard readBraviiel 225 Tor GiFtyiEg dut wirdlesiMcéhmunication

with a non-cogga?(it &%rggt%%%tgg%c?i%i% & (; gggngctigg Jo ét%% i_nput/output interface 270. A drive 280

is connected to the input/output interface as necessary, and a magnetic disc 281, optical disc
282, 15 magneto-éptidal plist/283, wr semicendacter Aieindry 28hetecarinstalteteasappropriate.

Computeg prog msﬁre&r\]d gomq these m_e_déa7 are then instacaleéjfin t@{% sgorage unit.273 as_necessary.

FIG. 9 is a block View S 8Wir%g B detaiiad examcfff’emgf.E 20% confiauraﬁfonoﬁ)‘r?h%q CArireader/writer

275 of FIG. 8:1€ 29%is camprised:nf a QPR 361-ROM: 302 RAMIIR] SCCo(Seriat Communication
Controller) 302, SPY{pignal, Progessing tnit) 306, and bus 305 mutyally connecting the
comprised of a hard disc etc., a communication unit 274
comprised of a medem or terminal adapter etc., and an Il
10 card reader/writer 275 for carrying out wireless
communication with a non-contact IC card in the vicinity
are connected to the input/output interface 270.
A drive 280 is connected to the input/output interface
270 as necessary, and amagnetic disc 281, optical disc 282,
15  magneto-optical disc 283, or semiconductor memory 284 etc.
are installed as appropriate. Computer programs read from
these media are then installed in the storage unit 2732 as
necessary.
FIG. 2 i1s a block view showing a detailed example of
20 a configuration for the IC card reader/writer 275 of FIG.
8.
IC 291 is comprised of & CPU 301, ROM 302, RAM 303, SCC
(Serial Communication Controller) 304, SPU (Signal
Processing Unit) 306, and bus 305 mutually connecting the
25  CPU 301 through to the SPU 306 together.
The CPU 301 opens a control program stored in the ROM
302 up into the RAM 303, so as to execute various processing
based on, for example, response data transmitted from the
non~centact IC card 146 and control signals provided from
30 the CPU 251 of FIG. 8. For example, the CPU 301 generates

a command transmitted t¢ the non-contact IC card 146 so that
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25 CPU 301 through to the SPU 306 together. The CPU 301 opens a control program stored in the
ROM 302 up into the RAM 303, so as to execute various processing based on, for example,
response data transmitted from the non-contact IC card 146 and control signals provided from 30 the
CPU 251 of FIG. B. For example, the CPU 301 generates a command transmitted to the non-contact
IC card 146 so that 39 this is outputted to the SPU 306 via the bus 305, or so that authentication
processing etc. is carried out for data sent from the non-contact IC card 1-46. The SCC 304 supplies

data suppliede‘l{lom the CPU 1251 d5 of Flgé?ﬁ?élyﬁ PU 301, via}:;[pl% %305 and %utg%lts data

supplied by the éf’d%oolu\%g%hg%ustfog to 51 When response’dg a from the non-contact

IC card 146 issupptied frami the demoselskation anit 294s the SH4 3061 suljectsthis sater to, for
example, BPSK demaqodulation 10 decogin,g:of Magcu%s er code) etc., and provides the acquired data

to the CPU 30T. Furtiiey, when 3% JtAfmand sefit 10 thé Ron-contact IC card 146 is provided via the

bus 305, the SPUBRO6 ubjeds thiseonimand i3 BR Si:modtlkadion r@ncodmngtetManchiester code),
and the acquired data is. 15 outputted to the modulator 292. The modulator 292 ASK modulates a

carrier wave ¢Fa Tpréschib&® fieduenty (forexarple 3 3B6MALZY suppifed by P4t 8sftating circuit

(OSC) 293 basegan datarsppplied byutheoSPYi306; madoutpuls the generategmadiiated wave from
20 an antenna 295 as electromagnetic radiation. On the other hand, the demodulator 294

demodulates a molitfRfed SARE(AS K M dulhBd Wi ol YRt te-aRfsitha 285 Shd outputs
the demodulategdatade the-SRU296. demodulation unit 294, the SPU 206

subjects this data to, for example, BPSK demecdulation
10 (decoding of Manchester code) etc., and provides the

acgulired data to the CPU 301. Further, when a command sent

to the non-contact IC card 146 is provided via the bus 305,

the SPU 306 subjects this command tc BPSK medulation

(encoding to Manchester code), and the acguired data is
15  outputted to the modulator 282.

The modulator 282 ASK modulates & carrier wave of a
prescribed frequency (for example, 13.56MHz) supplied by
an oscillating circuit (0OSC) 283 based on data supplied by
the SPU 306, and ocutputs the generated modulated wave from

20 an antenna 295 as electromagnetic radiation. On the other
hand, the demodulator 294 demodulates a modulated wave (ASK
modulated wave) acquired via the antenna 2%5 and outputs
the demodulated data te the 5PU 296.

The antenna 285 radiates prescribed electromagnetic

25 radistion, and detects whether or not the non-contact IC
card 146 is nearby based on changes in load with respect
to this. Then, for example, when the non—contabt IC card
146 is in the vicinity, the antenna 295 transmits and
receives various data to and from the non~contact IC card

30 1de.
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The antenna 295 radiates prescribed electromagnetic 25 radiation, and detects whether or not the
non-contact IC card 1-46 is nearby based on changes in load with respect to this. Then, for example,
when the non-contact IC card 146 is in the vicinity, the antenna 295 transmits and receives various
data to and from the non-contact IC card 30 146. 40 FIG. 10 is a block view showing an example
configuration of the inside of the authentication server 41 of FIG. 1. In FIG. 10, the CPU 311 executes
various processing in accordance with programs stored in the ROM 312 and programs 5 loaded into
the RAM 313 fromahe storage unit 323k Dataweteh require i forcthen@lPY 3bh fd execitie various

processes is aquapprppriat_er stored in RAM 313. The CPU 311, ROM T 312, and RAM 313 are
connected together Via A BUE3 4 Al mpatbafput intérace356 k&S0 “10 2onfiecied 10 this bus 314.

An input unit 321 comprised ofa keyboard apdimeuseete: s adisplayscomprised oha GRT or LCD
etc., an output unit 322 comprised of a speaker etc. , a storage unit 323 corgfrised of a hard disc etc.

, and a commUARAGGATR 324 RAMo1Eed s Bf ATfiddbh bf fefifimal atldtér BEC&FéE8nnected to

the inputfoutpudntesface-320nA drive 339 is:connecied-ie the inputioutpatintefage: 320 as
necessary, and a magnetic disc 331, optical disc 332, magneto-optical disc 333, or semiconductor
memory 334 &R T34 Br&linstalldd &s approptiate. TEHBater prograntsreadR5f Sthese Media are then

installed in thg, §ggag%ggg§_2§aa§e necessary Next, axdeserption is given with reference to FIG. 11A
The CPU 311, ROM 312, and RAM 213 are connected together
via a bus 314. An input/output interface 320 is also
10 connected to this bus 314.
An input unit 321 comprised of a keyboard and mouse etc.,
a display comprised of a CRT or LCD etc., an output unit
322 comprised of a speaker etc., a storage unit 323 comprised
of a hard disc etc., and a communication unit 224 comprised
of a modem or terminal adapter etc. are ccnnected to the
input/output interface 320.
A drive 330 is connected to the input/output interface
320 as necessary, and a magnetic disc 331, optical disc 332,
magneto-optical disc 333, or semiconductor memory 334etc.
20 are installed as appropriate. Computer programs read from
these media are then installed in the storage unit 323 as
rnecessary. |
Next, a description is given with reference to FIG. 11A
to FIG. 11D of data held 1in the moblle telephons 11,
25 point-of-purchase server 21, point-cf-receipt server 31,
and authentication server 41 respectively in a state before

the user of the mobile telephone 11 o

[

FIGZ. 1 puzrchases
merchandise.

The mobile telephone 11 shown in FIG. 11A holds

30 informaticn for a card identification number 351 and user

rrustworthiness 352 inthe bullt-in non-contact IC card 146,
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to FIG. 11D of data held in the mobile telephone 11, 25 point-of-purchase server 21, point-of-receipt
server 31, and authentication server 41 respectively in a state before the user of the mobile telephone
11 of FIG. 1 purchases merchandise. The mobile telephone 11 shown in FIG. 11A holds 30
information for a card identification number 351 and user trustworthiness 352 in the built-in
non-contact IC card 146. 41 The card identification number 351 is a number assigned in advance to
the non-contact IC card 146 and is a number for identifying the non-contact IC card 146. This card
identification numbex 3%k isipiavdded by He-authentisation Ssservice piavider-49auhem the user of the
mobile telephone 11 is registered as a purchaser of merchandise with this service. During this time,

the card identifitaAORHtTAbEP IB1SMRY Be oVl vik thethctwidtk 1976y fie Auth@RREstion server

41 or may be pgovided by 1he agthepticationserdes L0-provider-4Q;using a separate method. The
user trustworthiness 352 is information relating to trustworthiness of the user of the mobile telephone
11 with regardS 8 eldctfohid eBrimeRTH FarsastiBRs ishgcthit §é%ice arait ictateterd by the

point-of-purchase.20-15 copstituting 48e fayrget of the cammercial ransagtion. As; degefibed in the
following, the user trustworthiness 352 is decided by the authentication server 41 based on past
experience of the \iset BF i Aichile 3lephoie T FE point bt HstirehabesserveE R Shewn in FIG. 11B

stores 20 purghasingdnfarmation 353 constituting information Jfelafing fa electronc, puichases
employing this service and a purchasing information rewriting key 361 constituting key

351 may be provided via the network 10 by the authentication
server 41 or may ke provided by the authentication service

10 provider 40 using = seéarate method.
The user trustworthiness 352 is information relating
to trustworthiness of the user of the mobile telephone 11
with regards to electronic commercial transactions using

this service and is referenced by the point-of-purchase 20

he target of the commercial transaction. As

F

15 constituting
described in the following, the user trustworthiness 352
is decided by the authentication server 41 based on past
experlence of the user of the mobile teiephone 11,

The point-of-purchase server 21 shown in FIG. 11B stores

20 purchasing information 353 constituting 4information
relating toelectronic purchases employing this service and
a purchasing information rewriting key 361 constituting key
information necessary in the making, editing and deleting
of this purchasing information 353 in the storage unit 223.

25 As described in the following, the purchasing
information 353 is information relating to purchasing of
merchandiss by the user of the mobile telephone 11 etc.,
with the point-of-receipt server 321 carrving out
authentication processing of the user of the nmokile

30 telephone 11 based on this information.
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information necessary in the making, editing and deleting of this purchasing information 353 in the
storage unit 223. 25 As described in the following, the purchasing information 353 is information
relating to purchasing of merchandise by the user of the mobile telephone 11 etc., with the
point-of-receipt server 31 carrying out authentication processing of the user of the mobile 30
telephone 11 based on this information. 42 Further, as described in the following, the purchasing
information 353 is supplied to the IC card 146 of the mobile telephone 11 and the point-of-receipt

server 31 etc. Theg%fﬁci{%ég PVQSF&B%%V%é&'elqgg%g”féﬂ'%%@% S fq&%]‘eicatigncgtajg{lrgé possible to

make, edit or delete “the purchasing information without using the purcr%él'ng' information
rewriting key 36T cEmaparchasing informetibn eewritingrkey 6k iskey anddrmatondorimaking, editing
and deleting_ectgltheh%g gurfgasér}%infgﬁmation 353. The ?purchlas,cing informatio_;}w%rewriting key 361 is a

kind of one-time pea%sword and is 'supp ied topt%:lénr%oﬁfe t“e?ecp%crpne 11 &tc. While heeﬁ&ht-of-purchase

server 21 andrthepoint:of receiptseirer 3bgenerating theJdlchasinguinfdrazationrewriting key 361
15 update the_purch §in information. 353. When the purchasing . information 353 is. updated using the
purchasirsg info#n%ﬁ%ﬁc%e%ﬁfﬁg Key 361 Ib%viaga,sthg*rﬁobi?e ’fé%éﬁhor?é?ﬂ JefefdS fhepurchasing
information rewiing:keyh 361 nseth Ahenpoint-ofyischase setvas 2h anthhe poitt & tecgipt server 20
31 generating.the purchasing information rewriting key 361 can supply purchasing information

rewriting keys 3613 e FIObTE teiephiGde £ Any Hrumber of times.

The purchasing information rewriting key 361 is key
information for making, editing and deleting etc. the
10 purchasing information 353. The purchasing information
rewriting key 361 is a2 kind of one-time password and is
supplied to the mobile telephone 11 etc. while the
point-of-purchase server 21 and the point of receipt server
31 generating the purchasing information rewriting key 361
13 update the purchasing information 353. When the purchasing
information 353 is updated using the purchasing information
rewriting key 361 provided, the mobile telephone 11 deletes
the purchasing inforrﬁation rewriting key 361 used. The
pelnt-of-purchase server 21 and the point of receipt server
20 31 generating the purchasing information rewriting key 361
can supply purchasing infermation rewriting keys 361 to the
mobile telephone 11 any number of times.
The point-of-receipt server 31 shown in FIG. 11C stores
the purchasing information rewriting key 361 described
25  above and a temporary commercial transaction information
rewriting key 362 constituting key information reguired in
making, editing and deleting of temporary commercial
transaction infeormation described in the following in the
storage unit 273.
30 The temporary commercial transaction information

rewriting keys 36Z are distributed in advance by the
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The point-of-receipt server 31 shown in FIG. 11C stores the purchasing information rewriting key 361
described 25 above and a temporary commercial transaction information rewriting key 362
constituting key information required in making, editing and deleting of temporary commercial
transaction information described in the following in the storage unit 273. 30 The temporary
commercial transaction information rewriting keys 362 are distributed in advance by the 43
authentication service provider 40 and is key information for making, editing and deleting etc.

temporary commergial fransagtion informatign described m EE?JO;UQVW%%; Therefore; in,grder to
prevent illegal duplication and 5 falsification, it is not possible to make, edit or delete the temporary
commercial traAgabEcH-forrmaidn ARl GSing thE tefmpbraryCetamercial faRSAcEbAinformation

rewriting key 362, -The temporary, commercial, trapsaction atormation . 1Q rewtlting key, 362 is key
information for making, editing and deleting etc. temporary commercial transaction information. The
temporary cofintereidbtransaction daformatorbrsiiing key 3824ds. a kil ofGrie-time Pa8sword and is

supplied ko the miedgiephone i.eit, wille (o paiDtphragelll server 3t Authentication server

41 generating the temporary commercial transaction information rewriting key 362 update the
temporary conireerciaip@nsagtiovinfermaton. Whers e temporafic corirmerciat ttansastion
information is updated Usina,the 20 temporaly. sommercial. yansaction aformaion enviting key 362
provided, the mobile teTef)?honertl déletes the temporary
rewriting key 362.
The tempcrary commercial transaction informaticen
10 rewriting key 362 is key information for making, editing
and deleting etc. temporary commercial transaction
information. The temporary commercial transaction
information rewriting key 362 1s a2 kind of cne-time password
and is supplied to the mobile telephone 11 etc. while the
15 point-of-receipt server 31 authentication server 41
generating the temporary commercial transaction
infermation rewriting key 362 update the temporary
commercial transaction information. When the temporary
commercial transaction information is updated using the
20  temporary commercial transacticn information rewriting key
362 provided, the mocbile telephone 11 deletes the temporary
commercial transaction informaticon rewriting key 362 used.
The point of receipt server 31 and the authentication server
41 generating the temporary commercial transaction
25  information rewriting key 362 can supply temporary
commercial transaction information rewriting keys 362 to
the mobile telephone 11 any number of times.
The authentication server 41 shown in FIG. 11D stores
the temporary commercial transaction information rewriting
30 key 362, a user trustworthiness rewriting key 363

constituting key information recquired to update the user
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commercial transaction information rewriting key 362 used. The point of receipt server 31 and the
authentication server 41 generating the temporary commercial transaction 25 information rewriting
key 362 can supply temporary commercial transaction information rewriting keys 362 to the mobile
telephone 11 any number of times. The authentication server 41 shown in FIG. 11D stores the
temporary commercial transaction information rewriting 30 key 362, a user trustworthiness rewriting
key 363 constituting key information required to update the user 44 trustworthiness described above,
and store trustworthiness H3s4eanstitutingiafdraiation redatihg te the rtrustweocthiress«f ¢he store 20 is

stored in the storage unit 323. 5 The user trustworthiness rewriting key 363 is key infqrmation for
updating the ésgellr trusfWaHHINESE 352 storel 17 o BontadtiC cari 94 6 &fthe mobile telephone
11. Therefore; ruerthes ta prevest illegat duplication and falsificatiendt isinatrRossible teygmake, edit or
delete 10 the user trustworthiness 352 without using the user trustworthiness rewriting key 363. The
user trustworﬁﬁﬁe%s%@%/riting key 363 is key information for making, editing and deleting etc. user

trustworthiness. Thejeser; Hustworhiness rewritiRg key-1£5,363 isna kind of oreestime password, and is
~ supplied to the mobile telephone 11 etc. while the authentication server 41 generating the user

trustworthinessreWriiRg Key 368 Tis HtRictinG updating'Stthe GS&Sretiabifity: ¥ien

trustworthiness:is tpgated usingthe-user frustworthingss 20 sevyiting key 863 prouigech dhe mobile
telephone 11 deletes
11. Therefore, in crder to prevent 1llegal duplication and

falsification, it is not possible tc make, edit or delete
10  the wuser trustwerthiness 352 without using the user
trustworthiness rewriting key 363.

The user trustworthiness rewriting key 363 1s key
information for making, editing and deleting etc. user
trustworthiness. The user trustworthiness rewriting key

15 363 is 2 kind of one-time password, and is supplied to the
mekile telephone 11 efc. while the authenticaticn server
41 generating the user trustworthiness rewriting key 363
is instructing updating of the user reliability. When user
trustworthiness is updated using the user trustworthiness

20 rewriting key 363 provided, the mobile telephone 11 deletes
the user trustworthiness rewriting key 363 used. The
authentication servery 47 generating ths user
trustworthiness rewriting key 363 can supply the user
fLrustworthiness rewriting key 363 to the mobile telephone

25 11 etc. any number of times.

The store trustweorthiness 354 is information relating
to trustworthiness cof a store 20 with regards to electronic
commercial +transactions using this service and is
referenced by the wuser of the mobile telephone 11

30 constituting the target of the commercizal transaction. This



the user trustworthiness rewriting key 363 used. The authentication server 41 generating the user
trustworthiness rewriting key 363 can supply the user trustworthiness rewriting key 363 to the mobile
telephone 25 11 etc. any number of times. The store trustworthiness 354 is information relating to
trustworthiness of a store 20 with regards to electronic commercial transactions using this service and
is referenced by the user of the mobile telephone li 30 constituting the target of the commercial
transaction. This 45 store trustworthiness 354 is decided by the authentication server 41 based on

past experienge afhe,state. 20-Next.a descrintionisgiven of the flow ot pracessiog  af he mobile

telephone 11, point-of-purchase server 21 and 5 authentication server 41 relating to the sale of
merchandise $¢ theesletrohicscotmergialtrarsaetion systemodf RIG: 15 t@srsh@ln in FIG. 12. The user

of the mobile telepﬁgn% 11 then Sg@glé* esthe m Qlle %algph%%% 1%1%%qguc Glél mform tion from the
and dis ot

10 point-of-purchase sefver f p%ys |nf fmation relating to the me THe user then
decides whethér tarnotto. perdhaserthe meichapdise by ddoking ahtes chspiayed?hexd@ndlse
information. Durjcrg[; this, tlmeitohe user operates. th% mobjce tgheeg)hoqe 1150 as%(]) |re 15
mformatlon (scfore FUSHWOTthiness §§4¥) relaf ing "o frusStworthiness of the'| po”i‘”n pur ase 20 from the
authenticationi server 41 #rorder @ confirm whethet ornet: thel point-of<parchase 20 where a

commercial transaction is, to % g1ad1e is trustworthy (arrows 371 and 372). 20 When the store
trustworthine$s*354' 18" 5’bﬂ?ﬁhe and

The user of the mcoblle telephone 11 then operates the
mobile telephone 11, acguires GUI information from the

10  peoint-of-purchase server 21, and displays information
relating £o the merchandise. The user then decides whether
or not to purchase the merchandise by looking at the
displayed merchandise information. During this time, the
user operates the moblle telephone 11 so as to acguire

15 information {store trustworthiness 33%4) relating to
trustworthiness of the point-cf-~purchase 20 from the
authentication server 41 in crder to confirm whether or not
the point-of~purchase 20 where a commercial transaction is
to be made 13 Trustworthy (arrows 371 and 37Z).

20 When the store trustworthiness 354 is obtained and
displayed using the mobile telephone 11, the user decides
whether or not to purchase the merchandise based on this
informaticn.

The mobile telephone 11 operated by the user that has

25 decided to purchase the merchandise then makes a reguest
to the point-of-purchase server 21 to purchase the
merchandise {arrow 273).

With respect to this, the point-ocf-purchase server 21
makes a rzguest to the mobile telephone 11 for the user

30 trustworthiness 352 in order to confirm whether or not the

user of the mobile telephone 11 is trustworthy as a person
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displayed using the mobile telephone 11, the user decides whether or not to purchase the
merchandise based on this information. The mobile telephone 11 operated by the user that has 25
decided to purchase the merchandise then makes a request to the point-of-purchase server 21 to
purchase the merchandise (arrow 373). With respect to this, the point-of-purchase server 21 makes a
request to the mobile telephone 11 for the user 30 trustworthiness 352 in order to confirm whether or
not the user of the mobile telephone 11 is trustworthy as a person 46 with which to make a

commercial transaction (arow 374).. and themabile telephope 11 then pravides; theyuser

trustworthiness 352 in response to this request (arrow 375). The point-of- purchase server 21 that has
acquired the Bdsertrastworthingss Bs2mtsonfiriied tHatthe BS@W@ﬁtﬁé midisile te¥&ghone 11 is

trustworthy th?%@%%%@r{% g%%l&% n@%fggeﬁ)ge% Ped f%retg d identification number 351

allotted to the non-contact I card 146 (arrow mo |Iet one 11 then provides the card
10 identification ndiihbep851 in-rESponselte this request. Thepaint- bﬁrpumhasels@v@h’ﬂ that has
acquwedSthe card |gent|chat|on number %%Jzth carries ou tpro s;ngﬂrelatingt ¥p ahasmg and

Ne s ContilTrm T
charging, and §6lfs the mere and" he poin of purchase server en generate % purchasing

information BExB}QDmstmmhgpmfomaMm selating te the: byrréhecomaiereiat tramgaetan and provides

this to the Mot ile tel h ne 11 etherWth,the rchasing in ation rewriting key 361 (arrow
378). As shown in G- 12, e ptyi%&ﬁaangimzforml%a%1 8 THAMR LT R 20

"\"‘1 - 1

351 allotted to the non-contact IC card 146 (arrow 376).
The mobile telephone 11 then provides the «carxd
10  didentification number 351 in response to this request.
The point-of-purchase server 21 that has acguired the
card identification number 351 then carries cut processing
relating to purchasing and charging, and sells the
merchandise. The peint-of-purchase server 21 then generates
15 purchasing information 353 constituting information
relating to the current commercial transaction and provides
this to the mobile telephone 11 together with the purchasing
information rewriting key 361 (arrow 378). |
Es shown in FIG. 1Z, the purchasing information 352 is
20 comprised of a purchasing identifier for identifying the
corresponding commercial transaction, a payment identifier
for identifying whether or not payment for the sale of the
maerchandise has been made, and a purchasing card
identification number constituted by the card
25  identification number 351 allotted to the non-contact IC
card 146 in the possession of the user purchasing the
merchandise.
The mobile telephone 11 provided with the purchasing
information 353 and the purchasing information rewriting
30 key 361 then records the purchasing information 353 in the

non-contact IC card 146 using the purchasing information
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20 comprised of a purchasing identifier for identifying the corresponding commercial transaction, a
payment identifier for identifying whether or not payment for the sale of the merchandise has been
made, and a purchasing card identification number constituted by the card 25 identification number
351 allotted to the non-contact IC card 146 in the possession of the user purchasing the
merchandise. The mobile telephone 11 provided with the purchasing information 353 and the
purchasing information rewriting 30 key 361 then records the purchasing information 353 in the non
contact IC card 146 using the pur {nasi information, 47 rewriting key 361. When this writing is
complete, therr’ﬁ%t’fifetJtcléllapi‘ﬁeo\ﬁé}J (ic d@]%%e% : Bu‘%ﬁd‘s}iﬁﬁgiﬁf@r#ﬁ% Setritny R&736f and provides
notification of cempietioneof writing ctodbeprint-of-pHEchase senel 2dataliw 3491 Yhen notification
of completion of writing is acquired, the point-of-purchase server 21 provides notification of
completion of BrcaSdingto e MobiRpHne £ @ 861 btk frodeSinG retatitfy to purchase

of the merchapgiseris complietesWhenthe ravided-notificationpf.completion 10 of processing is
acquired, the mobile telephone 11 ends processing relating to purchase of the merchandise. The
following 1s a descrptich Withirefetéhde b theC ABWERARS Bf BTG 5TaMEFe A5 F#ehasing

processing of.the mebile telenhane bk b Eistyinstep $ldhe main contrekunit 131 of the mobile
telephone 11 carries out wireless communication with the nearest base station 12 via the antenna
112, accesse$ & pomit<ot-SurchaSe 88 R 2 I Gia-the RefbHe 10 AnBegGests (arrow

“

380) and processing relating to purchase of the merchandise
is complete. When the provided notification ¢f completion

10 of processing is acguired, the mobile telephone 11 ends
processing relating toe purchase of the merchandise,.

The following is a description with reference to the
flowcharts ¢f FIG. 13 and FIG. 14 of purchasing processing
of the mchile telephone 11.

15 First, in step S1, themaincontrol unit 131 of the mobile
telephone 11 carries out wireless communication with the
nearest base station 12 vis the antenna 112, accesses the
pointuofnpurchaseservar2iviather@twork10,andrequests
purchasing information. The point-of-purchase server 21

20 that has acquired this reguest then provides the requested
purchasing infcrmation to the mobile telephone 11 as
described in the following.

In step S2, themain contrel unit 131 determines whether
or not the reguestaed merchandise information has been

25  acquired, and waits until it is determined that acquisition
has taken place.

When it is determined that the merchandise information
has been acquired, the main control unit 131 advances the
processing to step 83 and controls the LCD control unit 136

30 so that a screen corresponding to the acquired merchandise

information is displayed at the liguid crystal display 115.
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purchasing information. The point-of-purchase server 21 20 that has acquired this request then
provides the requested purchasing information to the mobile telephone 11 as described in the
following. In step S2, the main control unit 131 determines whether or not the requested merchandise
information has been 25 acquired, and waits until it is determined that acquisition has taken place.
When it is determined that the merchandise information has been acquired, the main control unit 131
advances the processing to step S3 and controls the LCD control unit 136 30 so that a screen
corresponding.to_the acquired merchandise information is displayed at the liquid crystal display 115.
48 The user t%énede%?fés Weheetﬁer&o@f(’é‘nlo(%l%o$ pu“{gﬁafs%eefﬁe Ongler%ﬁgndi“soe k%ég%%lb%st%e displayed
screen. Furthers duting dthesstires ¢he userhakie s a requeststorthe rauthentication $endetadl for the
store trustworEmQ%ssCB% to use this to 5 g tegméne the trustworthiness of %le tzpojnt-%f:purchase 20. In
step S4, the maif Contror Unit 131°ontrdls e SheratiolT mput Ronttsl it 132 $b&s-toMonitor for
user operatiopdnputs, andidetetmines: whetheros ot to: Feguest Store tystywerthiness iaformation
based on instr%\Jctions 10 ir&r%tted by the user, When it is determjned to request the store

RinesSSrforMAtSn: e 4 ontroldmiE £31° AdvaRcRS e processig ®ep s, carries out

trustworthines

wireless communigatiogaith the,clasest basenstation 12 viadthe 5antenns 112, :accesses the
authentication server 41 via the network 10, and requests store trustworthiness information

containing the"S&retrdStvoriingsS 384 - PHis Prdlessings © @8 to monitor for user

operation inputs, and determines whether or not Lo reguest
store trustworthiness information based on instructions
10 inputted by the user.

When it 1s determined to request the store
trustworthiness information, the main contrel unit 131
advances the processing to step S5, carries out wireless
communication with the closest base station 12 wvia the

15 antenna 112, accesses the authentication server 41 via the
network 10, and requests store trustworthiness information
containing the store trustworthiness 354. This processing
corres@onds Lo the processing of arrow 371 of FIG. 12. As
described in the following, the authentication server 41

20 generates trustworthiness information containing the store
trustworthiness 354 recorded in the storage unit 323 based
on this reguest, and provides this to the mobile telephone
11 via the network 10.

In step 86, themain control unit 131 determines whether

25  or not the reguested store trustworthiness information has
been acquired, and walts until it is determined that
acqguisition has taken place.

When 1t 1is determined that the reguested store
trustworthiness informaticn has been acqguired, the main

30 control unit 131 advances the processing to step 57,

contrels the LCD control unit 136, displays a screen
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corresponds to the processing of arrow 371 of FIG. 12. As described in the following, the
authentication server 4' 20 generates trustworthiness information containing the store trustworthiness
354 recorded in the storage unit 323 based on this request, and provides this to the mobile telephone
11 via the network 10. In step S6, the main control unit 131 determines whether 25 or not the
requested store trustworthiness information has been acquired, and waits until it is determined that
acquisition has taken place. When it is determined that the requested store trustworthiness
information has b%%ré agggired thg maiQhZBO control, unit 131 gdvancqsvghe@rocg §in%to step S7,
controls the L%ﬁcont?ol‘bnji%& (fl’splaysfJ a sereen JEf@Clcorrses(f)](:)(ﬁdin“g"t‘(zﬁstl“u"é’Gajf:t] iréd Store
trustworthinessh fiffermatiem ai theHiguid enysiat digptay 1135, syickgdvances rihe: precessiag to step S8.
The user then decides upon the reliability of the oint-of-%urchase 20 and upon whether 5 or not to

purchase the ThercRARGRE BHE8d Gh thetdisprayet” ScrédR T FarthBr, Wteret s U8R mind based on
user instructiaie in step1 34 thatsterestrustwerthinessdnfernation bas net been reguestied, the main
control unit 131 omits the 10 processing from step S5 to step S7 described above and advances the
processing to%tep-38. i StetF §82He af ORISR HE6RARNIRSS WhetsrSBLAYES purchase
merchandise based gn user instruction. When. it is determined that merchandise is to be purchased

15 based on instructions inputted by a user as a result of operating the operation keys 116 or the jog
dial 119. the Further, when it is determined basad on user instruction

in step S4 that store trustworthiness information has not
been requested, the main control unit 131 omits the

10 processing from step S5 to step 87 described above and
advances the processing to step S8.

In step 88, themaln contrel unit 131 determines whether
or not to purchase merchandise based on user instruction.
When it is determined that merchandise is to be purchased

I5 ©based on instructions inputted by a user as a result of
operating the operation keys 116 or the Jjog dial 119, the
main control unit 131 advances the processing to step 59
and makes a reguest to the peint-cf-purchase server 21 for
purchasing information via the network 10. This processing

20 corresponds te the processing of arrow 373 of FIG. 12.

The point-of-purchase server 21 that has acquired this
merchandise purchase. reguest then requests the user
trustworthiness 352 of the mebile telephone 11 as described
in the fellowing. In step S10, the main control unit 131

25 determines whether or not a reguest for user trustworthiness
informaticn has been acguired, and waits until it is
determined that acguisition has taken place.

When 1t is determined the user trustworthiness
information has been acgquired, the main control unit 131

30  advances processing to step S11, and a determination is made

as to whether or not a password is set.
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main control unit 131 advances the processing to step S9 and makes a request to the
point-of-purchase server 21 for purchasing information via the network 10. This processing 20
corresponds to the processing of arrow 373 of FIG. 12. The point-of-purchase server 21 that has
acquired this merchandise purchase request then requests the user trustworthiness 352 of the mobile
telephone 11 as described in the following. In step 510, the main control unit 131 25 determines
whether or not a request for user trustworthiness information has been acquired, and waits until it is
determined that acg.ugsitipsnek%ag taé%ep v;%l%%%ivr\llhgg it%jégetermé%%ds the user trustworthiness
information has beén aclduwedftjﬁe mAIn Control Unit 30 atvances pro*ceésmg‘atto s?ep 511, and a
determinationdis made= as ¢e whetherios net b passwertkis isetS01The uset trtistwerthiness 352 is
personal information_for the user of the mo?ile teleegmfs 11, and there are, th%refore cases where

0

this recalls unceramty ffthe a&ar IR préviding this Stove for thé tser tastwartiess 5 352. In

this case, the inopite ielephene Hican heiset up ris such aHvanser thatispuicafenpassyeord is
requiredévhen reading this user trustworthiness 352. When it is determined in step S11 that a
[

password is Setaup, therr impiit oF e paSEvaras nBcessary 16 idad theS 18 ULer fE5tBtthiness 352.

The main conirgl st 3 therefore advances the processingtostepi 821 il ¥wicentrols the
operation input control unit 132, determines wheihe,r or not the password has been inputted, and waits
until input is detETMiRGY. A5V HERERpHESFRREDaSEwoRE = detérmined, the main

When it is determined in step $S11 that a password is
set up, then input of the password is necessary to read the

10 user trustworthiness 352, The main control unit 131
therefore advances the processing to step 821 of FIG. 14,
controls the operation input control unit 132, determines
whether or not the password has been inputted, and waits
until input is determined.

15 When input of the password i1s determined, the main
control unit 131 advances processing to step S22, the
inputted password 1is set in advance, and is confirmed
through comparison with a password stored in RAM etc.
built-into the main contrel unit 131.

20 Then, in step 523, the main control unit 131 determines
whether or not the inputted password has been authenticated
based on the processing results of step $22. When 1t is
determined that the password has been authenticated, the
main control unit 131 advances the processing to step 524,

25 Further, when it is determined in step S11 of FIG. 13
that a password i1s not set, the main control unit 131
advances processing to step S24 of FIG. 14.

In step $24, the main contrel unit 131 acquires the user
trustworthiness 352 stored in the non-contact IC card 146,
30 and provides user trustworthiness information containing

this user trustworthiness 352 to the point-ci-purchase
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control unit 131 advances processing to step S22, the inputted password is set in advance, and is
confirmed through comparison with a password stored in RAM etc. built-into the main control unit
131. 20 Then, in step 523, the main control unit 131 determines whether or not the inputted password
has been authenticated based on the processing results of step 522. When it is determined that the
password has been authenticated, the main control unit 131 advances the processing to step 524. 25
Further, when it is determined in step 511 of FIG. 13 that a password is not set, the main control unit
131 advanceseproesssihgitostepS2E6FPIG: 14 In SieF5 24 afie TRanT ool 8RR AB%4sacquires the

user trustwoggingﬁg gas&%rggﬂgéh% nopscontact 4G card 1;4&@3 30 and provides user trustworthiness

information containing this user trustworthiness 352 to the point-of-purchase 51 server 21 via the
network 10. This pfocesshigrEorésonos i¢ theeprocessing of matov 875asfFIGr ¢4, The

point of-purchiase server g4, atas.acauite (b user rushugrihiness infprmalian then determines
whether 5 or not the user o tjff'ue mobile telephone 11 is trustworthy. en the user is determined to
be trustworthy rarrequests is: radectd theemobile lelephore idfer tard entifisation Tiumber

information cantaining the card idengffia%aéig?gj. number 351 allotted o the non-contact IC card 146. 10 In

step S25, the main controf Unit 131 determiries v%e“tﬁe?D or not'a ?gé)tfécsz%¥ér fhis Card identification
number inforbzattertkas been=acalilcd ard waiteuntillit If detesminedthat adquisitidmhas taken
place. When Itis defermined that & card deqtfication nurpiber Infommalig e fication

number 351 allotted to the non-contact IC card 146.

10 Instep $25, themain control unit 131 determines whather
or not a reguest for this card identification number
information has been acguired, and waits until 1t is
determined that acguisition has taken place. When it is
determined that a card identification number information

15  reguest has been acguired, the main control unit 131
advances processing to step 526, the card identification
number 351 is acguired from the non-contact IC card 146,
and card identification number information containing this
card identification number 351 is provided to the

20 point-of-purchase server 21 via the network 10. This
processing corresponds to the processing of arrow 377 of
FIG. 12.

After carrying out processing relating to sale of and
charging for the merchandise, the point-of~purchase server

25 21 that has acquired the card identification number
information generates the purchasing information 353
described azbove and provides this to the mobile telephone
11,

Instep 327, themaincontrol unit 131 determines whether

30 or not the purchasing information 352 has been acguired,

and waits until it is determined that acquisition has taken
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15 request has been acquired, the main control unit 131 advances processing to step S26, the card
identification number 351 is acquired from the non-contact IC card 146, and card identification
number information containing this card identification number 351 is provided to the 20
point-of-purchase server 21 via the network 10. This processing corresponds to the processing of
arrow 377 of FIG. 12. After carrying out processing relating to sale of and charging for the
merchandise, the point-of-purchase server 25 21 that has acquired the card identification number

information gBnéfates the parchasiyiRfdmation-353 G85cHBEGabBvVE And proidEs s to the mobile
telephone 1kdn step 324 the-main-eentretunit 131 determineg-whetber 30 of fotdhe purchasing

information 353 has been acquired, and waits until it is determined that acquisition has taken 52
pl-ace. Whefitdsdetefmmietiihdt e pirehasmg-nidiaTation ©353 has Beéf aegtfedithe processing

advances to step 528, -and the-acatred puschasing information 353 is recorded in the non-contact IC
card 146. 5 When recording of the purchasing information 353 is complete, the main control unit 131

advances the prodés8ig TRESIER 529, 8Ad RBETICAHER BF E&MmplctbAGTWritineris J5rdvidied to the
point-of-purchage server 21dadhe netyork 10, [His progessing-carespands o the processing of
arrow 10 379 of FIG. 12. The point-of-purchase server 21 that has acquired the notification of
completion of*@rififi§ En&i¥ Providées Nidtificatior oPcompletioniof processiiy e e mobile
provided to the point-of-purchase server Z1 via the network
1C. This processing corresponds to the processing of arrow
10 379 of FIG. 12.

The point-of-purchase server 21 that has acguired the
notification of completion of writing then provides
notification of completion of processing to the mobile
telephone 11.

I5 In step 830, themain control unit 131 determines whether
or not notification cf completion of processing has been
acguired, and waits until it is determined that acquisition
has taken place. When it is determined that notification
of completion of processing has been acguired, in step $31,

20 the main control unit 131 controls the LCD control unit 136
so as to display a screen corresponding to the acgquired
notificaticon of completion of progessing at the liquid
crystal display 115. The user then confirms the processing
is complete by looking at the screen corresponding te this

25 notification of completion of processing.

The main control unit 131 displaying the screen
cerresponding to the notificaticn of completion of
processing then ends the purchasing processing.

In step 88 of FIG. 13, when it is determined that the

30 merchandise is not to be purchased, the main control unit

131 ends purchasing processing. Further, in step 823, when
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telephone 11. 15 In step 530, the main control unit 131 determines whether or not notification of
completion of processing has been acquired, and waits until it is determined that acquisition has

- taken place. When it is determined that notification of completion of processing has been acquired, in
step 531, 20 the main control unit 131 controls the LCD control unit 136 so as to display .a screen
corresponding to the acquired notification of completion of processing at the liquid crystal display
115. The user then confirms the processing is complete by looking at the screen corresponding to this
25 notificatiort bkcompletioniopprosessitgl T e main CoatrolluEt £81 displayimgsthescoeen
corresponding tq the natification of completion of processing then ends the purchasing processing. In
step S8 of FI - fél%\:/ﬁgn ll?zi]s d‘rel?eermlfr?eé()i that ﬁ?lleuﬁﬁ%gr%h%on%is%l%ensot taorgae SLJJ‘?(;hé%eH, the main
control unit 13ttenedstpiurehasing prbeessiig. Edrthers in stepth 23R when 53 the-inputied password is
not authenticated (when passwords inputted by the user a plurality of times are all not authenticated)
, the main coftrdl tnit I3 1%ends purchasing processing. 5 Next, store trustworthiness information

providing5 processing:4ay, thesauthenticaticn: server dhexecuted 50:a5: ta sarrespend & the processing
of step S4 to step S7 of the purchasing processing of the mobile telephone 11 described above is

1

now described WiffEreterehcE Yo 1 T fiOWEhartof S 52 BIRE ifi SBIF54T HRe TPB 311 of the
authentication: seperdlsdelerminesimketber ok Bet asequest fanstere to step 37 of

the purchasing processing of the mobile tfelephone 11

described zbove is now described with reference to the
10  flowchart of FIG. 15.

First, in step 541, the CPU 311 of the authentication
server 41 determines whether or not a reguest for store
trustworthiness information provided by the mobile
telephone 11 has been acquired in the processing of step
S5 of FIG. 13.

Whnen it 1s determined that a regquest for store
trustworthiness information has been acquired, the CPU 311
advances processing to step 542, store trustworthiness 354
of the point-of-purchase 20 stored in the storage unit 323
20 is acguired, store trustworthiness information containing

the store <tTrustworthiness 354 isg g@nerated, and the

generated store trustworthiness information is provided to
the mebile telephone 11 via the network 10 by controlling
the communication unit 324, This processing corresponds to
25  the arrow 372 of FIG. 12.
The CPU 311 providing the store trustworthiness
information then advances the processing tTo step S543.
In step S41, when i1t is determined that a reguest for
store trustworthiness information has not been acquired,
30 the CPU 311 omits the processing of step S42, and processing

advances Lo step S43.
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trustworthiness information provided by the mobile telephone 11 has been acquired in the processing
of step 15 S5 of FIG. 13. When it is determined that a request for store trustworthiness information
“has been acquired, the CPU 311 advances processing to step S42, store trustworthiness 354 of the
point-of-purchase 20 stored in the storage unit 323 20 is acquired, store trustworthiness information
containing the store trustworthiness 354 is generated, and the generated store trustworthiness
information is provided to the mobile telephone 11 via the network 10 by controlling the
communication unit884 Erhix‘proce’3ifg eorrespotias it - 75 the afpe372 oG S12 7 Fhe CPU 311

providing the:store tiustworthiness infprmation then advances the prasessing 49 ,step 343. In step
541, when it is determined that a request for store trustworthiness information has not been acquired,
30 the CPU F1Anerits the Precessing ©fbtés 542n& precessing ratvamess 1@ step 543. 54 In step
S43, the CPLJ‘jgilIJ_rg%g{min%v\i%h‘ ef-ar nat.stare. trustworthiness.information iding processing is
finished. When it is detefmined that the proceésingsls notm%l%ed, the Cgai)gffp‘r%t\ﬁrns&[o step S41
and processifdig Srfrohththere anwerds s répeateth Farthér, when itis rdeterinimed iat the sales

processing has fiyshed the store. fustiorhiness infarmation providing processing ends. Nex
processing by the point-of-purchase server 21 executed corresponding to purchasing processing by

the 10 mobile telephome 11 asstestribedradsoverns describédrwithvrefereneéno the:flewcharts of FIG.
16 and FIG. 17. Next, processing by the point-of-purchase server 21
executed corresponding to purchasing processing by the
10 mobile telephone 11 as described above is described with

reference to the flowcharts of FIG. 1lé and FIG. 17.

First, in step 361, the CPU 201 of the point-of-purchase
server 21 controls the communication unit 224 and determines
whether or not a reguest for merchandise information has
15 been acquired. When it is determined that a reguest for
merchandise information has been acquired {when merchandise
information is regquested by the mobile telephone 11), the
CPU 201 advances proceséing to step $6Z, the reguested
merchandise information stored in the storage unit 223 is
20 acquired, and is provided to the mobile telephone 11 via
the network 10 by controlling the communication unit 224,
The CPU 201 provided with the merchandise information
then advances the proceszsing to step S63. Further, in step
$61, when it is determined that a2 reguest for merchandiss
25 information has not been acguired, the CPU 201 omits the
processingcﬁfstep862,andprocessingadvancastostepS63.
In step 8632, the CPU 201 controls the communication unit
224 and determines whether or not a reguest for purchasing
information provided by the processing ¢f step 59 of FIG.

30 13 has been acguired.
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First, in step S61, the CPU 201 of the point-of-purchase server 21 controls the communication unit
224 and determines whether or not a request for merchandise information has 15 been acquired.
When it is determined that a request for merchandise in formation has been acquired (when
merchandise information is requested by the mobile telephone 11), the CPU 201 advances
processing to step 562, the requested merchandise information stored in the storage unit 223 is 20

acquired, and is provided to the mobile tel,r%%?oneﬁ_ll ¥ia the network_10 l% controlling the
communication unit®24 ¥ He PP 26 F rovided Withthe merthaidise fSfmafin thettadvances the

processing to; step-563: Further, ixstep, &£61, wherrit is-determined that a-reguest forynerchandise 25
information has not been acquired, the CPU 201 omits the processing of step 562, and processing

advances to SEFBES CRtep S the €P 3201 ol i Comtiicticit GHiE 24-8nd determines

whether or ngta.requestifor purebasing.informaiion provideddyrthe progessing-ofistep $9 of FIG. 30
13 has been acquired. 55 The CPU 201 determining that a request for merchandise information has

been acGuiredthEF BEREER the eBrRMOARAHGH Gt EIRRIEH S 64 dnikessSylest to the

mobile telephore L1 for usey trustwerthingss 5 information. This processing corresponds to the
processing of arrow 374 of FIG. 12. To conform with this request, in step S24 of FIG. 14, the mobile
telephone 11 supphiés sef auBtWorthiness: Snforriafien cohtaifibgRheé 4se? fruSivorthiness 352 to the

10 point-of-pyrghasg gerver 21, in.step365; the CRY 201 confrals the communpication unit
infermaticon containing the user trustwerthiness 352 to the
10 point-of-purchase server 21.

In step S65, the CPU 201 controls the communication unit
224 so as to determine whether or ncot requested user
trustworthiness information 352 has been acguired, and
waits until it is determined that acguisition has taken

15 place.

When it 1s determined <that user trustworthiness
information has been acguired, the CPU 201 advances the
precessing to step 566, extracts user trustworinhiness 352
from the acgquired user trustworthiness information, and

20 determines trustworthiness of the user of the mobile
teliephone 11.

In step 867, a determination is made ag to whether or
not to make & sale of the merchandise to the user of the
mobile telephone 11, and when it is determined to make a

25 sale, processing advances to step $71 of FIG. 17.

In step $71 of FIG. 17, the CPU 201 controls the
communicaticn unit 224 so as to make a reguest for card
identification number information of the non~contact IC
card 146 built-into the mobile telephone 11, This processing

30 corresponds to the processing of arrow 376 of FIG. 12.
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224 so as to determine whether or not requested user trustworthiness information 352 has been
acquired, and waits until it is determined that acquisition has taken 15 place. When it is determined
that user trustworthiness information has been acquired, the CPU 201 advances the processing to
step S66, extracts user trustworthiness 352 from the acquired user trustworthiness information, and
20 determines trustworthiness of the user of the mobile telephone 11. In step 567, a determination is

made as to whether or not to make a sale of the merchandise to the user of the mobile telephone 11,
and when it is deténined {8 Make AM25 84k, PR Sy advaiiceR to<tep S7AGHFIE! 17. In step

S71 of FIG. 14, dheCRU 201,contrels thez gammunication unit 224 sa asdo Make.a 1equest for card
identification number information of the non-contact IC card 146 built-into the mobile telephone 11.

This processFRE3D cortstndsltbake procesBingst arrow 376 6FRIG.CIR. 56-Po cohfé?m with this

request, in stgp 526 of-FIG, 14, ,the ragip.coptrek unit 131 of the mobile telephone 11 supplies card
identification number information to the point-of-purchase server 21. 5 In step 572, the CPU 201
controls the commitmigaoniiy Z2ese s i determiiie Whatherariioe tarkidéntifieation number

e RS el sl LLTes beehaed an el ol et
information hagiieen dctfidrets the CRU 201 deldangeshe moblle telephone 11 has
been acquired, and waits until it is determined that
acquisition has taken place.

10 When it is determined that the card identification
number information has been acgquired, the CPU 201 advances
processing to step S73, and executes purchasing/charging
processing constituting processing relating to the sale of
merchandise,

15 When purchasing/charging processing is complete, in
step 574, the CPU 201 generates purchasing information
relating to sale of merchandise on this occasion, and
contrels the communication unit 224 so that this generated
purchasing information is provided to the mebile telephone

20 11 via the network 10 so as to be stored in the non-contact
IC card 146. This processing corresponds to the processing
of arrow 378 of FIG. 12.

In step 875, the CPU Z0lprovided with the purchasing
information contxrols the communication unit 224 so as to

25 determine whether or not notification of completion of
writing of the purchasing informaticn provided to themobile
telephone 11 has been acquired, and waits until it is
determined that acguisiticn has taken place.

When it is determined that notification of completion

30 of writing has been acguired, in step 876, the CPU 201

generateg notification of completion of processing, and
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processing to step 573, and executes purchasing/charging processing constituting processing relating
to the sale of merchandise. 15 When purchasing/charging processing is complete, in step 574, the
CPU 201 generates purchasing information relating to sale of merchandise on this occasion, and
controls the communication unit 224 so that this generated purchasing information is provided to the
mobile telephone 20 11 via the network 10 so as to be stored in the non-contact IC card 146. This

processing corresponds to the grocessi_ngﬂ of arrow 378 of FIG. 12. In step 375, the CPU 201 provided
with the purcliEEg Inforimafion TTRTDthE ComMmunication (it 354 56 &L 28%térine whether

or not notificagien of cempletionof weiting 0f the purshasing indermationprovided tothe mobile
telephone 11 has been ac%#ti)red, and waits until it is determined that acquisition has taken place.
When it is deteFmiirdePhat nofiicalioit SFEormiiston - SONdrvitiRG Has Bee R aEEEFeP A Step 576, the

CPU 201 geneyatas-nqtificatian of,completiop of pragessingrand 37 controls the communication unit
224 so as to provide this notification of completion of processing to the mobile telephone 11 via the

network £0. This pfate<sitly 88re5ponas Ab thepraesddiig ot arBwr 380 ORFIG t1215 The CPU 201
to which the @He@mﬂf qrgplsﬂ'g%ﬁ dyocessing is,supplied then.adyances to step 577. In the
st

processing of step S67 of FIG. 16, when itis determined that merchandise is not to be sold, after
carrying out error prBcéssingirPstep S68I0FEIG: U 10 cPU 261 abvanedsthelprotessing to step

STTOfFIG. 1determined that merchandise is not to be sold, after

carrying out erroxr processing in step $68 of FIG. 16, the
10 CPU 201 advances the processing to step 877 of FIG. 17.

In step 877, the CPU 201 determines whether or not sales

processing is finished. When it i1s determined that the

-processing is not finished, the processing of step 561 of

FIG. 16 is returned to and processing from there onwards
15  is repeated.

Further, when it is determined that the sales processing
has finished, the CPU 201 ends the sales processing.

In the above manner, the user of the mobile telephons
11  purchases the intended merchandise from the

20 point-of-purchase 20,

Next, a description is given with reference to FIG. 18
of the flow of processing of the mobile telephone 11,
point-of-purchase server 21 and point-of-receipt server 31
while a user of the mecbile telephone 11 purchasing

23  merchandise ig receiving the purchased merchandise.

In order to recelve the purchased merchandise, the user
cf the mecbile telephone 11 that has purchased the
merchandise as described above goes to either the nearest
point of receipt 30 or to a point of receipt 30 designated

30 in advance by the point-of-purchase 20. The user then

positions the mobile telephcne 11 in the vicinity of the
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In step 577, the CPU 201 determines whether or not sales processing is finished. When it is
determined that the processing is not finished, the processing of step S61 of FIG. 16 is returned to
and processing from there onwards 15 is repeated. Further, when it is determined that the sales
processing has finished, the CPU 201 ends the sales processing. In the above manner, the user of
the mobile telephone 11 purchases the intended merchandise from the 20 point-of-purchase 20.
Next, a description is given with reference to FIG. 18 of the flow of processing of the mobile telephone
11, point-of-parchasel seeet24,/and peint-di-Feceipt-serverdh twhile-a eiser pfithesmubite telephone

11 purchasing 25 merg_jgandése Is receivin eopyrchased mey handige. In Qr£der to r%lgc?éive the

t
purchased metchantide; 1h& (Ber tof e mobild tefephons 11 that Fias purchased the  merchandise as

described abgye goes ta eithecthe pearest poirt of teceipt-3@ andd axpointakreceipt 30 designated 30

in advance by the point-of-purchase 20. The user the £osition the Lnobilfi;glephone 11 in the
vicinity of the* B8 16 tard feateriviter 275 of thé Boint-oEfiteit Server 3£ installed at the point of

receipt 39, and positiens the: Renrcentack K card 246 builknte the mobiledelephoperlin in the vicinity
of the IC card reader/writer 275. 5 When the non-contact IC card 146, is positioned within

' +

communicatiGPTaRYe 87 pomt-of Fedsipt server 3P adquiras purctasiiy inférmi4tion 353 and card
identification numberdafarmations(Gasd; ideptificationnumben3bd ) storede it theiran-gentact IC card

146 of the mobile telephone 11

number information (card identification number 351) stored

in the non-ceontact IC card 146 of the mobile telephone 11

10 wvia the IC reader/writer 275 (arrow 401 and arrow 402).

The point-of~-receipt server 31 that has acquired the

purchasing information 353 and the card identification

number information {card identification number 351)

acquires purchasing information 353 (i.e. purchasing

15 information for which the contained purchasing identifier
is the same) corresponding to the zacgulired purchasing
informaticn 353 from the polnt-of-purchase server Z1 (arrow
403 and arrow 404).

The point-of-receipt server 31 then compares the

20 purchasing information 353 and the card identification
number 351 acguired from the mobile telephone 11 and the
purchasing information 353 acquired from the
point-of-purchase server 21, and authenticates the user of
the mobile telephone 1l.

25 When the user is determined to be the purchaser of the
merchandise, the point-of-receipt server 31 notifies the
point~of-purchase server 21 that confirmation processing
is complete (arrow 405).

The point-of-receipt server 31 then provides the

30 purchasing information rewriting key 361 to the mobile

telephone 11 (arrow 406), and purchasing information 333
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10 via the IC reader/writer 275 (arrow 401 and arrow 402). The point-of-receipt server 31 that has
acquired the purchasing information 353 and the card identification number information (card
identification number 351) acquires purchasing information 353 (i.e. purchasing 15 information for
which the contained purchasing identifier is the same) corresponding to the acquired purchasing
information 353 from the point-of-purchase server 21 (arrow 403 and arrow 404). The point-of-receipt

server 31 then compares the 20 ur(_:_hasin information 353.and the card identific tiq number 351
e o T A D P TP the

point-of-purchase: sesvers2 b mnshauthenticates the user of the mobile telephone 11. 25 When the user

is determined to be the purchaser of the merchandise, the paint-of-receipt server 31 naotifies the
point-of-purchase $&rverSPthat chifiriationprocessy igp%%)ﬁm?ecte (&gov? 465 e Joint-of-receipt
server 31 thenprevides then 30spuichasing information-ewriingkeys36Lta the-mebite delephone 11
(arrow 4Q6), and purchasing information 353 59 stored in the non-contact IC card 146 is deleted at the
mobile telephbREAA-FRE Mbbile telepRENEAAthER tRIEES fie firchasiRianfoiiRatiGh 353 using the
acquired purchasing:nformation -5 fewriting key 361 and whep this deletignis cempletgthe

purchasing information rewriting key 361 is deleted, and notification of completion of deletion is
provided to th° point-fFéiptderver8igandiv 4g7)deletion is provided to the
point-of-receipt server 31 (arrow 407).
The point-~of-receipt server 31 that has acguired the
10 deletion completion notification theén generates temporary
commercial transaction Informaticon 3291 cconstituting
information for trustworthiness of the point-of-purchase
20 and provides this to the mckile telephone 11 together
with the femporary commercizl transaction information
15 rewriting key 362 (arrow 408).

The temporary commercial transaction information 391
is comprised o©f a store identifier for identifying the
point-of-purchase 20 constituting the store where the user
of the mebile telephone 11 purchased the merchandise and

200 a trustworthiness counter constituting a fluctuation
portion fluctuating with the commercial transaction for
this time for the reliability of the point-of-purchase 20.
The mobile telephone 11 then records the provided
temporary commercial transaction information 3%1 in the
25  non-contact IC card 146 using the acguired temporary
commercial transaction information rewriting key 362. When
recording is complete, the mobile telephone 11 deletes the
temporary commercial transaction information rewriting key
362, and provides the notification of completion of writing

30 to the point-of-receipt server 31 (arrow 409) so as to
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The point-of-receipt server 31 that has acquired the 10 deletion completion notification then generates
temporary commercial transaction information 391 constituting information for trustworthiness of the
point-of-purchase 20 and provides this to the mobile telephone 11 together with the temporary
commercial transaction information 15 rewriting key 362 (arrow 408). The temporary commercial
transaction information 391 is comprised of a store identifier for identifying the point-of-purchase 20
constituting the store where the user of the mobile telephone 11 purchased the merchandise and 20 a
trustworthinessepiietes canstititting ;afiuctuatien ipartiondlucdteatiignwithdiie commerciad transaction
for. this time for the reljability of the point-of-purchase 20. The mobile telephone 11 then records the
provided terﬁfbeo?fg fMetcial transaction information 391 in the 25 non-contact IC card 146 using
the acquired temputasy commersiat fransactiornsimfarmatdb rewsiting key 362u WWhkeh reeording is
complete, the mobile telephone 11 del%fes the temporar comr%?rcial transaction information rewriting

key 362, and'Brovidesthe Hotficatichiot ConPletion BF writig 36 T & PRiRESTetaipt Server 31
(arrow 4Q9) spas:toi §9 completearogessiag reatingto handing syeref.the merchandise. The
point-of-receipt server 31 that has acquired the notification of completion of writing then ends

processing 5 relafiigito hBRAIRG DYer8f thesmardtandise. WABA pFécesdii related fo fanding over of
the merchangdiseds complate; the-ysenefithe mabkile talephene Hld feoeives thelpyrebased

merchandise from the store of the
11 receives the purchased merchandise from the store of the
point of receipt 30.

10 ~ The following is a description with reference to the
flowchart of FIG. 12 of merchandise receipt processing cf
the mobile telephone 11.

First, in step $%1, the main control unit 131 cf the
mobile telephone 11 makes a determination as to whether or

15 not a reguest for the purchasing information 333 and the
card identification number information has been acquired
via the non-contact IC card 146 in the vicinity of the IC
card reader/writer 275, and waits until it is determined
that acguisition has taken place.

20 When it is determined that a reguest for the purchasing
information 333 and the card identification number
informaticn has been acguired, the main contrel unit 131
advances processing to step S22, controls the CPU 16l of
the non-contact IC card 146, and provides card

25 identification number information containing the requested
purchasing informaticn 353, and card identification number
351 to the point-of-receipt server 31. This processing
corresponds to the processing of arrow 402 of FIG. 18.

The point-of-receipt server 31 that has acguired the

30 purchasing information 333 and the card identification

number information the carries out authentication
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point of receipt 30. 10 The following is a description with reference to the flowchart of FIG. 19 of
merchandise receipt processing of the mobile telephone 11. First, in step S91, the main control unit
131 of the mobile telephone 11 makes a determination as to whether or 15 not a request for the
purchasing information 353 and the card identification number information has been acquired via the
non-contact IC card 146 in the vicinity of the IC card reader/writer 275, and waits until it is determined
that acquisition has taken place. 20 When it i s determined that a request for the purchasing
information 358carte thencardiderificatic narmbeh enfophatich Faslbedwagquired, & ain control

unit 131 adgnees processing.o,Siep, 592 cantiola ug. CRU 161 thepenconiasLiG.card 146, and

provides car entification number information containing the requested purchasing information
353, and cardhdemtificatiers humbien £35Into: therpdintof-teceiptskbivies 31s Thix proeessing

corresponds to the processing of arrow 402 of FIG., 18, The. point-of-receipt seryer 31-that has
acquired the 30 pﬁgcﬁggﬁggi%gfrﬁca%i%ﬁﬁ 353 a%%lthéoggr EH’e"ntL'liljlgc]e(?lticcg)%%%ggjnberTnfeorrﬁation the carries
out authénticatione 61 peocessingon the Kecefithd hdbile telephahet T mMherviaithentication is

complete, instruction is given to de[ﬂet%ntheopu_ré?agngél,gformatiornafg%rp thenrggbil%Eeil%phone 11.1In
step 393, the“mailT controt Uit 131 ControlS the 8176 the TioR-contact IC card 146 so as to

determine whether: ot mot aanstedctioroto dalete thenpurchasing driformatiar srewkritingnkey 361 from
the point-of-receipt server 31 and , , . .
the purchasing information has been acquired, and walts
until it is determined that acguisition has taken place.
10 When it is determined that an instructicn to delete the
purchasing information has been acguired from short range
wirelegss communication via the antenna 170, themain control
unit 131 advances processing to step 584, controls the CPU
161 of the non-contact IC card 146, and deletes purchasing
15 dinfermation 353 using the purchasing information rewriting
key 361 acguired at the same time.

When deletion is complete, the main control unit 131
contrels the CPU 161 of the non-contact IC card 146, erases
the purchasing information rewriting key 361 used in the

20 deletion, and provides deleticn completion notification to
the point-of-receipt server 31 via the antenna 170. This
processing corresponds to the processing of arrow 407 of
FIG. 18.

The point-of-receipt server 31 that has received the

25 deletion completion notification then generates the
aforementioned temporary commercial transaction
informaticen 391 and provides this to the mobile telephone
11 together with the temporary commercial transaction
information rewriting key 362.

30 In step 596, the main control unit 131 controls the CPU

161 of the non-contact IC card 146 so asg to determine whether



the purchasing information has been acquired, and waits until it is determined that acquisition has
taken place. 10 When it is determined that an instruction to delete the purchasing information has
been acquired from short range wireless communication via the antenna 170, the main control unit
131 advances processing to step S94, controls the CPU 161 of the non-contact IC card 146, and
deletes purchasing 15 information 353 using the purchasing information rewriting key 361 acquired at
the same time. When deletion is complete, the main control unit 131 controls the CPU 161 of the

non-contact |xcarst 146: erases the purchasing iaformation sewtitingikey-36l used i e 20 deletion,
and provides deletion completion notification to the point-of-receipt server 31 via the antenna 170.
This processiig cofre&pohGaes it Broceelily 6t sirow 407 6F FiG- I8. THe BSMEof-Rateipt server

31 that has recaived-they 2k-deletion gampletiomnetification dher gepreates theraforernentioned
temporary commercial transaction information 391 and provides this to the mobile telephone 11
together with ¥RE t8imbbraRFEdmmércial fan&actions thionmitidh Fewrtig REy 562,580 step 596, the
main corgrol unit 31 controls the CPU 161 of the non-contact IC card 146 so as to determine whether
62 or not the temporary commercial transaction information 391 and the temporary commercial
transaction inform&HsH: réviritirty K 362 haFE bEER BedlifedVAT R &RtenRATTOL Hritfwaits until it is

determined that acguisition-has.taken .5 places Yrhen i is determined-thal the.tereperag commercial
transaction information rewriting key 362 have been
acquired, the main contrel unit 131 advances processging to
10 step 397, and controls the CPU 161 of the non-contact IC
card 146 so as to record the temporary commercial
transaction information 381 using the acguired temporary
commercial transaction information rewriting key 362.
When recording is complete, the main control unit 131
15  contrcls the CPU 161 of the non-contact IC card 146, erases
the temporary commercial transacticn information rewriting
key 362, and provides writing completion notification to
the point-of-receipt server 31 via the antenna 170. This
processing corresponds to the processing of arrow 409 of
200 FIG. 18. The main control unit 131 provided with
notification of completion of writing then ends the
merchandise receipt processing.
| Next, a description is given of merchandise delivery
processing performed by the point-of-receipt server 31 with
25 reference to the flowcharts of FIG. 20 and FIG. 21.

In step 8111 of FIG. 20, the CPU 251 of the
point-of~receipt server 31 controls the CPU 301 of the IC
card reader/writer 275, determines whether or not the
non-centact IC card 146 is present within communication

30 range, and waits until this is determined to be the case.
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transaction information 391 and the temporary commercial transaction information rewriting key 362
have been acquired, the main control unit 131 advances processing to 10 step S97, and controls the
CPU 161 of the non-contact IC card 146 so as to record the temporary commercial transaction
information 391. using the acquired temporary commercial transaction information rewriting key 362.
When recording is complete, the main control unit 131 15 controls the CPU 161 of the non-contact IC
card 146, erases the temporary commercial transaction information rewriting key 362, and provides

writing completion potification to, the-paiptof-reeint server 24 via the aptennackiC. Jhis processing
corresponds to the processing of arrow 409 of 20 FIG. 18. The main control unit 131 provided with
notification oficorApletion ot sty thendhdsihe FRerchahdist iseefit Froeessing. ekt a description

's given of mereiandise deliely pocassing peripsmert by, lnerpolntof taceint seiuer Slawith 25
reference to the flowcharts of FIG."20 and FIG. 21. in step Sill of FIG. 20, the CPU 251 of the

point-of-receipt/Servenslmeoremls the TR B01ofthe o tartbreadiel/wite£ 275, détermines whether
or not thg nopscontact.IC card 146 is pregent within C,Qggriqgiggtigg SQrange, and waits until this is
B the case. B3 When the Hon-conts card 1 Y i

determined to case. B% en the non-contact | 6 is determined to be In :
communicaticmrangezthiecGP U251 aglwancesprocessidg to cstep 5112z tontrolsitisiGRU 301 of the

IC card readeJrL/rvlv;ict>¢=;fgrrl aZZSbandmglées a reguest to tc:h§ non-contact 1¢ card 146 of 5 gjl_%?obile
telephone 11 n'the V|ci“r‘1|3ty?dr the pu?c asing ntdrmation 353 and th number

e cardidentiicatio
of arrow 401 of FIG. 18.
In step 8113, the CPU 251 then controls the CPU 301 of
10 +the IC card reader/writer 275, makes a determination as to
whether or not the purchasing information 353 and card
identification number information provided by the
nen=-contact IC card 146 of the mobile telephone 11 in the
processing in step 3592 of FIG. 19 has been acguired, and
15 waits until it 1s determined that acguisiticn has taken
place.
When it is determined that the purchasing information
353 and the card identification number information have been
acquired, the CPU 251 advances processing to step £114,
20 controls the communication unit 274, and makes a request

to the point-of-purchase server 21 for purchas

by

[=n

n

(o]

information 253 (for which the purchasing identifier is €

.
©

1
same) corresponding to the purchasing information 353
acquired from the non-contact IC card 146¢. This processing

25  corresponds to the processing of arrow 403 of FIG. 18.

When a request for the purchasing information 353 is
acquired from the point-of-receipt server 31, the
point-of-purchase server 21 searches Ior the reguested
purchasing information 353 and provides this information

30 to the point-of-receipt server 31.
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information. This processing corresponds to the processing of arrow 401 of FIG. 18. In step S113, the
CPU 251 then controls the CPU 301 of 10 the IC card reader/writer 275, makes a determination as to
whether or not the purchasing information 353 and card identification number information provided by
the non-contact IC card 146 of the mobile telephone 11 in the processing in step S92 of FIG. 19 has
been acquired, and 15 waits until it is determined that acquisition has taken place. When it is
determined that the purchasing information 353 and the card identification number information have

been acquired, the CRU 251 advances procgssing;to step S114, 20, coptrals the communication unit

274, and makes a request "to the point-of-purchase server 21 for purchasing information 353 (for
which the purchasingidentfideisihe ssambiEoreaspondivly -thelmrenasing informaton 353

acquired from.fhe AL contactiCcard 4% s pracessing. 23 cogespands.a i arooessing of arrow
™ Aacessing 23 £oyespands,

403 of FIG. en a request for the purchasing information 353 is acquired from the
point-of-receiptrserver 3t sthe cpbint-ofepurelsase server2t seanches for the fequastéd purchasing
informatign SS%an grovidess thi% mf%%rréat“i_pn gg to ﬂ% goint-of-receipt server 31. 64 In step 5115, the
CPU 251 controfs thé Tarmmanication unit“zaﬁ, determines whether or not purchasing information 353

has been acquiredfiosm: the pointsefapurchaseisetver 24hin mspohse to the retpmest ahdhwaits until it
s determined .3 that acquisition hag ek, place- When s determined At fie putebaging
step S116, and carries out authentication processing for
the purchasing information 353 acguired from the
10 non-contact IC card 146 and the card identification number
351 contained in the card identification number informaticn
using the purchasing information 353 acquired from the point
of purchase server 31.
In step S117 the CPU 251 then determines whether or not
15  the purchasing information 353 and the card identification
number 351 acquired from the non-contact IC card 146 are
authentic based on the results of this processing.

When it is determined that the purchasing information
353 and the card identification number 3531 acguired from

20  the non-contact IC card 146 have been authenticated, the
CPU 251 advances the processing to step S118, controels the
communication unit 274, and provides notification of
completion of processing te the point-of-purchase server
21. This processing correspends to the processing of arrow

25 405 of FIG. 18.

In step 8119, the CPU 251 contrels the IC card
reader/writer 275, provides the purchasing information
rewriting key 361 to the mobile telephone 11, and instructs
the deletion of the purchasing informaticen 353 stored in

30  the non-contact IC card 146. This processing corresponds

to the processing of arrow 406 of FIG. 18.
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353 has been acquired, the CPU 251 advances processing to step 5116, and carries out
authentication processing for the purchasing information 353 acquired from the 10 non-contact IC
card 146 and the card identification number 351 contained in the card identification number
information using the purchasing information 353 acquired from the point of purchase server 31. In
step 5117 the CPU 251 then determines whether or not 15 the purchasing information 353 and the
card identification number 351 acquired from the non-contact IC card 146 are authentic based on the
results of this processingeWhehiit iscdetBfiiinedlthatthe pgliFéhasidg informvation 858 ard the card

identification number 351 acquired from, 20 ?e non-contact IC card 146 have e
CPU 251 adv%%gé?sx[ﬁg prot esléf’n%etb gpe%’S T8 “Contiots t e R 40 M QS?%%Q%

, CON he communication unit

nticated, the

, and provides

notification ofceampletibarof ptocassing ta the poiatof-purehasesemver 21. Thisprocessing
corresponds to the processin

of arrow 405 of FIG. 18. In_step 5119, the CPU 251 controls the IC
card reader/Wfiter ?gjcﬁﬁ)%iﬂglgs%ﬁg%&éga% na?ilr?fé?%% %ﬁ Feev?\i/ﬁt?ﬁlgoﬁléeyq;bf ?ortﬁg :anConile telephone
11, and ipstrugts: therdeletiomaf the purchasigiaformsdinnd53 stefechinB04he samcantact IC card
146. This processing corresponds _to the processing of arrow 406 of FIG.ﬁ%f. 65instep S

21, the CPU 281 &ontf6is HéM e SCard 18 ad EARNET 275 Cdetdftfines Tkt

131 of FIG.

§triot deletion

completion notificaigahas-beenjacquiteefram-ibe naneentaetdCeeardrl46-0ftpe snahite telephone
11 for which 5 the purchasing information has been deleted, and waits until

10

20

25

30

. ] 1 +

notification has been acquired, the CPU 251 advances
processing to step 8132, generates temperary commercial
transacticn information 391 corresponding to the commercial
transaction for this time using the temporary commercial
transaction information rewriting key 362, controls the IC
card reader/writer 275, and provides the temporary
commercial transaction information 391 to the non-contact
IC card 146 of the moblle telephone 11. This processing
corresponds to the processing of arrow 408 of FIG. 18.
Iin step 8133, the CPU 251 contrels the IC card
reader/writer 275, determines whether or not notification
of completion of writing has been acguired, and waits until
it is determined that acguisition has taken place.
When notification of completion of writing is cutputted
from the non-contact IC card 146 of the mobile telephone
1 and it is determined that this notification of completion
of writing has been acguired, the CPU 251 advances

processing to step S134.

However, when it is determined in the processing of step-

8117 of FIG. 20 that the purchasing informaticon or card
identification number provided by the non-contact IC card
146 of the mobile telephone 11 does not correspend with the
purchasing information provided by the point-of-purchase

20 so that the authentication processing fails, the CPU 251
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it is determined that acquisition has taken place. When it is determined that deletion completion
notification has been acquired, the CPU 251 advances processing to step 5132, generates temporary
commercial 10 transaction information 391 corresponding to the commercial transaction for this time
using the temporary commercial transaction information rewriting key 362, controls the IC card
reader/writer 275, and provides the temporary commercial transaction information 391 to the
non-contact 15 IC card 146 of the mobile telephone 11. This processing corresponds to the
processing otaraw 498 pi-Eie.sl8. nln stepHd33 the CRU2bIteontelsdhestitheardseader/writer 275,
determines whether or not notification of completion of writing has been acquired, and waits until 20 it
is determinedfHat BRGHisAIOR HASKEKER platte. RFRGTAGHCELEH of ESth?e?‘t' Sfwhtng is outputted
from the non-gontact IC card 146 of the mobile telephone 11 and it is determined that this notification
of completion of writing has been acquired, the CPU 251 advances 25 processing to step 5134.

However, when it STH&tERRiINSih tHe Broddssing- of Siepr 81 17 D EIB 2B INT thE purbifasing
information oy, card:, identificatipnnumber providedby-the noncamtacte cad <1A6:of the mobile

telephone 11 does not correspond with the 30 purchasing information provided by the
point-of-purcliEses 20 sohat theta PR Eatioh proEéssiRg fatlstHerCPEFS5 1 B 6-&dVitices

processing to 5igp 5120, executes esror processing, and then adyanaes;io ihe processing of step
S134 of FIG. 21.'In step 5134, the CPU 251 determines whether or not the

of FIG. 20, and processing from there onwards is repeated.
Further, when completion is determined in step 5134,
10 the CPU 231 ends merchandise delivery processing.

Next, purchasing information providing processing
performed by the point-cf~purchase server 21 and executed
in a manner corresponding with the merchandise delivery

rocessing described above is described with reference to
15 the flowchart of FIG. 2Z.

In step 8151, the CPU 201cf the point-of-purchase server
21 controls the communication unit 224 so as to determine
whether or not a reguest for the purchasing information 353
provided in step 8114 of FIG. 20 has been acquired, and waits

20 until it is determined that acguisiticn has taken place.

.When it is determined that a request for purchasing
informaticn has been acguired, the CPU 201 advances
processing to step S152, the reqguested purchasing
information 353 is read from the storage unit 223, the

25  communication unit 224 is controlled, and this purchasing
informaticn 353 is supplied to the point-cf-receipt server
31. This processing corresponds to the processing of arrow
404 of FIG. 18,
In step S153, the CPU 201 provided with the purchasing
30 information 353 controls the communication unit 224 so as

to determine whether or not notification of completion of
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5 merchandise delivery processing is complete. When it is determined that commercial transaction
processing is not complete, the CPU 251 returns to the processing of step Sill of FIG. 20, and
processing from there onwards is repeated. Further, when completion is determined in step S134, 10
the CPU 251 ends merchandise delivery processing. Next, purchasing information providing
processing performed by the point-of-purchase server 21 and executed in a manner corresponding
with the merchandise delivery processing described above is described with reference to 15 the

flowchart of Fi&o 22 sl0istep-3154.dbe CRY 241 of the poirtof-mruchase-severcgl costiols the
communication unit 224 so as to determine whether or not a request for the purchasing information

353 providedCstED SELEBE FIGL B0 Rad Peeradytited® ahdPwais 26 uhtitifie Yetértined that
acquisition hasitaken place. .When it is determined that a request for purchasing information has
been acquired, the CPU 201 advances processing to step 5152, the requested purchasing

information 353 is Y&sthfrbm the SRF&GE AR 2280 e 25 edmnTiticatior Gnit 294§ tofffolled, and this

purchasigg infermation 353 issupplieddedhe peiptioftaceipt serven312This progessing corresponds
to the processing of arrow 404 of FIG. 18. In step S153, the CPU 201 provided with the purchasing
30 informatioR B83%RbIE fhe E6MMGRie4tioRt URIt2ZPS6 85 Hvdetermine ThethérorRot notification

of completion.af G/ processing @f&y'&%@l@e_@ﬁﬂéﬁqﬂ& 20.bas heen acquired, ang waits until it

is determined that acquisition has taken place.
is complete.

hen 1t is determined that purchasing information

10  providing processing is not complete, the CPU 201 returns
the processing to step 5151, and the processing from there
onwards is repeated.

Further, when it 1s determined in step S154 that
purchasing division providing processing is complete, the

15 CPU 201 ends purchasing information providing processing.

In the above, the user of the mobile telephone 11
authenticates that they are the purchaser of the merchandise
at the point of receipt 30 at the pocint-of-receipt server
31, and then receives the purchased merchandise.

20 Therefore, in the electronic commercial transaction
system described above, illegal duplication is prevented
by the purchasing information rewriting key 361. However,
even in cases where the purchasing information rewriting
key 361 is illegally cbtained etc. by some method so that

25  the purchasing information 353 of the mobile telephone 11
is illegally duplicated, the point-of-receipt server 31 is
capable of confirming whether or not the user coming to

pick-up the merchandise is the rightful purchaser of the

merchandise.
30 For example, as shown in FIG. 23, when a user of a moblle
telephone 11-1 purchases merchandise from the
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When it is determined that notification of completion 5 of processing has been acquired, the CPU 201
advances processing to step S154, and a determination is made as to whether or not purchasing-
information providing processing is complete. When it is determined that purchasing information 10
providing processing is not complete, the CPU 201 returns the processing to step S151, and the
processing from there onwards is repeated. Further, when it is determined in step SI54 that
purchasing division providing processing is complete, the 15 CPU 201 ends purchasing information
providing progessingcln-theatiovesthe 0ser of thepmabite-telephonellds authenticateshat they are

the purchaser of the merchandise at the point of receipt 30 at the point-of-receipt server 31, and then
receives the ﬁﬁféﬁﬁégﬁ?né’r‘éﬁ&?ﬁigé% g’ﬂg%%llae?fng fheé)ésl ct?@rli[i%%%mqfrgg cialtransaction system

described abeye;dllegad duplicationts preventeth by thespurehasiag inferaationrewriting key 361.
However, even in cases where the purchasing information rewriting. key 361 is illquallg obtained etc.

by some meth68 S6XREESS HE FTrditasiftg nfofrhatidh %%ﬁetﬁﬁﬁﬁé?é}gp%ﬁe A illegally

duplicatedl, thepajatiekrageipt serven3l is.capahlesefcanfirmingswhether-ermat the ziser coming to
pick-up the merchandise is the rightful purchaser of the merchandise. 30 For example, as shown in

FIG. 23, when a uSete5t a fribbilé tehhbh® ii-T ptFeHEYes merthaldisB frdni fid %8S
point-of-purchase 20, the point=af-pyrchgse sexver2l- generates puschasing infepmatian 353 (arrow

421) using a

been illegally duplicated (arrow 423} is used when receiving
the merchandise, the point-of-receipt server 31 acqguires
10 the purchasing information 353 from the point-of-purchase
server 21 and confirms a card identificaticn number 351-2
allotted to the non-contact IC card 146-2 of the mobile
telephone 11-2 and an identification number (i.e. the card
identification number 351~1 allictted te the nen-contact IC
15  card 146-1) of the purchasing card contained in the
purchasing information 353 using the identificaticn number
{(i.e. the card identification number 351-1 allotted to the
non-contact IC card 146-1) of the purchasing card contained
in this purchasing information 253 {arrow 425 and arrow 426} .
20 It can therefore be known that the purchasing information
353 of the mobile telephone 11-2 has been illegally

duplicated.
The point-~cf-receipt server 31 described above 1is

g

capable of identifying the rightful purchaser of
25 merchandise in a more accurate manner.

Next, a description is given with reference to FIG. 24

of the flow of preocessing at the mobile telephone 11 and

zuthentication server 41 while reflecting the results of

commercial transactions carried out in the above manner in

30 the user ftrustworthiness stored in the non-ceontact IC card
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card identification number 351-1 allotted to the non-contact IC card 146-1 of the mobile telephone
11-1 and 5 provides this to the non-contact IC card 146 (arrow 422). Even if a mobile telephone 11
with purchasing information 353 of the non-contact IC card 146-1 that has been illegally duplicated
(arrow 423) is used when receiving the merchandise, the point-of-receipt server 31 acquires 10 the
purchasing information 353 from the point-of-purchase server 21 and confirms a card identification
number 351-2 allotted to the non-contact IC card 146-2 of the mobile telephone 11-2 and an

identification numher 6. thecard identifisation number 36d-1-allolied todhq Norngontaet IC 15 card
146-1) of the purchasing card contained Iin the purchasing information 353 using the identification

number (i.e. there#a fdéntificafor? Hammek 352 ML alotRRIB ke “don-contact IC card 146-1) of the
purchasing card copfaiged injthis, purchasing. information, 353 {(arrew:425.and afrow 4263 20 It can

therefore be known that the purchasing information 353 of the mobile telephone 11-2 has been
illegally duplidstiedCFRE pointof-redeiftisebter FIrgestribéd above s Tapasriofidénting the

ightul purchaser of 25 merghandise in.a mareaccuiate manner. Next adescripton s given with

reference to FIG. 24 of the flow of processing at the mobile telephone 11 and authentication server
41 while reflectimgetherresaitsesft comniedcialirahsdetions tarred oul i thé alberemananer in 30 the

user trustwortiingss siared 1 e nan-pontact 6 €3t 09440.0f the bl telephonerhd and the

store trustworthiness managed the authentication server .
mobile telephone 11 then provides temporary commercial

transaction information 391 to the authentication server
10 41 based on this reguest {(arrow 433).

The authentication server 41 then updates store
trustworthiness based on the acquired temporary commercial
transaction informaticn 3%1. MNext, the authentication
server 41 makes a reguest to the moblle telephone 11 for

15  the user trustworthiness 332, and acgulres the user
trustworthiness 2352 (arrow 434 and arrow 435), After the
acquired user trustworthiness 352 is updated, this updated
user trustworthiness 352 is provided to themobile telephone
11 together with the ugser trustworthiness rewriting key 363,

20 and the user trustworthiness 352 held in the mobile
telephone 11 is updated (arrow 436).

The mobile telephone 11 then updates the stored user
information 352 using the acguired user information
rewriting key 363. When updating is complete, the mobile

25 telephone 11 erases the user information rewriting key 363
and gives notification of completion ¢f rewriting to the
authentication server 41 (arrow 437}.

The authentication server 41 that has been notified of
completion of the rewriting then provides the temporary

30 commercial transaction information rewriting key 362 to the

mobile telephone 11, and the temporary commercial
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First, the user operates the mobile telephone 11 so as to access the server 41 (arrow 431). The
authentication 5 server 41 that has accessed the mobile telephone 11 then makes a request to the
mobile telephone 11 for the temporary commercial transaction information 391 (arrow 432) . The
mobile telephone 11 then provides temporary commercial transaction information 391 to the
authentication server 10 41 based on this request (arrow 433). The authentication server 41 then
updates store trustworthiness based on the acquired temporary commercial transaction information
391. Next, the autheptication seryer4k makes arequess to the:mekilegelepbopedd for 45 the user
trustworthiness 352, and acquires the user trustworthiness 352 (arrow 434 and arrow 435). After the
acquired useﬂ@&ﬁ%ﬁﬁin@%s%@ﬁ‘é%déﬁé’cﬁ s ﬁ%@éted user trustworthiness 352 is provided to the
mobile telephone 1Ltogether with the user thustwarthingss rewriting key- 363, 29-and-theyuser
trustworthiness 352 held in the mobile telephone 11 is updated (arrow 436). The mobile telephone 11
then updates tensterad adet TAfoPMALSH BSPASHIF et 4oy ifch USeriAfdrmTatisii féwfifing key 363.
When upgating. s, compieie.dhe dnalie 28.telephans I erasesile user infunation iuiing key 363
and gives notification of completion of rewriting to the authentication server 41 (arrow 437). The
authenticatior3$érvend Inthiat has besinenetifideEsft éapletibnseiiHe Fetitingahehiprévices the
temporary 30 commercial transaction Information tewrling key 362 Lo the. mabile telepane 11, and
the temporary commercia 70 transaction information 391 for which processing is

of deletion of the temporary commercial transaction

information 391 then provides notification of processing

10 completion to the mobile telephons 11 (arrow 440) and ends
processing relating to updating of the trustworthiness
information.

Further, when notification of completion of processing
is acquired, the mobile telephone 11 ends processing

15 relating to updating of trustworthiness information.

The following is a description with reference to the
floweharts of FIG. 25 and FIG. 26 of trustworthiness
cperation processing of the mobile telephone 11,

Firset, in step S171 of FIG. 25, the main control unit

20 131 of the mobile telephone 11 is coperated by the user so
as to access the authentication server 41, This processing
corresponds to the processing of arrow 431 of FIG. 24.

The authentication server 41 that has accessed the

mobile telephone 11 then, as described in the following,
25 requests temporary commercial transaction information 381
stored in the non-contact IC card 14€ of themobile telephone

1.

[

In step 8172, the main control unit 131 determines
whether or not a reguest for <temporary commercial

30 +transaction information made via the antenna 112 has been
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complete is deleted (arrow 438). The mobile telephone 11 then deletes the temporary commercial
transaction information 391 using the acquired 5 temporary commercial transaction information
rewriting key 362 and notifies the authentication server 41 when this is complete (arrow 439) . The
authentication server 41 notified of deletion of the temporary commercial transaction information 391
then provides notification of processing 10 completion to the mobile telephone 11 (arrow 440) and
ends processing relating to updating of the trustworthiness information. Further, when notification of
completion ofproceassing sratquitets thetmabile teleghcrertd padsprecessiny 13 rélating to

updating of trg}stwogthglgss infoggation. The following is a description with reference to the flowcharts
of FIG. 25 and #1G.-36 of tristworthiness operation processing of the mobile telephone 11. First, in

step 5171 of FIG. 25 4he mainiconfret smit 12013 I bfsthe anobilgtelephdnerl Itisrgperated by the user
So as to access the authentication server 41, This rocessing coges%onds to. the processing of arrow
GE S t?jlethen as

431 of FIG. 25T AGthBnticAfior Server &1 tRACRAS 5688583 e Mobile Felephohe
described in the fellowing: 25 reguests temporarsecaramercial gangaction hforawtion:33 stored in
the non-contact IC card 146 of the mobile teIePhone 11. In step 5172, th ain control unit 131
determines Wh&thet ot ot L T8test for t%ﬁ?po?&&téb%n}é}éf&?%“ﬁgﬁégc%bﬁ ﬁﬁ&?ﬁ%ﬁg‘n made via
the antenna 142 has been£1 asquired, andwaits until itis detesninedhaitacguisiionhe

authentication sexver 41 wvia the antenna 112. This
processing corresponds to the arrow 433 of FIG. Z4.

10 As described in the following, after updating the store
trustworthiness 3%4, the authentication server 41 that has
acquired the temporary commercial transaction information
391 makes a request to the meobile telephone 11 for the user
trustworthiness 352.

13 In step S174, the main control unit 131 determines
whether or not & reguest for user tTrustworthiness
informaticon has been acquired via the antenna 112, and waits
until it is determined that acguisition has taken place.

When it 1s determined that a reguest for user

20 trustworthiness information has been acquired, the main
control unit 131 advances to step $175, acguires user
trustworthiness 352 stored in the non-contact IC card 146,
and provides user trustworthiness information centaining
this user trustworthiness 352 to the authentication server

25 41 via the antenna 112. This processing corresponds to the
arrcw 435 of FIG. 24.

As described in the following, the authentication
server 41 that has acguired the user trustwerthiness
information updates the user trustworthiness 352 and

30 provides user trustworthiness information containing the
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has taken place. When it is determined that a request for temporary commercial transaction
information has been acquired, the 5 main control unit 131 advances to step 5173, acquires
temporary commercial transaction information 391 stored in the non-contact IC card 146, and
provides this to the authentication server 41 via the antenna 112. This processing corresponds to the
arrow 433 of FIG. 24. 10 As described in the following, after updating the store trustworthiness 354,
the authentication server 41 that has acquired the temporary commercial transaction information 391

makes a requgstio the mobiledelephore 4 foethe user dmustwerhiness 85202511 steps5174, the
main control unit 131 determines whether or not a request for user trustworthiness information has

been acquired ¥ the ditekfa 138 3af@waite divi itis defefied hat acquisition has taken place.

When it is determined that 8 request for user, 20{rustwerthinesg-informationshas been agquired, the
main control unit 131 advances to step 5175, acquires user trustworthiness 352 stored in the

non-contact |Gk 846, Bd Brovided useP TetlortiRéss MFSation SoMtAiRiny” IS Biser
trustworthiness, 352 10.the authentication, seryer 25:4l-Wa the.antenna 32 ckhis, pracessing

corresponds to the arrow 435 of FIG. 24."As described in the following, the authentication server 41
that has acquirad thérasersteustivsiRiness Shfcrafation tipdalesifie XaEr #GstwWoRRIN3S™B52 and 30

provides user trustworthiness informatign coptaining,the 722 updated-user iystyorthiness 352 and
user trustworthiness
determined that acgquisition has taken place.
When it is determined that the user trustworthiness
10 information has been acquired, the main control unit 131
advances the processing to step 5177, and the user
trustworthiness 352 stored in the non-contact IC card 146
is overwritten with the updated user trustworthiness 352
using the user trustworthiness rewriting key 363 contalned
15 in the acguired information.

The main contrecl unit 131 updated with user
trustworthiness 352 stored in the non-contact IC card 146
then advances processing to step S181 of FIG. 26, deletes
the user trustworthiness rewriting key 363, and provides

20 notification of completion of writing to the authentication
server 41, This processing corresponds to the arrow 437 of
FIG. 24.
2s described in the following, the authentication
server 41 that has acquired the notification of completion
25  of writing provides a temporary commercial transaction
information rewriting key 362 to the mobile telephone 11,
and instructs the deletion of the temporary commercial
transaction information 391 stored in the non-contact IC
card 146.
30 In step S182, the main control unit 131 determines

whether or not an instruction to delete the temporary
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rewriting key 363 to the mobile telephone 11. In step 5176, the main control unit 131 determines
whether or not a request for user trustworthiness 5 information containing the updated user
trustworthiness 352 and the user trustworthiness rewriting key 363 has been acquired via the antenna
112, and waits until it is determined that acquisition has taken place. When it is determined that the
user trustworthiness 10 information has been acquired, the main control unit 131 advances the
processing to step 5177, and the user trustworthiness 352 stored in the non-contact IC card 146 is

overwritten with;the updatediuser duistwerthiness 382 -using thesusertrustwerthinasswenriting key 363
contained 15 in the acquired information. The main control unit 131 updated with user_trustworthiness
352 stored in #i& nBREBARRL IS éard? 46 Wien Sdvahted procedsing!ts &P SR FFFIG. 26, deletes

the user trustworthiness rewriting key 363, and peqvides 20 notification of completion of writing to the
authentication server 41. This processing corresponds to the arrow 437 of FIG. 24. As described in
the following, the diit§éntiéation SsePreraToft had Béduireéd theRAFRENoNSIEORTetidn 25 of

writing provides atemporary commetgial trapsagtion infermation rewriting,key;362 to,the;mobile
telephone 11, and instructs the deletion of the temporary commercial transaction information 391
stored in the AerFBdHEEt (Chear¢IABr 30 InCStERS1 82 athe- Kl eorittIuAt 131 Hetérfiiines whether

or notan ins”P@H?@{ggsl%g§h§6t§rﬁ%%r%¥e¥13acquired) , the main control unit

131 advances the processing to step S183, and the temporary
commercial <transaction information 391 stored in the
10 non-contact IC card 146 is deleted using the acguired
temporary commercial transaction information rewriting key
- 362.
The main control unit 131 that has deleted the temporary
commercial +transaction information 391 stored in the
15 non-contact IC card 146 then advances processing to step
$184, deletes the temporary commercial <transaction
information rewriting key 362, and provides deletion
completion notification to the authentication server 41.
This processing corresponds to the arrow 439 of FIG. 24.
20 As described in the following, the authentication
server 41 that has acguired the deletion completion
notification then provides notification of completion cof
processing to the mobile telephone 11.
In step 8185, the main control unit 131 determines
25  whether or not notification of completion of processing has
peen acguired via the antenna 112, and waits until it is
determined that acquisition has taken place.
When it is determined that notification of completion
of processing has been acquired, the main control unit 131

30 completes the trustworthiness operaticn processing.
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commercial transaction information has been acquired via the antenna 112, and waits until it is
determined that acquisition has taken place. When it is determined that a temporary commercial 5
transaction information deletion instruction has been acquired (the temporary commercial transaction
information rewriting key 362 has been acquired) , the main control unit 131 advances the processing
to step 5183, and the temporary commercial transaction information 391 stored in the 10 non-contact
IC card 146 is deleted using the acquired temporary commercial transaction information rewriting key
362. The main conirokbinit 181 thas Aissrieictad the terfipdiafy dorimerdaffansetiondRformation 391

stored in the A5 pon;confact |G card:146 then, gdvances progessipg o sfep,a]84, deleles the

temporary commercial transaction information rewriting key 362, and provides deletion completion
notification tocdthe Baithienticationsesveral. This precessing eorréspdridento grrardw 439 of FIG. 24.

20 As described.in Ih%fo%%v%ingi I%he Sa%laengiga&i%q%ﬁ%&velra%l tta?)t hgg _@198%%% gpe‘gg@{ion

completion notification then provides notification of completion of processing to the mobile telephone

11. In step 5186 themmairhdored unitdsiadetermings 25wheéther op Aot ridtification éf.éompletion of

processing h%se geepl&clzqu'{ﬁd C\{ieaatgre. ntgng% 112, and waits until it is determined that acquisition
et

has taken placé " Whén itis detSrrined that notification of completion of processing has been

acquired, the mainrcontro) udit 13k 80 £pfipletes thedrustvgrthihessBpieration prbcessing. 74
authenticatiocn server 41 controls the communication unit
324, it is determined whether or not there has been an access

10 by the mobile telephene 11 using the processing of step 5171
of FIG., 25, and determination that an access has been made
is awaited.

When it is determined that there has been an access by
the mobile telephone 11, the CPU 311 advances the processing

15  to step S202, and a request 1s made to the mobile telephone
11 for'the'tempdrargfcommercial transaction information 381
stored in the non-contact IC card 146. This processing
corresponds to the processing of arrow 432 of FIG. 24.

The main control unit 131 of the mobile telephone 11

20 that requested the temporary commercial transaction
information 3%1 then provides the reqguested temporary
commercial transaction information 391 to the
authentication server 41 using the processing of step 8173
cf FIG. 25.

25 In step S203 the CPU 311 controls the communication unit
324, determines whether or not temporary commercial
transaction information 391 has been acguired, and waits
until it is determined that acgquisition has taken place.

When it is determined that the temporary commercial

30 transaction information 381 has been acquired, the CPU 311

advances processing to step 8204, calculates store
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Next, a description is given with reference to flowcharts of FIG. 27 and FIG. 28 of trustworthiness
operation processing of the authentication server 41 carried out in such a manner as to correspond
with 5 trustworthiness operation processing of the mobile telephone 11 described above. First, in step
S201 of FIG. 27, the CPU 311 of the authentication server 41 controls the communication unit 324, it
is determined whether or not there has been an access 10 by the mobile telephone 11 using the
processing of step 5171 of FIG. 25, and determination that an access has been made " is awaited.

When it is detemingg.that there hassheen an.aceessdyr- the mobiledelephone-11 othe- €BU 311

advances the processing 15 to step 5202, and a request is made to the mobile telephone 11 for the
temporary compinréint tareapton fiforemamien 302 L sicredif #id ABnlEoaBAT P 146. This

processing cquespads g dhe processing of At 432 08 EIG 24 Thespainucontiol el 131 of the
mobile telephone 1 that requested the temporary commercial transaction information 391 then
provides the regquested temporary 3commercial transaction information 391 to the authentication

server 4lgusing the processing of siep.S173 oLHG 29 Zodnstepo20adhe il 3 Leoptiols the

communication uni etermines whether or not temporary commercial transaction information
391 has beentegnirednand waitsh antibitisidéternined thatacquidition Fesetaken placeidVhen it is

determined that the temporary commercial,_ 30 transaction information 391 has:heen acguired, the
CPU 311 advancées pr(a)celfs‘é%%et(s)tst&)%zzﬁ Scalcutates stgr%clep* SRS’} PegBeen A6

trustworthiness information. This processing corresponds
to the processing of arrow 434 of FIG. 24.

10 The main control unit 131 of the mobile telephcne 11
that has acguired the user trustworthiness information
reguest then provides user trustworthiness information
corresponding to the reguest using the processing of step
5175 in FIG. 25.

15 In step S5206, the CPU 311 contrels the communication
unit 324 so as to determine whether or not user
trustworthiness information has been acguired, and waits
until it is determined that acguisition has taken place.

When it 1is determined that user trustworthiness

20 information has been acguired, the CPU 311 advances the
processing to step 8207, and calculates and updates the user
trustworthiness 352 using a prescribed method based on the
acquired user trustworthiness information.

The CPU 311 that has updated the user trustworthiness

25 352 then advances processing to step 8210 of PIG. 28,
controls the communication unit 324, and provides user
trustworthiness information containing the updated user
trustworthiness 352 and the user trustworthiness rewriting
key 363 to the mobile telephone 11. This processing

30 corresponds to the processing of arrow 436 of FIG. Z4.
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75 trustworthiness 354 using a prescribed method based on the acquired temporary commercial
transaction information 391, and updates the store trustworthiness 354 stored in the storage unit 323.
5 The CPU 311 with the updated store trustworthiness 354 then controls the-communication unit 324
in step S205 and makes a request to the mobile telephone 11 for user trustworthiness information.
This processing corresponds to the processing of arrow 434 of FIG. 24. 10 The main control unit 131

- of the mobile telephone 11 that has acquired the user trustworthiness information request then

provides user trustwyithiness infermatipnueeresEaNGHTY tnibereguess usingthesprecessing of step
5175 in FIG. 25. 15 in step 5206, the CPU 311+controls the cpmmunica}ion unit 324 so as to
determine wHetRer b At T8 TR MWOrNRESS TRTMARET has HEENREGUIR 4RE WakE until it is

determined that acguisition, has taken plases\Wherdhis-deiermined thatuserdrustwortiness 20
information has been acquired, the CPU 311 advances the processing to step 5207, and calculates

and updates BROTSEI rastwortHiness352 udifg a predcribedittiicd basedon te dcifiired user
trustwortiness, infarmation. The CRU3L fhat-has, updatedthesex frustwerthingss; 251352 then

advances processing to step 5210 of FIG. 28, controls the communication unit 324, and provides user
trustworthinessiinfdrmatioh-containing the updated user trustworthiness 352 and the user

trustworthiness rewtiting key363:to the mohile telephong 11, This.processing 30.corresponds to the
processing of arrow 436 of FIG. 24!

unit 324 so as to determine whether or not notification of
completion of writing has been acguired, and waits until
10 it is determined that acguisition has taken place.

When it is determined that notification of completion
of writing has been acguired, the CPU 31lladvances processing
to step 5212, controls the communication unit 324, provides
the temporary commercial transaction information rewriting

15 xey 362 to the mobile telephone 11, and instructs the mobile
telephone 11 to delete the temporary commercial transaction
information 391 stored in the non-contact IC card 146. This
processing corresponds to the processing of arrow 438 of
FIG. 24.

20 When the main control unit 131 of the mobile telephone
11 deletes the temporary commercial transaction information
391 using the acgquired temporary commercial transaction
information rewriting key 362 based on the instruction from
the authentication server 41, the processing advances to

25 step 2184 of FIG. 26, and deletion completion notification
is preovided to the authentication server 41.

In step $213, the CPU 311 controls the communication
unit 324 so as to determine whether or not deletion
completion notification has been acquired, and waits until

30 it is determined that acguisition has taken place.
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76 The main control unit 131 of the mobile telephone 11 that has acquired the user trustworthiness
information then updates the user trustworthiness 352 stored in the non-contact IC card 146 and
provides this to the 5 authentication server 41 using the processing of step 5181 of FIG. 26. In step
5211, the CPU 311 controls the communication unit 324 so as to determine whether or not notification
of completion of writing has been acquired, and waits until 10 it is determined that acquisition has
taken place. When it is determined that notification of completion of writing has been acquired, the

CPU 31ladvancegpiogessing tostep 2212,60nirols thesgompminicatign unit-32 Pravides the
temporary commercial transaction information rewriting 15 key 362 to the mobile telephone 11, and

instructs the Abllé Ltefdphone e o dietke tHC@BMporary cohfinerdial trahsaction 3nfdifation 391

stored in the pan-contact IC card 146. This,progessing correspopds i the-processing of arrow 438 of
FIG. 24. 20 When the main control unit 131 of the mobile telephone 11 deletes the temporary

commercial téhsactivg inforiatien 391 LSirpthecac Qiiredtamedrapy commerdaitFaisaction
information eI key AeZ0ased on dae nstrugondram, e authenticalion sepyst A, the

processing advances to 25 step S184 of FIG. 26, and déletion completion notification is provided to

the authenticatien sewer4simostep 5218cthetGPUFL IEESHrold the communication unit 324 so as to
e et oLt o D430 92 980 e A el 201
of processing, in step S215, a determination is made as o
whether or not trustworthiness operation processing 1is
10 complete. When it is determined not to be complete, the CPU
311 returns processing to step 5201 of FIG. 27, and the
process from there conwards is repeated. _

Further, when it is determined that the trustworthiness

operation processing is complete, the CPU 311 ends the
15  trustworthiness ocoperation processing.

In the abkove, the mobhille te;ephon@ 11 and the
zuthentication server 41 update the values of the user
trustworthiness 352 and the store trustworthiness 354 and
reflect the results cf the commercial transaction on this

20 occecasicn in each trustworthiness. The updated user
trustworthiness 352 and store trustworthiness 354 are then
used. during the next commercial transaction.

As in the above, it i3 possible to sasily carry out safer
electronic commercial transaction by identifying

25  purchasers of merchandise using purchasing information 353
that is information the point-cf~receipt sexrver 31 of the
point of receipt 30 where the merchandise is delivered
cannot update without using a specific key and the card
identification number 351 allotted te the non-contact IC

30 card 146 storing the purchasing informaticon 353.
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77 When it is determined that deletion completion notification has been acquired, the CPU 311
advances processing to step 5214, controls the communication unit 324, and provides notification of
completion of processing 5 to the mobile telephone 11. This processing corresponds to the
processing of arrow 440 of FIG. 24. When the CPU 311 provides notification of completion of
processing, in step 5215, a determination is made as to whether or not trustworthiness operation
processing is 10 complete. When it is determined not to be complete, the CPU 311 returns processing
to step S201 of FIE12Z e tHe processhomlthere ondards isirepakd Fukthel iwheiFit is

determined that i Yuswioriiness, opetalignProcestind i campieie dhig SR 314 end the 15

trustworthiness operation processing. In the above, the mobile te pFlone 11 and the authentication
server 41 update: Hexrvalags of theedsetotrustwaxthitiass 352dared #ecstere trustworthiness 354 and

reflect the results qf the commercial transaction on this 20 occasion in each tr é.ltworthin ss. The
i ’ Ton feyyiiag] al Cransac NS ¢
updated user trus?&v%rrt%?ﬁrgs% 352 and %?berg trushworthiness 354 are then tse gunng the next

commerdial traasaction: iAsiin thecaboye, it iscpdssipleito Basihacamy out safer ekectrorge commercial
transaction by identifying .25 purchasers of merchandise usigglpyr asing .iQfPrrPatiQn 353 that is

information the POt OF-recaipt s8rvet 3T B the® pbint of receip “30(\:/% i&re thé mierchandise is delivered
cannot update-withett ysing @=spesific key-archthecared gidentification numnber 351 allotted to the
non-contact IC 30 %grghlef ggg?vrien,g ;hsespﬁjé%%aslig%ilnéqrrg%tjog %?%%cription is given

where illegal duplication of the purchasing infermation 353

10 stored in the non-contact IC card 146 is not pessible, but
it is also possible to ensure that it is possible to change
a purchaser (i.e. transfer purchasing informaticn 353 to
ancther device) providing the permission of the
point-of-purchase 20 i1s recelved.

15 For example, as shown in FIG. 28, when a purchaser mobile
telephone 11-3 constituting a mobile telephone used when
purchasing merchandise transfers purchasing information
353 stored in a non-contact IC card 146-3 to a transfer
destination mobile telephone 11-4, a transfer destination

20 cardidentificationnumber {(i.e. cardidentification number
351-4) is overwritten {taken to be purchasing information
453) with a purchasing card identification number 353 (i.e.
card identification number 351-3) contained i1in the
purchasing information 353, and stored in a non-contact IC

25 cardl46-4 of the transfer destinationmobile telephone 11-4
{arrow 463).

The point-of-purchase server Z1 then manages both the
purchasing card identification number (i.e. card
identificaticon number 251-3) and the transfer destination

30 cardidentificationnumber (i.e. cardidentification number

351-4), and provides purchasing information 453 containing
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78 Further, it is possible to carry out safer electronic commercial transaction by calculating
trustworthiness of a user registered for a service and a store. Moreover, safer electronic commercial
transactions can 5 be carried out by setting information such as user trustworthiness in such a
manner that this information cannot be read out without using a password etc. In the above, as shown
in FIG. 23, a description is given where illegal duplication of the purchasing information 353 10 stored
in the non-contact IC card 146 is not possible, but it is also possible to ensure that it is possible to
change a purchaser (i.e.{ransfer purchasinginfermation353.to angther device), provdding the
permission of the point-of-purchase 20 is received. 15 For example, as shown in FIG. 29, when a
purchaser mobflenfelepierel I 3 edrtifutitgta obieieléph6Re 886d WhéR FureRasiig
merchandise frangfers, purchasing infarmation -353 stored in-g non-pontact IC-card 146-3 to a transfer
destination mobile telephone 11-4, a transfer destination 20 card identification number (i.e. card
identification numbBre3514Y i évehditiarftakattaiss purchasing MGTMaRioke 4881'®AtA a purchasing
card idenyiicafion pymhey 353, gard identfioation,aumber 351,3) contained intbe. purchasing
information 353, and stored in a non-contact IC 25 card 146-4 of the transfer destination mobile
telephone 11-#e (arrawmd68E ;te point-of Purehrabeaserver AF theremanages both the phfchasing card
identification number %i}.g;_%%rg Identification nymbeg 351-3) Oq,piditpﬁit%sfertq\eestinaggr} 30 card
identification iumMber (i.e. card identification number

identification number 351~4 of the non~-contact ICcard 146-4

of the transfer destination mobile telephone 11-4 and the

10 purchasing information 453 using the purchasing information
453.

Next, a description is given of transfer processing by

the purchaser mobile telephone 11-3 of FIG. 29 with

reference to the flowcharts of FIG. 3C and FIG. 31. In the

15 following, the configuration of the purchaser mobile

ot

elephonse 11-3 and the transfer destination mobile
telephone 11-4 is the same as the configuration of the mobile
telephone 11 and FIG. 2 to FIG. 6 may also be cited for the
configuration of the purchaser mobile telephone 11-3 and
20 the transfer destination mobile telephone 11-4.

First, in step $231, the main control unit 131 of the
purchaser mobile telephcone 11-3 makes a request to the
point-of-purchase server 21 via the network 10 for
permission to transfer the purchasing information 3353.

25 &s described in the following, the point-of-purchase
server 21 that has acquired the transfer permission reguests
the purchasing‘information 353 stored in the non-contact
IC card 146-3 of the purchaser mobile telephone 11-3 and
card identification number informaticn containing the card

30 identification number 351-3.
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351-4), and provides purchasing information 453 containing 79 the purchasing card identification
number (i.e. card identification number 351-4) when a request is made to the point-of-receipt server
31 for purchasing information. The user of the transfer destination mobile telephone 5 11-4 is then
authenticated as the rightful purchaser of the merchandise (arrow 465 and arrow 466) as a result of
the point-of-receipt server 31 confirming the card identification number 351-4 of the non-contact IC
card 146-4 of the transfer destination mobile telephone 11-4 and the 10 purchasing information 453

using the purchaS| r%q@éga%?%gf é\l%tig erpggndggjcv f?fcg@r%%grg)é%gé g]grby the

purchaser mobllet ore 29 with reference to the flowcharts 30 and FIG. 31. in
the 15 followmgthéeonaga@mgn@fmebdeﬁmnm@ale«r}t@emmeiln@and the ¢ramsfer destination

mobile telephgne (ﬁ A s the same as the confgyratlog ogth moblle tecgepl—{i 11 ajr]d FIG. 2 to FIG.
6 may also be Gite e con?gura?on oPtlﬁe purc Raderniob e ?eﬁephone 50'the transfer

destination m@@fﬁot@i@uh@frejzﬂaﬂllémsﬂ;lmsm&&hqhem cenhioMa*mﬁ:]sSLnt:th.‘e pturchaser

mobile tel phone él -3 makes ]guest to the paint- of-%urchasgﬁserveE%Zl via the network 10 for
perm|SS|on to tran fee??ﬁglbﬁﬁc as a@ m?o?ﬁ%ﬂ%ﬁ%%%n Sstribet 17 the following, the

point-of-purchase werveri2l thathassaequiretl thestransferqpermission relguests: dhe plirchasing
information 353 stored in the nan-contact IC card 146-3 of the purchaser mobile telephone 11-3 and

card identificafiS AEfber S¥or Ao coRtaminy thecatg 2 - 1°n number information

has been acquired, in step 5233 the main control unit 131
provides the purchasing information 3533 and card

10 identification number information to the point-of-purchase
server 21 wvia the network 10.

Ls described in the following, . when the
point=-of-purchase server 21 that has acguired the
purchasing information 353 and card identification number

15  information has carried out zuthentication of the acquired
purchasing information 353 using the card ildentification
number 351-3 contained in the acguired card identification
number information so as to authenticate the purchasing
information 353, card ildentificaticn number information

20 containing the card ildentification number 351-4 of the
transfer destination of the purchasing information 353 is
reguested.

In step 5234, the main control unit 131 of the purchaser
mobile telephone 11-3 determines whether or not a reguest

25  for this card identification number information of the
transfer destination has been acquired, and waits until it
is determined that acquisition has taken place.

When it is determined that a reguest for the card
identification number information o©of the transfer

30 destination has been acquired, the main control unit 131

advances processing To step 8235, a determination is made
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30 identification number 351-3. 80 In step 5232, the main control unit 131 of the purchaser mobile
telephone 11-3 determines whether or not a request for this purchasing information 353 and card
identification number information has been acquired, and waits until it 5 is determined that acquisition
has taken place. When it is determined that a request for the purchasing information 353 and card
identification number information has been acquired, in step 5233 the main control unit 131 provides
the purchasing information 353 and card 10 identification number information to the point-of-purchase

server 21 via the Qetwo%( ]t% éAs dggctﬂ?f?gé% the fQJIOWI:%gf é/\dwegél%ec ;Rajnt-af-purchase server 21 that

has acquiredatﬁe bﬂrcﬂagng informia and card identification number 15 information has
carried out autbenticatios ofithe aequired: purchasinglinédrimatiors 8353 usingthe tard identification

number 351-3 contained in the acguir%d card idenfification number {nfggngg%%sg 2819 authenticate
the purchasinl Tfomiatdr 3B3  card iddhtification iumber mformation 20 containing thé card

identification pumbee 8514 eftbe ctransfer destinatios of the parchasingantormation 353 is requested.

In step 5234, the main control unit 131 of th?e purchpﬁer mo%ile teIephon_]Bl-S %%ermérges whether or
not a requiest 25 f8FHis CARFidEMTHCARGH nuMBErinfornTatiorFoftHe transtér déstination has been

acquired, and-waits; uatl H.isdetermipedihat asquisitigrhhasstaken: plaeecWhen itisdefermined that a
requestkwthgéggilggngggﬁmqggygggiggg@ggfnfgEggégugﬂ%;4 ig positioned
within the communicaticn range of the non-contact IC card
146~3, the CPU 161 of the non-contact IC card 146-3 detects
10  the non-contact IC card 146-4 and notifies the main control
unit 131 via antenna 170.

When the main control unit 131 of the purchaser mobile
telephone 11-3 determines that the transfer destination
mobile telephone 11-4 is present within the communication

15 range of short-range wireless communication by the
non~contact IC card 146-3 based on information provided by
the CPU 161, the main control unit 131 advances the
processing to step 3236, controls the non-contact IC card
146-3, and makes a request to the transfer destination

20 mobile telephone 11-4 for card identification number
information containing the card identification number 351-4
using short-range wireless communication.

The transfer destination mobile telephone 11-4 that has
been requested for the «card identification number

25 information, as described in the following, provides the
requested card identification number information to the
purchaser mobile telephone 11-3 using short-range wireless
communication.

In step 8237, the main control unit 131 of the purchaser

30 mobile telephone 11-3 controls the non-contact IC card 146-3

sc 2s to determine whether or ncot the card identification
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30 destination has been acquired, the main control unit 131 advances processing to step 5235, a
determination is made 81 as to whether or not the transfer destination mobile telephone 11-4 is within
communication range of short-range wireless communication by the non-contact IC card 146-3, and
determination that this is the case is awaited. 5 When the purchaser mobile telephone 11-3 and the
transfer destination mobile telephone 11-4 are close to each other so that the non-contact IC card
146-4 is positioned within the communication range of the non-contact IC card 146-3, the CPU 161 of

the non-contagtIC: card: 146-3 detects 10:theyonscontact IC casd 146:4. and natifiesJbg,main control

unit 131 via antenna 170. When the main control unit 131 of the purchaser mobile telephone 11-3
determines theat the transferdestinbtiorimichile telephbhesirnd is grédér witHinthe tbfimunication 15

range of shorﬁg%n% ireﬁle S ggrénmunication by the non-contact IC card 146-3 based on information
provided by the C 8| eGi, e main control unit 131 advances the processing to step 3236, controls
the non-contact ICitasah 146-3s andimakes:adegbest toatrel trafisfer idestination 20undisite telephone

11-4 for %ard Edﬁ gg%%[@forg}u?bgcdiinfo?rg:nargiggncron gig{riql@gicoardrligsentgi ation .rp_l%]%{ 351-4 using
short-range ereféss Communication. The transfer éestlnatlon mobile te?ep%one %]#4 that has been
requested forthe cazd identificationumimbes 128 infermation,rasdescribed m #iefoliviag, provides the
e e rfileaton Lmper bIUAon IS PUIBIRSSIRONE [EgRRRU g uoing
the transfer destination is provided TO the
polnt-of-purchase server 21 via the network 10.
10 Ls described in the following, the point-of-purchase
server 21 that has acguired the card identification number
informatioﬁ of the transfer destination updates the
purchasing information 353 using the card identification
number 351-4 contained in the acguired card identification
15 number information, generates purchasing information 453
containing the card identification number 351-4, and
provides this to the purchaser mobile telephone 11-3
together with the purchasing information rewriting key 361.
In step $239, themain control unit 131 of the purchaser
20 mobile telephone 11-3 determines whether or not the updated
purchasing information 453 and purchasing information
rewriting key 361 have been acguired, and waits until it
is determined that acgquisition has taken place.
When 1t is determined that the updated purchasing
25 information 453 and purchasing information rewriting key
361 have been acguired, the main control unit 131 advances
processing to step S241 of FIG. 31, a determination is made
as tc whether or not the transfer destination mcbile
telephone 11-4 is within communication range of short-range

30 wireless communication by the non~contact IC card 146-3,

and determination that this is the case is awaited.
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in step 5237, the main control unit 131 of the purchaser 30 mobile telephone 11-3 controls the
non-contact IC card 146-3 so as to determine whether or not the card identification 82 number
information of the transfer destination has been acquired, and waits until it is determined that
acquisition has taken place. When it is determined that card identification number 5 information for
the transfer destination has been acquired, the main control unit 131 advances processing to step
S238, and the card identification number information acquired for the transfer destination is provided
to the point-of-puri¢hase sérves 2Gfetheinadork 2. 10¥s desaribedrin desfolloding the

point-of-purchase, server21 hat has acquired gllecﬁa.rlg i% %IM Eig numbey . information of the
transfer destizﬁgst?oln‘apagtleesﬁhg ngurégaginé%n ormation %3 usﬁg t%e card idaén%%éation number
351-4 containesliin the acquitechcard idéitifcation dSsnumtbrerdisfoimation, geheratég parchasing
information 453 contglnln the card |derjctg|g%t|9[|a ngg}:l:)gr%g%-_% angngrovi%g%t Is ta the purchaser

mobile telephgﬁgtﬂg “together with-the purchasing information r’ewrltlngpkey 3 T n step 5239, the

main corgrol wptiz3kef theyptrehasetg20 mobietelephone 14153 detenmines whetherioronot the
updated purchasing information 453 and purchasing.information _rewriting key 361 have been
acquired, and-Waits UAtiiCTs H%Ve?ﬁn?ﬁ@@tﬁﬁya?’q%?siﬁgn TAS taRER Blacs. Whyé:n*if T d&termined that
the updated prghasing 25 irfermaton 453-and puchasing dhforatiam eawriting keye3&1 have been
acquired, the main control unit 131 advances processing to step 5241 of FIG. 31, a determination is

+ \

made communication.
As described in the following, the transfer destination
10 mobile telephone 11-4 provided with the purchasing
information 453 and the purchasing information rewriting
key 361 records the updated purchasing information 453 in
the non-contact IC card 146-4 using the acquired purchasing
information rewriting key 361. When recording is complete,
15  the purchasing information rewriting key 361 1s deleted,
and completion of writing is provided to the purchaser
mocbile telephone 11-3.
In step 85243, the main control unit 131 of the purchaser
mobile telephone 11-3 controls the non-contact IC card 146-3
20  soas to determine whether or not notification of completion
of writing has been acguired, and waits until it is
determined that acguisition has taken place.
When it is determined that notification of completion
of writing has been acguired, the main control unit 131
25 advances processing to step 3244 and provides the acquired
notification of completion of writing Lo the
point-cof-purchase server Z1.
The point-of-purchase server 21 that has acquired the

£

notification of completion of writing provides the

30 purchasing information rewriting key 361 to the purchaser
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as to whether or not the transfer destination mobile telephone 11-4 is within communication range of
short-range 30 wireless communication by the non-contact IC card 146-3, and determination that this
is the case is awaited. 83 When it is determined that the transfer destination mobile telephone 11-4 is
within communication range, the main control unit 131 advances processing to step 5242, controls
the non-contact IC card 146-4, and provides the 5 updated purchasing information 453 and purchasing
information rewriting key 361 to the transfer destination mobile telephone 11-4 using short-range

wireless comygunication.4s desiibed in-the fallgwing, Hie tagstey destinafion J matde telephone
11-4 provide with the purchasing information 453 and the purchasing information rewriting key 361
records the updatetepuincbasing énfoanation 453 in the non-contact IC card 146-4 using the acquired

purchasing informfltiontrewgigrl kegﬁ@%g%@%ﬁ?%@jﬂgfﬁ{f%ﬁ'% ), %géh&ﬁ%ﬁggggg information

rewriting key 361 5’48 etee"%l, and completion of writing is provided to the purchaser mobile telephone
11-3. In step 5243, lthetmaivtantmol Lhit 3 3k oktteiperchaser - mobile tefephoher Ex@scontrols the
non-contact IC'ca(gJIEa 46(:-3 ZOO%ot%s to detq\rmme whether or not noﬁfellcatlon of comg\lj%/%%n of writing

has beenDvaﬁ?rJé fdwaltsuntit iti§ etermiined tha %E(Iflfiglﬁgﬁ agtgﬁgﬁaggg. enitis
determined that metifisatiarooheompletan «ofarritinghas beén acquirediahe snaintcdhtrotunit 131 25
advances progessing 1o step, 3244 and provides the acquired ngtification, gf. completion of writing to the
When it is determined that a request to delete purchasing
information has been acquired, the main control unit 131
10 advances processing to step 5246 and deletes the purchasing
information 353 stored in the non=-contact IC card 146-3
using the purchasing information rewriting key 361.

When deletion is complete, instep S247, themain control
unit 131 provides deletion completicn notification to the
point-of-purchase server 21, and transfer processing is
complete.

Next, transfer processing by the point~ocf-purchase
server 21 executed corresponding to transfer processing by
the mobile telephone 11-3 as described above is described
20  with reference to the flowcharts of FIG. 32 and FIG. 33.

In step $261, the CPU 2010of the point-of-purchase server

21 controls the communication unit 224 so as to determine

whether or not a transfer permission request has been

acquired from the purchaser mobile telephone 11-3, andwaits
25 until it is determined that acguilsition has taken place.
When it is determined that a transfer permission reguest

has been acguired, the CPU 201 advances the processing to

step S262, and a reguest 1s made to the purchaser mobile

telephone 11-3 for the purchasing information 353 and the
30 card identification number information containing the card

identification numbasr 351-3.



point-of-purchase server 21. The point-of-purchase server 21 that has acquired the notification of
completion of writing provides the 30 purchasing information rewriting key 361 to the purchaser 84
mobile telephone 11-3 and requests deletion of the purchasing information 353. In step 5245, the
main control unit 131 of the purchaser mobile telephone 11-3 determines whether or not a request 5
for deletion of the purchasing information has been acquired from the point-of-purchase server 21, and
waits until it is determined that acquisition has taken place. When it is determined that a request to
delete purchasing Iinfermeaticre Rasdbeer &equired theomainicohtol el 132 U9laRaMEes processing

to step S246 and.deletes the purchasing information 353 sfored.in the non-contact 1C.¢ard 146-3
using the purﬁ ginﬁe?’%?r%‘a |§In%rrévrvriﬁ%8 IPe%/rSCG%ﬁ ﬁﬁ\%niﬁﬁg#%éﬁ“cgognggg{e%n step 5247, the main
control unit 13% provides deletion conmpletiorvaatificafionrte therl 5-paint-pfeponchase skever 21, and

transfer processing is_complete. Next, transfer processing by the point-of-purchase geryer 21
executed corfesPonRdingto trdnefer procésSing l%r/1 1 grrlralogb%lgrielepf?g]r%e 113 é‘g des?c%r%%d above is

described 20 with-referepee 1o thenfleeharis:abkie: 32-and FIG. 33. In step 5261, the CPU2010f the
point-of-purchase server 21 controls the comm#}éﬁs\tion unit 224 so as to determine .whether or not a
Giret

transfer permission feduedt has beent4&q {R& hurchaser AobiRTelephons 11-3, and waits
25 until it is determined; that acquisitior hastaken plasen dthen itis tleterained thatatransfer

pewmsgonregggggmation 353 and card identification number information
has been acquired, and waits until it is determined that

10 acquisition has taken place.

When it is determined that the purchasing information
353 and the card identification number information, the CPU
201 advances processing to step 3264, purchasing
information 353 corresponding to (having the same

15 purchasing identifier as} the acquired purchasing
information is retrieved from the storage unit 223, and the
purchasinginformationSSBpmovidedkﬂrthepurchaserﬁmbile
telephone 11-3 and card identification number 351-3
containedjxlthecardidentificationnumberinformationare

20 zuthenticated using the retrieved purchasing information
353,

In step 565, the CPU 201 determines whether or not the
purchasing information 353 and card identification number
351~3 are authenticated.

25 When it is determined that the individual information
333 is authenticated, the CPU 201 advances processing to
stap $S266, controls the communication unit 224, and makes
a reguest to the purchaser mobile telephone 11-3 for card
identification number information containing the card

30 identification number 351-4 of the transfer destination.
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has been acquired, the CPU 201 advances the processing to step 5262, and a request is made to the
purchaser mobile telephone 11-3 for the purchasing information 353 and the 30 card identification
number information containing the card identification number 351-3. 85 In step S233 of FIG. 3, the
purchaser mobile telephone 11-3 requested for the purchasing information 363 and the card
identification number information then provides the requested purchasing information 353 and card 5
identification number information. In step 5263, the CPU 201 controls the communication unit 224 so
as to determine whether or not the purchasing information 353 and card identification number

information has beleh aEqairéd 3 b waits unth it istdeterhimeahat MEPacquisRibPFiEaken place.
When itis detﬂm@ag%ts%titae@uwsiygﬂgmﬁoncééé and the card.identification number

information, the CPU" 201 advances processing to step 5264, purchasing information 353
corresponding- toS(hervirigi thie samé 15 putchagsing ivertifier agetelacuied purehasirigénformation is

retrieved fro tQ@ sforage L{m't A tp Q,ur%asing information 353 provided by the purchaser
mobile tele[%)nenll-ﬁn% car ?all en?léf]:%at%gn number 351-3 contained in the card identification

number iGformatiort ares2@puftiiticatateusiay thel fetdevedrpurehasing dnformatios 3531 In step 565,
the CPU 201 deteLmi whether or no tohe_ ngc&al%ﬁg inforrrpgligg§530 nd %%rg id%%tgi&ation

number 351-3are auffienticated. 25 When it is determined that the individual information
identification number information of the transfer
destination has been acguired, and waits until it 1is
determined that acguisiticn has taken place.
10 When it is determined that card identification number
information of the transfer destination has been acquired,
the CPU 201 advances processing to step 83271 of FIG. 33,
and the purchasing information 353 is updated using the card
identification number 351-4 contained in the acquired card
15 identification number information o¢f the transfer
destination using the purchasing information rewriting key
361. S8pecifically, the CPU 201 overwrites the transfer
destination card identification number {card
identification number 351~4) with the identification number
20 of the purchasing card contained in the purchasing
information 353 so as to generated upcated purchasing
information 453. |
Then, in step $272, the CPU 201 provides the updated
purchasing information 453 <tc the purchaser mobile
25 telephone 11-3 together with the purchasing information
rewriting key 361.
The purchaser mobile telephone 11-3 that has acguired
the updated purchasing information 453 and the purchasing
information rewriting key 361 then provides the updated

30 purchasing information 453 and the purchasing information
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353 is authenticated, the CPU 201 advances processing to step 5266, controls the communication
unit 224, and makes a request to the purchaser mobile telephone 11-3 for card identification number
information containing the card 30 identification number 351-4 of the transfer destination. 86 In step
S238 of FIG. 30, the purchaser mobile telephone 11-3 provides the requested card identification
number information of the transfer destination to the point-of-purchase server 21. 5 In step 5267, the
CPU 201 controls the communication unit 224 so as to determine whether or not card identification
number information of the transfer destination has been acquired, and waits until it is determined that
acquisition hasstaken prace k&Y WhER it isdetdtfinedanaticard deRtificaionTiuniber likformation of
the transfer destination has been acqui the .CPU 201 advances processing to step S271 of FIG.
33, andthe p%?gﬁ s%ﬁ&r%nfS?mgtiﬁn%%S?i% Sﬁdgélt%g using the card identification number 351-4
contained in the adtjuiredhcardfiS ientificatfon trpibet iformationiof the tishsier destfation using
the purchasing information rewriting key. 361. Specificall N enwrite ansfer
destination crz];lgrg i %re}ti |€éat?bﬁ£/r\%5mcf€%? é&ﬁatﬁ%ﬁt%%gt%r% ng]r% %‘E gg%l%)%itﬁy\{hé Ii§dté;]?tﬁ‘t?():ation number

20 of thefpurchasing sardxohtairted, in thespurchasing snformrtiohs358 sbeastorgenératéd updated
purchasing informatipn 453. The

0 on 4% or]di'%stce 82072, tbegP%;D%iprovig%sm_,%ggg%ed purchasing
information 453 {0/ the purch&sét mabite” 5 telephons 1123 fogether with the plirchasing information
In step S273, the CPU 201 controls the communication
unit 224 so as to determine whether or not notification of
completicon ¢of writing has been acquired, and waits until
10 it is determined that acguisition has taken place.
When it is determined that notification of completion

£

of writing has been acquired, the CPU 201 advances
processing to step 5274, the purchasing informaticn
rewriting key 361 is provided to the purchaser mobile
15 telephone 11-3, and a request for deletion of the purchasing
information 353 is made to the purchaser mobille telephone

i-3.

[

f+er the purchasing information 353 is deleted, in step

$247 of FIG. 31, the purchaser mobile telephone 11-3

20 provides deletion completion notification to  the
point-of-purchase server 21.

In step $275, the CPU 201 controls the communication
unit 224 so as to determine whether or not deletion
completion notification has been acguired, and waits until

25 it 1s determined that acguisition has taken place.

When it i1s determined that deletion completion
notification has been acguired, the CBU 201 advances
processing to step S276 of FIG. 33.

When it is determined in step S$265 of FIG. 32 that

30  purchasing information is not authenticated, the CPU 201

advances processing to step S268, and processing of step
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rewriting key 361. The purchaser mobile telephone 11-3 that has acquired the updated purchasing
information 453 and the purchasing information rewriting key 361 then provides the updated 30
purchasing information 453 and the purchasing information 87 rewriting key 361 to the transfer
destination mobile telephone 1_1-4 for recording. When notification of completion of writing is
acquired by the transfer destination mobile telephone 11-4, in step 5 S244 of FIG. 31, the purchaser
mobile telephone 11-3 provides the notification of completion of writing. In step 5273, the CPU 201
controls the communication unit 224 so as to determine whether or not notification of completion of
writing has begh7acouiredr ane swits urtil 2E0 i 1s determined thatacqisigod hag takadplace. When it
is determined that notification of completion of writing has been acquired, the CPU 201 advances
processing to8t&)r 5274, the purchasing information rewriting key 361 is provided to the purchaser
mobile 15 telephonenl 33:arEbd tequest fordelétion of therpurebasingt Infermation353:1® made to the

purchaser mobile telephone 11-3. After the purchasing information 353,is.deleted., i p S247 of
FIG. 31, the pb%%%é%@‘ﬁ%ct%fse%%elﬁ% g nio ! RISE

. L 15 determing
20 provides deletion compleﬁon notification to the
point-of-psirchase server 21 elnestepra2 Tt C P 20T controts-the comymunisation SErfift 224 so as to
determine whether or not deletion completion no ificatior‘.thas been acquired,gggevg%iésduntil 251itis

determined that aEdisitic haBfakef plaggsss trom there onwards L3

Further, when completion of the transfer processing is
determined in step 8276, the CPU 201 ends transfer
processing.

10 Next, a descripfion is given with reference to the
flowchart of FIG. 34 of transfer processing by the purchaserx
mobile telephone 11-3 and transfer processing by the
rransfer destination mobile %telephone 11-4 executed to
correspond o the transfer processing by the

15 point-of-purchase server 21.

First, in step S$291, the main contrel unit 131 of the
transfer destination mobile telephone 11-4 controls the
non-contact IC card 146-4 so that, as a result of the
processing of step 5236 of FIG. 30, a determination is made

20 as towhether or not a request for card identification number
information has been acgquired from the purchaser mobile
telephone 11-3, with a determination this has been acquired
then being awalted.

When it is determined that a reguest for the card

25  identification number information has been acgquired, the
main control unit 131 advances processing to step S292,
controls the non-contact IC card 146-4, makes a
determination as to whether or not the purchaser mobile
telephone 11-3 is within communication range of short-range

30 wireless communication by the non-contact IC card 146-4,

arnd awaits a determination that this is the case.
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When it is determined that deletion completion notification has been acquired, the CPU 201 advances
processing to step 5276 of FIG. 33. When it is determined in step S265 of FIG. 32 that 30 purchasing
information is not authenticated, the CPU 201 advances processing to step S268, and processing of
step 88 S276 is proceeded to after carrying out prescribed error processing. In step 5276, the CPU
201 determines whether or not the transfer processing is complete. When it is determined not 5 to be
complete, the CPU 201 returns processing to step S261 of FIG. 32, and the process from there
onwards is repeated. Further, when completion of the transfer processing is determined in step 5276,
the CPU 201 endsHreisfer frocaysinga£6 NeOa descripfiof i §iven with feféréfce®tdthe flowchart

of FIG. 34 of transfetprogessing, by the pyrehaser mobile felephane tl:3.and fransfer processing by

the transfer destination mobile telephone 11-4 executed to correspond to the transfer processing by
the 15 point-ofsperchase Seater2ie First-insiér 5291 Ctheandin déntiolihib 231 bi-gieetransfer

destination mobile telephone_ 11- $ fhe .nqn- o%t.acu%c%ql;g%A;:%q:tpagcagglrgsult of the
processing ofwsjtgg%lé?, héef ﬁé@%ﬁ%%ﬁer%n%%%%s made 20 as to Whnether or not a request for card
identificafion Adréber, inforntation hasdeemacyuited fronethie plrclraserimobife deteptione 11-3, with

a determinarion this has beep, acaued then heing Quaited. When ftis defermingd 13t request fo
unit 131 via the antenna 170.
When it is determined that +the purchaser mobile
telephcone 11-3 1s within communication range based on
10 informaticn provided by the CPU 161, the main control unit
131 of the transfer destination mobile telephone 11-4
advances processing to step 5293, and card identification
number information containing the reguested card
identification number 351-4 is provided to the purchaser
15 mobile telephone 11-3 using short-range wireless
communication by the non-contact IC card 146-4.

In step S242 of FIG. 31, the purchaser mebile telephone
11-3 provides the updated purchasing information 453 and
purchasing information rewriting key 361 provided by the

20 point-of-purchase server 21 to the transfer destination
mobile telephone 11-4.

In step 52%4, the main control unit 131 of the transfer
destination mobile telephone 11-4 determines whether or not
the purchasing information 453 updated by the purchaser

25 mobile telephone 11-3 and purchasing information rewriting
key 361 have been acquired, and waits until it is determined
that acguisition has taken placs.

When it is determined that the updated purchasing
information 453 and the purchasing information rewriting

30 key 361 have been acqguired, the main control unit 131

advances the processing o step 5295 and records the updatec
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25 identification number information has been acquired, the main control unit 131 advances
processing to step 5292, controls the non-contact IC card 146 4, makes a determination as to
whether or not the purchaser mobile telephone 11-3 is within communication range of short-range 30
wireless communication by the non-contact IC card 146-4, and awaits a determination that this is the
case. 89 When the purchaser mobile telephone 11-3 and the transfer destination mobile telephone
11-4 are close to each other so that the non-contact IC card 146-3 is positioned within the
communication range of the non-contact IC card 5 146-4, the CPU 161 of the non-contact IC card
146-4 detects ghe spa-contacit€xand 446:3 aAd notifies thenmaircconitral dupit $8h i the antenna

170. When it is determined that thebp,urchas r mot%ilf,, telephone 11-3 is within communication range
based on 10 inforAATGH prRvided by the € PEFY6 T, %he main control unit 131 of the transfer

destination mobile tetgphene 414 atvances procESSingdo step:S298 sand cardsidentification number
information containing the requested card_identification number 351-4 is provéd%d to the purchaser 15
mobile telephofié 32-3 sty SHOHEFRIGR WiEleSS Sommunication bythe noncomaltitard 146-4. In
step S242 pf FIG 431 dhe purehaser grobile iglephene Jd:d-3 providesghe updated pwehasing
information 453 and purchasing information rewriting key 361 provided by the 20 point-of-purchase

server 21 to thé rhfsRepP_stihatohs Mobild- felePHBRE 1934 1R 3 ER A T e EGMFST unit 131 of
the transfer degtination-mopiletelephane d1-4.determingsiwhether eENgt card 146-4,

and awaits a determination that this 1s the case.
When it is determined that the purchaser mobile
10 telephone 11-3 is within communication range, the main
control unit 131 advances processing to step S287, provides
notification of completicn of writing to the purchaser
mobile telephone 11-3 after deleting the purchasing
infermation rewriting key 361, and ends transfer
15 processing.

As described in the above, it is possible to transfer
purchasing information from the purchaser mobile telephone
11~3 to the transfer destination mobile telephone 11-4 by
having the peoint-of-purchase server 21 permit transfer.

20 in the abcve, a description is given where the
point-of-receipt server 31 of the point ¢of receipt 30 holds
the purchasing information rewriting key 361, with the
purchasing information 353 stored in the non-contact IC card
146 peing deleted after delivery of themerchandise. However,

25  the present invention is by nomeans limited in this respect,
and this electronic commercial transaction system may be
simplified by not having the point-of-receipt server 31
delete the purchasing informaticn.

FIG. 35A to FIG. 35D are views showing examples of data

30 held in the mobile telephone 11, point-cf-purchase server

21, point-of-receipt server 31, and authentication server
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the purchasing information 453 updated by the purchaser 25 mobile telephone 11-3 and purchasing
information rewriting key 361 have been acquired, and waits until it is determined that acquisition has
taken place. When it is determined that the updated purchasing information 453 and the purchasing
information rewriting 30 key 361 have been acquired, the main control unit 131 advances the
processing to step S295 and records the updated 90 purchasing information 453 using the acquired
purchasing information rewriting key 361. The main control unit 131 advances the processing to step
S296, controls the non-contact IC card 146-4, makes 5 a determination as to whether or not the
purchaser mabilertelephionevELL§ is withinrsCorhmupication raige oEstorefarides Wikdless

communication by the non-contact ard 146-4,. and %ngég:%ggk rirg'%ation that this is the case.
T TEIG. ¢ = S
When it is de%e?rs% éloofh%t chl‘lft)—l‘ Burc a(é:er(r{ho%hl(‘a£ fodtse?ephone 11-3ec|§s within communication range,

the main control upitrk:3dracvances pratessirep®d stép SB7, plovides Rofficatioh.ofidempletion of

writing to the purchaser mobile teieg one 11-3 after deleting.the purchasing. i fogryap’ n rewriting key
361, and endStran ?er“frg%? coens‘Sin*g';’}.L As’gqéfe‘“’s]%riif)%dEldr%('e e aggc?i/e"}"?t is’%%ssi #é%to transfer purchasing

informatign fremthegpuechasarmeohite telepihond 114 - 3:ta-therttanisfer degtinationtniabile, telephone

11-4 by having the point-of-purchase server 21 permit transfer. 20 in t bove,.a description is given
where the poftofrsedipt-Server 32 BF%aﬁﬁnf%F%%%igthS %o%gsé th%%p%r%ﬁaéPneg |5nafrgreraation

rewriting key 361, ¥ith theint-of-purchase server 21 of FIG. 11B, and a
purchasing information rewriting key 361 1s held.

The point~of-receipt server 31 of FIG. 35C is different

10 fromthe case of FIG. 11C in that the purchasing information
rewriting key 361 is not held. In this case, as described
in the following, the temporary commercial transaction
information 391 is also not used and the peint-of-receipt
server 31 also does not hold the temporary commercial

15 +transaction information rewriting key 36Z.

Similarly, the authentication server 41 of FIG. 33D
holds the user trustworthiness rewriting key 363 but differs
from the case in FIG. 11D in that & temporary commercial
transaction information rewriting key 362 is not held.

20 Next, a description is given of a further example of
the flow of processing of the mobile telephone 11,
point-of-purchase server 21 and authentication server 41
relating to the sale of merchandise in the electronic
commercizl transaction system of FIG. 1, as shown in FIG.

25 36.

In the case of FIG. 36 also, the flow of processing
relating tc the sale of merchandise is substantially the
same as for the case shown in FIG. 1Z.

Namely, the mobile telephone 11 acquires store

30  trustworthiness of the point-of=-purchase 20 from the

authentication server 41 (arrow 481 and arrow 482Z) and zan
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purchasing information 353 stored in the non-contact IC card 146 being deleted after delivery of the
merchandise. However, 25 the present invention is by no means limited in this respect, and this
electronic commercial transaction system may be simplified by not having the point-of-receipt server
31 delete the purchasing information. FIG. 35A to FIG. 35D are views showing examples of data 30
held in the mobile telephone 11, point-of-purchase server 21, point-of-receipt server 31, and
authentication server 91 41 respectively in a state before the user of the mobile telephone 11 of FIG.
1 purchases merchandise. Comparing with the case of FIG. 11A to FIG. 11D, the mobile telephone 11
shown in FIGe 884Ads thésame @sdhe Bamobhilei@iephonelEl of FIGC&TA, awewlitingtkesy is not held,

and the point-of-purchase servSr %16 og gL% .e?ﬁSE is the same ?1%? he%%igqfof-

FIG. 11B, and 3~ Purchasing information rewriting key 362 1s

cB

The point-of-

rﬂ@ﬂg ggrver 21 of

receipt server 31 of

FIG. 35C is different: 1 ®frana the lcasewfF 6o 116 thattkeZdurciading inforrhationTresvriting key

361 is not held. In this case, as %scribed inéh% follg\évingtltlrée temporaiy. com

information 39% & als5 ot uged

n%ll%ﬁesspoin B

2, o m@rcial t %nsaction
-receipt server Bf an% &oes notQhoIJ't e temporary

commerdal i&transactioninfarmationsewsting key 862 Similarly; the-aythesticdtionrserver 41 of

FIG. 35D holds the user trustwarthiness rewriting key 36% put differs from t
a temporary confrerdaf- ratéation mforfiafior fewritingkey 362 iSRot id

%C
“20

e.in FIG. 11D in that
18 .. .
ext, a description is

given of a further example of:the flow of pracessing-ofdhe suebilertalepheredd, 486 and

10

15

20

30

arrow 487), and purchasing information 353 corresponding
to the commercial transaction for this time is acguired
{arrow 488},

However, after this, differing from the case of FIG.
12, the point-of-purchase server 21 provides the purchasing
information rewriting key 361 to the mobile telephone 11
an instructs the deletion of the purchasing information 353
{cld purchasing information 353 that is no longer of use)
corresponding to the previous commercial transaction (arrow
489) . .

The mobile telephone 11 then deletes the purchasing
information 353 corresponding to the previous commercial
transacticn based on this instruction, and providess
deletion completion notification to the point-of-purchase
server 21 larrow 490). The point-~of-purchase server 21
receives this, provides notification of completion of
processing to the moblle telephone 11 (arrow 491) and
completes processing related to sales.

The following is a description with reference to the
flowcharts of FIG. 37 to FIG. 39 of purchasing processing
of the mobile telephone 11. A description is now given
corresponding to the flowcharts FIG. 13 and FIG. 14 as

necessary.
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point-of-purchase server 21 and authentication server 41 relating to the sale of merchandise in the
electronic commercial transaction system of FIG. 1, as shown in FIG. 25 36. In the case of FIG. 36
also, the flow of processing relating to the sale of merchandise is substantially the same as for the
case shown in FIG. 12. Namely, the mobile telephone 11 acquires store 30 trustworthiness of the
point-of-purchase 20 from the authentication server 41 (arrow 481 and arrow 482) and an 92 order
for the merchandise is placed with the point-of-purchase server 21 (arrow 483) after confirming
whether or not the point-of-purchase 20 can be trusted. The user trustworthiness 352 is then supplied
to the 5 point-of-pltthase ser@f 21 hakearos ti® réuicst LardwC484 AntCarfaw 2855 ° the card

identification number-351is provided tq the point-af:nurchase.server 21 farrew 486;and- arrow 487),

and purchasing information 353 corresponding to the commercial transaction for this time is acquired
10 (arrow 488)=Hewever dfter this reiffering frobptHe caserciR6Ss i1 thé poirfiofpureiase server 21

provides the purchasing informationseywiting-key 361.to the mobile telephane 11 .aninsfructs the
deletion of th?géfchﬁagsiﬁg iﬁﬁ')?r%a %% %3%@& f)lﬁrcjhgag?ng informa%on 353 thatgi's no longer of use)

correspofding to thesprefiots conimersialfrarsattiors (ateow 2489) 1 The mobile telephone 11 then
deletesthepuchaging. ompaion 350 corespondig e e ppsaisconercl, g ugnsacion
control unit 131 acquires purchasing information from the
point-of-purchase server 21 and displays this at the liguid
crystal display 115, and acqguires store trustworthiness
10 dinformation for displaying at the store trustworthiness
information in step 3314 to step S317.

In step S320 and step S321 of FIG. 38, the main control
unit 131 determines whether or not to purchase merchandise.
In step $322 to step S327, reguested user trustworthiness

15 information is provided. In step S330 and step 8331 of FIG.
39, the reguested card identificaticn number information
is provided., In step 8332 to step 3334, the provided

| purchasing information is recorded, and notification of
completicn of writing is provided to the point-of-purchase

20 server 21.

As described in the following, the point-of-purchase
server 21 that has acguired the notification of completion
of writing provides the purchasing information rewriting
key 361 to the mobile telephone 11, and a request is made

25 for purchasing information for which commercial transaction
completion is finished is made.

In step $335, the main control unit 131 of the mobile
telephone 11 determines whether or not a request for
deletion of purchasing information for which commercial

30 transaction completion ig finished has been acquired from
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deletion completion notification to the point-of-purchase server 21 (arrow 490) . The point-of-purchase
server 21 receives this, provides notification of completion of processing to the mobile telephone 11
(arrow 491) and 25 completes processing related to sales. The following is a description with
reference to the flowcharts of FIG. 37 to FIG. 39 of purchasing processing of the mobile telephone
11. A description is now given corresponding to the flowcharts FIG. 13 and FIG. 14 as 30 necessary.
93 The processing from step 5311 of FIG. 37 to step 5334 of FIG. 39 by the main control unit 131 of
the mobile telephone 11 corresponds to the processing of step S1 of FIG. 13 to step S29 of FIG. 14,
is the same pEdtessingRane B Rherasre GHRREE froft thiSdesciphic NEmet, ihlsteP5311 to step

5313 of FIG. 37..the,main cqnttel unit 31 aqquires;puschasing,infarnation from the
point-of-purchase server 21 and displays this at the liquid crystal display 115, and acquires store
trustworthiness 10¥Hfermationifer disprymgretdhe soke Busifarhmess dnfofmaticon step S314 to

step 5317. In iep 5320 and s(ep, 5321 f G 38, the prain contic Uit A33 determines whether or

not to purcha?élm%r&zfﬁ‘ se. Instep $322t0 step 5327, requested user trustworthiness 15
informatién is prdvided. HhstepcE380 and steprsd3e of FIG: 233 ahé regquested cird fdeatification

number inforn}ation kse%ro idgd. In step 533112‘t?@sé§p %%%4 eiBVOXiS'EQ rwrcﬁqﬁiqg ipformation is

. b
recorded, and notification gfacom[%%%onagﬁmﬁtmg is provided to the point-of-purchase 20 server 21.
advances the processing to step 5336, and purchasing

information 353 stored in the non-contact IC card 146 for
which commercial transactions have already been completed

10 is deleted using the acguired purchasing information
rewriting key 361.

When deletion is complete, instep $337, themain control
unit 131 deletes the purchasing informaticn rewriting key
361 and deletion completion netification is provided to the

15  point-of-purchase server Z2Z1.

In step 5338, as in the case of step $30 of FIG. 14,
the main control unit 131 determines whether or not
notification of completion of processing provided by the
point-of-purchase server 21 has been acguired, and waits

20 until it is determined that acguisition has taken place.

When it is determined that notification of completion
of processing has been acguired, in step 5339, as in the
case of step 831 of FIG. 14, the main contrel unit 131
controls the LCD contrel unit 136, the acquirednotification

25  of completion of processing is displayed at the liquid
crystal display 115, and purchasing processing is complete.

The authentication server 41 executes store
trustworthiness information providing processing
cofresponding with the purchasing processing by the mobile

30 telephone 11 described above. However, this processing is

+the same as the case described with reference to the
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As described in the following, the point-of-purchase server 21 that has acquired the notification of
completion of writing provides the purchasing information rewriting key 361 to the mobile telephone
11, and a request is made 25 for-purchasing information for which commercial transaction completion
is finished is made. In step 5335, the main control unit 131 of the mobile telephone 11 determines
whether or not a request for deletion of purchasing information for which commercial 30 transaction
completion is finished has been acquired from 94 the point-of-purchase server 21, and waits until it is
determined that acquisition has taken place. When it is determined that a request to delete the
purchasing infohRAERGT Fewiiting K&y 361 andFpiitchiasing” 3RformatiR forvhidiF EGmnietciat
transaction completiqn,is finished has been acquired, the main control unit 131 advances the
processing to step 5336, and purchasing information 353 stored in the non-contact IC card 146 for
which commercial tférisactions Have gk BPEEET éoraprofel ™ TOddlefed BSitgtRE Acktired

purchasing infg g@qr})égwritig%g@g 361, When delgtion is clgg‘tpé%tgs%ﬁtep 5§§7, themain control
. : 5 .

unit 131 d_eletes the purchasing information rewriting key 361 and deletion completion notification is
provided fo thedi5pointcbpuchase sepvere] . I3 sepeS338 Asin the case @ BEFS30@f FIG. 14,

the main contrpunit 431 determines.whethes ot pot, polification, of gompletion.of progessing provided

. o il -
by the pomt-oT‘-purc ase server 21 has been acquired, and waits 20 until it is determined that
acquisition hagtakeasdacey by the authentication server 41 is describedwith

refersnce to the flowcharts of FIG. 40 and FIG. 41. A
description is now given corresponding te the flowcharts
10 FIG. 16 and FIG. 17 as necessary.
The processing from step S351 of FIG. 40 to step 5363
cf FIG. 41 by the CPU 201 cf the point-cf-purchase server
21 corresponds to the processing of step 861 of FIG. 16 to
step §75 0of FIG. 17, is the same processing, and is therefore
15 omitted from this description.
Namely, in step 8351 and step S352 of FIG. 40, the CPU
201 provides merchandise information based on a reguest.
In step $353, it is determined whether or not a reguest To
purchase merchandise is acguired. In step S354 and step $355,
20 user trustworthiness information is acguirsd from the
mobile telephone 11. In step S356, trustworthiness is
determined, and in step 85357, a determination is made as
to whether or not merchandise is sold.
When merchandise is not sold, in step S358, the CPU 201
25 carries out errcr processing. When merchandise is sold, in
step S359 and step 8360 of FIG. 41, card identification
number information is acguired from the mobile telephcne
11. After purchasing/charging processing is carried out in
step S361, purchasing information is generated in step S362

30 and is provided to the mobile telephone 11,
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When it is determined that notification of completion of processing has been acquired, in step 5339,
as in the case of step S31 of FIG. 14, the main control unit 131 controls the LCD control unit 136, the
acquired notification 25 of completion of processing is displayed at the liquid crystal display 115, and
purchasing processing is complete. The authentication server 41 executes store trustworthiness
information providing processing corresponding with the purchasing processing by the mobile 30
telephone 11 described above. However, this processing is the same as the case described with
reference to the 95 flowchart of FIG. 15, and its description is therefore omitted. Next, purchasing

processing by the Hobile telephoie 2 déstdibed dbove dntisaleéd proce3singbyfthetbe
point-of-purchase server.21 executed se as (o careespond da the store fruswarthiness,information

providing processing by the authentication server 41 is described with reference to the flowcharts of
FIG. 40 and FIGt 41 iAadésuriptibndsmphegiven corespdridiag taithe feweharsT10™a. 16 and FIG.

17 as necessary, }%%Q@%‘EE%FQ@ §t8%§%?§xﬁ{§ é%ﬁgvoa%?&iss?’??i 8hRIG, 41y the CPU 201

of the point-ot%pur ase server corresponds to the processing of step S61 of FIG. 16 to step S75
of FIG. 1%, is tHexsame processing, and is therefore 15 omitted from this description. Namely, in step

e St e e e
5354 and ste@b5356riting has been acguired, the CPU 201 advances
processing to step S364, controls the communication unit
224, provides the purchasing information rewriting key 361
10 to the purchaser mobile telepheone 11, and makes a reguest
for deletion of purchasing information for which commercial
transaction completion is finished to the purchaser mobile
telephone 11.
As shown in step 8336 of FIG. 3%, the main control unit
15 131 of the mobile telephone 11 that has acguired the reguest
for deletion of purchasing information for which commercial
transaction completion is finished deletes purchasing
information for completed commercial transacticn. When
deletion is complete, in step 35337, deletion completion
20 notification is provided to the point-of-purchase server
21.
In step 8365, the CPU 201 of the point~of-purchase server
21 controls the communication unit 224 so as to determine
whether or not deletion completion notification has been
25  acquired, and waits until it is determined that acguisition
has taken place.
When 1t is determined that deleticon completion
notification has been acguired, +the CPU 201 advances
processing to step 8366, and as in the case of step 576 of

30 FIG. 17, controls the communication unit 224, and provides
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20 user trustworthiness information is acquired from the mobile telephone 11. In step 5356,
trustworthiness is determined, and in step 5357, a determination is made as to whether or not
merchandise is sold. When merchandise is not sold, in step 5358, the CPU 201 25 carries out error
processing. When merchandise is sold, in step 5359 and step 5360 of FIG. 41, card identification
number information is acquired from the mobile telephone 11. After purchasing/charging processing is
carried out in step 5361, purchasing information is generated in step S362 30 and is provided to the
mobile telephone 11. 96 Next, in step S363, the CPU 201 controls the communication unit 224 so as
to determine WhetHer &F hoPhoffficaliBiff Tohiletoh of ARTRE HaRDekR athfirdtP Parndwaits until it

is determined.that agquisition has taken 5 place. When it is determined that notification of completion
of writing has been acquired, the CPU 201 advances processing to step 5364, controls the '
communication unlie224, proviele§th8 Pufehasing information FewAting Key=361 20 t6tFe purchaser

mobile telephone 11, and:makes arequiest fot deletion of purchasing.infarmation for which

commercial transaction completion is finished to the purchaser mobile telephone 11. As shown in
step S336 of EKG£39,ithé enainvbodtrol Linits 183101 ithe thobiktteldphanecTE #fat hasidcquired the

e o b0 o g g 1 compe o e cnon b e
step 3337, deletionrcompletioand processing from there onwards is repeated.
Further, when it is determined that the sales processing
has finished, the CPU 201 ends the sales processing.
10 In the above, processing relating to purchasing and sale
of merchandise is carried out.

Next, as shown in FIG. 42, a description is given
corresponding to the case of FIG. 18 of the flow of
processing  occurring at  the mobile telepheone 11,
point-of-purchase server 21, point-of-receipt server 31 and
authentication server 41 executed while delivering the
merchandise,

In the case in FIG.'42, as in the case in FIG. 18, when
the non~contact ICcard 146 ig positionedwith communication
20 range of short-range wireless communication of the IC card

reader/writer 275, the point-of-receipt server 31 the

mobile telephone 11 is in the proximity of makes a reguest
to (arrow 501) and acguires from (arrow 502) the mobile
telephone 11 purchasing information 353 and the card

25 identification number 351.
A reguest i1s then made to the point-of-purchase server

21 for purchasing information 353 correspending to the

acquired purchasing information 353 (arrow 503), and this

is acquired (arrow 504). The purchasing information 353 and
30 card identification number 351 acguired from the mobile

telephone 11 are then authenticated using the purchasing
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20 notification is provided to the point-of-purchase server 21. In step 3365, the CPU 201 of the
point-of-purchase server 21 controls the communication unit 224 so as to determine whether or not
deletion completion notification has been 25 acquired, and waits until it is determined that acquisition
has taken place. When it is determined that deletion completion notification has been acquired, the
CPU 201 advances processing to step 5366, and as in the case of step S76 of 30 FIG. 17, controls
the communication unit 224, and provides 97 notification of completion of processing to the mobile
telephone 11. Next, in step 5367, as in the case of step S77 of FIG, 17, the CPU 201 determines
whether or notRaReSSrotassing S RIHSIRY SR & et mied fiaf tHe frocsssiftis not
finished, the processing of step-535J0L FIG, A0 s etuned to-and processingdropy there onwards is
repeated. Further, when it is determined that the sales processing has finished, the CPU 201 ends the
sales processifg. L IrPtherabove, BRocelaing rériifg %o purchsiigiantsdle of merchandise is
carried out. Next, gs.shownn FIG 42.:a desgtiption is.given corresponding da she,gase of FIG. 18 of
the flow of processing occurring at the mobile telephone 11, 15 point-of-purchase server 21,
point-of-receiptrseridegltantdhausiverticatién Bep/er 43 e reclited white Heferng e imdrchandise. In
the case in FIG, 42, 45 1n the gasg in F)G 18 whengthe nonsontagtiG cards144,Is positioned with
communication

instructing themobile telephone 11 to delete the purchasing

information 353 or providing the temporary commercial

transaction information 391 as in the case in FIG. 18.

10 Differing from the case of FIG. 18, when notification
of completion of processing is acquired, the
point~-of-purchase server 2% provides purchasing

information 353 to the authentication server 41. When the
purchasing information 353 is acguired, the authentication

13 server 41 updates the store trustworthiness information 354
based on this purchasing information 353.

A description 1s now given with reference to the
flowchart of FIG. 43 of merchandise receipt processing
performed by the mobile telephone 11 executed while handing

20  over merchandise as described above. A description 1s now
given corresponding to the flowchart FIG. 19 as necessary.

The processing of step S381 and step 382 of FIG. 43 by
the main control unit 131 of the mobile telephone 11
corresponds to the processing of step S91 and step 582 of

25 FIG. 19, is the same processing, and 1s therefore omitted
from this descriptiocon.

Namely, in step $381, the mein control unit 131 of the
mobile telephone 11 controls the nen-contact IC card 146
s¢ as to determine whether or not a reguest for card

30 identification  number information containing  the

purchasing information 353 and card identification number
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20 range of short-range wireless communication of the IC card reader/writer 275, the point-of-receipt
server 31 the mobile telephone 11 is in the proximity of makes a request to (arrow 501) and acquires
from (arrow 502) the mobile telephone 11 purchasing information 353 and the card 25 identification
number 351. A request is then made to the point-of-purchase server 21 for purchasing information
353 corresponding to the acquired purchasing information 353 (arrow 503) , and this is acquired
(arrow 504) . The purchasing information 353 and 30 card identification number 351 acquired from the

mobile telephgnp 1 are then authenticated using the purchasing 'qf Emﬁ;iggé% ancquired from
the point-of-purzjc"ﬁa%s‘z‘iess:tejfzil%rrl 51 %hd ho |fijégﬁgh%q%%o‘?ngﬁlgtﬁ)ngé‘f gr%%éséging:ié“ Torovj'|5de(:l "to the

point-of-purchase serires 2infariowH05). Mhenrnotifichtioneaf eompletioniafprogessimgss 5 provided
to the point-of-purchase server 21, the processing is completed without the point-of-receipt server 31
instructing thémobfie telephone 11 to delete the purchasing information 353 or providing the
temporary commergiad riransagtion irformaten 394 as in theease fiv FIGn 481 0Differing from the
case of F|G. 18, when natification _of completion of processing is acguired,;he point-of-purchase
server 2 provides Flifchasing nformafion 353%o tie AdthehtiGatior server 4. WHERthe purchasing
information 353 is.aGemiredh thesauthenticationy s server 44 updateshe: store trhstwesthiness
information 354 based on this purchasing information 353. A description is ngwl gié/enavr\{iéh reference

to the flowch&PBFERG. 43%F meércHarisebBelpt processig tact 1- cax

provides card identification number information containing
the purchasing information 353, and card identification
10 number 351 to the point-of-recelpt server 31.

When the purchasing information 333 and the card
identification number information are provided to the
point-of-receipt server 31, differently from the case of
FIG. 19, the main control unit 131 ends merchandise receipt

15  processing.

Next, a description is given with reference to the
flowchart of FIG. 44 of merchandise delivery processing
performed by the point-of-receipt server executed s0 as to
correspond with the merchandise receipt processing of the

20 mcbile telephone 11. A description is now given
corresponding to the flowcharts FIG. 20 and FIG. 21 as
necessary.

The processing from step S401 to step 5409 of FIG. 44
by the CPU 251 of the point-of-receipt server 31 corresponds

25  to the processing of step S111 to step 8120 of FIG. 20, is
the same processing, and is therefore omitted from this
description.

Namely, in step 5401 to step S403 of FIG. 44, the CPU
251 makes a request to and acguires fromthemobile telephone

30 11 the purchasing information 353 and the card

identification number information. In the processing of
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performed by the mobile telephone 11 executed while handing 20 over merchandise as described
above. A description is now given corresponding to the flowchart FIG. 19 as necessary. The
processing of step 5381 and step 382 of FIG. 43 by the main control unit 131 of the mobile telephone
11 corresponds to the processing of step S91 and step S92 of 25 FIG. 19, is the same processing,
and is therefore omitted from this description. Namely, in step 5381, the main control unit 131 of the
mobile telephone 11 controls the non-contact IC card 146 so as to determine whether or not a request
for card 30 identificatioénér% mber information congfadning the ngchasing infgrr’?%tion 3§%§nd card

identification rimmBer 1 ha8Deerr a6duired Trom therpoint-of-receipt sefver 31. ~and waits until it

is determineddbat-acquisition hasctaken place nNd/hemit isetérasned thaka tediiest fas the purchasing
5 information 353 and the card identification n,umb;;-ar énformati,on has_been a?gjuire Lr1lstep S 382, the
main control Ghft 181 Eontdfd e HOnGOMACIC card 128 Hnd $ovides cardid®Rtitication number

information coydainiig, thejpurchasing infewnation8s3,and card-identifications 20srumber 351 to the
point-of-receipt server 31. When the purchasing information 353 and the card identification number
information arélprd¥ided To 3R&Poiftof-receipt server 31, differently from the case of FIG. 1_9, the

eference (o he TOWTAr f FIG. 44 O MerChandise Geery PIOGeSaNg. - oo
authentication processing. In the case of authentication,
the processing advances to step 5408, notification of
completion of processing is provided to the

10 point-of-purchase server 21 and the processing advances to
step S410. When there is no authentication, processing
advances to step S409, error processing is carried cut, and
processing advances to step 35410,

In step 8410, as in the case of step 5134 of FIG. 21,

15 the CPU 251 of the point-of~receipt server 31 determines
whether or not merchandise delivery processing is complete.
When it is determined not to be complete, the CPU 251 returns
processing to step S401, and the process from there onwards
is repeated. Further, when it is determined that the

20 rocessing is complete, the CPU 251 ends the merchandise
delivery processing.

The fecllowing is a description with reference to the
flowchart of FIG. 45 of purchasing information providing
processing performed by the point-of-purchase server 21.

25 A description is now given corresponding to the flowchart
FiIG. 22 as necessary.

The processing from step S431 to step 5433 of FIG. 45
by the point-of-purchase server 21 corresponds to the
processing of step 8151 to step $153 of FIG. 22, is the same

30 processing, and is therefore omitted from this description.
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performed by the point-of-receipt server executed so as to correspond with the merchandise receipt
processing of the 20 mobile telephone 11. A description is now given corresponding to the flowcharts
FIG. 20 and FIG. 21 as necessary. The processing from step 5401 to step S409 of FIG. 44 by the
CPU 251 of the point-of-receipt server 31 corresponds 25 to the processing of step 5111 to step 5120
of FIG. 20, is the same processing, and is therefore omitted from this description. Namely, in step
S401 to step S403 of FIG. 44, the CPU 251 makes a request to and acquires from the mobile
telephone 30 11 thepyichasingrinforsmation 353 ahd ther¢ard identificaiorl numiser infoemation. in the

processing of 100 step 5404 and step S405, purchasing information_cotresponding to (having the
same purchakfntfidertifier 855 1RE pureiasify %?or%%ﬁ ﬁ@%g%%qh’ﬁgd%}%gtﬁg r’ﬁ%é)glléa telephone 11

is requested frap the paipt-of tpsrshase serves Sr2doandhis asquird iln steg b4Osand step 5407, the
CPU 251 carries out authentication processing. In the case of authentication, the processing

advances to $tep SRO8IHGHTHEalER Bf FlormBIEHGT oFprocdssiny R provided T3 e 16 =

point-of-gurchase.seryer 2L andkthe processingradvances:ito: step: 5410+ When:tbere isap
authentication, processing advances to step 5409, erroré)rocessing is carried out, and processing

advances to Step 5236 LRCstedf TAIT %% ir-the SAStFof Step 513£8FFIGI21, 15IRETY 251 of the

point-of-receipt server 31, defermines -whether arpotimerghandise delivery processing ds complete.
server 31.

In step 5433, the CPU 201 determines whether or not

10 notification of completion of confirmation processing has

been acquired fromthe point-ocf-receipt server 31, andwaits

until 1t is determined that acguisition has taken place.

When it is determined that notification of completion
of confirmation processing is acquired, the CPU 201 advances

15 processing te step S434, controls the communication unit
224, and provides the same purchasing information 353 as
is provided to the point-of-receipt server 31 to the
authentication server 41.

ITn step 8435, the CPU 201 determines whether or not

20 purchasing information providing processing is finished.
When it is determined that the processing is not finished,
processing returns to step 5431 and processing from there
onwards is repeated.

Further, when it is determinsd that the proccessing has

25 finished, the CPU 201 ends the purchasing infcrmation
providing processing.

Store trustworthiness update processing performed by
the authentication server 41 executed so as to correspond
to purchasing information providing processing performed

30 by the peint-of-purchase server 21 described above is

described with reference to the flowchart of FIG. {46,
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When it is determined not to be complete, the CPU 251 returns processing to step 5401, and the
process from there onwards is repeated. Further, when it is determined that the 20 processing is
complete, the CPU 251 ends the merchandise delivery processing. The following is a description with
reference to the flowchart of FIG. 45 of purchasing information providing processing performed by the
point-of-purchase server 21. 25 A description is now given corresponding to the flowchart FIG. 22 as
necessary. The processing from step 5431 to step S433 of FIG. 45 by the point-of-purchase server 21

corresponds to theppracessing of steps3151 1@ siep-5453 0f RIG. 22. i the.same 30rggessing, and
is therefore omitted from this description. 101 Namely, in step 5431, the CPU 201 of the

point-of-purctse server 21 détefrhifiebvhether orTfota- redrest ot th@%%?chg%%dnfo@mation 353 is
acquired from, ine poinfgl-ieceinf server31 and awaitgdetermingtion p that this i she ggse. When

this is determined to be acquired, processing advances to step 5432, and the requested purchasing
information is supplist:tolthe FSiRt-dEmceitdsarver 3. pcstap 5483PthecORE2GESRIMINeS

whether gr not, 10 notification.of completion o confignglian.arpoessing has igenacauied from the

point-of-receipt server 31, and waits until it is determined that acquisition has taken place. When it is
determined thatadtification o sohpietion: of torfif matioawpraecessing is acquired, the CPU 201
advances 15 proc?ﬁ?w}g tQC;t%esp §4$_4 co.ntro(lis g}lea%owumcatlon unit 224, and prqvides the same

pmthagnginkwmaﬂoﬁ efermine @ purchasSling 1ntor VIS
353 has been acouired, the CPU 311 advances processing to
step 8452, calculates the extent of change in store
10 trustworthiness 354 for this time based on the acqguired
purchasing information 353, and updates the store
trustworthiness 354 stored in the storage unit 323.
The CPU 311 for which the store trustworthiness 354 has
been updated the advances the processing to step 5453 and
15 determines whether or not processing is complete. When
processing is determined not to be complete, step $5451 is
returned to, and processing from there onwards is repeated.
Further, when it 1is determined that the processing is
complete, the CPU 311 ends the store trustworthiness update
20 processing.
In the above, processing relating tco handing over of
merchandise is carried oﬁt.
Next, as shown in FIG. 47, a description is given
corresponding to the case of FIG. 24 ¢f the flilow of
25 processingby the mobile telephone 11 and the authentication
server 41 relating to updating of user trustworthiness.
In FIG. 47, as with the case in ¥IG. 24, the mckhile
telephone 11 accesses the authentication server 41 {arrow
511), but in a peint of difference with the case of FIG.

30 24, the authentication server 41 does not regquest temporary

commercial transaction information, but does request (arrow
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is provided to the point-of-receipt server 31 to the authentication server 41. In step 5435, the CPU 201
determines whether or not 20 purchasing information providing processing is finished. When it is
determined that the processing is not finished, processing returns to step 5431 and processing from
there onwards is repeated. Further, when it is determined that the processing has 25 finished, the
CPU 201 ends the purchasing information providing processing. Store trustworthiness update
processing performed by the authentication server 41 executed so as to correspond to purchasing
information providing rocesaig performedrIP By thetpoint-GE5drchasdiSener 21 det&fbed above is

described with,yefergaes tg;the-flowsharof FIG, 46 -1 Q2 Firstin step, 5451 ther GRU. 311 of the
authentication server 41 controls the communication unit 324, a determination is made as to whether

or not purchadffy infsHEANCIE 353 PRSAdetPBy S PEiAR6pUrEhadeservaiis 3adia #finetwork 10
has been acquired, and adeterainatigr that this has peen acquired ig,awajied When,itis determined

=

that the purchasing information 353 has been acquired, the CPU 311 advances processing to step
5452, caftulaigstthereaentrof changed stsré To/trastvorthinessS54er eis iesbaseon the

acquired purchasing igformelion 35, and.updates g siore, ustaaiilgess, 334.storedn the storage

unit 323. The'CPU 311 for which the store trustworthiness 354 has "been updated the advances the
processing torstep 8% 53=dmpbisrdetédmines whether or not processing is complete. When

When the user trustworthiness 352 contained in the
acquired user trustworthiness information is stored, the
10 mobile telephone 11 provides notification of completion of
writing to the authentication server 41 (arrow 515). When
notification of completion of writing i1s acguired, the
authentication server 41 provides notification of
completion of processing to the mobile telephone 11 {arrow
15 516) and processing is complete.
Trustworthiness operaticn processing carried out by the
mobile telephone 11 executed when updating the user
trustworthiness as described above is now described with
reference to the flowchart of FIG. 48. A description is now
20 given corresponding to the flowcharts FIG. 25 and FIG. 26
as necessary.
First, in step S471, as in the case of step 5171 of FIG.
25, the main control unit 131 of the mobile telephone 11
accesses the authentication server 41 via the network 10.
25 As described in the following, rather than reguesting
the temporary commercial transaction information 391, the
authentication server 41 reguests user trustworthiness
information containing the user trustworthiness 352 stored
in the non-contact IC card 146.
50 In step S472 to step 8476, the main control unit 131

of the mobile telephone 11 carries out the same processing
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processing is determined

not to be complete, step 5451 is returned to, and processing from there

onwards is repeated. Further, when it is determined that the processing is complete, the CPU 311
ends the store trustworthiness update 20 processing. In the above, processing relating to handing
over of merchandise is carried out. Next, as shown in FIG. 47, a description is given corresponding to

the case of FIG. 24 of the

flow of 25 processing by the mobile telephone 11 and the authentication

server 41 relating to updating of user trustworthiness. In FIG. 47, as with the case in FIG. 24, the
mobile telephane ll-accesses the autbentication server 41 (arrow s$EL), bus in apaimzaf difference
with the case of FIG. 30 24, the authentication server 41 does not request temporary commercial
transaction inférmation, but does request (arrow 103 512) and acquire (arrow 513) user
trustworthiness information. The authentication server 41 then-updates the dyset trustwarthiness 352
contained in the acquired user trustworthiness information based on the purchasing 5 information 353
provided by th& Peoint-df-pufchdse iSerdén 21%and provided thidab tarmow sS4y shthstorestthis in the

mobile tefephgpe élr&g@sﬁ@efu-}e&g@g\e@Gewéz%@ézr@@@@iﬂamm acquired yser,
matl

trustworthiness infor o

n is stored, the 10 mobile telephone 11 provides notification of completion of

writing to the aothehtiegtion s8rver4E (arbhi515) L WRET Hotfiedtion bR eomleten 8- ®fiting is

acquired, theh %thggt%i
telephone "11 (arrow

Op Serer 41 provides notification of completion of processing to the mobile

When a request for user trustworthiness information is

10

15

20

30

acquired, the main control unit 131 advances processing to
step 5473, and as in the case of step 5270 of FIG. 25, the
reguested user trustworthiness information containing the
user trustworthiness 352 ig provided to the authentication
server 41,

In step 8474, as in the case of step $176 of FIG. Z5,
the main control unit 131 determines whether or not a request
for user trustworthiness information containing the updated
user trustworthiness 352 and the user trustworthiness
rewriting key 363 has been acquired, and waits until it is
determined that acguisition has taken place.

When it is determined that the user trustworthiness
information has been acguired, the main control unit 131
advances processing to step 5475, and as in the case oI step
§177 of FIG. 25, the user trustworthiness 352 recorded in
the non—-contact IC card 146 is updated by overwriting with
the updated user trustworthiness 352 wusing the user
trustworthiness information rewriting key 363 contained in
the acguired user trustworthiness information.

In step S476, as in the case of step 5181 of FIG. 26,
the main control unit 131 with the updated user

trustworthiness 352 recorded in the non-contact IC card 146



15 516) and processing is complete. Trustworthiness operation processing carried out by the. mobile
telephone 11 executed when updating the user trustworthiness as described above is now described
with reference to the flowchart of FIG. 48. A description is now 20 given corresponding to the
flowcharts FIG. 25 and FIG. 26 as necessary. First, in step 5471, as in the case of step 5171 of FIG.
25, the main control unit 131 of the mobile telephone 11 accesses the authentication server 41 via the
network 10. 25 As described in the following, rather than requesting the temporary commercial

transaction informatian s3Hoe the askhentication servey4lreatesis usertrisiwortinesssinformation
containing the user trustworthiness 352 stored in the non-contact IC card 146. 30 In step S472 to step
5476, the maintdortrof ufit 132 ofthE fRdbifcttelephone 11 carries out the same processing 104 as in

the case of step k74 of F4G 25 &aisten SE8L ofFIG1 A6 Npmebndn step §472: as it the case of step
S174 of FIG. 25, the main control unit 131 determines whether or 5 not a request for user

trustworthine SRt Mation HEShedh athLfiad, diotwatsaitl {tis BéternfBd $hatdeqisition has

taken plage. WE‘%E@Q@QHSS@C@Wﬁ@ frustworthinessinformation s acqyired cthednain-control unit
131 advances processing to 10 step S473, and as in the case of step S275 of FIG. 25, the requested
user trustwortAmess Iformatibn cEARININGTHE Cuser frustRORRMESSB52 ispraviiRatohe

authentication, server 4. .. 391,

Namely, in step S477, as'in the case of step 5185 of

FIG. 26, the main control unit 131 of the mobile telephone

10 11 determines whether or not notification of completion of
processing has been acquired, and walts until it is
determined that acquisition has taken place.

When it is determined that notification of completion
of processing has been acguired, the main control unit 131

15 completes the trustworthiness operation processing.

A description iz given with reference to the flowchart
cof FIG. 49 of trustworthiness operation processing of the
authentication server 41 carried ocut in such a manner as
to correspond with trustworthiness operation processing of

20 the mobile telephone 11 described above.

First, in step 5481, as in the case of step 8201 of FI
27, the CPU 311 of the authentication server 41 controls
the communication unit 324, it i1s determined whether or not
there has been an access by the mcbile telephone 11, and

25 determination that an access has been made is awaited. When
it is determined that an access has been made, the CPU 311
advances processing to step 5482,

The processing from step 5492 to step 5496 of FIG. 48

by the CPU 311 corresponds to the processing of step 3205
30 o

jal

FIG. 27 to step 5211 of FIG. 28, is the same processing,

Hh
¥

and i1s therefore omitted from this description.
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In step S474, as in the case of step S176 of FIG. 25, 15 the main control unit 131 determines whether
or not a request for user trustworthiness inf ormation containing the updated user trustworthiness 352
and the user trustworthiness rewriting key 363 has been acquired, and waits until it is determined that
acquisition has taken place. 20 When it is determined that the user trustworthiness information has
been acquired, the main control unit 131 advances processing to step S475, and as in the case of
step S177 of FIG. 25, the user trustworthiness 352 recorded in the non-contact IC card 146 is
updated by overwritingeWith 25 the sipdateddser, trustweorthingss 362 usiagitke user utsgstworthiness
information rewriting key 363 contained in the acqéjired user trustworthiness information. In step 5476,

as in the casé b StepSTET BEEG. 26, thE nTaiN tonttol unit 131°With the Updated user 30

trustworthiness-352 secarded 43 the ponscontaet 1G: carck 146n10m provides notifieation 6f completion of
writing to the authentication server 41. As described in the foIIowinﬁ,gthTéau hentication server 41

then providesAofification“r-orfipfetion OF -8 Droc¥ssing Tothe Mobiig t8iRphaRé withbut requesting

deletion ef the temparary seaunerciak-transaction rinfarmation 394 Namely,rin stap $424 as in the
case of step S185 of FIG. 26, the main control unit 131 of the mobile telephone 10 11 determines

whether or nct F@tiEaton BPcorfipRTioR BT brétesSihg asibéah sdquifdl, aRdaNAits- Gt it is
determined that acquigition has taken-plage.\When it issdeterpired thatnatiication 'efscampletion

trustworthiness information has been acquired, in step 3494,
the user trustworthiness 352 is updated based on the
10 purchasing information 333 stored in the storage unit 323.
In step 5495, the updated user trustworthiness information
is provided to the mobile telephone 11.
Next, 1in step 8496, the communication unit 324 is
controlled and whether or not notification of completicn
15 of writing provided by the mobile telephone 11 has been
acguired is determined, with determination that acquisition
has taken place then being awaited. When this is determined
tohave been acquired, the CPU 311 does not reguest deletion
of temporary commercial transactiocn as in the case in FIG.
20 28, but rather advances tc step 8497 and provides
notification of completion of processing to the mebile
telephone 11,
Next, in step 5488, as in the case of step 53215 of FIG.
28, the CPU 311 determines whether or not processing is
25  finished. When it is determined that the processing 1s not
finished, the processing returns to step 3491 and processing
from there conwards is repeated.
Further, when it is determined that the processing is
complete, the CPU 311 ends the trustworthiness operation

30 processing.

107



of processing has been acquired, the main control unit 131 15 completes the trustworthiness
operation processing. A description is given with reference to the flowchart of FIG. 49 of
trustworthiness operation processing of the authentication server 41 carried out in such a manner as
to correspond with trustworthiness operation processing of 20 the mobile telephone 11 described
above. First, in step S491, as in the case of step 5201 of FIG. 27, the CPU 311 of the authentication
server 41 controls the communication unit 324, it is determined whether or not there has been an
access by the mobife t&lephonevl, ahti5 tetarhiisation tHat ARSTREES hAS BEER Fide is awaited.

When it is determined.that an access made, the CPU_311 .advanges processing to step
3492. The pr%clsle'sosli?‘rlnga Frjdﬁqnst%%%fg% t%%ssggr% %96 o% 1,IEIG.S49 by the CPU 311 corresponds to the

processing of steplS205e 2 oVEIGL 271ito stepsB21iec! &GI8 1ethe sdpe proeessings and is
therefore omitted from this description. 106 Naap%l¥a|nss§%c% %%%Zigﬂfo Egtgi]ojnrﬁ%u%%ﬁ user

trustworthine¥s fnformaien E%ﬁ%irﬁﬁ%%grcJtrustwortﬁlness stored In the non-contact IC card 146.
In step 58193, a:zdetermination-is viade as to whetherof noe54he reguested usér tastozthiness
information has been acquired, andf% dr%termé)r;lay;gog%oi3 %C%giﬂrgggﬁ ?ngtggésghen ia;i determined
that the requestEdSUSEr rTstivBrhihied& iftorRatidn has been acquired. in step 5494, the user
trustworthiness, 352 jsrupglater basegdortiberli-pirchasingrntarmetion-353 stared inthe storage unit
323. Instep 5495, tne updaied user Justworthiness informalion s provided fg e mobie elephone
purchasing information.
10 In the above, a description is given where the purchaser
cf the merchandise acqguires purchasing information 353
using the mobile telephone 11, and authentication
processing is then carried out using the acquired purchasing
information 353 when receiving the merchandise. However,
15 +the device used by <the purchasse may be any mecbile
communication terminal device such as, for example, a2 PDA
(Personal Digital Assistant) etc.
The series of processes described above are executed
using hardware, but may also be executed using software.
20 When the series of processes is implemented using software,
the programs comprising this software may be built-into
dedicated hardware of a computer. Further, as it is possible
to implement varicus functions by installing the various
programs, installation is also possible from a network or
25 recording medium to, Ifor example, a general-purpcse
personal computer.
&s shown in FIG. 4, 7, 8 and 10, in addition to this
recording medium for distribution providing programs to the
users that is separate from the device body being comprisec
30  of magnetic discs 151, 231, 281 and 331 (including flexible

discs) recorded with the programs, optical discs 152, 23Z,
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Next, in step 5496, the communication unit 324 is controlled and whether or not notification of
completion 15 of writing provided by the mobile telephone 11 has been acquired is determined, with
determination that acquisition has taken place then being awaited. When this is determined to have
been acquired, the CPU 311 does not request deletion of temporary commercial transaction as in the
case in FIG. 20 28, but rather advances to step S497 and provides notification of completion of
processing to the mobile telephone 11. Next, in step 5498, as in the case of step S215 of FIG. 28, the
CPU 311 determings whether arnotpieeessing isoRb finishedaWhen it is detesminecktbat the
processing is not finished, the processing returns to stei 5491 and processing from there onwards is

repeated. FUPREIC Wherf it SsUeterihingd trizt the i g3S Compl&E e cPB3. £ ends the

trustworthiness aperatian, 30processing 107 Wnthis way, the resplisrof precessing purehasing
information can be reflected in user trustworthiness. In the above, it is possible to implement a basic
service wheré tS@PerRy EbmmersialRrErsaetoh RRFHhatiohishot 5 us8a-by it having the

point-of-receipt.geryer 31 deledq the purchasingsinformation 3@@@5%@%@#@ telephone 1 and by
having the authentication server 41 update the user trustworthiness of the mobile telephone 11 based
on the purchasinginfoidiatono10a the abdvel atddstiipiidns giveniwiierethe SEh&Ser of the

merchandise agguires puichasing informatian 353 wsingthe mobile telgphone 1. and aythentication
with the programs or with hard discs containing storage unit
223, 273 and 323 etc.
10 | In this specification, the steps déscribed by programs
recorded in recording media are for processing carried out
in chronological order in the order disclosed but this
processing by nomeans has to be carriedout inchronoclogical
order, and these processes may also be executed in paralliel
15 or individually.
In the above, "system"™ refers to the overall device

configured from a plurality of devices.

Industrial Applicability
20 According to the first information processing system
of the present invention described above, 1t is possible
to carry out electronic commercial transactions. In
particular, it is possible to easily authenticate a
purchaser of merchandise and more secure electronic
25  commercial transactions can be carried out in a
straightforward manner.
According to the second informaticn processing system
of the present invention described above, it is possible
to carry out electronic commercial transactions. In

30 particular, it is ©possible to Dbe aware of the
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processing is then carried out using the acquired purchasing information 353 when receiving the
merchandise. However, 15 the device used by the purchase may be any mobile communication
terminal device such as, for example, a PDA (Personal Digital Assistant) etc. The series of processes
described above are executed using hardware, but may also be executed using software. 20 When
the series of processes is implemented using software, the programs comprising this software may be
built-into dedicated hardware of a computer. Further, as it is possible to implement various functions
by installing tie& vatioes PrograpssOinstallaliss Calde possisie ForPa etk GrebTeésding medium
fo,for example, 3 general pupose Pecoaleapuler /A5, shownig FIG. 4, 1:804:19, n addiion to
this recording medium for distribution providing programs to the users that is separate from the
device body being Comiptised 30t eragrietic Biscs D511 282 r281 ARe 3FLYMEdRRfexXible discs)
recorded with,the programs, opti _%Di s 152, . : 32 {1 ding.CR-RQMs (Compact
Disk - Read dcn%%zpl\}lg%%ry %%dré q§ %ﬁig%ﬁ[%sa%l%gégés , gg%é%}%gti%gi d%és%lgl& 233, 283
and 333 fincluding ks (NMinifRispsk {Eradermarqg); ot packaged media subh astsemigbhasiuctor 5
memory 154, 234, 284 and 334 etc., the programs may also .be proyided.tg the users_ in a manner
built-into the c?el’\‘/lcem%ﬁy,sseu% s iénitﬁg%c%cgreuo? R%Ci\%'ﬁ%ﬁcéél% aﬁa %ﬁiargggr%dﬁi with c:fahe programs
or with hard discs£ogtaifingwsiarage=unit: 2231273 and 328lete., 14 in this ppedifitatont the steps
described by %ré)géams recorded in recog%i@% media are for.prqcessjcn.l%%arried out

PUrchasing rmaticn  1ndica purchased
merchandise,
10 Mcreover, according to a first information processing

apparatus and method, second recording medium and second
program of the present invention, it is possible to carry

out more secure electronic commercial transactions in a
straightforward manner. In particular, it is possible to

15  zuthenticate a rightful purchaser of merchandise using
purchasing information indicating purchased merchandise.
Further, according to a second information processing
apparatus and method, third recording medium and third
program of the present invention, it is possible to carry

20  ocut more secure electronic commercial transacticons in a
straightforward manner. In particular, it is possible to
manage trustworthiness of stores selling merchandise and

trustworthiness of purchasers purchasing merchandise.

110



in chronological order in the order disclosed but this processing by no means has to be carried out in
chronological order, and these processes may also be executed in parallel 15 or individually. In the
above, "system" refers to the overall device configured from a plurality of devices. Industrial
Applicability 20 According to the first information processing system of the present invention described
above, it is possible to carry out electronic commercial transactions. in particular, it is possible to
easily authehfi€at®&a purchaser of merchandise and more secure electronic 25 commercial
transactions,can be carried-gutin a; straightfonward:manner, Accarding to.thesecond information
processing system of the present invention described above, it is possible to carry out electronic
commercial transaéffons 3 Bartiedlars 8 pB3SiBIE 16 Be BfEFe 6Fthe CIOT RIS BItHiAess of a

commercial ffapgaction target and Aore %ﬁﬁ@ﬁ%@@?@@&@@%ﬁ%‘%@@af&e%%@@ﬁiﬂ@ out.
Further, according to an information communication terminal and method, first recording medium and

first 5 prograffoftfE préent invention, it is possible to carry out more secure electronic. commercial
transactions in a sgraightfesward fArannes.dn Partipar d4s pessible-io= held purchasing nfarmation
indicating pyrchased merchandise. 10 Moreover, according to a first information processing
apparatus and mést?lﬁé?sg&}"nwagr’é ording medithnd Second” Broffarn gt thé ?)r;tés‘eh?%vehﬂon, it is

possible to cagryc commercial transaction; and

a seccond i1nformation processing apparatus connected

A

to said network, for managing information relating to

h

trustworthiness of a first user constituting a user of

u

said information communication terminal and information
relating to trustworthiness of a second user constituting
a user c¢f said first information processing apparatus;
wherein
said informaticn communication terminal comprises:

first storage means for storing information relating to
trustworthiness of said first user;

first providing means for providing information relating
to trustworthiness of said first user stored by said

g

first storage means to said first informaticn processing
apparatus;

first acguiring means for acguiring information
relating to trustworthiness ¢f said second user from said

second information processing apparatus;
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out more secure electronic commercial transactions in a straightforward manner. In particular, it is
possible to 15 authenticate a rightful purchaser of merchandise using purchasing information
indicating purchased merchandise. Further, according to a second information processing apparatus
and method, third recording medium and third program of the present invention, it is possible to carry
20 out more securg=LiectroniceomMerGial transagtionsin a straightforwarg mamres-n-partieular, it is
possible to manage trustworthiness of stores selling merchandise and trustworthiness of purchasers
purchasing Tierdhandise” 110°Efhins® TR iffofmation processing Systémthaactrized by: an
information Lofumunication terminakeannegcteskta:as tetwork, for holding information relating to a
commercial transaction; a first infc():{gnation Qrocess;mgvapﬁaratqs connected to saidﬁgﬁtwgrk for
managing information relating 10 “said Commercial transaction: and & second INTOPMALON processing
apparatus cohneeted tbisafthnetwerk, foranaxading informatidn etatimgdo stpustwerthiness:df a first
user constitifing g.uset of, saidinformation cgmmunicatign termigal and information, felating to
trustworthiness of a second user constitting a user of said first information processing apparatus;
wherein said #tfoirationiepmmahiéatiohaerming camplisesy fifst stotagemeansJor Seripg
information relating fo- frustworthiness of said first yser,firstproviding means for providing information
relating third acguiring means for acqguiring information

relating to trustworthiness of said first user updated by
said second information processing apparatus,
sald filrst information processing apparatus comprises:
fourth acouiring means for acguiring information
relating to trustworthiness of sald first user from said
information communication terminal; and
second providing means for providing information
relating to said commercial transaction to said
information communication terminal; and

sald second information processing apparatus comprises:

second storage  mMeans for . storing information

b

relating to trustworthiness of saild second us

(D

Ty

second providing means for provaiding information
relating to trustworthiness of said second user stored by
said second storage means to said information
communication terminal;

fifth acguiring means for acquiring information
relating to saic first user from said information
communication terminal and information relating fo saild

commercial transaction:
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to trustworthiness of said first user stored by said first storage means to said first information
processing apparatus; first acquiring means for acquiring information relating to trustworthiness of
said second user from said second information processing apparatus; 111 second acquiring means
for acquiring information relating to said commercial transaction from said first information processing
apparatus; first providing means for providing trustworthiness of said first user stored by said first
storage means and information relating to said commercial transaction acquired by said second
acquiring means ta:gaid seaenduirdermation pregessiig apparatusandithird acquiting means for
acquiring infSormgtiop. relatin% to trustworthig%%s Qg) said first user. ggqr;lted by said second information

Da prises? fouftd actjifritg means

. Lo TITST Y. SCJuir 5& =
processing apparatus, said first information processing dpparatus’co
for acquiringimformation melating:to trustiorthingss bbsaid first tserfram saids infarmatiea i d

communicag%rg:g%g\_iqgg and §g%gneddpr8§idiggir%eagg é%rn %og%igg informationS reéaging o] gﬁlid

. . . 2 Inegr .
commercial transaction to said information communication termlnaf?%nd Sala SeCOI’]dSIn ormation

processing apparays tcomprises: 1secbnd stofage nieart forsstormgrinformation: zelating toon
trustworthingss,af; saich second-user;seepnd proyiding meaps foraroyiding information relating to

trustworthiness of said second user stored by said second storage means to said information

third providing means for providing said information

reiating te trustworthiness of said first user updated by

said updating means to saild information communication

terminal.

z. An information communication terminal, connected to
& network, Ifor communicating with a first information
processing apparatus, characterized by:

first acqguiring means for acquiring information
relating to a commercial transaction employed in user
authentication from said information processing apparatus
during product purchasing;

storage means Ifor storing information relating to
sald commercial transaction acguired by sald first
acguiring means; and

first providing means for providing said information
relating to sald commercial transaction stored by said
storage means to said information processing apparatus
during receipt of product;

second acquiring means for acgulring keyv information
required for editing information relating to said
commercial transaction; and

deleting means for deleting information relating to

sald commercial transaction stored means, by using
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communication terminal; fifth acquiring means for acquiring information relating to said first user from
said information communication terminal and information relating to said commercial transaction; 112
updating means for updating information relating to said first user acquired by said fifth acquiring
means and information relating to trustworthiness of said second user stored by said second storage
means based on. information, relating to said commercial transaction acquired py said fifth acquiring
means; and%ﬁif‘odproc\{ﬁaﬂﬁg mean: FOPproviding Saidinfofation refAtfy to FasthortiFEsE 5t said first
user updated dyu saidwpdating means to said information communication terminal. 2. An information
communication terminal, connected to a network, for communicating with a first information
processing apparatus, characterized by: first acquiring means for acquiring information relating to a
commercial fransaétion employed-inarserc authrenticationdrom-saithinferinatiaw processidg apparatus

during produyct Rchasing: starage means,for sarg nfoymafionyelatingdo said comyerciy

transaction acquired by sdid first” acquiring means; and first providing means for providing said
information wé&lathsy tolgaid zppmierciaf traseictisn stored byl sairl: storage means to said information

processing apparatys -during.receipt of product;second acquiring means; for acquiting key ipformation
to trustworthiness of a user decided based on results of
past commercial transactions of sald user;
first providing means for providing said information
relating to trustworthiness of saild user stored by sald
first storage means to said first information processing
apparatus;
first acguiring means for cguiring information
relating to a commerclal transaction employed in user
authentication from said information processing apparatus
during product purchasing:
storage means for storing information relating to
salid commercial transaction acquired by said first
acguiring means; and
providing means Ifor providing information relating
to sald commercial transaction stored in said storage
means to saild information processing apparatus during

product purchasing.

4 The informetion communication terminal as disclosed
in claim 3, further characterized by:

second acguiring means for acguiring key information
reguired to edit information relating to trustworthiness

of said user; and
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required for editing information relating to said commercial transaction; and deleting means for
deleting information.relating to said commercial transaction stored means, by using 113 said key
information acquired through said second acquiring means. 3. An information communication
terminal, connected to a network, for communicating with a first information processing apparatus,
characterized by: first storage means for storing information relating to trustworthiness of a user
decided based on results of past commercial transactions of said user; first providing means for
providing said inforazation fretating 4a trustyorthiness oftsaid userisidred-hysaid first storage means

to said first ig@rma;ipgg%%%_ggy'q%g paratus; first acquiring means for acquiring information relating
to a commercial transaction emp oyeg in user autﬁgn%atioqﬁ?r%“m salid info mat%ﬁjp%ce g

apparatus diiingpreductpurchasing: storagesmedns for stofingdnformation nedating.to said
commercial transaction acquired by said first acquiring means; and providing means for providing
information relating to said commercial transaction stored in said storage means to said information
processing apparatds Guriny’ prouRELpurciaam a THEC b form Atiorrdommunisatibhgerminabas
disclosed injglaim 3,ifurther gharasterized, hy:second gg@ig@g means for acquiring key information
password input means for inputting a password
permitting providing information relating to
trustworthiness of said user; andg
authentication means for authenticating said
password inputted by said password input means; wherein
said providing means provides information relating
te trustworthiness of said user if said password is
authenticated by said authentication made by sald

authentication msans.

o, En information communication terminal, connected to
a network, for communicating with a first information
processing apparatus, characterized by:

first acquiring means for eacquiring information
relating to a commercial ransaction employed in user
authentication from said information processing apparatus
during product purchasing;

storage means for storing information relating to
said commercial transaction acquired by said first
acquiring means; and

first providing means for providing said information
relating to saild commercial transaction stored by said
storage means to sail information processing apparatus

during receipt of product;

second acquiring means for acguiring information
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required to edit information relating to trustworthiness of said user; and 114 said first storage means
stores information relating to trustworthiness of said user using said key information acquired by said
second acquiring means. 5. The information communication terminal as disclosed in claim 3, further
characterized by: password input means for inputting a password permitting providing information
relating to trustworthiness of said user; and authentication means for authenticating said password
inputted by said password mput means; Wﬁéjr%ﬁwwg&a%ﬁé\ﬁ&iﬁg méans provides iﬂi%}%cﬁ%ﬁ elating to
trustworthiness.ofbsaid user if sakkpassword s authenficatedohyneaid authenticatiorsmade 4y said
authentic_atiggggegntg %.e%n ing&rmgggr_j &om&genjifcatigr% terrg]ir}*al, coggectgd t% afneljtr\{!\l/g%ggr
communicating with anIrSt Information” processing apparatus, characterized byzl}lrsci acquiring means
for acquiringpinforeriagion drelatingezcoramerdiakbtransaction employed in usernduthestication from

said information processing.apparatus during pradyct purchasing; starage meaps for, storing,

information relating to said commercial transaction acquired by said first acquiring means; and first
providing meais-for ptévidiag Baibdnférmatidrt relating to said commercial transaction stored by said

storage means to said infornation processing apparaius, duringreceipt ofproduats+ s ny to
trustworthiness of sald commercial transaction target

acguired by sald second acguiring means.

7. The information communlcation terminal as disclosed
in claim 6, further characterized by:

third acguiring means for acguiring information
relating to sald first information processing apparatus
from sald £first information processing means in order o
decide trustworthiness of said commercial transaction
target of said commercial transaction; and

sgcona providing means for providing information
relating to sald first information processing apparatus
acquired by sald third acguiring means to said second
information processing apparatus; wherein

said storage means further stores information
relating to sald first information processing apparatus

acquired by said third acquiring means.

8. The information communication terminal as disclosed
in claim 7, further characterized by:

fourth acquiring means for acguiring key informatiocon
regquired o edit information relating to saxzd first
information processing apparatus; and

geleting means for deleting information relating
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second acquiring means for acquiring information 115 relating to trustworthiness of a commercial
transaction target of said commercial transaction constituted by said user of said first information
processing apparatus from a second information processing apparatus separate from said first
information processing apparatus; and display means for displaying information relating to
trustvvorthingss of said commercial transaction target acquired by said second acquiring means. 7.
The information E8mfhufitition tefrmmalas dktlosed” fif ciaint 8, iRk charactetizedBy: thifd
acquiring meansifor acquitrg infermatios iretating teisaid first inferpmation qrocessingapparatus from
said first information processing means in order to decide trustworthiness of said commercial
transaction %ar@et of said Eommeré?éﬁtrrlgngé%ﬁéﬁ ‘and second providing means for providing
information relating to said first information processing apparatus acquired by said third acquiring

means to said, s%qndiglgg)r%i@n&{oc?g%g% apparatus; wherein said storage means further stores
information relating to sali flrst information proces‘sn% apparatus Ecquire&j Y said thiré acquiring
means. 8. Théifeiation ésrmmunicatian teeninalasidisciededoin claim 72 further characterdzed by:

fourth acquiripgmeans far acquiring key information. required tq edif information relating to said first
information processing apparatus; and deleting means for deleting information relating
first acguiring means for acguiring information

relating to  trustworthiness of a target of sal
commercial transaction from a communication terminal of
said commercial <fransaction target of sald commercial
transaction;

generating means for generating information relating
to sald commercial transaction during product sales;

first providing means for providing information
relating to sald commercial transaction generated by said
generating means  to sald information  communication
terminal;

storage means for storing information relating to
sald commercial transaction generated by said generating
means;

second acguiring means for acguiring information
relating to said commercial transaction from said
information communication terminal  during - product
delivery;

authentication means for authenticating information
relating to sald commercial transaction acguired by said
second acguiring means using information relating to said

commercial tTransactlion
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116 to said first information processing apparatus stored by said storage means using said key
information acquired by said fourth acquiring means. 9. An information processing apparatus
connected to as network, for managing information relating to a commercial transaction,
characterized by: first acquiring means for acquiring information relating to trustworthiness of a target
of said commercial. transaction from a communication terminal of said commercial transaction target
of said com%te?éiglatrgﬁsasc?ib%; Se“r?ﬁgtﬁweg Means for%%ﬂerating information relating to said
commercial transastavddringproductisales; rfiarstyproviding means-qfod praviding fidarmationrrelating to
said commejgifgt{%%sactigg gesrlgEaC}edJpl)(fsgi,qnggp%@tingj%g%nssst%lsaid inforénraé[iplq con%rggnication
terminal; storage Rieans for stori?]g information relating to~ said cormmmercial transaction generated by
said generating smeans) $econd acyaiting:mearns. for atquiring inferenatiorr welating td.said eemmercial
transaction from said information communiation. terminal during.product. delivery: aythentication
means for authenticating information relating to said commercial transaction acquired by said second
acquiring meéans asiflg aifersdtiontelating t6'8aiScommercial transaction 117 stored by said storage

means; and
10.An information processing method for an information
processing apparatus connected to a network, for managing
information relating to a commercial transaction,
characterized by:

a first acguilsition control step of ceontroiling the
acguisition of information relating to trustworthiness of
a target of said commercial transaction provided by a
communication terminal of sald commercial <transaction
target oi said commercial transaction;

a generating step for generating information
relating to said commercial +transaction during product
sales;

a first  providing control step for controlling

oviding of Information relating to sald commercial
transaction generated by said generating step process to
said information communication terminal;

& storage control step for controlling storage of
informaticn  relating to  said commercial transaction
generated by sald generating step process;

a second acguisition control step for controlling
acqulsition of information relating to said commercial

transaction provided by said informaticon communication

118



second providing means for providing information relating to said information processing apparatus for
generating information relating to user trustworthiness to said information communication terminal
authenticated by said authentication means. 10..An information processing method for an information
processing apparatus connected to a network, for managing information relating to a commercial
transaction,_characterized by: a first ac uigition ontrol step of controlling the acquisition of
information Tgljéﬁﬁ&f&trgélt RHINBES Bt A tafget of Said ‘commercial transaction provided by a
communication terminal ofsaitheommetcidldransactiore target dfsaid coramercialitrarsactiaon; a
generaling siep for generating fnformation relating 19 sgid commergialiansaction, during pypduct
sales; a flrstl, prow@mg control step for controlling providing of information relating to said commercial
transaction gernéraged by saitlgfeherating stey process ot sailikformalion cémbtunicstiontérminal; a

storage coniroLstep far;cantrolling starage of infarmation relating ip.said commerial yransagtion
generated by said generating step process; a'second acquisition control step for controlling _
acquisition 6FihfbrmatioRTerRtihg to saidrédrhmekciantrandactiondprovideetsfaid infsrration
communication, 118 terminal durng praduct delivery; an-aithentication step-fer; authenticating
information relating to said commercial transaction ,

a first ©providing control step for controlling
providing of information relating to said Iinformation
processing apparatus for generating information relating
to user trustworthiness to said information communication
terminal authenticated by said authentication step

processing.

11. 2 recording medium recorded with a computer
executable program for use by an information preocessing
apparatus connectead to a networlk, for managing
information relating To a commercial transaction,
characterized by:

& first acguisition control step of controlling the
acguisition of information relating to trustworthiness of

saild commerclal tr

it

nsaction target provided Dby @ a
communicatlion terminal of said commercial transaction
target of sald commercial transaction;

a generating step for generating information

relating to sald commercial transaction during product

first providing control step for contrelling

ng to said commercial

(=8

a
providing of information relat

n
transaction generated by said generating step process
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having acquisition thereof controlled by said second acquisition control step using information relating
to said commercial transaction having storage thereof controlled by said storage control step
process; and a first providing control step for controlling providing of information relating to said
information processing apparatus for generating information relating to user trustworthiness to said

information communication_terminal authenticated by said authentication step processing. 11. A
4 n Y al ) PP g
g\%ﬁﬁtlc}n COoOmmunl1c PO

. Lo, 322 1 T Lermina . . .
recording medium récorde a computer éxecitable prograni for uée by an information processing

apparatus connected to:a network; forimmanagingsinformationrelatingltb iagommierciat transaction,
characterizeq, by;. g, first agqyisition ¢oniral step.of:controlling fhey agquisition of infaymation relating to

trustworthiness of said commercial transaction target provided by a communication terminal of said
commercialafansagticn tirget sfishid eomaTeréiabtrarisyeticn: acgenerating step for generating

information relating to.said cammercial ransagtion.duringproduct, sales; a firstproviding centrol step

for controlling providing of information relating to said commercial transaction generated by said
generating St prScessC11936 saidinformatioRtommbAicatich térindf Astorage Eorftrot step for
controlling sterage of -intormation velating te said-coramergial dransaction generated by saich
generating step process;. . L
terminal during product delivery;
an authentication stey for authenticating
information relating to said commercial transaction
having acguisition thereof controlled by said second
acquigition contrcl step using information relating to
sald commercial transaction having stcrage thereof
controlied by said storage control step process; and
a first providing control step for controlling
providing of information relating to sai information
processing apparatus for generating information relating
to user trustworthiness to said information communication
terminal  authenticated by said authentication step

processing.

12, A computer-executable program Ifor controlling an
information processing apparatus connected to a network,
for managing information relating to a commercial
transaction, charvacterized by:

a first acguisition control step of controliing the
acguisition of information relating to tTrustworthiness of
said commercial transaction target provided by a
communication terminal of said commercial <tTransaction

target of sald commercial transaction;
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a second acquisition control step for controlling acquisition of information relating to said commercial
transaction provided by said information communication terminal during product delivery; an
authentication step for authenticating information relating to said commercial transaction having
acquisition thereof controlled by said second acquisition control step using information relating to said
commercial transaction having storage thereof controlled by said storage control step process; and a
first providing control step for controlling providing of information relating to said information
processing apparafus fo¥ gefAérating ihforrh&tioh reldtitig to tserarEsiwonrhiness said information

communication ferminal authenticated-by,said authentication. step. processingn12. Aroguct
computer-executable program for controlling an information processing apparatus connected to a
network, foPfafidging information relating to a commercial transaction, characterized by: a first

acquisition control step of ggntrolling-thes aequisition.efinformatianrelating to trustworthinegs of said
commercial transaction target provided by a , communication terminal of said commercial transaction
target of saii £9 Tial trafhsactibh°T96' a teferatifg Step’fér g&ferafifig thformalibh~ fetéting to said
commercial traasaction:duting preduct ssalesya st groviding-conirabstep tos centratlings praviding of
information reIating.toEaid caommercial . . o

saldavinformation communication terminal:

a storage control step for controlling storage of
informaticon relating te said commercilial transaction
generated by said generating step process;

a second acguisition control step for controlling
acguisition of information relating to said commercial
transaction provided by said information communication
terminal during product delivery;

an authentication step fox authenticating
informaticn relating o said commercial tTransaction
having acguisition thereof controlled by said second

acqguisition control step using information relating ¢

O

sald commercial  transaction having storage  thereo

th

controlled by sald storage control step process; and

a first providing control step Zfor controlling
providing of information relating to sazid information
processing apparatus for generating information relating
to user trustworthiness to said information communication
terminal authenticated by said authentication step

processing.

13. An information processing apparatus connected to a

network, for managing information relatin

ot
{e]

s

9]

trustworthiness of & first user constituting a user

U
O
o
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transaction generated by said generating step process to said information communication terminal; a
storage control step for controlling storage of information relating to said commercial transaction
generated by said generating step process; a second acquisition control step for controlling
acquisition of information relating to said commercial transaction provided by said information
communication terinal during produgt delivery;.an authentication step forauthenticating information
relating to said commerua?fransactlonmﬁ‘avmg acquisition thereot controfied by Said secon

acquisition contrel-steg using inforationtielating 2o saidcosmmercial trarsaction having storage

thereof congolleg by said storagecantol step process;and a fist providing.contiglstepdar.controling

providing of information relating to said information processing apparatus for generating in ormation
relating to USEEfFastWoRhAR8s %Y Said information communication terminal authenticated by said

authentication stepsprocegsing,d3-An information processing apparatys connected 1,3 network, for

managing information relating trustworthiness of a first user constituting a user of 121 an information
communicationt&rinaF&nd fsrniation Srefating 16 Brdstivofamess of a second user constituting a

user of another infsmation precessinghapparaius » eharasterized by storage: means L0r-51okRY
information rglating to_trustwarthiness of sgid second user,; ‘ } .
O Trustworthiness of said second user stored by sald
storage means to sald information communication terminal;
acquiring means for acqguiring information relating
to said first user from said information communication
terminal and information relating to a commercial
transaction;
updating means for updating information relating to
said first wuser acguired by said acquiring means and
information relating to trustworthiness of said second
user stored by said storage means based on information
relating to said commercial transaction acguired by said
acguiring means; and
providing means for providing information relating
to trustworthiness of said first user updated by said
updating means to said information communication
terminal.
14 .An information processing method for an information
processing apparatus connected to a nstwork, for managing
Iinformation relating to trustworthiness of a first user
constituting a wuser of an information communication

terminal and information
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providing means for providing information relating to trustworthiness of said second user stored by
said storage means to said information communication terminal; acquiring means for acquiring
information relating to said first user from said information communication terminal and information
relating to a commercial transaction; updating means for updating information relating to said first

user acquired by said-acgu=iring meansand: infarmation, relating;tq trustworthiness of said.second
user stored by said storage means based on information relating to said commercial transaction

acquired byZsaid* 3&§uirifg meahs:tatftFprovibingiféansfor plovidiis Ffomatonialkding Sto
trustworthiness et:said first sigserypdated by said updating means to said information communication
terminal. 14. An informa;gion rocessing method for an information processing apparatus connected to
a network, for maragirty TrfoffatiGr Feidtig tothistworthiness™of Atirstiser Sorstitiing & biser of an
information cafmtinication teralizal and infosmatton sk22aelating ¢a: trustwortbiness of asegand user
constitutingua user of another information processing apparatus, characterized by: a storage control
step of controﬁllng’storage of information relating to trustworthiness of said second user; a provision
control step of controlfing providing ofoinfarmiation eglating to tmustwdrihimesspof saiddsetgnd £

information relating to trustworthiness of sald second
user, the storage thereof being controlled by processing
of salid storage contrel step, to sald informaticn
communication terminal;

an acguisition contrel step of controlling
acguisition of information relating to said first user
provided by said iInformation communication terminal and
information relating to a commercial transaction:

an updating step for updating information relating
to trustworthiness of said first user with the
acgulsition thereof controlled by the processing of said
acquisition contrel step and information relating to
trustworthiness of said second user with the storage
therecf controlled by the processing of said storage
contrel step based on  information relating to said
commercial transaction with acquisition thereof
controlled by processing of said acguisition control
step; and

a provision control step of controlling providing of

information relating to frustworthiness of sald first

’

user updated by processing of said updating step, to said

i

information communlcation terminal.
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user, the storage thereof being controlled by processing of said storage control step, to said
information communication terminal; an acquisition control step of controlling acquisition of
information relating to said first user provided by said information communication terminal and
information relating to a commercial transaction; an updating step for updating information relating to
trustworthiness of said first user with the acquisition thereof controlled by the processing of said
acquisition control step and information relating to trustworthiness of said second user with the
storage theréof contrGifed by the pRtessifig bESAId Sidtade: Eontrol SEePHDasEd vRTABARatoN
relating to saie, gemmercial transactionwithracguisitiondhereef gomrolled by progessing of said
acquisition control step; and a provision control step of controlling providing of information relating to
trustworthineS8 oF Saidl first ‘user UFdated by prodesSing o said updafind'étep®id said drfonfation
communicatien terounatcl23- 15 Aseecoring mediwim recerdedavithra camphter#eadable gpfogram for
use with an information %rogessing ag%(atus c%nnecteqlrto a netv\iork, for mapagingnilnfgrmation
relating to frlistworthineSs of & first U3 constitu ﬁﬁana USEr of “an information communication terminal
and informatienzrelating to traostamrthiness of asecorid ases eonstifutinge a usenefanoifiemigformation

processing apparalus, charactefized by: a storage, canfrol step of contraling storage.of.-
characterized by:

a storage control step of controlling storage of
infermation relating to trustworthiness of said second
user;

a provision control step of contrelling providing of
information relating to trustworthiness of sald second
user, the storage thereof being controlled by processing
cf said storage contrel step, to saild information

communication terminal;

L]

an acguisition control step of controllin
in

acguisition of

Fh

formation relating to said first use

[}

provided. by said information communicatlon terminal and

information relating to a commercial transaction;

}_J,
e,

an updeting step for updating information relatin
to trustworthiness of saild first user with the

acguisition thereof controlled by the processing of sai

Q.

acguisition contrcl step and Information relating to
trustworthiness of salid second user with the storage
therecof controlled by the processing of said storage
control step based on information relating to said
commercial transaction with acguisition thereof
controlled by processing of said acguisition control

step; and
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information relating to trustworthiness of said second user; a provision control step of controlling
providing of information relating to trustworthiness of said second user, the storage thereof being
controlled by processing of said storage control step, to said information communication terminal; an
acquisition control step of controlling acquisition of information relating to said first user provided by
said information communication terminal and information relating to a commercial transaction; an
updating step for updating information relating to trustworthiness of said first user with the acquisition
thereof controlled By thEPFéEesathgSisaitk acquisitiorP ool §tep aheliAformatiorreling o

trustworthiness-ef-said second-userwith,the.storage, thereefcontralied by the processing.af:said
storage control step based on information relating to said commercial transaction with acquisition

thereof contidfiéd BY BroceSsify oP$&id et §aRRioR oot Sstep St T4 & pfdvisidiPcotitrdt step of
controlling premding 0f iintermation: relating: tertrustwarthiness of said first user updated by processing
of said updating step, to said information communication terminal. 16. A computer-executable
program for controlling an information processing apparatus connected to a network, for managing
information tedatingeto trustwaorthiness:efcan fixst User panstititing afuser of antnfoirbatian an
Cmnmunmagﬁkgi%g%{%gj%gggggggggagw Qratus connected to a network,
for managing information relating To trustworthiness of a
first user constituting a user o©f an information
communication  terminal and information relating to
trustworthiness of a second user constituting a uvser of
another information processing apparatus, characterized
by:

a storage control step of contreolling storage of
information relating to trustworthiness of said second
user;

a provision control step of controlling providing of
information relating to trustworthiness of said second
user, %the storage therecf being controlled by processing
cf said storage control step, to said information
communication terminal;

an acguisition control step of controlling
acquisition of information relating %o said first user
provided by said information communication terminal and
information relating to a commercial transaction;

an updating step for updating informaticon relating
to trustworthiness of said first user with  the
acguisition therecf controlled by the processing of saild
acquisiti control step and information relating to

Tion
trustworthiness of said second user with the storage
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trustworthiness of a second user constituting a user of another information processing apparatus,
characterized by: a storage control step of controlling storage of information relating to
trustworthiness of said second user; a provision control step of controlling providing of information
relating to trustworthiness of said second user, the storage thereof being controlled by processing of
said storagé e8nt6l step o Shflikfotmalisn  ESMmUNTCHESA Terftfinal®an atgiiitiohtcontrdtstep of
controlling agquisition of informatign relating.to said-firstuser jprovided by said infosmation 4
communication terminal and information relating to a commercial transaction; an updating step for
updating infeFRREGT fetating & TRBRTrhTESs of Said-first us@RRitH fie™aJuisitioh tRéredf controlled
by the processing-efisaid agsisition-control step angl infosmation: relating:te 1 ustwerthiness of said
second user with the storage 125 thereof controlled by the processing of said storage control step
based on inforfiatiofit€lating to said commercial transaction with acquisition thereof controlled by
processing of saidzacgquisitiDa icontrelosteppandsa provisionccontrobsteprof centrolling: providing of
information relating to trustworthiness of said first. user. ypdated by processing.af sid updating step.
to said information communication terminal” 126

user updated by processing of said updating step, tc said

information communication terminal.
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