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BACKGROUND Wb od/klg74 NVENTI ON The pr esent enti on rel at esp&pusiloyes K
comuni cati ons and, nore speci lﬁm E“ mma rovi di ng high speed Internet

access to users in hotel envir busi ness travel er who relies on
net wor k comruni cations to maintai n*etact with clients and the hone office
appreciates th vai ility of fast _and reliable 10 data ports at renote
beat | ons such ME THODS AN ARARBTIR SR ReSo WD GEhSPRELTy | ndust ry
has only recently beGQ@WNNECHRMIEY ditd A HOTEL &SVIRONMENTI di ng such high
speed data connections to business travelers. In fact, given the explosive
growt h of network technol ogi es and the correspondi ng dependence of the

busi ness professional on suchgferbrelng &% TSN HEeh do not nove to
provide high speed 15 connectivity in guest rooms conparable to the typical

of fice envi ronnen%he%le;fe 5&5 }_eﬁ)ﬁggtgngtu}éﬁ{c%ntﬁu%capggstah n of t heir busi ness

to hotels which do una S OHE Bre hee currently wired
t o accommuodat e }P s eed. data trafflc That 1is, félil r to 1990, virtually

all hotel rod¥§ rpgiding 1%#589?‘1&8&8}? IFCEHI L Persdh BYRGRBIrameRisce. As late
as 1995, less than 10% of hotel roons 20 were wired to handl e standard

Et hernet data spe@Bsbusirshiravsigaiyho fehies en ReqworkspBpupicaiians & mpintaie
hospitality |ndustr¥ are searching for high speed connectivity solutions,
the vast maj eeitacy with cheteandghebimegficownfecionn e avaladitapbiagand feliableed wit h
| ow quality, single pair connections. One obvious solution would be to
conpl et elly r ésth pertsdt rerodte tdeatiqs ewth as Adipardniiereeacichotad evvensi Theach hot el
facility to provide the desired data 25 transm ssion capabilities. However,

gi ven the pr abdphhlity Welus®shas ohlysticehtl A Begui tediddaitand the necedtyMIpholZiide a | ess
costly solution would be desirable. PCT/US00/ 04293 Even if such a costly

rew ring wer gudpslay dpadeedhea doiREcBoR 6 b@gl&%g trie Rl qmcwmh Rl &pldQle addr essed
by an infrastructure upgrade. For exanple, even if hi gh speed connecti on

to the hotel o805 ok th8IEEles dnk ¥ dokre QohiRg Qgpeﬁ&%c CoRe hllRks® Quest’s

professional on such technologies, hotels which do not move to provide high speed
15  connectivity in guest rooms comparable to the typical office environment will likely
lose a substantial portion of their business to hotels which do.

Unfortunately, many hotel rooms are not currently wired to accommodate high
speed data traffic. That is, prior to 1990, virtually all hotel rooms were wired to
provide only basic telephone service. As late as 1995, less than 10% of hotel rooms

20  were wired to handle standard Ethernet data speeds. Even today, while the major
players in the hospitality industry are searching for high speed connectivity solutions,
the vast majority of hotel guest and conference rooms are still wired with low quality,
single pair connections. One obvious solution would be to completely rewire all of
the guest and conference rooms in each hotel facility to provide the desired data

25  transmission capabilities. However, given the prohibitive cost of such an undertaking,
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| apt op conputer would be inconpatible with the hotel network in some way.
Thus, each guest's |l aptop nust be configured appropriately in order to
comuni cat i t he network and with the Internet beyon i uld
i kely i nvs'flévI O’f{]?)}é‘di ng special software onto a guest's |§’&T§g"@%{‘ time the
guest wants to go online. Not only would such a process be cunbersone and

annoyi ng to thesbedt®lsoRti&ésivould be B@amb. SO be i o unacceptable fromthe
guest's point of viewin that reconfiguring the laptop may interfere with

the current confi gyrakiQR a BstiEGRing WkLunteaken Nt B LudP blaggost'y Wi ring
upgrade address the admnistrative and security 1ssues related to providing
I nternet access.,vi a tel - host. ~That 1s) hi speed .l nt ernet. access for
hot el guests it é%luﬁref &3 aggrrelsesf: ‘\‘A%F nlgfrastﬁﬁcémﬁo‘%)éﬁad%?%Oﬁée?(wl%ﬁﬁerygﬁ%lggort is of
connection between the hotel network and the Internet, e.g,, a Tl or T3
Fine. A firedBieR capmestmyo i hofel s Agst S arovidisltavi e Bhths SistAGREHES Br ot oct
the internal network from unauthorized access. The existence of the
firewal | &t d&2069p qompyisr Pouldibg incgmpatiblesyith the hotehratworkdm saste wave Tdwst r ol and
adm nistration of the |Iocal network be perforned at the hotel property

rat her than rashguestis laptépmustdp cerdgnted agprapriateiyl esirdertsé eor@manicapciwitidancy of
adm ni strative functions. Another adm nistrative difficulty related to

mai nt ai ni ng elsaketwak ahd pith gerlhtymatbegorse Thisavauld kedy eblvaading mealaves t he
managenent of | P addresses. Ranges of globally unique 32-bit |IP addresses

are issued t QofwgabhdAldueNs liopteabiefithé Ble ghétk RaMEto @SNAL.I Kyt oniO&Rd
addresses are organized in a four octet format. Class A | P addresses are

i ssued - 25,0 0018107 nRERbHSON! HAZATy 1AnY Bt i GPmd) figMZaL [ ons and

enploy the first 'of the four octets to 1dentify the organization's network

and the her J LY. 1 ndi v, 0 n.t (k. Thus, a
class A ggdr gg%&%%lé %8#113 %in%dsegtns é)rﬂ1 f}yﬁ‘g‘”%&@?‘. %én()%{] g‘é@-’)ghg‘% %‘Etgf’\fl\n%yuni que I P
addresses. W.th class B addresses, the first.two octets are used to

i denti fy the‘?%8‘?%?”@5‘??&“(‘%‘*&@“’“’t‘\%“t‘b“dieﬂ@htei‘\‘%ys-t he individual hosts
resulting in 64,000 (2') globally unique |IP addresses for each .

organi zati on. Fi nAFit§er dpgsiapogihaukingupgiadeaddess the plminjsprativeppd suidfgt et s are
used to identify the network and the last octet to identify the individual

hosts resul t iissaesirplatsa tg/proBiding dafpmegl asenss vip adateljaast. | Fhapigdhielsgnsed f or each

Internet access for hotel guests requires a network at the hotel property and some sort
15 of connection between the hotel network and the Internet, e.g., a T1 or T3 line. A
firewall at each hotel property would also be required to protect the internal network
from unauthorized access. The existence of the firewall at each property, in turn,
requires that most of the control and administration of the local network be performed
at the hotel property rather than remotely, thus representing an undesirable
20 redundancy of administrative functions.
Another administrative difficulty related to maintaining each hotel property as
a separate Internet host involves the management of IP addresses. Ranges of globally
unique 32-bit IP addresses are 1ssued to organizations by a central Internet authority.

These addresses are organized in a four octet format. Class A IP addresses are issued



organi zation. i o Unfortunately for nmany nmediumto |arge size organizations
( 1,000 to 10,000 hosts), it has become very difficult, if not inpossible,
to obtain apyhhipa other than a class C address for theirpdeisofbdess due to
the fact that the class A and B address spaces have been alnost entirely

| ocked up. This problem has been addressed to sonme extent by the use of a
Net wor k Addr éseeril fasgesirganizationsad pmplop thediobt. of Adowrdictets to adestiytthea 1 s
protocol, when a | ocal host on an organi zation's network requests access to
t he | nt er net prgahizatbonsstwork dndithe etipnthese Yo identifd dhidbddual hawe drtkatpool  of

gl obal I'y unique I P addresses available to the organization. The local host

is identifiegetrid MEhuE]Ldpak ayadditk iR adehi@SRa® Y mIhan2sepdbdly Wiqueecel vi ng

packet s on the Internet. As soon as the | ocal host disconnects fromthe

Internet, thep és@éss With 515&%&@@3%9 thdfrs ocfegfare@s%d ﬁe&ﬁ{)p‘@y of the

ot her hosts on networ k. For a tlona eta| S on nent ati on of

such a protog fer t .anci s, | P Net wor k
Addr ess T(rgans?tmoglrm%ﬁ]ﬁﬁrgaeﬂﬁo tOufeag ‘g gua?? Om mq 18:?% Oogb

Conmuni cat i onf %{mg é he nt| r,et WEI ch | i ncor por ated herein
by refer ence 2fBp! 13&‘1“}“1 5] gises Yrrﬁé‘ﬂ't ¥p Caddissgpesses
m ght be sufficient for certain - WO OOI 51274 PCT/iJS00104293

organi zat i onéheeﬁfs‘”-ltbfﬁgO%F§t5PWé‘S?ﬂ}ﬁﬂ@mlﬁfth%PWPﬂ@ﬁé&?éaﬁj9@?’@0 dehiéfly theequi r e
access to the Internet remains bel ow the maxi mum of 256. However, if, for
exanpl e, a 128fvidgdhestoreslitingsinenhy@$6 (2iyelaballynneun & addesskasdbrogite s seminar it
woul d be extrenely likely that the demand for Internet access would exceed
t he avai | abl ergadidatess pool. Al of this also assunes that a mmj or hotel
chain would be able to obtain a conplete class C pool of addresses for each

of its preperti esUnfRlunitel9 EsSadnynyedaunt RAHGH Bt GrgasiSatidRs (1000 td 10,000 t herefore
desirable to provide nethods and apparatus by which each of the properties

in a major hobgl ghaA RcoRY vy Ml Hnghindeesde [ObghinGhytAnE 8fsr iy gach of

its guest roons |n a secure. inexpensive, and reliable manner w thout undue

o adm nistr CIARYS aﬁ’&i‘gs(;?g'rsthap nét&grkh H\gé % It}ge%ét i %%Eatsé £9ndB aﬂdress spaces

have been almost entirely locked up. This problem has been addressed to some extent
by the use of a Network Address Translation (NAT) protocol. According to such a

15 protocol, when a local host on an organization’s network requests access to the
Internet, it is assigned a temporary IP address from the pool of globally unique IP
addresses available to the organization. The local host is identified by the globally
unique address only when sending or receiving packets on the Internet. As soon as
the local host disconnects from the Internet, the address is returned to the pool for use

20 by any of the other hosts on the network. For additional dctails on the implementation
of such a protocol please refer to K. Evegang and P. Francis, The IP Network Address
Translator (NAT), Request for Comments “"RFC” 1631, Cray Communications, NTT,
May 1994, the entircty of which is incorporated herein by reference for all purposes.

Such dynamic assignment of IP addresses might be sufficient for certain



WD 00/ 51274 SUMVARY OF THE | NVENTI ON PC i'/US00/ 04293 According to the
present invention, nethods and apparatus are provided whi ch nake use of
existing hotel w.rjng infrastructures to provide secure, hi dat a
and Interne?sgg é@g to each of the guest roons in a hotelpggg%@$§§§
Specific inplenentations of the technol ogy descri bed herein have the
ability to adtganbmitgsdolng bothyhahiey of simpRa@olsBerwinhichPequitt hastgweteure Wil |
al l ow thus providing the nmaxi rum bandw dth al | owabl e by t hat

i nfrastruct UlRernéGaakidi Blow theREGhErh 6f S5 AHIWEREL B, fof HBMBILS 80 boention is
able to select the maxi num baud rate appropriate for each individual guest

oom Acoor o1 Rgrel e hitins AR FLDL e RAARELIRANRr i DIILEADT S 1P 10 L e

guest roons IS a Sing alr phone present 1 nvention ws 1

Megabit hal f duplex,data transm ssions tp.coexist on the single pair with
st andar d teIgﬁﬁ%ﬁ@“@ﬁ@hﬁ?§¢aﬂﬁﬁ%?ﬂ#ﬁﬁmFgggﬁ8“%%@88&W§ﬁ?°ﬂfAﬁﬁgﬂp vention
each guest roomin th% hotel is interconnected via the hotel's current

Wi ring i nfradlsp asturethriamagr hotd shaimwoldbr able ko ekiaina sorppieisclags SRed t o
access the Internet, he connects his laptop to an in-room nodule installed
i n each guestf addsmssenriprctack efiifsarapertiey; netacgyyarily argagpnablejagsamiptioP address to
the guest's |l aptop. The "fake" local IP address is associated with the in
room nodul e and i Biuthérgfoee dasirdthetolyodvade methabsahd apphmors by whind cacdsfabs i s
"fake" in that it is not a valid Internet address and in that it replaces
the | apt op' s ppertie€inla thijorteiil €kfin may provite hagshadeateinoctess B sacldlsasS
uniquely identifies the guest's |laptop on the hotel network while that

| apt op remai BRestRBABGE £5bchiR, hB§echdivd, AR Ak hEnneAviigREeRF . MOdul € in the
hot el handl es packet routing and provides access to the Internet. In

faCi'itaHB”Qa&&ﬁﬁééﬁﬁﬂmﬁﬂﬁsbﬁﬁ@%ﬂﬁ%dmﬂgﬁmgﬁgge”d nodul e tenporarily assigns

gl obal 'y uni que addresses froma po for exanple, class C addresses
to - 5 WO 00151274 PCT/ US00/ 04293 i n-room nodul es in individual guest

roons in response to requests for Internet access




fromthose roons. An assigned | P address renmains dedicated to a particular
i n-room nodul € (and thus the associ ated guest's conputer) for the duration
of the Inteaydedsibisansacti on. Upon termnation of the trangaglide@hsed he

gl obally unique I P address is disassociated fromthe in-room nodule and put
back into the pool for use in facilitating a later Internet transaction
fromany of the hotel's roonSUMMABYIDRFHEINNENTION enbodi ment of the
invention, the local networks of a nunber of hotels are interconnected via
a renmote server thecebiyg tothapregentinvention] Rethbdianad afmrHes aOplovided whicki It ual
private network. The operation of the virtual private i o network to

provi de hi gh ppireqst dakatmEbidINiBADBaARERRS 1 Prol e kathAURLH G188 tiath OONS i S
simlar to the process éescri béd %borf;e except&f)hlat the " agﬁe@ I% addr ess of

the in-room Im&’mtﬁetagc%f%}e%he% B aﬁe uegtbgon?sn&liarhgte}/;iar%%g l. SOIétlzl}lxg te network, and

t he tenporary assi gnnen y uni que I'P addfesses 1s performed by
the renote server rather than.the hotel headend. This .is advantageous in
that it i 8§ coNPEMEMATUY of h’ﬁttecthﬂ(gogye‘%ﬁ?@efl Eerg‘é‘?\?‘éert-gﬁég‘hﬁ' P 31 P“cgool of such
addr esses associ ated therewith than. %n i ndi viiﬁiueﬁl hot el network m ght be
abl e to procPED{@WhHevessrepd the veragiiiramciysovl alley thus meuding et he 1P

address needs of all of the hotels in the virtual private network arc
spread out oveaximye bangidth alloablg byetlattinfsestragtureh Aceasdipg o spesifier ;| bursts of
need at any one property which exceed the capacity of a single class C
addr ess pool embodimgytsithe pressmhimyelsioe ds ablthte seibat theahayimimdted raet wor k

enbodi nent of the present invention also has the advantage that firewall

security and appipriateifl vashKndididud)igGést Aol eAdcordipit® Bherdp¥cinCebitlimalid zed and
performed renmotely w thout conprom sing the security of any individual

hot el nety\yor kyhed 1S wirR GO iidi ikt tdnish®a RHAS BAE plldBY BRL I hredXRl iRAG RN
apparatus are provided - 6 WO 001 51274 PC1' / US00/ 04293 for providing

access 10 a NRLWOT Kk il dupfk s Fallmi@idd W ElekisVorthe BRLIALKyARCESS nodes

in the networ _ etwork access nodes eac ave _ ress
associ at ed th{aaﬁgé’r“dEetPep}Q?' cri\gnlar':é uni que on the network, the first network

access node RaVi ng a 1Y€t wor k address associated therewith. The first

network address is asg.oci ated w é.h a ftj st co,rrguter' while the first
conputer is connefCeHdipgiq ¢pe erbodimenpef s inventisesach gt room in the hotel s

interconnected via the hotel’s current wiring infrastructure into a local network.

15  When a guest wishes to access the Internet, he connects his laptop to an in-room
module installed in each guest room which temporarily assigns a “fake” local IP
address to the guest’s laptop. The “fake” local IP address is associated with the in-
room module and is unique on the hotel’s local nctwork. The address is “fake™ in that
it is not a valid Internet address and in that it replaces the laptop’s own real IP address.

20 The assigned local IP address uniquely identifies the guest’s laptop on the hotel
network while that laptop remains connected to the in-room module.

A headend module in the hotel handles packet routing and provides access to
the Internet. In facilitating access to the Internet, the headend module temporarily

assigns globally unique IP addresses from a pool of, for example, class C addresses to



t hereby providing access to the network. According to a nore specific
enbodi nent, Internet access is provided to a first conputer via a first one
of a plural] etwork access nodes in a network using jty of

gl obal |y un*vta)ﬁ)gg{zﬁpaddr esses. The network access nodes eagﬁnﬁ%{wgﬂ?i o]

net wor k address associ ated therewith which is unique on the network, the

first networkinad6&f sfodilRsi iR@VIdAd glest tdols il RkpEMEKI0EHERS For RFSAG 8ER¢
therewith. The first network address is associated with the first conputer

while the fir i 2 f ik node

t hereby pr ovi%‘?’?lggg}(:)tgggg& f%l atgéﬁéemﬁg %rﬁl%.gr%ﬁsrdgélg%%d;%tg}w{tﬁg%ﬁgg%flI y uni que
| P addresses | s,assoclated wth the first ne K 1 addr e for

conduct i ng. ar TATEERENR) B bl Besbh S 6] RIS glro FERAE T adar ess i s
di sassociated fromthe first. netwark address upon term nati of. the
nternet & anGaSENBl, CRHLRTPREn g BE LA HE P U ELE 1 eSHen

avai | abl e for_association with any of the network addresses. According to
one enbodineriisasiospteddiapbihg intoepypedide apdipytback iiete paehieryee ind t he
associ ati ng and di sassoci ating of the globally unique IP s o address is
done by a heddehtitings tatdr dnterentiansactionefron any OQK@@tﬁ’@twmk. According to

anot her enbodi nent, the network conprises a wi de area network and the
associ ati ng and difsaesiogitatnniger efmbbddimentl of kieelihwention, iedodaPnaadolikessa i S done by
a renote server which controls the wide area network. According to a

speci fic enmbodiniBebE hotel1@t Wikrkorinctdd QY h bt )eR theftb kdt@lgl a pfivate WO 001 51274
PCT/ US00/ 04293 of network access nodes each having a network address

associ at ed t hgrieweh RetHC Br 4 SirkAliphYRe ABWLAE THELRREton JFRRNIAG] ﬁméfe access
node is for providing access to the network for a conmputer conhnected to the

t k J e, - I k
nodes, ThE naRnk gy RERRE RN o Lkl SRS Rl ARBE, BT S
iated with.t t ted th ] ; i di t
fhe netuor k. JBUBIHRG TS i RE SEEEr PG o MG HE Banor or k
is provided having a plurality of networks each conprising a plurality of
net wor k accesBOHbdeEs “rlj_‘&i‘:’r?vﬁ'e'%/‘%}lﬁe WHEY PEVRE BEVRKS 21 thelelbPianaddr ess

associated therewith which is unique i o anong the El urality of networks.
Each networ k asgigunent nbglebglivowiqye &P eddeassss is periorraed by the remote server rather

than the hotel headend. This is advantageous in that it is contemplated that the remote
15  server has a larger pool of such addresses associated therewith than an individual hotcl
network might be able to procure (e.g., a class B address pool).

Thus, because the IP address needs of all of the hotels in the virtual private
network arc sprcad out over the entire installed base of the remote server, bursts of
need at any one property which exceed the capacity of a single class C address pool

20  may be accommodated. The virtual private network embodiment of the present
invention also has the advantage that firewall security and other network
administrative functions may be centralized and performed remotely without
compromising the security of any individual hotel network.

Thus, according to the present invention, methods and apparatus are provided



wi de area network for a conputer connected to the network access node. A
renote Server interconnects the plurality of networks into the wi de area
net wor k. Thgopgipar Kk address associ ated with each networ kpEGGRsH4280d€e | S
associated with the conmputer connected thereto thereby providing access to
the wide area network. 1 s According to yet another specific enbodinent) a
net wor k acceder praviding acessigiadetvdrbriaprtstiogt atp ploeliyotnetwarkhecessnikdest whi ch
the network access node is a part. 1'he network access node has a network
addr ess assodn dteedtwdrler € tdwarkiacdess modanéaqhikavera rictverrk addnesk kssodaedr ding to a
nore specific enbodi nent, the network address node is operable to associ ate

the network abéewisiswhich s @igiebh uiaietwdik! the IRENGHHMUERES ﬁoﬂeha@n{ﬁ)ﬂf}eﬁ ed to
t he network access node thereby providing access to the network. According

to a further 3Rk hiidreSAROLRE MerevAnN GRE ERE nERIM RdleSs PLAVLSEAWEA,

interconnecting a plurality of network access nodes 1n a network. Each

net wor k acce I iL,at t herew t h ichis
uni que on%t h?ﬁﬁt&% \%g'}l ?'g]lrlllze %?%%é%gﬁg%éggo@%?@ﬁgﬂnfgg V\%rVY(Oﬂf or gy n((:)oerrput er
connected to the network WD 00/ 51274 PCTNS00104293 access node.

Accordi ng to BHYREY ‘é’éia'fxieg“gﬁlffdl’ffw t, the headend nodul e associates the
net wor k address associated with each network access node with the conputer

connect ed t her et o ASRELBBYO pAE PEHYC smbyliment dniemet proesaoy rovidedigraditeig t o
anot her specific enbodi nent, nethods and apparatus are provided for

provi di ng corfoepeist wiagdirstiope sl aplutality ol apumorkachesy nedes in phaiwadkiusipgaf user s
associ ated therewith. A group identification tag is associated with

sel ect ed onesplwhlityhé globaityalnique IBhddresess Tihhaetaloyk dcdesmhodey eavh) hiatvea sel ect ed
users as attendees of the conference. The conference services are provided

on the nefowordetwdk aédissstassotiRd GRIFvEBIGEL S AAMUEESthe Sethdfk) tHegRétr i cted to the
sel ected users using the group identification tag. io A further

under st andi NGheRfiork H&eBAIGHE Raviiilth AQVRMVGRETdERES aTsJB@ifaf%HWithi. NYe R on nay be

realized by reference to the remaining portions of the specification and

the draw ngs.,euudli address is associated with the first computer while the first computer is

connected to the first network access node thereby providing access to the network. A
first one of the globally unique IP addresses is associated with the first network

15  address for conducting an Internet transaction. The first globally unique IP address is
disassociated from the first network address upon termination of the Internet
transaction. The first globally unique IP address 1s then available for association with
any of the network addresses. According to one embodiment, the network comprises
a local area network and the associating and disassociating of the globally unique IP

20  address is done by a headend associated with the local area network. According to
another embodiment, the network comprises a wide area network and the associating
and disassociating of the globally unique IP address is done by a remote server which
controls the wide area network.

According to a specific embodiment, a network is provided having a plurality



WO 00/ 51274 PCT/ US00/ 04293 BRI EF DESCRI PTION OF THE DRAWNGS Fig. 1 is a

bl ock diagramillustrating the provision of high speed data and | nternet
access to g nms in a hotel according to a specific r:'rpg of the
i nvention; g@%ﬁ)?)/a{ﬁg is a flowhart illustrating a nethod ?or %f?}gx\;’i%di ng high

speed data and Internet access to guest roons in a hotel according to a

speci fi ¢ cnboghndBidrk adcedshRdésvaeaving a detvitiik aditesa BstodReditherehith evhitdtiai | ed
bl ock diagrans of the in-room nodul e and head-end nodule of Fig. 1; i o

Fig. 4 is a bhfgle SRRk EYSE fedldrRdcdebienoaORIhNAbYi@Ae 8dcetab thedupl ex data
and standard tel ephone data on a single pair of conduc%ors according to a

speci fic enbod] of I L on;. Fi I o] i

illustrating l?elﬁ‘;e}@%&%rvﬁ S %@ﬁte(&)? %ﬁl?égt%ﬂéﬁ}éée:ﬂ a(ggg&%%sgmplﬁtgrlﬁﬁ%te&g@%@% to guest
roonms in hotels according . to.another specifjc e di ment. o t he

vent i on: s Benehp R Re Siae b i RETEh SRS w8 i gn
speed data and Internet access to guest roons in hotels according to yet
anot her speci MUEOEREHEE] FdRes Fociatrd Wi\ Be eqrappler epyrectpd thereto hersby di agr am
illustrating the auto-baudng technique of the present 2 o invention; Fig. 8
i s a fl owcharprovidinggeeeas ot neféorkut o- bandi ng t echni que of the present
invention; Fig. 9 is a flowhart illustrating the custom zation of a guest
room and t he transadcsslimgto@hotbarpecific antfodmeat, b onidd aved metwarb i mywtehs via a
hotel network; - io WO 00/ 51 274 PCT/ L1S00/ 04293 Fig. 10 is a bl ock

di agram of fi h&ifpesplealify@f netSOrkeiehdh compiisibiga plkiei steltworiodcctRoddsesent

invention; and Fig. 11 is a flowhart illustrating the providing of online
conference sefyhGREvork access node has a network address associated therewith which is unique
10  among the plurality of networks. Each network access node provides access to the
wide area network for a computer connected to the network access node. A remote
server interconnects the plurality of networks into the wide area network. The
network address associated with each network access node is associated with the
computer connected thereto thereby providing access to the wide arca network.
15 According to yet another specific embodiment, a network access node is
provided for providing access to a network of which the network access node is a part.
The network access node has a network address associated therewith which is unique
on the network. According to a more specific embodiment, the network address node
is operable to associate the network address with a computer while the computer is
20  connected to the network access node thereby providing access to the network.
According to a further specific embodiment, a headend module is provided for
interconnecting a plurality of network access nodes in a network. Each network

access node has a network address associated therewith which is unique on the

network and provides access to the network for a computer connected to the network



- 11 WO 00/ 51274 PCT/ US00/ 04293 DESCRI PTI ON OF SPECI FI C EMBODI MENTS Fi g.
1 is a block diagramillustrating the provision of high speed data and

I nt er net aoge@s@sikm guest roons in a hotel network 100 accerivssyodzes a
specific enbodi nent of the invention. In each guest room 102 is an in-room
nodule (IRM 104 by which _a tel ephone 106 and a guest's |aptop conputer 108
may be conne@€wss naget Aecording o amogespecifiG spthodisrent; dhe readendgodplgi ng to a
specific enbodinment, IRM 104 is plugged directly into the room s phone jack
and has at | essotiatestheadiiork addadss psptiated with edchmetwoek zagenyingde witleibhone, e. g.
an RJ-1 | jack, and one for the guest's |laptop, e.g., an RJ-45 Ethernet
port. Accor dicogpiiter soané¢otadthereb oitkreby previdihdRdcdsB o theuétonrks a i o nunber of
functions including, for exanple, conbining and separating Ethernet data

and standard tel epoesn8ing kdaiRtRr §REifit bABSITSSHI ABhOXkahdbpRri& £’ S W ring
infrastructure. According to other enbodi nents and as di scussed bel ow, I RM

104 is CO@f' %%v?&dtf& ﬂr@ﬁﬁhé%mﬁ%ﬁ&%lﬁwic@; We%hét%rkf agfﬁg% ‘fﬂﬁﬁt? @1" uée%cat' on
for automated control® of various room environnental p ramet e s, e.g.,
tenperature and ] in rding.£o.still | er..enbodi nent | RM 104
is configur ec?sstogla{reggéeﬁ“\’/vgtha%\/\grg’gp bdaégﬁ’%ct%@% gbstaﬁ%)rc %eeﬁhéltsh sgg Ctﬁgfqgessoi&e as, for
exanpl e, digital  audio anpd video. for presentation in the.guest. room or a
W de var i et y PO REHTSRGT ORISR SHELE PE AL DL S AE P RRAHER connect s
| RM 104 to the hotel's head-end 112 via any of a wide variety of

i nf rast r uct ur Bae copfprenge seavigsnrerrevidethon the BRwATKs £icetss 9 e confargnce o connect s
| RM 104 to head-end 112 via standard tel ephone conpany wring as

represent ed bsyrvipanishthadoeatritiediokise stledted neprsiustrgaheizroes dohidivetiooapany
transmission line 118. It will be understood, however, that the wring

bet ween 11BM 104 ardfuktberdinderstaddizy efthe taake awt ddguntiges nfthe pekenamyvedton exanpl e,
a four-conductor Ethernei network. Head-end 112 conprises punch down bl ock
1 1 6 and pubhdymbeeaizediby refetence toihk B damlde/goriRint bEXHE Gpddftatorcandhirnge ( PBX)
120. Interposed between punch down bl ock 116 and PBX 120 is a

drawings.



connection port 122 which, according to a specific enbodi nent, nmay be
easily installed sinply by unplugging the standard 24-pin connector from
PBX 120, pI%gh/gﬁwponnecti on port |22 into the PBX connec}ofydohflzeshown),
and pluggi ng the original connector from punch down block 116 Into
connection port 122. Standard tel ephone signals pass through connection
port 122 to PBX 120 whi | e BRAEF DHJOIRIRTIEMNOF MRIE DRAWVIP@Sket s are transmtted
and recei ved by head-end nodule (HEM | 24. Depending on the configuration
of the present invEg!iRR biddkMidgZan MastfabhftheprotasidredHhighf spéddrtataia@ds and,
according to sonme enbodi nents, can be thought of as an 1 o enhanced router
Wi th addi ti onglerh@RaREd toldu&F rddhRah A ABRChcbaiAg kd SsRPGE dnbMAmeM @ That is,
according to such enbodi ments, HEM | 24 serves as a switch which routes data
packets to ang trom|RVs 104, and serves as the other end of the

comuni cations to ahd from IRV 104 in which Ethernet data and phone
signals are conbined over. single tw.sted pair. technol ogy. According to
other altefnati venﬁg‘ 73‘&186 Wﬁgﬁ'f@}mﬁﬁ%Fﬁﬁﬁgﬁﬁlp&“@ﬁgjg‘ggyeﬁgﬂ%i‘ i on and
assignnment, controls network access, and serves as a bridge for Ethenet
data transmi t i¥RING Aeqess EUpRHFoomsdn & hoth ascarding foaisnsaifie chodimentofiteur e.  HEM
124 has a plurality of ports 126 each of which comrunicates with a

cor r espondi nginvRNion04. Thi s communi cation may be individually nonitored and
controlled (by either the IRMor the HEM thus allowing a o central hotel
managenent of bil|Fipg3apud Acae swradetaied bloglsdibgrama bf the inyrobm ngeineraatie reports
for troubl eshooting purposes. Each IRM 104 (and thus the correspondi ng HEM
port 126) hashedfend ambdhle ofifligt &ss whi ch nay be configured using the Sinple
Net wor k Managenent Protocol (SNWP). If the guest's conputer connected to a

particul arol ft M 10ggdoRS Wik dit@ien fllusirating the com¥RARNGTRAF dudtsldatdnig/ 04293

own internal |IP address, the fixed |P address of the corresponding | RM

L041 HEM port 4l S RARLENEA ch R P LorRuS SRR Bl edie Dynam ¢ Host

Confi guration ot oco itate access to net 00. If the
guest's corrputrcra1 o Ireﬁgglehasé 'i(gns, own internal |P address, address
translation i¥ ée e BRENEER t he conputer's internal |P address and the
fixed | P address olg. tgle Illle\(/l 104/ HEM por t

ig. block d

1Isa iagram 1l]ustrating the provision of high speed data and
Internet access to guest rooms in hotels according to another specific embodiment of
15 the invention;
Fig. 6 is a block diagram illustrating the provision of high speed data and
Internet access to guest rooms in hotels according to yet another specific embodiment
of the invention;
Fig. 7 is a block diagram illustrating the auto-bauding technique of the present
20 invention;
Fig. 8 is a flowchart illustrating the auto-bauding technique of the present
invention;
Fig. 9 is a flowchart illustrating the customization of a guest room and the

transmission of control information to in-room systems via a hotel network;
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126. According to various enbodinent of the invention, this address
translation may be perfornmed by either IRM 104 or HEM 124. HEM 124 has a
smal | boot vebhdigat shown) for basic | P communi cations angttausieeqss fl ash
ROM (not shown) for ful |y functional software and configuration data. This
allows for renpte software upgrades 1 o using, for exanple, an encrypted
prot ocol riding oFig dpiserbledk diggram ofXile serverffpraise withvarkpn embpdimentanf ng a

met hod for providing high speed data and Internet access to guest roons in
a hotel usi nghdpresesyistetmmfanéi g. 1. When a guest's conputer connects to an
IRMin any one of the guest roons, the network | P address associated with
that | RMis assocFat @tiswi fldwchireilhetrging ee frdMidihg ofhlide senfae@d sdrvieibove,
this association could nean a DHCP assi gnnent of the network | P address to
the guest's conputer where the conputer did not already have an internal IP
address. It could also nmean that the internal |IP address of the conputer is
translated into the network I P address. This address assignnent/transl ation
may be effected by either the IRMand the HEM In addition, it will be
under stood t hat dependi ng on where the a o assignnent/translation occurs it
may precede or follow 206 described below. The network I P address is
associated with the guest's conputer while it remains connected to the IRM
Where the transm ssion line connecting the IRMto the hotel network
conprises a single twi sted pair of conductors, the data conmunications
between the - 14 WO 00/ 51274 PCT/ US00/ 04293 I RM and the HEM are
configured so that they may be transmtted substantially sinultaneously
over the single twisted pair with the standard tel ephone signals fromthe
phone in the guest room (206). A specif ¢ technique by which this
configuration is effected is described belowwth reference to Figs. 3a and
4. Once the connection is established, the communi cations between the Il uvl
and the HEM are nonitored either periodically or continuously for a variety
of purposes (208). This information nay be used by the hotel for billing
pur poses or for troubleshooting and inproving the reliability of the hotel
network. If an Internet transaction is requested by the guest's conputer, a
gl obal l'y

- 11 -



1 o unique | P address froma pool of such addresses is tenporarily
associated with the network I P address currently associated wth the
guest's co t ing, for exanple, a network address tr i pr ot ocol
(210). As g?{gcogélszg‘g above, the pool of addresses could be,ﬁe?/ggk}g%ggfrpl e,
class A, B, or C addresses. As will be discussed below with reference to
Figs. 5 and 6, the tenpolHSCRIBEIGHN OF iSPRECHICIHMBQDBYENIS i s uni que | P
address may be done by the HEMin the hotel or, according to another

enbodi nent, by a reEgotie abRick @lagiahti itibstiatihgthe provBho L Oiph spiedmipta@ndiot el
properties in a wide area network. Wien the Internet transaction is

conpl et e (212)yerfidt 8e@bsABBhdsy rddRis WL hdE) rRElFre $60 dosording 58 Sekidied from the
network | P address and put back in the pool for use In facilitating

subsequent | NG GARSARERRIS 1h EQEAN 1R {035 AihGbort nbafle gGR} T OOMS

(214). The ne ress remal ns "assocl at e the guest’™ s conputer

until the sessian ends . 0. e conput.er is disco cted fromthe | RM or
power ed donn (oA e ferfire ok Saf SR FopoP hBFPaRE G Ck - PauRRs of 1 Ru
104 and HEM 124 of Fig, 1, respectively. [RM 104 coppyi ses nnecti on
circuitry forheSARERTITRG I?ﬁ‘Pét"F‘E&W'- Afgorgmgm WEEEq 97 tﬂg@gwjﬂ‘?% to the
room s standard tel ephone jack as well as the roonms tel ephone and the
guest's conpubléggedAireghvdnieghe wom ssphers frkandadeileashipvo adgisionad peréss PRon
circuitry includes RJ 11 ports 302 for connecting to the phone and 303 for
connect i ng t ofar b reethls t¢lephine, arg., B Rerli gack padton@ (4 theamest BEBip364., port 305,
and a uni versal serial bus (USB) port 306 for connecting to the guest's
conput er, andRans ddivet poral Adaidngro vhri@R émboedimes, RV Mg peabdingus t ypes of
data. |IEEE | 394 port 305 and USB port 306 may, in sonme instances, prove

nore conveni epimberd3NfultiiAs R udRR! for 3nglé) cbhiBihing @hd fpiath@s BBéket data
reconfiguration issues don't have to be dealt wth. [n addition, many

busi ness t raVﬂﬁﬁd%&&ﬁ)hﬁﬁ@%i%na}ﬁf@)’{ﬂnsi’ﬂiisf‘siianTob'@ t@%%@%iri@ggbﬁum}e@h is

necessary for connectin e aptop's 10 Ethernet port a network

Et henet t. ,JTh di i,.ch Oof It ds,
EEE 1304 or USROIaS PERARatRal I aE Rl bR RELEERANGCT T2

translate the | aptop's, transm ssions to, the Ethernet standard. According to
2 Speci f1 ¢ ont5GHTETHre! PIUPLCH IS8 crriial GHRS™ (1 HOeledieB el of varoli O € 19

room environmental parameters, e.g., temperature and lighting. According to still

15  other embodiments, IRM 104 is configured to receive a wide variety of other types of
data such as, for example, digital audio and vidco for presentation in the guest room,
or a wide variety of other information services.

Transmission line 110 connects IRM 104 to the hotel’s head-end 112 via any

of a wide variety of infrastructures. In the example shown, transmission line 110

20 connects IRM 104 to head-end 112 via standard telephone company wiring as
represented by punch down blocks 114 and 116 and telephone company transmission
line 118. It will be understood, however, that the wiring between IRM 104 and head-
end 112 may take other forms such as, for example, a four-conductor Ethernet

network. Head-end 112 comprises punch down block 116 and public branch
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circuitry 308 for transmtting and receiving data on a single twi sted pair
of conductors i s of which the maj ority of hotel wiring infrastructures
are conpri swo.ooseeor ding to one enbodi nent, a portion of PCROISNIEDSON
circuitry 308 is inplenmented according to the honme PNA (Phone-Iline
Net wor ki ng Al l i ance ndard whi all ows half duplex data_and phone
signal s on tWéc@&%zﬁﬁwgzasfq“f?%ﬂ;ﬁi”éﬁ el ﬁwuﬁa& Hinage PBXl2025 2 Accor di ng
to the home PNA standard, data transm ssions from 1RM 104 to a port 126 of
HEM 2 0 124 cHednscHehRIT 5 Wish. pecoringie aspribioembrdimeny mayebesptibr nated at a
frequency in the range of 4-9 MHz. Because standard phone signals exists at
a rel ativel y ihgallefl smeple by ynpd eggiveg thelsterslardid - pio nennedidr frod BBt 120n f r equency,
all of the signals may easily exist on a single pair of wires. According to
a specific erdhaginganhpectiompaii ZsihornhePBX toireyto3@8t shewap anidplugeih®the i S WO
00/ 51274 PCT/ USO0/ 04293 associ ate the network | P address associated with

| RM 104 widt h dridghafstisibctsr FFPitic dowd BREK 1| 56 int@nAQEb eSSt 1122 sindhkdon or

assignment which allows the guest access to the |local or w de area network

is perfor wedéggé%ioﬁg,sfg{]@gﬁ | R0 BheCibd fot 129 (4 PEx! IFVhflE itf gl 0 a rmore

specific enb smssion clircuitry I ncludes a processing unit

309 based on SC i croprocessor i,ch,per.fo t he addres r | at i on,

t he conbi ni ng i %rae‘sf‘é%é’ﬁ atl Soarrle% ) gcrdlzg'f1 %Pef:%l?'e b@ﬁg(?ﬁe%‘g?%iﬁ? gﬂ'ilﬂg{%eadend,
and the routing of the recejved signals_to the appropriate |RM port.
According to a spMF?@%%%ﬁF%WF‘%“W%@E%E‘FWQ‘ pyeion JeEMJgh prréms an | nt el
80960VH and the appropriate support circuitry. io According to another
speci fi c enbodrigyef functipnspod. agrasding Hrsoggemberiments) canbe gonghtyf 3 f or
receiving control information via the hotel's network for controlling one
or nore cont rashancyd rautes wWith hdgitional papabilities programRidl ik itwweratipe syitswussed
below with reference to Fig. 9, such control systens may include, for
exanpl e, the Thaohy &codingas aicirembodiniens) HEMi IgH sérnep, asanditeludhioh sausdsens. | n
one enbodi nent, the control i5 circuitry includes conversion circuitry 312

for converti ngtd fiekét£eind GAmCIRMS 104, ArfdfservBPdsitidothéHeld bi@e NECessary contr ol
signals for actually controlling the in-roomcontrol systens. The

conversion ci Jo%&ﬁéﬁﬁgﬁsyto iaﬂc?%rb'tqqm\/isq b4 Wﬁﬁ% Bthe@Bt BBk and phone signals are

combined over single twisted pair technology. According to other alternative
15  embodiments, HEM 124 handles address translation and assignment, controls network
access, and serves as a bridge for Ethernet data transmitted over the hotel’s single
twisted pair infrastructure. HEM 124 has a plurality of ports 126 each of which
communicates with a corresponding IRM 104. This communication may be
individually monitored and controlled (by cither the IRM or the HEM) thus allowing
20  central hotel management of billing and access as well as the ability to generate
reports for troubleshooting purposes.
Each IRM 104 (and thus the corresponding HEM port 126) has a fixed IP
address which may be configured using the Simple Network Management Protocol

(SNMP). If the guest’s computer connected to a particular IRM 104 does not have its
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transm ssion elenent 314 (e.g., an antenna) for transmtting RF control
signals to the various control systens. According to an alternative

embodi ment , weQgEpRSi on z o circuitry 312 includes an infrgegdsdfoigsm ssion
element (e.g., an 1R diode) for transmtting infrared control signals to
various control systens. Transmission circuitry 308 (using processor 309)
di scri m nat esovoeinteeahlR dddresa thedined d adidréss of the earvesgonding [RIM HS{IEEMtpotto t he
appropriate port on IRM 104 according to address information in data packet
headers. Accorgiiigsigheditosipegiiest! scomptiethisivgthe Dynamic Host\@onfi@dratiod~4

PCT/ USO0/ 04293 digital audio and video may be transmtted to individual
roons Via thepsiedigDHEPS € B HRERL b netitRk HOWITE e gaslets eoxggmer\élr@ﬁ@ are

directed to additional data port 307 to which an audi o and/or vidéo system

may be connegfeds B\t% FﬁérﬁaqpawgsstJaaregsrmlq{i&Jiggerg&g%&ﬂ&weén%% his way, an

anbi ence may be se or the guest's arriva dition, the guest could

select a wde varjety. of tertainnent. a i.nformati pces via the
hot el net vior K° |4cef:|sYn fi/m%lﬁgﬁ J&s ?gﬁgttr;‘lec{]@cf’dfhgsstﬁzhcg@ggfﬁgﬁt ia the
auxiliary data port 3_07 on |RM 104, Accordi ng to q?1,ne enbodi nent, data port
307 recei ves #0dPSCAGR SUHATIONS BT PRI ObthG Y enionihs adfressmaRERan MY t he
guest room Specific enbodi nents of | RM 104 al so include an LED or LCD

di spl ay 316 ity neroxmaddry esthert B Hidpr SIEM A 24 M nEf hesp sra)l lvet ROMWEAT cated to
t he occupant of the guest room whether or not they are currently connected.
For exanpl e, shewnrfer bassedRemtriupisations puctielaradifieg ROM3(h6t showh)fobfullysed t o
informthe hotel guest of all of the services avail able through IRM 104 as
wel | as i nst rfundtiopsisoftware andceetigiagort datd. RMislAdws irbanote Béfowdidiipgeaiesuch as
stock quotes and weather information may al so be 1 s presented continuously

or peri odical dsthg, foRenGiM) AR ChRfhtedlirsita¥idinkGntspbrdpcommuni cate the status
of the connection as well as the tine connected and current connection

charges. It wll ] i : r~dAfQrmat i on na
; R Gk R R i e ’

be presented via display 316. al so 1 nc

i ndi vi dual col gr LE 8 i . i i nf.or i. O t he user. Such
LEDs may i ndia@athgt,gmftoa?geesgé)n%ﬁ\égrg %mggﬁ%gﬁé 1 e‘Hes ts{z:aéfn l:%l 1:l(lﬁ'qt Lr?é}a)helnlﬁl\/l i.e., .

whether it i Sgu%gtnsnc%%pgt%r Eo%n;[:crt]se tolgrl% I}{I{ML{ISI Iarrml)gonreei\)(il th%rgucst rooms, the network 1P

address associated with that IRM is associated with the computer (204). As discussed
15  above, this association could mean a DHCP assignment of the network IP address to
the guest’s computer where the computer did not already have an internal IP address.
It could also mean that the internal IP address of the computer is translated into the
network IP address. This address assignment/translation may be effected by either the
IRM and the HEM. In addition, it will be understood that depending on where the
20  assignment/translation occurs it may precede or follow 206 described below. The
network IP address is associated with the guest’s computer while it remains connected
to the IRM.
Where the transmission line connecting the IRM to the hotel network

comprises a single twisted pair of conductors, the data communications between the
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green LEDs. LEDs 318 may al so be configured to indicate a purchase status
to the user. That is, because connection services are often purchased in 24
hour bl ockswolokEx74318 nay i ndicate to the user whet her shect/eswopenati ng
within a block of tine - is WO 00151274 PCT/ US00/ 04293 whi ch has al ready

been paid for n) ether_the end of the current bl ock js approaching
(yel | ow), Wl(%\gflwgﬁhe%!’?g‘] Ag confiiguzed £p that they &y tbe drapsaxited subgtansiale k (r ed) .

LEDs 318 couI d al so indicate whi ch type of connection the user has

est abl i shed, smyltaneshy ovgr thesiate, twisted | pRERVith3standerdriglpphioop eignadbidere and as
shown in Fig. 3b, HEM |24 may be thought of as an enhanced nuter which
routes data ptaephxtrs it thegnekt fFaoon2DERIVEA dredific teshtinad sy wisitmbidcoaligestion serves
as a bridge for Ethernet data transmitted over the hotel's single tw sted

pai r infrastrieffedied is dBribACSwiviE rdfeeRi®FigiBadhaent s, handl es address
translation and assignment. According to one enbodinent, a 2611 nuter from

Gisco Systems, 1 qyldGhe doﬁn&ﬁ&qlstegtablﬁm:c?%%ﬁﬁMg%%élb%% gdes a

master central processing unit (CPU) 2, low an i nterfaces

354, and hi ohgspRedele AT sod A PELLAGIIE, Thenes 9%8' sl

appropriate so re or I mhvar ESpOI’lSI

t t ask t bl e t f K t. It
'S0 e+ espoatbbi T BRE B %e%&aﬁ@‘éa@ﬁﬁ%ﬁavo%%@? Fansri ssi ons,

etc. It pref erably acconpl i shes al t hese functions under the control of
sof twar e i ncl ieHbghenting gad i H‘ﬁﬁn%?gfeéﬁp‘@@"gﬁhelwl‘%@t?ﬂo@? net Operating System
(105~) of Cisco Systenms, Inc.) and any appropriate applications software.
CPU 352 may i ncl udéamnierest tepiaetion ig reapestrddy Sl guehti spomputsr, @ glabally speci fic
enbodi ment. a nenory 360 (such as non-volatile RAM and/or ROM al so forns
part of CRU 3&fiqueHbwddress fran @ podief suchmddrases)is tinfpoearigndssavdarst with thhi ch nenory
could be coupled to the system The interfaces 354 and 356 are typically
provi ded as i mdtwodkd@ddidds@arréynBiociand withfthe fueet’s mplter hdif ferKAHEpLE,
Generally, they control the sending and recei pt of data packets over the

net wor k and SQH&%bfkeaﬁd%@tP&%lfat]&M}@{oc&gﬁi(BhREéis&lsbb%ea@ow it pobiNr124. The | ow
and nmedi um speed interfaces 354 inclu mul tiport - 19

addresses could be, for example, class A, B, or C addresses. As will be discussed
below with reference to Figs. 5 and 6, the temporary association of the globally

15  unique IP address may be done by the HEM in the hotel or, éccording to another
embodiment, by a remote server which interconnects one or more hotel properties in a
wide area network. When the Internet transaction is complete (212), the globally
unique IP address is disassociated from the network IP address and put back in the
pool for use in facilitating subsequent Internet transactions from any of the hotel’s

20  guest rooms (214). The network IP address remains associated with the guest’s
computer until the session ends, e.g., the computer is disconnected from the IRM or
powered down (216).

Figs. 3a and 3b are more detailed block diagrams of IRM 104 and HEM 124 of

Fig. 1, respectively. IRM 104 comprises connection circuitry for connecting the IRM
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WO 00/ 51274 PCT/ US00/ 04293 conmuni cations interface 362, a serial

comuni cations interface 364, and a token ring interface 366. The

hi gh-speed §at, es 356 include an FDDI interface 368 { port

Et hernet int Qr?’g{:’?s?o Preferably, each of these int erfggkggﬁiop@h imsdi um
and hi gh-speed) includes (1 ) ports for comunication with the appropriate
medi a, (2) s tarheirncieppaeradénd telapbaegsdras vaiids the reome telephdmerund she( @ipstisol ati | e
RAM The i ndependent processors control such comruni cations intensive tasks

as packet swWidofipufed, AcORelin: 16@Ihécitic chtddFRME SR BRkecti By ciRuli idilngs Rgpar at e
processors for the communi cations intensive tasks, this architecture

permts the ng ?tE 365}(1%? 9&&1@&@?%@&&9&«3 #d 8b3 %o?l:cﬁfﬁ&ét é@@{hﬁ%ﬂpe{cﬁﬁr{ ng

conput ati ons, di agnosfics, "security function e | ow and

medi um speed er.f t he ngst er, ugh a

dat a, controlétﬂ dpglgg%%?% fogﬁ:ag’hangﬁc%l Y tS%r?aflg%s@S?gg(’%?égconnect ed
to the bus 372 through a fast .data, control and dress us 374 which is
in turn cénnefg’t‘é’ﬂn?cé‘g%motﬂ%g‘éeﬁhf ‘E%’FH“&F a?‘?éna%”f%\f%ﬁ ROFS O Y TEFHE D WA i n
Fig. 3b is one type of router )5 ch the i s present invention may be

i npl enent ed, VRHOUSHYRR; of datprelkkE L H@P%?Qﬁ g (HSEY post I0Rim e i fPme fRptaRkSSeh t he
present invention may be inplenented. For exanple, an architecture having a
si ngl e procegsove rdra tortvanightahandiheruet ipor 804himgha servail netwerkrengpiigugation

conput ati ons, ete. would al so be acceptable. Further, other types of

i nt erfaces ariskusedbini havetotbedesiowitie Insddition, rkany besimdsd aveleds diteRelgatt dl ess of
network device's configuration, it may enpl oy one or nore nenories or

menmory nmodul afavéi vied tel ERgridedingle wifiéh) is GeUeEsa@Ubesbnhatifid MR 14 am
instructions for the network operations and network access and control

functi ons, \desghdRE oA e Lhdtwork HEhdh® PoRMTIRSAh ki gOpon %Ych%@%'t&x an
operating systemand one or nore applications, for exanple. Such memory or

menories my @k50iRfinaarddiEEE P04Q0kedd) %E’;?&Ql?ggr‘é@?é @hHpyred to

1R
store, for exarr%ﬁ cont I‘OE|: i nformati on I’ contr I n-room contr ol

Systens. et o BegRS ublit/ ik lap%pn%;aaggwg@n% PHRHAMA 5l ons My be

According to a specific embodiment, IRM 104 also includes transmission

circuitry 308 for transmitting and receiving data on a single twisted pair of conductors

15  of which the majority of hotel wiring infrastructures are comprised. According to one
embodiment, a portion of transmission circuitry 308 is implemented according to the
home PNA (Phone-line Networking Alliance) standard which allows half duplex data
and phone signals on the same line as illustrated by the diagram of Fig. 4. According
to the home PNA standard, data transmissions from IRM 104 to a port 126 of HEM

20 124 and transmissions from the HEM to the IRM are alternated at a frequency in the
range of 4-9 MHz. Because standard phone signals exists at a relatively low
frequency compared to the home PNA modulation frequency, all of the signals may
easily exist on a single pair of wires.

According to a specific embodiment, transmission circuitry 308 is operable to
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i mpl enent the systens/nmethods described herein, the present invention

rel ates to machi ne readabl e nedia that include programinstructions, state

i nf or mat i onwo®eb/s1274 or perform ng vari ous operati ons descr pOedsddBies n.

Exanpl es of machi ne-readabl e nedia include, but are not limted to,

magneti c nmedi a such as hard disks, floppy disks, and magnetl c tape; optical
medi a such assERARGW tétyrek IPrﬁé@N@t&Ssmquowh IRDE] 04 witkc the guest’s opnpuserl  di sks;
and hardware devices that are specially configured to store and 1 o perform
pr ogr am i nst rThat ispthe addyess lraadatios &d asignynenmyiiehyalides itheasiest REI)s tade r andom
access nmenory (RAM. The invention may al so be enbodied in a carrier wave

travel I'ing ovgéal ammem&m&ha)&pls?ﬁeﬁ rei¥d By @ tAS s diNRMEHitrydRtHeqRM. | | nes,
electric lines, etc. Exanples of programinstructions include both machi ne

code, ch a er |evel
hat {)&efb‘g@gwtn?ﬁ e T

code that may S5 conputer using Interpreter.

Referring 5b anlé_g te(s?suf%\n\g} tnff)g base %I\gnjiagchagropﬁo%\;fjorfg‘wkhé%%@ tlilt 26 each of

whi ch comuni a correspon ?I%e ability to
sense when an rts 6.are bel hat the hot ill the
user accor di n%qnﬁla’ HB‘%F’E‘E%W@GH g“?'é“ PLEANTEEFigP 19 %‘F ‘g’gEWﬁi cal
support, network bandvm dth a o requi rerrent estimates, billing estinmates,

and buyi ng pa?f“fléberfokﬂ‘éftgaf’ft]?mqwef@lgé‘ﬁ%ép qhaépnrmlasdﬁ%pqﬂft@w%f IR i ng and
di sabling individual ports 126. Were network 100 is part of a w de area
network (as dirs@iicsmbbdimemiprocesiieg wnhi®Oaeinpuses emaitli8A8e0Vdhehddhs abl i ng of
ports 126 nay be done froma renpote server at the center of the WAN. As
descri bed aboppropeiate Bupgiol] cirouitry 126 (and t hus the corresponding IRM - 21
WO 00/51274 PCT' /US00/ 04293 104) has a fixed |IP address which may be

confi guregh usi ng SNWGdinhe ahdike@ dpdcRticeidioameng IR M@ 4 HEMiRNIdks dotéiornd the | RM
104 is assigned to the guest's conputer using DHCP. Alternatively, an

address transliahing1b %orR@Jeixﬁ?ﬁ%&ﬂtrQﬁh%ﬁﬂmﬁx% ROARHE ElctRork BrRbAR IS addr ess
and the fixed I P address of 104/ HEM port 126. s HEM 124 has a snal |

boot RCM 378 f.ar r%?.lt&on{rﬁ’l St ?%)kl%?&tg% Jﬁ{\d.a&gﬁ}lfs be gcﬁ{% 5%51 |0 for

fully functional® vvare uration r enot e

ft f , t di t
o 1P Accor dNRD AN Bige) éﬁéi‘%ﬁk@rft@@‘mféﬁi Bl BBy piaE? O 1O

transm ssion circuitry 316 for transmitting and receiving data on a single
twisted pair §mpPFragrembok tightiag, aﬂ‘?li‘é‘dlots}‘ﬁéenﬁt He prictmbpdimentyiicionials peen

conbined with the standard '
15  circuitry includes conversion circuitry 312 for converting the received control

information into the necessary control signals for actually controlling the in-room
control systems. The conversion circuitry may include, for example, an RF
transmission element 314 (e.g., an antenna) for transmitting RF control signals to the
various control systems. According to an alternative embodiment, conversion

20  circuitry 312 includes an infrared transmission element (e.g., an IR diode) for
transmitting infrared control signals to various control systems.

Transmission circuitry 308 (using processor 309) discriminates between the

various data it receives and directs it to the appropriate port on IRM 104 according to

address information in data packet headers. According to a specific embodiment,
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t el ephone signals at |RM 104 may be picked off and reconfigured for
transm ssion according to standard Ethernet techniques. Also, data headed

to IRM 104 onbi ned for transm ssion over the sing i pair.
As with tra@n }sggzﬂtgn circuitry 308, transm ssion circui tr%gy%\%@ézégbe

i npl enented according to the honme PNA i s standard. Fig. 5 is a block

di agram i | | ustigahali aagiotan@ vidleo viag be rardhittsdah irsipedial Bains vankk dyskr net access
to guest roons in a chain of hotels 502 according to one enbodi ment of the
invention. Usyf@ribduheteit eTiAigila0iud@sidduidedar dReed tdPaditRRA S Yokt B0t ef erence
to Fig. |, each hotel 502 has a | ocal area network (LAN) (not shown) which

brovi des 20_diq Gith BFEERSarlforREo WYR! A8 o0l Al BAROAlnd he st Tooms.

According to this e ment, eac ot el” 502 must provi ts own security
inthe formof _a firewall for the protecti.on its LAN. li'ig. 6 is a
bl oGk di agr am PRt Rieny AR B b ErBisnisiony et Bust Sordl 19 er et
access to guest..roo in a Lghai n of hotels 2 according to apother - 22

WO 001 51279 Paddififo 01 s SORr BRIEH RS BRot RECT AT bAM FRAY%Phe i nt er nal
infrastructure described above with reference to Fig. 1, each hotel 602 has
a LAN (not shé&siMiresig thg hptsl @qﬁwkcﬂmhéw@hewwrﬁn@pﬁ@g to thpguests fop@ Vi her
hotels 602 to forma wi de area network (WAN) referred to herein as a
virtual privathe apeiiagyrdata(Pgri30T pn 60M. 10Ac Aocadding)tot ane ambpdimiediti datspaen®iydi nent ,
VPN 604 is built on an optical fiber backbone enpl oyi ng asynchronous
transfer noderdcéivésduflio daedwatitiodiyectlp dfivea aair bf shahleryia thegfusst rddm.Wi | | be
under st ood however that any of a variety of transm ssion protocols and

i nfrastructures magpdeficemitoaetsbPIKNa0s Aish irdRldat DEDWE NCH diplapyik Wi t hout
departing fromthe scope of the present invention. Such protocols my

i nclude byp apg o statilizh JinbOinfok@ifonHRlyBé colnnfinfchB@ (NEE occiiph: L - Data

are configured in the appropriate format as they | eave each hotel 602 by a

router or 11 Sabeol AR i BB R LecRRRe, Phekalbk hABEY Moavant
_ : _ _ g. provides several advantages
over the embodi et deRRE: R IR Guld SULELSHSRS il Fun . SPee
services available through IRM 104 as well as instructions for connecting to IRM 104,
Other information such as stock quotes and weather information may also be
15  presented continuously or periodically. Once connected, display 316 could
communicate the status of the connection as well as the time connected and current
connection charges. It will be understood that a wide variety of other information
may be presented via display 316.
IRM 104 may also include an array of individual colored LEDs 318 which
20  provide information to the user. Such LEDs may indicate, for example, the
connection status of the IRM, i.e., whether it is connected to the HEM, using red or
green LEDs. LEDs 318 may also be configured to indicate a purchase status to the

user. That is, because connection services are often purchased in 24 hour blocks,

LEDs 318 may indicate to the user whether she is operating within a block of time
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15 sonme form of connection to the Internet such as, for exanple, a Tl or T3
| i ne. Nat onIy does such a connection require a hardware infrastructure to
support it,wobwakmo necessitates sonme form of protection fomudoves2et work in
the formof, for exanple, a firewall. Thus, if each hotel property in a
hotel chain were to be directly connected to the Internet (as shown in Fig.
5), each prop’@??@h%l}?"’d‘yﬁé%’d’at%foﬁ@&‘?n?’tv@eﬁ‘ﬁﬁhﬁ‘é‘%dvﬁfﬁlp@ st Pleciigr e
infrastructure, firewall, and the technical and adm nistrative staff and
functions t o aspioping RV aerevhetpr sherhap alssady outered tPRE:GOime bieckdred).t o t he
Internet 606 is provided via a single network center (represented by renote
net wor k oper dtEB 18entld mlsp NOatesehrivtetyp6 0 jonadctimhihe sep hes estabhiged «d.y ewal | s
610 and any ot her necessary networki ng hardware and equi prent nay be
| ocat ed and rESE\EREbrme\CE OEEE Ngp4 0 a - 23 Wwo o0o0i si 2~4 PCT/ US00/ 04293
speci fic enbodi ment, a redundant network center is provided in a different
city thangthe firsg rﬁ&ﬁbﬁbﬂtabg\rhean@\égmoﬁnhﬁhgo@ﬁ I-Q?:th@m‘a% B@fhogﬁﬁ%f gown.
Havi ng each hotel property directly connected to the Internet
probl ematic f tion.
That i o, t he ePEnEEEiLAgyERAYR: la frlB IR fork TELR 2}???&?%%%@%1%%%% o
Iocatlon the nmore vul ner.a VPN, 604, security is
conpl et e and ¥E&iErEFLES bégﬁ? fo&ﬁt}]egnevﬁa}t? ﬁ%ﬁsfr{}%fmv?rﬁg? léoéé}l’s'lsmgée WS t hi ngs
i ke renote soft, re upgrades canveni ent thus elimnating what m ght
ot herwi se be F@ifg FSUCRE ff“ige‘fcﬂorg@lgﬁ‘? e gRkodiments, kéﬁi‘df esslﬁ‘é’é“é‘ﬁ?é nuch of
the equipnent is centrally located, the costly redundanc i 0 equi pnent
and support fasd essignmentt Acsarng o oae erpbasiiyaertys {ﬁib eowt@cﬁ@gséusgo Hiptense
enbodi ment of Fig. 5 is avoided. Another inportant benefit of VPN 604
rel ates tw t Hec.nawmeadenmntlensdnt FEdDEI4. JHEMI 184 encluBesceddases sergral poceseing i oned
above, there is a paucity of pools of globally unique |IP addresses which
are suffici enidityCPuh g82, 1w aciansimi apced @acakuckynst, 41 highespeedsineefasa ks, of nost
mediumto | arge size organi zati ons. For exanple, one pool of class C

addr esses acCRRdatRuni@SBe §o0nabl FaPpropriaid §FHARUS HehE, @B CRUEBLUWOr K. This
m ght be sufficient at nost hotels nuch of the tine, but it is clear that

there are forr@%%ﬁé}& L QoS EIFIRE BRGSS rMRE Bable collPtafloRhd REwofiOr  exanpl e, as

nmenti oned ab

management. It may also be responsible for controlling network access and
15 transmissions, etc. It preferably accomplishes all these functions under the control of
software including an operating system (e.g., the Internet Operating System (I10S®) of
Cisco Systems, Inc.) and any appropriate applications software. CPU 352 may
include one or more microprocessor chips 358. In a specific embodiment, a memory
360 (such as non-volatile RAM and/or ROM) also forms part of CPU 352. However,
20 there are many different ways in which memory could be coupled to the system.
The interfaces 354 and 356 are typically provided as interface cards
(sometimes referred to as “line cards”). Generally, they control the sending and
receipt of data packets over the network and sometimes support other peripherals used

with HEM 124. The low and medium speed interfaces 354 include a multiport
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if a 200 room hotel hosted an Internet technol ogies semnar it is highly
likely that 2 o such a pool of addresses would not be sufficient. In

addi tion, tl;ki,éoo%gﬁgari o makes the assunption that each prgg@ﬂjg%/q fya hot el
chain (some conprising over 1000 properties) could procurée a pool of class
C addresses. VPN 604 addresses this problemin that it spreads the IP

address needs cghmemedtions intdiRcDEXh s@aPRRMhbRGtiOMIhtefiR J6eSMUBEAenOf the
entire wide area network. Thus, for - 24 WD 00/ 51 274 PCTNS00/ 04293

exanpl e, a si HQ% RS 563 MR MUighNpeaidl-A538 8 5¢nBRbe REFHISEH BRI dat e
all of the Intefnet access needs of an entire hotel chain even where the

t ot al nmb f ' . i, f il abl

ot obal 1y uni g i BRETbaddfelifiato. BerefGTEAR o e Wps M MAEC B0 oy
i | t I d f t hot el . tj i t.hout ti

Che near |y 64750bEGIRBE g ot b di e spac o M E P A HE "R OB poor

O her secure services may al so be provided via VPN 604. For, exanple, video

t el econf er Bnchidereadent piaggssorgpang iy spelngipases (P velgiisiiiMatl holrdersndentay pe
provi ded to hotel guests. Moreover, by arranging access to VPN 604 by
corporate i oprosssers@dmrol syrtlicoinmhyaicatéanp indsnsivs tasks asipaglet solchmgamedns can
have secure access to their enployer's network fromrenote | ocations. O her
servi ces suchcesrol hraf managempérne., Bp poypyéatingysepanta gexesstrs serthd wesnumidtionsy be
provided to the managenent of hotels 602. Fig. 7 is a block diagram

illustrating aferdive@asRamds RghiteefbpeaRs IO e iéropeocesspl 35adl efficichtiger t ai n
alternative enbodi nents of the present invention. Fig. 8 is a i5 flowhart

800 illustrat ipa%rm%uﬁg%mpﬁmgsae, hdtABRHiApAbABs, sdciBty findiohQkRl " S wiri ng
infrastructure has diffeerent transm ssion characteristics due to its |length

and proxi ghty 10 SO 66%nd naliit fold HbrfaddSELLOLSPIAGE teth il EPURsOPEC T ©

enbodi nent of the invention in an alternative
o mm dat & PRPEHR L Aol selFirb s s P PPEURR oo TG BB o2 o
et vor k. - each & Boi S24MPORHTE ik SoNah AU PG YRETTRLS MIHal | owed by
its transm ssion line. On power, IItM 702 goes to its | owest
connected to a bus controller 376.
Although the system shown in Fig. 3b is one type of router by which the
15  present invention may be implemented, it is by no means the only router architecture
by which the present invention may be implemented. For example, an architecture
having a single processor that handles communications as well as routing
computations, etc. would also be acceptable. Further, other types of interfaces and
media could also be used with the router.
20 Regardless of network device’s configuration, it may employ one or more
memories or memory modules (including memory 360) configured to store program
instructions for the network operations and network access and control functions

described herein. The program instructions may specify an operating system and one

or more applications, for example. Such memory or memories may also be
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baud rate, i.e., 128 kHz (802). HEM 704 transmits enpty packets at 400

m crosecond intervals while IRMIistens at its current baud rate (804). If
comuni cat i @o ob/S120t - 25 WO 00/ 51274 PCTNS00/ 04293 espebusdmheds (806},
an error message is generated notifying the network adm nistrator that I RM
702 is not operational (808). If, however, comunication is established
(806), HEM 7(pnfigired toctase, | fR\x70plet eonbyaludfoapation fortventreldbg n-ghmrcontadle ( 810) .
| f comunication is established at the next higher rate (812), HEM 704
agai n instrucdystelmRBMtc/02 to baud up to the next higher rate (810). This
occurs iteratively until a baud rate is reached at which comunication

cannot be establ i $hgghise Mchlif@imaoh Ahd proFnARLrut 83ty YeQ@miphSed RESt baud
rate (814) and HEM 704 instructs IR~ 702 to baud up to thé hi ghest baud

rate at whi chnﬁ)@emﬂmhe§§ét@gs/mﬁo&%@c%@man,&ﬁé%sm! i[ﬂvérmoﬁ{)%%sitodat a to an

fromIRM 702 wll al ways transmtted at the maxi num al e rate. i o

Fig. 9is £ fr]ngé%r{l%gda&g%xghialrtgaﬁElé’cﬁ#dig :B%),&%e}rr]rgirx]l(s:t;rjlls&igm, Et%tteiiotgg,ng%tigﬁsegq osrt room

and the transm ssion 0 o rnrooms Y% a hotel

network. The ability of the present .jnvention to praqvide half duplex data
to each guestPF'GHRPEVETOY OB?rR%qné%FW‘dee}tfmb%i X llf%é’gfqagﬂn‘ii?eé%bg’es

addi tional advantages which are |ikely to engender further hotel custoner

| oyal ty. |n raedninclpdebyt are et lipitedite.anaangti meflissuely ankasd fiskyp 8eppy ditkki ng f or
custom zation solutions to tailor guest roons to the needs and preferences
of the indi viadahaggetastape; Ppiecabmbdiefuchas CRaROMdisksyvoegndtogeptisallmmdg way t owar d
creating the type of custoner loyalty with the business travel er that

ai rli nes havesuch esafl @ficalidisks;fahe fardnarefdeyiess that agrspemallydoafifasd © stofkeandi S t hat
a hotel or hotel chain keeps a database record for frequent guests in which

a varietyiof pefoafiBtdian MBiudions] SuchRe edaliiofly Bdidly dsvicds QROBYAAPBdorh OOM
tenperature, lighting, background nmusic, etc. O her custom zation options

i ncl ude vari opgess HeHoMPHR ANY). SBHMhtctBoPis) RES Blerodfdsn FUERE: wheh as, for
exanpl e, stock quotes,” weather reports, entertai nnment cal endars, etc. Wen

the guest chegkahDo,bi16 AS3hARESf AP VA QUSR8 LIk ARL] U ed to
etc. Examples of program instructions include both machine code, such as produced
by a compiler, and files containing higher level code that may be executed by the
15  computer using an interpreter.

Referring back to Fig. 3b, HEM 124 has a plurality of ports 126 each of which
communicates with a corresponding IRM 104. HEM 124 has the ability to sense
when any of ports 126 are being used so that the hotel may bill the user accordingly.
This monitoring feature is also useful for technical support, network bandwidth

20  requirement estimates, billing estimates, and buying pattern data. HEM 124 also has
the capability of enabling and disabling individual ports 126. Where network 100 is
part of a wide area network (as discussed below), the monitoring, enabling. and

disabling of ports 126 may be done from a remote server at the center of the WAN.

As described above, each HEM port 126 (and thus the corresponding IRM
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WO 00/ 51274 PCT/ US00/ 04293 One net hod of configuring the roomautonmatically
i nvol ves adjusting various controls in the roomvia renote control signals

such as, f e, radio frequency (RF) or infrared si ordi ng
Yo AT O Svoflef

to a speci odi ment of the invention, control signals are sent to the
IRM (e.g., IRMI104 of Figs. 1 and 3a) in the guest roomvia the hotel

net wor k wher ej¢4p8ys 2fixedIP A¥®Eds@hidhandylte capfifuedinisiigSNMNP.NTheefxgd IP RF, and
used to set the roomcontrols appropriately. In this way, the rooms

thermostat, |j@Qhiss 60BE HEN porfNEh snl g M Q0L ik Asnbdd thegsts dotipifepVi de a
confortable and fam liar environnent for the newy arrived guest. And,

because the pl.Esecb UL Abh e Ahu Rl eyl peoTDI ned W th

standard tel epsn e sign ransm ssi on of room control so signals may

be done in this nner, ev ere the ho Lrin i of ly single
twisted pair ?Oé’EH%ISdWa@% aﬁ%ﬁfsta‘lngﬂ“eﬁ%ﬁé gﬂsad eeg%?ﬁ%@%@gg,p% %gt al audio
and video signals as well as digg}ital %ngorc{@ti on services nFy be sent to
the roomih tHEMsEfehasasmall bopt KU P rgytor copmsatons epdid aregdlest 1 i ti es.
Thus, the guest room custom zation solution of the present invention

provi des a poReM 380 foobilly fynojpnat pofiwase anddonfiguiation datee This ghevhier wmothai ns
may engender greater custonmer |oyalty and thereby realise increased
revenues. Ref softwargupgeades usitkd, for e@ampe, ap endrypted motoodiridigtonaép ofHE. | nvent i on
wi |l now be described. As described above, specific information for an

i ndi vi dual guest i&codrdifig @ivagousiembadidehaddci 12¢aBo doffiiseeiriiimission t he
server of a specific hotel or on a z o central renpte sen~er fromwhich it

may be downl oggleslnt D elBeraReRikd MraRingatdh meldwigar fagspondi ng guest s
scheduled to arrive or is actually checking in (902). As the guest is

checki Ng ) OfordllcbRS HRAS el Ba@ Wt HAPRELBEMEE! GHPIL stahdbe Mt | O

regar di ng e guest's room environnent and ot her preferences in database

ecor UL T SSRGS 19, MR R B B ool ared
transmtted vi gt o dandard Bt cihiqills. o, S0TREARE « 1G4 104 Shy B
combined for transmission over the single twisted pair. As with transmission circuitry
308, transmission circuitry 316 may be implemented according to the home PNA
15  standard.
Fig. 5 is a block diagram illustrating the provision of high speed data and
Internet access to guest rooms in a chain of hotels 502 according to one embodiment
of the invention. Using the internal infrastructure described above with reference to
Fig. 1, each hotel 502 has a local area network (LAN) (not shown) which provides
20  direct access to the Internet 504 for each of its guest rooms. According to this
embodiment, each hotel 502 must provide its own security in the form ot a firewall
506 for the protection of its LAN.
Fig. 6 is a block diagram illustrating the provision of high speed data and

Internet access to guest rooms in a chain of hotels 602 according to another
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single twisted pair tel ephone wiring infrastructure. The in-room nodul e
t hen di spl ays 'sone of the received information, e.g., stock quotes, and

converts soysopfiztf1e received information into an approprp@f,gsomgzgpf
control signals, e.g., RF signals, for s communicating with the rooms

various environnental controls (906). These environnental controls may

i nclude, for ewbmidhent of the invretiorn dising the ingdnval infrastoucture Hescridabee witnt r ol s,
television controls, etc. The appropriate adj ustnments are then made to the
vari ous syst efdferédte tdBiggli@ath Hobed 602 Rasy IOAN devt Elivavnd pihickad themsonhediete nt
specifically suited to the stated preferences of the arriving guest (908).

o Fig. 10 isyfsnhbiREKAS #0theBief hdelf 602810 F6kVLHidd GRA nbWorlUSRAMY flferie@r | OUS
enbodi ments of the present invention. File server 1000 may be used, for

exanpl e, to 'H})Ae?eg]l?ﬁg @%éal fnvﬂg%t%dk @; 1\5'69§ 66%5 ?(?9%:1"36}1 sp%c’lﬁ wl I 506 of

Fig. 5, and firewa renote rver ile server 1000

505 Tarthes P hBboiRets E@&@?Zﬁﬂ@ Fén dbeadd %&K?OP&FHI&O&I@%&%? B Lot em

menory 1010, fixed dlsk st 1012 (e. hard drive removable disk 1 U
14 (e.g., CD rexfamade ?fa%b%aﬁﬁ%ﬁmlﬁda&@ck%dt w&i Bioteersiopdr f ace 1018
over which LAN VAN, and | nternet communi cations may be transmtted. File
server 1000 opewercethatany®f divarsty of trraswispiRn piotacals iapginfperistresganksr e and may
perform ot her functions such as, for exanple, file and database a o
managenent . Cemployed/sttensmis dite aixueh 4 netwaskewittiounhdephmting fromrihé wnpaefithe ncl ude
addi tional or fewer subsystens. For exanple, another system could include
nmor e t han onepfsat @ssitionl Gdh protoeols may tachide bpr o€ st dintited ysfrang relagy a cache
menory (not shown). The system bus architecture of file server 1000 is

represent ed b¥iRfde0\Whd EDBP. Datadi® confidin/iRelabprbph&id Fasp4sAkelASaviclen@v er
these arrows are illustrative of any interconnection schene serving to |ink

the subsyst emgyf&p b?%ﬁg?}né (n A shf WhRHSnBélpdrt BE oisidclaf@uitnagipnnect  the

central processor to t e system rrermry FI e server 1000 is but an exanple

of a systems |%Eble {se with the invention. O her architectures having

di fferent confPgut Otulte(r)rcl’rsﬁo eré“la’fbsystem; may al so be utilised.

The embodiment of Fig. 6 provides several advantages over the embodiment
described above with reference to Fig. 5. High speed access to the Internet requires
15  some form of connection to the Internet such as, for example, a T1 or T3 line. Not
only does such a connection require a hardware infrastructure to support it, it also
necessitates some form of protection for the network in the form of, for example, a
firewall. Thus, if each hotel property in a hotel chain were to be directly connected to
the Internet (as shown in Fig. 5), each property would need to have its own network
20  hardware infrastructure, firewall, and the technical and administrative staff and
functions to support the same. By contrast, with VPN 604, access to the Internet 606
is provided via a single network center (represented by remote network operation
center (NOC) server 608) at which one or more firewalls 610 and any other necessary

networking hardware and equipment may be located and managed. According to a
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Vari ous enbodi nents of the present invention may be used to provide special
| evel s of service to specific groups such as, for exanple, the attendees of
a conferenc hotel property. That is, conference at e
identified'& gﬁgpﬁﬁy connect to the hotel network and areLéﬂgégﬁgﬁgaccess
to specific content and online services io which are related to the
conference. HRpgeifiddmbdiimerdt] e@ihandt ndthdok édntet Bipi@lidedgn b BEfepmOMtykhity of such
onl i ne conference services using various ones of the network

'”fFaStrUCtUHﬁ@ﬁQ@éﬁ&k@ﬁgeﬁﬁ@%@xﬁ@%hﬂ@%ﬂwi%ﬁs@&ﬁﬂp!91 the network
environments of Figs. 1, 3a, 3b, 5 and 6. group identification nunber or
tag is associ at ed yu C ; i.fi rence (
1102). According g%ﬂgﬁgﬁgg$¥$%n%%§%%%%ggg@ﬁéﬁgiﬁﬁgﬁﬁgﬁgi%gwgﬂﬁé?%d by
associ ating the net.work S f the | in ch of the st ,roomns
occupi ed by feetg‘?"a%‘éong?’f ‘gfﬁ%‘:@g&%ﬁ?rﬁ 2R PSS ™ Eg?tdﬁehecﬂﬂfggciﬁ@gl specific
services and content are then provided on the petwork (1104). Conference
services m ghtANAvIpgRable fgzonlQ a cendrgllogatinn, thy morevulperabledbis @i ce

communi cation and/or video teleconferencing with other attendees of the
conf erence. 2hagkigge Rkl Np04; sashety dnecmpdete and czetrahizedhgonkralie viseiyvar e t hey
want to distribute to attendees electronically. Only conference attendees
have access twnlisueth Ehieotakesrthiogd liKeoemett isaftwarOappiraies cywesipecifsi ¢ cont ent
such as, for exanple, electronic copies of papers presented at the

conf erence aselinkihdting svhEOmiphRsthdiivisp be sighifiodrt Gield safvize posty ildaddilisigi vi dual
presenters at the conference can post follow up notes and answers to - 29
WD 00151274 RéEisSRREIDILRSeqthifSdnt RRSntkNG Yookl Shd\@stipRlendaleydsit t o during

their presentation. Chat Roons could be provided in which, at the end of

t he day, gonf [4 i interact with
y éﬁ'{l%%ﬁzgt egig%@foﬁ o] R HV?%‘S Plgbﬁaw iR decds ”15;1 ?’ﬁ

ot her nenbers. rence nenbers ve access e chat room
This service al,l qus qgﬁer nce %%tendees to di scuss questions and comments

about the coﬁ?@%@ﬁ%@,o K '5H0ut 't he sessions that were good and bad,

critique speakers, and in general_e n information with othe
attendees. Accor di‘Hy" 6’%?‘?@3@“%%@%?%& telates theuanagerngnt o@%&a@y be
recorded and the information provided to conference organizers to all ow

them to bet t epniguedl) addressess Avangnipredaboye, thereds & BHICRY ehrasls of glaballeal nanes of

chat room participants nmay be
unique IP addresses which are sufficiently large to accommodate each host on the

15 networks of most medium to large size organizations. For example, one pool of class
C addresses accommodates less than 256 simultaneous users on a network. This
might be sufficient at most hotels much of the time, but it 1s clear that there are
foreseeable circumstances where it would not be. For example, as mentioned above,
if a 1200 room hotel hosted an Internet technologies seminar it is highly likely that

20  such a pool of addresses would not be sufficient. In addition, this scenario makes the
assumption that each property in a hotel chain (some comprising over 1000
properties) could procure a pool of class C addresses.

VPN 604 addresses this problem in that it spreads the IP address needs of each

of the hotel properties over the resources of the entire wide area network. Thus, for
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i o excluded fromthis information. Bulletin boards for the posting of
informati on by any conference attendee may al so be provided. D scounted
access to owbeosmervi ces such as, for exanple, entertai nmpot/USI0@4293

i nformation services, may al so be provided. As described above with
reference to Fig. 2, when a guest's conputer connects to an IRMin any one
of the guest PHBIPIS. asmgleptassBProl 9f addressessmighishedisehtoageammodatepdiofite | RM i s
associated with the conmputer (1106). As di scussed above, this association
coul d nean a DrorRtaswhgmrranel afentifedotebehairdyen Pherd theggisl numbiehef rgemsin s
conput er where the conputer did not already have an internal |P address. It
coul d al so nethe chiiafarteheednthe nmaber loPaailable globaly wnhpme (B apindsess. Thattis,ans! at ed
into the network | P address. This address assignnment/transl ation may be

ef fected by theyelHiMts 4110 akilidds r@Edsanad Rcur@ifllAncoRElY Qf dosbRl of tehptdrot el s
part of a virtual private network as described above with reference to Fig.

6. If the pet : y j t 1 o zonput er
i s associ a?edw%ﬁﬁut:ﬁgﬂglﬁ gﬁ%u‘%%g?%g&%ﬁgg%\%@rglgggggéhg%d? eg&ggn lg?lee(r;llge
specific servich%ecasaﬁd gontent are pr ovided to the user of that conputer
(1110). 1f, on trne oA hand, the - 30 WO 00/ 51274 PCT/ US00/ 04293
network | P address i s not associ ate ith the gr I 1108), access to
the conference spelief FECWESFVICELmAY, Sv%rﬁ%ﬁgeq‘gagﬁﬁcﬁggdgorﬂ%@n WS | P
address remains associated with the guest's conputer until the session
ends, e.g., tHecerisntig-ova-1§iod2 anthergeenyerForemopmiqatnsl4 jsideed down
(1114). The techni que descri bed above with reference to Fig. 11 could be
used nore generoalded ta kptel@yests. dYlorgeeady arrenging accesa laVPN&P4 by ewporaignt ent , web
sites, other networks, etc. to specific identiftable groups. Far exanple,
when an enpl oless @if6, mdpadual aoplayees of these @brporaticiseak haverstaird deedaod thkir t he
network | P address of the IRMin that enpl oyee's room nay be associ at ed
with a group kRplgd sMtwérk okl re@dRNb@iBRC ERBerks€rvices ubag; G RRANAIIE,ON' S
conputer (c.g., see conputer host 616 of Fig. 6). As will be understood,

restriction o B ment%eivice ¥1 @Bafﬁé}tﬁr@ﬂ&ed%@%e%ﬂn}é%&ﬁeﬁt btthotdl oomaNNEr

may be effect accordi'ng to a variety of group identifications w thout
departing fromt heFl‘%.C?Psea bqgckt({.i'aegr% ﬁﬁl@tpgtinlgqxgﬁgjbg&ing technique which may be

cmployed with certain alternative embodiments of the present invention. Fig. 8 isa

15 flowchart 800 illustrating the same. Every transmission line in a hotel’s wiring
infrastructure has different transmission characteristics due to its length and proximity
to sources of distortion. Therefore, according to a specific embodiment of the
invention in which an alternative to the home PNA standard is employed, IRM 702
and HEM 704 are operable to determine the maximum data rate for each guest room

20 individually. That is, instead of using a single rate to accommodate the slowest
transmission line in the network, each room is allowed a data rate which is the
maximum allowed by its transmission line. On power, IRM 702 goes to its lowest
baud rate, i.e., 128 kHz (802). HEM 704 transmits empty packets at 400 microsecond

intervals while IRM listens at its current baud rate (804). 1f communication is not
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Whil e the invention has been particularly shown and described with .
reference is to specific enbodi nents thereof, it will be understood by

t hose skill i e art that changes in the form and det gl e
di scl osed é@ SQ?ﬁ%Qts may be nmade without departing fronlﬁ%%ﬁ%%%f%¥ or

scope of the invention. For exanple, many of the enbodi ments descri bed

herei n have beagblisledcs0d)ad ewof Reds@ieas pietddRoiBil the ndrivorliabimidi®ratspder st ood,
however, that the techni ques enpl oyed by the present invention may be z o

appl i ed to a WariRRk Yok ndt dpdfatibhiaf 88081 dfi Haebedr Uoh BB AHGis R&tabifsREq exanpl e,
school s, office buildings, and the Iike. In addition, several enbodi nent

descri bed hergj S| b St L1, Wi wWhich oSt standard
t el ephone w r&'rqg) ou?%4 @%%s%@ltgi%ﬁlg@p tﬁ‘éﬁﬁ\?gﬁlé’ﬁ% Y 48?0)b218underst ood
that the techni ques described herein - be i nmp) on any of a wide
Vet ety of i KRR o PR b et biehia otk B E1 BN To- g ttegies 4

PCT/ US00104293 exanpl e. Ethernet and ATM systens. Therefore, the scope of
the inventd onlRYd0? tp sud ge fathernsxs gizherrate (08 r Bhie ecopts iterdivelp yeiddnue| aj ms. -
32 WO 00/ 51 274 PCT/ US00/ 04293 WHAT IS CLAIMED IS: 1. A nethod for

provi di ng | nt wferiercaghedat which cemmpnpigation ganngt ke establashad £ At that poms, 18M 202
plurality of network access nodes in a network using a plurality of

gl obal I y uni gueeirhsRoaittdowss bayd rate €8 e andbHEMaT08 aissructe R 762aadhbdndwpng a

net wor k address associ ated therewith which is unique on the network, the

first networ kihaGiphss baaatchawhiol cénhifiSdtion ey edtdbliskkdI(85S. BSERGI3! ed
therewith, the nmethod conprising: associating the first network address

with the firsiaeQMRYiRE MITbEwiNAwh) s tlirh QBB &Tthd RaGRANRGAbREbIL fud Ne first
net wor k access node thereby providing access to the I o network;

assocl ati pg a 1115k Qe gk ShARALLIHAL AUE 2P LRSS b e 75t

net wor k address for~conducting an Inter ansacti on; sassoci ating
the first ol obally unigue LB address tromthe first, et wark address upon
ternmination o mFﬁ% PPRCeFREY P AN ShTOTHE S &F Og ATy uni'Gue 1P
ability of the present invention to provide half duplex data to each guest room over a
single twisted pair connection provides additional advantages which are likely to
engender further hotel customer loyalty. In recent years, the hospitality industry has
15  been looking for customization solutions to tailor guest rooms to the needs and
preferences of the individual guest. The belief is that this would go a long way
toward creating the type of customer loyalty with the business traveler that airlines
have created with frequent flyer programs. The basic idea is that a hotel or hotel chain
keeps a database record for frequent guests in which a variety of parameters may be
20  specified such as, for examplc, room temperature, lighting, background music, etc.
Other customization options include various information services preferred by the
guest such as, for example, stock quotes, weather reports, entertainment calendars, etc.

When the guest checks in, the assigned room is then automatically configured to suit

that guest’s preferences.
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i s address then being available for association with any of the network
addresses. 2. The nethod of claim1l wherein the first conputer has an

i nternal | Rvadegsiess and associating the first network addpesssosboisst he
first conputer conprises translating the internal |IP address of the first
conputer to the first network address. 20 The nmet hod of claim 1 wherein the
first computer doddnafpetherhefconfiguring dierrapm pptomaiigally invahigs adivtiog sediong t he
first network address with the first conputer conprises assigning the first
net wor k addr essitibls it the réom sia rerootp aorerol sign@Gsuch ad\OrEY4BHIR, #4diPGequeSO0/ 04293
4. The nmethod of claim 1l wherein associating the first globally unique IP
address W th (R of infiatedGQiNp! AtckiAPid HSPBcifOPhBdimeht 3f he inehtiondeshtRs S
transl ation protocol. s 5. The nmethod of claim4 wherein the plurality of

gl obal l'y uni qyenhifradds R3ESRGQOB! (1880409004, 1GRAPLYIS IHRGuSRfoo] vid aRl ural ity
of class A a plurality of class B, or a plurality of class C |IP addresses.

6. The nethod I [ r ises a calk area i o
net wor k an% t%ge)“glan%égdé?g%‘?r\rélgﬁer ﬁa}dpn %]lg'g%tsegg%&%taﬁﬁg&ﬁ&toﬁg’ ef%"rllgf)’ aa? 3?§gl?y uni que
| P address is ne by a headend .associated wth the |ocal area network. 7.
The met hod of LI IR PHAS Ko I S TS il MhEephatnor k and
the associ ating and di sassociating of the first globally unique |IP address
is is done by StEpmERelsMAYLe Rt Arovihpcomboriable 2pd Heniliz savipamgatier 8. The
met hod of claim1 wherein associating the first network address with the
first conput etheingwhicammivagygueshe Apd.rbseausethoprekens invensionplelws hatf duplex dfre et hod
of claim1 wherein portions of the network conprise a single pair of
conduct ors, t teebervotibodd fuithtstaedard tegphorss signalsy the gmishiissiog o adoin chmprbex dat a and

standard tel ephone signals substantially sinmultaneously over the single

pai r of cendugipmiSmay bedone in M9 BiHnerled éd whérE AehORD A 3nsi&ts ofldigy et hod of
claim9 wherein transmtting the half duplex data conprises transmtting

the hal f dupl gXcldalRte@baittebhdoidgyl TeMRNANMAE ddicribed SbaiRi dipARidiy atd gher
than a second frequency at which the standard tel ephone signals are

transmtted. video signals as well as digital information services may be sent to the room in the

same manner providing further customization capabilities. Thus, the guest room
customization solution of the present invention provides a powerful tool by which

15 individual hotels and hotel chains may engender greater customer loyalty and thereby
realize increased revenues.

Referring now to Fig. 9, a specific embodiment of the invention will now be
described. As described above, specific information for an individual guest is
maintained in a database record 901 either on the server of a specific hotel or on a

20  central remote server from which it may be downloaded to the specific hotel at which
the corresponding guest is scheduled to arrive or is actually checking in (902). As the
guest is checking in or in response to some other appropriate event, information
regarding the guest’s room environment and other preferences in database record 901

is transmitted from the HEM to the IRM in the guest’s assigned room (904). The
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5 11. The nethod of claim1 further conprising receiving control )
information fromthe network for controlling a control system proxinate to

the first ngypikaccess node. z o 12. The nethod of cl ailxeﬂvgobma&er
conprising determning a first baud rate for transm ssions to and fromthe

first network access node based on transm ssion performance of a
transm ssi on ihfofattomuptransenittddevid the hdteletwark kwhivheeysomprie thohdtéles network. i s
13. The method of claim 12 wherein the network conprises a nmaster node, the

net hod f urt hegndORR§ESpaelefiind Wi ThRgstRAcERN T8E ti-RBmESsd¥RaRed Nispifyisr St
networ k access node and the naster node via the transm ssion |line at a

| owest baud T @3hgior b EllRll MfofifiB bl d2R o 6ABN G dofiises RERUELH L he 11 st

t1 .
net wor k access node an e nuster e via the transmssion |ine at

successi vel y hi gher. ud. r X tL) t.he bayd rate. at i ghest baud
rate for whi crﬁcegvegé?\f?%%%ogﬁ&gé? 3@2&@ eesghqir%g tro(r?u‘gi1 aagsr’lg'ga(@esé%naﬁsbg)é and the
mast er node was established. 14. The net hod of clai urt her conpri sing:
s NG O BB R FGATE M TR THES AP oSt wooh ¢ he
first conputer and the network; and generating a report describing the
comuni cat i orfvirgmnentgh gongalgey Beluds, rﬂwlmgﬁ@?w%@ lightigreent&dspr i ses
billing s information. 16. The nethod of claim 14 wherein the report
conpri ses r elsdtegd ¢antrylsi takewisivncpwirels, btc0 The appipsiawvetjvsichents arsl thémmadeftar t her
conprising at |east one of receiving entertaiiunent information fromthe
network for phesaivhatysemsin tierzuestent @ipnoedi ths yginsieadoankestspetifdalliy t he
first network access node, and receiving information services data for

present ati on g@edtolbedtatbdpefctadce® dAdeaeiiviheghewd ®d8) he first network access
node. 15
10 Fig. 10 is a block diagram of a file server 1000 [or use with various
embodiments of the present invention. File server 1000 may be used, for example, to
implement any of HEM 124 of Figs. 1 and 3a, firewall 506 of Fig. 5, and firewalls
610 and remote server 608 of Fig. 6. File server 1000 includes display 1002 and
keyboard 1004, and mouse 1006. Computer system 801 further includes subsystems
15 such as a central processor 1008, system memory 1010, fixed disk storage 1012 (e.g.,
hard drive), removable disk 1014 (e.g., CD-ROM drive), display adapter 1016, and
network interface 1018 over which LAN, WAN, and Internet communications may be
transmitted. File server 1000 operates according to network operating system
software and may perform other functions such as, for example, file and database
20 management. Other systems suitable for use with the invention may include
additional or fewer subsystems. For example, another system could include more
than one processor 1008 (i.e., a multi-processor system), or a cache memory (not

shown).

The system bus architecture of file server 1000 is represented by arrows 1020.
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18. A nethod for providing access to a network via a first one of a
plurality of network access nodes in the network, the network access nodes
each havi ngvaoesemwor Kk addr ess associ ated therew th whi ch PsT/uswaaees on t he
network, the first network access node having a first network address
associated therewith, the z o nefhod conpri,sing associating the fjirst
networ k addr esBOWFYER thess AFQYs ¥e give ghgny dnterganiertian schesmgyisrane dinkonnect ed
to the first network access node thereby providing access to the network.
19. The net hodheofubsyistginm Fer sxamplsi mlocl dus ¢qubd beowsiliped torcotiest theicéntreler nal | P -
36 WO 00/ 51 274 PCT/ US00/ 04293 address and associating the first network
address w th tpheedsbr vtthecosphlirEmapnpilé sewer 100Ns battanrgarhpie of niyetemal | P
address of the first conputer to the first network address. 20. The net hod

of claim 18 whgiMid¥ol B vitH thé ireeu! ©fihed ARABitRkesBVIg Allfepent Nt ernal | P
address and associating the first network address with the first conputer

conpri ses assi. gt Niol€of dubSkteReOLK.3ddhEsg to the first conputer. 21.
The met hod%of Cc{lggiyhm 18 %;gr%str? ttkr{)g?r?ef)mrﬁ [

conprises a |ocal area network

and t he associ ating. i.s,.d d a jated with the .local. area 1 o
networ k. 22. The rrgltaﬁg?js eg‘f%%gi?%ﬁn%()?gﬁ\ﬁﬁ%rrgilﬁéeﬁ ﬁéena%%fl\)/\%‘%s Egoo%p‘??ess sec%l w de
area network qnd t he associ at.'%ng i S dolge a r?m)te se(ie]\éer whi ch controls
the wide area SERGFRYICS & SPECNGRIOURL AN A, K e¥4mpientacetispdse Pl onisrence
associating is done by the first network access node. 24. The method of

cl ai m 18 wher &t dbpfekRPReEy- dhatih&ontenrsraterdsapis ientified whegithry|cangssi o of
conductors, the method further conprising transmtting half duplex data and
standard t el epholmtel sictyvosk andsarpprozided adepsp tesspecific aprdeni ghdondipe serviges si ngl e

pai r of conductors. 25. The nethod of claim24 wherein transmtting the

hal f dupl ex dattachar8iklated MEhd@hiichidd RETVIUSO B6Q4R283 100 itusiraing ther ansmi tti ng
the half duplex data at a first frequency which is significantly higher

than a second prédiHgBESacRbnlvRi cohfetenie: seivaded asifle VR10apHeRof the@BRlosk ar e
transmtted. s 26. The nmethod of claim 18 further conprising receiving

control i nfor NRkdRlcthie® B sthBdMBEVN KL 40 For CRIMJIQ ke MR8k SARfonRknS ¥ BT €M
proxi mate to the

Figs. 1, 3a, 3b, 5 and 6. A group identification number or tag is associated with each
of the attendees of a specific conference (1102). According to a specific embodiment,
15 this is accomplished by associating the network addresses of the IRMs in each of the
guest rooms occupied by one of the attendees with the group 1D tag. Conference
specific services and content are then provided on the network (1104).
Conference services might include, for example, substantially real time voice
communication and/or video teleconferencing with other attendees of the conference.
20  Speakers or conference organizers may have software they want to distribute to
attendees electronically. Only conference attendees have access to such electronic
information. Conference specific content such as, for example, electronic copies of
papers presented at the conference as well as PowerPoint® presentations are provided

Individual presenters at the conference can post follow up notes and answers to
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networ k access node. 27. The method of claim 18 further conprising
determining a first baud i o rate for transnissions to and fromthe first
net wor k accqgsoospdg based on transm ssion performance of gciixgRpBlgsi on
line coupling the first network access node to the network. 28. The nethod
of claim 27 wherein the network conprises a nmaster node, i5 the nethod
further conprgusitiogs they watsinotatilnig gat to dnnectheio prebamtatier NChdt ® obins s¢uldib¢ wor k
access node and the naster node via the transmission |[ine at a | owest baud
rate; attenptprovidedan ehichpdtitistend ofithe day, oasfelosdewstibetsdvan gétronting@édor kK access
node and the nmaster node via the transm ssion |line at successively higher

baud rates; ang @oM 16 alrdrhdd WithdenePARlbERL OnBleoffelth@NBshbdlawsuld 84 for which
a connection between the first network access node and the master node was

establ i shed. afgss b it fOf, AhisGhAlcdlatélvd dthidiico ERARLL ) dithus MALARET N0

communi cati ons between t I rst conputer an e networ

00/ S1274 generatin [.e t describi £ comruni.cations. . PCTNSO0/ 04293
30, The mat natt sre s ARBEH: e BREE bl AR LR p e
information. 5.31. The nethod of ,claim 29 wherein the report conprises
reliability iCHPSISTREIRGH: angon eqyrel ﬁ’é“?f‘f@ﬁ mfprmatign with opey %ﬁcf‘a“e’?ﬁ' conpri si ng
receiving entertainment i o information fromthe network for presentation
on an ent ert AKHEHE 1 yiwseRBfiBetts dha Bakmems pquld bareeardadiand theess node. 33.
A nmethod for providing Internet access to a first conputer via a first one
of a pl ural i tigforshation pyeyided 4¢ eandaseneo degenizers @ ghlowrthdni toybetiér saot Weitks usi ng a
plurality i 5 of globally unique |IP addresses, the network access nodes
each havi ng ancaedeysait kuterd doeferen@s.s Dicd radl edmehefichii rbdm phrticipantSmaybgue anong
the plurality of networks, the first network access node having a first

net wor k addr egdudasac tisidfohaloawBubetint Byards BdriRdpS@iEsfiisfoRktion by any
interconnecting the plurality of networks with a renote server thereby

formng 2 o @oMfefdBceHiRAIRGMAIK be biRidal ODRLIAtdRE Y0 bR ANiESSES, Pei ng
associated with the renote server; associating the first network address

wth the Tirsl GOABHLR! cttfHafindhhdiboiharRRVER, nlf A60BORGYREL O the first

network access no

As described above with reference to Fig. 2, when a guest’s computer connecls
to an IRM in any one of the guest rooms, the network IP address associated with that
15  IRM is associated with the computer (1106). As discussed above, this association
could mean a DHCP assignment of the network IP address to the guest’s computer
where the computer did not already have an internal IP address. It could also mean
that the internal IP address of the computer is translated into the network IP address.
This address assignment/translation may be effected by the IRM, the HEM, or a
20  remote server where the hotcl is part of a virtual private network as described above
with reference to Fig. 6.
If the network IP address associated with a particular guest’s computer is
associated with the group ID tag (1108), access to the conference specific services and

content are provided to the user of that computer (1110). If, on the other hand, the

- 30 -



associating a first one of the globally unique IP addresses with the first
- 39 WO 00/'51274 PCT/ US00/ 04293 networ k address for conducting an

| nt er net t memegitidon; and di sassociating the first gl obal#ornuseaues | P
address fromthe first network address upon term nation of the Internet
transaction, the fir gl.obal Iy uni que |IP address then being avail able for
associ ati on %t‘f’?fké]ﬁﬁ‘? PSS IOt ARPSARE & Wih et pdD (3108).Rorhst T‘Pdagf or providing
access to a plurality of networks via a first one of a plurality of network
access nodesconferenge specificaprvicps s captenids klockedhdheeatworkdP addressgemaities each
havi ng a network address associ ated therewith which i s unique anong the
plurality ofasseiasalkih the lgeest’s cahputatundl the sessies endaode, thavonmymutex if | r st net wor k
address i 0 associated therewith, the nmethod conprising: interconnecting the

plurality ofdir@hietddSrom the IRM & Foiveres @bwe(11lMer eby formng a Wde area
net wor k; associating the first network address with a first conputer while

the firsts conput efpheli&haRNDEGESSLdaBoveRitH fefetdnc MBIMPIIH BAIABS BsdaQfie L her eby
provi ding access to the is wide area network. 35. A nethod for setting a

par amter | Nedlellf 3 ek 0Tkl B AINSE Wileesl OchE GBLR, ARG, DEL 10T K

interconnecttng a plurality of ‘network access nddes C I'tate access

to the network, selected.. ns_in e structure having network access a o
nodes. the 11540 SRSEARTRYE Ropy T0F rRRY RPRTeL SR aar - PRESHEL hog
conprising: transmtting control information corresponding to the paraneter
to the first HERABEIMCheEE due thedaisl, twrkﬂ%gddﬁﬁéoﬁ‘éﬁiwwﬁﬁf ormation into a
control signal for controlling a control system associated with the
par anet er i nerapleyde|sireem msgyrbe agsaeiated Aith a groyp IDOrGWhiT wioTyabls@egesut29 3
controlling the control systemto set the paraneter in the first roomin

10 the corporation’s computer (c.g., sce computer host 616 of Fig. 6). As will be

understood, restriction of access to a variety of content and services in this manner
may be effected according to a variety of group identifications without departing from
the scope of the present invention.
While the invention has been particularly shown and described with reference
15 to specific embodiments thereof, it will be understood by those skilled in the art that
changes in the form and details of the disclosed embodiments may be made without
departing from the spirit or scope of the invention. For example, many of the
embodiments described herein have been described with reference to hotels. It will be
understood, however, that the techniques employed by the present invention may be
20  applied to a variety of structures and institutions such as, for example, schools, office
buildings, and the like. In addition, several embodiment described herein employ
single twisted pair wiring which is the standard telephone wiring found in most
buildings. However, it will be understood that the techniques described herein may be

implemented on any of a wide variety of wiring infrastructures including, for

- 31 -



accordance with the converted control signal. 36. A nethod for providing
information services data in a first roomin a structure, the structure
havi ng a ne§yQpkabt erconnecting a plurality of network agsessob@ses Which
facilitate access to the network, selected roonms in the structure having
networ k access nodes, the first roomhaving a first network access node,

t he met hod cerpnpleiBiggmedt aahATM dystags.t Tieréfodepthersdopeof theinvetipa sbatidbd o t he
first network access node; and to display the informati on services data on
a user i nterfireanAcsNEh alf@ehcsid fhc bpiRnfwidMMK access node. 37. A nethod for
automatically customzing a first roomin a structure for an individual
the structure having a network interconnecting a plurality of network 15
access nodes which facilitate access to the network, selected roons in the
structure having network access nodes, the first roomhaving a first
networ k access node, the nethod conprising: generating a database record
corresponding to the individual, the database record conprising information
corresponding to a room paraneter setting; and z o prior to arrival of the
individual to a room transmtting the information to the first network
node via the network to effect automatic control of the room paraneter
setting in accordance with the information. 3 8. A database record for use
in automatically custom zing roons for an - 41 WO 001 51274

PCT/ US00/ 04293 i ndi vi dual conprising information corresponding to a room
parameter setting which may be transmtted to a roomprior to arnval of the
i ndividual to effect automatic control of the room paraneter setting in
accordance with the information. 39. A network conprising: a plurality of
net wor k access nodes each having a network address associated therewith
which is unique on the network, each network access node including a
processor which is operable to associate the associ ated network address
with a conputer connected thereto, thereby providing access to the network
for the
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io computer; and a headend nodul e for interconnecting the network access
nodes. 40. A wi de area network conprising: a plurality of networks each
conprising wogharzad ity of network access nodes, i s each merAsel4BBECESS
node havi ng a network address associ at ed therevvlth whi ch i s uni que anong
the plurality of networks, each network access node including a processor

whi ch is operabl e%&%@ﬁé associ ated network address wzth a

conput er connected thereto, thereby providing access to the w de area
network for the conputer; and 2 o a renote server for interconnecting the
plurality of networks into the wide area network. 41. A network access node
for providing accéss t 4 methat fsoplovidingdhtiemht dchess tvet fwor donpucess arfoste i s a
part, the network access node having a network address - 42 WO 00/ 51274

PCT/ 13S00/ 04223 085 plogilitit 6thetvitak astedsthoddsi it B netSvotknisitigen phivalifyef b K, t he
networ k access node conprising connection circuitry and a processor, the

processor sbeiﬁ%uQW5&§$£est fhe %MH{ AL&s hbks BRhWalikg adetivensadatdsd) a conput er
while the conpu is connected to the network access node via the

connect i on_ClfGiiatit GHERM R LI B (AGERRR LR AUG Ry LIRLIGd2. The

net wor k access no alm ern por ion 0 net V\DI’ connect ed

to the network acc nod rises air conductors, the

net wor k acces}?‘”ﬁéagﬁéél el%?‘ﬁgy ? ?Séﬂ%ﬁf%@ﬁgﬁ"tg tﬁdﬂf‘%‘?é“f“&?mmgansm tting and
receiving i o half dup Iex data and standard tel ephone si aI S substantl ally
si mul t aneousl y ové?sot"ﬁ%“%‘ihﬁ&Fsén‘ﬁ&’Pﬂ‘ gfrep¥ittGE Grss compyter f#8r k access
node of claim42 wherein the transmssion circuitry is operabl e to transm t

and receive tREPHES s causcied taathe At petyprifacersperrieyhapphiyamovidiae pesessitgftief i cant |y
hi gher than a second frequency at which the standard tel ephone signals are
transm t ti@d. n¢tworthe net work access node of claim41l wherein the connection
circuitry
associating a first one of the globally unique IP addresses with the first
network address for conducting an Internet transaction; and
disassociating the first globally unique IP address from the first network

address upon termination of the Internet transaction, the first globally unique IP

15  address then being available for association with any of the network addresses.

2. The method of claim 1 wherein the first computer has an internal IP
address and associating the first network address with the first computcr compriscs
translating the internal IP address of the first computer to the first network address.

20

3. The method of claim 1 wherein the first computer does not have an

internal IP address and associating the first network address with the first computer

comprises assigning the first network address to the first computer.
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conprises first connection circuitry configured to connect with a standard
t el ephone ao jack, an RJ-11 port for connecting to a tel ephone, and an

Et her net pokfq gekpz74 ThE Network access node of clai m 44 whepgjyQoddiss
connection circuitry further conprises a universal serial bus (USB) port,

t he network access node being operable to convert signals received via the
USB port to Ethernet siThaalethofl of claimiBwhereii@ssoCiatiig2tlid filRCTIobHYMhiyh O3
transm ssion according to the hone Phone-line Networking Alliance standard.
46. The net Wo{ddrsa6 WRE theTRERoMbuted ddiprided eMpRIyRiph ebifork MHIES trasatiohr CUi try
further conprises an i EEE | 394 port, the network access node bei ng operable
to s convert shgpals received via the | EEE 1394 port to Ethernet signals
for transm ssion according to the home Phone-line Networking Alliance
standard. 47. The network access node of claim44 wherein the connection
circuitry further conprises a digital data port for receiving any of

digital audio signals, yideq to.signals. and informt] servi ces data. 48.
The network accesgi nodeﬂ,\r\(‘f')fnc OQPH‘?IEP%“% F‘i“é‘?%“‘@@?hrg?éi"g@}yrmﬂ“??@ f or
receiving control information fromthe network for_control]lin a} contr ol
syst em proxi ndftdEesies COmprissE e RAR! ORI ONS Of 8 Plualityof clagp A, ﬁélﬁ%%’ko access node
of claim48 wherein the control circuitry conprises conversion circuitry
for convert i ngassie ovoplurabity ¢fisfasy Gak pdstiesses. control signals for controlling
the control system 2 0 ~0. The network access node of claim49 wherein the
conversion circuitry converts the control signals to radio frequency (RF)
signals. 51. The network access node of claim4l further conprising a user
interface for disp ayi Mheinttodeatlhion vher@inubeietwork 44mpriseV\DIdd8l/ abda2 74

PCT/ US00/ 04293 52. The network access node of claimb51 wherein the
informati o CRIRMEIKSAS tRtaddodiitihgdrardisalsoSibtin e Mk rdiz 1 61N BRI LM adfirebshe _
conputer to the network. 5 53. The network access node of claim51 wherein
the !nfor"a“gfaoﬁwgpéhéa hd R RLERLAAISRLN LEERURNA. 4. A headend modul e
for interconnecting a plurality of network access nodes in a network, each
net wor k access node having a network address associated 1 o therewi th which
i's unique on the network, each network access node for providing access to
the network for a conputer connected to the network access node, the
hcadend nodul e conpri si “é?ﬁ‘ogﬁgﬂé’t”? haggfﬁglt‘%erﬁ‘im?%ﬁ"?@“%ﬁwa & o

associ ate the . _ o ,
network and the associating and disassociating of the first globally unique IP address

15  is done by a remote server which controls the wide area network.

8. The method of claim 1 wherein associating the first network address

with the first computer is done by the first network access node.

20 9. The method of claim 1 wherein portions of the network comprise a
single pair of conductors, the method further comprising transmitting half duplex data
and standard telephone signals substantially simultaneously over the single pair of

conductors.
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net wor k address associ ated with each network access node with the conputer
connected thereto thereby providing access to the network. 15 55. The
headend nodubeositrscl ai m 54 wherein the operating system i sciusodbaps oper abl e
to route data packets to and fromthe network access nodes. 56. The headend
nodul e of claim 54 wherein when the operating systema 0 associates the
network address at&oci thedpethgdad claim R whersipiransmitingibe hgfidunlexdita he conput er
connected thereto it assigns the network address to the conputer. 57. The
headend nodukemprisegiraismitsng thisdel dvplondar athdirgfeqeancnyhish st wanifiestei at es t he
net wor k address associ ated wth each network access node with the - 45

WO 00/ 51274 BRightiB0d @48 ranoepy hewhiciotheathdmld telvphateaignhlstareans| ati ng an
internal I P address associated with the conputer to the network address.

58. The headeagknii@eélll e of claim54 wherein a portion of the network s
connected to a first network access node conprises a single pair of
conductorg, the headend nodule further conprising transmssion circuitry
which is operable to transnmt and receive half duplex data and standard

t el ephone signal s, sub i L myl .over.the single pair of
conductors. io 59.1IS'Th:f%gka%@ndd%ﬁogg}fé@%%@%"%ﬁ%‘;é?%?oﬁh?ﬁe transm ssion
circuitry is.qperable to transm.t and receive the half .duple ta at a
first frequeHﬁgm%ﬁPEﬁDVQh%?%W?$¥@éﬁ?V?Lﬂ$@H%Wokﬁﬁﬁ“ﬁ"@@%ﬁﬁdoﬁ?ggﬂency at
whi ch the standard tel ephone signals are transmtted. i 5 60. A nethod for
provi di ng coRf@Encsess@pds ces over a network having a plurality of users
associ ated therewith, conprising: associating a group identification tag
with selected ones of the plurality of users thereby identifying the

sel ected users as attendees of the conference; providing the conference
servi cesion t he né&l.worKhe rastbodofalaired tinitietr comgprastgakermmitghefistdniiéraance
services to the selected users using the group identification tag. 61. The
met hod of cl @ritaaSniskiesab Andem Chedirbtigrwdie agesuadd bieed orf traisiniseidnt ag Wit h
sel ected users conprises associating the group identification tag with - 46

performance of a transmission line coupling the first network access node to the

network.
15 13.  The method of claim 12 wherein the network comprises a master node,
the method further comprising:

establishing a connection between the first network access node and the master
node via the (ransmission line at a lowest baud rate;
attempting to establish connections between the first network access node and
20 the master node via the transmission line at successively higher baud rates; and
setting the baud rate at a highest baud rate for which a connection between the

first network access node and the master node was established.

14.  The method of claim 1 further comprising:
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WO 00/ 51274 network access nodes associated with the sel ected users.

PCT/ | TSO0/ 04293 62. The nethod of claim 61 wherein each network access node
has a network address associated therewith which is unique_on the network,
and mherein“@”geg%tiating the group identification tag mﬁfﬂ”?ﬂ@m%@?mork
access nodes conprises associating the group identification tag with the

net wor k addr esses.méhdorid ol iOfof beblvdtn % stMBRp RlePardaRd fetwdk Nhqaccess to
t he conference services conprises verifying that a particul ar network

address from whic i el has t he group
identification ta3¥g§§%%%§?%3{$:%}e ‘?ﬁaggﬁgﬁgh%ﬁgviding access to the
conference services. 64. The nethod of claim®60 wherein providing the
conference services on the network conprises providing access to conference
data content to the selected i s_users, via the network. 65, The method of

cl ai m 64 wherein tlﬁe cgﬁ?E’F éafﬂm?%h%‘@ﬂfhedm?ﬁr%@w%gﬂm%i nt
presentation data. a o 66. The nethod of claim 64 wherein the conference
dat a cont eént @&WPRtides el ectronic copies of witten materials. 67. The

met hod of claim 60 wherein providing the conference services on the network
conprises providing discounted access to entertai nnment content. - 47 WO
00/ 51274 PCT/ US00/ 04293 68. The nethod of claim®60 wherein providing the
conference servi ces. on Thhmethet wHelkint Dhphdréie shepépovti ddinpgsediraliabilint ed access to
i nformation services. s 69. The nethod of claim60 wherein providing the
conference senw&esondn the network conprises providing substantially real
time voice communi cation. 70. The nmethod of claim®60 wherein providing the
conference services on the network conprises providing video

tel econferencing services. io 71. A nethod for providing conference
services gver a network, havj.n | ur al j f .netwark access .nodes each
havi ng a het wor k :1 dre?geglglsthPg%lgigl[ éerhélgﬁoﬁ’ﬁnﬂﬁ%%ﬁeﬁﬂs nﬁr??aeﬁgwglﬁ t he

network, conprising: . C e . ,
rTpentertaugnen’t information from the network for presentation on an entertainment

system associated with the first network access node, and receiving information
services data for presentation on a user interface associated with the first network
access node.
15
18. A method for providing access to a network via a first one of a
plurality of network access nodes in the network, the network access nodes each
having a network address associated therewith which is unique on the network, the
first network access node having a first network address associated therewith, the
20  method comprising associating the first network address with a first computer while
the first computer is connected to the first network access node thereby providing

access to the network.

19. The method of claim 18 wherein the first computer has an internal IP
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associ ating the network addresses with conputers associated with a
plurality i5 of users while the conputers are connected to the network
access nodeyo édxgigby provi ding access to the network for waaliReffséshe
plurality of users; associating a group identification tag with sel ected
ones of the plurallty of users thereby identifying the selected users as
att endees of addresparideassasinting fhedivst aetiwgrk dddresowite therfes compwtete@mposest he
network; and z o restricting access to the conference services to the

sel ect ed us etranslagngtpe itengirib uidresd @fithe fiire abmputert ta the ft@. nefivek addrdsed of cl aim
71 wherein selected ones of the conputers have internal |P addresses and
associ ating the network addresses with the selected - 48 WO 00/ 51274
PCT/ US00/ 04293 conputers conprises translating the internal | P addresses to
the netvork addr egses.Thdhemba®s BB vl il iR cmpfiet B3 n3@loekpd ones of

t he conputers do not have internal dresses an ssocl ati ng the network

addresses_ wi th the, sel %gg&djasgoéffa?%%ﬁe?{r?ﬁ tgv”H{ Rifeds (it i&%ﬂ%o%ﬁ&tgﬂgt \rl:le){\lf\m K

addr esses’ t 0 the conpu al m

conprises a |ocal area net k and aﬁ%OCIaHL g t he network addresses is
done by a heSfRigesAsEgRing fhedirshinevopiaddrest to thefisbeampuies, k. i o 75. The met hod

of claim71 wherein the network conprises a wi de area network and
associating the network addresses is done by a renpte server which controls
the wide area network. i5 76. The nmethod of claim 71 wherein associating

t he nehvork addr edses The mithed o glainh &8 wheremthe retvwerk sompuikes a lozglargg met hod f or
restricting access to content on network having a plurality of users

associ at ed t @wenhiant thecosnpiatisg inglona@byoa Exsdadiaatocingdavidrthbelocaldeeat | fi cati on
tag with selected ones of the plurality of users thereby identifying the
sel ect edisisep@wak. menbers of a specific group; providing the content on the
network; and restricting access to the content to the sel ected users using
the group identification tag. - 49

22.  The method of claim |8 wherein the network comprises a wide area
network and the associating is done by a remote server which controls the wide area
network.

15
23. The method of claim 18 wherein the associating is done by the first

network access node.

24.  The method of claim 18 wherein portions of the network comprise a
20  single pair of conductors, the method further comprising transmitting half duplex data
and standard telephone signals substantially simultaneously over the single pair of

conductors.

25.  The method of claim 24 wherein transmitting the half duplex data
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WO 00/ 51274 PCT/ US00/ 04293 78. The method of claim 77 wherein the specific
group conprises attendees of a conference. 79. The nethod of claim78

wherein the 3R c group conprises enployees of a speci er.
. Ae. As. As. Asn. ifsgl%As A AL. A An9. A A9, . A Aa9. Al . AL. A. A9, g&%&%&?&;\ A9. A AL
. As. A3uL. As5. A9&. An. A&, . As. As9. Al . AH.AA!T . AA. AAHsA Al A& AL AN

AH9 AH Sw-t t kid iGeskeransmitting the half duplex data at a first frequency which is significantly

; {vpkfa\ W ca] ca] ca] ca] cal] ca] caU] ca] cTa] cal ca] ca]] f/ca] ca] ca] ca] ca] caJ ca] ca
] cal ca] ca] ca]
AN ~+] HIX| wr n*ﬁ@le? %5 gg]: a| ca] ca ca] csg]”éi%‘dé%{ %hé’ %2 nals %a] ca) calca]calc
a] ca] cajcalc caj ca] ca] ca] ca] ca] ca] ca! ZRNAXCLYi fb
Rzupke’ ZU] ca%} r]‘@ﬁ%!] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU] ca] ca]ca] ca] ca
V] caV] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]cal kXA Y I PHIY""" SH#####SASS
% %86&8&{ vql gb] X] c] ca] ca] ca] ca] ca] ca] ca] caU] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] cz%_Lca] ca(]ica] caljcaljcajca! &&="""T7(((,){)) Bt **+D+++++, _

—a---/.. 5% w/ e method of Claim 18 furthér comprising receiving control
0{ vgl gb] X] c] ca] ca] ca] cal ca] ca] ca]gca] ca] ca] ca] ca] ca] caU] caU] ca] ca] ca] ca]ca]c
a] ca] ca] ca] cahfvahatigndedne th aaivo ©atowiollmg @ettol syskmppR8i3yate to the
3D3S333D4445N555K666: 777*8~88#9u9{ vql gb] X] c] ca] ca] ca] ca] ca] ca] ca]ca]ca]calc
a] ca] ca] ca] cajeowdrk acesy mdt.cal] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal u99: _
S o

; Mk<=N===| >S>\ >w>>9?7D????>@@aAdAzupkf a\ W] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]

ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca! dAA

AABITBBBB+06 COCCCOGE" DDRRDRERAR 5FARRG ek ki Al N salsal saraalea] ca] ca ca

] ca] ca] ca] ca] cal] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] cal cal ca]ca] ca]ca]ca] ca

ca! & ~I1 J; ca) cal ca
] ca]ca]ca c?z]a] %EF%%%@% %ﬂ%ﬁ%{fﬁ c]c%%%a\é&i T} '}nc ]ca] I:a] I:a]
ca] ca] ca] ca] ca!l RRRASSSSST\ TTTPUU wr mhc” ca
[ cal cal cal ol BEPORTEEP Lo URPISPITE S U ] A Chely b Ca cal cal ca
] cay ca] caj ca] calcalcal *[9[[[/\p\\]"]]] EMNA

3' - aaaaZBb chccch| vgl gb] X] ]] ca] ca] ca] ca] ca] cal ca] ca] ca] ca] ca] ca] ca -

]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca! TdddQeeeCf f f.
ggg. hhh*iviii<j Fj R ajj k[ kkkLI I'l mVm{vql gb] X]]] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
] caU] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca! mt.
nnNNKooo8pppaqqqaqqq@dr r r T setiot! of dpimd7Twherdinbesnivebriz¢dniirised cmistalnodd, ca) ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca
] ca! Hwj wwasT X Xtk ynSshod ket eanaprising{ | r | | } d} } ~a~~P8{vql gb] X] 1] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca]
ca] ca] ca! MCAGOP;  establishing a connection between the first network access node and the master
EQ Z| wgkfa\ W] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca

ca] ca] ca] ca F#' O<)w{vql gb calJcaJcalc
!a] c!a] c!a] c!a] c] ‘f"?’]au?‘ﬁ c%%ngsg Ogg%gﬁclg?%%?%a%]q;a] cal E:\Q'j{ cg] ga} cqa] I:a] I:a] I:a] I:a
] ca] ca] ca] calcali

gb, z@l(| "' v3{vdl gb]a%f’]“fh%ﬁm eftabl hg T8 tlo 8%1 ca %’% “csé ec‘g rk &5 d]eca‘]‘ cal] cay

Zﬂ/v(r: ﬁLg’?]Y]Cﬂ ]C@gcagf'g"b%éé( %f? gﬁ&%]‘é € ]Vég]%ﬁg]ecg%"ga]‘tﬁsaﬁ%] ca] ca] ca] ca

] cal] ca] ca] ca] ca] ca] ca] ca] ca ca] ca

[ XQEB7* ~{ 3l ga[ V] | @mae%m%ﬂteé}gélaatéat]dcra]Eéa]%faﬂtawaf%lar belpedr) ®a] ca] cal ¢
a] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca! HA;

22, /11S_ngn{ viistidto@rkjacesherlde apd ip m]stelal]@amacamﬂb@af]eda] ca] ca] ca] ca] ca] ca] ca]
ca] cal] ca]ca]ca]l ca]calca]calcalcalcalcalcalcalcalhf |In' 5% y

VL{vql gb] X]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca]
ca] ca]ca] ca] ca]ca]ca] ca]ca]ca]ca]calcal LA"*yE] VW@w nhc”~Y]]]]ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca]pa] cajhe ajettalieatiar) caheBdcRashgal ca] ca] ca] ca] ca] ca] caj ca
] ca] ca] ca] ca! @ 3=I XMDO, z#r k*{vql gb] X]]] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]
ca] ca] ca] ca] ca] ca] Galithg abmAlssd oAt baRbinGrd £3l GaiptRl &Rl B@h&Rb&aAIESOI

c+9{ +| #9{ 9 wr | gb] X] ] ] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] caj ca] ca] ca] ca
] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] caU] ca] ca! %@AR@ c

@BDuQ v~ytoje [V]]ca] ca] ca] ca] ca] ca] ca] eadecal] cal] ca] ca] ca] ca] ca] ca]ca] ca]c
a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c*al] ca! W| nwOf Y4gR{ vqgl gb] X]]] ca] ca] c
a] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caU
] ca] ca] ca] ca] ca] ca! RHUX><Sn)<<FRa| wr nga\ W ] ] ca] caU] calU] ca] ca] ca] ca] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal M7
DOve6@ 5{vgl fa\W]]ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]c
a] cal] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 5*} Pegi Zdp@ WM vqgl gb] X] ]]] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cajc




Al<|wmhc”?Y]]]]]ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! <PJI dzkU?l Udi | {upkfa\W]]ca] ca] ca]
ca] ca] cal] callyga4:64] cal ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] catfasdhaipdal cal cal c
aJjcaljcaUlcalcalcall/]|,6Q@7"] 5k u
FJITTA"t" zupkfal\ W] ] ca] ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca
] ca] ca] ca] ca] ca] ceherafined fepar} dastulahg tk cahoahicatiant." | #z ###HSS%T YRBAEK. &P&Y' ' H
(u()))r)))*****+R++{vgkfa\ W] ] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] caU] ca] caU] ca] ca] ca] ca]ca]ca] ca]ca]ca]ca]ca]ca]cal ++1,r,u,,-=---
A [/17/100i 001ML112223"3e3c4| w mhc” Y] ]]]ca] ca] ca]ca] ca] ca]ca]ca]ca]ca]c
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33. A method for providing Internet access to a first computer via a first
one of a plurality of network access nodes in a plurality of networks using a plurality
15  of globally unique IP addresses, the network access nodes each having a network
address associated therewith which is unique among the plurality of networks, the first
network access node having a first network address associated therewith, the method
comprising:
interconnecting the plurality of networks with a remote server thereby forming
20  awide area network, the globally unique IP addresses being associated with the
remote server,
associating the first network address with the first computer while the first
computer is connected to the first network access node;

associating a first one of the globally unique IP addresses with the first
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computer is connected to the first network access node thereby providing access to the

15  wide area network.

35. A method for setting a parameter in a first room in a structure, the
structure having a network interconnecting a plurality of network access nodes which
facilitate access to the network, selected rooms in the structure having network access

20  nodes, the first room having a first network access node, the method comprising:
transmitting control information corresponding to the parameter to the first
network access node;

converting the control information into a control signal for controlling a

control system associated with the parameter in the first room; and
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10 display the information services data on a user interface associated with the

network access node.

37. A method for automatically customizing a first room in a structure for
an individual, the structure having a network interconnecting a plurality of network
15  access nodes which facilitate access to the network, selected rooms in the structure
having network access nodes, the first room having a first network access node, the
method comprising:
generating a database record corresponding to the individual, the database
record comprising information corresponding to a room parameter setting; and
20 prior to arrival of the individual to a room, transmitting the information to the
first network node via the network to effect automatic control of the room parameter

setting in accordance with the information.

38. A database record for use in automatically customizing rooms for an
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a headend module for interconnecting the network access nodes.

40. A wide area network comprising:
a plurality of networks each comprising a plurality of network access nodes,
15  each network access node having a network address associated therewith which is
unique among the plurality of networks, each network access node including a
processor which is operable to associate the associated network address with a
computer connected thereto, thereby providing access to the wide area network for the

computer; and

20 a remote server for interconnecting the plurality of networks into the wide area
network.
41. A network access node for providing access to a network of which the

network access node is a part, the network access node having a network address
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10  half duplex data and standard telephone signals substantially simultaneously over the

single pair of conductors.

43.  The network access node of claim 42 wherein the transmission
circuitry is operable to transmit and receive the half duplex at a first frequency which
15 is significantly higher than a second frequency at which the standard telephone signals

are transmitted.

44,  The network access node of claim 41 wherein the connection circuitry
comprises first connection circuitry configured to connect with a standard telephone

20  jack, an RJ-11 port for connecting to a telephone, and an Ethernet port.

45.  The network access node of claim 44 wherein the connection circuitry
further comprises a universal serial bus (USB) port, the network access node being

operable to convert signals received via the USB port to Ethernet signals for
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further comprises a digital data port for receiving any of digital audio signals, video

10  signals. and information services data.

48.  The network access node of claim 41 comprising control circuitry for
receiving control information from the network for controlling a control system

proximate to the network access node.

15
49,  The network access node of claim 48 wherein the control circuitry
comprises conversion circuitry for converting the control information to control
signals for controlling the control system.
20 50. The network access node of claim 49 wherein the conversion circuitry

converts the control signals to radio frequency (RF) signals.

51.  The network access node of claim 41 further comprising a user

interface for displaying information to a user.
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54. A headend module for interconnecting a plurality of network access
nodes in a network, each network access node having a network address associated
10  therewith which is unique on the network, each network access node for providing
access to the network for a computer connected to the network access node, the
hcadend module comprising an operating system which is operable to associate the
network address associated with each network access node with the computer
connected thereto thereby providing access to the network.
15

55.  The headend module of claim 54 wherein the operating system is

further operable to route data packets to and from the network access nodes.

56.  The headend module of claim 54 wherein when the operating system
20  associates the network address associated with each network access node with the

computer connected thereto it assigns the network address to the computer.

57.  The headend module of claim 54 wherein when the operating system

associates the network address associated with each network access node with the
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headend module further comprising transmission circuitry which is operable to
transmit and receive half duplex data and standard telephone signals substantially

simultaneously over the single pair of conductors.

10 59.  The headend module of claim 58 wherein the transmission circuitry is
operable to transmit and receive the half duplex data at a first frequency which is
significantly higher than a second frequency at which the standard telephone signals

are transmitted.

15 60. A method for providing conference services over a network having a
plurality of users associated therewith, comprising:
associating a group identification tag with selected ones of the plurality of
users thereby identifying the selected users as attendees of the conference;
providing the conference services on the network; and
20 restricting access to the conference services to the selected users using the

group identification tag.

61. The method of claim 60 wherein associating the group identification

tag with selected users comprises associating the group identification tag with
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63.  The method of claim 62 wherein restricting access to the conference
services comprises verifying that a particular network address from which a request
10 has been received has the group identification tag associated therewith before

providing access to the conference services.

64. The method of claim 60 wherein providing the conference services on
the network comprises providing access to conference data content to the selected

15  users via the network.

65.  The method of claim 64 wherein the conference data content comprises

PowerPoint® presentation data.

20 66.  The method of claim 64 wherein the conference data content comprises

electronic copies of written materials.

67.  The method of claim 60 wherein providing the conference services on

the network compriscs providing discounted access to entertainment content.
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plurality of network access nodes each having a network address associated therewith
which is unique on the network, comprising;:

associating the network addresses with computers associated with a plurality
15  of users while the computers are connected to the network access nodes thereby
providing access to the network for each of the plurality of users;
associating a group identification tag with selected ones of the plurality of
users thereby identifying the selected users as attendees of a conference;
providing the conference services on the network; and

20 restricting access to the conference services to the selected users using the

group identification tag.

72.  The method of claim 71 wherein selected ones of the computers have

internal IP addresses and associating the network addresses with the selected
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15 76.  The method of claim 71 wherein associating the network addresses is

done by the network access nodes.

77. A method for restricting access to content on network having a
plurality of users associated therewith, comprising:
20 associating a group identification tag with selected ones of the plurality of
users thereby identifying the selected users as members of a specific group;
providing the content on the network; and
restricting access to the content to the selected users using the group

identification tag.
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