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OR NOT 5 Technical Field The present invention relates to a nobile

communi cation termnal having a tag read function and a nmethod of
provi di ng genui ne product authentication service, and nore particularly,
to a nobiI@BHOETCOMMUND ' HRREG At : -ne
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Lai dsopen Patent Publication Nos. Hei 14-215749 and Hei 14-209692 di scl ose
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and gog’&&hﬂéﬁ%@@ nt by using a tag that has electrically recorded thereon
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net wor k-type genui neness determ ning systens that read out
i nf or maPTAWCEIAG # iMeihPy of pEidiag geRumedraduct aubsnticationrieraite oin wisigh

he | nt et eabisl (B oRCR bR g 8L AR Rl St R s et BhaPRy PBRGauct -
Howev er infarmnative sthescBim mﬁg/md(eumuﬁir@dﬁb&‘j&%@e@ agofrRaties. shoul d be _
manuf actured in the formof a desktop, in the case of exchanging data with
thelﬁproéﬂglfgfﬁﬁﬂ%nt dat abase via wired comunication network. As a
result, to deiesfBsRe AiBDpRAMARRIPEBI R RESAYS 14-814749 and Hei 14-209692
disclose techniques for identifying product information and carrying out purchasing and
goods management by using a tag that has electrically recorded thereon the product
information and conducts communication in a contactless manner and a portable tag
20 reader that reads out information recorded in the tag. However, since these
techniques do not concern determination of the genuineness of a product, recording or
reading of information is very vulnerable and there is a possibility of counterfeiting the
information or manipulating recording of the information.
As another conventional approach, Korean Patent Publication No. 2002-85144
25 and Japanese Laid-open Patent Publication Nos. Hei 13-354310 and Hei 13-341810
disclose network-type genuineness determining systems that read out product
information electrically recorded on a contactiess communication tag, refers to a
product management database via a communication network like the Internet, and
determines the genuineness of a corresponding product. However, fo use the
30 network-type systems, a tag reader should be manufactured in the form of a desktop, in
- the case of exchanging data with the product management database via wired
communication network. As a result, to determine the genuineness of a product, a
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WO 2004/ 089017 PCT/ KR2004/ 000739 visit to a specified place should be nade.
Al'so, in the case of exchanging data with the product nanagenent database

via wrel ¢ 20@0%34pi cation network, as the size of a tageRaRI e €ases,
the tag reader becones unhandy to carry, a cost price of the tag reader

I ncreases, and a charge is inposed on the use of a wreless conmunication 5
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systens, but nenory capamty i ncrea ecause -feader s
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es the nui neness .of a product and provides

the tag rea &r tﬁg f det E Ig
only a resul ?nce rcg@{qn 'G’Qta ?WW&FPO apangsedraid-ones: Patent Publicatissc Nos.
i nf qo nHU-le?n1Qf34®’l46Uta%m}-lé¥aﬁQQWBQ)@OPHW Qeémﬁg%@é APk é’ftagqrerggc&er

aut hentication procedure is I n ot her words conventi on
reader &elt@mumthﬁeg@manp@@sa oﬁm poddyst dyureaditigsautiprat wetdnformatidnese stetally

h f h | d
nas pr SrERE i BB TRe R bR TRER o Iethand CEwRBad dhe spag infonastivl vah
the tagrefepsiate Gdta (AIBHGESIARbEC Y datb@fﬂ?éhLﬁQéftﬁg?é"aeﬁro%Bp ma\nt&?aéénlee BHfect

of genuineness .25 determ nation or product rmatTon
di st ri bi}eEe, t@@naﬁa@ﬁfsh@wIftfoﬂﬁatlmpcmpmﬂiucAerrIFttlba) ot \is prrevwaﬁlylsm@b

coPyeecOgage by L1 R U el b TGRS o
Kor ean Ratvenrk-tRpdlsysizinqrbutiane 208y c8P24dif inrsRR8 bddaiksk Me“@@%ader should3

Reg| stratign No. 252202, and Jaganese Lai d- open Patent Publ i1 Cation
Hei 12- PEAM@slyisiereogl Hennioskist daformatiomifar myetiepreditstt hAlsd, reihceldha tag

cont act [ £5#GR l15@hihes tlt:@ ehﬂm‘é{ﬂbggopr? ,E'?}Jﬂicgr%g'i an &f%gehsa&ﬁfofge

product 1s stored and a reader
pr event seledeteoninabibna aa@ebyczmnot directly check information of an authentication

20 procedure and reliability of the authentication procedure is low. In other words, this
conventional tag reader only considers a position of product distributors, but does not
meet the needs of product purchasers. Also, this conventional tag reader has
problems that new products that aré distributed after purchasing of the tag reader or
products of newly joined cofnpanies cannot be the subject of genuineness

25  determination or product information of already distributed tag readers should be
updated. Also, the above conventional approaches do not consider a case where
the tag is detached from the product and attached to a counterfeit product.

To solve such problems, Korean Patent Publication No. 2001-89216, Korean
Utility Model Registration No. 252202, and Japanese Laid-open Patent Publication No.

30 Hei 12-251164 disciose genuineness determining devices that include a contactless
communication tag in which product information attached fo a product is stored and a
tag reader. The genuineness determining devices prevent the reuse of a tag by
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WO 2004/ 089017 PCT/ KR2004/ 000739 destroying an antenna if the tag is
detached fromthe product. However, application of these conventional

genui nenessodedsmesuini ng devices is limted to speci al Pr pEHRRS00SHED g as
bottling products and a proactive neasure nay be taken to prevent physi cal

destroy of the tag. Also, since the tag itself is destroyed, even
manuf acturers cannot read tag 5 reading history information to use the tag

reading ésitoying anbateaid Pihé @ig isAEhEBY frof BRIBAANEY K Hdvilier 3GIcaR4H 3¢ "

the Invention The present invention provides a
t er m nal thepacopygeiional genoinsness leleterminidgtdmvivesds lihitegetowpeee prodtict@such
_ product %’b&ﬁﬁ{% oi ﬂgt i gf rmat i o received froma contactless
conmmuni cat o @rtg %o ?‘g@tRfPﬁa Y&, BIegsHrs ey Pe takenratnreventphysisat destroy
i nvent i ogf thk38gPr AoISH t ' QA | rpduct
_ aut henticat] oﬁg servi ce iC% t\;\ﬁﬁitgﬁqtls%{fﬁﬁgtgﬂlr né&gbegéﬁ q’f‘ﬁﬁ“‘%&ﬁﬁgﬁe‘?ﬁwf’(ﬁf egd tag
proddct Tegdingr obisthey tinfoamation Uy deer yile niggi nfeeid | ARtEOTiRfrinatiant a8
and outp Ed n% thet i,S dﬁé&.\égt ed information. According to one aspect o
the presaRtOTRGRATHEH MeWSBYi s provi ded a mobile comunication terninal
that receives information received froma contactless conmunication tag.
The mobil e communication termnal includes a first conmunication unit,

whi ch wiRistlegdeyofdhe haverdiondat a wi th the contact!less 20 comuni cation tag
and wirel ess%sends gﬁ%\gﬁf re uiqrﬁgd for the contact|ess conmmunication
tag, a second Cohitiriit AMBHONRTOVIRS & Mekilgneemisinicationt lerming! teateinakes it
dat aof r gBsBIbREtY HERMFRASRIBBALIRE ' g1 mmuni cation network,
a storiqu?g unit in which at Ielé@t h%ﬁge()fe/?lg)rr%#tob? g%@ﬁ@ﬁ‘%ﬁﬁ‘ami“?ﬂ%} [REEIV

are st off&m agongaalespooormunicationag and eatputtirsy tl@t@edrgg@'u\mil@nin@gah_t he
ey relate

contactl ess icati.on tag 25 based on encryption /. ]

i nf or mati on tcrﬁgtWE Fésseg'il'%?'étﬁ’q} t"l’i‘é‘"@%@ﬁﬁ%ﬂdk‘éﬁ/p@\@“w egenuinerpradichn
by encr ypthemickeion sRgvickY imavhi L8Bn " 855UtV B | tactless.
conmmuni cation tag, an nf or mﬁ’%ﬁhﬁ@ .998 uni %t, ﬂ%ﬂig{ceﬁ)mréegﬁgs&;%%%q 1S

i nf or maffe¥ided tohe usat 4wt Ideskyptiogninfirozationn stargd alrt achayl drel duBsRtENGtthand

_ reaq§ tg’%gﬂ‘%?)%fﬁﬁfﬁfn”é}[??{,m' on received fromthe contactl ess conmuni cati on

tag, an nit, which outputs the read product information.

Accor di ng t oAacotdiey tasies aspéctt bE tHy Qﬁ@é,'éntiiWé‘rﬁHnQ_r’chegé“gs; g(rjdviq&f A hilede2
u

met hod of managi ng product authentication service in
aut hent CEEYTHHC i eeminahothaioseo8ges 7infamatReooceded3drom a contactiess

communication tag. The mobile communication terminal includes a first
communication unit, which wirelessly exchanges data with the contactless
20 communication tag and wirelessly sends a power required for the contactiéss
communication tag, a second communication unit, which transmits data to and receives
data from a service management server via a wireless communication network, a
storing unit in which at least one encryption key related information are stored, a
decryption unit, which decrypts data received from the contactless communication tag
25  based on encryption key related information that is selected from the encryption key
related information by encryption key specifying infofmation received from .the
contactless communication tag, an information reading unit, which requests product
information to the contactless communication tag attached to a product and reads the
product information received from the contactless communication tag, and an output

30 unit, which outputs the read product information.
According to another aspect of the present invention, there is provided a method
of managing product authentication service in a product authentication service
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managenment server that comunicates with a subscriber server of a nobile
conmmuni cati on conpany via a network and can comunicate with a nobile
comuni catw@nedsRk9giAal via a nmobile communi cation network... The %(ioggd

i nvol ves receiving reading detail information including a pr 34t
identification nunber assigned 5 to each product whose tag is to be read
and a - reader identification nunber assigned to the nobile comunication
term nal i TR ki epm-nal , ARG, t ubscri ber.
server iwfc?tf}igrgsm%ﬁt gﬁ%g,%gral ber i EP@?%{%}S%\ g‘gas?e? osnlﬂ%ﬁhﬁ %n%}%/?ﬁaﬁs& 'HH{% r
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subscri i J i ' ' i t. . nforpation readin
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i nf orsmattoceachaprdduetdhage dagl it peiréadgnd Bareadst RIERTiCERFMOSIRBEr assigned ¥0
informatt'hon in@r/g%gonse to an information output request that 1s 1nput Trom

an ext erigImokf mupECcEIqnetermingl fiopt thenmebile renmiwvicalipn fINGinal, askiag thew

f i o mHop! e e, aedeg b

s ont ! SUbBCGe et B it Mo Er R ERLN BRsSY AR iR ERRE I Cad 86T 61

comuni dhei owbflagcanonmitatpnt dedfinalh;chrdesie it thévmﬁ?r@?d&éiﬁinfﬁrﬂwéti& and
e

schemati c b] ock di agram of a_configuration of a nobi comuni cat 1 on

t er mi nal"e&e¥BaihegStBsarher Jniymation vemt thensutrscaben servary staating sarek estqiray y

encrypt i i LN i.r dj 20f can.. .. . .
encrli(/th i(g%}cgﬁ%fyptl glr?%ér}ﬁt lhgolrgnatt@g @F@H}?@B&Wﬁ%@% F Slassificetinn infopmatien yand on
keys acquodictginfarnzaationi giading efdteiti bassd oh tHee reutiny Rictan isfBRhYRIA eMdUd
210; FIG 5 is a.flowhart illustrating a product information read-out

pr oceduritPSRikge intosmafianc oaRginreagding nand r eutattinge dbe dicagtanesrt reamagereant

! bi : o+ ) i cati d
ot ween oy mefn i keforlseE aifolattht bLR oty & TN RBCRORY S Byt

f | owchardevidel. ustrating an aut henticati on procedure perfornmed between a
nobi e communi cation, termnal #1 and a nobile communication term nal #2, 4
WO 2604/ 089017 PCT/ KR2004/ 000739

Brief Description qf the Drawings

FIG. 1 is a view for explaining a genuine product authentication sysiem
according to the present invention; -

FIG. 2 illustrates a configuration of a contactless communication tag according to
20 the present invention;
FIG. 3 is a schematic block diagram of a configuration of a mobile
communication terminal according to the bresent invention;

FIG. 4A illustrates exemplary encryption keys according to a third embodiment of
an encryption/decryption unit 210;

25 FIG. 4B llustrates exemplary encryption keys according to an eighth
embodiment of the encryption/decryption unit 210;

FIG. 5 is a flowchart illustrating a product information read-out procedure in the

mobile communication terminal according to the present invention:

FIG. 6 is a flowchart illustrating a communication procedure between a tag and
30  the mobile communication terminal;

FIG. 7 is a flowchart illustrating an authentication procedure performed between
a mobile communication, terminal #1 and a mobile communication terminal #2,
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according to an enbodi ment of the present invention; and FIG 8 is a
flowchart illustrating a nethod of providing genui ne product

aut hent i catvioonogeoyizce according to a preferred enbodi ne _ sent
invention. 5 Best node for carrying out the Invention He?té?"@%‘?ﬁm’?%g
preferred enbodi nents of a nobile communication termnal having a tag read
function and a nethod of providing genuine product authentication service
accor di ngctardinetondeeaibodirieendfithe mééntbﬁvé?ﬁ%ﬁréﬁﬁd in detail wth
reference to the attached draw ngs. is a view for explaining
oper ati ons acEpdithgst 8 ﬂ‘lﬁwctaaésélustratm@rm meihod?erﬁferprm\n@anOQEh@nel romt! e

d di
T R N R R

tags 10-1, 10-2, and 10- 3 and di splay the read information. The
cont actless cormuni cation tags 10-1, 10-2, and 10-3 are attached to various

" product sBest modh fascairvingioutthe wentian , | eat her products, |iquor,
agriculture pa@duct & | | est,ock oods drugs & nedi cations, electronics,
machi nery, [F'RAVST B¢ e\ﬁ@pk‘%mb%%m‘%ﬂt%&f a F@ﬁﬂ? {0OMAdAICE e temiibilelaying

certifi C@&@Q r88d @Rt Snd o mdhfod's i#]w{hﬁg né{érﬁj'lrf& POt uindiitica ﬁhﬁggg\gce

securities, and inportant docunents. act

10-1, 1@@0@'#?@ 00 3 aresejuinventidrapdll be2@esatbddiim detaimwitp fefBas eV HRYS
width and a length of 10 - 18mm Tag readers are

h of h h
g?gw gedg%l(“t db@fsw $uilt in the nobile comunication termnals 20-1 and
20- 20 i ndi vi dejed st iéaé/{/lﬁﬁl Fo'i‘%xﬁl‘é%r‘xg?g?@:‘%’%ﬁasegb@r}w e?ﬁ%tdp\ﬁ%r?tf})ghzo 2

can determ ne t he genui neness of
di spl ayed on Befecumsgﬂkafl@mﬂtrrmbllett@nmubnicatlomlm’mmnaathm? t@gn@ba f@ﬁcﬂorﬁ”d
2 and -

Co protly. SR 2P R FERHFULT (GHBR ErroonhanvATaen redsh iviadmedon| of sobidciess
comuni arh®inicekithNelgst 901he16-29 g gggyraﬂ;pajégsag}l%? r‘eEng @E&ﬁé{oﬁr ggﬁgy

l'iquor is nui ne, a genui ne product
uni t ofcqr%@Cﬂ%mQ%nr@umhméa@smo-mm.ﬁ-aaand Aosbaremmacmu tcrldaN@lEbJErLoducts

hij t t the t f | t
oy 437 R a8l FoGRUE I Broier Ruicr sooaukae erosiain & eastook
war ni ng guesisagiuge. &. medications, @l@cﬁoﬂb@dﬁﬁaﬂiﬁ Hég?dje ‘ﬁfetrﬁ' BrSRYAQ) ddp? %g&put
u

i nstead of the genw ne pr oduct code V. On the and souh
a beep JBBRUSoAURISHPR diGkets agrrtiticates canslittipletsatwotht miget of dacibigad, tmohep, WO

20041 08903 BT KBRARMOANAALLABMH BfurighisxamP! €, 17 an i1Tegible tag'is

detecte e Comuni ca
The contactless communication tags 10-1, 10-2, and 10-3 are square-shaped

20 and thin film-type passive tags, each of which has a width and a length of 10 — 18mm.
Tag readers are provided with being built in the mobile communication terminals
20-1 and 20-2. Individuals having the mobile communication terminals 20-1 and 20-2
can determine the genuineness of a brand based on product information displayed on a
display unit of the mobile communication terminals 20-1 and 20-2 by approaching their
25 mobile communication terminals 20-1 and 20-2 to products. In other words, when an
individual approaches his mobile communication terminal to the tag of a foreign liquor, if
the foreign liquor is genuine, a genuine product code ‘7' is displayed on the display unit
of the mobile communication terminal. Also, when an individual approaches his
mobile communication terminal to the tag of a leather purse, if the leather purse is a
30 counterfeit product, a counterfeit warning message (e.g., “Error” or a predetermined
certain sound) is output instead of the genuine product code ‘9.  On the other hand, a

sound such as a beep sound or a voice message can be output according to a result of

5



termnal repetitively outputs a short pulse tone a nunber of times. If a
product code is successfully read, the nobile conmunication term nal

outputs a i ng sound whi | e di spl aying the rea de in an
Vo 9ol /0 ﬂ’é@l‘b'g”t%ﬁ%‘f(’%?

output unit. Al'so, the nobile 5 conmunication term nal Ye read
product code m xed with a voice. If the product code is limted to a
nunber, the anmpbunt of such voice data is not |arge and can be stored in

menory hayd ap , I duct
Code. "1 noHHng. & I eRAMBAL ¥ aaleoiEle 1y U8 BehRR, e MRRIET rodyuiiaie
product ternipai r&p@ﬂtlveiytdnmputa@r shidrbipbisd tpm@lmjmbé’h@f fimesr eﬂ%roﬁﬁéﬂéodéﬂ%
col or caode 1o omt tal%pgnd di spl ays.a result of reading by' conbining

f
on/ of f §Pcﬁeﬁfﬁ yaf‘?zl‘ e CO@FﬁW'E"PﬁEPTéht@@@@aI( QElD)JtS1QV$h@1 readlngmmpﬁe

R G Y d s o [ t e ode. In,cas
det ect i r%mgrggsn ﬂ?& | a‘a 39%{“203 ggf’é ﬁg ?r[g ‘?tgugc Whruni 5P ghet gqhilgal
can éxplcemsmamcam éerhanal mag cutpat thedrebdgpioubédil Mixdd dh £LbRE. MESHage
usi ng apgq(ﬁy:term nj;d color pattern. 15 Also, product codes are

sequent Fodplisimited {oEnuraben thy amaunt X stple voissidata is oatrlamg@: ahd@an

term na ne readln o ile
comruni ?af‘lst%hé’(g Z’#néj%g{bwtﬁ?wg{ Odhﬂf%agéc@/ eﬁd‘ﬂﬂe}ﬁri g p9o 96})3?#58
di spl ay product cm‘det hédnrthfsi tase; canpelvrcedded thatesty rsaqloufc%(eeﬁ%% § aoggﬁéﬁﬁ
informatio |ncI udi ng at | east one of a manufacturer, type o stry,

a br andProgFt ds prisdeE in derdag-piiBrled poodunit Eh@dagtreadébremis the color code

cor PRS4SRN Gle R BOHEl bRty b Bl BREPOLH o By

pr oduct emittiag dm@emo&mmwhgyfoduexair@y@dm@ mdﬁa B)Eoub?@bséordﬁ-@ftoeméwe § a
nobi | e cormunl atlop{!J termn having a tag read function is approached to

f or ei gn®P'PHUEPIRav | ﬁaﬁeago Qtﬁﬁtl'ﬂﬂj pieseae® atcandillegiie tdm thesmobile
i nventi 0 o recqogni ze that this
pr oduct e@?nﬂ#ﬁ'%étﬁ/npgérﬁﬁh?y@%org&gase gcgﬂﬁ ‘%Ereét 1(7333 é Sr%%bé?g %g’y %fp{lﬁmgea@ hat
i s the eirosmesabye ushigxa pre;ﬁntarmlﬂ@d@oldrlp@tem di spl ayed at predeterm ned
ti intervals can recognj ze that a iand nane of this product is

mIf:'éntl ne’ {)\gio dPregucy ‘f%é’l% e seayeatihaisalayadion theadisplayainit akihet robie

rinted [ t ned

p cérﬂrﬁmﬁc&r&ﬂt&ﬁméﬁ%?mrﬂﬁ& %umtg—:ﬁio} t:rﬂéggk%&.%dt dﬂ%ﬁagg@ & @1155@8*) e

intervals can recogni ze tha I's
itens o@OlamLHgfﬁai@w’@ammaibl ‘the tmmdu@ cpdes aeqhﬂﬁrallyabd;pﬂamd ohéede digpldyhanit

pr oduct I e communi.cation.termnals 20-1 and 20-2 according to the
present R/\@%B% "Gee L %ﬁt'RﬁZ%@Wng}?ﬁ@SPHU r’?PlRfHQH‘étnmf‘Pré'F%tM“t inchidngrat i on
readi ngledet 8he f eAdintfsuiuiches tak dOindusPNY B?andp%%‘a%br@dﬂé?%trﬂéc att Hies
servi ce_nmanagenent server 40 (hereinafter] referred to
20 that product information corresponding to each of product tags is wrltten to are provided-
to tag-attached products. If the tag reader is put to a tag, a plurality of product codes
is sequentially displayed in order of tables. For example, a mobile communication
terminal having a tag read function is approached to foreign liquor having a tag
attached thereto according to the present invention, a first displayed product code
25 7501’ can recognize that this product is of a type of liquor based on items of a product
type table that is the first table. Next, data ‘0014’ that is displayed at predetermined
time intervals can recognize that a brand name of this product is ‘Valentine’ based on

items of a brand name table that is another table printed in the product. Next, data

‘0017’ displayed at predetermined time intervals can recognize that this product is

30 ‘Aged 17 years’ based on items of an aging year table that is yet another table printed
in the product.

The mobile communication terminals 20-1 and 20-2 according to the present
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servi ce managenent server 40) via a nobile conmunication network. The
information reading details include a product identification nunber

assi gned twoeagtnsprieduct whose 5 tag is to be read and ﬁﬂ&[_
i dentification nunber assigned to each of the nobile cgpn(#ﬁnl cao%llo%)ﬁ”

termnals 20-1 and 20-2. The information reading details al so include
genui ne product authentication detail information such as a type of

i ndust r yinvantioraroghabnseit. irforfiR8 réadif i I Qe el hame,
a producing center, a date of manut act uggi,&g"é;qe“rg?%lﬁ%un@%r ,tag’;tglr)%j@eﬁnué{'f?d a

date of RIGHHeheutantisation ssoyice meanagémént satvieontt dastionafdet rifbHed®YS as a

i ncl ude &pasl | é r bt i on..about ducts that has been sold anong
" product s%osgﬁ%'g%ﬁ'ﬂ ﬁ%gegv@rs u‘f'?}@n"[ﬂBé saMMHEcHarchelwionly  The infombatomm
may i nclredding dataid el [ 7 =YY ' . pur.chasi in gddition
to the genu}r%e pr odﬁ?tmgau?%ﬁﬁ%%%ﬁkﬁgﬁgwwbggg%@ﬁ%gﬁ? e@ﬁg?ﬁ)r?%%(gi 08§
" the PeadPgdsSdetls reachfamdnatreaderf idemtifitetiomhinbet eRBIALELI 85ch P theHBRRl S

20-1 - . |. and.0),, t ice t 40

bt ai n BT SSHAICRHR deiming B G and Sore irainfanebRciaasEng tetaite Bt inclyde
identifi ii { b3 ~af: bj icati t inals 20-1 d
2055 1 el uges PromLO B AMlcAlioh Gl IntSr RO TER 881 anGk8 7 <DHeE T ber
server 3Jvamdfagturebid kerandmammodadtireme cogpady,  ficele| ABne, %yp,@ahag%%éq, g

functio f the service managenent server 40, 20 distributors cah perform
nor e reﬁag%é’tfénﬁq AEHrereth s %%%émmb@rm aRHE: ansradatelef atthedtications orfiso, the

i nf qp matjp i st i r. hol ar attai pnents,

j ob, an’?jfgﬂz‘%ﬂ?%?@aﬁéﬁdﬁ?éﬁ hap de Bcha 8P iR EmelRl AR Pl PR 0esy
nobi | e b@@mcnngamomhomqm ].cwh'ﬁse genvineaessags fma_ BhtiGREN e TAE S@BhAGA ?{Ze
a rope . urchasi ng o ersons in a specific age, a propensit

pur (F:)hag ?’ﬁéhﬁ)}%@% "Eaé'r '0g eﬁgwrﬁ’&gé‘ngd&ﬁef and FB% aryt ﬁmeeﬂ?fd?té’ﬁbgsibg irpaddi?i;ons

by gat hes tiggéieing ef6HYQGuth@RRhfch B8t hidRALAR! | on and these subscri ber
i nformation. These information can be used as nmarketing information for

manuf act ur er ¥ PoRafegsirddeiceepreading detaiioméorngioni flemeti®e hobile REnmunication

aut hent | ed. ser Vi nag nt rver 40 stores the gathered

ot o et TS 209 SR RE AR i Smer siendine maRessTaonEpoVET dca0
out put s r i S 0 from manuf act urers .t hat produce
product o ipaderoatel; BRSS! s SrE G ERy UBRTRY oY Ghicktig e bisblion

ser vi ceinferafiorertf theo mmbile esomiiunézatiahi tegtinalt hED-3 €M CE)-PRRIRARIEN L $KE Ver
40 occa ionYe:elél [?/e keg tt)e 7 W0.2004/ 089017 PCT/ KR2004/ 000739 report and
transm (€ @?ﬁ}q gl BRI THiIR SUBESHRaT SBtvarié: ofcamabiareonimanieatior a

net wor kegip@Ry (Stely GHCByAudifg BIbAYE oM 118 SrlRENEEhGemERPLinGS 4! !
20  distributors can perform more refined customer management. In other words, detailed
personal information such as sex distinction, age, address, scholarly attainments, job,
and hobby of a subscriber are stored in the subscriber server 30 by a mobile
communication company. The service management server 40 can analyze a
propensity of purchasing of persons in a specific age, a propensity of purchasing of
25 persons having a specific job, or preference of products by gathering the received
reading detail information and these subscriber information. These information can be
used as marketing information for manufacturers that produce products whose
genuineness is to be authenticated. The service management server 40 stores the
gathered information as customer management information and makes a report and
30 outputs the report in response to a request from manufacturers that produce product
whose genuineness is to be authenticated or from authentication service management

companies. Alternatively, the service management server 40 occasionally makes the
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this field and will not described in detail. Such information gathering can
be regularly or irregularly perfornmed nmanually by 5 nanipulation of users

after conmgtzb@ybggd;lwurchasi ng or genuine product aut heg}mogfqp(ms%y

installing a specific application programin a nobile c
term nal, such an upload process may be perforned while users cannot notice
such an upload process. The specific application programnonitors the

anount o el ' ' lon. state, a specif,ic
ot o chorhey T BhRGits (i PETHL kR (35 BrRF SHRler 2l 1 348 s mafvalbrienye o

oi ce commtwoiric #$te I Sach = eonmi ] i LEd £ et-YUNe
\pgr ijgr amt fangméf spai:@gurml at ed reamur;egfdég?g‘flﬁg?an%ér}ﬁ%mﬁé.gdrg\f%g’%h!t'ﬁ'g)wn Ih
speci fi cthigofig!d cadi wil not dgseaithatbini dataib t he anpunt of accunul at ed

i nformati on, aﬁg. i.f the ampunt, of accunul Eﬁ_ed i.nformati on reaches a
pr edet er ni ned> %A IHeTMaYRL 9@5@@7‘@ Can DS gy oI isegdetnperfarmsed tnsanusdly by

| e L Yon i o, |
The cor T SHPUIIBITEN s el BSRRIEh Y shyorkitt B Bh e rpedud dbheittioatione.
the custByninstatimagespenifid apmicatioh grogram bt Aehoher @lémn{dﬂ%a?a%h\/tieﬁ@inal, such

| a

managemnent ;(? ani es save ;)pﬁ points as incentives for a subscriber 't
assi st s §'h UPARHEATAESHIMdN LS RETATed nibilensers aansopaiotice sweh an upload

ubsori QapondorTRE YRETICRATAEHEN ESq BN ABhASDH Folt”Bf Ghiumifatec”

subscri ber or allow the s Se save

pur chasiinfgroaticnrarehtes comnairficaticat ethte oapesdcfic ByutaekihAgelt lgeagggggé% st? |n tg,%o

el echroni C ney.. Sych saving up of points is carried out by pr

savi'ig &&ecgﬁra@t@aﬁ%?ﬁ%@ﬁ&UBUB&@#G%@@mmaiioﬁgon data komohumichtioanedt s
of readitRg i ' tq r | h I ce Jman nt. server
30, For NG AN T h e R SRR oI D e ged o
pri ce ofAlso,ghedypecificarplicatorbpryramrmbaited the s i of iaRuindlRe dRTYAASTH eF
~or a pro%cﬁ Fama. Altso t he seiv' Crﬁ managenent server 40 can additional'ly
check i PPl NG Rfowial apcymyl ‘?fg' REBFLON rRashestd dredeterminednamount dhe
det ai | igpkefiaedhslizahy ' | 0 | at L on: 1 dentj ficati
nunber ggq a' re%‘gera i.T:I?gtélgﬁnggﬁr%rqﬂtﬁu%erg%rg{”%gﬁ%hﬁ%@mﬁg&h? R

r eadf ng Pirdntext tq afervies Fevear e t he sane as previ ously received product

di ng det aih i tion. ln oth ds,.to prevent a. cust f
e tenpti ng. o nege e BRemmRe Coayer A0 el ictapis poin invgrpatiomas the
detai | icobtonmet irnanaddaeaeriMict@atoNO Zﬂo%tﬂég%grd@q{h!éms%%é%?gﬂa%%gement

managenment server 40 authenticates purchasing detail 1 nform _
t r ansni COBWANLS 1$aVe fiéh RS aas ungentives . foTree swbbeilierc tratnassists iinngathehgal s

20-1 andfissidd IBHMLLGR  As the points are accumulated, the service management

20 companies provide a product to the subscriber or allow the subscriber to use saved

points for product purchasing or contents in affiliated companies by making the points

into electronic money. Such saving up of points is carried out by processing saving up

for a corresponding subscriber according to a kind and contents of reading detail

information received by the service management server 40. For example, the points

25 may be saved up differently according to a price of a product that has been purchased
or according to a manufacturer or a product name.

Also, the service management server 40 can additionally check if received

product reading detail information is retransmitted detail information by checking if a

product information identification number and a reader identification number that are

30 included in the reading detail information are the same as previously received product

reading detail information. In other words, to prevent a customer from attempting to

. accumulate points by repetitively transmitting purchasing detail information, the service
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identification nunber of a tag reader and an identification nunber of a
read tag when transmtting purchasing detail information. The service

managenmentweenysisofl® bl ocks 5 repetitive reflection of t same pur chasi ng
detail information into accumulation of points by i gnorF‘ﬁ’&iWé’ﬁ@g?g’ng

detail information in which the identification nunber of the. tag reader
is the sane as that of the tag. FIG 2 illustrates a configuration of a

ol | ow g geger ot arror £ eBbaaRis biebaing Iaf iRERGHOA tasnilig intia o

foll ow ng:t description, the concept of "a
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control RANS BOYNEHRY PRI a5l infoanatien brwkichitee identifibatist auinber BRiHe

300 int qa%r}eagﬁ,cigx@éisgﬁlekgé/m%@gf%%s the encryption key to external

devi ces through the contactless co ni cati on neans 100. The product

i nformation ané.&ntustpttesn doeyiguPion§rer B&itheM A &t pnedi i
uni t BOQhEThe cc%nt act] ess conmmuni cati on neans 100 ﬁ@?’g egbﬁrtlé@%{:(zérfﬁk’gl 0,

a power NERIBFSLIRGNtIRR,  Inthecielawing dergription, theTonaapt of artatyleatibn tciiltics

135.10Thahamhss LS . jon to gnd receives information
fromthe tag rg%oenﬁﬂﬂ%k%ﬁei%%mﬁlpé%&%%g.re?ﬁgu’bm supply unit 131

suppl i es powdRefsuingcies-iCo 2 hecdtfacizbavhmaRicaR "F@tdcgﬂroti@tol% P¥ferre
processing poaver etﬁt%}t” c wave signals anong signals receiv t IpOUSH Phe
ant enna Lt GEiRSRIeSENHEVeRlian inghidesroenntactass cingmahication ehesad o@m

the tag g@ﬁﬁm u%q.zg'ﬁhgng%dﬁgﬁﬁg@git%bt 135 nodul ates signals to be

transmtted to the tag rea e antenna 110 is a printed pattern or a
coil and is Tiher sedtastlesy ddmemuinicativherrzpe aboackathngds"egid h§ 2 wireles

configurations .of the noqulating 30 unit 135 and t he denodul ating unrt 133
are 1\5/\B| | ‘%rkms‘”@?)attﬂ%@ag%ﬁ g‘b’e FCLE POWSN (COFIPNeRts fronbredsdvetesadio bimalsn

detail . aS’d%p!liB@t@@k%étb@%ﬁv@%%&@ﬁ?gstaago&% ?&grl%%gcgqaﬁ&tnﬁé g)?stiazfn.i s

present _i nvention shoul d be manufactured to be Sma
9 WO 20040u8Ye! URt EORRITOYP S qUDEactdetirmatibe storeninuthateigy Lie 399%1%0%41953
it 1

CarTac: SHEh Rk S Sl BRSNS SRSt 4SRN vt e o
contactless communication means 100. The product information and encryption key

20 information are stored in the storing unit 300.
The contactless communication means 100 includes an antenna 110, a power
supply unit 131, a demodulating unit 133, and a modulating unit 135. The antenna
110 transmits information to and receives information from the tag reader 20 in a
wireless manner. The power supply unit 131 supplies power sources to the
25 contactless communication tag 10 by processing power electric wave signals among
signals received through the antenna 100. The demodulating unit 133 demodulates
signals received from the tag reader 20. The modulating unit 135 modulates signals to
be transmitted to the tag reader 20. The antenna 110 is a printed pattern or a coil and
is formed along the circumference of a tag.  Since the configurations of the modulating
30 unit 135 and the demodulating unit 133 are well known to those skilled in the art and
will not be described in detail. Since the contactless communication tag 10 according
to the present invention should be manufactured to be small-sized and thin, it is
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the tag reader 20 and supplies the extracted power conponents as a power
source of the entire system The operation and configuration of the power

supply uniwo@&loeseer 5 wel |l known. and will not be descridegrigiysiRtadi |- The
storing unit 300 includes a nonvol atile sem conductor nenory |ike

el ectrical erasable programmble read-only nmenory (EEPROV) or flash ROM
and data is preserved during |oss of power. The storing unit 300 may

physi cafiesirabie lumenufecturifer ¢ardactiess commuriadtiamtag 1@ meray pasuiveatypei TRUSead
menory. However i referred. i o enbodi nent of the present inventiaon, the
stori ngtnfnﬁ‘\(ﬁw%‘roﬁlqpﬂ%ﬂﬂﬁé 1ae>§fa}?§$ BOWGF COmpPRERISIHABI radikopigpalatrereives fony
Product (Hefa@r@RHEP R0 Y atodle u t of

i ndustry, ggmanuf acturer, a brsgﬁg?&g%gﬁégggg\?e%gér@,gagéalr%a%%?ﬁo%%&?cﬁgﬁe,
a produthengnireraystgma dheeopsratiom ahdatanfigurationasdiethel pelbi wepply LR 3 aps i al

nunber is stored in data stored in,the storing unit 300. Also, the storing
uni t° SOWeﬁgn@f"Braé‘éj ‘%{ﬂ '@2@@%@308993@}/39@6' required for encryption of

communi cat i in 21afal] [ ~ nd the ta
eader 20 Ao HRENUTB00IRALAE o3EERETE SR el ingy ALt PRelrRE!

i nf or ne¢iasabdl Prograuimallef ceadspriyi anngryt EERROMPtor oflasikERORBGnat dhfe i a9
reader side. Further, the storing unit 300 includes a counter area for

st or i ngPHEREMEANHUINGFI08S RIsPPWEN. pr HegSLoTiNg &Nita8P@rmay oplaysiaatiy inolidectWess
rmy ot oreniHcsde} Bteal oy MRkl e WS SRRINGT, Ay Ao fertec

opetvat | embeditherdadif ngheleprisent i infentivat, i tre | stoeingdataitadot iifEueés r #adinggs
The produc%info%g]ation 37g stored in_the storing unit 300 may be in the

f or m of WNRDl/EATEP!E BRRVAIRHIE TsMsTY-a REidkichinfPBRAlRN BiRvebelt & tameatiachad on
of col ' ' t of a
combi et CouCey R e P LR Aaty X mefhitirenrs B B nERRRLIREE. HBidle B0

Al so, timedplatuet a poadduciny chetempal datepofahanbiacéury, aeldes ofdeiry cands seagps
may be stored in the

sequent i al arranged. ly a single product code € ]

stori ngmfm!)%r fssoéf,aorgﬁtma u?tﬁf?(i ﬁé&pe ﬁ»mlgcpn&o%ﬁ& RiObéne Sty PRt 30k

St ofsi NGstiftls ad WhcAystidde ke P BBNEd qfirey %?%c@ﬁﬁioﬂ' SP &%ﬁﬁ.{niésﬂo‘ﬁhbéwéeﬁethet he
product 30 code may be previously determn according to a manufacturer, a
brand, epntggiessfcommaniaation tagdl Gapd ddedag mesder ZAus Als theditorirdpahit l800 ng

2, S0e SRbeaaIo il b0 sy RERHS AT 16 o BB Bl e Lo
Com e SOGTER hayeeAlurush pradis nosesrssentoshinath SRR ale
for storing the number of times the product information 370 of the contactiess

20 communication tag 10 is read by the tag reader 20. The storing unit 300 may store
information about the tag reader 20 that performs a read operation and reading detail

information like date and time of reading.

The product information 370 stored in the storing unit 300 may be in the form of

a product code made up of a combination of numbers, a combination of colors, or a

25 combination of letters. A product code made up of a combination of numbers is output

on the display unit of the tag reader 20. Also, the product code may be made up of

binary codes and/or color codes sequentially arranged. Only a single product code

may be stored in the storing unit 300, but a plurality of product codes may be stored in

the storing unit 300 and be sequentially read and displayed. At this time, the product

30 code may be previously determined according to a manufacturer, a brand, a type of
industry, and a product name. Thus, an individual having a code table can obfain

product information such as a manufacturer, a brand, a type of industry, and a product
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comuni cation tag 10 according to the present invention is |rrpl errent ed as
hardware only for digital:logic designed as a state ‘machi ne, an

applicati apospAskdgi¢ i ntegrated 5 circuit (ASIC) desi gn Tplgﬁzg
flip-flops and gates. Such a circuit can be easily achieve 814/@E739

skilled in the art who are supported by commonly used various
conput er ai ded design (CAD) tools and will not be described in detail. Thus,

since amaraddirougharbyusitcded muenﬁélwnm%éd not used, it is possible to-
avoi'd a probleminvolving a termof preservation in a nonvolatile menory.

However, in tHI& eaH®) pﬂtﬁd@@@ it nboimlat then emﬂrensysltpm oof Kieyy cortattfsds

f t di t t d .
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replay & toOK Wﬁ‘i in Z%G‘O“éfﬁ FRTPONanddeweyer. ipr ieossag pieduct

270.40Ea it 200,

and 1? hewgglhgﬁ&gtg f ggé’rﬂjgﬂgﬁﬁbzé un?o'?ﬁg g Bgttﬁ%teﬁqégs hﬁéﬁg(gg@r@qp tﬁﬁgﬁse@g? ng

uni t 276teed iBél rewolatily nierabudas date. t Keoundermedsuwes for2Mfitatiohecf the term of

encrypti uni t ecr ts signals recejved through the

cont ggt ng%ésq’x%% ’gg?l%%CW§ég wggeregf&$ Whesend igkantion is B@t limited to

transm hibpdvardoalyt R GigRAC IOH, e&tstr@‘@bﬁtrélouﬁlh%tgp Eﬂptbl et leﬁ%ﬂw?%%' on
e 0

means 100. The in ornatlon providing unit 250 rea i on
370 st ofd@rgpiocasser. stﬁhondhand:harad@rlaﬁm fymatiohelest thee mewtpmodnlﬂtdn can be

f 210.. A
| 8 naPLR ARy RopteR by R RIS BB Smatomastaim e cdkiionaily stased o e
in the ﬂte)stdﬁ@gumlt 3600 ﬁtﬂén@ﬂhbpéhﬁ)ddhﬁerﬁte@dthg 0;9€§§lt1t m'v@ﬁf?ér'imthé%‘?or?rzgouwt

t hr ough bhe cont actless conmmuni cati on nmeans 10 in response to a
conmand 3PP avelsally Hgludasduo memories aﬂﬁ’f@pﬁélohdnclpdm thierrgainrprog B0 may be

i ncreas PCT/ KR2004/ 000739 counter val ue of the
8horéd @8})@@8%%]% \Aﬁene . ! .

storing unit er the product information 370 is read and
checks the c&‘hatcmntmﬁlwﬁ 200iretudes ahenstyptibidedRiptiodAthiP el 0f &n ikerRsgsiict

20  providing unit 250, a replay attack blocking unit 230, and a post management
processing unit 270. Each of these components may be separated from the control
unit 200, and the replay attack blocking unit 230 and the post management processing
unit 270 are selectively included in the control unit 200. The encryption/decryption unit
210 decrypts signals received through the contactiess communication means 100 or

25  encrypts signals to be transmitted and outputs encrypted signals to the contactless
communication means 100.

The information providing unit 250 reads the product information 370 stored in
the storing unit 300 and provides the read product information 370 to the
encryption/decryption unit 210. Also, the information providing unit 250 reads the

30 product information 370 stored in the storing unit 300 and outputs the read product
information 370 throﬁgh the contactless communication means 100, in response to a

read command from the tag reader 20. The information providing unit 250 increases a
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information 370 is read. If the counter value is nore than a predeterm ned
value, the information providing unit 250 does not respond to the read
comand f rembhgst@g 5 reader 20 or outputs, instead of bER 6?}%567
information 370, a nmessage indicating an inappropriate tag t S read an
excessive nunber of times. However, in this case, internally, the counter
val ue is continuously increased and recorded. The counter value can be

checked byuntes peldiefofithe stshiig cait 800 hYDY whcHBRGIRE praaa@tqafbrﬁw\ég@nw SRR
of the nurrlvger of times atag is read, it is possible to ectively
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bl ocks wi rel ess comuni cation by coveri n% ext er sur ace
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information or access the tag for use of the tag. Also, this method cannot initially

20  prevent attempts to carefully detach a tag from a product. Also, there is a difficulty in
mass production.

As.a product placed on a display stand is read by tag readers a number of times,
when determination of the genuineness of the product is actually needed, it may be
impossible to read a tag attached to the product. To solve such a problem, it is

25  desirable to put a cover film on the exposed surface of the tag to block reading of the
tag at the time of delivery. The cover film may be, for example, an aluminum thin film
that blocks wireless communication by covering the external surface of the tag. The
cover film is detached from the tag when determination of the genuineness is needed.

A number-of-reading restriction reference value of a counter can be set

30 differently according to products. For example, in the case of foods such as foreign
liquor and agriculture products & livestock goods, it is preferable that the

number-of-reading restriction reference value of the counter be limited to 3 — 5 times by
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at the tinme of use. In the case of clothing, since genuine product

aut hentication may be performed a nunber of tines at the tinme of sale and
after purghgsidi@sooine nunber-of-reading restriction refg val ye of the
counter is prefer a%fly limted to 5 several tens of ti nesp.(’rﬁﬁﬁ%%m@(’my, t he
nunber-of -reading restriction reference value can be appropriately set
according to the characteristics of a product or the nunber of steps of a
di st ri butdnsideringnthat thé—lg;gs,\ﬁg ’betr'é%dﬂfrﬁ:'éeéitt i ion.is not ljimted to an
enbodi ms%t where the counter 5lval ue of the 2%9@&@@’@%@?@@?87&&“'%3

r eadi ng #rBe lime of élsgnplle the kesaofisithiog, sihoeyerlinepRiNGt FhIREaR

restrict ] respect to a | o attached to fanmous pictures, ancﬁal?é/s,
©oor docunﬁtdgwwe?h%s%ymr Ptgﬁl‘f“?ﬁ @?n@‘ﬁ dme f osalei agd uafter phfch=gats thee
product runhies st icadiny i ! i nit 300 and _outputs the
read product infor m'ariél gﬁﬁg%&gﬁ%ﬂ%‘fﬁt ﬁémc%oﬁ'?gg? i’ey8 e&o’ﬁnﬂrrﬁf%@m’ohmltﬁéatﬁs
" 100, 3i n Se¥serRbrisas of tines.r eladihﬁegmgnﬂmwdum@rrbﬂﬁ@acgg% r&ﬁ%%” 28386 value
e

i ncreas ount er, val ue of the storing unit never the
pr oduct ?%H ééjngBﬁW ﬁa‘gﬂy% apeoring tohe dharesteristidsnoft aiipsodadt ey thBeumber of
i nf or maisteps Of @VHBtILtION Eh 1dogs,,/a9 r rtﬁétérg%gri (!gv'_di ng of information

based on the counter value. .In an erbodi REOTH i gt fimitetotonani on
370 is SEwesiment whed: dp agedter valuegfahpradHir i§ @HEckdN hé&r‘?ét%&&@g
65 at ca PG o

provi di it 250 ma rovide a plurality of roduct co

t he tagﬂ?rea é’ﬁp'ﬁo%?rnﬁ'@@ﬁéﬁk gﬁ‘elsffﬂﬁ%@'ﬂaén@\aﬁﬁf restecteidunith réspeedtoh tag
product attactesd 3o THRRIS Blctdr r qj reguest. fromthe tag reader
20.  When the informati gr? %rl;a%légl ﬁg U%r{@%&eﬁgﬁue ?’H?I%ﬁsﬁrm‘?d@f@rmﬁ@n

pr oduct PEWHERY ainitrRfrbegadss thei preduchinfsagion 30 €BESY B # i

repl ay 35{;9?@( tBéei/e%g%i Qn.ar.e. a’}é%i ed_to each data. %gfé”ét‘éﬁﬁébﬁtﬁb gw&i
encrypt i on/ decrypti RiRfyct; irdo <0 Hrerghtthen contabliess avsmutiestion5

t hr oughirtclags ClOW, ¢ tdRBhseq IS R nd_decrypts.infqrmation
recei ve@‘ from t he contact ?ggg r%%é'h E?catl on&%atﬁgqf@d?aégrsf%éf‘g IRGHERFRR i on
st andar ¥pe( gts)ter yplyer pt Hin istoringeunin80awhemevep the Predgiont mmmﬁdﬁo t%gis
encysypt 00 aqu;@%\;é}mihst rilspt limted _to %,he 3-DES al gorithm The §
algorithmtriply applles s BES My pioKBationmrevding enits250 rdads sot restrict
enbodi neovidirg obméardestiod beRd 6n aRoRIeE Wi ch three keys are 30
sequentially used. Since these algorithns are all symetric key al gorithns,

the same e Er%ﬁnappqggpnft yvhesedhe ano@mtrimrmaﬁpmwmmﬁy@éﬁB(IWﬂdn9
20041 05905 PR BB ASTHFOGES B ST aNbIER ot e Arotde iomiurmtyudes
st or i ngPradudtrtusies at atitieeotthe add pmdepde dr%equentially provide each of the plurality
20 of product codes a number of times according to a request from the tag reader 20.
When the information providing unit 250 sequentially provides the product codes a
number of times, measures for encryption/decryption and replay attack prevention are
applied to each data.
The encryption/decryption unit 210 encrypts information to be transmitted
25 through the contactless communication means 100 and decrypts information received
from the contactiess communication means 100. A 3-data encryption standard‘(DES)
algorithm is used as an encryption algorithm, but the encryption algorithm is not limited
to the 3-DES algorithm. The 3-DES algorithm triply applies a DES and takes various
forms. In this embodiment, a cascaded 3-DES is adopted in which three keys are
30 sequentially used. Since these algorithms are all symmetric key algorithms, the same
encryption key is used for encryption and decryption.

According to conventional genuineness product authentication methods
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a tag and determ ning whet her the inherent authentication code is a code
correspondi ng to a genui ne product by reading the inherent authentication

code fromyphggRadsr. On the other hand, according to t (
. invention, genu(ne product 5 authentication depends on h@gﬁ?@gg@éﬁ on

i nformati on di splayed on the display wunit of the reader and an
encryption/decryption procedure that should be undergone to <correctly

di spl i i ] i ' . h I . |
Communt O eHhe bRIMIEL cOMertofion e ladR B TER nffbrebf BufRBiERtoT 2de in

i nf or mat & otad sandcdpperediningd wieethgpt e btheremti aUthoMBehRdn A00&El 4 Ncbdl S
case, a nastg{qﬂlégé f30 that, is a common uni que key for all kinds of
product sCqrEe % & genypg mraduekiit reting the infierent asthestisatioonoeds d@ti on

tag 10. h r r I h ' ni_que ke but it |s possible
to read t|¢g{r|éo Stgt%g' |§?\ g@ﬁa@ﬁgﬁ l%%da%%cgﬁm%o&e;%%ﬁﬂtén%m@n’ genuine Broduct
encr ypt | authdeiication depends oAlRueaar MEgHent BhoOBM AN H%g%ﬁbﬁtl(gﬁj {dﬁ}é’ dri%)x?y

i Ng e master

external devices by the information providing unit 250 u
key 330 Wyt ahthentadlsr iapd e gncivetier/geeryptiom peoceduse dbatsrsid bereteryak to

from an ﬂF&mg?ﬁ?}ﬂ%th&d“&rﬂ%ﬂ%%@ﬂes the interpreted nessage to the

I nformation uni't nce products can be identified by

product i nf orlned ifiest drhbbdient dif b ayathcBBss BEmAthiESRIPIa290 %Fgﬁaﬁwog to the

operation of the encryption/decryption unit 210, it 1s poss pr ovi de
genui nerfI88eNnNYERYERN. dirodichimherniionps eneetpted rund: tesrypietl lay Bagiqe hhastecan

b | ied, t ] i ted, inf, t f the t
oo B0, | ALY OBURks(R KISES 0, PECISRS ! @i, dydndasyr for al kelscaba
embodi mgododist isestorad e tthe Ssstodoguniti 360 iod rthéa@ankgot%%%&hﬁgm‘iééﬁobhttaﬁ 10.

e

pr esent .lh{\?v?ntion, a_master key 330 as a single encryption key an

encrypt i A yeadc2Pypisg has o sagleoHnigue key, huieit iggiossibleeyo 386d gureduct

t d i ; i ni t I ' ' t 0.
Compani delAUBh oL B8 RPLE JoBoRit 1 e oSS SeS R i paf"andets
pl ur al i tiyfoomation riepisiutied dy extératl devided bereatihformaien QARG LI H® u%?uga

a manufacturer and/or a brand and/or a type o

type of Ii,,ndustri and\/gjo({. r e

pr oddct 4he FBRSIEL kY| 30 g ateneavontkayajniernsadan ancryrigd meeskager recestkd: o
use difHf ‘ Qi dey r:d] u of . the sane
brand. 100 ISR R d SROVHRE Ik AnfbrblE heBiaie 3 3n8 intalfodiet s
a si ngl @revidingptnidr25keySiney freddetsi epmabeddéntifisch®ycomaani eForrbtior iat is

el aed AL I ek tradts I G ionuipo e tic cperPRazoanpUor soit 210,
is possible to provide genuineness information of numerous products. Further, if a tag
20 that can be applied to a new product is newly incorporated, information of the tag can
be read without a need to upgrade an existing tag reader.

In a second embodiment of the contactless communication tag 10 according to
the present invention, a master key 330 as a single encryption key and the encryption
key specifying information 310 for the master key 330 are stored in the storing unit 300
25 of the contactless communication tag 10. Companies using the contactless
communication tag 10 prepare for a plurality of encryption keys that is differently
assigned according to a type of industry and/or a manufacturer and/or a brand and/or a
type of products. For example, in the case of major bands, it may be determined to
use different encryption keys according to a type of products of the same brand. In
30 the case of companies that produce a small number of products, a single encryption
key may be designated for the companies. All the encryption keys required for reading

tags of correspbnding products are included in the tag reader 20.
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Upon recei pt of a request for product information fromthe tag reader 20,
the encryption/decryption unit 210 transmits the encryption key specifying
i nformati %0%31&/085(37t he tag reader 20 and causes the tag reader 20 to

sel ect the sane encryption key as the encryption key 33U BEKBIE#§0A3% he tag
reader 20. The encryption key specifying 5 information 310 may be, for
exanpl e, indices assigned to a plurality of encryption keys. Thereafter,

th ti j i o] ti that is to b
transi t1 ed ?‘”"6/3%‘6?? 30, & e e P ool ReBbErtuR b diereadet 28sthe
[ t eRCryplian/deciyptiok aynit 210 erpset ARG &ﬁgﬁﬂ ' f
?f};ngxt &f | .devi g P dampl)r oVi deget htg t?ﬁt er prﬁg?gg%@ag ﬁ?(ﬁj’e.'ya% n 349"
- i nf or mat Pgﬁeg?g\;?ﬁ%rgf@ ANg oasiges the g raeier 2Byo selaoy thdsampasmtpiiton KeSVas

speci fyitRg ¢ rat i , hou one n ption keys are | eaked out,
damage i sgl?ﬁrgr?%% o@g %%Qrsé(?ggnﬁi ﬁ% f%gpéeacg%r iqtHusths engrypdienrkayp speitifying

- manufactinfosmatian i ey drelifogekdape, iflices SidRIPON| t. Als in
t he sane . the enbodi nment V\Re}le t]Che ﬁéngir'%ue naspg%aﬁtg&qiléim[}%'&n%ﬂ%
sane enﬁ%ﬁ K8 PeCIEPOGIsERtionounit 22 Heehctyptapipfadation btk Y be

distrib i r r er, it is also.possible to additionally
i ncor polrﬂ;a?grﬂggvdttg)ggﬁste éﬂeﬁﬂgpﬁg%gér@d&? n Oﬁmaf'ﬁﬁtﬁr(?ﬁ'.d'f)ﬂ 4t Rp0ausing this

suf fi ci emcryplivhdreyofintenresan enckexs] mes j t [ r. it is
possi ble ta,i nﬁger Eﬁr ate new pr odrt?gt S W t%@ﬁ%ﬁgpr\c&@r@g e&fﬁgglc%W'?%/ %59'
assi gni REPVIdS eirypiedoneresas to thednformeatiompraisdingdueit 250new tag is
mang$ act ur ed, j f cryption keys secured as spare
encryption ké\fgé’%%q{g’nﬂgﬂggﬁggglﬁpﬁggﬁ%y@eggy%g lpirematen yipi althaugh some
tag reaeéocrypiionikeys drbdealtstbautandnrzan S Beki ' Lyption keys,
whi ch are secur(ﬁd as@s{dﬁ;ar e encr ypmé%n Ik'eys, agg%gﬁorgéns ryg{qiﬁgﬁéﬁ‘?‘ﬁ@t% ﬁe
new t agCTTRSRONHNG dnhaaiutene Gimashendiogtiuand exsa comespiraiig Erbdu@ﬂ 1Rso,

accor di pPtHLshR wRleReMe | iqn, | gast .two encryption keys 330 that
are separ at ed andwagg%gﬁ%déﬁégamés@dwg%ea €1 'gydye fﬂ\i‘ﬁ—t?égé}’éﬁé@@daﬂ?@n@a'ﬁe
ki nd of eneiyption keyds mmiuncﬂad:wmeutamebd&@dxﬁgrac@gn%x%iﬁg%i&?igﬁ g trh§ £
enC{Sypt'@ggl ggg ipecilf%i n% jgg}rrrati,on 310 corresponding to ’he &R B?i‘on
key¥ 33 exen, 1L 1S 215G, PPRsib A gmgﬁalﬂy suorpirateh sewotagacstodsg new l[(Jroduc:’c
communi ipfbrngeticrad Ao, FhGuifiden A SACLYPE! OB, ey il
and exenpl ary encryption ?E‘g&ieyrl'%@%%ﬁfﬁﬁgy%tﬁ?\g}%ﬁ%ﬁeﬁ@gg%Fqg fRgoen
the thilfés BRgRiblenientncofparate tewtpaodiats svithca Mahar eRigras of 88cdiR %%F%f g; to
the pre é’ﬁ'fi@ﬁéon Ref ﬁ{arh‘%ﬁ to FI Gh 4A, the encryption Xey T St or ed
in the gChEl 1L KEYS i P VY‘%{QS&W PRA ne¥staghisemansfanmired0 sy GROMIY
PCT/ KR2G1#bD @B EBMHtion keys secured as spare encryption keys and an index corresponding
20 1o the encryption key, the tag reader receives the index and can specify one of the
encryption keys, which are secured as spare encryption keys, as an encryption key for
the new tag.
In a third embodiment of the contactless communication tag 10 according to the
present invention, at least two encryption keys 330 that are separated and assigned
25 based on at least two references among a kind of industry, a manufacturer, a brand;
and a brand name and the encryption key specifying information 310 corresponding to
the encryption keys 330 are stored in the storing unit 300 of the contactless
communication tag 10.
_ FIG. 4A illustrates an exemplary encryption key 410 and exemplary encryption
30 key specifying information 420 according to the third embodiment of the contactless
communication tag 10 according to the present invention. Referring to FIG. 4A, the
encryption key 410 stored in the contactless communication tag 10 includes three
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encryption keys 411, 413, and 415, each of which is determ ned according tov
a type of industry, a manufacturer, and a brand. Al the encryption keys

433, 453, i ndi ces 431, 451 and 471 as encr i A

speci fyi ng |%Pi§ ?Pon correspondi ng t t he encryptronpﬁgbg&ﬂ%é&%E%B, and
473 are stored in the tag reader 20. The encryption 5 keys of the tag
reader 20 are classrfred into three groups each of which is an encryption

e o RPN 411 Bt RRa4. KL onts IR Roeihg ock
encrypt lr@dustrserasmaaaﬂadtureea@rd atteanef Amﬂqéeﬁé% ﬁdngrzéyé hee h%@naﬁm?spéndof

a request for product information fromthe tag reader
encr ypt iRticee ddyptiddn andi 47 Bs @thWh’@aOfttkﬁsztwlfﬂsg lnf@nmnahonactarmpbaglnwto

"o, g o, ARt SR 1 B P oo
corr espgags nef enstugt ik ey tabl eesémeén Hﬂ? thréed &?'cﬁcxgvﬁrcfhh?s SHTE

encryption key set as the encryption key 410 stor t contactl ess
conmuni @@anilona@yla}imgneei tablestor,a tpedyf uacdmlst%@&naasfaehwey,ﬁndoa bkays. fleer 15
readrng

ent, cqnt act| ess .conmuni ta Thereafter, the
encrypt ﬁﬂ?i {r/]ﬁtPIHFFﬂ@ﬁof eReYRbieN: Rys ‘gﬁ{ a%ﬁe@gjégﬁnm%Y(p&{%ﬁet%W'on
encrypt Regggsegwéggﬁgtéw@ghgeg_m 5|©gﬂﬁ{mtted to and received fromthe tag
reader by sequentially ‘using the plUrality of encryption keys. Once the

encrypti on kéjporareceipieef & |requeefhewtmgdu«;tanhémrn%@rooafuonnettmgmgzeeasdetryma, th20
d f act b duct f the

enci{ ot e RiBe PRty Uik &t 16: a8fcPrlsRGES AT ratior 6 cudrnsitgan

recogni aRiiésOEY rre@ehu@@uoﬁrkemé@ebwrn thﬂQtr&?%m?ﬁe 42301 aér% 62% i o

product to which the tag 10 is attac Is included inaty
accessof¢ader 20. nn'FhLﬁ &g teatergio tdﬂksprmdwewmdn@mnanyptmdd@yrmblewﬁndmathe

250t or B ehRSSRGRE' s SRR KenERLRe P erBPRLS kehehtrsoialh 65°

i nf or matbataclass EBMmpacAtic tag QVer.ap 3nut Bbeachn@tRas, bE dHdRfi
ot her words, the indices 421, ég423 and 425 therrgel ves nay C‘W%éfr?léeyé“for

pr odtict r¢ading rmﬁ‘ﬁonCUWEt t APtachessodcammumieationadiagt dges of Thesehftehe ther st

Cecuri {5 By PRERRERAERIHEPHG TER oS Ry ERERERGHON Sn0RE] ERaiets spe

suffici elat:tw)t§ dnfurraaﬁorrmrragsmrtfezf td roar peedisdofiomf tHeetMQDI‘éHB&ttW sbauéntfélly” h
enbodi rrenl thea?ont actl ess communi cation tag 10 according to

present Y ?lp(91‘f RS enciyrdiontkeyst encrypti on keys 330 and the encryptlon
key 16 VO 20@H Q8RR h APt RRAMAARO N A ied, the tag reader 20 can recognize a type

20 of industry, a manufacturer, a brand, or a product name to which the encryption keys
belong. In other words, in FIG. 4A, the tag reader 20 can recognize from received
encryption key indices 421, 423, and 425 that a product to which the tag 10 is attached
is included in a type of accessories, a manufacturer of the product is ‘Sam-ah industry,
and a brand name of the product is ‘CAPACCI. Thus, the product information 370

25  stored in the storing unit 300 and the encryption key specifying information 310 may
partially overlap with each other in practice. In other words, the indices 421, 423, and
425 themselves may be parts of product information. The third embodiment has
advantages of both the first embodiment and the second embodiment} and can enhance

» the degree of security by sequentially using the plurality of encryption keys and

30 sufficiently secure a margin for incorporation of new products.

In a fourth embodiment of the contactless communication tag 10 according to
the present invention, the plurality of encryption keys 330 and the encryption key
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speci fying information 310 are stored in the contactless communi cation tag
10 and the tag reader 20 includes encryption keys required for reading

product i nkonomidseizof all the correspondi ng products. | di ment ,
upon recei pt of a request of reading fromthe tag reade‘%@%&@ﬂgmg

contactl ess comunication tag 10 selects one of the 5 plurality of
encryption keys 330, transmts encryption key specifying information

cor r espospaifgingoinfirenationedt ®dree pRredin e Kketak i0ftag 0. SO
makes t ual en&ry,ption keys identical to eacﬁeéosi]ﬁglb&@ Lﬁgﬁitaﬁq&gﬁﬂthe
encr ypt i 88 Te8¢ebrl iReludes renasyptissskeymramitedt foomeadigy kotisctoigfdreiats sfsang
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- Commun B RERpBhdhd U0 ° TN TS iR SRhh Unancieait o scsemanbetrasdiy
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comuni | ] spgnds by changi its encryption key ih every rea
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i ncl udes E€Rcryption R %rs § ¢ ag%%&dﬁemn?wlﬁt@é‘t fagh 16f eagnyptshand decrypts
cor nespinfdirngtiom eRehighged f i of the contactless
communi cat i on I? ag_10 2%8 i ﬁgﬁgggéaé&?@? Cgés}? q%’@ﬁ@é%&ﬁ%‘%ﬁ EE&W'HB@% e(ﬁ"e
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pl ural i We%ﬁ logngggp%l?\gén&{égé% %ﬂ?’oﬁb%ﬁr g@teﬁ pimet. keSimceudml dantactiesh
step of comeninibREDratgptd 8 ot L di,ment of
t he pregent ir:ventioaﬁ‘? théégpggnt ﬂﬁ“%?ﬁ%ﬂ?@gﬁ'%ﬁé@gi%@?’%é‘w&&éa%o“,
pl ur al i fif $FCUKL embgdirentirandrrgyr pombility to ddis with 3, camderddibradian i n FI G
4A and a plu [ f ncryption key 'specifying infornmation
421" 423, Sae;gi ézﬂoﬁﬁ ebgggmrﬁ‘?@p?fit@%/c g‘é??ﬁﬁd%?m%%@aﬁ@f%@ad@eaﬁqoaqimg tadke
t he pl upkdseny irnfendany fhet ploralileyiSe oo tivro ' rypti on.
Sel ectigp of the enc tpi) on Ike .of the tgﬁ%@%@@%ﬁ%ge@gﬁ%ngfég){e}é@ng
_ schene W?orgqaté?%ﬁﬁss%ﬁﬁfﬁ Sfﬁﬁ@‘%{é%m%lcpnt esagorwnurEcatial tag ¢0Candthe g
decrypt g oy ; ' i eader usi t he sel ected
cnor ypt oy BCPRbCRIROANRAE drb PR R Bhebdisrenwosrondies
cont act P@skictomiadc af thm enatyplion .keynsdtbeof thisf ddhianhadi éﬂ?ﬁhunﬁi%%%tgﬁ 10

' 1

reader 20 can recogni ze

‘2388 /85@8%@} %fﬁ%@é%ﬁfﬁ@bhﬁe)}sa%at are classified and assigned according to at
least two references among a type of industry, a manufacturer, a brand, and a product
name. For example, the plurality of encryption keys may be three encryption keys
used for each step of the 3-DES algorithm. In other words, in the fifth embodiment of
the present invention, the contactless communication tag 10 includes a plurality of sets

25 of the encryption keys 411, 413, and 415 shown in FIG. 4A and a plurality of sets of the
encryption key specifying information 421, 423, and 425. The encryption/decryption
unit 210 sequentially uses the plurality of encryption keys and processes encryption and
decryption. Selection of the encryption key of the tag is performed using a rotary
scheme or a random scheme. Thereafter, the tag sequentially encrypts and decrypts

30 information exchanged with the tag reader using the selected encryption key sets. In
the similar way to the third embodiment of the contactiess communication tag 10, .in the
fith embodiment, once the encryption key is specified, the tag reader 20 can recognize

17




a type of industry, a manufacturer, a brand, or a product name. Thus, in a
varied form of the fifth enbodi nent, the product information 370 and the

encrypti or@vég%ﬁ,%%ﬂfyi ng information 310 of the stori %Mgﬁ@g y-

partially overlap Wwth each other. The fifth enbodi nent actl ess
comuni cation tag 10 according to the present s invention has advantages of
both the first enbodi ments through the fourth enbodinents. In a sixth
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di fggr eld r‘?c?%ﬂ%?’t‘%?@%“}%Coﬂf@ﬁ@?g%gom%%a%nt f?&j 02 feawanieupgingd®et he
tag rea ' At | : |

o the. oe s G ) PR Bor A AR oF SR BB S s T aff Rt

i ndust r $he eacopiionukeyssdifierentlys acerdingptes fof epamgles tes tyiet bbindwstryra@ediot

de the t der 20 ¢ ter the t der 20 is djstributed. Such
2571 noom e Rl e Fhed DrEiE Aalo i vhe S SIS nooF Bitbierser 9R RSy deD o
cor r espendiyplion He3dbdatidAdmBHLRC tHAA et ERGitS AT thB e ﬁﬁdrpﬂej'/é‘fn%%g?%rggtof ?[}

creation of this new encryption key to the corresponrgl ng product.
t he 1genteadingrefdacteg alieneatrespanding gyedech adber encrgptian tdey greaiemtmodule

. Ci ; e . . ool q h p| 1
sent encoreatp 41E eBSBAtEh K&, Yt SRR, ber Rl BE ity ot RERY VAN A ¢ n
respect ehorypibh ey drieation difophation récalsed Gohl heS BEE  ETHE HBkbaR ok @ncrypliBh
encryption key creation npdule may create, for exanple, a result of

i nvol vi KgYatwdeanha erealsd by thetaggieadey 8P wsingsoneseed valueriay patyorcdosging
creatiog, 18 WARORH RO B LAIMEBAOONBRAGR% limited number of seed values are
20 stored in the tag reader 20, it is possible to designate different encryption keys to
numerous brands without a need to upgrade the tag reader 20. Thus, the genuine
product authentication system according to the present invention can incorporate a
number of new types of industry, manufacturers, brands, or types of products without a
need fo upgrade the tag reader 20 even after the tag reader 20 is distributed.‘ Such
25  incorporation is made possible by assigning a new encryption key to a corresponding
product and attaching a tag storing creation information for creation of this new
encryption key to the corresponding product. Also, in the genuine product
authentication system according to the present invention, since product information is
displayed on the display unit as sentences, it is poésible to perform genuine product

30 authentication with respect to various kinds of products using the same encryption key.
The encryption key creation module may create, for example, a result of

involving a seed value by an integral value as received encryption key creation
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i nformati on. However, the present invention is not limted to this
encryption key «creation information, but the encryption key creation

i nf or mat i &g sdnamssdipe understood to include informatio T?IERZ?) eci fying and
creating an encryption key in the tag reader 20. For exarl)r(;p e, ?ﬁ@og%

encryption key creation informati on may be a successive code 5 sequence
I ncl udi ng a manufacturer code, a brand code, and a product code or text

I nf or matjihfayimiafich.udi R i D d a _product
A, ALy oS e s B SR B BnBh e ey

gori

funct i or¥eatinn infennaationnbut e enceiption datyecraatian hfymhatish KRN YO Gndersed
Thus, by appropriately selecting a

I d.at | t ter,.
- creat i odo M PiserRtiarkiEr SRecdiig sndissatingsait PomYRiemkey i the SigTeageszabi o

to actual SEFHI8, WS )Pt key. n.one seed value is

stored i rlﬁ O?he’ tagié’r eader g@tﬁﬂfsk}oég ?r‘%@%té@ @foi%%ﬂgﬁ@gﬁ?’ Ht@ gHCEREsive code

" cont act Isegisencaminsiiding | ®marmgatirac codeli Adhrab® dode, RhESS roBﬁ‘c‘!teéEdéz)gr tf?‘ﬁon
, the

recei pt .@J a {ieque t for product information fromthe ta reader
encr ypt MYRIMHRERR, BAusing, girpandigcirer Rameo Athiand seme: amdumpratiicbnatney  20sd,5

transm ' 0 | ' [ as the encryptjon ke

spoci Tyt g SN Boh KBy (¥ataf Aldc Py UHBE sl 5ut Tdebs b SPargtasinat 20
to creatantdneatsamesn iorpkéy uskgya ssed helueneidyst)d refh g pihe
tag reader 20. Ther (g?fﬁér, tsﬁeS gncrlﬁ)}%oﬁl degﬁg??gn&ﬁ?%%gnl%égng&ydﬁf ggl

i nf or meEPBIPRGLEY Sefectingia pagtios alge pf theeon@uptivy keperéatioor matulen it is

pr oyg di ' ' | ti.0n i nterprets the 20 encrypted
massage@rgggig'iet/teozdg rdgﬁ {%eChg%(t%ernJ Mgeév”fbg%dg%én@éX%Eﬁe%&f%W oneReschylbgrist ed
message Staved irethientgreaden?0.pr ovi di ng unit 250. In the sixth enbodi ment of
the contactless.comunjcatjon tag 10, sufficiently nunerous encryption
keys are as s(/’\g?‘r‘?e!fl g‘ﬁoﬁ"’“@ %fpb@gmen%mm eontagtieasesramumicationdad r@ratconting

pr oduct iy bRiigmt AL yption key. Thus, even when
encryption %’;egeggfe”f‘%g?@?’a‘f‘?@” A ouk%}ﬁfgp?e{r@égaga’ﬂ?%@qxgﬂJm tg% tage
m ni munfeatles &0, &herehanyipfionidsierypiiont unis21@nip dtk BBAtactibss CEMMMAESIHIPLAL10
addjtio .l ncorporate new tags that haye the sanme encryption key but

st o#ste nﬁ%%ﬁégﬁug?c'ﬁﬂﬁ?ﬁ ey oﬁfe%%'lpf‘h&f%?r Bl P othﬁp(ﬁ”&éb@téﬁ delysispagfying

di stri bifeehdtRe 31636ehe tAYSRadb bs o eRf rqduct i s
desired to be incorpora?eﬁ%J i]g QZPQS %ﬁ%e@lea e\r/(\/aa&gr%g%pgﬁgﬁéaﬁ%%%r?@me
encr ypt PRFYREGN ke asitn ansrmtion keyn33@ stbredrin 30e tagasader 20, tHrreaksry Hd on

cor respandPRISTAEENeRR) GAERRL AEI,FEE Ry o espniien (eyexiomal
speci To g«rigvtgges mr;jr/ gﬁmm?gat%c%oggﬂg gg?%td@euéiﬁ@thig R rypltibni K PASRIRbRotd the
20~ encrypted message received from the external devices and then outputs the interpreted
message to the information providing unit 250. In the sixth embodiment of the
contactless communication tag 10, sufficiently nUMerous encryption keys are assigned

for a type of industry, a manufacturer, a brand, or a product by more sufficiently
securing the encryption key. Thus, even when encryption keys are partially leaked out,

25 damage can be reduced to the minimum. Also, similarly with the first embodiment, it is
possible to additionally incorporate new tags that have the same encryption key but

store new product information, without a need to upgrade an existing distributed tag

reader. Also, in this embodiment, when a new product is desired to be incorporated, if

a tag stores a new encryption key and encryption key creation information used for

30  creation of the encryption key, the tag reader can create the same encryption key as
that of a corresponding tag using a stored seed value and the encryption key specifying

information received from the tag. Thus, it is possible to incorporate more new
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PCT/ KR2004/ 000739 products in the subject of genuine product authentication
whi | e mai ntai ning higher security degree. In a seventh enbodi nent of the

cont act | esso SRTRbIi-cati on tag 10 according to the pres Layent| t he
storing unit 300 o# the contactiess comuni cation tag 18%2/%@#@@9% | east

two encryption keys 330 that are classified and assigned according to at
| east two references anong a type of industry, a manufacturer, a brand, and

a produgroduoctseinatit sabfechtdfogekianec hRRIUE@ butheSHdHRb YRELQN
speci fyi n% i.nformation f310 cgrrespogdi ng to the dﬁ%@&?ﬁt%%ﬁ@@pﬁl%ﬁr
keys 336 HRY: gdte@nbodi ment, the encryption/decryption unit 210 encrypts

b al | ' t t d 1 tion k . The t
ender 20 el ARE el iseie! fag BhEimpSh SPiviieatiom g f Bracobeing fo
cont act lties presentuinieaiom theastoHhgafit S%{O%%P%ét ggn%:ﬁgﬁgo%&%%h@%g‘éﬁﬁé €y as

that stored in the contactl ess conmuni cation
functi oStyes a4 'eaﬂbéfv@tan@wmmveklem:ﬁ(hmatexreiolastif@mcawcpbkgi@nléébcﬁbﬁﬁﬁ b @ at

i nf or mat i Lt ernal see val ue. The seventh enbodinent has a

advant ag‘éeéggft&ér{%ﬁ%'ﬁl%egs aong; ?gyR%PthHS%‘, amanyipeluesre eylrandnendsi prgdaict

pl ur al i hand ard Shepidtieon i ke 1o t ' odinent. |n an
ei ghth enbodiament 01 b heﬂ%‘é/g%eg('t:l? ngg&@%m%%@te i %ﬁ”?%@f{fﬁp S&Pyén%ﬁ?qm@on
unit of 3flRecastaspapdingsts thenatiirasittivonenayptidh keps 8S0at I eRisterhBBHIRRFH: Y Bld ON

keys 33 | cl assjfj.ed and assigned according to at |east two

r ef erenggg%ﬁ@eg&ﬁyﬂg ‘6‘?'{ %%I ﬁHE@’P? a Rosange £t seeventiallyrusiny thedstared
product ene@tios keky¥ Pt TRA t \ | | rresponding. to the at
| east tma‘émﬁcl?ypt |§lon keysgggggagﬁgbﬁ%gfh’%fgqgg%dcm&ﬁ F%gtcf %%'qnn\”%‘?rﬁ%ﬁqio@n
for speliPiytheCatiectiossrcpmmunidatipndae d0i and createtic sime lehchpton key set as
enbodi , : ypt i decryption ynit 210 performs nmultiple

encr yp%ss@}r%’gdﬁqﬁés 0;{5@%{?838 qu'%ﬁtﬁc&? @i 1(1)% thieugbt segclindtpptiaroor leays.
The tagoperdien b2Ret epeiheascaledsiceRst | reation

i nf or rrat’i)on fromthe cont agtl_gss conmuni ¢ t?%%%%{ggb%agﬁ%Og?ﬁa{?tgénqlﬁé’egarre
encr ypt YaJHCkey hgesevpnth rimbedionentt has tame advantage! e enhanciiynéswirite fhicagh10

t hr gugh | fohG el Hact : r .pperation based on the received indices
andan TR EORENG S 2nBRRP B Fredupaskes. dncypentioncdy taa Gixn
encr ypt embokleyentr eati on informati on 30 420, and an index corresponding to

the encryption key creatjon information 420 according to the eighth
enbodi ment of 8 EIGHR1ABPPdGERE G eentrottessagoriBwnicatiBhGag 4@, the storing

ggnf | guirdit bPrhd BahtaERESLERMNTNERSH ' F0SR0R 35 (ELS tvﬁfernceziy%'ﬁgntk%yts h3esos,ane

which are classified and assigned according to at least two references among a type of

20  industry, a manufacturer, a brand, and a. product name, encryption key creation

information corresponding to the at least two encryption keys 330, and indices as

identification information for specifying the encryption key creation information. In this

embodiment, the encryption/decryption unit 210 performs multiple encryptions on a

message by sequentially using the stored encryption keys. The tag reader 20 receives

25 indices about encryption key creation information from the contactless communication

tag 10 and creates the same encryption key set as that stored in the contactless

communication tag 10 through a specific function or an operation based on the
received indices and an internal seed value.

FIG. 4B illustrates an encryption key 410, encryption key creation information

30 420, and an index corresponding to the encryption key creation information 420

according to the eighth embodiment of the contactless communication tag 10. In FIG.

4B, a configuration that corresponds to or the same as FIG. 4A refers to the same
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WO 2004/ 089017 PCT/ KR2004/ 000739 reference nuneral. Referring to FIG 4B,
the encryption key 410 stored in the contactless comunication tag 10

i ncl udes thhsR R YPtion keys 411, 413, and 415, each ' |
det erm ne accor%iﬁng to a type of industry, a manuf acturﬂe%fr?/l\égir?gm%dﬁ%r and.

For exanple, this plurality of encryption keys 411, 413, and 415 may be
three 5 encryption keys used in each step of the 3-DES al gorithm

Par anet eeferéfde rtfBeraind RASRINS t6 NEIY.PLEORKHKE L qnny Dfer ARELYN: 490
that can create these encrypt {ngfl keys 4?1%%1%?&2@@%%%&%%%@%&'@d %
the st orGafgAaiiess uonubigationitagi &) insludescissarancrypien kaydi 4¢3 429 4 415
speci fyi creatjion information 490 are stored in the

t ner ypt.ion ke

- storing ét%;lht g'gw@'c YSPHQ%E'@H}%’C?PB@ N i@ st Potndugtiyie maautadsurer, and a
transm tgrgddt o 1 -%gi,%- ' e 0 st.specjfying
of the erfcryp_t li:%ﬂ%éé@.glel’iﬁ?ﬁypt [ ngﬁfe%/ﬁcrg;?@oari ?%ﬁsr%?\?’oé%%te?rgﬁ% %rm@F gﬁ&h% an
© encr ypt iefenkaipn Keyealsedlin dech €8p’ of4Ba aDESamlgbitex  Paramatens 16y £un tdHs
encrypti key creatiqn information is 02' 421. In the sane way, an
encryptior & "C%?ganq@w eé{\‘é’l‘ %F@ﬁ“%ﬁg&f@ét ran aredisr these ancrpsisn kes,
and an igqde 4 4 .an encryption k
P345 a1 M S ngres SERENn e SANBURIEI0, HIE SR AeEiedhbtn Hheex
04" 428dees ¢2( donisperitying thwottayptiorEkey wrddtion ikRYMalibn 4T 4R0sHRRAR th0
are grouB f which is an encryption key assigning table

ed int. r each !

for a tf%"@furi”ﬁﬁégt‘)?@?e gonaRtiest camBrUnicatipnap hand epe ransodited tothe tag
prodyct réAdér I i t gla&%r ; nLion/ decr lon unit
210 of the cont agrﬁ]gi%@?g%rqi%ggléon tgg%ﬁ‘g %?Bﬁ%gﬁgﬁﬁ'eﬁd‘%ynd%@@ﬂw
_?_Rcr %/pt Dmﬁfmynggmaitlbg ifotgcrieatingrmttémgyﬁﬂ& kéy e13t2_4h¢n ﬁ is Q?&Bﬁb@la;nd &Pg\ﬁj‘e%' :

e taggreader ooks up.correspondi ng encryption key tables fromthese
i ndi cesfé{ﬂggntgxpgafbfssem% %@hc%@}'oﬁﬂ RrMaHOn ¥ @P—nﬁ?%lon"f the sareamayganhe
sane enehRy¥RbLORA KeQYab&d 413 N fin Lt o 5 .,.as th
encryptj or,lmlgely 418 gtég}r e4c}3i' r?%tcﬂyg%@@ﬁ%ct I éggn '@gﬁmﬂrﬁrﬁ?@a |60%® agddn |n_d§x1
here " 138" 4232m6respand 1o X867 anoiher cainth aof erengptiopt keyn ‘205’ 29 5¢ 6ABHHAGN key

I nf Lon i e , d_47¢3 of the, ' k '
{abies. crepen; BiSnalihl; 257 Ak atd G indsfe B A2 seripspone kepognoter.
Gnor YDU LOn ey ot Sat L DN nF 1 et ore e hoeah D, BSR, oeTAW R R, Bl oo

encryption key creation information and "a seed val ue t'o
encr ypt PBRYREYR kay agpighipgtinble fospstype of inskgiryga memufacioterc he $sbrand.

he cont act | 2820 geueinf (ST Hroflet o BRaRRRIARY S iRt et St < oddsr ndts ohe
t r ansmi eneyption/deoyptiec einie@ 0 oh fhee coatictiess BorAuRXaBEAUERE 18! Iindksitsd
thi 30 pl 11|J1r léelstgs %ﬂe ggg%ﬁél!l ?(re]ay sli)%%?fyinélinformaﬁon 310, i.e., here ‘02, ‘01, and ‘04"
The tag reader 20 looks up corresponding encryption key tables from these indices and
extracts encryption key creation information for creating the same encryption key set,
i.e., here “1324’, ‘abcd’, and ‘2345’, as the encryption key 410 stored in the contactless
communication tag 10, i.e., here ‘133, ‘256", and ‘267’, from each of encryption key
25 creation information fields 433, 453, and 473 of the encryption key assigning tables.
The tag reader 20 creates corresponding encryption keys by executing a predetermined
encryption key creation algorithm based on the encryption key creation information and
a seed value to select the created encryption keys as encryption keys for reading the
contactless communication tag 10. Thereafter, the encryption/decryption unit 210 of
30  the contactless communication tag 10 encrypts and decrypts information transmitted to

and received from the tag reader 20 by sequentially using this plurality of encryption
keys.
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WO 2004/ 089017 PCT/ KR2004/ 000739 According to the eighth enbodi nent of the
contactiess conmuni cation tag 10, once the encryption key is specified,

the tag r n recogni ze a type of industry, ‘a . _ a
brand, or %ggg@éﬁ%oggne of the encryption key. In other M@"t‘%@@%i ng to

FIG 4B, based on the encryption key 410, the encryption key creation 5
I nformati on 420, and the index, the tag reader-20 can recogni ze fromthe

received engooording teethel SighitantobimaRs of e c%é?actt@é‘% @Uﬁﬁ@%ﬁﬁ%{% ?%\Agl e

the contactiess conmmunication tag 10 is attached 1S Oof
accessoraneg, the engritiont kayes spetifiede the tagueadies 20 e cbiisite tart%//ﬁe Qﬁ%(ﬁ, nd
i ghth”’

name of t is, CAPACCI'., Thus, in_a varied form of e eig

enbodi neaﬁl?r,?aﬁ%&gfecfd@cprqrﬁfo%ﬁt brandsnamen af the ensrwptiony sey.oninkether words,

speci fyi ti . 3 f ' upi 0 overlap, with each

olto her ?/rﬁéf%rraltﬂéq ?d(j:ga tgI %%’t ﬁg?eﬁ&rgg?e ﬁ?@%@i"cg@ 4@% fﬁ%&ﬂ%m@ggewe@@n
1

part 5 ofnioreation dd@lctarichthe indaxortha 7@y feeleri ZMicanerseadhPBMro® tHeh?ece%ved
as

cont act | Q ni cat.i on ag 10 according to the preSent invention

advant a§oENBIORoke t"PéJC%? x‘@i‘: GRRGrAZD ARat Bhrodent o twhich oitiierenmtactéso,

i n the ebatrhihiesisndi is S e 1 ndi re 15.transmtted and

recei ved, a g?agree E)%‘Bazgé%%htg gﬁ?éém‘ihmcgﬁaceggﬁ‘a%ﬁ%%gg??ﬁpgssé’f'eﬁh@ e faptisefer
20 is fQEithe taoductas Wianhatd ésdustiye darldabebranBhhak@hot Me pRe@sEdEreasAtect ad
r eader ﬁzl specifies ?f corresgondi ng encryption key, request product )

i nfor mat 191 St drafed dotRof dBreighthearabedimaiti ta pwduchinfoonatiore880 sl the

r espensent@ntibe k ; | t Lved [ onse on the display
20 0ni © e e ne (e e g ot ab A O e RS Hft S0TES ot et thseen

pr oduct othegrie pyaetiosn/ deathet wordsrthe dadices 42et woSh ahbe A5 d/L66 85 rR0ARd

t he conéﬂoccﬁdﬁ $ cog.mu ' atir?gln[‘_}| ta?l 10 are_successful, and thus,

corresp g %PBHE " % or gigntly embpdimest af| the wantactiesd comirveicition! ay
uni t. |fad 1@ apesrdisd to ; i [ f d product, .the
encrypti ogtn/ decr ypﬁgt)n ﬁ;]re g%fgggl?lgg{/%mﬁqun ﬁélgg%éﬂ 9f %8& ,bgﬁgﬁ}ﬂ ﬁﬁﬁ?‘e‘%@hﬁﬁ'me“t

i nf or ne@N@he isaventd odigaelibl dldry, inthe diglhagmbbiim@it, ainceUREaREREL are
progucttrg\ﬁbrrm@Q %%(Ijl be di spl a%ed. Thus, . a custonmer can check the

gentii nenasalor ot Ad SPEAVEY. 2| ¢RBPRaeh SeeUrituds mphatired arsbupedating of dbe tagder
20 accoredideg 200s faulitateesa il dasepBbHg4ter ecei ves a plurality of product
codes related to different product information fromthe contactless

communi cat i oHEHgh 1hisapiecediieeine dag yeatrm2@ spehifiepraodorces ity 3QCQ’P%HG
pr oduct R olTaeR ProBietcliahatl iR ihe SsBtscsene iRt 10,
6T Al LT S Simmemton s 10 1 st 4
_ 0 a product,
encryption/decryption procedures between the tag reader 20 and the contactless
communication tag 10 are successful, and thus, corresponding product information is
successfully displayed on the display unit. If the product is a counterfeit product or a
forged product, the encryption/decryption procedures will fail, and thus, meaningless
25 information that is not readable by the display unit or a counterfeit product warning will
be displayed. Thus, a customer can check the genuineness of the product.

Information reading. unit 750 of the tag reader 20 according to the present
invention receives a plurality of product codes related to different product information
from the contactless communication tag 10 and sequentially outputs the product codes

30 on the display unit. In other words, with respect to one product, a plurality of product
codes is stored in the storing unit 300 of the contactless communication tag 10 and the

tag reader 20 sequentially reads in and displays the stored product codes. For
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22 WD 2004/ 089017 PCT/ KR2004/ 000739 exanple, the first displayed product
code anong the plurality-of product codes is a manufacturer, the second

di spl ayed product code is a brand, and the next displayed product code is
a uni que ﬁ’?%a??é‘[osgﬁb?rber for each product. Thus, a user HEARE2AHWAHe tabl e

can recogni ze product information froma displayed code sequence. In an 5
enbodi nent where the display unit has a plurality of color LED, the code

b .Nj th i ndi ff of th |
ED “Theelible el AR REMARBALRGRct e MR HE chitelty SLrusbogestine
cont act | masufacturen)rthe ajdcondt digphYed®rodaMecdid @Eﬁ%fﬁgc?égﬁh%:hﬁlﬁ?'#@%?ﬁt | 39

unit 220. The | eaked encryption key updating uni
- in the JUREUGAESIS 8 eaiaHamIodutionumber for eackigrotiivat ThasC ST hdlitg tAd

if at | £ is | eaked out. Th dul e’
mount e????a'%t%@_ S P RHWEHH F%f@'aﬁwaf;%iw%é&ip@@e 2{3?%‘?"3’:9;5”};0
- encrgp l@ﬁbdtﬁrhehﬁW@%é%‘spl@ﬁ}%ﬂl?ﬂ5§ﬁ}%ﬂﬁéﬁ't2&f0§%)lorﬁ%tﬁé}ger S0yt o

di scards an existing encryption key w resp
at t enpt $Nabe edinanysasmensgetthasindicatesion onbffaf thagobp Lamd di rects the tag

15 reader 20 new encrypti.on key that is specified by the | eaked

encryption ké@/ﬁg %ﬁ%&l%& ‘fﬂﬂ"ﬁn"%' .t'oﬁ*ﬁ-égI1(9a‘R'éW'ee‘PRﬂtWtuf’dirﬁﬂ&b?#’dﬂ@dmritagﬂessi t
220 applcoatintisicaths k4 eﬁ@_p iJ7BN C nTuni. jon_tag
10 accordin tg t he %‘d? Z?ent Iﬁ\ﬂ%%g%&ﬁ%@%&%@ k%ﬁiﬁ’ﬁ{?%%%sq'ﬂﬁaégy t'R&t
shoul d irekeweyciyEben theyt pdetigg resitl @202 aTineoddg meadesd 20 tRO GRltstRssi s -

own S records, a received master key as a new encryption key.
At tlmistC§ ﬁnné’w %@@pgggpﬁﬁa&%lc{?aﬁg‘ﬁ’tﬁi Ag CaURieyeliptacade gir eest sinebef wegmetihe
cont act keasiyptic® BRI eAtibA 10 ag I 20, dt i gssible to
reduce a dlglgg;er caused b&%g(%f(ti ng18n;ﬁi rggﬁuelét %r ‘2‘3%%@* I%iﬁ(éﬁatgﬁ'ﬁ?y'b?wléfn
key upd8tanydacinied afber lgpkingeaf the etm:a/migodmy isrdvediverse. T iehkéd@ncryption
cont act ; I hO 10 acgording to the present invention’s
mount e o] SPARENE 220Rfcs 51, SRl v kel Bithapspectip dnatta reater
roduct 20ttt iatt feneadsthed ch PARAIOAY; RS
(F:)orrespond' n eﬁmti onakey tﬁal'?@i&géistsgege nrt'ale b&ﬁg%@@ogf‘ﬁga@%s F@%J@Q
20. Ur her?aégr%@a@e‘l’s@@ BEWcRIAYPan key thatng spesifipdeby tem deakeid emcrigstiorarey

stores Bpda §aebygd encryption key as an encryption key of a 30
correspondi ng type of industry, a correspondi ng manufacturer, a

cor r espondi nthéleakdd encryption kegupeadhd dinitr 220 6bplidH & thd dRY FWJESRAPDE NI
to the ﬁl%nééan éclzt?ess% gc?mmnrwuurgicca%c;notgg 10 according to the present invention transmits a
unique master key that should be newly used to the tag reader 20. The tag reader 20
20 del.etes its own master key and records a received master key as a new encryption key.
At this time, by appropriately defining a key upgrade protocol between the contactless
communication tag 10 and the tag reader 20, it is possible to reduce a danger caused
by hacking of a master key.
The leaked encry‘ption‘ key updating unit 220 applied to the second embodiment
25 of the contactless communication tag 10 according to the present invention is mounted
in a tag of a type of industry, a manufacturer, a brand, or a product that is the same as
a leaked encryption key and transmits a corresponding encryption key that is to be
newly used to the tag reader 20. The tag reader 20 discards an existing assigned
encryption key and stores a new received encryption key as an encryption key of a
30 corresponding type of industry, a corresponding manufacturer, a corresponding brand,

or a corresponding product in an index corresponding to the contactless communication
tag 10.
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tag 10. 23 WO 2004/ 089017 PCT/ KR2004/ 000739 The | eaked encryption key
updating unit 220 applied to the third enbodi nent of the contactiess

comuni Cat\jv8r}064?(g90]19 according to the present invention t@ ted in the
E’W@@"Wpe of

contact| ess ¢onmunication tag 10 included in categories
i ndustry, a manufacturer, a brand, and a product that are the sane as the
| eaked encryption key 5 and transmts correspondi ng encryption keys that

ncrypt i on keyae SR Sncpus ey {RaRRRa St 220 abifed FPHEL 1 #RE0H Blant o
comuni ctitei eamtacitessCcommbnivation dagitdestoerdingbiths preysnt ihledtidraR! BofiRleqgach
cat egoryf For .e Ft le, in the case of the contactless conmunication tag 10
shown i ntel anf%fﬁ,egg QRENICAHRY tag 10dasluded ducalegooas suchass tipe dfdndustry,
assi gned ty | e, brand index "04'. '
Covever 2 (e GOREY B kana S SUbHBBAL. AR B 141% 25 BB esitsnchtion kg
reader 2and dransdutse cotresperitny rricpyptieny kégsggﬁét whd *io\@@?%wl}/%etdhtos gﬁ%gap

t he | eaked encr(i/pt Lon key updating unit may directly transm
encrypt i 'GRIREG o the tpegraasiene?0 Amdates aneyyptien Keys crevespondimt torinkieys by

nurper oPsnodtor 8! Ehtades BAhAnRBRLY Baa 1D W nebtirSosived sisspption ievaun
exi stingn ai rdele dor resihongdit 0 "~ BBY 8exdrfinlel Sin e k cr ' ey
updat i ng unit 220 transm ts@girg' i nst@%}éidrg?le’ 5’6’3178%B gﬁgét fej tﬁgg C?di ggs 0
ext r act CAHBUBICEHYD G AOI6bpWsisFdG. 4dv erkrapdrindexyist desigBatetirasnDdt s ‘@846 is

tablg a ' h . ' " bar8' . ag ap epcryption
rﬁspg%ﬁr;éd?%% EnGREIeR s bk Bepordlt 10 e Brathi i 1 ey,
cor r espdealsed entiyptiondieyespddtiig and 226 t

encrypltoi on ke tygal%l n?yﬁ_n‘i)t‘ 229() appl i ed e{yoéli[ﬂﬁ%t %ufﬁ%%%%ong@n?pg?%%
cont act |€‘é§3§}'l§%’ﬁ#{)ﬁ)ﬁ gﬂgdﬁlﬂﬂ RO ate dhisieng, the teakegrarseyptiimkeyntpdatingaiat es
| eaked [ | ural i ngryption key, tored in the
cont act'%zgsmgo%cﬁﬁggﬁrlé@ﬁpg arge\@ & ?‘Cwet'% a'géyr goag‘beﬁ% r‘?ﬁfﬁt& %tbﬁ dn@néet g on
key st ometv enciyhtior2 &ey ineselectingesio ofl Intiicdsoot HephrakagryPash Xeli #% :%iﬁ’f’n ibgt
the encryption ke tablg wWith a received new encryption key. The eaﬁe
encrlgpt i%‘ﬁ"%ﬁfdﬁéﬁ|9’?& JHaTe SRENPYRN; keY's tafe t9esured. t HFenexamplent aof existive.
cont act | BYH ' 10, aceonrdl t epnt invention | tes
The ont 1o EPep g0 oot one ke d0ehS RCP R Rhy BYfthet fat 2
communi deniseliist 49 inslead ©f THGIZS’, ame: theetrgaeadac RO pbdrantibie smmpbtiohtkdiniss7820

of the %8%38&115138 t§ BURLS |s|(())nwnt %%Ie and assigns the encryption key ‘5678’ as an

encryption key corresponding to the index ‘04’. As a result, the same encryption key
20  corresponds to the indices ‘04’ and '15 in the tag reader 20.

The leaked encryption key updating unit 220 applied to the fourth embodiment of
the contactless communication tag 10 according to the present invention updates
leaked encryption keys among a plurality of encryption keys stored in the contactless
communication tag 10. The tag reader 20 updates the encryption key stored in the

25 index corresponding to the leaked encryption key in the encryption key table with a
received new encryption key.

The leaked encryption key updating unit 220 applied to the fifth embodiment of
the contactless communication tag 10 according to the present invention updates the
entire plurality of encryption key sets stored in the contactless communication tag 10.

30  Thus, the leaked encryption key updating unit 220 of the contactiess communication tag
10 transmits a necessary new plurality of encryption key sets to the tag reader 20 and

requests the tag reader 20 to update the encryption key sets corresponding to the tag
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10 transmts a necessary new plurality of encryption key sets to the tag
reader 20 and requests the tag reader 20 to update the encryption key sets
.corresponqbag(hﬁm&ﬂg tag 24 WO 2004/089017 PCT/ KR2004/ 000739 reader 20. The
tag reader 220 f7e{ specifies encryption key sets assi gReHKR3HH@0739
contactl ess comunication tag 10 in the stored encryption key table and
then sequentially updates the entire encryption key sets with received

encrypti [ o] reecei pt .af the encryption keys. 5 The

| eaked e'%%gég@dn%@%qﬁgdé%%rﬁéq%%if?&zﬁge%!ﬁﬁ? STyl Key | 3ats astignacrinther
t he conteurthetksssc @ammisizbiion 100 jme hhragt iBREREDT v ent |
updates the entire plllljral ilty_ o] egrl@pm%t%g %g%glﬁgteérgggi,[r?bt’%e‘%dagﬂﬁﬁ.
- Thus, t equeakially epdatpsttherentike pnapméion ieyseits wWathreobivet eorepyistrst k&&sin the

conmuni cakyl .10 transmts a,necessary new plurality of encryption key
sets to ﬁgpp%eao%@ﬁ&hgﬁnﬁ'ﬁ@%f’@dﬁﬁts the tag reader 20 io to update the
" encrypti on Kephs fdkeelos pmmj ih§ Urftp : T a eader 0
first specifies the encr%t [ onkggﬁggﬁlggassi g%(gggﬁgefg%ﬂ&%ﬁﬁh&%é@@ment 0¥
communi dBei@mtacitpssi eonameinicationdagett agpoiding iethd phisentig,srdat @Sd488 the

entire 1.OR. K sets. with received encryption_keys in the order of
recei pt eégﬁr%!mdrgﬁté[ rq?échppﬁiggygy 48 Sf%r& da ﬂéﬁ’]g@pwi oﬁhkg})ﬁhﬁd@&mmgnwpﬁomzo
appl i ed bt i I l.cation tag 10
ebor i ne o it 2RO (TR MorfotieS cotfirEARERGh (33 71(F BRINME 3 ppthi 2y

i nf or matfesn Plukality S enctyptien ke sets tethet tagt leadbrO reridequadts e talHesddd 2E.

s 0 o8 re e B8R RRBY ol in Ropoanihng Kathatns tarder 20.  dclogzpariey
Lo g 20 e st DT oae i PUEE AGH DU R AR TR o
genui neffed8eastprrechensatition, kewdablagandageaten th@aentmra)oﬁﬁmwrﬁkéwsets with
the. bl aore Ve SEnblGn1EEs T i GElER b @ivtarie ShenPopsessbl e o det er i ne
 tag manufactured atter Tt po eacuengI 220 SRONTES HE sheh BRuHbRESA "
couﬁg er {8 tqoni@tlﬁqg fraRemicationytad dA aegordipdatd tige ymese®2Mvantibh aehrisenitshe
he. pr ocoumP Bl aRy sl MR BT S MTP g Bae Grine G rratercit « ik
‘{:?L:??ggxkﬁﬁg IcBRirREly Usedh EistonPkdPreks BN infdfdatid 9s 51y Pa%d o $Bk st
20 In this case, if a specific tag requests genuineness authentication, the tag reader 20
can more accurately determine whether the tag is a counterfeit tag or not with reference
to the black list and a date of manufacture. Thus, it is possible to determine a tag
manufactured before a specific date of manufacture to be genuine and a tag
manufactured after the specific date of manufacture to be counterfeit.
25 . The leaked encryption key updating unit 220 applied to the seventh embodiment
of the contactless communication tag 10 according to the present invention transmits
encryption key creation information that should be newly used to the tag reader 20.
- For example, it is assumed that the encryption key 1324’ 411 is leaked out among the
encryption keys in FIG. 4B. At this time, a new encryption key ‘1567’ is stored in a
30 newly released tag instead of the encryption key ‘1324’ and encryption key creation
information corresponding to the new encryption key ‘1667 is “138'. In this case, the

leaked encryption key updating unit 220 deletes encryption key creation information
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i nformati on corresponding to the new encryption key 1567 is 138 . In
this case, the |eaked encryption key updating unit” 220 del etes encryptlon

key creat koh4adf g%gptlon 25 MD 2004/ 089017 PCT/KR2004/0()B[(g@[%{%?%%%/ﬁ%)739
e

corresponding to t I ndex that is assigned to the
encryption key table 430 of the tag and requests recordi ng of new
encryption key creation information ~138'. Thus, the tag reader 20

ndex " 08 ot SRRl RS VR kfe 0PRid 3 AsBioe b, B8, 1§ hr EREORI s Reh
key " 15@able 480 af thestdg ang reqlustts redardingt 6ofew BMBAHLBA K@&e%éﬁ iRnBFRSELN L O

a counte é@,l t;k aV| ng the encryption key 1324'" or an existing
distri bu Iﬁe%fj%'o@@l ragfs ‘198" @8 %mrs{pﬁm“g kay sareation dnfotragtiors
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the presenryptivnekey dB6Zan Asgresiet, tiredudiainfetRizAn ddnApk bRl RaKi vith Fét JecRRP-

I n encryption techniques, repI ay attack means attenpting to access Server
by hackl%ﬁoﬁnﬁ%@l i 'FPMTB@‘élaget Er%ﬂwtﬂf’ediebw&%s@r ahrexstingedistiyiptted tag and

t hent th K Q the
corver . SigheDERBHER YT n ke dABReHi =0Tk baferiieiEla PE LR, | equest
nmessage to at\lsdn ¢ (@htaijtletsﬁlcédlﬁnmmlo’éhbﬁnﬁbgmw@?Pethe' Boﬁt‘?@l hﬂﬂ Q@Or&qﬂf'eﬁ

ncrypting 15 the | i n request  nmessage, and the client

nmessage anﬂ%? o%
i ncl ude&°p §§ﬁ1§°tn%{ﬁ66'ﬁﬁmm T0naecordiagplonthe pregent investiagecarTinelisty they

chegks a the received Iog I N nessage
andqgertré]@agll gggﬁ%’ogﬁgﬁ% € raﬁ'gjoem%:%ﬂg@r ?@W'%‘é frhlay saltapk means

t ransmi aﬁemmmgttb@mw@rserﬁemby& htabangaawﬁgnmw% gd ﬁaﬁ&%ﬂ&%d ?%C@ser 1{1

it is p055|ble revent a possibility repeat edly using t e same log-in

message ENSHYAIRA aﬁ‘ﬁﬁ%‘f*t'%eﬂ PIOsPEYren Ia@gk retepnssaitiingg thes .harked pmeseage to the
it hent ot TELEBE i BulifBh BBl M e CRORMPIE B olf Fat e meerpasio

rressageacrﬂlent héet awludiaglerraBfonr nambes potieeiogEinsageesf mbB _I%é’%acér{d??p?mg
ation.tag 10 from bein r]_fgked copi ed and used replay

att k ﬁﬁe 50%%{%%%{ ’P‘ﬁ%sﬁgteesaé%t Ltﬂ?& the; ﬁ@@@sraﬂ@mmﬂmber m a

genui nepgfsoraet C bj

cont act | ess r%%rl?r%m (i:rget%fs% é]t a?ﬁﬁ%@ﬁl:ert% gb%c: y '?ﬂ%gum PB%SF g\fheﬁh tb8ﬁ? 't"lgess

comuni H reﬁewe;t; logalnamesaumgndcpeﬂmtsplogaamsnlyW&m then rardorh Hlreer ishige

't he SROR f G 88 Tor e 858 ASireagedaiem BaTPen i sganged mashy
time of timeadiis poskibfs to prevent a possibility of repeatedly using the same log-in message
20 by aid of such replay blocking techniques.

The present invention introduces such replay blocking techniques in genuine
authentication. Such introduction can effectively prevent a read request message of
the tag reader 20 or a response message of the contactless communication tag 10 from
being hacked, copied and used. Thus, replay attack on a system of the present

25  invention is impossible and genuineness authentication can have a higher degree of
reliability.

The contactless communication tag 10 or the control unit 200 of the contactless
communication tag 10 according to the present invention may include the post
management processing unit 270. Reading detail information is stored in the storing

30 unit 300 of the contactless communication tag 10. Every time of reading, the
information providing unit 250 stores the reading detail information such as a serial
number and a date of reading of the tag reader 20 in an assighed area of the storing
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information providing unit 250 stores the reading detail information such
as a serial nunber and a date of reading of the tag reader 20 in an

assi gned ay§3pMfusdode storing 26 WO 2004/ 089017 PCT/ KR20 ORRS 3 14 300.
The information providing unit 250 does not provide pr o%ﬁ{c | n"ﬁg’%’@gﬁ on

when a value stored in a counter area that:  manages the nunber of reading is
nore than a predeterm ned val ue. However, the post managenent processing

uni t - 270Quriis 300es ThetfdrmatoAY pRVIdING (HH 8507 RIME ot I’b{r@@ﬁ?éﬂg%ﬁ@fﬁqfﬁhﬁg‘@gg

reading detail information 5 wirth réspect to a spec
in wi th¥ahécvalie sakdyipta eoukter, ateacthat managesethel wampBRagirBadinge@andHess

of the I ILng. The reader is configured wth hardware that 1Is
" sinilar Qﬁgp gar Bﬁéﬁ%ﬁﬂ&asﬂe@!%ﬁ%wen ?’Ee PegH BranggeMest dyaressing whitt 27 fis
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r eader can &]“{O? tivel.y use tgﬂe i pformati on as post customer managg’mén'f
i nf or mat TakeTo ﬁné?%ég»-@ﬂ? ?%%O?réhwym@r ofgilegding: hd heoreatar| ie sonfigured
comuni Qafh Idydivage ' o] e contactiess .
communi cat i ?}T tag %lgatﬁgﬁtrﬁﬁagﬁgil’:ghp’(@i r %aes . B‘r 0@8@.%?’%@?6 ir‘?a(é@'o(?ar] FPCogmze.
general @ date grivedlat id e1seerthay ,p_dl’fwmsugbﬁmn@hegy_aédtﬁ@,hﬁtd’t@ﬁglé}gj ol &{[ﬁe@i od
of avalb R{J% 1% reading is blmt,_d after recording and it is known a
data is %n 0epp %3#’3@5‘“26#‘0% )Sﬁ?a‘i’ﬁgy’éfﬁf'@?“%@é@éﬁg discarded dn iasdisbibutdrost
opor LS. ol e & BYSRANSA ALt pRPeRRE, P8y o, BliPuEH Use"Re
comuni Edeinaatianags post custardes manageafent irffophaessi QostomMich-ofdRtd i

é.d;n”HPEetmg.

contactl ess lcation.tag 10 for. application fields, data I

re-recorded %%'92852?8??% Cemrf’u@%&%béﬁg 19 rer #1e rosadrioh gurtih R00efof etbib

r ocessesntabtiesiaica i i I rformed on t. ntire
gat a, inc?udi ng en(‘g}fﬁ??li&%fﬁlmkg%?Rﬁﬁ%g?éﬂﬁﬁf%rrggr?%réﬁg 'E%u‘f‘l’?'gi al d@s, ,
st ored 9ANSN ‘Bmﬂwﬂé ilgnnenoy.the muntber afeseilablerrebtipghor Hpbfid df aviaghiyded
I n e : lies: L.catlion 0, a the refresh processin uni t
ZQOE%er‘fCéoa_an@l' %Seﬁ'gesig%é@%%? éﬁﬁaéaawnﬁga&%ta ia pBIvpresen@seicatbont 10n
the 25 yedrsof Haluatks, TRyéar iSuch) difort & pRAMBRANANAIOOSARACELKOPL 1L LG e

buffer. 1Jr}{the cgse of products that are refresh-processe
desi r abPe B sBYCH 1@S nEHBRVING  repeaisl aditigueseapichyes,aragel arculrdso | iifnithe t he

eader SUESDEORMERSRE 1Y MRy 0B EEESE RDGeRIon dginater mhe
conf i gueentaciesst comenurdeatioaatigy 180for application fields, data is re-recorded in the
20 storing unit 300 Every time of reading and refresh processes the data. Refresh
processing should be performed on the entire data, including encryption keys, product
information, and counter values, stored in the storing unit 300. In this case, a refresh
buffer is included in the contactless communication tag 10, and the refresh processing
unit 290 performs refresh processing by repeating read and write operations in the
25 unitof blocks having a size corresponding to capacity of the refresh buffer. In the case
of products that are refresh-processed, it is desirable to set the number of available
reading large or not to limit the number of available reading.
Hereinafter, preferred embodiments of the tag reader 20 will be described.
FIG. 3 is a schematic block diagram of a conﬁ'guration of the tag reader 20
30  according to the present invention.
Referring to FIG. 3, the mobile communication terminals 20-1 and 20-2 having
the tag read function according to the present invention include a manipulation unit 930,
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30 according to the present invention. Referring to FIG 3, the nobile
communi cation termnals 20-1 and 20-2 having the tag read function

accor di ng W@ biRsAesent invention include a manipul atiop unit 9 27 WO
2004/ 089017 PCI/ KR2004/ 000739 a di splay unit 950, a sounﬁc'@%‘{?fﬁgﬁﬂ 960,

a battery (not shown), a tag communication wunit 500, a storing unit 910,
an information reading unit 750, and a control unit 700. The mani pul ation
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enebie efmiticdion
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ivisio Ewsals 20PMANACROURAEAY itRE t cony i,on
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10 and Wwrrdi'BsEFaF tORAHEHPRS nelds sdisplayowsit. 9Ffe useg anol@idi 6Rtthen mulilk
50010 ncéosh@suradhtdnt ; > Sepdi upi t, 531, . denodul ati ng unit
533, anéj.' a rg;dlul at |%Qﬂﬁﬁﬁgg§§a@?§ %n?@ﬂ%gg%%owwgpﬂgzq_@ ugesHd Shpakerafd
recei velied Mapilgi edinmisication dethirgds QORNHHEL 20i20N A 3¢ ?qrﬁ”- g 20,510
may be éﬂ? 5’@% Clrg iﬁﬂ_%ztter.a gri nted al ong the ci rcur_rf'(.aerl%nsc-égo nﬁggp@biufqg
comuni catio Y PLOVIges adnabiig) commanieafiantienction radds UG groupltieip
power seQdiafdnmiii 4nd3lrdthicd! RESLiVedi ' r_necessary toq . the .
cont act) ess com*runri]_cag ?é(d)\érll{e? aﬁﬁl‘%'y‘%‘mgr@h@ﬁ’é’ﬂgﬁgﬁﬁs @K@.‘O"ﬁ/’ﬁwlwﬁﬂﬁﬂeﬁi ng
uni t 53&DMédsamminications gnal received fromthe contactl ess comuni cati on
tag<10 thro antenna 510. The nodul ating unit 535 denodul ates a
si 8‘3 al to ble}ﬁlpet} ?ﬁ ﬁ%’?‘f‘&ﬁ""?%‘%’h‘é’“&?@ﬁt‘%&g%@g exphanrgascdataowith dbe Hontdetiess of
conponestmmuaitgtioh utadg 10hesddowire ni ' ' Q correspon to the
antenna 110, the pome_g?_ suppl y uni t 13?, tﬁéﬁ%‘)%é@@%ga uR?Y"e'ftSS,ﬁiﬁ%née@ he
demodul STRYNIEAHPN 1991 i 50 dadudes ameantenbacsi®sa power sending unit 531, a
demodulating unit 533, and a modulating unit 535. The antenna 510 wirelessly

transmits and receives data with the contactless communication tag 10. The antenna

20 510 may be formed in a pattern printed along the circumference of the mobile
communication terminals 20-1 and 20-2 having the tag read function. The power
sending wunit 531 wirelessly transmits power necessary to the contactless
communication tag 10 through the antenna 510. The demodulating unit 533
demodulates a signal received from the contactless communication tag 10 through the

25 antenna 510. The modulating unit 535 demodulates a signal to be transmitted to the
contactless communication tag 10. Each of components constituting the tag
communication unit 500 corresponds to the antenna 110, the power supply unit 131,
the modulating unit 135, and the demodulating unit 133 included in the contactless
communication means 100 of the contactless communication tag 10 and will not

30  described in detail. |

A main program for controlling the entire system and seed values for creating
encryption keys necessary to information exchange are stored in the storing unit 910.
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communi cation nmeans 100 of the contactless comunication tag 10 and w ||
not 30 described in detail. A main programfor controlling the entire

system angysgpdoyalies for creating  encryption keys neqessgiy loy., .-

i nformati on” exchange are stored in the storing unit 910:.
PCT/ KR2004/ 000739 On the other hand, the main programand a plurality of
encryption keys necessary to information exchange can be stored in the
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250 of ER§568nt actl ess comuni cation tag 10 and sequentially outputs the

The information reading unit 750 interacts with the information providing unit 250

20 of the contactless communication tag 10 and the encryption/decryption unit 710

interacts with the encryption/decryption unit 210 of the contactiess communication tag

10. The information reading unit 750 displays product information received from the

contactless communication tag 10 on the display unit 950 in the fc;rm of texts or

graphics. When the display unit 950 includes 7-segment or color LED, the information

25 providing unit 950 displays product codes as product information received from the

contactless communication tag 10 on the display unit 950. In this case, the

information providing unit 750 receives a plurality of product codes from the information

providing unit 250 of the contactless communication tag 10 and sequentially outputs the

received product codes on the display unit 950. The plurality of product codes is

30 grouped into one message and transmitted from the information providing unit 250 of

the contactless communication tag 10, or the plurality of product codes is sequentially

transmitted to the mobile communication terminals 20-1 and 20-2 having the tag read

20




recei ved product codes on the display unit 950. The plurality of product
codes is 30 grouped into one nessage and transmtted fromthe information
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fromthe contactl ess conmuni cation tag 10 through the tag communi cation
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Al so, "t h@p@ﬁ(ﬁfyggdjmg/diﬂgm Wbiratiomit 710 receives encryption key '

speci fying information by conmmunicati n8 with the encryption/decryption
unit 210 of thee wﬁmpmsé%@mmmmumléaﬂ daceiNgs Bocrsiondtey kreption dhferedtivn a

currentl rgad : ' f Qr lurality of t f
ndust ry R coRcleORBIRARIEATIY R 70 (R e Bl shlfhoridetin LEBF0E
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communi cation tag 10 and the npbile comunication termnals 20-1 and 20-2
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and may be figured to correspond.to the above-descri bed enbodi nents of
the contWat PAD.CidBRmERTEa s SnooRgUiaian fad TERaisHs vedeR spiipoh Cumently
R i D C L A
20 and/or products which are stored in the storing unit 910, and processes communication
between the contactless communication tag 10 and the mobile communication
terminals 20-1 and 20-2 using the selected keys. Such a communication procedure
will be described in detail later. The encryption/decryption unit 710 of the mobile
communication terminals 20-1 and 20-2 corresponds to the encryption/decryption unit
25 210 of the contactless communication tag 10 and may be configured to correspond to
the above-described embodiments of the contactless communication tag 10. Since
encryption/decryption procedures performed by the encryption/decryption unit 710 of
embodiments of the mobile communication terminals 20-1 and 20-2 are essentially
identical to those performed by the encryption/decryption unit 210 of the embodiments
30 of the contactless communication tag 10, they will not described in detail here.
In a first embodiment of the mobile communication terminals 20-1 and 20-2

having the tag read function according to the present invention, the

30



i dentical to those perforned by the encryption/decryption unit 210 of the
enbodi nents 30 of the contactless conmmunication tag 10, they will not

descri bed @ 16i8lgdh7 here. In a first enbodi nent of the Ak £06! i cation
termnals 20-1 and 20-2 having the tag read function accor/HEi]?zr(l)g“?/w(wI t he

present invention, the 30 WO 2004/ 089017 PCT/ KR2004/ 000739
encryption/decryption unit 710 corresponds to the encryption/ decryption
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comuni 539?@ qberimant odhe caiactipss communivating tebe@.agin sl dmibadiment,
accqapdi fige & ' ' r lon/decryption unit 710
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of the epatyREchesHtionuahit &l 1®meteiged Gnekyptiohi ke NaRERG inféfnation, e
concept @.I §hown in a IQ\[z!xer Rortion, of FIG 4A, an encryption iey’ta'gf’e
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speci fyi ng i KT & Hitd embiodémenthef demactileessmenmitatioratdrainaisdq agddo_o
spe%'fiﬁ vil eper Y ééjon key set for the contactless communication tag 10
from eac% Qor{h%spg i 1§ aplUiclioe ARUJIRgi oky adle y geresantniinvention,  the
sequent eatlyptipedte mwit 710 8o i c-‘r‘fH’r* L.nf or Lan
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encr ypt thenétddng ypiit @10 baséd 3aGwh dd6gory, i.e., a type of industry, a manufacturer, a
20 brand, and a product name. The encryption/decryption unit 710 receives indices as
plural encryption key specifying information from the contactiess communication tag 10
and specifies an encryption key set for the contactless communication tag 10 from each
corresponding table.  The encryption/decryption unit 710 sequentially performs
multiple encryption/decryption on information transmitted to and received from the
25 contactless communication tag 10 using encryption keys.

In a fourth embodiment of the mobile communication terminals 20-1 and 20-2
having the tag read function according to the present invention, the
encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of the
fourth embodiment of the contactless communication tag 10. In this embodiment, a

30 plurality of encryption keys is stored in the storing unit 910 in the form of tables. The
encryption/decryption unit 710 receives indices as encryption key specifying information
and looks up an encryption table to specify encryption keys for the contactless
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fourth enbodi mrent of the contactless comunication tag 10. In this
enbodi nent, a 30 plurality of encryption keys is stored in the storing unit

910 in theyHopineRéey abl es. The encryption/decryption unli,(%gz,%%oog(ﬁéb%s’ves

i ndi ces as encryption key specifying information and | oo
encryption table to specify encryption keys for the contactless 31 WO
2004/ 089017 PCT/ KR2004/ 000739 comruni cation tag 10. The
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encryption/decryption unit 710 includes an encryption key creation module. A seed
20  value necessary to the encryption key creation module can be stored in a data area of
the storing unit 910 or incorporated and stored as a program code of the encryption key
creation module. The encryption/decryption unit 710 creates encryption keys by
executing the encryption key creation module using the encryption key creation
information received from the contactless communication tag 10 and encrypts and
25 decrypts information transmitted to and received from the contactless communication

tag 10 using the encryption keys.

In a seventh embodiment of the mobile communication terminals 20-1 and 20-2
having the tag read function according to the present invention, the
encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of the

30 seventh embodiment of the contactiess communication tag 10. In this embodiment,
the encryption/decryption unit 710 includes an encryption creation module. A seed
value necessary to the encryption key creation module can be stored in a data area of
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encryption/decryption unit 710 corresponds to the encryption/decryption
unit 210 of the 30 seventh enbodi ment of the contacti ess comunication tag
10. In thigospRRdéTENT ‘the encryption/decryption uni't 710 includes an
encryption crea??%ﬁ?nndule. A seed value necessary to tHERIPYIOTEN key
creation nodule can be stored in a data area of 32 WO 2004/ 089017

PCT/ KR2004/ 000739 the storing unit 910 or incorporated and stored as a

pr ogram : TAQL | I ' T ,

Pyt oy g il e G itcfifalied and sl AR SN e ghhe smorvatinn ey

sequent iciéafjoremeciute. ngThmen@Vpiﬂwa@aor;ypﬁ@;y UBIt A @ga@@g@q@&%ﬁg@ ption
ey creation information and sequentially per AN

recei veg( encr tion_li _ 1
- mul tipl %Sg%g%ﬁf&@}H@e(ﬁyﬁétﬂnquﬂl%ﬁnpwptwnd«ewmreaﬁmmﬁcwﬂe;dzsm thedrecedeidved
fromth t | | Cal.4 ag 10 using the.encryptjon keys. In an
el ght h oA, 983 KRN MRl ot SBRHPRGATY” 2WeroMRG Fouttle
- havi g Enerypipn/dsadyftioncon dnfornstics itreshittédeo @rnasn%%ivleavﬁm@@c&uﬂgct ess
encryption/ dec,rg It ion unit 710 corresponds to the encryption/ decrypti l)n

uni t ~ 216BIMEREatIN BGHY Hsiagibaiensntption keys. cont acti ess conmuni cation tag
10. Tables a ng: T ' ower portion of FIG 4B are stored
in the stori 2’6%ﬁn‘?'gﬂg‘ig%"b}éﬁﬁgﬁ%rt{?%{%#ﬁ%88 ng}{qlgq]th,rh{e[rmy@s et apes20-2
encr ypt hawirigey thex eabyonrdadl ofurtibAn hESITIINi €8S theeCBiaseflt f iQMARR  the
cont actless@%o ni ca.tlon_ta{g 10 with reference to the encryption key
tabl e. FHE™ e%mnﬁwaéw% § sprraspendsl® theeenasgptiredenrepticn ofit @10rofthion

keys, 15 S/ e | cryption creati nodul e usi ng the
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i nfor i i ; [ : ' i £ Vi nd di.spl.ayi ng 25 can
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4B, praogd | Lon corresponding to indices for each category in
whi ch cgé‘ﬁég%%%hgh}éﬂggﬁ(@@ption keys are included is stored in the storing

unit 910 of Abeig¥eRbég above, the mobile communication terminals 20-1 and 20-2 having
20 the tag read function according to the-present invention can specify at least two
product information among a type of industry, a manufacturer, a brand, and a product
name from received encryption key specifying information, encryption key creation
information, or indices about encryption key creation information and display the
specified product information on the display unit 950. Such specifying and displaying

25 can be applied to at least the third embodiment, the fifth embodiment, the seventh
embodiment, and the eighth embodiment. As shown in FIGS. 4A and 4B, product
information corresponding to indices for each category in which corresponding
encryption keys are included is stored in the storing unit 910 of the mobile
communication terminals 20-1 and 20-2. Thus, it is possible to specify at least a

30 portion of product information based on indices received from the contactless

communication tag 10.

‘The mobile communication terminals 20-1 and 20-2 according to the present
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comuni cation termnals 20-1 and 20-2. Thus, it is possible to specify at
| east a 30 portion of product information based on indices received from
t he cont aowOes®/osmanmmuni cation tag 10. The nobil e comunicgakkMyboRiH nal s
20-1 and 20-2 according to the present 33 WD 2004/ 089017 PCT/ KR2004/ 000739
I nvention selectively include at | east one of an information providing unit
760, a | eaked encryption key updating unit 790, a replay attack bl ocking
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authenticated is read from reading detail information stored in the storing unit 910 and
20 displayed on the display unit 950. Once a user selects information from the list and
presses a confirm key, a corresponding product is processed as being purchased.
The purchasing information is gathered in the storing unit 91 O and is then collectively
transmitted upon the press of a transmission key in the manipulating unit 930.
Information transmission is performed via the wireless communication unit 970 or a

25 wireless Internet network or information may be transmitted in the form of a simple shot
message. On the other hand, every time a user presses the purchasing completion
key, purchasing information at the time of the press of the purchasing completion key is

transmitted to the service management server 40 in the form of a short message.

Upon receipt of encryption key update request information concerning a leaked
30 encryption key from the contactless communication tag 10, the leaked encryption key
updating unit 790 discards a corresponding encryption key stored in the storing unit 910
and updates an encryption key by storing a newly assigned encryption key in the storing
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Upon recei pt of encryption key update request information concerning a

| eaked 30 encryption key fromthe contactl ess comunication tag 10, the
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key by storing a newy assigned encryption key in the storing 34 WO
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comuni gréfepableanst thel @pll) ditaikdblocking unit 730 intervenes in authentication to block
20  hacking performed using communication between tag readers. Such an operation of

the replay attack blocking unit 730 will be described in detail later.
The refresh processing unit 720 reads encryption key related information stored
in the storing unit 910 that is nonvolatile memory and re-records the read information.
‘The main program that controls the control unit 700 of the mobile communication
25 terminals 20-1 and 20-2 having the tag read function is a memory device such as
electronically erasable programmable read-only memory (EEPROM) in which data is
permanently stored. Also, like the encryption key related information, information that
should be stored differently according to the mobile communication terminals 20-1 and
20-2 having the tag read function is stored in flash memory. In the case of flash
30 memory, a term during which recorded data can be read is limited to 10 years. As a
result, when the flash memory is used for a long period of time, there is a possibility of
losing the encryption key. Thus, the mobile communication terminals 20-1 and 20-2
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20-2 having the tag read function is stored in flash nenory. In the case of
flash 30 menory, a termduring which recorded data can be read is linmted
to 10 yeargg 20308017 €SUl t, when the flash mermory is use Lo peri od
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invention. Referring to enc
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| east o nce e of |ndu tr nuf acturer, a brand, and
a pr odu@%@%ﬁg“ﬁ pg,dg]enn}omgsqo(ggm%wa ion >{ermma s 20-1 and 20-2 having the

tag read functlon according to the present invention can be completed by adding

20  separately designed ASIC and an antenna pattern to a conventional cellular phone. At
this time, a separate software module for communication with the ASIC and user
interface should be additionally installed ni the mobile communication terminals 20-1
and 20-2.

FIG. 5 is a flowchart illustrating a product information read-out procedure in the

25 mobile communication terminals 20-1 and 20-2 according to the present invention.

Referring to FIG. 5, in first step S500, encryption key related information
corresponding to an encryption key that is set based on at least one reference among a
type of industry, a manufacturer, a brand, and a product name is stored in the storing
unit 910 of the mobile communication terminals 20-1 and 20-2 having the tag read

30 function. In step S510, the mobile communication terminals 20-1 and 20-2 specifies
an encryption key among the encryption key related information stored in the storing
unit 910 based on encryption key specifying information received from the detected
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unit 910 of the nobile communication termnals 20-1 and 20-2 having the tag
read 30 function. In step $S510, the nobile conmunication termnals 20-1 and

20- 2 speciwioeso4/@miencrypti on key anong the encryption k ,
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request information that requests discarding of a leaked encryption key and updating
20  with a new encryption key in step 8540, the mobile communication terminals 20-1 and
20-2 having the tag read function replaces an encryption key assigned to a
corresponding product with a new encryption key and selects the new encryption key as
an encryption key for current communication in step $550.
FIG. 6 is a flowchart illustrating a communication procedure between the tag 10
25 and mobile communication terminals 20-1 and 20-2 having the tag read function.
Referring to FIG. 6, a user requests check of product information by pressing a
specific button of the mobile communication terminals 20-1 and 20-2 having the tag
read function in step S600. Thus, in step S605, the mobile communication terminals
20-1 and 20-2 having the tag read function detects existence of the tag 10. Such
30  detection may be, but is not limited to, a detection method that complies with ISO14443
standards. The mobile communication terminals 20-1 and 20-2 having the tag read

function executes a protocol that selectively specifies an encryption key. One
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the encryptitime kay 10 can provide encryption key creation information used for creation of
20 an encryption key as encryption key specifying information to the mobile
communication terminals 20-1 and 20-2 having the tag read function. The encryption
key creation information is a parameter used in an encryption key creation function. In
this case, an encryption key creation function is implemented as a program in the tag

reader 20. In step S620, the mobile communication terminals 20-1 and 20-2 having

In

25 'the tag read function creates an encryption key using an encryption key creation
function based on a seed value stored in the storing unit 910 and the encryption key
creation information received from the tag 10. For example, when a seed value is
123456, the parameter may be an index for selecting one of several encryption keys
created from a permutation & combination of the seed value. On the other hand, the

30 parameter may be an index for selecting one of numerous encryption keys that can be
drawn by scrambling a data word indicating the seed value in the unit of blocks. Also,

the parameter may be a parameter related to division of blocks in an algorithm for
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creation information received fromthe tag 10. For exanple, when a seed
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20 In this way, by using the plurality of encryption keys, it is possible to add genuineness
authentication target products as many as encryption keys without a need for a user to
upgrade the mobile communication terminals 20-1 and 20-2 having the tag read

function.

Also, if the plurality of encryption keys is stored in the tag 10, encryption key

25 specifying information may be a plurality of indices that specify a plurality of encryption

keys stored in the tag 10. The mobile communication terminals 20-1 and 20-2 having

the tag read function respond by selecting one of the plurality of indices received from

the tag 10 at random. Thus, in the tag 10, an encryption key is specified. In this case

the mobile communication terminals 20-1 and 20-2 having the tag read function specify

30 as a master key with the tag 10 an encryption key corresponding to one of the plurality

indices received from the tag 10 that is selected among stored numerous encryption

keys. Thus, a genuineness product authentication system including the tag 10 and the

¥
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the tag read function respond by selecting one of the plurality of indices
received from the tag 10 at random Thus, in the tag 10, an encryption key

i s speci fiw@g.0ddnsbfihs case, the nobile comunication te @&!2 and -
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by the tagmikaind- 1CBﬁ§ @)-2 fhaving the tag read function add a random number received
20 from the tag 10 and a newly created random number of the rhobile communication
terminals 20-1 and 20-2 having the tag read function to the product information request
message and then encrypts the product information request message using the
specified master encryption key. The tag 10 that receives the product information-
request message from the mobile communication terminals 20-1 and 20-2 having the
25 tag read function extracts the random number that is included in the received prbduct
| information request message and is previously transmitted by the tag 10 and checks if
the extracted random number is the same as the previously transmitted random
number, thereby checking if a received signal is replay attack. At this time, the tag 10
may further perform a process of optionally authenticating the mobile communication
30 terminals 20-1 and 20-2 having the tag read function. Authentication of the mobile
communication terminals 20-1 and 20-2 having the tag read function by the tag 10 may

be performed by receiving a response message to a specific code message transmitted
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the extracted random nunber is the sanme as the previously transmtted
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20 product information message _from_the tag 10, decrypt the received product information

message, and check if a received signal is replay attack by checking if a random

number included in the decrypted message is the same as the original transmitted

random number. If it is determined that the received signal is not an unfaithful

response by replay attack, the mobile communication terminals 20-1 and 20-2 having
25 the tag read function display product information in step S665.

An update processing procedure may be performed on a leaked encryption key
between the tag 10 and the mobile communication terminals 20-1 and 20-2 having the
tag read function. In this case, as shown in FIG. 4, if the mobile communication
terminals 20-1 and 20-2 having the tag read function transmit the encryption key

30 specifying request message to the tag 10, the tag 10 transmits an encryption key
update request message to the mobile communication terminals 20-1 and 20-2 having

the tag read function, instead of the encryption key specifying message. Once the
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between the tag 10 and the nobile communication termnals 20-1 and 20-2
having the tag read function. In this case, as shown in FIG 4, if the

mobi | e cormonb@assan termnals 20-1 and 20-2 having't hePéﬁﬁRﬁ(ﬁ%oo%ant i on
transmt the encryption key 30 specifying request nessage to the tag 10,

the tag 10 transmts an encryption key update request nessage to the
nobi | e conmuni cation termnals 20-1 and 20-2 having the tag read function,
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t ag weadetag trbaded #1SAn®'£386 Teaderrld NaptcRtd i naster
t ag reader,gj n step S700. 1 Tﬁe nag%’e?e%%@%réeggeérr?%#\iﬁe@s "ltﬁéét g’i tﬁéi@tﬁgﬁ@é

of nei ghBENIRY. sl ave tag readers in step S705. After the master tag reader

and sl ave ta eterm pe a, procedure faor opening a

communi cat i Og%«%%g@%ﬁt; @L‘f-vﬁecﬁ“% &Lphtegt}"fﬂ W%I 'a9eLR) rseé%%@n@tgds%g ngystenin thehe
mast er gréddon precédifead SQ8HIRRIJG ihé r ' |

ot £ o B o on Sosigniah hif Blloh ST {ePof e B1EY fRader,
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hat shaq o8 st Bl Pedirifiichtats GRNENZS of N bR irmiets Bio Godees tariope
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t he tagslayedag maderd,| dnchatcommunication between two tag readers includes the same
20  session identifier, thereby maintaining the communication session between tag readers.
Thus, even in an environment that shares the same radio frequency, a specific
connection state can be maintained or managed. Thereafter, a procedure of assigning
an encryption key necessary to communication is performed through exchange of an
encryption key specifying request message and an encryption specifying message
25 between tag readers in steps S715 through S730. This procedure is similar to a
procedure of specifying a master key between the tag and the tag reader and will not
be described in detail.
An authentication procedure between tag readers entirely depends on encryption.
In other words, in the case of a proper tag reader, it is assumed that the proper tag
30 reader may have a proper encryption key. Thus, once the master tag reader encrypts
a check message using its own encryption key and transmits the encrypted check

message to the tag reader in step S735, the slave tag reader decrypts the received
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be described in detail. An authentication procedure between tag readers
entirely depends on encryption. |In other words, in the case of a proper
tag readerwoi2od/@ssassuned that the proper tag 3o readerpEBgrBRYBo@sPr OPEr
encryption key. Thus, once the master tag reader encrypts a check nessage
using its own encryption key and transmits the encrypted check nessage to
the tag reader in step S735, the slave tag reader decrypts the received 42
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wor ds, gifitter decrypting the received 15 nessag
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and 20- Preyigusly raglge rql%éﬂtfi\ﬁ Wit (9B rPYRaRrT wasds, gaftat decrypiting dhet freeeiveti |
comygini fdds@get ermnal s 20-1 and 20-2 via a wirel ess comuni cation
network, in, step S800. The service managenent server 40 checks repetitive

transmi ssi onFéB. | &f isr matfiowchbst dlustrating & f n’tdﬂi%cpr@fdwéwdmge@bhmn%atmgghct

mb der identificati mber t hat | ud
" eaa ng HEEl et BiPaviag i Refaited pubpaas afts presentinyentionhose
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information including a product identification number assigned to each product to be

20 read from the mobile communication terminals 20-1 and 202 and a reader
identification number assigned to each of the mobile communication terminals 20-1 and
20-2 via a wireless communication network, in step S800. The service management
server 40 checks repetitive transmission of information by checking if the product
identification number and the reader identification number that are included in the

25 reading detail information that is selectively read are the same as those included in
reading detail information that is previously read from the mobile communication
terminals 20-1 and 20-2, in step S810. The service management server 40 asks the
subscriber server 30 inquiry of subscriber information based on the idehtiﬁcation
number included in the mobile communication terminals 20-1 and 20-2 included in the

30 received reading detail information and receives the subscriber information from the
subscriber server 30, in step $S820. Next, the service management server 40 creates

and stores customer management information including subscriber classification
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termnals 20-1 and 20-2, in step S810. The service nmanagenent server 40
asks the subscriber server 30 inquiry of subscriber information based on
t he i dent ivi® cattiogsn17 nunber included in the nobil e comumpeakirisb@ss nal s
20-1 and 20-2 included in the 30 received reading detail information and
receives the subscriber information fromthe subscriber server 30, in step
5820. Next, the service managenent server 40 creates and stores custoner
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i mpl ement ed as,. conput er . readabl e codes in conputer readabl e recordl ng

medi a. PRE'SLOHPUEEHS r ) AUt clstemRE marrgemerl infermatioralin respaitseoto an
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(e.qg., tran§rri ssipns via the Internet). The conputer readable recording
medi a cSHMPY G bi%{%%f?fdl"ﬁl %‘eglﬂfgﬁ}eePOWE‘i%nﬁe@Qﬁh@cf@wdlogamﬁé'lavximckmeand
canipe siiqs ' Lok s e _codes. Ile
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i nventi gransmiskidndash et iftefnel). OWRY cofputb@irBBdable recording media can be
distributed in a computer system connected to a network, and can be stored and
20  operated in forms of computer readable codes.
While the present invention has been particularly shown and described with
reference to exemplary embodiments thereof, it will be understood by those of ordinary
skill in the art that various changes in form and details may be made therein without

departing from the spirit and scope of the present invention as defined by the following
.25  claims.

Industrial Applicability

According to the present invention, using a small-sized and thin mobile
communication terminal, it is possible to apply genuine product authentication to

30 wide-range of products, including not only products that need genuine product
authentication at the time of purchasing, such as clothing, footwear, leather products,

liquor, products &.livestock goods, drugs & medications, electronics, and machinery,
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I ndustrial Applicability According to the present invention, using a
smal | -sized and thin nobile comunication termnal, it is possible to
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Al s, guuohdsing tendeheiesodi tensuonsrenbe afistAPuloRs Hapabeas lgirgau&éht h&iso
present_ . 15 inventjon, since genuine product authenticatio epends on "’

ef f ect iNFfedRe gobile copvpypcatan keyninakdisplaysnprodics pifayeatiom 2 phalritekise
termn IsRsd ) ' K eye, it is n necessary to
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| ar ge dn@hertretigbiligt a. I n addition, even in the case of the same encryption
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nore encryption key, a product can be’ distinguished by displayed contents. Thus, if the
20 same encryption key is applied to a new product that is distributed or other kinds of
products, the genuineness of a product can be performed without a need to upgrade
the tag reader. Also, according to the tag and the mobile communication terminal
according to the present invention, it is possible to secure numerous encryption keys
using fimited memory by including an encryption key creation module that can
25 numerous encryption keys or storing a plurality of encryption keys. Even aﬁer the
mobile communication terminal is .already obtained, it is possible to incorporate more
. humerous types of industry, brands or products in the subject of genuine product
authentication by assigning new encryption keys the ihcorpo’rated products. Also,
even when an encryption key of a type of industry, a brand, or a product is leaked out,
30 encryption keys for the remaining types of industry, brands, or products are different,
thus security can be maintained. If an encryption key is leaked out, it is possible to

more sufficiently prevent use of a counterfeit reader with respect to an additionally
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numer ous types of industry, brands or products in the subject of genuine
product authentication by assigning new encryption keys the incorporated

product s. wAd sm4/0s@¥EN When an encryption key of a type gfcj, L boh73R
brand, or a product is |eaked out, 30 encryption keys for the renaining

types of industry, brands, or products are different, thus security can be
mai ntai ned. If an encryption key is |eaked out, it is possible to nore

suf fi ci eelehyedpeodirst bysssitinifg eaisw ehtbtiof kaPES ted LAdiie
addi t i ong,l A0 20041 SBb0 ) RCH SRRl Beo%e ¥, pAdHERARE telb s product

af] si gni ndheSnibe @ﬁéﬁ?bmiv@hﬁmilgﬁ @n advaidage overptior arérﬂm#m psedusy. readbus,
the pre nv an. advant ver prior art that can use a tag
reader ?ﬁ]ér ngwr{%\gvaBmﬁgrﬁa'%@lﬁ%‘ﬁgésﬁiﬁpﬂgw@PE‘W%%@tr@@dﬁ[ﬁmrous t ag
readers. Al s@ls@GRRoMiAG tbQ Sj S et [HR | 4, nunper
of reading,, itS is 5 plogsi bll'ig'?fg%@eleg%ﬁdﬁé?’Jr@t?lng%ggﬁ%%%gg{ P%%drlrﬁgr'ggs

t he & agPopsible ta preventasuselaf a dag prithoehtdansagsng tiae tahoultbondt ipossibRetd

compar: BBV ed s, atnoRb oS rauBod Him B nedhaone mswentoret pradsh wit
Cerm of D ac it on comEarsIPto fhysReP ARINAUE, ‘PP B it mefefh o

be hel dréfegshaprosaguneepeyi tirde aff reading, ds possibéntd guesodie ar imivas lSter@nef
according to resent

i d f | j cabl -od ... Al , h
Mnvent | BlEYeNatbo BFBaterife efedti Siamin farm PRog e sharisiec held for & long
aut ent peabd eNtieS Sa8% a8 HhtRALES B b \Wolke AREWidRh g%gpsgfolf %%§118ébué§>3§$l5%t?.¥

coping wWith replay attack 'and enhance reliabilT enui ne pro
aut hent i Blg0i @scording do thecresent inventine, jir isspodsiblavienbloek, hadking £ ehMplel on

key is t. . the mobile 15 ¢ nication termnal is upgraded in

of f1i neb&gfri@g&ﬁﬂhéqﬁ’ ﬁﬁ?/" apgﬁqggu?g@%ptm ) CPRY ap gythantisation systan byt he
reader ¢SpibgoKiEeeepitivt etk & j [oton Q%fm he.
advent o(fSplcgunt effggé‘ty pr oduc{&g_ggﬁérg&éé %é“nafyrl}%tgerbg s&g %@?Eﬁ?ﬁ%ﬁ:gyﬁﬁéﬁgﬁ%n

pr esentAlsay @ae9rging k1 theeprasenhinventinenif iataenoyptiot Weelis tesiddeowto el piahaki on

bor B brespERMSRAIEIAREP R uldrafite B3RS frbluRb Ry difmeariapr This. i
cont act & gsssittamofinisens, te regser #6 uPGHRRHRBRIGH ZnFGRaKRRIMYPARE39,h

IS
claimed is: 1. A npobile conmmunication term nal t_h_a? receives | %?or mat | g%
recei vetPYSESRY thecamiant of eguniesieinipducts @antbayminimézerbbi Alsoc ectamingatoi the
termn reShRG., & &id LSt ' ' uni t, ich wireless|ly exchanges
LTS rﬁ%gﬂg fgg%{}g%q,l esfgﬁscfes IR ARAEYRT beaWBLS D i) eSSt sXeRan
terminals can be performed, it is possible to prevent use of counterfeit portable tag

20 readers that operate with respect to counterfeit contactless communication tags.
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5 conmuni cation tag and wrel essly sends a power required for the
contactless communication.tag; a second conmuni cation unit, which

transm ts wetmoi/@o@nd receives data froma service miha??% 0%{50:?25 via a
Wi rel ess commruni cation network; a storing unit in which at'Te & '

encryption key related information are stored; 10 a decryption unit, which
decrypt a rlecei ed fromthe contactless comunication tag based on
encr ypt i%—é@ﬁd—é’ﬂc information that is selected from the encryption
key rel ated iqformtd.gp; QN ci fving i.nformation recei ved
fromthe contactl essmgglﬁré%ﬁ@g‘{rl}fgéﬁ@até?%% &ﬁ%ﬁ%ﬁi"%&d“ é’g'gl%ﬁﬁ rgeeived fiigine h

request sa pooidetiess obmnmaticationt tagt tee mdbilé ediasidiSstforC@MHENY S8k R AY
“attached to a ﬁir:ﬁ%dum and readsgt he product i nformation re’%gwfe?%l#g?omthe

cont act | ess cdHFEHGOEENHBIgatian Unfnwhigh winelpasly wxchanges dbtcowithuhs cohgictieas

prodyct d =00, ile c nication term,nal of claiml1l,
" wher gi n ‘%ﬁ‘i"‘"&‘%&%ﬁ i 8%9 k%'{';‘? %Bteég'é’t %%Tn'ﬁﬁf 8r REVEHNT ‘?%Meadégr dhe| egstactipes
encr ypt icomikegicatidntéyg;, decryption unit decrypts product information

received fromthe contactless conmmunication tag by an encryption key
sel ect ed basédS8FPAhECERIHYPAtIGINURIEYWRIpR didhgimity datbdormtd mtehesedaadrohpm

th ; I i . . 25 3. Th j | i cati t 1 nal
of o ai iebief Fi BRI i deeS tomitiertionnatepriipdat | ng uni t ¢ hat
upon recei pt a stbringanytidib whictkayledBaan € eh8GHaSH kek?él%fé@ﬁ‘lifc?rgngactﬁ?lcl rggsijji&r%g?an

| eaked encrypti gn ke%{@f romthe contactl ess communi cation
encit{ption k& @RIVEHAR edNBy Whishendgorppisonidtey regelatd fremuette LofaENE®Ig On

fromth rb gy Ui i.£h,a ne assigned encryption key. 30

4. The %ﬁ IRinESoH oa 3RS UIE P BOR ey Herbd T ndRbon it Foselpgisnt Bamcey
r el at ed thebocryption kel relatste mfernpdtionaby Bic9bii LGB i I :
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cl assi f iOH fsncorpelesseommeninating tag: | east one of a type of industry, a

fact. - : , t . and_the d ti it d t
The produce Bnr dAREtoR T Seabl S NRRE Biedlr nalicth inammatien ofp (g
usi gy anrortactigss comnkmicatiremyeatidfohettb keprdutahnd Yeids tHe ?DXPﬁwtcﬂﬂwaiﬂ%}ﬁs
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based on the cryption key specifying information recelive rom
cont act [E€& ﬁﬂﬁ%&@ﬁqnﬁﬁtéﬁé communication tag; and

an output unit, which outputs the read product information.

. 2. The mobile communication terminal of claim 1, wherein the encryption key
20 related information includes at least one encryption key and the decryption unit
decrypts product information received from the contactless communication tag by an

encryption key selected based on the encryption key specifying information received
from the contactless communication tag.

25 3. The mobile communication terminal of claim 2, further comprising a
leaked encryption key updating unit that upon receipt of encryption key update request
information concerning a leaked encryption key from the contactless communication tag,
discards an encryption key designated by the encryption key update request
information from the storing unit and updates with a newly assigned encryption key.

30

4. The mobile communication terminal of claim 1, wherein the encryption key
related information includes a plurality of encryption keys that is classified and assigned
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5. The nobile communication termnal of claim1, wherein the encryption key
related information i ncludes at | east one seed val ue for creation of

different \wpGhymisb@? to keys; and the decryption unit dggiég{}gq%g%gﬁroduct

information recelved fromthe contactless conmmrunication

encryption key using a seed value selected based on the encryption key
specifying information received fromthe contactless conmunication tag.
15 6. Thecaasdingetcc anstassifieatioon refereniosainchfding ai tedst dne bher typensr irtiudeyaa

| eaked d I ti it that, i pt of d I dat

eavest BREAHIEr R DRBHOB  Broflc ReBIFIABEA val ue 1 rom the. cont act | ess
icati : I j t; . d

pdat o 1 equast™ oSBT ninif EEYREE 8 BN AN STl i dne

new y assirjaettbsseesmmmainieation. tathesimobah eneayplioni kst seiBcled ffbﬁﬁkh@bmm}/ Bfl,
wherein the encr}épti gn key related information includes a plurality o
seed Sval fREEYRYRN keys bpgedian e anaryaien deyspasifvivadnfagmation recaweidffraratthen

referencgorjtg&géé%i&gna nlc%"l’iﬁﬁ tQﬁe of a type of industry, a 25 manufacturer,

a brand, an roduct nane;, and the decryption unit decrypts the product
information received fromthe contactless comrunication tag using an
encryption key created based on a seed value selected fromthe plurality
of seed val ue% basHe Bphilecoamprpipetion teingbelcslaim hgwherdio theenoryptiec &eyed

o o o TN 08 0 s Pl BRBR A2 S

uni t1ot hdteyspaoa recei pt of update request information 48 WO 2004/ 089017
PCT/ KR2004/ 008739 concerni ng | eaked encryption key related infornmation from
the contact| 658 deshmiienc dtifordecypts: dhev @sodutr yijoimaatineyrecsivededrom  the

L g . _ g A o .
uni ¢ and RS e Rt A ARG arl SRLGRNOh K TBhG A sopS Al seictied]
The nobibasedoomutiiec @ncoyptioar ki adpeatfyitigainforation trbesivé® RsristHY BniLRbay

at t ack- bl ocki ng} gni;( whi ch generates a one-tine use random nunber, adds the
one-t i mMEARBUPERHIMFinber to information to be transnitted to the tag

reager,

6. The mobile communication terminal of claim 5, further comprising a
leaked seed value updating unit that, upon receipt of seed value update request
information concerning a leaked seed value from the contactless communication tag,
removes a seed value designated by the seed value update request information from

20 the storing unit and updates with a newly assigned seed value. |

7. The mobile communication terminal of claim 1, wherein the encryption key
related information includes a plurality of seed values that is classified and assigned
according to a classification referencé including at least one of a type of industry, a

25 manufacturer, a brand, and a product name; and

the decryption unit decrypts the product information received from the
contactiess communication tag using an encryption key created based on a seed value
selected from the plurality of seed values based on the encryption key specifying
information received from the contactless communication tag.

30
8. The mobile communication terminal of claim 1, further comprising a

leaked encryption key updating unit that, upon receipt of update request information
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provides the information to the decryption unit, and checks if a random
nunber io extracted frominformation received fromthe tag reader is the
sanme as thgoeomydspgre use random nunber, thereby bl ocki nlgcf/ﬁﬁk(@(/o&%@(:k'
10. The nobile communication termnal of claiml1, wherein e storing unit
i ncl udes non-vol atile nmenory, ~and further conprising a refresh processing

uni t tha%%rilzf r.ﬁads tBe product,. information fromthe storing unit and
re-recor SN o dgalsed a GCTYRtANor kaY i splated t frdoRMatiomg fiom t tha 1.cofitextiess

nmobi | e CceuHN HAN gAY I rein.a radj.o frequenc (RF
circuit, the Lﬁnﬁcf%tct)ﬂ?ﬁra%l on r eacﬁs(rz%nghﬁ“,gh3%%‘”@%'@?%?'%8”“@*@@ é Qtﬁé Ryt ¢ ng
unit of updatecrequest é@xormationrfrarat thenstoning anie dﬁ@h?ﬁgf&ewimsnéﬁw Egﬁbﬁg@
" specific_inte rat?c{ c&ﬁr"fcuit . (AS | C. 12. The nobile comuni catron

t er mi nal SUFYRYQY rlated ffereatiodhe i nformation reading unit specifies a
~plurglity of product information froma type of industry, a 25

manuf acturer, a brand, and a product nane based on the encryption key
speci fying i%f or riitié mobile a@nvadnicaasn tdini - eat nd
provi des Qﬁ %&eﬁ(i fied, plurality of pr oddg?_ﬁf%bﬁng’ﬁugtﬁ%amgg@@[‘L"p{ﬁi}%?
uni t, arfii@%e gt Wit Whigh ganeretes aspseitimedige vaatiomy nemberodisels the

i nf or matd,RNsi~30 . j c i.cat.ion tern nal claim 1, further
conpri sfdrquén %mérté%%erra Fgﬁpﬂgﬁl{rﬂi@%{t |mﬁﬁ“€‘%‘?‘ﬁ§f> 58%@%'?1@%%&0 dhectagerender,
nobi | e qoovides ciaki arfotmatiornab tHw\dersypliohadnit eadgf iom by L.eatlng
with the exter nPI nobi | e conmuni_cat i %/rllﬂlé?s \g/\%ﬁ’zgg?l/ g@%%7ﬁP%ri%%2¢%%%§9
t er P nal®HAGIEromeiniRgation reagivad famaihe tag peaderds the Wamefas the one-time

aut hent igat ;a8 ﬁ‘qﬂgﬁ i - |..mobi |,.e comruni cation term nal
havi ng the tagor ea %f@%ﬁb%&%@ @%\ﬁ?&a%i t. 5 14. The nobile
comuni cation termnal of claim1l, further conprising an encryption unit

t hat encrypt% datg. to b%,transn‘it'geq to the contactless communication tag
based on encr{pti dhex&yp 8| GRrBUNKEEP Reerminak of etaied 1f mdrereinethensiosing it

key rej i I i c td i fying information recei ved
fromt he@lg%hét QE? I\)g%sﬂl%gnmgrﬁqr?? Lphg QS%%H’W@S‘%& 1| BrACGRANM; Wit it
t er &% nareasts Heaiprodyctvinaraiationhieomnfrer swkingnunit EABSE-fddoRds Y tredd S oduct
purchas%nr}grdq&fioonrggttl on o?ifngaurﬁ{ oduct to a result of determnation if

he st

11. The mobile communication terminal of claim 1, wherein a radio frequency
(RF) circuit, the information reading unit, the decryption unit, and the storing unit of the

20  wireless communication unit are implemented as application specific integrated circuit
(ASIC).

12. The mobile communication terminal of claim 1, wherein the information

reading unit specifies a plurality of product information from a type of industry, a

25 manufacturer, a brand, and a product name based on the encryption key specifying

information received from the contactless communication tag and provides the specified

plurality of product information to the output unit, and the output unit outputs the
specified plurality of product information.

30 13.  The mobile communication terminal of claim 1, further comprising a
reader authentication unit that authenticates an external mobile communication terminal

having a tag read function by communicating with the external mobile communication
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a purchasing confirmcommand is input through an information input neans
included in the nobile communication termnal and transmts the result of

det er m natwonodi@sédi® 15 service nmanagenent sesrver. 16. pd&rIBRIGE 30
communi cation termnal of claim1, wherein a result of determnation is

stored in the storing unit every tinme the product information is read; and
20 the i d i nsmitti upit transmits the result of determ natjon
ctorea i g nefhid if R teeFiion aniaiPra jesuh 6 SuheBiicatorssoncaming
i nf or mat thenexte A MSiSi0b | forhiipit ' Hag |

o PRIRTEEbH Forhiial hé\hﬁgﬂwt@gréld;f RIERLR A8 thEMtltput

means included in the nobile comunication ngans.

managi ngUl'r]i?-oduct aut hentication service in a product authentication

servi ce managenent server that comunicates with a subscriber server of a
nobi | e conmuni cati on conpany via a network and can communicate with a

nobi & conmyy cat ] I i AR P [Gat ko rk. the
met hod conpri si ng:T%c@fge%ﬁ@{ﬁ i h%tlggﬁggrﬁ'ﬁ%?%%oﬂf ?Wgﬁ%f\é\lgﬂgipé'smgoaﬂct
i denti fi@rarypliomuniidhat 8ocrypts datadtd bedrartsnpittod Uotthehastadiigsi SorhAupeatisad
and a ret%ge idqﬁnti fication punbe s,s} ned to the nobile conmunication
term nal r@'ﬁ?ef é’rh@ﬁﬁoﬂ@f'é’é‘wﬁﬁ)ﬁif@iﬁf?@dn q%wpﬂaﬁf?legtydv@ozndmwmmlon key
PCT/ KR20@ |40 { NGy, t ri.ber : Ayl ry. of bscri per

i nformation ba@ggggﬁtﬂgn B}I/dgﬁctzrﬂd ?@gt!( n %%wgof'ﬂﬁ#}é{aﬁ%& Irég%}ﬁ?ﬁmﬁp%tth?)n
t er mi nalcania¢ilede commuhizatioadagng detail i nformati on and receiving the

subscri ber information fromthe subscriber server; creating and storing
custoner managenent information including subscriber 5 classification

nfformat on arl PrRGIGholR! SRR ARaCRA RSt ALER PAsSoR 1RE 11RA%ER,

detail information and the subscribe ormation; and re

out put t itrRpsItdingusivadds pancigsimeninfomiatiomedfi @ praduct ¢s paRsealt tod dafermination if
inform}éogﬂlgﬁut.ﬁut r %est t hat, .i S i@ﬁﬁt froman external device. 10 18.
The . net aging; GRMH N Semand s P uiBiudha ndemaatian pput sieanstioeieed om

i ncl udeghatmbbis icopita , hstd O ngr | i B

subscri ber; and the rggg;?ﬁgﬁdtgﬁg?ﬁiﬁ?ﬁ?%ﬁ%ﬁcﬁf esgfa%jgpegaé?&'c?r{'et%fth%

t ypelSof Sehdesmanagemenimgsacrurer, a brand, a grade, a nodel nane, a
produci ng center, date and tine of nmanufacture, a product serial nunber, a
product price, and a tinme of authentication.

16.  The mobile communication terminal of claim 1, wherein a result of
determination is stored in the storing unit every time the product information is read;

and .
20 the information transmitting unit transmits the result of determination stored in
the storing unit to the service management server if an infdrmation transmission

command is input through an information input means included in the mobile
communication means.

25 17. A method of managing product authentication service in a product
authentication service management server that communicates with a subscriber server
of a mobile communication company via a network and can communicate with a mobile
communication terminal via a mobile communication network, the method comprising:

receiving reading detail information including a product identification numb-er

30 assigned to each product whose tag is to be read and a reader identification number

assigned to the mobile communication terminal from the mobile communication
terminal;
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15 19. The nethod of claim 18, wherein the reading detail information
further includes purchasing infornmation concerning.a product that has been
al ready pwatesessp17 i ncl uding a purchasing price and daperandodsooersof
purchasing. 20 20. The nethod of claim17, further conprising adding points
of the subscriber according to the reading detail information. 21. The

nmet hod of cl ghpa47 d 1.S1:0g, K| repet.ifive,. transm ssion of
i nf or mati on §§m€§etc'1§’{ %b?&?%g%&ggdﬂgu'%goﬁt %‘P‘?S_(:Cgﬁg{)ﬂn{%'ﬁ'@g?n aﬁﬁs‘?r%é)@@n
reader iidantificéfiaratriumbaruobehe trhebileaceminiehicalesh itamiiRgl q@me@g ifl§ é“Heaging
I nf or mat i are the same as those included in reading detail informatidn
that is dﬁ%@dﬂfﬂﬁmayw&\ﬁ reegivindibetsdscrig inforawtinn frarathe subsoritienakrvesl
creating and storing customer management information including subscriber
5  classification information and product information reading details based on the reading
detail information and the subscriber information: and
reading and outputting the customer management information in response to an

information output request that is input from an external device.

10 18.  The method of claim 17, wherein the subscriber classification information
includes at least one of age, area, sex distinction, and job of a subscriber; and
the reading detail information includes at least one of a type of industry, a
manufacturer, a brand, a grade, a model name, a producing center, date and time of
manufacture, a product serial number, a product price, and a time of authentication.
15
19.  The method of claim 18, wherein the reading detail information further
includes purchasing information concerning a product that has been already purchased,

including a purchasing price and date and time of purchasing.

20 20. The method of claim 17, further comprising adding points of the
subscriber according to the reading detail information.

21.  The method of claim 17, further comprising checking repetitive
transmission of information by checking if the product identification number and the

25  reader identification number that are included in the reading detail information are the
A same as those included in reading detail information that is previously received from the

mobile communication terminal.
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