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data with other users since their PCs were not part of a centralized
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computer (“PC”) in the 1980s. Initially configured as a stand-alone platform, a PC is a
self contained computing system where all processing is performed locally, and all
applications and data are executed and stored locally. The relatively low cost of PCs
enabled single users and small businesses to readily acquire and utilize the processing
power of the PCs instead of relying on massive, centrally located mainframe systems.
However, users could not easily share data with other users since their PCs were not part
of a centralized network and did not necessarily use the same operating system. Also,
since each PC needed its own local copy of any software to be executed, incompatible
versions of the same software application in different personal computers prevented users
from communicating and sharing data with each other.

[0004] These connectivity and compatibility problems with the standalone PCs

gave rise to client/server systems. The PCs (or clients) were connected to each other via a

private communications network, such as a corporate network, and to a common server
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mai ntai ns the comon data and provides copies of the data to the clients
upon requastos/ibéswever, since the client/server systens relPgTarso3/v83s2
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new hardware and software, the cost of resolvi ng the software and hardware
conpati bi WSEGWSrﬁaBlbleéWg@rﬁl& he client/server system can be substantial. For
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adm nistrative effort an Ef cost to upgrade each system provide
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in a corporation. Even with renote adm ni stration capabl
t racki ng enstly certlzdeoghnngf thbusofs oflt@Es amﬁen(aabveummayedm very onerous.

[ 0007] Installgti of , hew tbtware ose e cor por te user to
security ri sk@bb%ﬂ@ ?%téod’rf ° &R Q flf} S}Wé ?5%188 r495tan be
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on their e'm et? létccc))st to %]E)gradé eal:t)ﬁls ls<}t/sct) m, Iral%]:/geshcterolse% go%?es of software, install and
maintain the software is the largest portion of the recurring costs of running a
client/server network in a corporation. Even with remote administration capabilities, the
tracking and cataloging of software applications can be very onerous.

[0007] Installation of new software also exposes the corporate user to security
risks. The integrity and security of the cbfﬁorate network can be easily breached by
hackers or disrupted partially or in total by inadvertent or intentional introduction of
computer viruses when a user installs or downloads unauthorized and even authorized
software application or files.

[0008] Individuals who are away ‘from their office often have a continuing need to
gain access to their corporate networks. ; They may need to access files, e-mails,
applications and programs running on their “desktop”, etc. (“Desktop” refers to a top

level, local graphical user interface environment customized by a user to display and
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| evel , | ocal graphical user interface environment custom zed by a user to
display and 2 WO 03/100642 PCT/ US03/08352 provide access to data, folders
and appl iwatoizams4) One approach is to use | aptop personal PCTargsnssss to
enabl e users to access the corporate network to remotely access their files
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on each client laptop PC, the users can renote y access enal
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over tine, o A f e g ort
costs of t eﬁlhr%]%l% gﬁgpli glgs%fi t%?g{ %h&glﬁ%l %:{% ?%%ts“)ew@gn a%%(boe?ng) 9}1{12 @(‘%ﬁﬂ%i ve.

[ 0009] Anptdgermapepiioant lmﬁy eaeduteaﬁh thedoadl clédt tlapabp PCI \Whﬂe 08 ¥eprkachVPN) to
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the LAN and the renpte user |ocation. A mote c connec
a VPN to apmmhampﬁanbﬂasm Viewt of the ahi- gmglsyppmrn meﬂs ed the mdtmekiAthMy\ever
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client- a?%b Folit et St B F RS ch end of the connection, or VPN
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case, the VPN term nator prow des |l ayer 2 packet processing as well as
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PC. Accordingly, a separ te di cat ed VPM t erm nator at _the renote user
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VPN terminator provides layer 2 packet processing as well as appropriate packet
encryption/decryption functionality. Although“ either PC operating system or client based
VPN software can mitigate the cost of the VPN terminator, it both require considerable
packet processing to assemble and disassemble packets, imposing a significant processing
burden on the PC. Accordingly, a separate dedicated VPM terminator at the remote user
location is often required to support VPN connectivity with required levels of security
and reliability without imposing undue processing load on the client PC itself. Thus VPN
equipment is not only expensive, but tedious to configure and costly to administer and
maintain.

[0010] In all of the above cases, sensitive corporate data are transferred and
duplicated between the secure corporate network and the PC/laptop. Once data is
downloaded and physically copied, no access or transport security system can prevent
unauthorized, uncontrolled distribution and misuse of the data, which happens without the

knowledge of the legitimate data owner.



downl oaded and physically copied, no access or transport security system
can prevent unauthorized, uncontrolled distribution and m suse of the
data, whiwb mapwens wi t hout the know edge of the |egiti mecatas/esssmwner. 3
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provi der §ASP) nodel requiring the insta tion of specialized server
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il os, o ivalfes hE MO AR bR B ole BRI FRRY 8 R iimir i Ph aebi e
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i nfrastructur e.n‘?iﬂ?OlZ]_ Managi ]2% [ Hf ormation systens efficiently has never
been nor e APFITRALY YL DS IBORES dRerpRy Tedufing (Recwdie ofAle prgr aihsystesps and

owner shi pybRio1SEsKIBRAVIY SORIERE Fhdh ©BsoleeO! MOV ANGe %‘ﬁgﬂcd’l\ﬁi}ﬂ%sn be weduce

purchase and upgrade costs, adm nistration an mai nt enance expenses.
However, phesystsasiandsnetvanks, it ssighitablatogprbuds achsttmrantlinoethdd foy ensbling a

performance. ,An unrestricted cess t:o hi. er f or mance | i cat.ions
remai ns au%f?ﬁt?isc?ﬁ]tuef% Gty i%?iﬁe rimﬁ‘%%egilﬂ u lﬁgo‘%*?gtl%?oﬁogg&e_e?@ Ications,
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architecture that can provide an unrestricted, native and
compromising security or investing in new hardware/software infrastructure.

[0012] Managing information systems efficiently has never been more difficult or
more essential for success. As the cost of ownership for desktop systems escalates,
corporations need ways to reduce purchase and upgrade costs, administration and
maintenance expenses. However, these savings can’t result in a loss of functionality or
performance. An unrestricted access to high performance applications remains a critical
requirement in managing information syéterﬁé" efficiently. Thus, it is desirable to have a
service provisioning system architecture that can provide an unrestricted, native and

secure remote access without modifying or with minimal changes to its existing hardware

and software infrastructure.

SUMMARY AND OBJECTS OF THE INVENTION



secure renote access w thout nodifying or wwth mininmal changes to its

exi sting hardware and software infrastructure. SUVMARY AND OBJECTS OF THE
| NVENTI ONwod3M@d6@8/ 100642 PCT/ US03/ 08352 [0013] Ther ef or @CTitS0s/883an obj ect
of the present invention to provide a service provisioning system
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as digital video and nusic broadcasts, Internet protocol (IP) tel ephony

and the |ike, 9915The dhyenive desieme andrethod leaables eﬂ esqrsmfoa clntfdevib) v,
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of functionality, security and long- terminvestnent protection at a

si gnifi caTﬁECWCGSb BHEF c‘@véﬂaﬁ the @8@@% ARt agsiepoRis dppirtem epraatingyygteny filetand
del i very lg qglte%sezsﬂnvfuﬁﬁerta%c@ss AP S oitaP @R WA tL g%ﬁlesﬂa% o%{%g] n
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syst em del i ver i.tal r m an, exi.s net stem or data
cgnt er t HPB%IIFCQ a 2‘?1?1ngF1811" [}{‘&?etl%l SYﬁ?Hfé'mﬁi ?IH%?BEI T SHHEUNPSi ng

security @ecHBhi ¥h&0asH W&t carlihe functl ons, operatl ons and
har dwar e/ sof tware infrastructure or the existi ng network. The service
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vari ous f'orns
term investment protection at a significantly lower overall cost than prior approaches, and

allows delivery of any digital service to a remote location without requiring a local copy
of the data, any application or supportive hardware.

[0017] In accordance with an embodiment of the present invention, the inventive
system delivers digital services from an éxisting network, system or data center through a
single “Digital Dial Tone” network without compromising security or modifying any of
the functions, operations and hardware/software infrastructure or the existing network.
The service provisioning system architecture of the present invention connects simple,
low cost, low maintenance client devices, that can be incorporated in various forms, such
as desktops, portable, wireless, or embedded in existing legacy appliances such as TVs,
PDAs and PCs.

[0018] In accordance with an embodiment of the present invention, the service
provisioning system provides remote access to digital services over a communications
network, comprising a plurality of client devices connected to the communications
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as desktops, portable, wireless, or enbedded in existing | egacy appliances
such as TVs, PDAs and PCs. [0018] In accordance with an enbodi nent of the
present iwoastiowaz the service provisioning system provi ®EI/USBHE382 access
to digital services over a communications network, conprising a plurality
of clientpdevhess r@«ﬁmﬂ@ﬁﬁ% adrlttapse&ﬁeewwpﬁ?éutp B8 seﬁlcw@e&é{s%@%&emm

PCT/ US03/ 08352 net wor k requesting digital services froma plural %ty of
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center establishes a session with a.client device specified by the network
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services I [ o Th t 1 eract
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i nfrast r RIETPEDGT Proentaiion, pr dhe CligE dewices orgyiden 5eRQSe daress tovthe digital
enbodi menerfibed RRIRBLE SEEHFiAD B hinatd) @nd Sotvhfe 1HﬁQsYﬂu§ﬂu?5"o@gt11ge§eP\qge
provides a secure renote access to digital services over conmmuni cati ons
net wor k. CRféersret hod connects each service center to a connect or to provide

one or nore di servi es ov r the,c i ons network he cannect or
encapsul ati ng Eietslgia gy ﬁp?’%?@%??ﬂ# ? ﬁ]é B]feé?nttd?v@élf’(}’l S ERHin a
common r efYRioniny ehéhbd Vlﬁtoﬁlrd@si af @kcurd heeniBeé hdedse & Mgl AsdrPi@be dvef 0f @
digital service available on a service center froma user on a client

devi ce oVEIMEHBCAMAN RV ohle Hsthas gonnveis caplesoiyicr T 40 i20tPnoesior to
aut henti catesithe Wssloraa urahgere{cesemeld&l\é' nﬁﬁlc%n)g PRfor gqet Qo%ne&' | ent

device are authenticated a a valild user a va I'en evi ce,
devi ce caraptdtong bepecties sdtiverprotders 0éthe£d1gﬁila;bm®b exdthii® a ictimin ot 1%Irﬁ)te
session. | Pe net hod tr ﬂlate i nput / out commapnds_of the re uested
digital sHILNCHEPYcPhel hemsthodititdyesda i eSt dPbesigial srvigeevad

t her eby n®kdiBg ctiter ﬁ%ﬁpﬁﬁisgldoﬂ'agélfeﬁ{ A&ty 'o@@r 3 &{}ﬁcﬁlﬁéa\ﬂoﬁg neﬁz@&kerT e

renmotely accessible to the valid user on the vali 1 ent device w thout
nmodi fyi ngnetwhiek ¢rareiigar eentarduibehticetgsethe mberasitiribe tlier device.Hd thmuw cedttes .

100201 THechr SHent LSRRty IRAcCe bt sl netvork gl comuLr,
conponent&nnédtlon to the client device is established to initiate a session. The method translates
input/output commands of the requested digital service into the remote interactive
protocol by the connector, thereby making the requested digital service on the service
center remotely accessible to the valid user on the valid client device without modifying
the hardware and software infrastructure of the data center.

[0020] The present invention may be embodied in a network of computer systems
including a set of dedicated servers adapted by a set of software components, all
configured according to the service provisioning system architecture. This architecture
has the ability to connect, generate, manage and deliver a digital service session to a
variety of client devices connected to the network, and enables the “hot swapping” or
“switching” of such sessions between devices by simply authenticating the user through a
smart card or other applicable access control technology. By reason of the unique and
novel aspects of the present invention, user interaction with each service is unaffected by
the type, location or connectivity of the device used.
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configured according to the service provisioning systemarchitecture. This
architecture has the ability to connect, generate, nmanage and deliver a
di gital swowsaeossession to a variety of cli ent devi ces C POTACH®83ED t he
networ k, and enabl es the "hot swapping” or "switching” of such sessions

bet ween devi cefod@x ] SalBhy o h@j}édtgaadvaata be Hé%at{&ysogxgﬁ%g indloh GAfd or

ot her applicable access control "t echnol og y reason e uni que and
novel aspbeomegtadibeagpaané fromi the @muur[gﬁetalbdrdesmp@ba(ancﬂ tre apptidedatdimser vi ce
is unaffected by the type, locationof connectivity of the device used. 6

ot oo BERTSRRO T ARG, 1) o
i .BRI EF DESCRI PTI O THE
SeLa S ool O IERIe Rl P B PSSCRLETLN O TS

exanpl e, wikshde@tto IiftienEeGbrésend hikichtibm oL SiBBtketd, Wﬁpﬁ)bﬁnb§ %ﬁilei"stc;dae et o,
wi || best be understood in conjunction with the acconpanying drawi ngs in

whi ch: [ 0ezBnqtiogwith the aawnﬁ;a@mgahwmgww@phgr am of the service
Dro8LS1Om 19 SRR £ LEE 0 b BESREDE (AR e RTRL SRS, |,
enbodi menirchitedhine o tiesgadent imvertiongn; [0025] FI G 3 is a flowchart of an
aut henti cation_pr ss..in .accordance th an enbodi nent of the esent

i nvention; and[(ﬁégﬁgféﬁi gA -4D; are; exeplaph SicteeBt shpipraic s M@ﬁ’qfﬁg‘ﬁ%’f &ring
control oéccar&hb@{aﬁth%\ea&%duﬁ&t eP@fe@ leehiGvbftiggccor dance with an enbodi ment
of the present invention. DESCRI PTI ON OF’ THE EMBODI MENTS [ 0027] The

present invent [(935] EIGehdi 4 ﬁowmﬂaﬁrm”rme@tmlnqlqmrmew‘s liy acacaddnabveth an

conmuni catl egﬁrﬂhgs_es ﬁnd e .ectroni ¢ conponents. The invention finds
ready appl %dé{ni DIPTSR 28 o mruni cat i ons systems, i ncl udi ng but

not limted to[(026] BNEY.is alflBGAhatl TR (3680 Kds thabflringMohBbESSa st (MLAN) |

wi de area network (WAN), Internet, private and publ’ic conmunications
net wor ks, vaneH1ce 8§)C éngesprdanes with br embedimsnkobihe prasent invemtione gl obal
br oadcast poi nt-to-point, and other networks. [0028] The present invention

provi des bﬁTmSDESmﬁIWBWHF%WﬁIME hi gh- performance access

to a wide vari et Yy of conput ati ona conmuni catl ons, entertal nnent and

other digital f@&’ﬁ ¢fie p@és%lj ﬁﬁéﬁﬁ’(ﬁ'ﬁ ¥ fe%fiﬁ}; ri%%leﬂr?enpe%r EJing %%eseﬁit'lyg avgillable

services") whi
communication apparatuses and electronic components. The invention finds ready

application in virtually all communications systems, including but not limited to intranet,
local area network (LAN), wireless LAN (WLAN), wide area network (WAN), Internet,
private and public communications networks, wireless, satellite, cable network or other
online global broadcast, point-to-point, and other networks.

[0028] The present invention provides the basis for a secure, reliable, rich, high-
performance access to a wide variety of cdmputational, communications, entertainment
and other digital services (collectively referfed to herein as “digital services”) while
providing enhanced security and without requiring a costly conversion to a new
hardware/software infrastructure. The system utilizes low-cost, low-maintenance devices
to deliver digital services over a wide variety of communications networks worldwide.
The inventive service provisioning system architecture is operable to manage multiple
user sessions from a variety of different client devices. The system continuously
maintains each session, thereby permitting the user to readily access his session from

different locations and client devices.



provi di ng enhanced security and without requiring a costly conversion to a
new hardware/software infrastructure. The systemutilizes | ow cost,

| ow mai ntwpanaeedevi ces to deliver digital services over paTWiSd®088az i ety of
conmmruni cati ons networks worl dwi de. The inventive service provisioning

system ar chi t Q00298 I Scodpmadetht 4 sabaURcHUb the pReschiSRF eBR%S k9 FBoH @M a
variety of different client devices. The system continuously nmaintains

each sessiign,l.theslsy Weyisiopingngysisie addtectits | @4 gpmprisesc evs Ohimotgedisnbn
from I T B8hER0006aY1:0 BEnBRAR! dn Mokl do@iof URAINEROCAR Kishelize 08352
a 0 ep

[ 0029] | n accordahce w th an ‘enbodi nen resent 1nvention, as shown
in Fig. 1leach shevviee @mavivsicatiund hesyakesachr shiht datertice ot @0widle gped s&svodne or

nore clie evj ces, 400,. servi.ce centers 300 and network operation centers
(NOO) 2oo&é€h%eklt0edﬁaeoser}§ae RIOEHERNG S¥SIg ABTHHERTEA ! YO RY HdkAfoYikuaky,amy as

the Inter &ﬁﬁm@tﬁio@ti&ﬂsd%rst%hﬁ b b¥ehikanef, WO atdOnetBk g]?AN?],C@iIQI!é%Vh&Wﬂi ng
100 I nmu

system architecture can utilize virtually any ¢ ications system
such as i mchaliieg wirclssal At @XLADwWoRde qreaandtyorti (WIASDs Imierneip piivate o publiicg

Communt oot BRUHSANS e GT SR T bl bpioBt e gl Bl PRE

gl obal brgadeastnd BRI KnalEorthttel vikie an hEheBCEOIE PagentinkBntim, BfPReticodf the
present invention, the service provisioning systemarchitecture 100

i ncl udes BEVIHORIYS tsyRems agbEedigt £e0 upelndasasasurityutaksns Asepcipded voth tepeh
( | - CHH . | |
Wt on cREnGAITRE i bR RS R L RN O IR | S ke

net wor kK usi ng, [6030] &xanptdancd withaumeathodimend bf thelpr¢sent inealtionntherWalN pr®t ocol
(TCP/IP)..Since all processi ?g and (lzo utations are centr erforned at

|1y p
the servi te? PREH SFFOT 3661 {He WARIL HHUSHEHCR CgasﬁloP&ot%0§B§¥m_@fdP40&F8 of
quality Og]j:éle | C '11&%%6&%11‘1?_%&( BothhiBtidhs' £8 9%?&?1&/t1§[egf§>rﬁ9&i a} HBlWvice

delivery at’a between the clfient devices 400 an he service centers
300. For ecter®)800i the Y 4T 1 0oshenklisupparhatesited lexsépf deddy nbservieg (@OSehee an

unaccept abl e or_even noticeabl e delay. .the round-tri el i nposed t he
VAN 110 SREEICBEY BEBTEh AT PO TER R ot B el A5 ont ABTEENAR o1 o
time fromndigey s@ficeden@rs BEo.i rﬂwte&aﬁl?let, € of@RA6dlEeOthat IR GRXtdéds not

graphi cal representation of the result (i.e., round-trip delay) should be

bel ow t heexpsgienee ahieserptablopr pendepesablr, ddlate the podrip delayimapesgd by the
e e
t he wor st ussa%@terinktthé Mpappoehé adnddriigaf tHertottualsargraitaced pepradentutidn of the
per cept | Olr’]e’sulétl (ihei.,grggrrld-g‘}/pecge%gﬁ sﬂoelllﬁ%e\lgﬁeltor\}/ t%e user's threshold of perception, i.e., about
a hundred milliseconds. Preferably, the QOS demands on the WAN 110 as characterized
by round-trip delays are less than 60ms on average and less than 100ms in the worst case.
It is appreciated that from user standpoint and perception, a higher average delay with a
low variance is generally preferred over a lower average delay with a high variance.
[0031] Consistent with current and foreseen architecture of global
communications networks, the bandwidth requirements of WAN 110 are highly
asymmetrical for typical computing applications. The remote processing and rendering
aspect of the inventive service provisioning éystem architecture 100 typically generates
considerably more downstream traffic (i.e., data traffic from the service center 300 to the
client device 400) than upstream traffic (i.e., data traffic from the client device 400 to the
service center 300). In typical application, the bandwidth demand from upstream traffic

is on the order of a few kilobits per second (Kbps) whereas the downstream traffic
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| ow variance is generally preferred over a | ower average delay with a high
variance. [0031] Consistent with current and foreseen architecture of

gl obal cwomanoeati ons networks, the bandw dth requirenentsTafSo¥ess110 are
highly asymetrical for typical conputing applications. The renote
processi rhgeﬁfgés HERERH | NGew ARRBRID Rbpd RE sbviy@NMIbYPS. SESY bednfle0M i @pitdlg
system archi tecture 100 typically generates considerably nore downstream
traffic (bromlcastdarvace apiflicedor, rtbentiafhiic sensidtc Bmadnod brawigagtovidepsaudie datat
device 4 than upstrean fflC {1l uCrys aff | i

Govi oo 4dm e RerVRE e fREARIh ket C@‘ld’é)d.e‘”lc%q‘{@? éng'%:'aldmg%%%‘{a%g]tt‘%%ﬁc?%lf fheLl
bandwi dt hviggsmame the @BRURSdckea Patiicalk ibtoadesst @ chitmebsibdiarab the bewr-thblatbi t s
per second (Kbps) whereas the downstreamitraffic 8 WD 03/10Q642

PCT/ US03/lussbest lersigesambisailen telovignnn (i rlaterk b paiiing sevaiglr Wieamror
exanpl e, i - di gi ervice application, the traffic consists
mai nly of& lrs%zlasglggsotfq’évslsgg%lﬁg%g{?l? ata fromthe service center 300 to the
client device [40%2](Remote dtoives UBeaergt, IGH-RIQNs,atiddo E&Yerap/bgeenrzdhs, grintérs, user
selects a particul gr broacgcast ar channel .sim| a{.é to tl'fhe 31,\{1&5 he-air

br oadcast®$-eCenSsieBoalg isBt 4oY189% 4% C8h Nqase | e MBIy (i &° AMRPITyl e
upst r eam i RRSMbARERIALLf rel BiBEnd M@ bORR: ivhobYIG. [HORelerRandteu es
430, e.g., CD-ROMs, video caneras, scanners, printers, etc., connected to

the cli erttandeidt elomands canWA ridésean he eapht feaniiiied ;M tend Joj b gerstant,

addi tion bandw dt h. requirements on the WAN 110. However, these upstream
bandwi dt W EEWRNE B8R YY" can be easi | y quantified and tend to be
constant, fre@ussitinyacheidagcd Wik ah @RMYEimdnd088le prasenanvendandee isvetian
enbodi nent of the present invention, the inventiv service provisioning
syst em arshiiee PrafEoniag wistan Asehiteryis 1P ‘éttlgﬁﬂalpg‘%nﬂﬁ%i%ﬂ OfPORIESHo! 0gy

to transnj | Vi ; j b G oup
oL QSRR NS00 E00 OBet - APVRBPEIME SRR
from mul OMPEG), MBHdnd ehefikenyAaqpdinght banividtinddneande foinrtbel WANe110 from
avail ability of  enhance WAN per f or mance, o hi gher. . WAN

guar ant eetpuﬁ’é@ﬁdﬂae éel‘?ﬂt‘:lémé[o@@%&m%’lsic@ﬂt € ﬁ%é}%éesilh%@g?fﬁaé’ﬂftg (I’tf)%’ran?@rmr y
and data W?eﬁﬂﬂnérﬁg,uéég Efber WHN €YOIRLSanteBemaPREnRY I tARESst RANgwhd!t h

requi rements for various nultinedia applications on the WAN 110 i ncl ude:
160 Mops davices 00 nprecsslowenmanuyy Natli buffesingyieqirisemSitander dgampismihia t ee
(NTSC) video and, audi.o, to .7 Mops.far _.conpress I i 384
Kbps to 13995?38111?'&?% -l%fﬁeﬂeﬂlfl{/en\lﬁn egoru"safrlﬁlés e Hpgcﬁéésg %{Bécgag@ﬁ% é}e{cﬁé%g?&\l
(codec), 1P include: 160 Mbps for uncompressed analog National Television Standards

Committee (NTSC) video and audio, 2 to 7 Mbps for compressed DVD-quality video,
384 Kbps to 1 Mbps for VCR-quality video using the latest coder/decoder (codec), 1.5
Mbps for raw (e.g., pulse width modulation (PWM) encoded) CD-quality audio and 128
Kbps for MP3-compressed music. In cohtrast,_‘ the bandwidth requirement can be as little
as 8 Kbps for simple telephony grade compressed audio.

[0034] In accordance with an embodiment of the present invention, the inventive
service provisioning system architecture 100 can use various public and/or proprietary
remote interactive protocols to ensure user authentication and privacy, preferably through
end-to-end encryption. For example, the present system can utilize protocols such as
remote desktop protocol (RDP), independent computing architecture (ICA®), hypertext
transfer protocol (HTTP), stateless low-level interface machine (SLIM), appliance link
protocol (ALP), etc., as the remote interactive protocol as long as the protocol provides

user authentication and enables the user-to securely connect and disconnect to/from the
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Mops for raw (e.g., pulse wdth nodul ation (PWW) encoded) CD-quality audio
and 128 Kbps for MP3-conpressed nusic. In contrast, the bandw dth

requi renewpD osaoehe as |little as 8 Kbps for sinple tel eph@ay/pozokss2
conpressed audi o. [0034] In accordance with an enbodi nent of the present

i nvent i oNgesdib® 1 WWENtIT0EpreR@ABIY GO & vathdl hrEMe REAMKIE TVPET tseFvecel @D can
use various public and/or proprietary renote interactive protocols to
ensur e us@gr%ﬁemﬁﬂﬁl%fﬁﬁlaﬁﬁ tapi@visieiakugly levplrasmeegskerfpraangs.  end-t o- end
encrypti on. S as
renot e deskt op %}1?‘“ bé%%)ap 8%5;@& a@é(?atb ﬂl%ﬁptkg Sélk]gcr%cﬁén?etégt% g&r)e E'%llu%i(r))
hyper t ext acctaﬂ’sécﬂlbif dlic fead mg th(el'dT?Eﬁ)devﬁzbatlm e’fEe bl Idemed:s 400 @nfb@deoambhi ne

(SLIM, appliance |ink ot oco LP), etc., as the renote interacti
prot ocol Hs CPPREIBsOHIRES, pféwe%%olnot o@iralége& L6t AR RrTaRA ¥ TERATSTHAbI es

t he user, I. n Qnne 42
per/ Usos) SBTRRRLS gg%%ﬁ@%hﬁﬁg?gggr ab %Y:% nﬁc{f@é&ﬁlgg 5?’?%?%{?1&%46%@[26&

net wor k ( MPN\pf ﬁxerpmmt tiovent ey Icegamla(cmlaeltsr@nplpmngmjvarmtpmtﬁ\dlf(ﬂﬂela diegh

| evel of network .performance, [003 er Vi ce avai |

rom t o S8id e BERrahERIEE aLanet obdebfel ot Rl il AT cnt
devi ces 48QtalBR/i6ds! 2112816 VoGP En AP p6ddH wﬁsér@@ak&@terslmoc OIHesd @it aéfitees,
hones, hotels, airplanes, cars, other in-transit or franchised comrerci aI
spaces andnnlpmentatiens Gﬁhéamgw@wmWr@\é&rw@énq@msnl%ﬁl@h iSHefL a3/ platelosy deNieect ur e
100 of th rese t S r

di fferent &8'Ip| ht p%’dewcgeg) #I%?g%ﬂﬂ gzr)lg1 %)n gé ?7’3%:&2%0&%%#9 f rgiglrﬂgﬁ%%t Ppe of

client dewhgRtod Sofaeessinsialied o gistaadard ®Oi.eca sawahl ddvie) to emmlamh digaport ed
by service centers 300. These cljent devic

f
a_ har dwar &evion 40{si Jbe chenk foynces AA0ncangrange; ?rﬁfne?l emgg{te ‘fté‘%ea%%(s‘]fl s gqr’]ﬁ% e, r om
video di SQJ(@/ P%gl?e{gkrﬁ%lv ces td @eﬁﬁgﬁdﬁarﬁl ﬁl@@%é/ﬁ:% H%a't O JMARTaLibTE (o fR-Bad

enul ati on e|S|nsta on a standar e., a statefiil device)
t o enul at woskstitibenin badle Viucéodddy afithpertdrinante. dAmomésgkyoahmldewaersgk@Ofm@yn

swrple"wal rn -I| e'! er spnal ‘ud'Q | a ck devi.ces.to

fiill-fi nE’Pr“gﬁabL}ngrlel ]&‘ét\‘?g tQSPltoﬁ%ﬁ g %Bﬁ%ﬁ@t S §%$“%1n85513tams

wor kst ati gI9Ad é)nléf%& cthBﬁfek@ nRkltby o n@mrﬁrmsno\mrelé@scmﬂmelgl BCs,Cdrh gt

devi ces 4 include buf are not limted to kiosks, "dtunb" termnals
per sonal tﬁk@ilmms @ﬁ@mbméﬂ@?@l\éyew pagpthsgikeonput ers, desktop PCs, network
PCs, wreless I S t

sets,' and the[qw’gjg‘ﬁ1 ﬁfﬁ ¢ %éca(r:loe?n é)ﬁ%g&]\r/%\n ea& %se%lg&ag %&? Cﬁ?ﬁ;lgt eglcg%/esent

i nvent i on4o® ki BdmPAW C&Sous4dPuttainpt grEphaal y@ﬁpmua elppudismagsplibypardspher al

equi pnent, e.g., displays, keyboards,
autp speakegrs m1cropF1)1011gs smart%ard readers, etc., each connected to WAN 110. Preferably,

client device 400 implements a remote interactive protocol (or a subset of a remote
interactive protocol, i.e., ‘light” or “mini” version of the protocol) to communicate with
the NOC(s) 200 and service center(s) 300 on the WAN 110. Client devices 400 can each
comprise a combination of the defined peripheral devices, such as one or more display
devices (e.g., full-color, black/white, LCD, direct-mapped, frame-buffer device, etc.),
input devices (e.g., mouse, keyboard, touch-screen, scanner, card reader, buttons, etc.),
audio devices (e.g., speaker, microphdﬁe, etc.), video devices (e.g., camera, codec,
clip/overlay region, etc.), and storage devicési (e.g., universal serial bus (USB) devices
such as printers, CDROMs, DVDs, hard disks, etc.). The specific instances and/or the
number of each class of peripheral devices associated with a particular client device 400
are enumerated at power up and reported to the NOC(s) 200 as part of the device
authentication and connection setup proceés. In this manner, the service centers 300 can
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speakers, m crophones, smart card readers, etc., each connected to WAN 110.
Preferably, client device 400 inplenents a renote interactive protocol (or
a subset wbDoa/1osapte interactive protocol, i.e., "|ight" pom/USod/o8352 ver si on
of the protocol) to communicate with.- the NOC(s) 200 and service center(s)

300 on’ t he, WANeA 1R pulBdifidt (148 int@mcdOR s@boRaGH capMIRfiESEf & sHATRE t@khoN Of

t he defi ned peripheral devices, such as 6ne or nore display "devices (e.g.,
ful | - col otevidel 40k¢antfigueationGbat @i quarshtlyrbpivadised rtaseppart fermhey of elifferent ) |

buttons, @b 91 el i BPia oK Bgbhe. LR RSO LR oo TRBRRT bl bRACC

devi ces (f. USB @8¥eéd, alLOPRE” evehisp(i@y eddnayct/@@oniect &vents) afddighbietd age
devices (e.g., universal serial bus (USB). devices such as printers,

CDROVS,  DVPB{edHariOf 9190 v theyrempisanigetv ¢ PEOLPG fo Hi SPRIRBTIAE 26N Cfunber
of each ol ags. o ﬁ%rgem%re 24115%&2'366% @&%&%ﬁfbta?edw}r’é% teﬂge aieql%wig%gdso). Cg%cgp; .

devi ce 40 are enunera ower up and repo to the

part of tdedoflewiageéncladd, Heméxaoailé, orananittigapeciad rendetige ponmaess. toldiehhi s
manner, the service centers 30(f can 10 WO 03/&0064 .PCT/ USQ3/ 883.52 adapt
their i npARI6UHPut The Fepaling tralsprecetsatisigigbic diviee CysnrisPeires Wih the

speci fic gliR0 budSite §eAPR L0 dx@Butk RAt e Serfite’ @hfely3dReidindtssd to
support a nunber of different types of client devices 400. For exanple, in
t he case dienbdsdcemidc edcpedinohwitalag embodimens oS8R mesentimgentipn, thepliggt
events (i,e., nnect/ di scom ect event.s) are §i |l e r.. reported to

Moo sy ool ies AR SRR S ORaRls Br RkRs fliSest' 2Rt Rlletid sRERRL S o
can be t@kemafle B §@%Ndo¢)ewﬁﬁi@ta@1rdp‘p}op3ﬁ£b e tO MTALLA SrowicbhaikdBasskd ent
devi ces 400. Such actions may include, for exanple, transmtting

appr opr i athe netivelepinpynds hawveds thoatgached periphersl cad Apurespemeing WAWPS KE0FS al so

necessary, hecause devi ce A Y8 S oGHiah Sdavhid %&Edin%%&géﬁgﬁ fsaRased

. ?|> .6...the on Id:(l:.
peri phera S’resg| aée an exec e on e service ce ers not on

client deddvies4@®0 .InlRcadended@ith emnverhbodimertnbb dienpretend fintdndopr ths ewmote
invention, the client device 400 encapsul ates fgﬁev\ér}fgg?s t he native.

prot ocol BTRHEE RIOMCRE @VHRINSpPePRETAIES Y PR 9P ( i© ing afigy PRl )

W thin antg%%%oe%%t& 8ERLE 1 BESIAChid BoRiRhRER! wARAhDRESRS pobRidMMd Ve
commands between the dttached peripheral and correspondi ng service center

300, i. e.systehe aochétectrs 490! y Tha atuanpolicatdedming the aperapewwif dhagttiehed ce to

the client . device 400. |n.accordance with an. enbodi t of the esent

i nvent i onl_?er’cﬂ_%gmlll éjer‘?‘fﬂcg 15 $5 &a ineﬁ?O&WB%Fergvgrqeggﬁgr%dr&o S cb?lﬁ? op"
of the exicghdRblORM ¥ chiitef FTPAetérthindsHRWeRYnRARDIEHhANY, et eedd OwiBRRect
and communicate with the service provisioning systemarchitecture 100. The

act ual pottiachedippriphaerglstand boieriattesnendftot ysioas tayeAEgsuch as hot plug/unplug,
device-specific exceptions, etc. k
[0037] In accordance with an embodiment of the present invention, a proxy
device 410 can be utilized to enable a n011—coﬁplimt client device 420 to connect to the
WAN 110 and communicate with the service centers 300 and the NOC 200. Non-
compliant client devices 420 may represent devices that do not currently itself support the
remote interactive protocol of the service provisioning system architecture 100. To
provide appropriate interface, the proxy device 410 appears to the WAN 110 as a client
device 400 and acts as a protocol converter:or “tunnel device” for the non-compliant
client device 420. For example, instead of installing the emulating software on a “dumb”
terminal, the “dumb” terminal can be connected to a proxy device 410 which is connected
to the WAN 110, thereby enabling the “dumb” terminal to communicate with the NOCs
200 and the service centers 300 via the pfoxy device 410 and WAN 110.
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peri pheral device is set by the corresponding service center 300. For
exanpl e, the responsible service center 300 determ nes how to interact
with, i.ewpo3ubmi2to do" with the attached peripheral s amdThdes/08352 espond
to various events such as hot plug/unplug, device-specific exceptions,

etc. [00371 I njoaggpréianampld, it Roxeadhach Mdane dsbetd ottt dolvRRiplan: 2
proxy device 410 can be utilized to enable a non-conpliant client device

420 to cohinedient tp theeVANANL O ipcenvartingrihe Hile alientisinative heotessl (4 dearndeg 8y s 300
and t he 200, Nan- li,ant cli . devices 420 represent devices
Phot e DY e iR aR, ShbaindRY £68 8N DRRISRNL SSkHC S

the ser vigehipicartsipoiitng viws tiemoardhipliant thireclidis ji& anpthevdlidat appcopI0 at e
interface, the Eroxy device 410 appe%fs to the WAN 110 as a client device
400 and aongegsd fo BieoWadIl18onWisteasy rompthethipn¢liont’ s @ging 8F Vicgh 1t Wesimply

non- conpl i i ' -EXAEP [ Lastabld he
enul at i ngdogl%%%t\?\glrt%%g%mgﬁy% g}ﬁn%%ﬁgr%te%%{erliai T fgre" (51 lrl]és n%‘%éggg)fﬁ‘?\hg?ﬁ@gnéyg%ﬁ
connect edartintetyre dX9 cdeoorecd a0 whinsiunicstecwitin esistdg networlhedewdl drifstetrher eby

enabling the "dunb” terminal {0 co jcate with the 5 .200 and th
service d@ﬁﬁép§“§66y6@§H?ﬂénﬁ¥ﬁ%&ﬂggggh%%@7 aﬁ%ﬁ“&@&ﬁ@%%ﬁe éﬁ%@?@@%ﬁ 642
PCT/ USO3/ 9833 %sting AR3Rbrkl Akvie¥ Ry &em! hgcwr@%m aNd eRisthdd ne@drbeddisadot 0
connect a non-conplaint thin client to the N 110 by converting the thin

client's syatenve fpnatons.oppergions sndnafrerguchire hake neineliaagedathait algtdapebifties ocol .

TR N QORI R

view, the in"crient’is Ju ano evi

connect edartBitdchge WOD. 180 coMhigtigasn tier @Mitd gravivionisg is@im Srddeured00,i£w, it
is simply connected to a standard thin client server:. Therefore, the
servi ce pRODIISHONI #Yy O5SENIAEHPN A7 o flbvidia cRpone Previan dc WorRdYVide st at e

W th existi e rk, .devi em: .t r 1QF 1 QLoml s
ot 1wt FoB% B HE Y0 LbARIRE S LMot R el Ly sP AR o

exi sti ng awhponksing estuciey or insgssing in névw hardangboffwarh énfenstradtireg sumdt asareky
device or ,s¥sten1s fun%iioaﬁ, operations and infrastructure have not
changed, BIRTSEYeLSiEH IHEYYS: have been enhanced and extended by

connecting to Ed@)@9}3ﬁ{ “biG e ePhRVsRInAY BektSY Sir8tecf& Nidhe el FRat0QomBiting
connecting to the service provisioning systemarchitecture 100, a

cor por at i ®suraes andghaidatatassnviated with ithedievvicksaksidam eweyyias\detiersa3Worktds wi de

oL RS R R A SRR P L SRR 0t

i nfrast r ugtdlbe mé¥ CdonasctBleVor €dninestionS &rviee BYEN&TB10,i sremabtdal dteCset up
specifically to support a given service, such as video conference, Internet protocol (IP)
telephony, voice messaging, cable television, digital music, digital movie, e-commerce,
etc. The service provisioning system architecture 100 enables the service provider to
offer its services by establishing a service center 300 which connects its system to the
WAN 110 via a connector 310. The connector or connection service module 310
encapsulates or wraps the existing native protocol of the corresponding service center 300
within an appropriate remote interactive protocol. This enables the service center 300 to
transmit its native commands to client devices 400. Also, connector or connection
service module 310 of the service center 300 unwraps or disassembles the remote
interactive protocol messages or packets containing the native commands of the client
devices 400 destined for service center 300. In accordance with an embodiment of the

present invention, all services offered by the service centers 300 are delivered to the client
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[0039] In service provisioning systemarchitecture 100, the "real "

conputing resources and the data associated with the services reside in
the serviweocamicez s 300. It is appreciated that a servi cecrarso®s3300 can
be a | egacy enterprise data center outfitted with one or nore connectors

Or conNneciekRRs A6 Ut 4B AR RSO3 404 uRHerdhS RRGEAouS i doRtrSIELE, YRe NEPEE) Dol |y
to support a given service, such as video conference, Internet protocol

(1P) teldsptrdreg hepwsiadowessagi ng, cable television, digital nusic, digital
oVl €, €- Congg[b\ﬁlcl?%] elngfagd il'%'-lglge f\gindy |GE b i'mselg e {%es}yrége%w i?g%r{%fio 1e.Cste1L{fricee 100

[0
enabl es the oV off er 'Its services by es hi'ng "a

servi ce GReVieIonH0sysltt hrcBiRstnas 11901 ensblsy & tseRtideOprblider 0ANNYED avdata denter
connector, 310. The connector or connection service nmpdul e 310 . encapsul at es
or wraps iieecksitahlishgd pEYice Sepieh S8R aYith RO (of o1k iHBIEH cBARESS do ity edsEght er
300 withj § i at: i (Y . I i he
servi ce (iRt SRRLORIARELIATRRE,. FOSAERILE BHRLARR con (AMCEIFRER 100
Al so, corittdegay enterpidsenafhitonturs ery b servivedahter 3AMaraif conhectsky sarciee cerieer 300

unwr aps or. di es the renote interactive protocol nessages or
packers CORE ARG EhE e BomIaRo B (GBI PER & Sau FID BT | ned
for serviLgoRRAl & aBP thé ReRREOHaMMe Whiilk dpa&RECHRBlinBhstiudfire. I BIRENT
invention, all services offered by the service centers 300 are delivered to

t he cli enemolint@r@Blelg0B40l HATE II8GBIe088BiRIongdwsysEE 40bitecture HOOdIneeated on
of , and upder .t he.cont.i nuous control of, the s) . 200, .. descrihb
ot e el B orbaGHE v QUL RaLoRbE fan) et BRisR TN € BRvide R e Ehore

i nvent i OMcc&RIMYiEhoriZE@ ¢nployBed) JF Sy BhBAbAEE Rertves] toheotd Qbcesh abbgslicatissy Vi ce
provider to convert a data center into or_establish a service center 300
with no oranobg prewifedry fengebosting'tihe cappieatings Haramee? aRecidbf Yifek
Infrastr uI?&IHéb%‘ffeE'O&ri ém{eeseﬁr'g 1R YUAlek QrF 2R, %?Mi%§%%aﬁiﬂa&%®-ba§é§

| egacy enterprise rnftrastructure into a service center and connect the
servi ce centegd, reidofe dcoesdANadlidatiods @andemprecided by tfallingphe widlewst tsrmeinpl oyees

a secure renote access ta ortion all o servi ces avail abl.e on
its | egacyrERERGRNSE] Hrpeditse rseB%EPherotQC@Loiéé])%? A dheséripeBof Bved of
the servigg i Quesd RNhdicsYcHs aMAALAN BBtdFRr ARNRPAE AbRSce cfert AW, B the
native protocol of the |egacy enterprise systemto provide a secure renote

access t ceithet hawei thedseeripd oyibe00Hps ouaiox Nsas ednsstive seyice anptudesatidedet t o
O ng. o8 peteatearie BANERY BB brErish Pkl o, B By AT
sof t war e. 1 fodn Me s fde. WinAQWSEY) tHeasatectGair \tohtectibe PR cateRES 31 ®can
appl i cat il?enczson%ggt'eg (t:)o hreO\ka?\Ie?l Obxyia%nf?rg\lviaﬂ %extfigee (1’\1Igt r;ggv\é\g). t’Iehrengoggclaction service
module or connector 310 maintains a secure connection to one or more NOCs 200, and
awaits instructions to securely connect one of its offered services to a client device 400
specified by one of the NOCs 200. Accordingly, everything that was previously available
directly from the data center (e.g., user applications, e-mail clients, voice processing,
internet connections, etc.) is now remotely accessible by a remote user, preferably using a
smart card (described hereinbelow) from anywhere, yet, the data never exits the perimeter
of the service center 300. Hence, there is no need for a laptop or proprietary personal
digital assistants (PDAs), while traveling, although they can still be used. With the
service provisioning system architecture 100, businesses and corporations no longer need
to purchase and maintain desktop or laptops, provide technical and software support at the
individual client device location, thereby saving substantial cost, time and overhead while

providing an unprecedented level of security and performance.
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server function and using Mcrosoft's RDP protocol. Both of these nethods
provide renote access to applications that run on the servers within the
service cwptoeno@@d. In either case, the service center 2@QTh&®83/08362 Or nore
connection service nodules 310 that are connected to the LAN 320 (or the

enterprise's I[0bofNRL dccOHAapitewshds anbbdidichher WBNredehl iRntiBE nhedtion de.
Al ternatively, the connector or connection service nodul e 310 can be

connect edevice hedwini1 @ comprises softiveragad hagtiware €OPRIENEH SHigH) as TREEOEAMMACt | on
|
more ReoaTRdb e SRR saRPICRAINE TS BuSShllS SANBERH SRk O0R,

of fered SFAW ¢e3 Fer éaglplgniic dgithlocerd@lcansppebdnit ednblytemrt& seifvetshemh@& 200.
Accordingly, everything that was previously available ot&t he
dat a centSggcifig. C@’eratlﬁgeﬁy“é’@p(l Co al iRV s®s MaFiptogh Ve digux voﬁé’é" 8 nyg,

I nt ernet e?@g o é{aﬂ h)SvisiGh ‘Brc)adb%té‘?"télﬁfﬂéh?l ﬁd ﬂﬁclﬁés'@élﬁegﬂorﬁséiﬁ@@%d‘dﬁeer

preferably snmart car erei nbel ow) from anywhere, yet,
t he dat a ¥@vaet aexlnd bcahﬂepmt@nﬁmdpr enth tendcg anteipres the misplayZEond Hedawser t her e

is no need for a | aptop . or propri.etar rsonal |taI SLS| ants PDAs
whi l'e {1 @pag. sci Phohigh Sy e QoG SoTtuad W i Ao P ol )

Provi si onh g, 5iys HRsTH &l GhinkRC (OHcR alQBsioR WS EMBIERS mde@pﬁ REERtdeO1tS and d onger
need to purchase and nai ntain desktop or | aptops, g@gw de techni cal and

sof t war e sup@oedntet340peonenti sefvisk TeddudnB 1 Qusasdbe Faeridowise 40Adp aBsEisavi ng

of socur 0 Gy bmanes I P b 5B B AR LB RAR A, o

accor danGgandhfitbzat, arsaad iR tofhet aBsdpibes @ trequasted idigital smme@omﬂcmr vi ce
nodul e 310 conprises software and hardware conponents, ch as set of one
or nore Semﬁ%@l@ﬂmerﬁil‘)l%éﬁlw&ﬁl@55%%1F‘§611%V§@P\Péld§P§il’HH{aﬁ%l ConKeer seud

digital sgfvyg ctia&e? LG Mé\guaﬂQewﬁerana | fos e}?lé teflic@isb@liors A 68 G

represent conputers or ers runni ng speC| C operating system(i.e.,
W ndows ( odevidebadont Safditl3 1|5|anw<aw1ianm - inSuitae) xsaiwtnngenuur)ml whigitdahce
t el evi si on br o?dcast s,.IPte on servi,ce nodul e

310 act A PREIQTEYRG Oflyed ST ee né’génf gﬂ”éé%ht g égﬁﬂe@ey fgeﬂfl - BPRgEs; figvice

di spl ay/ S&lﬂﬂgctﬁﬂg BERREen Eﬁﬂ]@ﬁ'@hsssf sbi9ice8aahniferod aR aiders 03B0EHithith€he
command set to and fromthe renbte interactive protocol format. Once a

sessi on |iwrast aﬁbmrs%)@dind@tevsé@nt devideis dAP reipgstoe suplisavicger vi ce center 300,
connect i on Sermgﬁp dgﬂs&%l%p‘érsa?%n{ hg & t 1@6%&%8'1&3}@%@ rtSCafH 13 4 thea”d

di splay the hu avsubscri be dest ed dig

service %@vwésr sl ﬂ)yb@ﬁbﬁs ssﬁifﬁmo@nﬂefsmﬂ(scmme&tb@ t® ﬂt@SWAIbQGOOrTHeeNGESt ed
digital service. Connection service nodule 310 or seryvers 315 c IIec& t he
vi deo or #G% BP@?H‘FWﬁQjealt |cognect1}9pxr§gg§sts gqﬁﬂy@d from the client devices 4

securely transfers the connection to the appropriate service center 300 to deliver the
requested services to the client devices 400. Accordingly, the service provisioning
system architecture can support multiple NOCS 200 to support a large number of client
devices. In accordance with an embodiment of the present invention, the number of
NOCs 200 is not only vertically scalable, but the functions within a single NOC are also
horizontally scalable (number of hardware/software components within the NOC 200 can
be increased to expand the NOC’s capabilit‘ies*)'.'

[0001] In accordance with an embodiment of the present invention, the NOC 200
comprises one or more authentication service modules 210, a Meta-Desktop™ service
module 220, a user database 230 and a client database 240. The authentication service
module 210 responds to authentication requests from the client devices 400 and executes

the authentication process of the remote interactive protocol to setup and maintain valid
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and 1/ O data sets of a digital service and generates a statel ess session
with the client device 400. Servers 315 are "appliance-like" in nature,
requi ri ngwoioaiiomh2 nai nt enance and performing only a singlPeTfusabsssn. That
is, the servers 315 only nanage device connections between applications or

Servi ces AptifdedRokitREE! Wefecd e Vblidit Metides 49€r atidC eneC BID@I20800 Taed t he
client devices 400 requesting such service. [00421 The network ]&ﬂratl ons

center (Nothenfemionserviee Hatwaayo seres gndgraipgms vapd ghientdegioes vser 1 apdr i ous
service fj\Qg thentg cat es

al | conng[g@% géggéggéﬁﬁggg(%&%ﬂlvgg #sr omt Séé?? gl-r{t?ﬂ evic gQ%B%% ﬁ@ ségecgur ely
transfer Schtehted@ﬁmnmctdaﬁ e tagsocintedapith apeitatipr NOWR0@ adntmativgPledch cedti ver

t he requested services to the client dey Accor t.he service
provi si orfleipe 490 $em e aFsoRtatedvith & P@&?f‘r%ﬁlﬁjpfg?(?o ?ﬁ.ﬂo PHP gﬁlﬁi@éégot‘% “&pport
a |large r}ﬁg‘g)ml O% N‘d)cemo 1sdﬁl‘{alv%ﬁ§ole| nr@fﬁﬁlgn@lﬁm@ Btgttl aRrLmAdisHReY Af the

present in t he nunber of i's not onIy vertical ly scal abl e,
but the famtichtioatmnvprbesss im asaorn@rlnee NOD ax embpdimenhof thedresent W%mratiﬁbe

(nunber of. har dwar oft nts wi.t hi.n th

i ncr eased et Q?(‘ﬁ%{?tgé@ ! "ft}nﬁ’é ?lat"ihg%t ca 1?%6 y%\%reézcg g?\@gsef%\%etd
enbodi menyoef Jobe(rt, e%%xldé\ﬁ@cntwwmshe iNOGVARGds.dametd.)s@s Broadeist rmre

aut henti cation service nodules 210, a Mt a- Deskt opTM servi ce nodule 220, a

user dat aﬁaléls@lhg@@nan@du%t%olil i WX Asie TEABCCITHE Al PHEREEE 21 bR SERHce
modul e 2d]§9?e§(?ﬁl 1 slen ﬁO(ﬁ‘)Utlt‘]t%F’;rltb(i?t {he %hérg[ O?E’e%of) R th@%u%hb T{@§1 aSRUfRS 400

and exec entication roce: r enot I nteracti ve pr ot ocol
to setup wit tiRhRIgAEM NACiI200 t&xlbnkﬁ@pﬂﬂ'lelﬁﬂ@ﬂlﬂcaﬁ?ﬁﬁl ﬂd@ﬁlé&t B%Bétrammﬂtmgt ercat ed

connecti ons between the client devi ce 400 angg?ﬂ é\IOC ? The
aut hent i dﬁpﬁ‘éﬁﬁs@@rlﬁ phepgguiion r9qeesk oo 1%%“%8 ?91 steaf9%: ¢l i ent
devi ces, user eQ:h Nael iozogg%g%etﬁ uﬁm rprﬁfat%%sj b Dt USOC sdRvakase

230 and the cl en at abase devi ¢e 400 can be associ at ed
Wi th a paldyi ahé arut@Gc2R0. seﬁtt/tcermadmlvelw deawpts cthe emtthendiegtiane rﬁl)@sféaqfr be

associated with a and econd

primary NEesssgRs 1 é)t'ﬁﬁggﬁ%l tgoc Eemﬁ?rvtcﬁ@%ﬂ@\w PGP gbéo Nggetaﬁ‘g‘regp?ag ° IS Wl rat ed
an aut h%t)aﬁ@tmmre&%ﬁee%? HrHadRE4S bl ANEE Pt trBspdAsee f 8 artiiitar theﬁmev@creesent
invention. The client device 400 can either transmt its authentication

request d4009b1/ lepenypting thearespapse disingidie Pobliq ke that ygpasseeiatedevith that client
WWW. Xds. C X d 0 S a ests
4(¥6NW ]b ql%er Sn 151 559:112: (ﬁevl?(!e j?(ﬂ)cgl yﬂ ElﬂZO. @}é}gﬁb a’f@l&l\tléc%ﬂg%tg\%:]n

on the WA € receive processe e 'assigne
step 1oooserﬂbefpect\aé3bmngtslyeteml aremtteodmm(t)e eiifloyrs eanmbieicppudilicckdyeyxchssgrci at ed

wherein the authentication service module 210 has the public key associated with a user

or the client device 400 and the client devi,c;e:.'400 has the public key associated with the
authentication service module 210. T}tat : is, the client device 400 encrypts its
authentication requests using the public key that is associated with the assigned NOC 200
and decrypts the response or messages received from the assigned NOC 200 using its or
user’s private key. This symmetric authentication procedure ensures that valid NOC 200
is in communication with a valid client device 400.

[0045] Once the authentication request and response have been successfully
exchanged between the requesting client device 400 and the authentication service
module 210, the requesting client device 400 and the authentication service module 210
share a unique value (preferably, a value that is difficult to determine or guess) that can
be used as a session key or initial session key in step 1030. In accordance with an

embodiment of the present invention, each-client device 400 includes a smart card reader
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wi th the assigned NOC 200 to encrypt the authentication request before
transmtting or broadcasting its authentication request to the assigned
NOC 200 iwoaBameiN00. [0044] Each NOC 200 is assigned a umCqusopos3sat e key.
Using the NOC s private key, the authentication service nodule 210

decrypts wbe. @déhenhiteaid OnquictyiRElBesOf usclBSS AORS UsQGaFoBRAHbS Qi) Reusdi ent
devices 400 in step 1010._ The authentication service nodule 210 transmts

or broadcaRt 8seas Pelaiekse N Qe's puhkekesoand thadike.c dy vser inseen hisgaariceard 460 by
encryptin ' : I t:hat . ] SOG] it t hat
ol et o @l GR0RES U3 Bl el Bivics KDl & BSRR LRt L e

Pr ef er abl ylgvith1400 andeaNQE 2068.eThe cmap condi geinemates gnayidicativaionheduret bused R0

enpl oys s tric _public key exch e . wherein the authentication service
modul & 2180hGe D %‘EB’Iei Qg ége‘&g% 200 204 EGhPTs 5 AUBFTNCAHOR RRANEF SHRE devi ce
400 and t hergd heslic HaYhee 16QPpRase thgombl LateReh,

aut henti cat _ilon_psercv??é_ modul 2p210§ él‘sﬁgl%éibésl,lgféﬁgg%sﬁ%%?égﬁgééﬂiggd;%g?ypt S
its aut hesingdtst storedrpoas key. usineg thheuthaitidatiok egquebiasnd sespesediaat detemi t h
t he assi gned 200. and. decr s_the response..or. nessages recej.ved from
the assi gnGdeReREBiFhaER, 1R BB ta{ihd ERRRG S SolRaT Boafimitiey

aut hent i cahdron spERGEREY 6r R seSidnNaly ty @bthli N se28i6n with édth GABIUMHEalsk oNn
with a valid client device 400. [0045] Once the authentication request and

response Rhthe Prshcadeasles yINQC 28Q endadan dsedwabh clitie desisaddpilhg, ellowent
v el _ Do ot d o oy 10, .t .
et ent devr@eishpBeit MRS Beroichoint SSr R Bastley' OTalAERE B¥h que

val ue ( pr ether abésyabligh vaksseont hat is difficult to determ ne or guess) that
can be used as_a session key or initial session key in step 1030. In

accor dance wit Eo%ﬁ Qe6d8% AeHtondrey: 47 tg? éé‘@ﬁ{m‘?aﬁ% it reqigeting eieng APO
devi ce 40¢,4 p&du J Qe YN - JiEl gg};{; 2
430. Eac h%géngr tn %g%éﬂgﬁ’%gelayﬁl é‘%fﬁ iél?;%éergwgqﬁés{gé?}lggzﬁgq%? Si)érges u{s r daie

i nf or mat i chentdchssasiatedewith L, rageesting chientvdavicek490 toNDE' Nlepebésktopkssyviand t he

i ke. A user, |n ts hi r, iLn the smart, c reader 430 of the
ol tent el Z) i5s ki dns UebarSipaited M CHE A 1R8G £4%460 and
a NOC 200 coretisidiith tefcduSeing lcabasiede 00 ReDdissiayd HBudi@anesvidanreigp the
client 1D of the client device 400 and encrypts its authentication request

usi ng it s ondheieawespnpidpeick 890 BrdeiE®Pypt s t he response or messages recei ved
fromthe NOC 2 ' ' t pLi.vadk e - [ |.on
request and re @6‘ r?i 3{1 kr%lggéerh écgn‘g{tggdg céeﬂéﬁslog%lﬁflé %&%ﬁ?]aﬁgséeg???ﬁ%hg&ﬁan@? Clgitg{rad and
t he aut heileslcap irnodider220cenmritet @n2 10 mow MetaDeskaors easesnisey The Meiat i al

session key to establish a_sessigon with each other. The use
%Xasktop serv?ce mm?ule 25(? searc%es me client cfatabase 840 for a client profile based on

the client ID supplied by a remote user’s smart card and reads or retrieves the client

profile to determine the client device type, the location of the client device (e.g.,
geographic location and/or network location such as IP address), the attached peripheral
devices and the like. Based on the client profile information, the Meta-Desktop module
220 generates a Meta-desktop session using an appropriate Meta-desktop server 225 (e.g.,
one having spare capacity) and establishes a secure device connection with the requesting
client device 400 to display the clientis:péciﬁc customized Meta-Desktop on the
requesting client device 400. As a security measure, the Meta-Desktop service module
220 preferably initiates the device connection to the client device 400 to ensure that the
Meta-Desktop service module 220 is in communication with a valid and authenticated

client device 400.
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of the smart card enables a NOC 200 and a thin or "dunb" client device 400
(i.e., alow cost client device |acking encryption and decryption

capabi | i twegp/10@4aut henti cate each other to establish a P€ETAiSOR083FD046]
Once the session key and the authentication of the requesting client 400
has been est ab[aoabp%eu\mamasia@?tlé & adp-RRSRIHES imRHtdLh LR RES s fuath or
provides the client ID associated with the requesting client device 400 to
t he Met a- tb@su@@bpﬁtg@ spaselic ﬁ@&ll@b@omtmn 32 epom@‘mng Thﬁacm alemeg I&OthOS@r vi ce
nodul e 220 e i-sh on ent

devi ce 4083%1?& mfﬁ g’?/lgga?@u%gt%?ﬁlge Bf)élsg({abs mc?ﬁ t e r e l%alaew ce

400 in st epedi®Ihe 151%@511?]11\16[1‘[161@ Gfcd Ancctat DEskedp e Mﬁsﬂ%éen&haﬂlbﬂlsprﬁs@ nt
i nvention, the Met a- Desktop nodul e 220 conpri ses_one or nore Meta- Desktop

servers 2ostheier Rathe Cltﬁ‘@é ré?‘dﬁe 480.\the Metpsissigiop péfesoan eprartuniy te preyide
dat abase gcﬁ% ES(?I n%a%qj i 6 1d91r§0fa'nheoﬁl%§ e&rﬁ'@e 1$1Qt%dchhﬁ'ﬁ n§ Da1§l('%p\k/ tﬁdugéf a

renot e user rt- éar reads or retrieves the c le to
determ necusl:t&mzhlblerfeatdxev|aseh¢vy1pm, Figh2Al dhatVletn- Dﬁsktolp@wﬂer@m indenec ecofie. g.

geographic | ocation and/or network ation su dr ess t he
attached Pt TPESFAINS YRRAUSSETVATS aE’PfLa% 10e? S ﬁel’c“ﬁéte “iS%fn‘?1 preBFgifie

i nformat i gipedidgclRIRNDESKEOROITRIM R B20;9eNLOTS, eFofae%ﬁlﬁe dasktippugessi on
i

usi ng an appropriate Meta-desktop server (e.g., one having spare
capaci t y) ugends esbssbibéd fhe sheaiemel elapboiit servizanbe miaynnaii e ablhgo ra@qe;se§hc ng
client dey 400 to_di ay.the.clie speci fic. custonm zed.Met.a- Deskt op on
the req ugele[pfx%y SPHent ! tcsi@%f; %%elﬁo%?vmﬁsmo ée&]ﬁt i“EY'PhE svﬂlrge 2" PHAORESRS- D Kt op
servi ce npgddl@nce 20110 bk fiRidinert it thateesehh env@atbis ebed RACHhe WlichD pidTie
client device 400 to ensure that the Meta-Desktop service nodule 220 is in

conmuni caitifermagionnang wpireptiprdreseived dione dhe ¢licy dedee 480 the Motr-Deskiop
03/ 100642 /
- SEFE HRRRIOSPG 4. 0048). Fhaid/ahenRE2 kaRob SoftchidB: | Sl soalaft | on

interface I's usé aunc he User 1hio a specific se
connect i oevite, @.spedifioneat a ggecifivelocdtioard! thiewset,e $Cificdime, espdh‘efeirably,ethai ce

center 300 to_receive i cul ar d| taI ervic In acc nce with an
aspect of MetasD ﬁ?l‘é%ﬁ?o‘f‘ﬁ%gﬁb ARSI, ?anr ‘?aéicﬁg%ﬂ'}'%mlc'%Wﬁ I1‘f=’lui‘g51an€creen

that is dbﬁﬁte&mﬁﬁda@dHﬁﬁla%%th@m&h%eﬁkesemo devi ce 400, the Meta-Desktop
of fers an oppor ity to prfovid advertising 450, branding and ot her

ser vi ce r el at eOAQhtlihongh dhermgrvige prasgening usstm zadhitsctueat WPebandeshown
in The

0T 2B RS PR P AT St PAESHR TS,
Desktop service is merely one of many services that can provided by the NOC 200.
Accordingly, as with the Meta-Desktop ‘service, authentication service module 210 can
authenticate, connect and manage any digital service to the client device 400 via a secure
device conmnection. For example, one authentication module 210 can manage digital
service A, such as the Meta-Desktop service, and another authentication module 210 can
manage digital service B.

[0050] When a user selects a particular service from the Meta-Desktop displayed
on the client device 400 (e.g., clicking on an icon 440 associated with that particular
service) in step 1060, the serving or assigned NOC 200 that is securely connected to the
client device 400 determines the service center 300 that is associated with the selected
service. The serving NOC 200 uses its secure connection to the connection service
module 310 of the desired service center 300 to initiate a new device connection (also
referred to herein as the render connectioh) between a server 330 and the requesting client

device 400 in step 1070. The serving NOC 200 manages the session between the server
17



aut henticated client device 400 as shown in Figs. 2A-2D. For exanple, even
though a wuser is subscribed to the Internet tel ephony service, he may not
be abl e twoasuews2t he telephony service if the client dercrasé/@dsts not
equi pped with a m crophone. In accordance with an enbodi nment of the
present i BY@BF i@cor@stesh MOdt1B810/andnhe Mq%estir@ clieff @svidd 4@NardNehainddifg AL I ON
received fromthe client device 400, the t a- Desktop service nodul e 220
can cust oFAcPEl @fthe seSsiam (i Re CWEINA SPEISION S{9tecaiithe ALssIoB): Ehaép%éliﬁf seévmgm&?

devi ce, e u f.i

etc. Pref %gg%ﬁbélhﬁgﬁ i}é enf _p%@ﬁﬁ 11&1*0?111513&?5{" %gao?{q}lggﬁﬁl @Eﬁt 8y EQ Eﬂ'f%b to Cnt!

br oadcast soxﬂgenﬁami calige alvalnky B andl instouvsd alnd leynneptiod edrv@hesmoay& BDO tthe

client devi ceis 400. 0049] Al t hough the servi C%Bﬁ’r ovj Si.oni ng system

ar chi t ect ff@PIB HISOBEH! Tdset-rBry Char derica 0B gvirieHBe eievivEtos redskt op
servi ce, t SRS e of
oy or v oeRiAPRERRCR B0 Lite! 30 PR (L Eh AR S R T AR, ©

Met a- Desk tlognt stevidec40 aucmélntW(é\af ilaf. s’élnlmapprthilﬂrew@dsoerdmncedasﬁchﬂm byat e,

connect and man n di taI serV| t t he. t .device 40

cecure.  agimEReaiRBE e Bt RS sl SNt ruiie fomste® Sifecan
manage di ghém!deviees 406, Qi noSHESMiIAg c"oﬁ@echfeﬁ@to%é kbQReSRAME 600 aforARdidIer
aut henti cati on nodul e 210 can manaﬂe digital service B. [0050] When a user
sel ects aTlpalrisi salchentsévikdes 40P cgmnce éneraln{D@éﬂ(@@ple@Fﬂ%Itayb@ sergieetdeater| i ent
devi ce 40 e. I S ha rticul ar
service) ?n(g stAqso’ tﬁ%g\%dg %Ogé@gla%&gfd%?gi tgndé%g&ﬁ%ﬁ%f# %hat ¥ éh%ggﬁr 8?

connect ed40@tHahevas phdéding deviVea-Bedkidet Bioton@sctioheseiess/ noaule SN0 eranﬁ@&st hat
IS associ ﬁt ed with the selected service. The serving NOC 200 uses its
secure coHifeEPUHAVPY! @H@l%ﬂﬁé‘m dhe sepliration srsviGe dny fhegremaie. e
service Cenk&l1 3BAnbOaAd intdn @%Q&M% BRNBGEH IR0k AURO Thef & 1 Lo
herein as the render connectfon) between a server 330 and the requésting
client dewmizetidiQOservicstmpdll®7810 Toavedr o ngleNmTMO(ramMgms tdler stepth, on
bet ween the ire{ver 17 WO .03/ 1096);12 PCT/ SQ3/ 08352 %é (iﬁthe %O{Anecti on
modul e 318CEHG<EH PG SRR & Pl%f\lﬁ ot §th‘i’n Pt WU IE8BYd of
the sessignid disital GEFvicBlavellaleldnOthe SeAli® 0éntéh80GeIBiPAYprediBRE thes nd he
serving NOC 200 provides the client profile informati on of the requesting
client delrresdatingoistigqyirssl by Bisrresnecdsionserwecmodplgd 1 8l appdichtien suppodst he
connectio r i equesti ng
client deg?t(?:‘ge %%’%?eb@gpe?m &egﬁ% %%O?’ae%é{l/?glg %1:1 ‘?retﬁ d%bgggﬁkéﬁogf%%r et ween t he
server 330 proyoahlhgiftdnethe efDES2@ iiseated e asiablisheenieqfi@sédssign between a

particular service center 300 and the client device 400, the requesting client device 400
transmits user inputs to the appropriate service center 300 with over the WAN 110 in step
1080. Upon receipt, the service center 300 ‘prooesses the inputs and/or performs the
computations to generate output/results in step 1090. The service center 300 transmits the
rendering commands to the client device 400 in step 1100.

[0052] In accordance with an embodiment of the present invention, each NOC
200 is operable to manage multiple sessionS' with a variety of client devices 400. NOC
200 dynamically updates the display format of each Meta-Desktop based on the type of
client device 400 that is currently being used by the user to access the digital service from
the service provisioning system architecture 100.

[0053] Service provisioning system architecture 100 enhances security by
maintaining a secure (e.g., TCP-based) connection between the client device 400 and one
of the NOCs 200. The lifetime of the authentication performed on initial user token
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client device 400 over the WAN 110. This approach provi des enhanced
security by ensuring that the connection service nodule 310 initiates all
out goi ng wormaadskons to the client devices 400, and no i MCEMiSN3)08352
connections to the service center 300 are permitted. That is, no client

devi ces 4QQcqM, Gal, lindehfiny B dndrt bﬁ’tﬁelnﬁpﬂ{éeéﬁén@rclt%v&@ 4&)0@0%&@&%6 Qﬁfma@r
300. Also, the NOC’200 term nates or drops its device connection to the

client dev¢wiee, qurespers todw [getavs af g conesciien dhabissistabshetithstvesenribe tlion

appl | oot B RE Ad dal PRI 200, pSTah DY SR bR SRR O i s qoo

manages t bends arffkeep-atite’tifedshge w©l the ddnitetio ser¢id® motinas 3105ef thBGervi@niead:i on
service nDduIe 310 converts_to the format (resolution, color depth,

keyst r okes00-mbrrferablye Ptifth addional sequrify,presptions Bercopneskion Sgwermeqlule A0
device 40Q.f 00 1@MWe dQsEjlcé ﬂﬁmg&tﬂintt@lthéafeﬁ't 883 AN irad & &bfoﬁ%ﬁﬁf%evﬂi&?ul ent er

300. It is appreclate translation is require e connection
service m3d10|tfaals&dzﬁ)eaeivetthe“laqatplraih&at nossage piiirt s predetinviaed pamncEOﬁ tivher &cki ve
pr ot ocol devi ce driver sof.tware. £00511 After the

X11 vjrtual
Roe 500, | avirieialsd S Sedntle Bhet i Brs B G I ShmbletHER ke PSIEeT-cal ar

service center [G¥)] 20dpsh@rahs eamheﬁﬁé’dtféﬁ BQshdiB e FRUEST R aﬁﬂhbﬁiﬁaﬁgﬁv' ce
400 transnits user inputs to the appropriate service center 0 with over

the WAN 18@vica m@@]de 21@8erf0m:1§o¢1 prigdoekgit trartshelcsep\ﬂnseedbﬂtaeuhelﬂi)@typcvfdwbses

h f h
St ep 1600 o8l Rt M s RN E €07 S SRR R AR 1 e

client dexkgeis4qfobRnsinePpuibldGeey[s98] tHefeb@z@pchd@rbcsetem s headisayhodhsmat of
t he present i nvention, each NOC 200 iIs operabl e to manage nul tiple

sessi ons- Uyt kAyssarg spqusely destribtecesnd wésguaisd 4@oaCCR@encezmldtyr¢mh0éan¢ry of
dat t
cFront: dettoe5B yfofhe Rriliflo MebAndSg faPybRRER O 10D Wb MPS (Blony

di gi tal sénsadceectrigmsystdne thar anleysprsnmrtscamltaq]mygtyefurahsthubummg kees hﬁﬂ)

[0053] Service. provi.sioni ng stem architecture 10Q .enhances, securit
mai nt ai ni BGHE? iﬁsélo’ég( F er m%%d‘)"%’érf’r?@’é‘ﬁfi‘l’o‘ffegef FRaH carkoriniesis e@lew ce

400 and opgcyuiPEarting 100 %Qosessmevﬂaltﬁ@elaa% de¥icé e At fiestd wathesusdekior med
on initial user token 18. WD 03/100642 PCT/US03/08352 insertion, 1.e.

i nserti ngDeklgop rmrctlgltaérsqrvmso In hecagflinsatwitle on @epetDOf thy presws mweneomltget al
servi ce, corhesn s%réshﬁ%a &peh%}‘wté%eﬁ%g Ql'&iszs{on th e]t]%user bthl shed

bet ween t Re cI q en Oie{%lew 1°§* Cofinécti on
i's maint aptsik kéyher NQOCOM, asmﬁlﬁﬁn&e hﬁend@iﬁﬂeﬁ rmstsageRI@rM)ctmweﬁtl on

service rr%g L1|1|seed ?ol?ocgze atmhgpp?g};r\l/a{tg (I:)\IOC(? r(]e g the string "xtp://<uid>.xds.com/"), and the
like. Preferably, the smart card includes a source of appropriate pseudo-random numbers,
so the service provisioning system architecture 100 does not have to rely on the client
devices 400 having these capabilities. As discussed herein, the client devices 400 may
span a wide range of device capabilities from a simple I/O device to a fully-functional
PC.

[0055] In accordance with an embodiment of the present invention, the smart
card/token can be used to authenticate both the client device 400 and the user. Preferably,
smart card is a type used by the global eysfe1n for mobile communication-subscriber
identity module (GSM-SIM). For additional security, in accordance with an aspect of the
present invention, authentication service. module 210 requires the user to enter a PIN or
password to unlock the smart card, similar to the conventional automatic teller machine

(ATM) card. This helps prevent the smart card from being used an unauthorized user.
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300. Preferably, as an additional security precaution, the connection
service nodule 310 term nates the device connection to the client device
400 i f thwooonmwsaeti on service nodule 310 fails to recei vecrhso3bssep- alive”
message within a predetermned period of tinme. It is appreciated that the

"keep-alive" fyos6] For issfiparetbaeéd tchientr @&Mee400NERMARS bR bAWER! (.| Q484] As
part of the authentication handshake or process, the authentication

servi ce nibdthost 2 smagcarbraidery, thapryeative yervicamserdsipaing tsystemsarelgtechee 100

aut henti ci M oo) Lndi vl - he specific client device 400.
However , g{ a)s(’elg[al}% |B}set Er)ﬂlﬂglutxﬁlltg%ﬁl&a H?’ﬁgéﬁl‘%@g% tnllegh%t ’psguc;)l% Iag Mo Saecbli?b?chetﬁey

system t hgeeB61) feemivaey ayé bdmgbprinecRdsan pads@ ot stidtalleh Feales e s@idn
securely distributed and safeguarded. In accordance with all ‘enbodi ment of
the presef? 3UHFBHEAOR; the service provisioning system architecture 100

utilizes a tokegps7pasgditseetitd Mlcﬁ}é§ta%r3?ﬁ;ce gpg@}iﬁ ﬁ%r&ebcﬁf)g/séregﬁgﬁ I ogy
for distributing keys and generating session keys. &or exanple, a valid
user can egwicej ¢clepimny wanettion, iett,ecprabedonwécteiuid tieaWANO 11 @gbioukh the s

session via th i ent device 400 an cess the various ta- Desktop or
di gi t al 58?’9}68@& PEC%E@B?%ﬁwcmﬁlﬁg)a@;ecénﬁaF‘F?éloﬁr@é po ieﬂﬁlé‘%ﬁhiegn,
the smar beakhlsbQkRNeilePBOS aHs Bic Jiddf HMAEELANE Xonkk2Bbn SESHARMORIIS 3(6 09+ @
client/user ID), the public key of a NOC 200, a uniformresource

i denti fi epergice|cgaiar 0 gofivides the repicpte digitat sanvicp and emyerts theduenmeingligital

i e the SELiNG Sxtp:/ f<ui d> xds. con " d the. |ike.
oy of or abi ooy Reifoney MRy, S piE P e Bl vthaom

nunbers, repoesehtis@roongatipleowithi (R REnEY Sihesmchie hidse@bupmtddD Baast apd have
torely on the client. devices 400 _having these capabilities. As discussed
herein, tRePappylales itopeth bedisargssiery [Ds panf 16 the aemeshjescsvicaawidgle 310 may
capabi | i t b&%itE P AarHeANiE1 FR 88V £GH f - ' T o In
accordancg vvilt h an1 aé‘pjrjt()eo i merlllt a%ﬁg thee %)ér}giggr?y {phﬁfg%?%%%?ﬁggs%%ﬂ%%gé

car d/ t okenf d@nddsktops e applicatiomesit.i dhe eohmdckion hervidei moduld 810 atsod@Pomnis t he

user. Preferabl Ssmart card i YRe used . the gl obal system for
mobi | e coffttin "E%?Yaﬂ)lﬁ%bg%s?ebgp% ggéfn&?‘fvvﬁbdfbj?ﬁée FREEMF ISR Sespon @&aiw onal
security, rdqle@GCEAANCE/ ¥, he RD@I0S6F (1Rf MehEDeRiPSQRict BMRAL 29 merely

aut henti cation service, nodule 210 requires the user to enter a PIN or

password Fginipinsdhe seseion mdive avdridle. g5 shovar in Fig eA.c JiNe AnabdesaNOSLLOMe i C
oL TR TN T SRS 2, BT AL PR ST
sof t war e- haBadaintaietht steyoitite 480ics yeRioasat all watesbr owser (i.e., one without a
smart card rea OeorS)S] T%pn?ngi Hc\)/vs I:c]cE IFYge 4,S &1(31\-@ i(s: ?llu%[rgt\éid Séip?ggegg fosf%fatngfrgrr%{ C(t]cinttr%(l:t ure
100 g

of a client device 400 to another NOC 200 in accordance with an embodiment of the

present invention. Upon a user request for digital service (e.g., insertion of the smart card

in a client device 400) in step 2000, authentication service module 210 of the NOC 200

determines the geographic and/or network location of the requesting client device 400

(e.g., IP address) and establishes whether the distance between the client device 400 and

the service center 300 associated with tlie digital service (i.e., the serving service center

300) is within the direct service area of the service center, e.g., few thousand miles in step

2010. The authentication service module 210 searches the client database 240 for client

profile information which contains information relating to the client device type, attached

peripheral devices, location, etc. The sizé of the direct service area depends on the round-

trip delay or response time, which should be preferably below the user’s threshold of

perception. If authentication service module 210 determines that the requesting client
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may utilize sone other authentication/validation nethod, such as using
secure sockets layer (SSL) for privacy and a fingerprint reader, a
passwor d wpo osheldéhenge/ r esponse system for authenticati onPCrO®8¥)s83se di git al
service such as a word processor application, web browser, video service,
t el ephony devieae®i snyithirc the danctbeercioaneet efl the sehénd\abivickO cédigosglh thae
connect or i i

S?l or connection eer| dul e(sgI 310. Once a session has been
est abl | shebegiAiaR ronss Podie gD sphcalsiteresinibtbe vt deiansl, md
connect i Opr&Li4IES G WD et with She feﬁﬁesﬁﬁ%tcﬁént‘?ﬁg&g?ﬁ h%%e]{ Qﬁesting

requested digital service and converts com ng
r epr esent aligwriegiee 00 te thay MetviBedkégkscoyice diogplesdR0 ofnhrsN()maO(kﬁygép 06HER)

t d tat t th t t t deskt
or ot ocol 1 AT R RBERIGG FRRBE 110 i LHi-PHt HEkee el M TFBESURG,  he

connect i oglisfdéiice 40Dk ®n3IR tH@MetQ%ﬁ&é‘ﬁ Eas*éﬂfonf%ﬁ@él?éit gfdfﬁé il iRgEsnYr the
service output, such as generating virtual inmage of desktop, an

appl i cati & respestgheliend riteaioei $00, sendy ilisplayp dd elngmIZ&ﬂsMe‘raelﬁmht@ bhsthest at e

d I 0 f.th d
ot 1 equidt et el B8RP ER b QRO ot Fnsofeed bbbl sV eR e

nodul e 22ﬂler’ere&||—]§Desldﬂfq1 dispiaysd bhehes esmeging alliewedane 4@3U B st3$ 2640®Whe ND(EI g.
2A. This bI es NOC 2(5) provi de substantially inmediate response to a
user r equgg‘? detsFminey oy tl%ﬁm"g@rtbi? CRITETPANYIBE seiyiqoycaptar FOQita astablish awdevise t he

service sgsgieefobr @kdioh Wilishe ieﬁgéﬁilﬁw&ﬂ'd@%c?%b #19%515 ?0561 there is

illustrated a process for transferri contro i'ent device 400 to
anot her NOC 20(0059h Iiagdworldahdevies i0dn oetsitedihretitecobervive arpr o8 ﬁﬂi service

i nvention Ofh @ user uest for digital Vi ce , insertion of the
smart car 861%? Qo F‘%Cr?t‘é@g%“@ %bﬁ‘}lg?(ﬁm'f’tﬁe‘bfst%ﬁdﬁeseﬁh’cnﬁ e S5 %W ce
modul e 21@0@%@2@&115@ tﬁ@leeld%sﬁ'bfp HRStriRRerd8ag rr@@@t'aﬁhs%@g/tﬁ’é ubigt %@Qsﬁgn to

| ocation of the reqzuestl ng client device 400 (e.g., address) and

est abl i sha2othpraNREr2Qhlecated clpseictonbe when deriised0DdRe., d@wtc NQAO®Oanth stepe

service c r S t al « ., _the serving
servi ce cgg & Tl%ggsoﬁﬁ &%M?%lﬁl?%v%e%}e nd‘lt}ﬁ%g}e serﬁ@?%@oelg %Pz%é)rglésrp\?’fl@
center, ehgaccofcﬁmet ithsandpedtlofshd mvsiitem, a 2046 of TddicatddneRidCatd HFveREVI Ce

nodul e 210 searches the client database 240 for client profile infornmation
whi ch contldi-riSSHH G i SETY °Fe PRtaPRg2tes apdgansfira e wseliceEon jpriovideteialned

peri pher a}odg%k&@Se.o!, 08AEhRRizif the HBE F dr RbssidiCatl] 2
depends on the fr%ﬁ(nd trip del lgg; or responsle tslsma a\/\kﬁg ?ﬁg ﬁéﬁg %@)
pr ef er abl {pbelaowet hiectugeto' sis hhmeskolick ata, the homptNOG. 200f resiotdsapiateabhdn
servi ce npdu enizz%(s)ttgee&s%{ m nes. tﬁlatl the re uest( ng client 20 WO 03/100642
PCT/ US03/ D8% Sess10n in 10me service area (1.e., stores the state of user session

on the user database 230 of the home NOC200) in step 2070.

[0060] The NOC 200 hosts and continuously maintains the user session, thereby
enabling the user to freely switch between different types of client devices 400 and/or
locations in real time, while maintaining the user session on the NOC 200 and/or the
connection service module 210. The user can continue with the session from the point
that session was last accessed. Accordingly, if connection service module 210 does not
receive the “keep-alive” message from NOC within a predetermined period of time, the
connection service module 210 terminates the render or device connection to the client
device 400. Similarly, if the user logs off or removes the token or smart card from the
client device 400, NOC 200 continuously maintains the user session, but terminates the
authentication connection to the client devicé 400 and instructs the connection service

module 210 to terminate its render or device connection to the client device 400. A user
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device 400 is within the direct service area of the serving service center
300, the authentication service nodule 210 authenticates the user and the
client dewpwe/1d@@ and provides the client |D associ at edPaiTtusos/bsss2
requesting client associated with the requesting client device 400 to the
Met a- Desktapreerter bis usedsessio? 2erelfy tyHegdACbadOin. nifalsag 0Bt caring token,

Met a- Deskt.op.service nodul.e 220 establjishes a device connection wth
request i n@“gfﬁ &@ﬁ’tb%g&?? %ﬂ%ée ek igiy hesapgor kieremedienh feviees 420 o Rhtme

client preddoggingfar amt io%gilfgf off CAEbE %&‘ﬁﬁtﬁ:ﬁégnﬁ SitdhMerd6 ?enf‘ﬁ@xgcé’s“&’oo.

di spl ays the custom zed t a- Deskt op on requesting client device 400

in step 2030s, anrencemmecigdde ogelcbentsiericd 480 rad skewinigceprsentation keeuld logoff

Met a- Desk i spl n.the r.e sting.-client devi 400 in step 2040,
the Noe 505 BePRIGY R0 Indie: QRAERATR R, Fitbouii i st i e hSBeiait 500
to establ devica4tpridRsertiOpNes thodrcoid ERESIGHMIN Oher thedy eatdens ned Rt
device 400 in step. 2050. [0059] If the client device 400 is outside the

di rect seP¢sdsd tapwichbetygen declippiglevicenthestanof the preseeetielnis ceninikeined and
enmbodi nen i 400, 200, encapsul at es .t he
user sess ?hg ﬁisgltngdﬁt t@éﬁ gﬁ&% & bQL\r(lt rﬂee- (%g Pa@ﬁ% g(ﬁ Eelﬂsaowfl\lfwﬁg pﬁgseef'ltaglgl%‘s i nf% CICAhdt her
NOC 200 | begdimee betvosarthe tintehidaich nesmtioghesfif aad 406 Hdck@®nto b esRIR, MEGe288) in

step 2060. That is, th(f origi nal user session with the home NOC 200 is

"frozen" WP“@H&%‘@?@%‘H@ ?tﬁregé)é‘otﬁﬂé ChiEn $EA° Bodute 16rortthe N 200 WhHe a

series of ydedpeabesl 1S8R el AR WRLET abd ip‘?operlie&gl'ﬁ%[ﬁeﬁac%mﬁkﬂioﬁ%ﬂﬁr s)
vide©g 0

encapsul ates and transfers the user session to pr oba deski ng
(i.e., sytemesntldnhdetibe BHeadteethefe s siomese §wi aolaptmpon gromiretay perlkdEd d240) .
Upon a user's re Q. .his. hone servic rea, t hone .20 .
restores/ 5561 gefn Sst(%irr)\‘g‘s)t s“ﬁlﬁkh%ﬁq@gs ahous st_g‘?y S8 §Fﬁ s B s 55ﬂ§]ng’esW%e
area (i .epiovii@ies sydien staitectofe LIDEIsey dR5} Abds @) cABEhMSlardat ABARKA 3P Of
t he home NOC 200) in_step 2070. [0060] The NOC 200 'hosts and conti nuously

mai nt ai nsTMICYSEFess BEsoBpRralemEEBY fronabMeep-t he user to freely switch
T G o o1 YRESofihechibh SBVASHLERD 3103 AN IhophBE IO PGy BriiG8!

time, while ma nin e user session on t
connect i oproyafeyd aresenvatsiB20 2ddparddsethel sforntadndontrimudssiéd o thbelisgswiviRas f rom

t he poi nt h session was | ast. accessed. Accordingly, if connection
service n%%é]l (aérthf TP LTHion t“@h%‘?sy eﬁﬁé“’"‘l@é’éﬁﬁ%{ﬁc\?&fy Blige dovern ARC
Wi thin a predehes HaAehdRE Lf8m@itich! #Bed bRGhe CRANRS! gnﬁﬁgﬁ(ﬁ‘lgﬁﬁemg%é& 210

term nates the render or device connection to the client vice
Si mi | arl ychiant deise &8 td dipplayf theoepresantation ohehet ddteronothesciznt deeice 400om t he

oo e 00 AR DT P Bl 5 PR TP G
i nstruct SF@ﬁ@ca@Qﬂﬂ&@éﬂs@dﬂiﬁ%ﬁs\/h@@ to MBRENAETE vRIED fbAndtehAd RGR hiyh&ttdxe ARk Pr
devi ce connection to the client device 400. A user
language (HTML) files and graphic files to the constraints of mobile device and other
web-enabled products which usually have smaller screen sizes, lower memory, and
slower bandwidth rates. The client session and computing overhead to process and
manage each user session resides with the NOC 200.

[0062] The connection service médﬁié 310 transfers (i.e., uploads and downloads)
data to each client device 400. In accordance with an embodiment of the present
invention, the connection service module 310 is a normalized virtual media buffer
operable to transfer data using a range of protocols, such as ALP, RDP, IP and the like.
Preferably, connection service module 310 transfers data using the remote interactive
protocol optimized to provide a high level of performance with encrypted delivery of

streaming data representations, such as streaming video and audio. Those skilled in the
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21 WO 03/100642 PCT/ US03/08352 can re-enter his user session nerely by

| ogging back in. If using a smart card or token, this is done by
re-ent er i wo oshevstpken into the sane or different client dedrasoseds2 Thus,

t he | ogging on and | ogging off can be conpleted to switch between client
devi ces 400 willHppsriate theeinfaontactedingdo onentihi @idiode Vides 400 aafssinewi ng a
presentatiaon could | ogoff fromit Fﬂ%l)log-on to another client device 400
by rerpvi HJ?8& 6keri®s FHe ?W%@li At Ay, jac Proputany duppaliset prajododt o

t he secon ' ' Iy t] need o]
swi tch betgr \/?gg%&?ltﬁég%wiegﬁtf&g%f/s i tgggaff % ﬁ%ﬁia 31?1618%%’% H%e ?%Cﬁrlglglé nc{age 1|a1c:)e s %%Cﬁ

mai nt ai nesesaiod’s ghphigslensec antetfiven(GTaY endbdstal \iftfol@ati@ntdonbé dgvéw byhawh t he
present ati gn. \aahen hhere.ti,s a I%g.ti me .between the tine that a_user |ogs
of f and | G BACR CHN'EG IS SUR LRdetipg CRERS PHINARSHINg ohgEnGg s8tfeas MHerosefr ed
on the comiggéwem of BleVia¢eMyaaid enashdcor the NOC 200 while the NOC 200
re-establishes the authenticated and properly configured connection wth

t he new cl i ent (3] By viHeacd, the Ipegsent seryvige meesdsibuing ssybtemt aphitectpepPiO@t ar y

| digital i PDAS),. whi L.e .t avel | though. th
G 7 "be CR2hT R S o A kR o R SR P S iskdndeE  user

only need30@ encuercyiety deviRBiOD t6 progderunbelelbled GovelsaiRb&lriy aE6RR Shdictvice
corporate network from anywhere. [0061] The connection service nodule 310

recei ves PHVHIFHEIY A% WTHmIB eddition. ther igseé iBvastios englles 2 30ssient pabses
the inforpati.gnR fOome i SSH t € Vi . 400, . The, present

i nvention ut ial ]i%z é)s ltehe Z&@lﬁtﬁl{tj%@}/ (%[#t E? }/%%:dg glﬁtsggc%g%%‘%%t Qe é?/ri %%(P’ @BS

rat her thprovidiegseod gl corftmnoet dcopsshiaghel dan fdie ahgahere eischmbthg unsecured
functional i titez0 o{. each client device 400 to display the representation of
the data BHYREBEnt device 400. Transcoding is a process of converting
a media file o[oosd] BCtvib#OBYOME [RESFRg tRsARRINE numdiBhis EXEIMRESRions anc}(
transcoding is used to convert video formats and to fit hypertext markup

| anguage %&FMt)Vef ¢rneediments eiaibhiigventiva svillobe apparentstor thpset skitiéd imlihé¢ ertdevi ce

and ot her - . r S i ch .usual I.y have ' nal.l.er., screen sizes,

| ower rrerr‘ég%(/}ﬁglél%!}a teﬁslgg\?\}%rrgggﬁésv&o \c‘;{éhcof"l%t{uee a8 %ésni??lf"‘aéﬂ?@sa@géf’ & tﬁﬁHH@Bﬁfbuti ng
over head bHteprhinetnsasidiledranagert eachestmotc S£6&HAH: bRShaaSeMidd bbGiINGE 200.
[ 0062] The connection service nodule '310 transfers (i.e., uploads and

downl oads¥*® SFECAIE oMa¥ e PrghsUbRantiedy agBhoytndenseisted diege the tspirnof the
embodi ”e%veﬁtic}rﬂ%upfl Iusiv'e'ﬁ%?@f 41Phhodt %}i&?sn W&H gorﬂ%esx%ft inGfie gpo%%lo%t 10 15
a normalized virtual nedia butfer operable fo transfer data Using a frange
of pr ot ocaipsndslicdhingss wksétvedRDP, | P and the |ike. Preferably, connection
service nodul e 310 transfers data using the renote interactive

23



protocol optimzed to provide a high I evel of performance with encrypted
delivery of stream ng data representations, such as stream ng video and
audi 0. Thwee3abickt ed in the 22 WO 03/100642 PCT/ US03/ 083%2TArsn3/v8351
appreciate that information relating to stream ng audi o or video can be
transmtted wusing the User Datagram Protocol (UDP) and/or a proprietary

t unnel i ng WHANDESICLAMMED: ect ure, as these formats tol erate sone data | oss
whil e reducing data | atency. Each session's graphical user interface (GU)
and visual information can be driven by each service driver having it's
own renderi ng éngirmige prowidindogsysiere figi previdiigabmat Adbek @5 afdital Wrideystdr) or
the JavaTM virtual machine. %003{3] By .wvirtue of the present service

provi si oni ng sy<PEHYPeatopsReyP °RIBEISI2E0 can establish a secure
conmmuni cati on pat h hejiwesR MEcRORNREE b&thesRE) SHd Ricaf0s ‘?&g’g{l{:ﬁ%he

client device 400 to provide unparalleled I'evel s of security to
service provi degusstingl digiel seeicss by waedi aidoprestiting puipse rfron naagdtdigieal

enabl es al | seggi ons.to (i)&ﬁe.avai | able to the user without any data

travel i ng outsi dglcteﬁéo 0 te center 300, thus provi di ng secure and

continuous access ta plhglidabasdiRe RMMNRT HroliBRs U8 HAF SGHEY cabfRt €
| ocations. [0064] In view of the foregoing description, numerous

modi fi cations &Hé digitdleservessyEmchidingdpiesnestivd neties provenel ifon coinhiunbmting
apparent to th i) ediin. r . AC ingly,, thi.s descriptionis to
be construed agﬁlsvﬁ%ﬁs%nr g)t P{}/g I%Eﬁt;?aab&?’d Sﬁué\ Cﬁl{c%{lpfl ﬁ‘gc%utrop%a%(i R af‘%af%‘?ﬁ%ﬁgt hose
skilled in thecanmanbieinpest sawddicof devives Biy 8gidardrst he i nvention. Details of

the structure may be vari gd substantially w thout departing fromthe spirit
of the invention, AMFWHE BKEHIOR codercungFiedfq saghaemmuaicrons nakwpihios one

w thin the scopgnhehtididis ; | | ;
PCT/ US03/ 08352 ks 1 as epatt %E%?%lﬁl&pé o %gieiséﬁ%?% g ?%Sﬁl%glé\%s??@‘?ée%%q?g‘?g“

provi di ng renote regieeisd aues dif latcalligstel vervess,ounel pragessomguetjuestt i fonsligied wor K,

conprising: a plurality. of.client deyices connected to said conmunications
network for rgec]rglé:gf fer%l ﬁ(iESIP{naﬁamls(é}e&r/‘%lg%’éceBya ers and presenting out put

fromsaid digital aefleascese tOuRBlod ddsRifed difhl Bl off 3i@fseRBE bL&ResORE €T S
for providing said digital services, each of
establishing respective one of said sessions with respective ones of said client
device specified by said network operation center and encapsulating said native
protocols of requested ones of said digital services within a remote interactive
protocol, said remote interactive protocol including information for generating a
human-perceptible presentation on said respective ones of said client devices, to

provide a remote access to said digital services without modifying the hardware

and software infrastructure of said plurality of service centers.

2. The service provisioning system of | claim 1, wherein said information for
generating a human-perceptible presentation includes screen image data for

display by said client devices.

3. The service provisioning system of claim 1, wherein said information for

generating a human-perceptible presentation includes bit-mapped image data.

4. The service provisioning system of claim 1, wherein said client devices are

stateless.

24



said digital services including a respective native protocol for

comuni cating infonnation to be presented by said client devices to said
user and weaailvieénzy conmands i nput to said client devicesPoy/isas/as3ssers; a
net wor k operation center connected to sai'd communi cati ons network for

aut hent i cat i ngTat s@nicedemiisiosingrstamiod cls@ris wheragiid gt Regsinerenkidta@tis Ng
said users to requested ones of said digital services, and processin
requests for dPBFERlE to Gansiate aaput/ouiiy eemmands el renvestad oney of said dagite! at

| ' . . ¢ o '
east one conngalQk AR Rhife Yﬂt&ﬂct‘ﬁ%ﬁﬂo&ce?ﬁlt osﬁéﬁg%)g@nﬁﬁ[‘}e?réseﬁﬁpon

establishing respective one of sald sessions w ctive ones of said
client deviceofdetidn edpdryive ainds n€tsadrdlicopéeatdsadn enemicathatasaid eaicaipswk at i ng
said native pg_ot oc.g[)lﬁ? of . reguested ones of saig dé))gi tal .services within a
remot e i nt er actPYENIHET GYiSIdS 0T ISRPAIVESHTESS GeRCERNEP Y BrONIdRS R SFCUrHETRASR ng
information foh.QenRr@LitdlgediceiUman- perceptibl e presentation on said
respective ones of said client devices, to provide a renpte access to said
digital services without nodifying the hardware and software

i nfrastru€t ur eTbe sgsicd pprvisianing yydem o ehpire d, whereerssid etwiteopsegtipingenter

provi sioning s f_claiml.. N _saldn ' f enerating a
human- per cept i ?1%13%%638218 natlug’{emé%mlo#c}?%esmé@%lgé@ %u%%g%%}gl}%%?%}lseg%?%&p é‘?/ by
said client devii@rslevides, Esmblighing ard piavpdicom Nohayishton odnnetiddmbdtweater ei n
said information for _generating. a human-perceptibl e presentation includes
bi t - mapped i mad®ddhenicaled ctiget degicgiapd sy Bt APFIEHAY <EFh of cl ai m 1,
wherein said client devices are stateless. 24 WO 03/100642 PCT/ US03/ 08352

5. The seyvi ceTRE QUivdeQitbidiotut 8R! of bRl el withsh 8hid adhdiiddtideeasticone
connector is operable to translate input/output commands of said requested
ones of said dipdukl furtherspneisehe colsattdsedsastatyi systemalor idistriprtiogdeys anhd t o
display virtual representation_of data on respective ones of said client
devi ces to ensgre %Seiséolndk%gtugmiggnﬁgtcar *tansmitted outside of respective
service center, thereby providing a secure renote access to digital

servi ces. 86. Thae sa@wicepeoviisioning s guiérn @f shvh @nwbéreltl saldmetworh@segitions@htdr
networ k operation center _ conprises an authentication service_ nodul e_for
aut hent i cat i ngCYBPHESSSs ér Mafﬁro%)%siﬂoa serviesntmadle c &Y, ssaerabing s plie-saprafic

managi ng an auphenhicatNioa-ISQRPBCHLARYREIMERA services available to authenticated

ones of said users and said client devices, and receiving a request for a selected

digital service from authenticated ones of said client devices.

9. The service provisioning system of claim 8, wherein said Meta-Desktop service
module is operable to generate said specific customized Meta-Desktop based on

profile information of said authenticated client device.

10. The service provisioning system of claim 8, wherein said network operation center
determines a service center associated with said selected digital service to provide
a serving service center and controls said serving service center to establish said

session with said authenticated client device.

11. The service provisioning system of claim 1, wherein each of said client devices
comprises a peripheral device selected from the group consisting of: a display
device, an input device, an audio device, a video device, and a universal serial bus

device.
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an authenticated client device and said network operation center. 7. The
service provisioning systemof claim®6, wherein said authentication service
nodul e f uwDhanomenpri ses a token-based security system f oPCaAIGEsSDS/H8382 i ng
keys and generating session keys using smart cards. 8. The service

provi si onildg sydtemmvofe prlomision@)g systenebhclamn d, whtmwnr kaid pRedtdedites et ®m-

conprises a Meta-Desktop servic dule for generating client-specific
cust oni zed Met §9]BBD§?<I§(9§%% ‘g‘ab’ 14§ ﬁﬁggﬁ P SUgPork garlﬂll Faete &%ﬁaf’%‘t’ﬂ rrotagol.
aut henti cated ones of said users and said client devices, and receiving a

request fap. a gebeehest piviidihg SQMhCE dI5iaM AURRERE L6APRGnENEsRlits drd
client devices. 9. The service provisioning systemof clain8, wherein said
Met a- Deskt op s@Fycteviepdriepioxysiseicalbssecintedgaifernt of il ubrspuupliant client

custom zed Met ggéi% 512 rofile infaormation of sa'g aut hent.i cat ed
client device. %i ) gpo e?%@gégg%‘eﬁrﬁ gﬁoﬁ?ﬁﬁ)l gygr%&o&-cogﬂ%a#{ VIGHE & sai d
net wor k oper at ir@hote émeektivelgioescal.nes a service center associated with said
selected digital service to provide a serving service center and controls

said serving service center. to.establish said _sessiqon with said_ K |
aut hent i céged %ﬁlieeﬁw Ge\#1e¥sIors ?H%elge?f/icg’émpﬂowléfir%ﬁi o SPEBRICAong | ai m

1, wherein eache®for®piiddsi a%&d&&ﬂiﬁ?ﬁlev&%ﬁﬁ%lﬁ?%f ger'?ﬁ:re ;gﬁgxecxhﬁele 1§eYdESa

sel ected fromthe group consisting of. a display evi ce, an I nput device,
an audi o devi ceredateuinied tidesly sasporsedinze. uni ver sal serial bus device. 25 WO
03/100642 PCT/ US03/08352 12. The service provisioning systemof claiml1l,

wherein sakd chd I [ compliant . client,devices that do not
suppor t sgls'd rleI'l r%lg)? %Wlﬂ:%;ﬁﬁ‘g%? lﬁ&\l} S éf%g (920 m { swhegicin said %&8’8%)?1)06\]}?%0310%}1??6
system of cl ai iis dgEralfleiné bemtimouglyirsiinginesaid bsaioh triggRllesPoOMhY BV 6€5id each
proxy device associated with one of said non-conpliant client devices and
operabl e to cofY¥HUCHCEr ot ocol of said non-conpliant device to said renote
interactive protocol. 14. The service provisioning systemof claim1,

wherein sakd CORBUBHGA hRAKoMES \Wstkm PSOMbides %%f&ﬁ%ﬁ@r %&1@% k&l\{gﬂise%
tinely re

quality of service guarantee to ensure a predeterm ne ponse
time. 15. The sevigecelastadvireinothic rgrosly soemstiof aft aidrol¢onftrends, AP Seliepharst wor k

operation cent er. ei S ospelrnablf '%a 1%891Ei nuou er maintain said sessi on..
regardl ess of tR&SPEGs™ s % » 48 OVIE, ©-COmmerce, and compulng

services.

17. A method for providing a secure remote access to digital services over a

communications network, comprising the steps of:

connecting each service center to a connector to provide one or more
digital services over said communications network, said connector encapsulating
respective native protocols of s'aid digital services within a common remote
interactive protocol;

receiving a request for a digital service available on a service center from a
user on a client device over said communications network;

authenticating said user and said client device by a network operation
center;

establishing a device connection to said client device to establish a session
if said user and said client device are authenticated as a valid user and a valid

client device; and
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client device. 16. The service provisioning systemof claim1l, wherein said
services conprise a service selected fromthe group consisting of. video
conf er encwp 0BRodegt ephony, voi ce nessagi ng, digital nusicpcCaitggos/ed3snovi e,
e-comerce, and conputing services. 17. A nethod for providing a secure
renote access to di @gahglhtigge mputestpuvermmandsoofsaid cediested digitaMaetvice into
conprising the steps of.. connectin ach service center tqQ a connector to
provi de one or *Hbr mofg, lﬂfe_faa‘ffwg QF(W%%E?’ S%IQrCOEEﬁC e }?Fﬁi’ﬂirﬁ%l"tm%?f’égﬁ@u\ﬁﬂfzﬁ,

sai d connect or dgRRRTWcabhREid sEREREShieY Forftitbl R REBICE YR HlidSRbdodigit al
services within a conmon renote interactive protocol; recelving a request

for a digital salidrlketaeudice abtheubmodifgag ticdmrdwmeendfspfware infragrucome af
client device gﬁ %a§aid comuni cati ons network; authenticating said user

. . a Center. . > .
and said clien evice by a network operation center; establishing a

devi ce connection to said client device.to establish a session iif said

user and $8i d Theenitholewi ctaimr £7, auidientthe atep b faialatiaki ddnysieés grdstap val i d
client device; and, 26, 03/ 100642 PCT/ US03/08352,_ transl ating input/output
conmands of saP¥VEREE¥PERRIATorgeneratera fgBan-Rergeritle) Pregeritieon; of edcelide
protocol by sajg.g@apgetor, thereby making said requested digital service
on said service center renpotely accessible to said valid user on said
valid client device without nodifying the hardware and software

i nfrastrud?ureTbt mefhpd ofaalaime éBt wheremgtheThiep rodt providofg oifainmtio®, prakigieei n

the step of translatin [1,S he_.st ep. of raviding information to
generate a hun%ﬁg%%wgl F%%ﬁgr%?eéghyg?ﬁgﬁﬁ%ﬁh%ggﬁwgglid client device. 19
The nethod of claim 18, wherein the step of providing information provides
screen i mage dahae nialiodoBhiay 18ywhatid thabie oflprendingénioeatidOprovites Bt hod

of claim 18, wherein the step of providing information provides bit- nmapped
i mage dat a. ZlﬁmWH@Pﬁ%%ﬁéﬁubf claim 17, further conprising the step of

di spl ayi ng of virtual

21.  The method of claim 17, further comprising the step of displaying of virtual
representation of data on said valid client device to ensure that said data is not
transmitted outside of respective service center, thereby providing a secure remote

access to digital services.

22.  The method of claim 17, further comprising the step of establishing and managing
an authentication connection between a client device and said network operation

center.

23.  The method of claim 22, further comprising the steps of distributing keys using a

token-based security system and generating session keys using smart cards.

24.  The method of claim 22, further comprising the steps of generating client-specific
customized Meta-Desktop displaying digital services available to said valid user
and said valid device and receiving a request for a selected digital service from

said valid client device.

25.  The method of claim 24, wherein the step of generating includes the step of
generating said specific customized Meta-Desktop based on profile information of

said valid client device.
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representation of data on said valid client device to ensure that said data
is not transmtted outside of respective service center, thereby providing
a secure wemstiaesnccess to digital services. 22. The met hedTafSozbsssm 17,
further conprising the step of establishing and nmanaging an authentication
connect i op6bet Waemethed icgnilaigey4, CRriBad cGapasing i klep AFedAdrindinge GEMdrelce 23-
The met hod of claim 22, further conprising the steps of distri %uti ng keys
using a tokenSHdseasseaiaied Wijh syidtsslpcieddligidetenticnty sryideon swaing sesivieg
smart cards. 2 : b al t Lshng. 1 he ste of
generating cli éﬁ%t%g%dg?%‘cgﬂluc%g@%%&%ﬁfﬁg&fg% ISF&HS%IE3 g‘g %%%]!élg%ha%&nags 1|0§li \E@l
servi ces avai | akileatid cEaitdeviat.i d user and said valid device and receiving
a request for a selected digital service from said valid client device.

25. The hod. of claim 24, wherei.n_ the step. of generating includes the
step of ner &CF n‘BetggﬁioP sa ﬁls’c fither SomPESinget 1—"9@5’1&%;&3&%‘%"%?\ Mof il e
i nformation of compiight\i@bice t€bdi®Rin A MG Setive hrc O LDRE4R 1RGId, US03/ 08352

26. The nmethod of claim 24, further conprising the step of determning a

service center associated with said selected digital service to provide a
serving séfvi cdhe gt ofzgdeine bhdiwdher icagpyaing theetien afprovididecepisdaiennined
establish said ! it i d I I i 7., Jhe, et hod of
claim17, furt heglr%ﬁ gg Hard‘lﬁgiCJrﬁllnge@(‘})lénev%L}/at%ll rgge ? %ﬁ%&%g31¥é%e?eng%%egnt}m§lgn%ﬂ?(gw
devi ce to sai dtinerptsid cdrenacications peetcpkol by a proxy device. 28. The

met hod of claim 17, further conprising the step of providing a

pr edet er m, ned evel. o ali f service.guarantee to.ensure a . .

predet er rrgzﬁed_ Fﬁlﬁéﬁliﬂlﬁeeﬂ@ﬁ%% ﬁ]é‘?rb‘ipn?é}sﬂ%ctgmﬁi é’PPB‘H?uﬁlé(t%P@mQ@: The
net hod of cl ai Bid éessfonriehatilcsPpMné Sbfdd of BAd $hiePcipdnt @eALd. nuousl y mai nt ai ni ng
sai d session regardl ess of the status of said valid client device. 30. The

met hod of claim 17, further conprising the step of Pr oviding a secure
renote ad@essThe methad of demskl, dethes comprisingdheystem pf piomitieg # pepust remdteeo

conference, | Pacctegg &P Qqs@%ficev Qélé:c?edrrﬁ&%xzaglie ngQOulg icglilsﬁﬁingn‘olf? iV‘I\’deo dcio%ifetrt%llce,rr?[y e,
e-comerce, an COITpUtI Nng servi ces.
telephony, voice messaging, digital music, digital movie, e-commerce, and

computing services.
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