
 

 

1/4 

Determine a to-be-processed array, and select a reference 

ciphertext from the to-be-processed array

For each non-reference ciphertext, determine a first noise 

value of the non-reference ciphertext, determine a first 

specified parameter based on an upper limit of a value range 

of the first noise value, and determine a to-be-compared 

ciphertext of the non-reference ciphertext based on the first 

specified parameter and the first noise value

S100

S102

S104

Update the reference ciphertext based on the first specified 

parameter, and compare a size of an updated reference 

ciphertext with a size of the to-be-compared ciphertext of the 

non-reference ciphertext to obtain a first comparison result 

of the non-reference ciphertext

Divide the to-be-processed array based on a first comparison 

result of each non-reference ciphertext, to obtain two sub-

arrays

S106

For each obtained subarray, re-use the subarray as a to-be-

processed array, continue to select a reference ciphertext for 

comparison with a non-reference ciphertext, and continue to 

determine each subarray until a determined subarray

includes a single ciphertext

S108

Determine a sorting result of each ciphertext based on a size 

relationship between the arrays

S110
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Generate a random number, 

and determine a second 

comparison result of the non-

reference ciphertext based on 

a size relationship between the 

random number and a value 

threshold within a value range 

of the random number

Yes No

S210

S200

S204

S206

S208
Determine, based on a first 

comparison result of the non-

reference ciphertext, a 

subarray corresponding to the 

non-reference ciphertext

Randomly re-generate a third 

comparison result of the 

reference ciphertext, and 

determine a subarray 

corresponding to the non-

reference ciphertext based on the 

third comparison result of the 

reference ciphertext

S202

Yes No

For each

non-reference ciphertext,

determine whether a size of a

non-reference ciphertext is equal to a

size of a reference

ciphertext

Determine

whether a first

comparison result of the reference

ciphertext is the same as a second

comparison result of the

reference ciphertext

Determine a second 

comparison result of the non-

reference ciphertext based on 

a size relationship between 

the non-reference ciphertext 

and the reference ciphertext
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300
Reference ciphertext selection 

module

302
To-be-compared ciphertext 

determining module

304

First comparison module

306

Division module

308

Re-comparison module

310

Sorting module

314

Second updating module

312

First updating module

316

Second comparison module
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Processor

Internal bus

Network 

interface
Memory

Nonvolatile 

memory
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