PROTOCOL DATA UNI T RECOVERY CROSS- REFERENCE [ 0001]

This application clainms priority to U S. Application
WOR00888#68213, 606 entitled "METHOD AND APPARATUSPEIDRS2008/067010
POLLING IN A WRELESS COVMUNI CATI ON SYSTEM', whi ch was
filed on June 13, 2007. The ehtirety of which is

herein incorporated by reference. BACKGROUND I. Field

[ 0002] The followi ng description relates generally to

wi rel ess communi cations and, nore particularly, to

transm ssi on of PROJIOCOL DAlTA UNITSRECOVIERYKgr ound
[ 0003] Wreless communicati on systens are w dely

depl oyed to provide various types of comrunication
cont ent such as, for CROPSRENVERENCHata, and so on.
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bandwidth, transmit power, ...). Examples of such multiple-access systems can include
code division multiple access (CDMA) systems, time division multiple access (TDMA)
systems, frequency division multiple access (FDMA) systems, orthogonal frequency
division multiple access (OFDMA) systems, and the like.

[0004] Generally, wireless multiple-access communication systems can
simultaneously support communication for multiple mobile devices. Each mobile
device can communicate with one or more base stations via transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link
from base stations to mobile devices, and the reverse link (or uplink) refers to the
communication link from mobile devices to base stations. Further, communications
between mobile devices and base stations can be established via single-input single-
output (SISO) systems, multiple-input single-output (MISO) systems, multiple-input
multiple-output (MIMO) systems, and so forth.



mul tiple (NR) receive antennas for data transm ssion.
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scope of any or all embodiments. Its sole purpose is to present some concepts of one or
more embodiments in a simplified form as a prelude to the more detailed description
that is presented later.

[0008] In accordance with one or more embodiments and corresponding
disclosure thereof, various aspects are described in connection with a method for
tracking success of a control protocol data unit transmission. The method can include
identifying a transmission of a control protocol data unit. Additionally, the method can
include incrementing a counter as a direct correlation of the identified transmission for
the control protocol data unit.

[0009] Another aspect relates to a wireless communication apparatus that

comprises an recognizer that identifies a transmission of a control protocol data unit as



[ 0009] Another aspect relates to a wirel ess
comruni cati on apparatus that conprises an recogni zer
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data unit aswell as an aggregator that increnments a
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[0015] Yet another aspect relates to a wireless communication apparatus that
comprises means for authenticating a control protocol data unit as well as means for
producing a notice for a module that sends the control protocol data unit to reset a
counter upon successful authentication of the control protocol data unit.

[0016] Still another aspect relates to a machine-readable medium having stored
thereon machine-executable instructions for authenticating a control protocol data unit.
There can also be instructions for producing a notice for a module that sends the control
protocol data unit to reset a counter upon successful authentication of the control

protocol data unit stored upon the medium.



counter upon successful authentication of the control
protocol data unit. [0016] Still another aspect
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[(]0I18]st r at i BIG.of isan nlaptres@nofat wirelesysngnuiicstion system in

ni catjon.of a protocol, data unit in accordance
RieoRDG b Sl B Sl P i Rer of 1. [0021) FIG 3
(o028 i1 upt@ atisan iBistatiseor @&?fﬁs@ﬁthﬁ/\% SYRedY; E@hmunication of
communi cation of a protocol data unit with an exanpl e

geraapdod date pan sirecortancwib czerl@meeqm Wﬁ fargly haseis.
ﬁ@??gt S Sehé ojrlts Igm hl?us%ra{q 101 {)p fe lesenta%'L Ve S tsémaf%r communication of
a% | \96 systl emy1s or

tration of Fesen

& prowyl dath ivan vxﬁfh i ) mﬁﬁ)w@ta@a&@nmhﬁer W dddo@an &tk &rious
detailed transmtter in accordance with various

asppete sef fodh heigix h her ei n.

[0022] FIG. 4 is an illustration of a representative system for communication of
a protocol data unit with an example detailed transmitter in accordance with various
aspects set forth herein.

[0023] FIG. 5 is an illustration of a representative system for communication of
a protocol data unit with an example detailed receiver in accordance with various
aspects set forth herein.

[0024] FIG. 6 is an illustration of a representative communication configuration
with a common counter in accordance with various aspects set forth herein.

[0025] FIG. 7 is an illustration of a representative communication configuration
with separate counters in accordance with various aspects set forth herein.

[0026] FIG. 8 is an illustration of a representative methodology for transmitting

a protocol data unit in accordance with various aspects set forth herein.



[0023] FIG 5 is anillustration of a representative
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be evident, however, that such embodiment(s) can be practiced without these specific

details. In other instances, well-known structures and devices are shown in block

diagram form in order to facilitate describing one or more embodiments.
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[0034] As used in this application, the terms “component,” “module,” “system,
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing
device and the computing device can be a component. One or more components can

reside within a process and/or thread of execution and a component can be localized on



forth in order to provide a thorough understandi ng of
one or nore enbodinents. It can be evident, however,
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0035] Furth vari ous enbodi nents are

bemedtion qapelifitye computing devica, omiShéreraeysine devicmainnkecd to a
devjce can also be cal.l ed system subscribher .unit, )
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termnal, termnal, wireless comruni cati on devi ce,

geeec(fgadican alse be gaviredto agran @gseass pejoi, PradatB, URme ather
Eg%h%()device can be a cellular tel ephone, a cordl ess
el ep §He, a Session Initiation Protocol (SIP) phone,
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but are not limited to magnetic storage devices (e.g., hard disk, floppy disk, magnetic
strips, etc.), optical disks (e.g., compact disk (CD), digital versatile disk (DVD), etc.),
smart cards, and flash memory devices (e.g., EPROM, card, stick, key drive, ezc.).
Additionally, various storage media described herein can represent one or more devices
and/or other machine-readable media for storing information. The term “machine-
readable medium” can include, without being limited to, wireless channels and various
other media capable of storing, containing, and/or carrying instruction(s) and/or data.
[0037] Referring now to Fig. 1, a wireless communication system 100 is

illustrated in accordance with various embodiments presented herein. System 100



devi ce(s) and can also be referred to as an access
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than that employed by reverse link 126, for example. Further, in a time division duplex
(TDD) system, forward link 118 and reverse link 120 can utilize a common frequency
band and forward link 124 and reverse link 126 can utilize a common frequency band.
[0039] The set of antennas and/or the area in which they are designated to
communicate can be referred to as a sector of base station 102. For example, multiple
antennas can be designed to communicate to mobile devices in a sector of the areas
covered by base station 102. In communication over forward links 118 and 124, the

transmitting antennas of base station 102 can utilize beamforming to improve signal-to-

noise ratio of forward links 118 and 124 for mobile devices 116 and 122. Also, while



phones, smart phones, |aptops, handhel d conmuni cation
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coverage, nobile devices in neighboring cells can be
toudpdy atteanpraission of & cpetral A, adnegeisarierZ@tca iberseient a counter
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ev ces. wrererring

BaedXah® | y&thetmla@@fanﬁm@ms@ bO$ eshtiod PDEDHITULY, Ehitigecunter is
protocol data unit El% I n conventi onal operatlon
posneates kyrenigs rﬁVtetlf@aﬂab dRoeatcl &9 peBasandhigshalé splye Ard thus a

i Ge R > upon successful reception. However,
@%(% £?§§1?ﬁ§§ that a PDUis not transnmtted

Elﬁ'd@}sssf ul The recaiver E()?ﬂ:scrmtcbﬂect 22PDEndfot eontol PO asexfictred
g{f\}ft %;:)FLfqugsrmitctgr fo%n A con rpnte{r 810 Eal:r)luautl\ll\él?lltlgalgceg cgrrlt%lePﬁ)U Commonly,
authentication can include identifying that received data is a control PDU, determining
if the transmission is accurate, and the like. A constructor 212 can produce a notice for
a module (e.g., the transmitter 202) that sends the control PDU to reset a counter upon
successful authentication of the control PDU. When the transmitter 202 receives the
notice, then the counter can be reset to a base value, commonly zero. According to one
implementation, the transmitter 202 is part of a base station 102 of Fig. 1 and the
receiver 204 is part of the mobile device 122 of Fig. 1.
[0043] Now referring to Fig. 3, an example system 300 is disclosed for

communication of a control PDU between a transmitter 202 and receiver 204. The



status check while using | ess resources of the
transmtter 202. A counter can be used to deternm ne
whowsaeeys t i nes the PDU and/ or control PDU i s BERUS2008/067010
Once the counter reaches a set threshold, then an
i nference can be drawn that c8mmunication is not
successful and a reset procedure can be inpl enented.
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erring to Fig. 3, an exanple system 300 is
ﬁ%@@ﬁﬁéed for communi cati on of a control PDU bet ween a
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aIP(P trhg e%lggtgr ? (5'14t cha%ncfeitecl:’r%grleov[z]hi\l\fl tcéﬁmglugl%gg‘lounrsrg?er successful and which
communications failed. The system 300 can implement such that the aggregator 208
does not increment the counter until it is determined a transmission is not successful.
[0046] A controller 306 can operate to reset the counter to a base value, such as
zero, upon a determination that there is a successful transmission. Multiple counters can
be retained through the system 300, where there are separate counters for different
transmissions. The evaluator 304 can manage the different counters and determine to

which counter a received response applies. An instruction can transfer from the

evaluator 304 to the controller 306 on which counter should reset.



210. A notice can be returned to the transmtter 202
fromthe receiver 204 and the counter can be returned
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ggn?mulﬁcgt?orht {e g., the counter is above the threshold), then a setter 406 can trigger
radio link protocol rest based upon the result of the comparison. According to one
embodiment, the result that facilitates implementation of the setter 406 is when the
threshold and the counter are equal or when the counter surpasses the threshold. In
addition, the counter can function in different implementations. For instance, the
counter can account for PDU transmissions — PDU, control PDU, and the like.
However, separate counters can be kept for a PDU transmission and control PDU
transmission, thus there can be a control protocol data unit specific counter.

Additionally, the transmitter 202 can use the controller 306 of Fig. 3 to reset the counter

to a base value upon the trigger of the reset.



PDU commonly is several bytes in size, thus allow ng
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0034k ni ssi DAY refepmig todga: ¢-gn cepupleaafigyation Q0 is disclosed
Fll%ans gfr%@e; (ﬁft Wéaﬁloﬁ&ﬁ%eﬁg tﬁﬁ%lt{ef)QO?arPﬁécelver 204 with
a common counter 602 for a PDU and a control PDU. As a PDU is transmitted to the
receiver 204, a counter 602 can be incremented to show that a PDU transmission is
attempted. If after a specified delay a response is not received, then the transmitter 202
can attempt to send another PDU transmission.

[0055] As disclosed in the configuration 600, a control PDU is transferred
containing at least some information of the PDU initially sent. The counter 602 can
then be incremented with a value of ‘2°, thus representing the value of the sending of the
initial PDU and the sending of the control PDU. Various other embodiments can be
practiced with regard to PDU transfer. For instance, two separate counters can be

implemented; one counter for when a PDU is transferred and another for when a control

PDU is transferred.



transm ssion, thus there can be a control protoco
data unit specific counter. Additionally, the
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showing a sequence of communication between a transmitter 202 and receiver 204 with

multiple counters. A PDU counter 702 can track a number of times a PDU is
transmitted. For instance, initially a PDU can be sent and the PDU counter 702 can be
incremented by one. If a response of success is not obtained from the receiver 204, then
the transmitter 202 can send a control PDU. When the control PDU is transferred, a
separated CPDU counter 704 (e.g., control PDU counter) can be incremented, such that
the PDU counter 702 and the CPDU counter 704 keep different counts. Multiple
attempts of sending a control PDU can be attempted and with each transmission the
CPDU counter can be incremented. It is to be appreciated that multiple attempts of
sending the PDU as well as the control PDU can be practiced. When a link is

considered broken, when a PDU of a different sequence number is transferred, etc., the
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score or approximation, linear classifiers, such as
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accordance with inplenenting various automated aspects
e8! PPEH herein. In addition, these techniques can
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referring to F|% an exanpl e confhguratlon 70
9 Bequytes gt 1s to be appreciated that incrementing the counter can inc ude resetting
the counter to zero upon identification of a successful transmission (e.g., incrementing
the counter with a negative number that has an absolute value equal to a current value of
the counter). There can be one counter for PDU and control PDU transmission as well
as separate counters of PDU and control PDU transmission.
[0062] A response can be solicited from a module upon which the transmission
is transferred at action 808. The response can be used in determining if the transmission
is successful. A check 810 can occur that determines if the transmission is successful

(e.g., an intended receiving unit collects a transmission). The check 810 can include

receiving a response from the solicitation and evaluating the received response; a result
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8@ eineh nbhéetorahad ad it 3nas tMcoﬁM@ﬁPﬁU such as in a
state diagram Mbreover, not all illustrated acts can
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6@06§%J%egcs occur. A threshold value can be

pvapl i shett vaﬂ be\appntecﬁ&’ﬁ thathinclecad andeevifesricosrmeele aspects
Eiglsrclrci‘t'v)le({1 he?gﬁeﬁl e&%élllcggl C??I‘I be made regarding tracking PDU transmission, tracking
control PDU transmission, efc. As used herein, the term to “infer” or “inference” refers
generally to the process of reasoning about or inferring states of the system,
environment, and/or user from a set of observations as captured via events and/or data.
Inference can be employed to identify a specific context or action, or can generate a
probability distribution over states, for example. The inference can be probabilistic—that
18, the computation of a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to techniques employed for

composing higher-level events from a set of events and/or data. Such inference results

in the construction of new events or actions from a set of observed events and/or stored



hi stori cal operation, suggestion of a user or another

entity, use of artificial intelligence technigues, and
wao bh@shs4ees At action 804, there can be identi fRCHYSH08/067010
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[0064]. Now referring to Fig. 9, an exanpl e nethodol o y
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be smiredattdthaotheftansmaittee $@onael thoreceiver 1002 can match the transmitter
202 of Fig. 2 and the receiver 204 of Fig. 2; however, they can also be separate and
distinct entities.

[0069] Mobile device 1000 can additionally comprise memory 1008 that is
operatively coupled to processor 1006 and that can store data to be transmitted, received
data, information related to available channels, data associated with analyzed signal
and/or interference strength, information related to an assigned channel, power, rate, or
the like, and any other suitable information for estimating a channel and communicating
via the channel. Memory 1008 can additionally store protocols and/or algorithms

associated with estimating and/or utilizing a channel (e.g., performance based, capacity

based, etc.).



atransmtter can learn a transm ssion i s successful.
Identification data can be extracted fromthe
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identification data can be used in transferring a
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[09f72) encesFiy. @1 ieateallustrationjofincystan W00 khat Feeilitates carsmunication

gp;o SSiUr.reé;tstSema?l Oocrornr]gr)l;?‘itsqusoe%j gasg %tségc:iroril 9?82 Pe?gr.,eailcgéss point, ...) with a
receiver 1110 that receives signal(s) from one or more mobile devices 1104 through a
plurality of receive antennas 1106, and a transmitter 1122 that transmits to the one or
more mobile devices 1104 through a plurality of transmit antennas 1108. Receiver 1110
can receive information from receive antennas 1106 and is operatively associated with a
demodulator 1112 that demodulates received information — example information can
include a PDU and/or control PDU. Demodulated symbols are analyzed by a processor
1114 that can be similar to the processor described above with regard to Fig. 10, and
which is coupled to a memory 1116 that stores information related to estimating a signal

(e.g., pilot) strength and/or interference strength, data to be transmitted to or received



[0068] Fig. 10 is an illustration of a nobile device

1000 that facilitates communi cation of a PDU. Mobile
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frolesxamptt sy stotitre t2 ]s&mtdabd)‘tala dﬂ:fvme abo dcscflbed below In addition,

B ol PRy e SRS BB Ra T e Horiet prah stngrploy the

FREQY (Fads 97 énl'drl‘ﬂ ﬁ%%ﬁ@ﬂoﬁhﬁ%o% g€ SO REEMNBdIREYiRTo facilitate
ut|I|Z|ng a channel , perfornance based, capacity

paskeds cammuyicptgmrbyre| VM@@N be appr eci at ed that the
gﬁhﬁ]eSt or eé% Srils% statlrrgq%(y tra?g Aat? a?SrCaIrrllu%der BF da?ta strga%q]s 19e

r vol € ‘menor nonvo

piv&ided €ropoh Hatd @badice |121231r(bda R (TX) |d@taffﬁd%krssbr 1ly4 V\m‘cordmg to
of illustration, and not limtation, nonvolatile

AR PPEYIYD lg,£ach datp grg@m @éa]djedfﬂlljﬁnlﬁtﬁm\yr F@Wctlve antenna. TX data

PRy T By M ?"%ﬁ%ﬁ‘éﬁ’é&% iRy

patioulyr codidgadchtrae ndnmd/focr ahmt idatalstrdem tapooidcaodabdata.

mangr y( '"}/Lé cgweid%gta for each data stream can be multiplexed with pilot data
using orthogonal frequency division multiplexing (OFDM) techniques. Additionally or
alternatively, the pilot symbols can be frequency division multiplexed (FDM), time
division multiplexed (TDM), or code division multiplexed (CDM). The pilot data is
typically a known data pattern that is processed in a known manner and can be used at
mobile device 1250 to estimate channel response. The multiplexed pilot and coded data
for each data stream can be modulated (e.g., symbol mapped) based on a particular
modulation scheme (e.g., binary phase-shift keying (BPSK), quadrature phase-shift
keying (QPSK), M-phase-shift keying (M-PSK), M-quadrature amplitude modulation
(M-QAM), etc.) selected for that data stream to provide modulation symbols. The data



acts as external cache nenory. By way of illustration
and not limtation, RAMis available in many forns
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§25 ¥} the data stream. The processing by RX data processor 1260 is complementary
to that performed by TX MIMO processor 1220 and TX data processor 1214 at base
station 1210.

[0081] A processor 1270 can periodically determine which precoding matrix to
utilize as discussed above. Further, processor 1270 can formulate a reverse link
message comprising a matrix index portion and a rank value portion.

[0082] The reverse link message can comprise various types of information
regarding the communication link and/or the received data stream. The reverse link

message can be processed by a TX data processor 1238, which also receives traffic data



herein. [0073] Processor 1114 is further coupled to a
confirmer 1118 and/or a constructer 1120. The
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pidtdssoBdeB0 dnd @2 T0ocaarbcexsarpitel whatentay 423 aelaid7Caiat Bre

transmtted over a respective antenna. TX data .
progEes et 12 ot o PrasesO b end AR PR 1 @‘é&é@‘ PRutations to
§ERff G nlfj ?ﬁﬁb P&g@&e%gtilﬁaiﬁ?f&'t%}ﬁfnk%ﬂg'dBQ/nlink,

schene sel écted for that data streamto provide coded
dapativil076] The coded data for each data stream can

Rsfliency Brsfodthindebiatshaihftbedmms Eehirgbusin can be
Aeislehb@B@ld Nar@kard! $0TRNAS, iftBhare, B IRIWRRL nBX RS0 lCAR

be frequency division nmultiplexed (FDM, tine division
eambinpiicatercofTOMr a hardveard emplictnicsiabon, it piopesegdnitepn) be

Th L ais typically.a kn .dat t.tern .
PPt sl odeSor Bk aRhoklh SR AL ASRY), digia
spRdllpeod@eorc@ SHS, Qi diel @i‘{ghhlg&ilb@sﬁh Beates(BSPORE Hrogh@mable
mul ti pl exed pil ot and coded data for each data stream

logie dsavicep A q)eﬁelé@y%rgmgvhﬁ@atqﬁwé @P%g)egrogﬁssgrs, controllers,

Hl%r&-'c‘&ﬂﬂr@ﬁers, microprocessors, other electronic units designed to perform the

functions described herein, or a combination thereof.

[0086] When the embodiments are implemented in software, firmware,
middleware or microcode, program code or code segments, they can be stored in a
machine-readable medium, such as a storage component. A code segment can represent
a procedure, a function, a subprogram, a program, a routine, a subroutine, a module, a
software package, a class, or any combination of instructions, data structures, or
program statements. A code segment can be coupled to another code segment or a
hardware circuit by passing and/or receiving information, data, arguments, parameters,
or memory contents. Information, arguments, parameters, data, efc. can be passed,
forwarded, or transmitted using any suitable means including memory sharing, message

passing, token passing, network transmission, etc.



nodul ati on schenme (e.g., binary phase-shift keying
(BPSK), quadrature phase-shift keying (QPSK)

worphasssshi ft keying (M PSK), M quadrature anpdT/Usmbes8/067010
nodul ation (M QAM, etc.) selected for that data
streamto provi de nodul ati on ynbol s. The datarate,
codi ng, and nodul ati on for each data stream can be
deternmined by instructions perfornmed or provided by
[08Cessor E&30soffvadd ithpldinentatiehy ltias fectimigyestloscsibbo heretnecan be

data st b ded to a TX M
RN ERBCARM e ReProseg s QUG A PP DF s he
ffircllons eRLrtdTMMcin. MR RE BERSRAT b 48R ALR %Mﬁm@%‘m

ation Sy streans to NI transmtters
$228@d bigpoemgksot 2Phie. mémonyarmitoaas bemnp tineatedsyithixX thd gviessor or

ocessor 1220 appli es, beanfornin ht s

YRGS the Piohes Al b Same! SHoPs Rt Hre P Re g he
&R0t V18 vad&RGhednS aPRI MG whiiaAsdrt. t ed. [0078] Each
ransmtter 1222 receives and processes a respective

Wﬁﬁbl st r Béth rebergnceve dig. ddeillostratest i aamabmgl 380 grrakEectuates
d.furt h t
glgé?{%rgg PS Pﬁﬁje]anéi;cﬁéi?%rmngm% gFécP% %?Esfg 13 glfdggssgulhg qi; ?)éatng)ge system

$3@nah rSSidié @bt hatially b SSbbile @vede. The tdbdppreciated that
channel . Further, NT nodul ated S|gnals

ek A Q0 is reprasented as Fichisine &1212‘2@11 plocky, a{%% ¢andy fppgsional

DB R A IO AREEL o FRRSEL e 00T

tiegodl Sg.afienweaeRi Sl@erbyS(NRnamtiemm R@lchlZ@@apingrlGOg bf clectrical

1252r and the received sjgnal fromeach antenna é&s

F‘%rnlﬁﬁl’(?(}fsd]éaci cppag 1p é%lﬁ%‘tt’ioye Fopmstapes. ‘{8’&‘5\1/@30“1?2& can

Inta[u(a@ ah eﬂe%‘éﬂ:ﬁl co%%?] ch€of id\éﬁﬁ%’ﬂ?g'sefltr&%ﬂgésﬁdnoﬁsa doBn8l protocol data
I'ters, anplifies, and downconverts) a respective

Bllllg h34. Momowrz&s loglealcgmldmlg b¥tedas |11gﬂnale anoelqzntmall demponent for

sanpl es, and furthe oce ses t e rovide
BeEBrrRLp arHY Srctebl SIS P AR o0RB ORTORRe
QQM@lpﬁﬁ&ﬁﬁggﬁuﬁgqgogan receive and process the NR
recei ved synbol streans from NR receivers 1254 based

19881 parti ¢he lgicakgoupae lé%é@s@ismgactl@le lanictpgiicabcomponent for
Qetgrmlgl% ’Tﬁ%%h?tﬁlsg gn 18 es§fu§ G SRl 1caraxonglgonent fgr comparing the

Process ern

é&mw@ﬂeﬁﬁlhre@ﬁlaﬁg Rhi sy abmleslﬁdld Ra8N, bo ckegioveontpdaent for
traffic data for the data stream The processi ng by RX

Hieesring seedestd upee rwlcHfiRerEng &wyth%hqlﬁ agaipgiiotappter, an
glt&tgig%sle'\élo{x@oﬁ&ﬂ %&Se%%llgiﬁgé) th%r{grelﬁglgj,aatnael&ﬁﬁ&d? §§rﬂﬁor§eﬁ4§)r resetting

the counter to a base value upon triggering the reset, and/or an electrical component for

soliciting a response from a module upon which the transmission is transferred, the
response is used in determining if the transmission is successful; these components can
integrate as part of the electrical component for identifying a transmission of a control
protocol data unit 1304 and/or the electrical component for incrementing a counter as a
direct correlation of the identified transmission for the control protocol data unit 1306,
as independent entities, and the like. Additionally, system 1300 can include a memory
1308 that retains instructions for executing functions associated with electrical
components 1304 and 1306. While shown as being external to memory 1308, it is to be
understood that one or more of electrical components 1304 and 1306 can exist within

memory 1308.



station 1210. [0081] A processor 1270 can periodically

determ ne which precoding matrix to utilize as
waele@suswsesl above. Further, processor 1270 can POF/D81088/@67010

a reverse |link nessage conprising a matrix index

portion and a rank val ue port3lon. [0082] The reverse

I i nk message can conprise various types of information

regardi ng the comruni cation |ink and/or the received

ﬁhma]streammnﬁﬁgnﬂﬁgeBSthﬁmkdﬁesga@alo&mtbaxﬂﬁmﬁﬁ&sed

a TX data pro or 8, which also receives
Pfroa?%sm(g 03 HPRO A p EQFH@ S RE QDSBS e T fansfor is
1 I

G SR sy shasl 1o Bl BEL AL Rkl s ihin o movil

tevaces it tstte e bpakcibiod iz sy g¢ratl 4O 1s]r§ﬁ1©senﬁ€@1083ﬂlcmding fgwtional

210, th b d
ol SPGB e VLR G) e 48 rB0A LBRGTO BRBT B b
pRE&IsYE %&t@%@zar c@ﬁfﬂ?t%'oﬁ&l@éi‘e&l(e 23, denmdid)ak9sterh2400 I@P&HGS a
ﬁro cessed by a RX data processof 1242 to extract the

F groupingd 442 géelg@trlwlasnmpnmﬁthbycamt 1necoamm|ct:@n For

B ot Bl POZaR0 MR PRI e R fopappppicating
téntte$ Brotédol deth @hm'mt)m glvlok@vb@atfe‘lagwrgowhg mmsz cdn0084dle an
Processors 1230 and 1270 can dlrect gﬁ contro

$

eleeirigrliramwoner feiguoduaing 3 nefissrfar ¢ awdalte thagsendstthg satirol protocol
&gt& gni@ Wrega%zéggng? gfxﬁihzs}%g qul &ﬁ@tﬁ&%ﬁc\’f%fytge \?R\ﬁ[:tﬁoq %Eér%fo)} data

processors can e associ a
&ﬂBBMth 1272 that store progran1codes and dat a.

essors 0.apd 1270 c al so pe nput ati ons
O4Er i ve ﬂll% ¥ 9roaalagllﬁ§ P%nsalﬁ%% S an sEoeiral cummagent for

{rgﬁsféiﬁh? e R HPMB i Jle, b §E§t?f‘chlvc%ldngyonglgqgls&ollletztlﬁgsthg Qontrol

be undeFstood that the enbodi nents scri bed herein
pla)mdobdatarphm,mdtoe dn iclectraadwanenestabt Waraetmg idenBeagion data from

co of a onbi nati.on thereof. Fo
ReisaEE noihSienl e ohe HEHuRCHGn cBlaiSBsaR FE R famng ahe
homlcagenyt eldue;tthése c@ oﬂénti%qw@ Prkd é%aﬁa'rt‘Hf tBP86étHESA component
|nte rated circuits Sl Cs) |taI si gnal processors

Pntichting ta&pn@lgmtpcqird@tﬂe@sﬁ h’@%@dfuoc e(letpgm@é yomponent for
g%o‘agcng ra élg 1ge ég%%%d%?e tlhg ssén&s tlhD%z)ﬁtr tg?cﬁ rd91 mg?es%t a

essors,
B Gt@uPOn Eﬁd@kisﬁﬂ%uth&hﬁéa‘ﬂbﬁ Y ﬂﬁss‘o@h&ol Iﬁbt@eﬁl (ﬁ]t?ﬁ@ﬁlf DIU6E as

;'Illrgilelgesndgliseln 1p1§sd aItl(? th%ehrkfeor\{f?n}ehs?lown as being external to memory 1408, it is
to be understood that electrical components 1404 and 1406 can exist within memory
1410.

[0092] What has been described above includes examples of one or more
embodiments. It is, of course, not possible to describe every conceivable combination
of components or methodologies for purposes of describing the aforementioned
embodiments, but one of ordinary skill in the art can recognize that many further
combinations and permutations of various embodiments are possible. Accordingly, the
described embodiments are intended to embrace all such alterations, modifications and
variations that fall within the spirit and scope of the appended claims. Furthermore, to

the extent that the term “includes” is used in either the detailed description or the

claims, such term is intended to be inclusive in a manner similar to the term



functions described herein, or a conbination thereof.
[ 0086] When the enbodi nents are i nplenented in
waeodsmsesey firmmvare, m ddl eware or mcrocode, PCDUSRNS/067010
code or code segnents, they can be stored in a
machi ne-readabl e medi um such??as a storage component.
A code segnent can represent a procedure, a function,
a subprogram a program a routine, a subroutine, a
faapringd as 6fdni@isingyaes kageretal whasamployedadyya transitional word in a
conbi nation of instructions, data structures, or
BY%ram st atenents. A code segment can be coupled to
anot her code segnent or a hardware circuit by passing
and/ or receiving information, data, argunents,
paranmeters, or nmenory contents. Information
argunents, paraneters, data, etc. can be passed,
forwarded, or transmitted using any suitable neans
i ncludi ng nmenory sharing, nmessage passing, token
passi ng, network transm ssion, etc.[0087] For a
software i nplenentation, the techni ques descri bed
herein can be inplenmented with nodules (e.qg.,
procedures, functions, and so on) that performthe
functions described herein. The software codes can be
stored in nmenory units and executed by processors. The
menory unit can be inplenented within the processor or
external to the processor, in which case it can be
comuni catively coupled to the processor via various
nmeans as is known in the art. [0088] Wth reference to
Fig. 13, illustrated is a system 1300 that effectuates
transferring of a PDU and determning if the transfer
is successful. For exanple, system 1300 can reside at
| east partially within a nobile device. It is to be
appreci ated that system 1300 is represented as
i ncluding functional blocks, which can be functiona
bl ocks that represent functions inplenented by a
processor, software, or conbination thereof (e.g.,
firmvare). System 1300 includes a | ogical grouping
1302 of electrical conponents that can act in
conjunction. For instance, |ogical grouping 1302 can
i nclude an el ectrical conponent for identifying a
transm ssion of a control protocol data unit 1304.
Mor eover, the |ogical grouping 1302 can include an
el ectrical conponent for increnenting a counter as a
direct correlation of the identified transm ssion for
the control protocol data unit 1306. [0089] The
| ogi cal grouping 1302 can al so include an electrica
conmponent for



determining if the transm ssion is successful, an
el ectrical conponent for conparing the counter after

w0 p@sasesRt i ng agai nst a threshold | evel, an el PCT/UBMa$/067010
conmponent for triggering reset based upon a result of
comparing the threshol d agai ndt the counter, an
el ectrical conponent for establishing the threshold,
an el ectrical conponent for resetting the counter to a
base val ue upon triggering the reset, and/or an
el ectrical conponent for soliciting a response froma
nodul e upon whi ch the tran&hA8n i s transferred, the
response is used in determning if the transnmssion is
successful; these conponents can integrate as part of
Wiat eldamedcal conponent for identifying a
transm ssion of a control protocol data unit 1304
and/or the electrical component for increnenting a
¢ount Arm@fo@ fdtitFaBking GRES &itd QAtdf profRol @RNkhit tr&mission,
transm ssion for the control protocol data unit 1306,
egnpmdegpendent entities, and the like. Additionally,
system 1300 can incl ude ne 308.that.. retai ns
ot r Dt e § G ity Ry PR o SRS e B afS W e
el ect [ceamhentiapR@BemtSasla3lfcadstrd . of \hd 1dentsthMandmission for
being external to nenory 1308, it is to be understood
thegontsplepretocodslaga wiit.e| ectri cal conponents 1304 and
1306 can exist within nenory 1308.[0090] Turning to
Fig. 14, illustrated is a system 1400 that effectuates
pr oce%ha¢ ngthotl ofl cRADY lafidtheecdropmisngilictéredsing dfithe transmission is
operation in relation to if the transfer is
SHrEew8Ef ul . For exanpl e, system 1400 can reside at
| east partially within a nobile device. It is to be
appreci ated that system 1400 is represented as
Bncl u@hagefhodafichmal2, Birthek sompuinicdhcaaparing thaicmomiasaékr
bl ocks .t hat .represen unctions inplenmented by a
Beosdune St bt VBRI e i nat | on < her eof (. g..
firmvare). System 1400 includes a | ogical grouping
1402 of electrical conponents that can act in
gonj uhbe methodpdclaimst Gnther corppyiisied trigeumng yegethagal upgn a result of
Lnecl ude an.el rical onent for authenticating a
8%ﬁQ%gEW§?%?%%%ﬁ“ﬁ%?g“%ﬁ?FMﬁ 04. Moreover, the | ogica
groupi ng 1402 can include an electrical conponent for
groducing a notice for a nodul e that sends the contro

r ot 0d B¢ Mgthod afislaim g theagwit thatdagiHtatas tigesning i whek thg|threshold
' ' t I it 1406.
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el ectrical conponent for transferring the notice to

t he ule, agn _e|lectrical conponent for collecting the |
Bont P%ﬁe method of c|a1rn 4, the counter Tunctions for the control protogol dlglta unit

and a related protocol data unit.

7. The method of claim 4, the counter is a control protocol data unit specific
counter.

8. The method of claim 4, further comprising establishing the threshold.

9. The method of claim 4, further comprising resetting the counter to a base value

upon triggering the reset.



protocol data unit, and/or an electrical conponent for

extracting identification data fromthe coll ected
weenwsn®espr ot ocol data, the identification datBCT/BES28&067010

in transferring the notice to the nodul e; these

conmponents can integrate as patt of the electrica

conponent for authenticating a control protocol data

unit 1404 and/or the electrical conponent for

producing a notice for a nodule that sends the contro

r ot ocol t t to.reset a counter upon successful
i%t heht$ aﬂaf gr?Lflé*alfPﬁe T PP }tln@étrﬁsﬁﬂlfﬁff qwodule

Eﬁ‘oﬂ PHRR ﬁ{bdt?aﬁ{sm%{dntlk %nsf@@gi Méqeéﬂok'l?e 15\(%&({ fa if the

el ng external to nmenory Isto ersto
MamH&mﬂcmmu@ahﬁhbnponents 1404 and 1406 can exi st

within nmenory 1410. [0092] Wat has been descri bed

above includes exanpl es of one or nore enbodi nents. It

15, ORA WRMERRonMAniRPOISH 'aﬂ%ﬁath@ dapeikinge every

concei vabl e conbi nati on of conponents or nethodol ogi es

for perpreseyzafthdedantifips mganmsmmoféamnﬁn%p@docol data unit; and

rererggg%ﬁnngz%gr?@é?r%h%t ﬁncr?r%%l%tgé%lo@% as acilregt %orreaaglon of the 1adent1ﬁed
fReisiltsadr m&em‘onwarp@w%omm@dmﬂe nt s are possible.
Accordingly, the described enbodi nents are intended to
enbrace all such alterations, nodifications and

r|a -

A1 00T of i 1, FAR AL L B AR flines i
ﬁmsnhaﬁma Sisnedepudels” i s used in either the detailed
description or the clains, such termis intended to be
inclusive in a manner simlar to the ternfconprising”
a5 " CORPL ka[%&s" oﬂ Saikf 2 %}ﬂfé} %ngﬁ il & 1 & @Qﬂaﬁé’e‘% %aﬁ‘%o%gares the
transitio In aclamCL I's clalned
tamtet aftér lvmﬂ@ontra‘nmntetdr@aknshgthS%hoblsisvaﬁ a control
protocol data unit transm ssion, conprising:
identifying a transm ssion of a control protocol data
Wi t; TROGhJaRah EHRMitNDB, FyrfRe BbBpridifg 8 sétidr @6 triggers reset based
correiation of the identified transn1SS|on for the
gt & shulppbihe somparatoa afpha thregholthgainstthoepvatercl ai m 1,
further conprising determining if the transmssion is
successful. 3. The nethod of claim2, further
CONMPI ThE HEpaeAnPS dlaigh 14)encCrostit @ikt RALiliGkes implementation of the setter

is when the threshold and the counter are equal or when the counter surpasses the

threshold.

16. The apparatus of claim 14, the counter functions for the control protocol data

unit and a related protocol data unit.

17. The apparatus of claim 14, the counter is a control protocol data unit specific
counter.
18. The apparatus of claim 14, further comprising a calculator that establishes the

threshold.



i ncrementing against a threshold Ievel. 4. The nethod

of claim3, further conprising triggering reset based
wapes/1sdesesul t of conparing the threshol d agai PGT/US1968/067010

counter. 5. The nethod of claim4, the result that

facilitates triggering is whe® the threshold and the

counter are equal or when the counter surpasses the

threshold. 6. The method of claim4, the counter

faunct Thaspfagdtud dfecldont4, Ghrtipt odmposinglatantusilct tlanebsats the counter

rel ated protocol data q{t. 7. The nmethod of claim 4,

toarrebasg yalug tres the tagerr vbfhedetstocol data unit specific

counter. 8. The nethod of claim4, further conprising

establishing the threshold. 9. The nmethod of claim 4,

2Qr t h&he eppapatisofgaimekk furtheg comprivog atemntunicatdp Asa solicits a

val ue on tri ering.the.reset..10. The th of )
ERBiIRe 3000 mon B S i s FRE i on o EeDdhStesponsfs used
h AREHE 8 dBRARINMHAbE Bpdnehith ANBEHESAsidSistshadesdrer r ed,

the response is used in determning if the
transm ssion is successful. 11. A wireless

nmuni cat.i on_apparat.us,  conpri sing.. .an recogni zer
fhat fagivr ol AR a8l Semdidf o pr of ocol
dat a pRbds forRdn8IBOYIrAGatMor 6fal confel RFRIRLEdAa GRARINET
as a direct correlation of the identified transm ssion

for tMEaRIRT INGTCTNEns & SPuRigi 46 amirect corxclatimeofappidentifipd
%Eét%s%{i@i(m fht itl}ef#ﬁ{ergférofb%gp&a!ta?hﬁg. an eval uator that

erm nes ansm ssion i s successful. 13. The
apparatus of claim 12, further conprising a bal ancer
npares the count

at ¢ r after being incremented. .
é%ai nShe et ol glllr.theﬂ?mm%n%mﬁa%‘ffoaggfsﬂm&% ihthe
d3nsnliti s PR GR0RHI Sing a setter that triggers reset
b

ased upon a result of the conparison of the threshold
agai nst the counter. 15. The apparatus of claim 14,

e result that cilitates inmplenmentati on of the
BUT TR Wl o1 38in 1L Bifien cARnR e hEbtinDe Fopi g g pounter
MterR@BmERE Hs€d theashBRISSRS. t he threshold. 16. The
apparatus of claim 14, the counter functions for the

control protocol data

24. The apparatus of claim 23, further comprising means for triggering reset based

upon a result of comparing the threshold against the counter.

25. The apparatus of claim 24, the result that facilitates operation regarding means
for triggering is when the threshold and the counter are equal or when the counter

surpasses the threshold.

26. The apparatus of claim 24, the counter functions for the control protocol data

unit and a related protocol data unit.

27. The apparatus of claim 24, the counter is a control protocol data unit specific
counter.
28. The apparatus of claim 24, further comprising means for establishing the

threshold.



unit and a related protocol data unit. 17. The

apparatus of claim 14, the counter is a contro
w@e@Boswhss data unit specific counter. 18. The BOPHSAEDLE67010

of claim 14, further conpr|3|n a cal cul ator that

establ i shes the threshol d. 19.26The apparatus of clai m

14, further conprising a controller that resets the

counter to a base val ue upon the trigger of the reset.

20. The apparatus of claim12, further conprising a

omrunj cator that solicits a respaonse froma nodul e
2 ¢ epparates ?tf%fﬁgxﬁﬁs &ighsr P%mPP%iH% Peppsler respiging the counter to
5 88 hb Bkilg a det er mi nati on upon whi ch
|Pégﬁgﬁ%#§§gn1 flg S %gccessful 21. A wirel ess
conmuni cat i ons appar at us, conprising: neans for

ent a transm on of a cantrol ot
e T ePedino RORM 7 ratsh eoRatane bt ble® adeding § bogonse
Pr@ﬁlreﬁlln@&!ﬂ@ ﬂ%)&{ whit@ thél@tshdidstsh & HARSEISS Rl Rinsé R&used in
control protocol data unit. 22. The apparatus of claim

gaternfininghbthe sonpmissionés sweemsfuf.or determining if the
transm ssion is successful. 23. The apparatus of claim
22, further conprising neans for conparing the counter
af t er AiigoheneRhddtle @gdiufsiaveng Si6re8 fRkrebnl BN @Bline-dcutible
apparatus of claim23, further conprising nmeans for
ﬂﬁraﬁémﬁﬁg reset based upon a result of conparing the
thres ragus of
ol ai meA AR Bt R @ oRio) EBioel B BREAL
r egar thcreggnameiaga cboteit asi agcg&rct ogrdlgiontuenhd ldentifivdesdmemiksion for
&Ed the counter are equal or when the counter
(CPALQlgYORY i Wihol d. 26. The apparatus of claim
24, the counter functions for the control protoco
data unit and a related protocol data unit. 27. The
3ppar Ahemadiinetraidabl2 edivne ofdami 81, fusha coomprismlg instructions for
rotocol g ta unit Sp C|f|c§%ﬂunter. 28. The appar at us
Wm@wgpﬁﬂ‘t “?BWPH@P EoWpF*8hg means for establishing
t he threshold 29. The apparatus of claim24, further

conprising neans for resetting the counter to
33. The machine-readable medium of claim 32, further comprising instructions for

comparing the counter after incrementing against a threshold level.

34. The machine-readable medium of claim 33, further comprising instructions for

triggering reset based upon a result of comparing the threshold against the counter.

35. The machine-readable medium of claim 34, the result that facilitates triggering is
when the threshold and the counter are equal or when the counter surpasses the

threshold.

36. The machine-readable medium of claim 34, the counter functions for the control

protocol data unit and a related protocol data unit.

37. The machine-readable medium of claim 34, the counter is a control protocol data

unit specific counter.



a base value upon triggering the reset. 30. The
apparatus of claim22, further conprising neans for

W@ i0Bas46651g a response from a nodul e upon whi CPCT/KI82008/067010
transm ssion is transferred, the response is used in
determining if the transmssi®dh is successful. 31. A
machi ne- r eadabl e nmedi um havi ng stored thereon
machi ne- execut abl e i nstructions for: identifying a
88.ansThs siachinetcadalslo miadalm pf duine 84, fdaha conipkisingriastructions for
increpenting a counter as a direct correlation of the
?%@ﬂ?ﬁgg@ﬁ3 FeshQldi ssion for the control protocol data
unit. 32. The machi ne -readabl e medi um of claim 31,
further conprising instructions for determining if the
89.ansithssiadnn¢-scadalgle essifum of @3im Jhdurthervomprisimgaakitviceons for
nmedi.um.of claim 32, further conpr.ising instructions
FOrtBB o RRGT [HaDiso e AT R REHEREIT: n aga net a
threshold I evel. 34. The machi ne -readabl e nmedi um of
claim 33, further conpr[sing instructions for '
#0.i gg&h¢ mgchinsecadhbls et diyponf elame 3 furthér cooppamignistiugeons for
t hreshol d agai pst the.counter,. The machin
LERER SRES DRt PG GRAPA I nichdns CGTRRLE Fansforred. the
foaparlst iises it déte@ahinagf 1hs twhahisiibeiduceskl.d and the
counter are equal or when the counter surpasses the
threshol d. 36. The nachi ne -readabl e nedi um of cl aim

, the netl.ons co

36t o OF RN Lo ARG 580, W S pIb e,
machi agrocesatedlfguredoum of claim 34, the counter is a
contro] protocol data unit specific, counter.38. The
machi }ﬁilénﬁléaad%sgnm Urn ontrel pipiecalsaty yt gad
conpr |;3tddeknk REEHE ds%rlﬁregpéorpe?attﬁﬁldf $Hu iﬁ;gntﬁfb% transmission for the
threshol d. 39. The machi ne-readabl e nedi um of claim
Sehtrofl pratéwet datempiti si ng i nstructi ons for resetting the
counter to a base val ue upon triggering the reset. 40.
The machi ne-readabl e nedi um of claim 32, further
GDNPr Thé BiEhak 184 &USHiONS tHOFro&RbdrGs huirfh@r SordfRBRANS Aefecf@ifk if the
a nodul e upon which the transm ssion is transferred,
trivesnyigseqroisecdessfulsed in determining if the
transm ssion i s successful.

43. The apparatus of claim 42, the processor is further configured to compare the

counter after incrementing against a threshold level.

44.  The apparatus of claim 43, the processor is further configured to trigger reset

based upon a result of comparing the threshold against the counter.

45. The apparatus of claim 44, the result that facilitates triggering is when the

threshold and the counter are equal or when the counter surpasses the threshold.

46. The apparatus of claim 44, the counter functions for the control protocol data

unit and a related protocol data unit.

47. The apparatus of claim 44, the counter is a control protocol data unit specific

counter.



4 1. In a wireless conmuni cati on system an apparatus
conprising: a processor configured to: identify a

W0 e@Ram6ssi on of a control protocol data unit ;PERtiS2008/067010
increnent a counter as a direct correlation of the
identified transmission for tHe control protocol data
unit. 42. The apparatus of claim4l, the processor is
further configured to determne if the transmssion is
successful. 43. The apparatus of claim42, the

rocessor is further configured to_c are, the counter

g%-t er Tﬁfﬁ apnsFatEY Plrdeiagt: ngtpgracqsmré% ﬁa%anPF%\f@u¥ed4a estgplsh the
gp&@BQIUS of claim43, the processor is further
configured to trigger reset based upon a result of
conparing the threshol d against the counter. 45. The

paratus of claim.44 he result. that facilitates

 GUBRT TP e FHsREGOP i3 I TR ES AP TPbhe
ESUHAr tOh LWRBRIIN SR PRIk RAGSEes the threshol d. 46.
The apparatus of claim44, the counter functions for

the control protocol data unit and a rel ated protoco

PG 2 EBbonafety o TuBPRRLRERihor g B ContllfoadP YT«

1RporRp Pdhad Hedolk wpbaiwhiddthe tBesnpikAeeBIhsfetre, Uhé ASponse is used
configured to establish the threshold. 49. The

rERjag fithe fransmiavon vracispdelessor is further
configured to reset the counter to a base val ue upon
triggering the reset. 50. The apparatus of claim 42,
fhe pAaaahsdforifscifitatihdasckinnucoess ®dacontsdlpretotolalata unit
respanse from.a nodul e upon which the transm ssion is

VW%WEW%W%@E@PPﬁBgTesponse is used in determining if
the ! E@RSARAEN cdrirct BRASDS fith uprlang® Mt hod for

facilitating tracking success of a control protoco
dat a pmidticihg amefits®i emodubmtbat shdgthe aonthe protoadliday writ to reset

control protocol. data unit:; d produci noti.ce for
& St wPp Rt SaS Rnbisihel Bie Briobasitales i (o
reset a counter upon successful authentication of the

control protocol data unit. o ' '
52. The method of claim 51, further comprising transferring the notice to the

module.

53. The method of claim 51, further comprising collecting the control protocol data

unit.

54. The method of claim 53, further comprising extracting identification data from
the collected control protocol data unit, the identification data is used in transferring the

notice to the module.

55. A wireless communication apparatus, comprising:

a confirmer that authenticates a control protocol data unit; and

an constructer that produces a notice for a module that sends the control protocol
data unit to reset a counter upon successful authentication of the control protocol data

unit.



52. The nethod of claim51, further conprising

transferring the notice to the nodule. 53. The nethod
w@booshaions 51, further conprising collecting theCTUS1008067010

protocol data unit. 54. The method of claimb53,

further conprising extractingd dentification data from

the collected control protocol data unit, the

identification data is used in transferring the notice

5@ t h&hapdthod.of DRim ASwulthbessnGinpan aaittcothat@pafaas the notice

conprrsrp a confurnmer that authenticates a contro

EW ¢ 51 edata unit; and an constructer that produces a

notice for a nodule that sends the control protoco

data unit to reset a counter upon successful

&Ylt hehhe mth'odm)f ofaith 36, fothtr @impisotgoaoibtalatrahatwiotle@$the control

g nfag f claim55, further conprising an emtter
PIRLqcof faf 8Py s the notice to the module. 57. The
met hod of claimb55, further conprising an obtainer

that collects the control protocol data unit. 58. The
Pt hodhomegiodiodeBim Sfufurther casaprisiriesd piglea thau pxteactst identification

380051 e bOFRA DLt iy LTS BeRPiCaBh Rily iy wpotdn
te@dertifg teanitetd thognddake. notice to the nodule. 59. A
W rel ess conmmuni cati ons appar at us, COprrl S ng: nmeans

for authenticating a control protocol data unit; and

gﬁansAgquP&pro oco‘ﬁ€§$§hﬁﬁ?§5 PHBH | e that sends

e contro eset’ a counter upon
succes&&uﬂbﬁmnhenhaﬁ@;ﬁamnmﬂpﬁh@xﬂdmhmnh,ﬁﬁbtocol dat a

unit. pparatus of claim59, further
conpr P@ﬁwgf%@ﬁgcms A IPHEHOF @mq fzﬁfeseﬁéﬁ thg goptgplippptocol data
R Rset g%ouﬂi@ﬁu&'ﬁ%(s@e&éﬁl Afth &iRh#BrOSF thd %I‘P[lr(l)? F)rotocol data unit.

conpri sing nmeans for collecting the control ot ocol
data unit. 62. The apparatus of claim61, further

B om e AehsF e i BT T FOTBEUNE tises Gh PEmsITag the noties
kﬂﬁghﬁﬁhgatlon data is used in

61. The apparatus of claim 59, further comprising means for collecting the control

protocol data unit.

62. The apparatus of claim 61, further comprising means for extracting identification
data from the collected control protocol data unit, the identification data is used in

transferring the notice to the module.

63. A machine-readable medium having stored thereon machine-executable
instructions for:

authenticating a control protocol data unit; and

producing a notice for a module that sends the control protocol data unit to reset

a counter upon successful authentication of the control protocol data unit.

64. The machine-readable medium of claim 63, further comprising instructions for

transferring the notice to the module.



transferring the notice to the nodule. 63. A

machi ne- r eadabl e nmedi um havi ng stored thereon
wora@litpessexecut abl e i nstructions for: authentiPEl/URPO&067010

control protocol data unit; and producing a notice for

a nodul e that sends the contrﬂl protocol data unit to

reset a counter upon successful authentication of the

control protocol data unit. 64. The machi ne -readabl e

medi um of claim 63, further conprising instructions

for transferring the notice_to. the ul e. 65, The

fiachi AAS PestiapTe A be Oﬁtlatmr%sfﬁg?%ﬁ@ﬂ@mlng instructions for

t collecting the contro
g(%gtegfé thré Ohﬁlél r?&kblg%%%ﬁg machi ne-r eadabl e nmedi um of
cla|n165 further conprising instructions for

tra i ng i.dentifjication d ta. fr e col
St o 5he BchiBE St Didgiite SR b St BRShegamefigns for
bb&%étlh idchansfRndandidh end\@ic6@d tEontidIPrdtoE igta B7; thkn

a wireless conmuni cation system an apparatus

slonyshi¢ation gatags psedoe srsnsferrimgfthguotiod to the medwent i cate a

control protocol data unit; and produce a notice for a

modul e that sends the control protocol data unit to

bEset Ifa GRURbESortAORcSsHGS SR hn apidiand taaprisiy: of the

control protocol_ data unit. 68. The apparatus of claim

67, th@“ﬁﬁ%@é§§§€uﬁ§¢9urther configured to transfer

the n o T pparatus of claim
éh%ﬁg%%ségﬁnggﬁ# (gglg%ﬂgngured to collect the

c ont r prodpecd netade foivd ﬁtodﬁllletthat EndsThecamopap@tars] ddta ah@ikaneset a

69, the processaor is further configured to extract

POHHAITUPPE SHGCOR Y GO GHOR RE tegPN ik BtoselHaroNnit

protocol data unit, the identification data is used in

transferring the notice to the nodul e.

68. The apparatus of claim 67, the processor is further configured to transfer the

notice to the module.

69. The apparatus of claim 67, the processor is further configured to collect the

control protocol data unit.

70.  The apparatus of claim 69, the processor is further configured to extract
identification data from the collected control protocol data unit, the identification data is

used in transferring the notice to the module.



