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present Application for Patent clains priority to Provisional Application
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and assigned to the assignee hereof and hereby expressly incorporated by
ref erence herein. FIELD [0002]1n general, enbodiments of the invention
relate to nethods, systens and conputer program products for electronic

di scovery and, nore particularly, accessing a mailbox residing on an email
server via a network, copying at |east sone of the data stored in the

mai | box, and transmitti ng AT IFEMAJR @O IcECTHARMai | box to a coll ection
server and then to a |long-term storage devi ce. BACKGROUND

CLAIM OF PRIORITY UNDER 35 U.S.C. §119
fooo1] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “ELECTRONIC DISCOVERY SYSTEM?” filed March 27, 2009, and
assigned 1o the assignee hereof and hereby expressly incorporated by reference herein.

FIELD

[0002] In general, embodiments of the invention relate to methods, systems and
computer program products for electronic discovery and, more particularly, accessing a mailbox
residing on an email server via a network, copying at least some of the data stored in the
mailbox, and transmitting the copied data from the mailbox to a collection server and then to a

long-term storage device.

BACKGROUND
{0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation , a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data

appears on multiple hard drives, and because digital files, even if deleted, generally can be



[ 0003] El ectroni c di scovery, commonly referred to as e-discovery, refers to
any process in which electronic data is sought, |ocated, secured and
searched with the intent of using it as evidence in a | egal proceeding, an
audit, a securities investigation , a forensics investigation or the |iKke.
E-di scovery can be carried out offline on a particular conputer or it can
be acconplished in a network environnment. [0004] The nature of digital data
makes it extrenmely well-suited for investigation. In particular, digital
data can be electronically searched with ease, whereas_ paper docunents nust

h
be scrut i"Weslead niadishthepnbirgiablansps of degfrayingsisighaaip 15 © Riyyally gpsfroppny

i npossible to conpletely destroy, particularly if the data is stored in a
net wor k eidPH BifEntes wheiedt is gol5dcause the data appears on nul tiple hard
drives, and because digital files, even if deleted, generally can be
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[0006] E-discovery is an evolving field that goes far beyond mere technology. It gives
rise to multiple issues, many of which have yet to be resolved. For example, identifying data
required to satisfy a given discovery request, locating the appropriate set of data that has been
identified, and retrieving the data once it has been identified and located all pose problems in and
of themselves. This is especially evident if the data that is being identified, located and retrieved
comes from an evolving or disparate enterprise, such as a corporation that has experienced
mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean that the
technology infrastructure across the enterprise may vary, at least in the interim. However, e-
discovery must be able locate and retrieve data from these disparate technology infrastructure in
a timely fashion, sometimes within days of when the merger/acquisition occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical
part of any electronic discovery is the preservation of data, which involves maintaining an
original source copy and storing it for preservation purposes or furthering processing. This too
becomes a daunting task for the enterprise system that encompasses a myriad of different

technology infrastructures and the like. Therefore, a need exists to improve the identification,



[ 0006] E-di scovery is an evolving field that goes far beyond nere
technology. It gives rise to nultiple issues, many of which have yet to be
resol ved. For exanple, identifying data required to satisfy a given

di scovery request, locating the appropriate set of data that has been
identified, and retrieving the data once it has been identified and | ocated
all pose problens in and of thenselves. This is especially evident if the
data that is being identified, |ocated and retrieved conmes froman evol vi ng
or disparate enterprise, such as a corporation that has experienced
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i nprove the identification, ocation, retrieval and preservation
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di sparate technol ogy infrastructures and the like. [0008] As previously

noted, e+l SEANRLNscoRsy pBRAsed as conventional discovery of printed
materials, provides for the ability to filter or search the data so as to
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Such searching is typically acconplished by determ ning a specific date
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i ke. Inprovenents 1'n the ared of searching are great|ly in need to further
add ef fi GhofRfbioh@r B BKOVREAL lar R TS GONE bihPAIPGERR for online review, the manner
in which the data is presented for review adds efficiency to the review process and ultimately
drives the cost of the review process. Therefore, improvemments in the manner in which data is
presented for review are also desirable as a means of increasing efficiency and reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes. The
produced documents must be properly identified and include necessary redactions and
confidentiality markings.
[0011] Up until now, ¢-discovery management has been conducted on a case-by-case
basis, meaning all tasking and workflow related to the e-discovery is based at the case level.
Such management does not allow for finer granularity in the management of a case or for links to

exist between different cases for the purpose of leveraging the e-discovery related to one case to

another new or pre-existing case. Therefore, a need exists to improve the manner in which cases



[ 0009] Once data has been retrieved, preserved and, in sonme instances,
searched the electronic data may be reviewed by the requesting entity, such
as a law firm securities commssion or the like. Wiile |arge requests are
generally suited for online review, the manner in which the data is
presented for review adds efficiency to the review process and ultimtely
drives the cost of the review process. Therefore, inprovenents in the
manner in which data is presented for review are al so desirable as a neans
of increasing efficiency and reduci ng costs. [0010] Lastly, once the digital
dat a has aleemageiuhé i phrticddrshowdeskingfané dogdlowerenangedrryendmgdn tse be pr oduced
in a tangible format for further analysis or |egal evidentiary purposes.
The produagicdatimutitedikoust be properly identified and include necessary
redactions and confidentiality markings. [0011] Up until now, e-discovery
managenent has been conducted on a case-by-case basis, nmeaning all tasking
and workflow related to the e-di scOVMMARY based at the case |evel. Such
managenment does not allow for finer granularity in the managenent of a case
or for |i®MXg]to exihstollywingguescais f bimplified wagwey done ethvorp gm endfin| ever agi ng
the e-discovery related to one case to another new or pre-existing case.
Ther ef or erdeatorpeevidesatiasit sndegstanding of snch isboriments: This sphimaty ie hef@n extensive

overview of all contemplated embodiments, and is intended to neither identify key or critical
elements of all embodiments, nor delineate the scope of any or all embodiments. Its sole purpose
is to present some concepts of one or more embodiments in a simplified form as a prelude to the
more detailed description that is presented later.

[G013) Embodiments of the present invention relate to systems, apparatus, methods, and
compufcr program products for elect Embodiments of the invention relate to systems, methods,
and computer program products for remotely collecting a custodian’s data that is stored in one or
more network storage areas residing on a network. For example, embodiments of the invention
utilize a collection tool to access at least one network storage area via a network, copying the
data stored on the at least one network storage area, and transmitting the data from the at least

one network storage area to a collection server.

BRIEF DESCRIPTION OF THE DRAWINGS
[0614] Having thus described embodiments of the invention in general terms, reference
may now be made to the accompanying drawings:

[0015] FIG. 1 is a block diagram of an enterprise-wide electronic discovery system
highlighting components of the system that are configured to collect data from an email server,

in accordance with embodiments of the present invention;



are managed and, in particular, how tasking and workfl ow are managed
dependi ng on case requirenents and the |ike. SUWMMARY [0012] The fol |l ow ng
presents a sinplified summary of one or nore enbodinents in order to
provi de a basi c understandi ng of such enbodi nents. This summary i s not an
extensive overview of all contenpl ated enbodi nents, and is intended to
neither identify key or critical elenents of all enbodi nents, nor delineate
the scope of any or all enbodinents. Its sole purpose is to present sone
concepts of one or nore enbodinents in a sinplified formas a prelude to
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descri be % odi %25 of the {nvention in general terns, reference
embodiment ot the present invention;

{0020} FIG. 6 is a block diagram of a collection server, in accordance with an
embodiment of the present invention;

[0021] FIG. 7 is block diagram iflustrating electronic discovery management structure, in
accordance with an embodiment of the invention;

[0022] FIG. 8 is a flow diagram of a method for initiating a casc or matter including
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;

[0023] FIG. 9 is a flow diagram of a method for custodian management in an electronic

discovery system, in accordance with an embodiment of the present invention; and
[06024] FIGS. 10 and 11 are flow diagrams of methods for harvesting different data types

in an electronic discovery system, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0025] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal

requirements. Like numbers refer to like elements throughout. Custodians, as described herein,



may now be nade to the acconpanying drawings: [0015]FIG 1 is a block

di agram of an enterprise-w de el ectronic discovery system hi ghlighting
conponents of the systemthat are configured to collect data froman email
server, in accordance with enbodi nents of the present invention;
[0016]FIG 2 is a flow diagramof a nethod for collecting data from an
emai | server, in accordance with enbodi nents of the present invention;
[0017]FIG 3 illustrates a network environnent in which the processes

descri bed herein are inplenented, according to one enbodi nents of the
i nvent i orgre individuals, a grouping of individuals or an entity identified at the onset of a case or matter

whose electronic data is subject to capture and review.

[0026] Embodiments of the present invention relate to systems, methods, and computer
program products for electronic discovery and, more particularly, remotely collecting at least
some of a targeted custodian’s active email data that is stored in one or more mail servers
residing on a network. For example, embodiments of the present invention utilize a collection
tool to access a targeted custodian’s mailbox residing on an email server, copy at least some of
the custodian’s the active email data stored in the mailbox, and t{ransmit the copied active email
data from the mailbox to a collection server. Then, for example, embodiments of the present
invention send the copied active email data to a long-term storage device.

[6027] FIG. 1 illustrates an exemplary active email collection system 2 in accordance
with an embodiment of the invention. The collection system 2 includes a plurality of servers,
machines, and network storage devices in communication with one another over a
communication network, as would exist, for example, in a company’s information technology
operating environment. For purposes of the presently described embodiments of the invention, a
cas¢ management server 4, at least onc database server 6, a collection server 8, and a long-term
network storage device 10, are all in communication over a communication network 12, The
communication network 12 could be a wide area network, including the Internet, a local area
network or intranet, a wireless network, efc.

[0028] As used herein, a mailbox 14 is a network storage area residing on an email server
16, such as an email server, which is in communication with the communication network 12, and
associated with a particular custodian whose active email is stored therein. According to some

embodiments, each custodian has his or her own mailbox 14 that resides on the email server 16,



[0018]FIG 4 is a block diagramof an el ectronic discovery manager server,

I n accordance wth enbodi nents of the present invention; [0019]FIG 5 is a
bl ock di agram of a database server, in accordance with an enbodi nent of the
present invention; [0020]FIG 6 is a block diagramof a collection server,

I n accordance with an enbodi ment of the present invention; [0021]FIG 7 is
bl ock diagramillustrating el ectronic discovery managenent structure, in
accordance with an enbodi nent of the invention;

where each mailbox 14 is associated with a unique mailbox identifier, such as a SMTP address.
It should be appreciated that each custodian may have multiple email addresses and aliases, all of
which are associated with a single mailbox. However, according to some embodiments, it
should also be appreciated that each custodian has only one Mailbox identifier that is associated
with the mailbox. According to some embodiments, active email data includes any email that is
sent or received by a custodian and not moved out of a mailbox 14 and off of the email server 16
in the last ninety days. Active email data, according to some embodiments, also includes
custodians’ contacts, journals, tasks, and calendar entries. Further, active email data also
includes any object that a custodian marked as deleted within the last seven days.

[0029] The case management server 4 provides user-interface management for a user
interface 18. In one particular embodiment, the case management server 4 is a web server that
can be accessed via a web browser. Through the case management server 4, the user interface 18
may be presented to a user for the purposes of initializing and managing the collection process.
For illustrative purposes, it will be assumed herein that the user interacting with the user
interface 18 is an employee or contractor of the company who serves a case management and
electronic discovery management role, and hereafter is referred to as the “eDiscovery Manager.”
As discussed in greater detail below, the eDiscovery Manager can utilize the user interface 18 to
identify a targeted custodian’s mailbox 14 on the email server 16. The eDiscovery Manager can
then use the user interface 18 to manage the collection of data from the targeted custodian’s
mailbox 14, and then review the progress of the collection. It should be appreciated, however,
that any individual could use the user interface 18 to perform the manual functions herein
attributed to the eDiscovery Manager, and, indeed, that an antomated process could perform

those functions as well.



[0022]FIG 8 is a flow diagramof a nethod for initiating a case or matter
I ncl udi ng creating search terns, creating and sendi ng preservation notices,
sending rem nder notices and creating and sendi ng surveys to custodians, in
accordance with enbodi nents of the present invention; [0023]FIG 9 is a

fl ow di agram of a method for custodi an managenent in an electronic

di scovery system in accordance with an enbodi nent of the present

i nvention; and [0024] FIGS. 10 and 11 are fl ow di agrans of nethods for
harvesting di fferent data types in an_electronic discovery system
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present i ddEfbrtinRRRY b dEdeiisrae Gisraiigyrd {p provide database services for

the system 2, including housing a custodian directory 20 and an ongoing collections area 22.

The custodian directory 20, according to some embodiments, provides a list of each custodian
and the mailbox identifier, such as a SMTP address, email addresses, aliases, user IDs, and other
identifiers associated with each custodian’s mailbox. The ongoing collections area 22, according
to some embodiments, includes a listing of mailboxes 14 selected for collection and metadata
concerning the status and/or progress of selected collections. It should be understood that
muitiple database servers could be employed instead of a single database server, and reference to
a single database server is for illustrative and convenience purposes only. For example, the
custodian directory 20 could be stored in one database server and the ongoing collections arca
22, which may include a queue of mailbox identifiers for the targeted mailboxes 14 and the
progress data, could be stored in another database server.

[0031] As discussed more generally below, the eDiscovery Manager can utilize the user
interface 18 to identify a certain custodian whose active email should be collected. In some
embodiments of the present invention, the information input by the eDiscovery Manager
includes a custodian’s identifier, such as the custodian’s alias, name, email address, human
resources identifier, social security number, user ID, etc. Upon input of the custodian’s
identifier, the case management server 4 is configured to utilize the custodian directory 20 in the
database server 6 to identify the particular mailbox identifier, such as a SMTP address, for the
custodian’s mailbox 14.

[0032] Embodiments of the present invention are particularly advantageous in networks

where one custodian has multiple user identifications, such as user IDs, aliases, and email



hereinafter with reference to the acconpanyi ng draw ngs, in which sone, but
not all, enbodinents of the invention are shown. |ndeed, the invention may
be enbodied in many different forns and should not be construed as limted
to the enbodinments set forth herein; rather, these enbodi nents are provided
so that this disclosure may satisfy applicable | egal requirenents. Like
nunbers refer to like elenents throughout. Custodi ans, as descri bed herein,
are individuals, a grouping of individuals or an entity identified at the
onset of a case or matter whose electronic data is subject to capture and
revi ew. [W0RSpEriooEs theness nehagementipeesehis configured itoisathaiupton preey§iggens,

nmet hods, and conputer program products for electronic discovery and, nore
parti cul afatagtorey panpeintheditdbasstservgr G that kenses adishef coftodiansgpgdeteditodhst odi an' s
active email data that is stored in one or nore mail servers residing on a
net wor k. magiculexidengifier inpytiandiidentify theofiailboreidpntifisn muchiap theMMIhaddresy, ifor dheg
collection tool to access a targeted custodi an's mail box residing on an
emai | sertotgeted aoioiant Thesefore, rotbmethaf reghidngthe eRigtayaryManagerde enierd spwviil  dat a
stored in the mail box, and transmt the copied active enmail data fromthe
mai | box tidentifierir sl ipledderdiicns dor. theTlaepated Peptodeatathp bxstereriond theeRissosty t he
present invention send the copied active enmail data to a | ong-term storage
devi ce. [MOREirkd ehterjust praidentificfor tha tagetadshsipdian and aptomeatigslly leestasdist i on
system 2 in accordance with an enbodi mrent of the invention. The collection
syst em 2 dustedierdemaitboplidentifi¢rt n spinesmbpdiments,thedrbquaanagement seveadrik st or age
devices in comunication with one another over a conmuni cati on network, as
woul d exicenfiguiairto eoparapd etoreite idersidiep amifbax iflentibenin theongeing ¢nilettingy ddpaeat i ng
envi ronment. For purposes of the presently described enbodi nents of the

i nventi o4 a case managenent server 4, at |east one database server 6, a
collection server 8 and a long-termnetwork storage device 10, are all in
communi cdf938h overAaorirgto smacitmrlimetsafithe inzntiaq & agusiteor ideatifics suderswor k 12
could be a wde area network, including the Internet, a |ocal area network
or i ntr arétMTRaddresslobs targetdwoailbox &4 i listed in the collections queue of the ongoing

collections area 22 of the database server 6, the database server 6 or fhe case management server
4 may be configured to affirmatively request that the collection tool 24 be executed to collect the
active email data stored in the listed mailbox 14. In some embodiments, the collection tool 24 is
run on the collection server 8, and the collection server 8 monitors the queue in the database
server 6 to determine if the collection tool 24 should be executed. It should be appreciated,
however, that the collection tool 24 may be located on another server in the communication
network 12.

[0034] In some embodiments, the collection tool 24 is configured to use elevated
network credentials to be able to access any of a certain number of file servers belonging to a
particular known domain or domains, for example, domains relating to a single company or
entity. Therefore, upon execution of the collection tool 24, the collection tool 24 locates the

email server identified by the mailbox identifier given in the collections queue and accesses that



[ 0028] As used herein, a mailbox 14 is a network storage area residing on an
emai | server 16, such as an enmail server, which is in conunication with

t he conmuni cation network 12, and associated with a particul ar custodi an
whose active email is stored therein. According to sonme enbodi nents, each
custodi an has his or her own mail box 14 that resides on the email server

16, where each mailbox 14 is associated with a unique mail box identifier,
such as a SMIP address. It should be appreciated that each custodi an may
have nmultiple ennil addresses and aliases, all of which are associated with
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active emni] data al so includes any qQbject that a custodi an marked as
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provi des user-interface managenent for a user . , L
database server 6 and/or the casé management server 4 that the collection failed due to inability

to locate the identified mailbox 14 and/or email server 16.

[0035] According to some embodiments, the database server 6 may keep the mailbox
identifier in its queue for another collection attempt or make an indication in its record that the
collection of that file server failed, removing that mailbox identifier from its active queue. The
eDiscovery Manager may also be prompted via the user interface 16 to provide additional
information or investigate the failed collection.

[0036] With regard to the collection tool 24, according to some embodiments, the
collection tool 24 is configured to access the mailbox 14 associated with the given mailbox
identifier, copy at least some of the active email data residing in the mailbox, and transmit the
copied data. In some embodiments, based on the information request, the collection tool 24 may
only copy files meeting certain criteria, for example, files that have certain file extensions or that
are of a certain form type. As such, the eDiscovery Manager can collect a certain type of active
email data, such as email, contacts, journal, and/or calendar entries. Alternatively, the collection
tool 24 can omit from copying files having certain file extensions or other attributes. Either of
the foregoing is advantageous if the eDiscovery Manager is not interested in copying all file

types located in the active email data of the mailbox 14. Also, in some embodiments, the
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interface 18. In one particul ar enbodi nent, the case nanagenent sewer 4 is
a web server that can be accessed via a web browser. Through the case
managenent server 4, the user interface 18 may be presented to a user for

t he purposes of initializing and managi ng the collection process. For
illustrative purposes, it will be assuned herein that the user interacting
with the user interface 18 is an enpl oyee or contractor of the conmpany who
serves a case nanagenent and el ectronic di scovery managenent role, and
hereafter is referred to as the "eDi scovery Manager." As discussed in

great er deliatibn el Dhwnayt filer eldiagabuenty tddndlgesssagenandtotier tackdder odherwident er f ace
18 to identify a targeted custodian's nmail box 14 on the email server 16.
The eDi scwstented Vhisagsat eantiohedesitaktypbie user interface 18 to manage the
collection of data fromthe targeted custodian's mail box 14, and then

revi ew t jeo37q ogr esk aodorddne: wish ¢ee@iniemiboditnents hbtht rekent pgntios, mivew, copimever ,
that any individual could use the user interface 18 to performthe manual

f unct i onsinhetehittiag the abiveethail dath heateDingomgried Mailbagyeld, thandleciionded@4 it hat an
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20 and an ongoi ng col l ections area 22. The custodian directory 20,

accor di ngolletisotme! Bhbodifizant So dgprmine daschaolutst thoéxckagbr eust bgwhithand t he
mai | box identifier, such as a SMIP address, email addresses, aliases, user
| Ds, and seivives thi: GegutddimhAlbex &§ 06tadddd aind thén Rack theysivaryilans for tai dobary. The
ongoi ng col | ections area 22, according to some enbodi nents, includes a
listing aftheeddyipxms tridkfeeheibt ebtdaen’ saiatal feed ihe amaihsbrvee & tathacawotggr ni ng t he
status and/or progress of selected collections. It should be understood

t hat nul tWitehdesirbiangeser ¥/ I aed woald il eaimtamytidndl het, éad —dfstaad of wilge

dat abase server, and reference to a single database server is for

i || ustratthy@liafidn 14 RRnetipdlyRepERe a4th ¥ thehoDiscoxayplagaget menvalis tdidetan
directory 20 could be stored in one database server and the ongoi ng

col | ecti Qg trafs@as A2 datwdii @impliiyse i lapsiz able ftehmiondl lami Fdvexammentthé i ers for
the targeted mail boxes 14 and the progress data, could be stored in another
dat abase 56byL14 rebid@h] dhendil sauas6docard én thebeited Kingded awl the fdle@Dnscovery
Manager can utilize the user interface 18 to identify a certain custodi an
whose actseiwver Eamidr tigheng-@mbstoagd devikead is ibeataidmehedirited Sresitse disdohay pr esent
invention, the information input by the eDi scovery Manager includes a

cust odi arMap&enuld mefuallEeph tasiatdlecatdds tdingiiibex B oaservadomieddntiel addr ess,
human resources identifier, social security nunber, user ID, etc. Upon

i nput of Uried Kuglded] ascsl dfdBewing Hercolldction wakk! anagetiaiy copgrané traubfar s
configured to utilize the custodian directory 20 in the database server 6

t o i dent ithydade tRadollediidh agrverailbdaced ih theinittd Bates.such as a SMIP address, for
the custodian's mail box 14. [0032] Enbodi nents of the present invention are
par ti cul go¢3g] advanhageotssingtthd &fryebsdkemnail server 16, the collection tool 24 is configured

to copy the active email files from the particular mailbox 14, in accordance with any rules
governing file types and sizes as provided to the collection tool 24 by the eDiscovery Manager
via the user interface 18. In accordance with some embodiments of the invention, the collection
tool 24 may create and assign an evidence object, or a unique identifier acting as metadata, to all

active email data collected from a certain mailbox 14. This evidence object adheres 1o the
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where one custodian has nultiple user identifications, such as user |Ds,
aliases, and emnil|l addresses because the case managenent server 4 is
configured to reach out to a pre-existing datastore, perhaps in the

dat abase server 6, that houses a list of custodians correlated to the
particular identifier input and identify the mail box identifier, such as
the SMIP address, for the targeted custodi an. Therefore, rather than
requiring the eDi scovery Manager to enter a specific identifier or nmultiple
|dent|f|ers for the targeted custodian, the systemallows the eDi scovery
Manager t@lestfddilesiag they ardrapgaified thyogghoptihe ﬁmn%%a@ﬁw%éwcfpwﬂmnd
automatically locates the custodian's mail box identifier. In_sone

enbodi merfPding irierezeod tirdongd e Sk sioree devics 185 A1 thefut way Ygagdsy and store
the identified majlbox identifier in the ongoing collections data area 24.

[ 0033] Acd@?eﬁﬁnﬁijiW%Pr%mln@l%@ﬂii/ﬁ’éﬂf’%o@fmfcﬁe invention, if a mail box
identifier, such as SMIP address, a targeted mallbox 14 is listed in
the col | 4043bns qu@l?é“’]écfcu?%@f‘f‘fﬁébﬁcﬁgﬁ%’éﬁfdﬂ%éﬁtc?lﬁ?@eﬁ?eéga@@“éﬂdbﬂﬁ‘? dat abase
server 6, the dat abase server 6 or the case managenent server 4 may be
conf i gur EalgcHoniee} F4fen theepall gEvrede: npae epbrdiagnt,| 'éﬁ‘c‘toilﬁﬁ?otlwerﬁ@eﬂ%“%xecut ed
to collect the active emai] data stored in the listed mail box 14. In sone
enbodi merbesfies Aetheore Beeivehrwpr cpall pever (6, TR 2 slaeing bcptior2p Gt w8reyay 8, and
the collection server 8 nonitors the queue in the dat abase server 6 to

" det er mi néofhfa EIRROTEY NERHOTH YRiagcHETe 2042 SRS ebler kg dcoming deter Wi YATgUD e
appreci ated, however, that the collection tool 24 may be |ocated on another
server i HUCHESCERADRPEEIMEhOHEE s kT@ztagmwaqqu%we be ABSHPREHIAES t he
collectlon tool 24 is configured to use el evated network credentials to be
abl e to &EvessguchAya Ble sarvete b soree smbodiseniss acflvq enaglabizels srasepighipmdiat o a
particul ar known domain or donains, for exanple, domains relating to a
singl e cépasimElboshvhjch rysidss en Bieemail gaver éfbé@ﬁtf’sgrﬁl%?ocﬁtﬁ@né]%ﬂ a8 on t ool
24, the collection tool 24 |locates the email server identifjed by t he

mai | box il¢fatitn 36 ditisgineliacti gieafesdn the pging losion o e searsivtobibe waithws Hthat

00401 Once the collection server 8 determines that the collection is complete, the
collection server 8 transmits the data from the temporary storage of the staging location 26 to the
storage of the long-term network storage device 10. The collection server 8 may be in direct
communication with the long-term network storage device 10 and may directly transmit the data
thereto, or may transmit the data to yet another intermediary server, or servers, that ultimately
store the data in permanent storage in the long-term network storage device 10. Further, upon
determination by the collection server 8 that the collection is complete, the collection server §, or
another server in the system, may relay that message to the collection tool 24, which is
configured to automatically terminate its access to the targeted mailbox 14 of the email server 16
upon receipt of such a message.

[0041] Referring now to FIG. 2, a flow chart is provided that illustrates an exemplary

procedure 30 for collecting active email data from a mailbox 14 residing on an email server 16
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particul ar sewer for the purposes of copying the active enmail data
contained in the targeted mail box residing therein. It should be
appreci ated that an exchange server is used herein for illustrative
conveni ence and that the collection tool 24 can collect email from other
types of email servers. In the event the collection tool 24 is unable to
| ocate the identified mailbox 14 and/or email server 16 based on the given
mai | box identifier, the collection tool 24 relates to the database sewer 6
and/ or the case nanagenent server 4 that the collection failed due to
i nabi | i t Wid Dconpadiatidchetietent,iif hedrdamic Miboen tdbaditémof tesnventdar ver 16.
[ 0035] Accordi ng to sone enbodi nents, the database server 6 may keep the
mai | box irgleakehttd B blbdk 32 the Grieerrd Imginanith lereDissb¥eey Maoageatdlleipg or nmake an
indication in its record that the collection of that file server failed,
renovi ng ihfbahation ibdotke kalgdd dubtediad in@maitdnspt acitlentidy theenatlboxTHentiéBi ddovet y
Manager may al so be pronpted via the user interface 16 to provide
addi t i onahstbdif0$ mBEHoRN 4 0As HiRMssdipgatoaslythe dRikdoseydddnhge tiagmpuf 0036] W t h
regard to the collection tool 24, according to sone enbodi nents, the
col | ect i Gifotr@Mion,ddch & th0suktodidn’s darh use IR,%fad, Beaihaddrdssyor ddhcramspei ated with
the given nmail box identifier, copy at |east sone of the active enail data
resi di ng iidntitibreeteantb Bi@Xuserdmertioed 8 ami the tde mangerenidetver. 4 Will retdene thrbodi nent s,
based on the information request, the collection tool 24 may only copy
files nmeelibdatenbiftion idhtifi@r uah af the cirdiamis SMTH dddsesy, iat thawustodient ain file
extensions or that are of a certain formtype. As such, the eD scovery
Manager cm@cte@lZoect a certain type of active email data, such as email,
contacts, journal, and/or calendar entries. Alternatively, the collection
tool 24 qegy2pmi t fNen)i6e@yidagedithtdsodkad] thgeDiesdvaryrMirabe neytudhsi toseseor ot her
attributes. Either of the foregoing is advantageous if the eDi scovery
Manager iistefi@k 16 B Rp@shadaiibox Gdeptyfien of @t naflbdxe Rayqlas thomaitbed identifidiandct i ve
emai | data of the mail box 14. Also, in sone enbodinents, the «collection
t ool 24 nRYcchidabRwidiHlock36amE sEREonttico!l @Matdessoethis bggsedansodistiemaiittok déhed or
ot herwi se associ ated objects that are not of a desired type. [0037]In
accor danqgioyiotthe &fibétRinBod? 01 06hyirgEh&/oofrank i itingy ths extesied fidsstlocated imthé or  t o
copyi ng

mailbox 14, and as represented by block 38 the collection tool 24 confirms that the targeted

mailbox 14 is eligible for collection. For example, as previously described, the collection tool 24
runs a series of business logic checks to ensure that international law would not be viclated by
copying and transferring the custodian’s data from the email server 16 to the collection server § |
and/or the long-term network storage device 10, If the custodian’s mailbox 12 is not eligible, the
collection tool 24 will not immediately begin copying files and, instead, the eDiscovery Manager
may manually authorize collection or manually collect.

[0043] If the files located in the mailbox are eligible for collection, or if they are not
eligible but the eDiscovery Manager authorizes collection anyway, the collection process
continues. In block 40, the requested active email files are copied and transmitted to the staging

location 26 of the collection server 8, and in block 42, the collection tool 24 determines whether

13



and transmtting the active email data |ocated in the targeted mail box 14,
the collection tool 24 is configured to apply a series of business checks
to make sure no international privacy |aws would be violated by copying and
transferring files fromthe targeted mail box 14. For exanple, the
collection tool 24 is configured to determ ne which country the exchanger
server 16, which services the targeted mail box 14, is located in and then
access the privacy laws for that country. If the copying and transferring
the custodian's data fromthe email server 16 to the country in which the
col | ect i dhe whlpgien isroppletes dhthe gollgetinnds (ampricte @ if the ePiservienridanagermaneaisn -

i nstead of using the collection tool 24 to aytonatica{[y copy the data -

t he eDi scBFSEFIvRIFSIGE fatpned ipgdiqalpd &y Plodet4s theaetivercmed fate & fingly epstrpdito
conpliance with applicable international |aw_ For exanple, if the mail box
14 resi dedd giareg i Beigne-targmplyorl gorageodevisel 19. f thesollpstiorld nig cegaists ®ad t he
collection_server 8 and/or_the long-termstorage device 10 is located in

t he Uni t sQllestign gl 24 qeatinary Beyigmpttopplisatibe dabul d manual |y copy the data

| ocated in the nailbox 14 to a server |ocated in the United Kingdom

i nst ead dP044l 1 owi ndy & means f previding gn pyssrievpal 4 ompasitsnenistpietwidedgfroniad
transfer the data to the collection server 8 located in the United States.
[ 0038] Af tdiscovsErwsismnyhichmay he eplarenied i Jonaetiparwithghe sysiemend pisesssesn t ool 24
is configured to copy the active email files fromthe particul ar mail box
14, in adesribighmbevedor recessipe pmailborgldy andithangopyingandysagmitting detp fiem the pr ovi ded
to the collection tool 24 by the eDi scovery Manager via the user interface
18. I n adedPeran@eoletion soves RifiSodi hesie Berein Pronisle iapd deseribed in depdl. K ghduikt i on
tool 24 may create and assign an evidence object, or a unique identifier
acting adehpiedthatthe systsmeshpwa and degcribehinirelgiondo FHES.Sctld dre byovayf exampig n
mai | box 14, This evidence object adheres to the collected files as they
are tranSmERdds ushaugiseilit destbed enbadimenidf gie inesntion way e qbpdind withiny endi ng
in storage of the |ong-termnetwork storage device 10), so that it may

al ways béthgeslestienia discatissr wystens ernty imatementridlegiportidnaef the ¢lefitipic difcove0039] The
collection server 8 is configured to receive the files transmtted by the
col | ect i é¥tampbareipdeserlndh t he emmi| server 16. In one embodi nent, the
col l ection server 8 deposits the files, as they are received fromthe emai
server 1600%ht o a Hfmjillgtratesaatcrenplas clepitaniosbisopessy sistepotiR imaccendpsear y
network storage area and a staging area for the incom ng data, where

vari ous fitien cohediment ofiths dnveetione Imisghesmbpdimertatthe enyivenmaanhefi theelatronici on 26
could be a network storage device, such as a file server. In sone

enbodi mediseoveRyssioa 1@9visithe inforaatios teghrolopyplasigrm pHan eokrsprisarfopeamplagi | box 14,
which resides on the email server 16, to a .PST file located in the staging
| ocat i on g naly pyiti-fatiops! rappratien, and jagiudes ampdiitadenfiseryers.oeaghinena®s a snapshot
of the mail box 14. [0040] Once the collection server 8 determ nes that the
col | ect i BffwoEk %ngﬂd@(i@qs ip panmunication with one another over a communication network.

Embodiments of the electronic discovery system 100 can be implemented across diverse
platforms, networks, computer systems, applications and the like to capture or otherwise harvest
electronic data and properly organize and label the data for long-term storage and for producing
the data to a requesting party.

[0046] According to the embodiment illustrated in FYG. 3, the electronic discovery

system 100 includes an electronic discovery management server 110, at least one database server
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collection server 8 transmts the data fromthe tenporary storage of the

staging location 26 to the storage of the |long-term network storage device

10. The collection server 8 may be in direct comrunication with the

| ong-term network storage device 10 and may directly transmt the data

thereto, or may transmt the data to yet another internediary server, or

servers, that ultimately store the data in pernmanent storage in the

| ong-term network storage device 10. Further, upon determ nation by the

collection server 8 that the collection is conplete, the collection server

8, or anoi2ber cofleniors server 1302 ergyrptie@mersomyy comspudyys tHatntarpssddesdaors 136,

collection tool 24, which is configured to automatically termnate its

access t dnélining atfigetoad persddabaxwdid siofagé lvea aniait lcas enyghared Getwodistoresairqat  of

such a nmessage. [0041] Refening nowto FIG 2, a flow chart is provided that

i '] ustr ateager@ize exainnary1 60 Doadision 30vitosereal 176,ct showr taumtsiagmg dried 180dat a from

a mail box 14 residing on an email server 16 via a conmunication network

12, in acmdedsmpaemmethorhgtomig acivorkriioo dfat drbell invemtun@ationAsver 2pr esent ed by

bl ock 32, the procedure begins with the eDi scovety Manager collecting

i nf or mat i emnakiuton eevdrial ¢t B comsimiditin netwoen] (Btniayrheta wide arekenetwdry, t he

mai | box identifier of the custodian's mail box 14. As di scussed previously,

t he eDi sasuediyp ivahageds, alayal arepnétworkfoe inmhétonwirdess hetasrk, hethelist odi an' s nane,

user ID, alias, email address, or other unique identifier, etc, into the

user intgof4ite 18 Anshobviaén thedivckaiagganst FlGse theadlecttonmic Hiscavetymiapegeniehte

custodi an's mail box identifier, such as the custodian's SMIP address, from

t he cust agivan! idipi@ddes iyer 2erfabOMdiisMaxdt forivin @ediotedfaredd 8 Wirtsombl ock 34, the

eDi scovery Manager may utilize the user interface 16 to input the mail box

i denti fi esmbollinichi, thaélkh@xic ddasesly mandgbeenadrkdrdX0 ischemdbi sbiver thatzadbd n

accordance with block 36, the collection tool 24 accesses the targeted

cust odi ancsessadividroxebilisfowse. Biront Partibdarcaibodiatchip the telrofron?ddis@psty ng and/ or

transmtting the requested files located in the mail box 14, and as

r epr esentmeghapymenl @pder BB ik e intrahdt @gbdite Rervaahat Ay boadcessadutilizadg atded t ar get ed

mai | box 14 is eligible for collection. For exanple, as previously

descr i bedwowdeor omkeiiid wirhih (e lentrprisel 'hraugh diel ebssstrofic Blsivayyssanhgrgieot checks to

ensure that international |aw would not be violated by copying and

t ransf er rsergr tHl0ethe uss atérfine §18daiyebeprammitde arsei for the pwposed 6 hanagingthe

coll ection server 8 and/or the |ong-term network storage device 10. |If the

cust odi arei@tromt Hd@erydro@ssuat akt biogedsdsalesdribed loméih dmt aremhteal th&dowkérd  not

i mredi ately begin copying files and, instead, the eD scovery Manager nay

manual | y iRustdatvd pheposal it enl be Bssomediseneia tHaythe plilneytuser|iOA3 nigfwithhbe dset es

| ocated in the nail box are eligible for collection, or if they are not
interface 118 is an employee or contractor of the company who serves an electronic discovery

management role, and hereafter is refetred to as the “e-discovery manager.” As discussed in
greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any
individual could use the user interface 118 to perform the manual functions herein attributed to
the e-discovery manager, and, indeed, that an automated process could perform those functions

as well.
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eligible but the eD scovery Manager authorizes collection anyway, the
col l ection process continues. In block 40, the requested active email files
are copied and transmtted to the staging | ocation 26 of the collection
server 8, and in block 42, the collection tool 24 determ nes whether the
collection is conplete. If the collection is conplete or if the eD scovery
Manager manual |y excuses uncol | ected data, as indicated by bl ock 44, the
active email data is finally transferred to and stored in the long-term
network storage device 10. If the collection is not conplete, the
col | ecti df048ol 24Refeming agaistoiRIG. 3ithagigsironip diseive ananpgeacaigerrer 1100004] As a
means of providing an overview of a conposite, enterprise-w de electronic
di scover yompsmsaiontithe dugbatrseivani 28mpe the golleations sprogidBP s i t h t he system
and processes described above for accessing a mailbox 14, and then copying
and t r ansempnisgtiaiaetvork &R, tThe datahasperver b20aascbpive i thoblodedisgsgm of HIGSS, 3 - 11
are herein provide and described in detail. It should be noted that the
syst em sHheoniigeigd asevidadatibase spreicet foothe plgotppicdiscgvery managerpenbgervany 1 b f
exanple only and, as such, presently described enbodi nrents of the invention
may be enbdeliemhankingihy Usified Diestionyqueiniiien ditabesnidRywiigicinelndes dpta sftipg karpl ement
sel ect portions of the electronic discovery system herein descri bed.
[ 0045] FI dndigidpg] pustadians.dke cape databagsl 136 whidhdoelpdsp daia thlatiog taepagticolaneaseh 490 | n
accordance with an enbodi nent of the invention. In sone enbodi nents, the
envi r onmemgoipg callseticas eatahasmiZe, wiisle woludsy deip seleting 1 crlieationp beingndemaken on
technol ogy platformof an enterprise, for exanple a national or
mul ti - nathy leshioposeeer b, Bash of the farehoingalatabasey withde thefdaglasgyrereer IHHB hi nes,
and network storage devices in comunication with one another over a
comuni caliscossediatdnioil kelomnboliouidbr wndostophbatahdtiple datihaseisesierverld bsyst em 100
can be inplenented across diverse platforns, networks, conputer systens,
appl i cat ieowyahiastedteollaisogletdstabasp suves, o referhenevd 8 single dstebase ssivects fani ¢ dat a
and properly organi ze and | abel the data for |ong-termstorage and for
pr oduci nglushetivéandcanyenience gurpsies orjy. pEorteyamifle dedimsesbpidictagy 122 cohld benrbodi nent
illustrated in FIG 3, the el ectronic discovery

stored in one database server and the ongoing collections data 20 could be stored in another

database server,

[0049] Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and cases be stored in the
database server 120 independently. While custodian data in the Unified Directory 122 and case
data in the case database 124 may be linked or correlated within the database server 120, for
example, when custodians are assigned to particular cases, custodians may be managed
separately from cases. Therefore, when a case is initialized and a custodian is assigned to the
case, information for that custodian (such as data storage locations for that custodian) is accessed
by the electronic discovery management server 110 in the Unified Directory 122 in the database
server 120 and linked to the particular case, rather than manually input by the e-discovery

manager into the case.

16



system 100 i ncludes an el ectronic di scovery managenent server 110, at |east
one dat abase server 120, a collections server 130, enterprise personal
conputers 140, enterprise file servers 150, including at |east one personal
network storage area and at | east one shared network storage area,
enterprise email servers 160, a conversion services server 170, a
short-term staging drive 180, and a | ong-term network storage network 190
that are all in communication over a conmmunication network 102. The
conmmuni cation network 102 may be a wide area network, including the
| nt er net ,{0a50]ocal Artharmies, Wwoidditn to separathef (putalluving liekege nBtwdodign or t he
i ke. [0047] As shown in the block diagramof FIG 4, the electronic
di scover ymimpaganmidicasenmagchint proydesl@nd psdscusspd rthadelown dagevasageméor vi a
user interface 118. In sone enbodi nents, the el ectronic discovery
manage mentrocedey etatidd © thscallestioh of éaty om chaddimasorige laetessiedngdlectranioeb
browser. In one particular enbodi nent, the electronic discovery nanagenent
server 1ldiscoserpireaRb spated iRhsdatenangatamt iddatustodiyn nenageees pexdessdsi [n zi ng a
web browser on a machine within the enterprise. Through the electronic
di scover yhirwpagienie dita selleved fibhQ, patthelatksgtodian isstdratepdrdi8ly i Yoth heesented to
a user for the purposes of managi ng the el ectronic discovery process and
al | pr oc asstediatidsembticdchnt &ieielevidi aise difarmatibiefae tkcusted below, it lsotored ihlisigr at i ve
purposes, it may be assunmed herein that the primary user interacting with
t he user temd orb @k etodal8nét&orkl 90)yphitdy ke ko £aniodias,tvatichob irf the Imbedianye who
serves an el ectronic discovery nmanagenent role, and hereafter is referred
t o as t handreeshes CinEE ydvaniag@as bécauds irdthe eveaseshriidnlag cesaddénn idssigindd thel ow, t he
e-di scovery nmanager may utilize the user interface 118 to nanage cases,
cust odi ansyitiglekdses; Hitebdlectet domahd @gtodidn thay Be shated stithithdothe cages) ®oitatted,
however, that any individual could use the user interface 118 to perform
t he manuahe fuddaiah GnssifedeTheralbie thb strths pycéshe apd dismavas yf thaclegenic and,
i ndeed, that an autonmated process could performthose functions as well.
[ 0048] Refddcbidngsysgmi 100yl Categbrizédweitieh efd sfeaiconaihgaeme cystadamagement server
110 is in

management, or data management. . And even though cases, custodians, and collected data may

all be managed separéteiy, there are necessarily links between the various datastores to allow
management of the overall electronic discovery process.

[0051] CUSTODIAN

[0052] With regard to custodian management, according to some embodiments of the
present invention, the Unified Directory/custodian database 122 houses information relating to
all potential custodians within the enterprise and the locations where those custodians store data.
The information stored in the Unified Directory 122 may include for a particular custodian, for
example, the custodian’s name, position, human resources identifier (a unique number for each
employee of the enterpris¢), employment location, domain, email addresses, network user
identification, personal computer(s) name, paths of network storage devices used by the

custodian, including Shared Drives and HomeSpaces, work history, related persons (such as
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communi cation with the database server 120 and the collections server 130
via the communi cati on network 102. The dat abase server 120, as shown in the
bl ock diagramof FIG 5, is configured to provide database services for the
el ectroni c di scovery managenent server 110, including housing the Unified
Directory/ custodi an database 122, which includes data relating to

i ndi vi dual custodi ans, the case database 124, which includes data relating
to particul ar cases, and ongoi ng coll ections database 126, which includes
data relating to collections being undertaken by the collections server

130. EacHO@peerh Eamanapisis iy seberdinpicsb andny |ofhst infamationdhal sey Serelyant iole | s

di scussed in detail below It should be understood that nultiple database
servers cCBUPHIHROEHD| RS DS Hews sgowres ddegtifiegisalvas ypigueios sych epstodigigin
reference to a single database server is for illustrative and conveni ence
pur poses SORF ymbadiypenis deingliedeecion] Y2 ey be pearigidaraung thedimgn FEo0WEsr ed i n
one dat abase server and the_on?ojn col |l ections data 20 could be stored in
anot her déantibes &l thgdpformation o @@ggﬂw@%%ﬁe@ Raesieomrdé? isgrnegpitdisase servers
enpl oyed, it is an object of enbodinents of the present invention that data
rel at i ng MEtsigR Posssa et Wikgeseadurle felsendmeodspf idsatifyme aplepsat igkormation. 20

i ndependent|y. While custodian data in the Unified Directory 122 and case
data in tiﬁ@iase it srangle, e glegigniedisqoy ek Bynageme spragrdt 8 a1 e d¥alese he

dat abase server 120, for exanple, when custodi ans are assigned to

parti cul dprver@fgmay iniafaseivith epapper deishasgref ledpman rapyreescompgiygens
Therefore, when a case is initialized and a custodian is _assigned to the
case, i nfobfheRBicpRsE tgcomie infuaieting fam the hemangssayirendaiabgpes gso Tbéglﬂﬁeéns f or

t hat custodian) is accessed by the el ectronic discovery nmanagenent server
110 in t AAregient i2dlpope srgpdiments thereleckenig disedyayanasagament SEpor HidkRed to
the particular case, rather than manually input by the e-discovery manager

i nto the reaghaut to p pwokiireetpryy sveh & WindowgiaptiviedHreslgns Bdentify i§"@hut  al | owi ng
| i nkage of ) custodi an nmanagenent and case nmanagenent processes, and as

di scussedesPuicesielated i ngrliculsneustodispniand veipgratp fhicciakogmationdtg thesystedian gatsies
collection of data from custodi an storage |ocations during electronic

di scover ynedingdheaw@picd bunan wepures infemséonrdpiarestien for thed 8y F@nagenent
processes. In this regard, the data collected froma particular custodian
is stor ednasf@ksabaﬂémyedfgfrwlﬁéma&erﬁéﬁf&wsv%m@ﬁn tashnplogyrserang, BASE r el evant
case information (as _di scussed below, it is stored in |ongterm network
storage mesdivigials rapoysiblnier sqtting uprerisd agcguafs fy sestrdianp and paneying gejvarieusr n | i nked
to one or_nore cases. This is advantageous because in the event a

parti cul d¥e ssusrsedihgsntespriss divghermors inagiition logeisigsag informetonds tegBagels f r om t he
custodi an may be shared with the other case(s) to which the custodian is
assi gned 9estH peein spRe cxpbedinends. informetoni thaldnifiehBiserény $2%i genserid ectroni ¢
di scovery system 100 may be categorized within one of case managenent,

cust odi arfratghdepinialialized andfer depleusttydheriectropia disearsry maveryrengseses 110. In

custodi ans, and collected data may all be managed separately, there are
necessar PR¥iciarpiagone eraeskimetie as, e e isF i a fas profilescanging (toab W rartbj@padig of t he
overal |l electronic discovery process. [0051] CUSTODI AN [0052]Wth regard to
cust odi afrohbieaiererided according to some enbodi ments of the

[0054] The profile scanning tool 112 may be deployed by the clectronic discovery
management server 110 and is configured to crawl the communication network 102, scan each of
the enterprise personal computers 140, and transmit to the database server 120 identifying

information about each computer, such as computer name and IP address, and a list of all
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present invention, the Unified D rectory/custodi an database 122 houses
information relating to all potential custodians within the enterprise and
the | ocati ons where those custodians store data The information stored in
the Unified Directory 122 may include for a particul ar custodi an, for
exanpl e, the custodian's nane, position, human resources identifier (a
uni que nunber for each enpl oyee of the enterprise), enploynent |ocation,
dormai n, emmi| addresses, network user identification, personal conputer(s)
nane, paths of network storage devices used by the custodian, including
Shar ed Drgroffiss, mokiding desnaghss iMGrdatidt, sdraetyorl wkaidadifipaticapassocfeadorithas
manager s, team nenbers or subordi nates), and any other information that may
be rel evaath domplfee Alicoringas WiffRracasisdinBinicthe podildwarmimgries o2 mesbd went i fi er
i s always uni que for each custodian, in sonme enbodi nents, the Unified
Di r ect or YonkRelcbaynib dis@ivgBihanagenihDicnar 1 Hoethl uolbxtisreseower £305 of alether skiver . Al |
of the information relating to howthe Unified Directory 122 is generated
is a mul ti i tceRMPAICHRE Ticwdalt 1020 i soaremboditepts.ah¢ profik seandingedoh didsis of
identifying relevant information. [0053] For exanple, the electronic
di scover yuifan agEFRRl (SigentiEy aikBnahit fohke dhiabakase eSO md? fecemylate mider f ace
with the conputer databases of the human resources conputer systens of the
ent er pr.i Send b whiRBY phifieulhdrofilewtas Ragddroans theenabbindnWhesinfinaeindebtaipgases i nt o
the Unified Directory 122. In some enbodi nents, the el ectronic discovery
managene Hartelav@inphkisredsival bpthe dagkusOtiver 0208 thealalabask setverd 20 aseythesuch as
W ndows Active Directory, to identify network resources related to
parti cul ghoffi¢!Hilfataids wakl niapiegida kerciahiser idedtiffcatdnis,ao linlnthe padiesleust odi an
entries including the copied human resources information. Information for
t he Uni f icegiphler 8 elcfptodidnd ifte ifsd incobt Bi2nedciated mithhisoseaseager s of t he
i nformati on technol ogy network, i.e., those individuals responsible for
setting UgenEfBitibnaClHeWAkBast Sirvee U3 QEY slfsreedtd @O gistugiah sentraini thaiSnified e
servers of the enterprise. Furthernore, in addition to retrieving
i nf or mat imfciofy i2ehdBaRaicIhd@dphiebats RDAYE, by the anwdias Moauldingitss profile
information in the Unified Directory 122 is generated through tools
i nitial i zeEmatidh eansdepddayart Ryfikhenshe adot Orp. cTidissthoy@file smnagemeht2 ser ver
110. In particular, in sonme enbodinents, as shown in FIG 3, a profile
scanni ng ligdtel} feheradidd 1Rt SFIRRLIY cdiyfiterddsdd By eachcastodir and 61 HidirnTdyebepr of i | €
scanning tool 112 may be depl oyed by the el ectronic discovery managenent
server 13}fesaitel foShecilibdogery@thnh@r Ghawd cdllbetion o wusi@iin? sdncah eibsititeks) 02, scan
each of the enterprise personal conputers 140, and transmt to the database
server 123@hdeatss txbngedintiaaedléwn about each conputer, such as conputer
nane and | P address, and a list of all

f0055] In accordance with some embodiments of the invention, the mapping tool 114 is

configured to crawl the communication network 102 and examine the enterprise file servers 150
residing on the communication network 102 to locate and identify the path of any personal
network storage area on each server. As used herein, a personal network storage areais a
network storage area associated with a single user who reads data from or writes data to it.
Personal network storage areas may be in the form of network storage devices or folders or other
resources within a network storage device and may be referred to hereafter for clarity purposes

as “HomeSpaces.” According to different embodiments, the mapping tool 114 may be run on
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profiles, including denographics information, (or network user
identification) associated with each conputer. According to different

enbodi ments, the profile scanning tool 112 nmay be run on the electronic

di scovery managenent sewer 110, the collection server 130, or another
server in the communication network 102. In sone enbodi nents, the profile
scanning tool 112 is further configured to identify and transmt to the

dat abase server 120 the nost recent date and tine at which a particul ar
profile was | ogged on to the nmachine. Wien information relating to a

parti cul abe destgenic discovers mawpgaat wwyver hiD, Secellpsien ssarey 810, argotheriserverdt abase
server 120 uses the profile information, which may inc|ude several user

i denti fi clhe sasmauniqaion aehwork 482 plasee epbadirassipptie arappiag toebl 1ddse Wildaws in t he
Unified Directory 122 associated with those user identifications. The

dat abase §@tcpdhat Baoheduipd ) axecuictbiopgh ysp ob Wandows SehsdilahTask e As fhy mappiage
Unified Directory 122 the |ast tinme the conputer was accessed by the

cust odi arfeolddt eeglstle qommumicafigroretwask { 0% 8isnenfigned ognanne eash filppeverandr of i | e
scanning tool 112. Thus, the profile scanning tool 112 ultinmately generates
a |ist ofirapepisribe dagabmssewes! 20dkapatyof apepeteers stomiga ace witbintheipburplits of may be
presented to the e-discovery manager when a collection of a custodian's

| ocal nacHiveE (34 thakit p%iﬁVﬁ’dll%/ezléﬂ?S a3 8 HemeEnase clgl spipe grabegimnentiethewmarpio®55] | n
accordance with sone enbodi nents of the invention, the mapping tool 114 is
conf i gur depltid4 cantiguraddo exnmiera Hiceateipgse e sark 1500y ohiptninseadieviewingthe
enterprise file sewers 150 residing on the conmuni cation network 102 to

| ocat e arfireptardgston rgchisaveryid igvalpating {he paths ofrpach nebyotls sterage aeafjierciy ea on each
sewer. As used herein, a personal network storage area is a network storage
ar ea assdetlediegfolderstingobprifiregedsepesipdrepands data fromor wites data to

it. Personal network storage areas may be in the formof network storage
devi ces dPOXb| der sWEh ragandde ideptélaine e pertionlarmiehvosk Hemgparke asediomySpagevi ce and
may be referred to hereafter for cIaritY urposes as "HoneSpaces."

Accor di ngeeasding fofsewne ambediterds. thermapping o h&pﬁ)i%ﬁ@gtl@é to utilige prmyertienal un on t he
el ectronic discovery managenent server 110, the collection server 130, or
anot her gemingrtechpiquésdoraeivnimihe sermmwnicasiomartiorkd92 tq idendifnibossrgdelpirent s, t he
mappi ng tool 114 is a Wndows service that is scheduled to execute through
use of WnsbRossiSagrcaens sdthipb entorprise ke serversil A¢) thabiorludeian ingieairsbageon

comuni cation network 102, it is configured to exam ne each file sewer and
transm t theroprrntionsl paise teglnigues, 1ir0 the rartigd anstosigeanmps prsecigiedavidt thesggathar ea
within the plurality of servers 134 that it ositivel¥ identifies as a
Horre Spac é¢ aceesecdipnd vyed byl onkyona user lied gra Pistefige ﬁ@@psmm- Isaccordficgwithd t o
explore the enterprise file servers 150 by obtaining and review ng the

di r ect or ises¢ ghbauslipmtssafithadnvaention egchivsaof g comaupeaaties netvolkaldR isvssigreaito st or age
area therein, including folders and other storage devices and resources.

[ 00561W tahlepss grirusenidentideationfayd Wigseaspadentiications arethadndicatorssha e mappiagas a
HonmeSpace, according to sone enbodi nents, the mapping tool 114 is

conf i gur éepl i &t afteppis e losgn withinipetha Wherddemiidyinedbmespaess. fronucembesimants; fie
comuni cation network 102 to identify those paths of network storage areas
wi t hi n t hetheeaneension dat i pethsefNameSpacsoon thacommeticaien astworkdiVg snchde thsased on

t he conventional nam ng techni ques, that the particul ar storage areas
associ at &geriaiusdy idenbiicatipmt Qs tha otheshrodpstd obshdred sevolystangapraando nder, and are
t heref ore HoneSpaces. |In accordance with sonme enbodi nents of the invention,
each userinchfde uips idsoiifingionsalhenlorre thamakpiapRol Kld4amayi qynlett thodigetotiesseaddne user
identification and those user identifications are the indicators that the
mappi ng ©eur withip the plarpbitysofservers eatleatowach path prins avdrerkeiadletsrmingtiongs to
HonmeSpaces. In such enbodinents, it is the convention that the paths of
HoneSpac &delber ar et thopatuiciudesiaoneridantibeakion.02 i ncl ude the user's user
identification. On the other hand, paths of shared network storage areas do
not include user identifications. Therefore, the mapping tool 114 nmay
explore the directories of each server within the plurality of servers,

eval uate each path in turn, and nake &0determ nation as to whether or not
the path includes a user identification.



[0057]1f it is determined that the path includes the designated indicator,
for exanple, a user identification, the mapping tool 114 is configured to
positively identify the particular network storage area identified by that
path as a HonmeSpace and transmit to the database server 120 the particul ar
user identification and the path of the HoneSpace. Wen that information is
recei ved by the database server 120, the database server 120 uses the user
identification to |link the particular HoneSpace to the custodian in the
Unified Directory 122 associated with that user identification. In some
embodi merft@371t he nifjitps degertnivet tHbi the bath lcbdectbnddsipnatediingdivator fu gramme, and
transmt, and the database server 120 is configured to house, an indication
of the | aseriténtificdtion, thomeBiracecl Whs isaonfsisado bysitiviely igentifyi thepaticuser , f or
exanple, the last tine any data was read fromand/or witten to the

Home Spac enetvAdlkl stbiaganartd identified by thet i HemiSpace b traramgitn the defahasd seavef s
configured to recogni ze when nultiple paths map to the sane network storage
area. Thel20did redichiansseidueificd3 and thp ante of hatiosefpace.t Waes iateinfegeation és
determne if duplicative entries exist. This advantageously enabl es

avoi danc es@ivetby thephabae kdreg i O tis: dafabisesersartd0 dses the WStiudentifitntioptodink| e
scanning tool 112 ultimately generates a |ist of HonmeSpaces used by each
cust odi arthe panidkuldniHomleBsice tethie stopine Setht Vdified Dithagory-1a2 ssouaed/witmihaigser when a
collection of a custodian's HoneSpaces is initialized, as discussed in

det ai | baliewificftidA5B] domeattibdiments, ttie 184ppinigrigpl 414 issitso obnfigered dnmkbognimmpud er s and
HonmeSpaces used by a particular custodian, which |lists were generated by

t he pr of ittaasmic andthegatimt sede? 1 2nd codfegurcepphauge, tao dldichtidn ofdlsped tiimgdiey, i n
accordance with sonme enbodi nents of the present invention, the database
server 12@omdSpalesins acmnfded by thd phrticdbraner, for bxastplo fhedasy timb amyethtavetswendk st or age
areas used by the custodian. As used herein, a shared network storage area
i s a net Vesnkamsl@raien ar thaHamsyeiat Adlitwinhily, mdotiepinbodigents, tdvoappemdoeat a from
and/or wite data to it. Shared network storage areas may also be in the
form of riatvrokfigired @gecogeivd whs roultifle balks wmamwio tint sase netsotistaess aat Ahe
network storage devices and may be referred to hereafter for clarity

pur poses calectiGh sired 189 congmres pdthefon gesamater foalerihib ifi dmpliatfd gence dxisto
receive a path of a Shared Drive input by the e-di scovery manager and store
t he pat h This ddeentdgeddsivechables Botdanoe of Aditiphe collbaitonoot thosaoralaer Thuy e

cust odi ans' hunman resources identifier(s). Mre particularly, in sone
enbodi menirafile snaatingtopAT 12 ultithaely gaeratafa lishel Huom$paies atell bp eabtewstodianl @Rl | s
chosen for the collection process, the e-di scovery manager may undertake to
i dentify this&stparythepudsantedstoalicaddiset oy manages vberce!licttimn of hatstadraisvi dual s
using, and eventually, the paths associated with those shared network

r esour ceHonldSipsceriyinibializad,co dizbussddaa dethit beigl. conversations with the

particul ar individual, by utilizing data returned fromthe |ocal collection
tool 132 [egsstut ed udditibh ecdtdrog advr ofeersddl cqispovwnandHarheSphdepuded By agr am of
FIG 6) deployed to the particular user's nmachine (as discussed in detail
bel ow), andicolar bigtodiah) wWizitinstawére penebatabisy thgproHielscabiihg éocd ¢ Lk @d twrmegipagt r oni ¢
di scovery manager server 110 (as shown in FIG 4). [0059] According to sone
enbodi menbd 104 réspeetipsl g S€ aicotdancentiihaome thdodimkws bf thevsiesmyt inpaition, 16 i s
configured to be utilized by the e-discovery manager through the user

i nt er f ac alatehe sdher 120 liealdorconSgungl to eoke dilh ofjanyebartdecteoritisecage ereys wahbyger

el evated authority within the conmunication network 102 to access, in a
limted nepagtodiahhAs esiderin, s ehddd retveek worage AbDiswirehwonk $sthegcopmassicedadi on
network 102. Wiile the file browsing tool 116 may not all ow access to the
act ual fivigsmsitiple @skrowhe end dita fibinlaad/sewrerdaia to it. hdredwetwdrk storage swaver y
manager to browse through the directories of the file servers 150, |ocate
files thahayhidsodeletin faaceastrbstotapedavires adbBns oandlerdesoarcas withib hefwsikze of
the files. In accordance wth sone enbodi nents, the e-discovery nmanager may
initially have a general idea of a particular file server within the
enterprise file servers 150 that the custodian has used in the past. For
exanpl e, the custodi an may conmuni cate2to the e-di scovery nanager a
particul ar fol der nanme and/or drive name on which he/she has stored files.



Addi tionally, in sone enbodi nents, the e-discovery manager may have al ready
undertaken a | ocal collection process on the custodian's nmachi ne, wherein
the | ocal collection tool 132 returned a Iist of the network resources that
the user of that nachine has used. In that event, the e-di scovery manager
may be aware of the particular drive referenced by the user. The

e-di scovery manager nmay then enploy the file browsing tool 116 to browse
out to the particular drive nentioned, scan the folders for any folder
havi ng a name resenbling that nane given by the user, identify an

part i cul aforpge|dsyicesrapd may boiefensd toheratedesditpyurpeses as SharediRreps i ﬁge the size
of such files, and retrieve the path of any folder (or Shared Drive)

i ncl udi ng'serapigriass|l b isicapfiguaedite eeceiges patl @%%qarpﬁ@r%w%%he DSyt t he
Shared Drives may then be added, either manually or automatically, to the
Uni fi ed DR#easrpdstars the nathyin dhedhfingddieccionr \28rn mehon tprus or mpre cupdiqngd
Directory 122 may store in _connection wWith one custodian (and in particular
i n rel at i B¥pap esplessddpstibri(sknMereparignlar e dbipmeembpdeerisfanes g pagtiquias psepef t he
personal conputers, HomeSpaces, and Shared Drives associated with that

cust odi arthe EaERInFatiphreswork d@hisichossn fog the cpldacten pragess Sigrecscoteryimenpset or ed by
the custodi an, and once an investigation or collection of a custodian is

i ni tiat ednaxyrdertake o ideity the Bﬂmﬁﬁfég?f%ﬁ nstvek pasourers thapibpy isdividigl écasidey 122 may
be accessed to determne the particular storage |ocations that need to be
addr essednd graniglly. e napy esseeigiad wish thees) shated pework Tefosropss Thibveaytbsgeous as it
allows a conpletely automated investigation/collection process, rather than
rel yi ng dcandisked dhrewghropyersationsgeth thapationlaaindiyiduglo by utilizmedaie get@ed machi nes
and file servers at the tinme of collection. [0061]1t should be noted that

t he Uni f ifidn e fasehclsetion okl epecuted g eliciongerven i (shesmdn the bisdadiagrams new
information is gathered using the tools described herein. Mre

parti cul #FG. @%epi@rf-‘éé@ the prEic g sanashing (fa gspuserd i8 detgibbelaipandipy bhe
configured to automatically retrieve data fromthe human resources

dat abas egtilirag aAglebyevedigrteeltlde gregued emnslectronie dispavesvmpmrss served 40 (assletivnas
information technology directories or lists, as well as deploy the profile
scanni ng W BYF- 412 and the mapping tool 114, at regularly schedul ed
intervals. Alternatively, rather than periodically retrieving data fromthe
vari ous d8#58] sour cesorlingio seme tneborimeats of Sis prasent snvaetioabthe 8ls bravwsingdgadt em 100
may be configured such that the database server 120 is continuousl

i nt er f acildgisgonfeurdddo fartilized by te s-disoeverst hanaeeriieronghi the esdr lmerfe@;lé&yTE{ezz is
updated in real -tinme as the data within the data sources change. In either

i nst ance fileyeysipg tophl Sfgived hegfdiscotanymanagenslavaed authaitywithinde Directory 122
is regularly updated to ensure that the data in the Unified Directory 122

i s cur r effpmmunication network 102 to access, in a limited manner, the enterprise file servers 150 within

the communication network 102. While the file browsing tool 116 may not allow access to the
actual files stored on certain file servers, it allows the e-discovery manager to browse through the
directories of the file servers 150, locate files that have been accessed by the custodian, and
determine the size of the files. In accordance with some embodiments, the e-discovery manager
may initially have a general idea of a particular file server within the enterprise file servers 150
that the custodian has used in the past. For example, the custodian may communicate to the e-

discovery manager a particular folder name and/or drive name on which he/she has stored files.

22



[0062] I n sone enbodi nents, the database server 120 is configured such that
all historical data relating to a custodian is stored in relation to that
custodi an's human resources identifier in the Unified Directory 122. Thus,
when the feeds of information into the Unified Directory 122 are updated,
in the event data relating to the custodi an has changed, the database
server 120 is configured to store in the Unified Directory 122 the new data
and any rel evant netadata, including, for exanple, the tinme and date of the
change, as well as maintain a record of the old data so that it is still a
part of tAdditiualyoth eiesmpodifknte there-ditvevddp nfahagr Bhy ot alrgadg BRiertllen aexanpl e,
in the event the profile scanning tool 114 identifies a new personal
conput er lagbatleatiothrovedstonahecustbdish’ amachit, wheciafthe ibal pdlestmnadol ¢dhput er s
associated with the custodian previously is no |onger identified, the
dat abase s@ameédn 1id20 thehcm@nif fegruecsihhichsiiser & thay ntableind itis fuseedd hiDihatesytwrthe 122 t he
information for each conputer, as well as indications as to when the new
conput er emiscobdry siandgdemty bd achresTdhahaeivulahérivel rdfecaogblyelic wsars Theed onger
identified. In this way, the custodian profile within the Unified Database
122 may idiebugemandabishor tierndmplfietho flebervalingaosillb ertsowseadt oyhd fagicukuist odi an.
Such information may be relevant at the tinme of investigation or collection
of the cusivedicativned, 30MmIhToRicfsdading foldahavingi hane lesnblinfthaldnikigsgn By r ect ory
122 which is particularly relevant to el ectronic discovery is enploynent
stat us. Ase@edlidegttyang patcubiriiivgicreard By ambiencdeed be e usdr, denfnminewite stre of r om
the human resources databases to the Unified Directory 122 includes a
change asuétofiedphdiciRNE the bath WS amgflolderiar Stiatad| Ixrivel instdidj data belbvegieg te Gter oni ¢
di scovery managenent server 110 is configured to recogni ze the change and
possi bly y&f form particular functions in response. Mre specifically, in
the event it is recorded in the Unified Directory 122 that the enpl oynent
st at us offo@opar t i cTieattrievesitpaths afthe BragEBrives amyalxhibe added, dithermanatibder t he
el ectroni c di scovery managenent server 110 is configured to determ ne
whet her  thenaticdlodbar UEfiaspirgred 1220n #yydatbse saverntadt Ehys, halinifief so, to
transmt to the designated manager or contact for the case or matter an
el ect r oniPireGRENLNYI BB st i Whhdciogitht fie coEodige(and in gahteulaeinntliatinad thet at us and
inquiring as to whether the manager would Iike the term nated custodi an's
dat a col lcaabdigh's hiindnhesofiesiderdtifier) naiRagfalic yetsopa rddputers Hiemabphdes,nmé i ve, the
el ectroni c di scovery managenent server 110 is configured to automatically
i ni tiat e $hhed Dawveddsoctddd vati tharusdee Faesofthest eagore senjotdntisientricoo
Therefore, the custodian's data nay be advantageously collected prior to
any dest rddatsiopddl rtheifiatediah addid lohdeyantihaitigatod 6 doBetian sPcusypdinh & itigiated,nat i on.
Alternatively, in other enbodi nents, the electronic discovery nanagenent
sewer 11Ghdueyation infeaimmunitced e the Uhbifich Birsaioyde? nay de aayssadifocizithinatbey
initiate collection upon recogni zing a change in enploynment status.
[ 0064] CAYErticMREadr¥¥d bcatiegathat real 10 &8 addressaphmpg theinastmaascollacionr dhisds t o
sone enbodi nents, a

advantageous as it allows a completely automated investigation/collection process, rather than

relying on the e-discovery manager to manually input the targeted machines and file servers at
the time of collection.

[0061] It should be noted that the Unified Directory 122 may be regularly or
continnously updated as new information is gathered using the tools described herein. More

particularly, the electronic discovery management server 110 may be configured to automatically
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case may be initialized by the e-discovery manager utilizing the user
interface 118. In this regard, the e-discovery manager nay enter into the
user interface 118 certain information about a particular matter or case,
such as a case nanme and/or nunber, a short description of the matter/case,
a legal identifier, the particular requester (i.e., who asked for the case
to be opened), managers or contacts for the matter (i.e., individuals
involved in the substance of the nmatter rather than the process, like the
e-di scovery manager), custodians, etc. The electronic discover¥ managemnent
server 1ToTpy QiTaugite sempresupreedaiabpies prt oetira Dispionying my dheselgattabase 124
in the dat abase server 120. The case database 124 is configured to house
this i nf cPWaLs Beh aviaformption teghpologyrdinestpmgs9n lists laawethes deploy thsrafilcul ar matt er
or case is related wthin the case database 124 and a user can use the user
i nt er f acecappeter! V1 %apddhgspapingdodfl 14, perepartyerchedpleg guavalh chlisenativelal | t he
information. [0066] Once the matter and/or case has been injtialized, the

e- di scoveperigmagadically redeying detadmmpthe varipus fda saracefuch ps halwnan n sone

enbodi ments, the electronic discovery managenent server 110 is configured
to add nupsepgerdatahases dhcapyaiem d0@may pryjoaligpied weh diat thedalabase sgiver 0. I n this
regard, the e-discovery manager may use the user interface 118 to enter in
i dent i fyicagfinuppshr interfroing with the deth soueess susdithah the UpifiediRiwptenyf \2 g ri#edbitmat i on
for each custodi an does not have to be of the sanme type. For exanple, a
name may TBRk-iggtad the datp grithigrfhe datastongreriangen Tneber ingensecaeh ¢fdhe fagdooher | a
network user identification for another, and a human resources identifier

f or anot Hefprmatige infeside Unified Digetery 128 isjregubashyripdaiedelg epwirg th dhodatatip the
identifying information in different input areas depending upon the type of
i dent i fyilafiqddbiseiont 128ns BicAly recei ved. The el ectronic discovery management
server 110 is configured to use the input information to search the Unified
Di rect or yOU2p i n tlheomaerabmlinenie thy dptabapgsersr 2 is ponfigaredmichmhagalst odi ans are
associated with the input information, In the case of a human resources

i denti fi dustasiseleigtaseletinedel a cuptndjandndored, sureldticnro that eustodian s ijuaep EFQUEES ory 122
may be a match. On the other hand, in the case of a name being entered,

mul ti pl e idnsfierdn Bin&nified Dieectarnige c lhhus, visaehy fepds of indermation igtodhsewfied y
managenment server 110, after searching the Unified Directory 122 with the

i nput i dneEPRy 134 arerpdatedhin BA Fveiltsda&fﬁgtlwpé@ qugfodipeBasshanged: Siwgatabase user
interface 118 a list of all custodians matchi ng the input identifying

i nf or mat iserrer 12R ixcpeligyalip sor iy therl&ifadtlRirecinas | Rdbepavednta avd any slevaitcul ar set
of input identifying information, the electronic discovery nanagenent
server 1nptadataciasindiog, fer@xarale thedmeg 30d dpiepf the change, ap weld pssmefafpiam 6@ added
to the case or matter. On the other hand, in the event nore than one match
was | ocatileplq éata s thatis e}l apartad thegpstpdigi't prpdlern the inHigd Dicgprrd22-ofer t hen t he
mul tiple matches may be presented together to the e-discovery manager

t hr ough tekenRks é the pteat thapwiileseanaig torhd kbidendies paew pereonal ompeienassapiafidnager
must review the nmultiple custodian profiles associated with the matches to
det er mi nevithpeugedizeand opeief thelpasenelivampatae assacipied with gy cogodisgneres®slyds matter.
I n doing so, the e-discovery manager may consider the other information in
t he prof inp émgerddrntified; thealejgbsa sevarl2 is confipured|to starciin e Undlied Dlimgetery 122

custodi ans, etc. Such information can informthe e-discovery manager as to
whet her tlirénforpatioe frcasdtcomputar pswethis edieationg asrieiwlen thipeevecagipytep ey Ysthanager
may then select the correct custodian for addition to the case or natter
and conf iidemifiadend ahen Go sldsamavier wasingdenaar idenyifisd Tadkie way.shadmyeiodaproble

matter. According to sone enbodi nents, "adding" a custodian to a case or
mat t er i wiBintkesUnifipk Prigbase i Panatineiederatstery of Baipeisonst etmputers used ietheni f i ed
Directory 122 to the case or matter in the Case database 124.
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[ 0068] According to some enbodi ments, upon addi ng custodians to a matter,
the el ectronic discovery nmanagenent server 110 is configured to initiate
the transm ssion of preservation notices and surveys to the custodians. In
this regard, preservation notices and surveys relevant to the particul ar
case or matter are stored in or linked to the case profile in the case

dat abase 124. Transm ssion of the preservation notices and surveys to
cust odi ans added to the case nmay be automated, for exanple, there may be
preset instructions within the case profile that cause the electronic

di scover yeubBiag eSRA inf&:e1uasn rhdyObereletmeunsi imeofiavettigtibrasr cpll@ser ofdbd on noti ce
and survey at a particular date or time or upon a particular triggering
event, sughkodign.2a cust odi an being added to the case, or the e-discovery
manager may nanual |y cause the preservation notices and surveys to be
transm ttiggs3]l n sOoORe REDSUL BB SR irtd e Entfet DoRtOrydi23 edivhiypammige nent
server 110 is configured to transmt the preservation notices and surveys
via a st ageadntiotdi@irbnil HieEive9 s enddMeymSddt MaNS ARYrdhg tb somek dnthotlinenprelser vat i on
notices such that they are transmtted to custodi ans together, and one
survey maye Red bf i8RrhAiodBos thélainaaResoficeS@kabades RItha0hifie®Dirk¥han 122 cust odi an
responds to a survey, the survey response is received by the electronic

di scover YindTadta g eRRpé a8 eMBloyrhdl sAfE 054 Rirfichidrbudi@liat iheBlettennichiiscoadrpvant
custodian in the case profile in the case database 124. Furthernore, the

el ect r onigandb&KRY iver MR8 8aRited SEleV@hize 1} cifage ard pwsiblyguifeh gaeticstaor e al |

or a portion of the data received in the survey response in the Unified

Di r ect or Yrudeidnd i réspense UsfopbipasificalI i thcle@ent 100G rdaidn BRiUNGfiddDisomwey 122

enbodi nents, each transm ssion of a preservation notice and survey to a
cust odi anpatAEnBAG RO RSITQ P BEar RSPAAS Changs flotrbeledoittimiraeeds éleevant case
profile in the case database 124. The el ectroni c di scovery managenent
server 1lfecHBdc dlsEveRn@&@idicatdef@r 1 1 ik EaiTEiel 10 dnnthe whothtl thesusiollianésponses
to the surveys are not received within a predefined period of tinme. The

el ect r oni Gsighed GOMB Msd BRAMPTRIH, if$6, 1Y GinshlGo FR)iedfritednenagn bi @utaeot the
schedul e rem nder notices to be sent to custodians to periodically refresh
t he cust QdicaRnattemtustic td@hiiniclaby ndtdying efaiaagd bf Bs fetaiue® shiss el t ai ni ng
to the matter. In sone enbodi ments, once a preservation notice has been
sent to GnflSALRit@WhethdiehedhBfkd WHUR 10ke HerRiiYatdtBoIRgaaE N tats edliceted. Th@haray
undertake to prevent any reinaging or refreshing of the custodian's
personal &eurke 8dagar r@yokds MG bifinAg epfie Ale@fdnicfiscohi@y pargemurteroe 100t i ce to
the enterprise's information technol ogy managenent group. In addition, the
survey r gspaieeRd iCatdnvRidally iQiikie del d b@ns]1stiby prob@sdsiol tiepresti tnvertiodnect i on
process. For exanple, one survey may inquire as to what network storage
devi ces theregats ipeh@ndi4a e dawhen bs hdhlgeolal acllcthe prinsomiy ddsmictivher cust odi an
gives to the survey may informthe addition of Shared Drives to the

c ulslt odi annRvhbilie thal cbile bauukddasy thipdeahiagtn] 22teinbfielyyiyothe cuibedimbat,eite i n

col I ecti on.

electronic discovery management server 110 may not communicate with the manager and may
automatically initiate collection upon recognizing a change in employment status.

[0064] CASE

[0065] With regard to case management processes, according to some embodiments, a
case may be initialized by the e-discovery manager utilizing the user interface 118. In this

regard, the e-discovery manager may enter into the user interface 118 certain information about a
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[ 0070] According to sonme enbodi ments of the present invention, the

e-di scovery manager may utilize the user interface 118 to add attachnents,
notes, tasks, and search terns to a case or matter. In some enbodi nents,

t he contacts/mnagers for a case may al so access the case profile in the
case dat abase 124 using a web browser and nmay add attachnents, notes,
tasks, and search terns to be stored therein. Thus, the e-di scovery nanager
may not be the only entity with access to the case and case nanagenent
tools of the electronic discovery managenent server 110. The subject matter
of the atRastHitemeter opeasesudiag acess pame aiglal npabeird/thatt descrigtioawde to t he case
or matter. In sonme enbodi nents, the tasks are tasks that particul ar

cust odi ansater{sase.adegsl Werifigh dhansdicalpeieqyesier ¢ e dwhe apled fpr tha patgénarpergdhver 110
is configured to transnit a notice to the custodi ans that that the task
needs to BEEESHP ceplaets fopdergiier e mgividualp aaplyckindhd subsianee plohsmatigrt h r egar d
to attachnents, the e-discovery manager, or the contact/manager of the
case, nmyaiip tbadhe poessa ke thiccaliscevsibBanagyrh shsiefliang ot d'he glsetrqaicatiscpyery
[0071]Wth regard to the search terms, the e-discovery manager or the case
cont act s BiagHRabErer hHlis sendigusd tostare thisrinfprmadion ethe gase d@aterd 124 inthe e
appl i ed when searching the collected data to |ocate data responsive or

rel evant daipbassscrierd@p| Vhargsq databiess 1phischelizsgpddo haseibisvigfompsion suchdiat eler ns
within the case profile is advantageous as it creates a record of the

sear chi ngniormatiop selatingiea pardaar glaler opfash iyrelgisd sithinghe daee dgnbasedidlaials i n
organi zation of the data, as discussed further below HOQ?Z]According to
some enbofrren s tef useiatefpcaed dto View @ mofitrp! thetesttepordassiindleting all thade that it
is time to collect fromcertain custodians in a natter, the e-discovery
manager rafprEient he user interface 118 to rel ease the custodians fromthe
matter to the underlying case. This release triggers the comencenent of
col | ecti dR0GST t he @upstthrdnatiss anddrase bavbespintiairadotic mdisceyertinamagdrawyr oni ¢

di scovery managenent server 110 is configured to allow all custodians

assi gned adé custasiangiorthe matter pecase | la geregiembpdinmatsc ths eleeftonidiscavame tine. I n
addition, in instances where the e-discovery manager has previously created
groups ofmanggamedl srver Wilkikionfigtred twadé numereusaugedings io & sidgls pwieoy casaptagenent
server 110 is configured to allow a group of custodians to be released from
a matt er ongtimecladhis sgeardnhe e-4glipeovelrtpanager may use the user interface 118 to enter in

identifying information about the custodians. The identifying information for each custodian
does not have to be of the same type. For example, a name may be entered for one custodian, an
email address for another, a network user identification for another, and a human resources
identifier for another. The user interface 118 is configured to receive the identifying information
in different input areas depending upon the type of identifying information being received. The
¢lectronic discovery management server 110 is configured to use the input information to search
the Unified Directory 122 in the database server 120 to determine which custodians are
associated with the input information. In the case of 2 human resources identifier being entered,
only one custodian in the Unified Directory 122 may be a match. On the other hand, in the case

of a name being entered, multiple custodians may be a match.
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[ 0073] DATA [ 0074] Once a custodi an has been identified for collection,

whet her manually by the e- discovery manager or by being released froma
matter to a case, the electronic discovery system 100 is configured to
automatically collect the custodian's data using the | ocation information
stored in the Unified Directory 122. Therefore, the el ectronic discovery
managenent server 110 accesses the custodian profile of the custodian to be
collected in the Unified Directory 122 and determ nes, fromthe infornmation
stored therein, the different |ocations of data storage for the particul ar
cust odi anoodrat nusThelecaolit gisdorely mehsgeementrservamity, afict fearching tHeddmfiedons t hat
the system 100 can address, including personal conputers, enmail accounts,
and net widilec®to1Rga thahemgut iddnd fyivg infgroroior.Sp aediguad t Bhantaotot@h thewser [ 0075] | f
a custodian profile (for a custodian released for collection) includes at

| east onéntpdacs NSk lit@NREUE SR ASSKiRG At @guridéhiffineinCusbion dnthe etvah t he

el ectroni c di scovery managenent server 110 nmay undertake to collect the
files on dnheme nithiiag egumddter ehoticlar kel Ripeciamifiing idfsmaioa) the segtagenent
server 110 may retrieve the relevant machine identifying information, such

as domai RliscoaiEmatdgeadid 6@6s .1 1@sConfigaid tomytomatichilpdelzethel eptodiamenbe wifiech | ocal
collection tool 132 running on collections server 130 (as shown in FIG 6).

[ 0076] Theo tecade of Alati&C Cinake dthd harki32: theeveithdrg tiag dnd matble waelptatadefdr 4 r om t he

col l ections
particular set of input identifying information, then the multiple matches may be presented
together to the e-discovery manager through the user interface 118 and marked so that the e-
discovery manager must review the multiple custodian profiles associated with the matches to
determine the correct custodian that should be added to the case or matter, In doing so, the e-
discovery manager may consider the other information in the profiles, such as corporate title,
work location, associated custodians, etc. Such information can inform the e-discovery manager
as to whether the 1ocateci custodian is the one intended. The e-discovery manager may then
select the correct custodian for addition to the case or matter and confirm that all custodians
selected may be added to the case or matter. According to some embodiments, “adding” a
custodian to a case or matter involves linking correlating the custodian profile in the Unified
Directory 122 to the case or matter in the Case database 124.
[0068] According to some embodiments, upon adding custodians to a matter, the
clectronic discovery management server 110 is configured to initiate the transmission of
preservation notices and surveys to the custodians. In this regard, preservation notices and
surveys relevant to the particular case or matter are stored in or linked to the case profile in the

case database 124, Transmission of the preservation notices and surveys to custodians added to

the case may be automated, for example, there may be preset instructions within the case profile
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server 130 or another server within the network 102 to any of the
enterprise personal conputers 140. Therefore, for a particul ar custodi an,
the local collection tool 132 is configured to utilize the machine
identifying information supplied by the electronic discovery nmanagenent
server 110 to be deployed to the identified custodi an conputer. Accordi ng
to one enbodinent, the |ocal collection tool 132 is configured to be
automatically installed on the target custodi an's personal conputer. The
| ocal collection tool 132 is further configured to generate a snapshot of
t he dat a thasige i clsatrefiedipcorey meragerg savertlf tfmnsonaparietig preservativn, f or
exanpl e, by using a commercially avail able tool such as the Vol ume Shadow
Copy Ser VAcHee andswivey 3t lgeadigrprsistoror fie gr upodrepgaicalaeisisgnsing peenp sych enal
conputer, and transmt copies of the files included in the snapshot to the
col | ect i chgoden Reing afidel to e careaprdhe ¢-disonyery manager may memmatlheaushiipshot of t he
data stored on the hard drive of the personal conputer, the |oca
col | ect i dwesergaifonTRices Guhiwrveyetobs rpneittesindn sde ebotiowntirthe geafonici nue to use
her machi ne wi thout substantial interference fromthe |ocal collection tool
132 and elsspvennmagagementparvert Hels denfrguesd do sehsoi thepsesiapigondiotices artssuryess
snapshot of the data is being transmtted to the collections server 130.
[ 0077] | n végcrostaridand emneil funstiony rlde bwrmeys aeg de Hibie thipesstvatidnenotiess ghehdlat thewt | on
tool 132 may al so be configured to transmt to the database server 120 a
cat al og @fe tranemitied toscuptadipmsdegsthon apdhenesnaps may be bedde moteghandng presareationgoi ng
col l ections database. This catal og may be referenced by the collections
server 130ti¢en Whea@rcustedigitesnondsie a Mirstyhthe seupy weitongsris feseivaiylties dectmuic t o
resune intennpted collections at the point of interruption. Additionally,
i n accor disaeverywnaiigenent sesvi & H andstoscd in hdation dathe edbdvhrienstethantindle cag2 i s
configured to conpile and transmt to the electronic discovery nanagenent
server 1Dooide injthe cags datpbpiedek Febomare shetdipstronie disjoyenyshanagemenfobnve Hg, f or
exanpl e, network applications and file servers that the user has used or
accessed mayhe sorfigyred & stere st or Trostiorenf thredataregedd imthe hrevayaespbs & ther ver 120
in the custodian's profile in the Unified Directory 122. Wth regard to
t ransm s$ingfeddiirepion. ¥2iethe citodinal speefile.accor ding to one enbodi ment of the
invention, the local collection tool 132 is configured to conpress, hash,
and upl o&foPhe fi |Assoidinglteishees ambodimenisreapsasmission hia preerveden notise adr ver
130. [0078] I n sonme enbodi nents, the electronic discovery nmanagenent server
110 may €@y tpe castedian andsachentiskionding meponsd s tragskaldn deméleanivaeaprofeat t enpt a
collection froma custodi an's machi ne. The conputer watching tool 117 is
conf i gur & cass daishise d24.t The chpetronde discpeay ardagsorentrseivael l\mwac’laisoge tdndigereder pri se
personal conputers 140 are online. Therefore, in the event there is a
cust odi ate et ringndar nagrshil ispensesds thegutyeysood has caceied within g pregefined  wat chi ng
tool 117 is configured to determ ne when that machine joins the network 102
(i.e., wherdiof timgpéhe geqtonic discevsrrnanagenat senven §1Q way alsolbr)configiréddb or m t he
el ectroni c di scovery managenent server 110 that it should initialize the
| ocal cobtheduls rpmindgpnoticgpto besratiicansbdianst@pr@lichllarefesbtthrdivsindiprsb fiefnery( f or a
custodi an rel eased for collection) includes any paths

of their duty to preserve files/documents pertaining to the matter. In some embodiments, once a

preservation notice has been sent to a custodian, the electronic discovery management server 110
may undertake to prevent any reimaging or refreshing of the custodian’s personal computer(s) by
transmitting an alert of the preservation notice to the enterprise’s information technology

management group. In addition, the survey responses received from custodians serve to inform
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for HoneSpaces or Shared Drives, then the el ectronic discovery nmanagenent
server 110 may undertake to collect the files fromthese file servers by
initializing the file server collection tool 134 running on collection
server 130 (as shown in FIG 6). The file server collection tool 134 is
configured to access the file server |located at the given path, whether the
file server is a HonmeSpace or a Shared Drive, copy the data residing on the
file server, and conpress, hash, and transmt the copied data to the
col l ections server 130. The file server collection tool 134 nay be
pr ogr amettle véllettiqarpeseds. iFasdxangle] @ie SurByamagintdine dsto what astivprikoctgygefdeyies
neeting certain criteria, for exanple, files that have certain file
ext ensi ontae ciAtddian madsiwheh ytorikgdatp The assmredial thetustodian gives toele supegvent t he
file server collection tool 134 fromcopying files having certain file
ext ensi on@fodm tiatddditioadt SHahudtDrbres Eithdvastodifn ploéilefio thedhifivg Daabashanttageous i f
the e-di scovery manager is not interested in copying executable files or
sour ce coey bdised eaiiloRectibm some enmbodi ments, the file server collection
tool 134 is also configured to generate a size estimate of the files
resi di ng fpa7dihe t apgekdifl foisbe s@badihentd of tneeentiodinti@n the etdigotdry e server
collection tool 134 may autonmatically begin the collection process (copying
and tr ans@adapérgaydaitiae) the fiset ineerfiez 0 8es hddmibennicats| sotdsetagiy andpeachatremsie med
threshold. In addition, in sone enbodinents, the file server collection
t ool 134 dase @QidticgUn esiné @nishatirednis the coigtdhednagerp fur taicesglnzay afsolachess thdase it i s
collecting froma file server includes nore than a token anount of nearline
files, angofilein thbeasedaniiasé MBitusing@ web betarsedmd snayrndd athelaetd) noteqtdsksnandf i | es,
choose to not collect such files so as to avoid overloading the server.
Ther ef or escarak panhsiong stoeeddhdréier €mis, thebdtcsment manapdrendyinotbestbe ordy ergivy Wikt i on
tool 134 copies all or a portion of the files residing on a file server
| ocat ed adecdsh® thatdic gidwase mihapditent RbB @S B eleuisdrdcdicsov ey praodgelnentaatert r ansmi t s
themto the collections server 130. [0080]1f a custodian profile (for a
cust odi an 1oelThastibct ittes of the aitdchindntd, Actesigeitashn ceilbibd angibitrpeeisvanoto ten eni |
account on the enterprise email server 160, then the el ectronic discovery
managene nass@ mvater. I Gomaymbodindntatte tdsks cotaklethat phaeicilad castodinmmushe
enterprise email server 160 by initializing the active email collection
t ool 136 dottipletavhdale detibgic tisornsnarindgemehBar{ea s 16518 ovnfiginred Fé Ensijt.a nbficesone
enbodi nents, the active enmail collection tool 136 is configured to access
t he part i theasustMlliadsaba fitat s ¢3R nEds sxfewemplstdihpethaphesiendtexipdieseil emai | sewer
160 on which the custodian's account resides (which is known based on the
i nf or mat i fanctioRs: | Wik ebgard tb Bitachinkidts, @k LHisc@edrg mandg2? Jor the opytacinlanggerefithd ocat ed
there, including emails deleted by the custodian up to a predeterm ned
peri od ofcatd, My ppload rele@artt fitesGoObd @@thedmns the bax pexfdepl e, seven days prior to
the collection) and transmt the copied emails to the collections server
130. [ 0Q8djiRegar dwatigegid fohke Shiok ages, tesodic@eetyacatgeonr the case vditels cdat a i s
being collected, or

managers may add certain terms to the case profile to be applied when searching the collected

data to locate data responsive or relevant to the underlying issues in the case. Storing the search
terms within the case profile is advantageous as it creates a record of the searching thatis to be
undertaken with respect to the data and aids in organization of the data, as discussed further

below.
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the particular type of data being collected, the collections server 130 is
configured to store the data first (while the collection is still ongoing)
in the short-termstaging drive 180 until the particular collection is
conplete. [0082] Furthernore, the collections server 130 transmts the
barcode information to the el ectronic discovery managenent server 110 to be
stored in the database server 120, for exanple, in the custodian's profile
in the Unified Database 122, in relation to the stored information about
the particul ar collection, whether it was a |local collection, an active
emai | col [8&i on, A&cqording Weppe pmbsiipaty f die, preser InveRkgue beres degiien bar code can
be used for reference at a |later date to determne the origin of the data.
Af ter themerstthpt Hastiperoled fraw cegrin srstofignyinaaraies theegigsownemansserayk 190,
the coll ections server 130 conpares the hashing of the data in pernanent
storage t¥ethsasaintgiasal 13gtralessp thewustatiang fraw thiy hgtter togibe wndarlying cashlirashi ng
is identical, purges the data fromthe staging drive 180. [0083] Once the
dat a has 'lspsiagecsie qoampneera eficolaen efitbecusiedigay Kata.olp some epnbodiipgnts,
necessarily ready for review. Indeed, it is likely that the data nmay need
to be proBeeledgnisafsepvery managemeng serteabl &is gondigaie tadlow dlsustpdgisasgigsgd fo
investigators and attorneys. For exanple, the files may be encrypted in the
form in vhpEAte keSe raleescd i theeasedf thingme dpve. nrdditien) ip ingtaness whee diegge ar ea
network 190. Therefore, according to sonme enbodinents, the data may be

copi ed t olifcReEery Bagagehap presiopsly eregederpyns of Qi digheyiship theepseethe fctaier ypt i on
and standardi zation functions may be applied to it. After the data is

decr ypt edligAEE pavrgarent sewer 119 isiconfguradrie alipw vemoneo] wrigdiasiabesrergde area
network 190 and may remain there to be accessed for review purposes.

[ 0084] W tiom emefieteecaesl thosametimey, a bl ock diagramis provided that
illustrates the electronic discovery nanagenent structure of the present

i nventi orl00%¢cor di B§Tdo sone

{0074] Once a custodian has been identified for collection, whether manually by the e-
discovery manager or by being released from a matter to a case, the electronic discovery system
100 is configured to automatically collect the custodian’s data using the location information
stored in the Unified Directory 122. Therefore, the electronic discovery management server 110
accesses the custodian profile of the custodian to be collected in the Unified Directory 122 and
determines, from the information stored therein, the different locations of data storage for the
particular custodian that must be collected. There are many different locations that the system
100 can address, including personal computers, email accounts, and network storage areas,
including HomeSpaces and Shared Drives.

[0075] If a custodian profile (for a custodian released for collection) includes at least one
personal computer(s} associated with the custodian, then the electronic discovery management
server 110 may undertake to collect the files on these machines, Therefore, the electronic

discovery management server 110 may retrieve the relevant machine identifying information,
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enbodi nents. As illustrated in FIG 7, certain processes described herein
may be categorized within one of case nmanagenent, as represented by Bl ock
200, custodi an managenent, as represented by Bl ock 220, or data nanagenent,
as represented by Bl ock 240. As described above, the electronic discovery
system 100 i s arranged such that cases, custodians and data may be nanaged
i ndependent of one anot her, However, there is still an elenent of the
categori zati on of processes within the categories that is conceptual, and
it should be understood that certain processes may be correctly assigned to

nor e t hanyueNg deslaRORine, IPTHNEF e o Sandhiyl igitih R dapiethée6f dlbeal obilcktie tsyist em 100
al |l ows separate nmanagenent of custodi ans, cases, and data, certain

processest3g RIcBBRAbnsIsBVENBD OR sAEWh AHIEcs). nore t han one of the
foregoing. [0085] The first process that falls within the case nmanagenent

cat egory [pg763" eat i i 16dal SolRBEdnEol 982 BRGMigAfeddo bd dpRMed forh @e cbildcigat | on
support activities, as shown in Block 202. As described above, the

e- di SCOV ke PIDRR BfiotER Yer @it Wethinl (RS etk diR 105 ¥ ank B @ bae@ridl@rsoedl bahputers
informati on about a particular nmatter or case, such as a case nanme and/or

nunber, a48h@hdredes for b hrti@Narlistb i, MRULAQT dotid@Rn tédl L Bi@borifgant kd itidize t he
particul ar requester a, who asked for the case to be opened), nmanagers or

cont act s thomadrif i@k ibiformAionisighlivd Bk Slettiind) di@evdrPmbitgentiiséragae0 of the
matter rather than the process, like the e-discovery nanager) etc. [0086]It

i's noted thBabepidith RtheileitHe CaRddi@toputst. UREISRRAbRL lpdinfepinbe@ac ase
information allowing for the sane custodian in nmultiple cases. This

provi des Qéctibh®otl BGt EQfkEredicRAURIMENS irtbalIed o the Pfee R MidiahBPeRbiadN t 0
have scal ability, whereby evidence associated with one custodi an may be

used in rﬂé}n%)htﬁff. Ertea&aBeollbORE ol M2 18 iR GkF QATiSurel BGONSALY 2 HRPSYEHENE der ver
110 stores this information in the case database 124 in the dat abase server

120. The 16a&8; Spihd RRBR kA o Bl peSortaNtdinpuid: QAMBEH QRSB ubingh cahinercially

information relating to a particular matter or case is related within the

case dat 3R@sMIe tool such as the Volume Shadow Copy Service, store the snapshot in a storage area on
the personal computer, and transmit copies of the files included in the snapshot to the collections
server 130. By transmitting the data from the snapshot of the data stored on the hard drive of the
personal computer, the local collection tool 132 advantageously allows the custodian to continue
to use her machine without substantial interference from the local collection tool 132 and even
interact with the data stored on the hard drive as the snapshot of the data is being transmitted to
the collections server 130,
[6077] In addition to the functions described above, the local collection tool 132 may
also be configured to transmit to the databése server 120 a catalog of the files included in the
snapshot to be stored in the ongoing collections database. This catalog may be referenced by the
collections server 130 in order to determine whether collection is complete and to resume

interrupted collections at the point of interruption. Additionally, in accordance with some

embodiments, the local collection tool 132 is configured to compile and transmit to the electronic
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124 and a user, such as a manager or contact, can use the user interface
118 to view and edit a profile of the matter or case. [0088] The next
process within case nanagenent is the creation of preservation notices and
surveys specific to the matter, as shown in Block 204. In this regard, the
e-di scovery manager may, through the user interface 118, either generate a
new preservation notices or surveys relevant to the particular case or
matter to be stored in the case profile in the case database 124 or,
alternatively, link a preservation notice or survey already stored in the
dat abase dwpyasy mamgement sereerdag e lighod petiverkggsoptiaes thpesel is being swlidge, ont ter at

i ssue. Also within case managenent is the creation of search terns

per t i nentexpgpleinetveulk applisgfiopemddideseret thap il useribapged oruscegeedc Thisdist odbove, t he
e-di scovery manager or a contact or nanager for the case may use the user

i nt er f aceespuBes way bpitared indhodatibeie sgruerrieh i the prstodian's profidhintherYnifet s to be
applied to the data harvested in the case. |In some enbodi nents, the search
ter ms mayDipstory % SMith retyéd tatgagmiggiohofpae filecthéragelves geaodiiegis cand/ or wi th
particul ar harvested data types. The search terns will be saved in the case
dat abase cibedigngnt Hghe inteatiomhe leral oligation yooh iR is eehfigereh sropmptesy haphtandand used
in connection with storing the resulting responsive data. [0089] The

pr ocessesipbofad ghetlidesi ipluded irethesnapshot ta dherpeectionsrsentves! 38nd updates to a
particular case or matter also falls within the case nmanagenent category,
as denond®¥@i ed bylnBpwe Rb@genih the2lpotronithdisaevely swoagemyntseverddd moy a case
contact or manager nmay use the user interface 118 to upl oad docunents and
ent er notwizanebmauiee waching eaht 1 7da tetermimcvhed ithgfteaptiac@isctindromeni nders, to be
stored in the case profile of the case in the case database 124. Once these
at t achmereusfodiards mechined The demmiter amatshing dwd 1 17 i egnfiganpd remenéforthe newdrkii®@never a
user views the case profile through the user interface 118. The cost

esti mat i ond dodulirswigéh efitee quiarisa personakbaomipuisrsade avglopbingy (ibewsbewin thihat are
categorized as case managenent processes, as shown in Block 212. In this
regard, tehent thsteds & pestridgangihosivenl yachimranyedrdn be sdlevied. theomputed watdangtoelost
estimation tool to determ ne the cost of harvesting and review ng data,
based on 147 meebhgurestto defemuneswhandhay chackgne jbims theaiwotiel 02rindrdien dfappeasttodi ans,
anount of harvested data, data types, etc. Finally, case managenent al so

i ncl udes the somphisr waithipgok] HJ) anddnipon Rilcborgriodscovey mategemantecvapgi8sent ed by

bl ock 214.
that it should initialize the local collection tool 132 immediately.

[0079] If a custodian profile (for a custodian released for collection) includes any paths
for HomeSpaces or Shared Drives, then the electronic discovery management server 110 may
undertake to collect the files from these file servers by initializing the file server collection tool
134 running on collection server 130 (as shown in FIG. 6). The file server collection tool 134 is
configured to access the file server located at the given path, whether the file serveris a
HomeSpace or a Shared Drive, copy the data residing on the file server, and compress, hash, and
transmit the copied data to the collections server 130, The file server collection tool 134 may be
programmed with preset instructions that allow it to only copy files meeting certain criteria, for

example, files that have certain file extensions. Alternatively, the programmed instructions may
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[ 0090] Movi ng now t o custodi an managenent, certain processes falling within
the category of custodi an nanagenent are shown in Block 220. Wiile the
processes invol ving generation of the Unified Directory 122 certainly could
be categorized as custodi an managenent, the processes shown in FIG 7

i ncl ude those processes involving managenent of custodians within the scope
of a case or matter. In that regard, the first process of custodian
managenent included in FIG 7 is the addition of custodians to a case or
matter, as shown in Block 222. As described above, the e-di scovery manager
may use thevensRé fileRb@Efal@tidilBol 134 lfHorkeopyiay Sites Hinany rtin dild dxeenfipmanrt he
Unified Directory 122 to the particular case profile in the case database
124. Thussthdr Beritins! edhans BE rédomganslivamagomy ipfhclealisasercoaragérat wd. The next
processes within custodi an nmanagenent is the transm ssion of preservation
noti ces GREresidd ¥EDBYihOexeUSENEfRNS soRBe SERWAr examBleo Bksoidmbadichettisghe
presentation of the surveys to custodi ans, as shown in Block 226. The

el ect r oni Qe sired QYR BHAGE R0 cBRNipuadd t3 gbhetibessitetstinmaditht filemfesidingt i on in
the custodian's profile in the Unified Directory 122 to transmt the

pr eser vatdnQhe @feied E{Sservan dn ki shaycdiBnent gy el sdrver thlizcia@steoliBétiaye to t he
custodi an. In sone enbodinents, a standard email function is used, so that
the only dotfuiB@tyivepin ARAARE b PELdsh@obyihd drfidraRiriiaiui daty) if 2 sizs ettinente

custodi an's emai| address. Wien the custodi an checks her email, the survey
wi || appegils wfovia pREGaGECE HREQLN. [RBEIINGIE I Bhe copalimeithalic fitessage, the
survey wll be presented to her. The survey may be configured such that
when she dolibdtion kdol P34 is cdilfigusd io/dkrife AhcDERd pastidulay fdldeatianit tsteoleciagk to t he
dat abase server 120 for storage in the case profile and the custodian's
profile. fdQ08dsA&Oinfiaddsintg: Wht HoReCarsdatibaRalianalgs ard) tn ihs etdnethprtbeess  of
rel easing custodians froma matter to a case, as shown in Block 228. The
e- di SCOVepH)el@RAFRIISISRE nédMneBEY cliodietd har@ildct Suchdileras ks bheoid ustrvddiag’ s
profile so that the custodian is now activated for collection of data. This
May 0CCUrthWeh$r NThiSFoea&Cordint ahdSeredtZmbwiingats] hefilzustacionetion pobfid e i s

| i nked thereto. Once the custodian is rel eased/ marked, the electronic

di SCOVer Yo pRE MYt AT MRIfil ds T EsidTRY 0108 iR S8rvEd16catddt e path 'gbrepiothé teteagedd
initialize collection based on the various data storage |ocations

i denti fi eghsfofiad’dBrafifcni k@nsmil Seal QN collsctioapsepaeniced by Bl ock 230, the

el ectroni c di scovery managenent server 110 nay automatically determ ne the
data typggosund | oCatd @Redigf preledtol @ cliodidirvieste tbr bylleaiad imludgs dnfvenail
custodian's profile in the Unified Directory 122. Alternatively, the

e- di SCOVeirebPRASEEMATBN oDt YnteFpKe: dnbifl stiaeEl sigthet the dadtionl digcoeeressi ng
and view ng the custodian's profile. Finally, as with case nanagenent,

cust odi anniRpaseRENeral GRaj Meletaleso solltunhefiles frodalskinrgprizn dmuid sdotdr 660
processes that are represented by Bl ock 232. [0092] The | ast category is

dat a managapmalizing MO LASE BhadcdiéctBinasd 134 innfdpen BBljcotios strvaf] 3p(achosen

W thin data nmanagenent are the processes relating to the harvesting of

data, as @M ifsoBle@ptbodifhents, iRestivoengiessRaidnned] UBeisthefigneddite adcesnheof dat a
fromall the different storage areas of a particular custodian, including

t he cust QRN Mieaif IHcRINRE Ser@ Wiin tREERABALe DITRAVETIES bn whivk tiust odi an' s
networ k storage areas, the custodian's email, and any other areas, as are
descri bed;ye8ighe acobliht r@idel Rehicladks &ndwin bdred yatht aifsmaiier dgedalrie ds Umficopi ed
and transmtted to the collections server 130, as described in detail for
each par thgdetary 120/ do@f bl @Rait RedtedtherR] BERGISE elfiBRicledbRitRGutthéiacap oact | ons
server 130, data resulting froma particular collection is tenporarily
stored i nytdeeraien berldioMtifk pabng il donectibBX fattkarhplé, Reve dbysqeiot @ithé s

conplete, at which point it is stored in the |ong-term storage area network

190 in asgNedh) SR tMhinlt e SHR6d ddbls kal@ptblieriing sbaecede. The foregoi ng
process is represented by Bl ock 244. The data may require decryption
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or standardi zation functions to be applied to it in order for it to be
searchabl e and/ or otherw se usable, so the next process that falls within
data nmanagenent is the copying of the data to the conversion services
server 170 for analysis and conversion as necessary, as shown in Bl ock 246.
Once the data is converted, it is returned to the long-term storage area
network 190 to be used in review [0093]Also falling wthin data nmanagenent
is the association of particular data sets with particular sets of search
terms stored in the case profile of the case database 124. In this regard,
certain s¥4fth t er Feeadles efithp poraperceases lprabifn frem suhish dlate isddingicoltected gor
intention of being applied to certain types of data and/or certain

cust odi anthg pargiewdar tyyerad deta beingtofiectere theabilect enmrservert 186 issonfigurdddo stippithed to al |
data collected for a specific case. In either instance, the electronic

di scover ydat¥aiirsgahiathe selfopiéon ig 90l apgeiag)ie thetshert-tears etaging fiived 30 datiléheni nes t he
search terns to be applied, and associates the search terns with the

bar code arartiqytar selipetigwis eanepldat a sets in | ong-term storage. Thus, the search
terms will be applied to that data and the results will be generated and

pr esent edOP&Ir evi eRethermare, taarallgations seRientd0l tyansraits the bacotihmfamhtém tmiiragenent
categories, data nmanagenent al so includes a nunber of tasking and workflow
pr ocesseseledapic diseovenpnaseameathelypr Blide ke 2604 iff heSuitiictshrvee28r foncanpl, Fl G

8, an exenplary process for nmanaging a case is provided, in accordance wth
one enboditigrtustpdiay’yprofleds thaUnified éatabese.1244n regtive Bk dorebinfBinatide B0, a
case or matter is created by the e-discovery nanager and stored in the case
dat abase thopartiqyarcollasticn wlistherst s e lemdbiend ettiont dnaicibaseail agllestiowa fileseBkoCk

304, by litildng the custodian profiles of the Unified Directory 122 to the
case pr ofdollectionesa. Thesfore Prederendamin by ulk dokeG6se a4 h bt dab sobteenine ttenager
and/ or the case contact or manager adds search terns to be applied to data
har vest edrigiyoftieedatya Sdter tha dite Hasrhger soplad e the bmg-tas Swageppepemgrkt 196, hear ch
terms to particular data types or custodians. Block 310 represents the

det er mi nawllepordrgrverd itcomparpettiehasking of thiadath Brpetriverc sfosaga to thabtignaldataj ust a
case. If there is no matter because preservati on notices are not required,
for exanphthe siaging drivalidiand, if the hashing isidetied spunges hentota drost thastggitg drivet he
initialization of data collection. On the other hand, if there is matter,
rather tH&R just a case, then the creation of preservation notices is

requi red, as shown in Block 312. [0095] The preservation notice, as shown in
Bl ock 31409&]t r ansPiceitleediatadias erderedidt buhigdersr storage area network 190, it is not

necessarily ready for review, Indeed, it is likely that the data may need to be processed before it
is searchable and suitable for review by investigators and attorneys. For example, the files may
be encrypted in the form in which they are collected and sent to the long-term storage area
network 190. Therefore, according to some embodiments, the data may be copied to the

* conversion services server 170 where a series of decryption and standardization functions may
be applied to it. After the data is decrypted and standardized, it is returned to the long-term
storage area network 190 and may remain there to be accessed for review purposes.
[0084] With reference now to FIG. 7, a block diagram is provided that illustrates the

electronic discovery management structure of the present invention, according to some
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added to the matter, perhaps using email. As shown in Block 316, a rem nder
noti ce nodul e may be enpl oyed. As shown in Block 318, the rem nder notice
nodul e transmits periodic rem nder notices to custodi ans. The notices nmay
be sent over email and may rem nd custodi ans about the preservation notice
and/ or rem nd custodians to fill out surveys. Wth regard to surveys, in
the event a survey is required or desired, according to Block 320, a survey
is created. The survey may be saved in the case profile in the case
dat abase 124. As shown in Block 322, it is possible to enable the survey to
be att achathotimeatsdAt Hnstsatddtih BHGW, tértairmoqeses desurdted beremondydesatef@eb] Next |
as shown in Block 324, the e-discovery nmanager nmay rel ease custodi ans from
t he mat t erithiDorich® czasanagatbmtasireyiréskmtbd TeBloclo?(0eatsiodnn ofanagemestuat odi an' s
data. As shown in Block 326, the e-discovery manager or the electronic
di scover yepreseagebERiocls 10y or daladRanagamess @s replesented Sy Bldcdu?4r A8 déseribedet er mi nes
the data types and location to be collected, and initializes the applicable
col | ect i aboteptk sleteonfiadigovdresisteihiBodadreang&inoeh thiieastatcasthdisnsseédate kY ect ed
and a uni que barcode has been assigned to each dataset based on the
parti cul ak neinsieddidependad obbirraagier cloatkianthére oratillian elemeit of theghtogar@ationas
shown in Block 328, the search terns previously stored in the case profile
my be asSpguesestwitihie datgpued thivisedcaa,hed it siputd bensterstoed bagertayar di ng
the search ternms. These search terns may be applied to the dataset and the
resul ts gameshet Rape: @EeaBnkdghet @ meneitiavems cdtegonari@iesefirs, whi@897] W t h
reference to FIG 9, an exenplary process for managi ng a custodian is
provi ded,ardhitc@ae of tha BgesniM (ohlionesepabiedhaeganeof of cheodime sess, dndvetat i on.
First, as represented by Bl ock 402, a custodian is added to a matter or
case. | n dehiis proe@adsdf tHelpeesal divedicanay affectfmdre thamotdve tharfofegeidg.Di rect ory 122
is linked to the relevant case or matter profile. In order to |locate the
cust odi arfb@sspr of i | The fMstigrciadha fills edthihthercade menageyert eategrpy Byewtiosef ashown i n
Bl ock 404. Therefore, the e-discovery manager may enter any identifying
i nf or mat idteahQdte dshdragiesbdbalitigatidretubport dctivities, bhshown &t Blocka?Zs Asane,
network user identification, email address, etc. The custodi an search
modul e widcheribadk gbolréighd aagistovérp hansget ney esterdnte dlenctr intadadgriil § cethitDi rect ory 122
for a match. If nore than one match is obtained, the user interface 118
wi || presepimaioh abak 6 pascandnalet @watdhauck aglh ssoveneandnagebert ashbrtowse t he
associ ated profiles to determne the intended custodian. In this way, the
correct Glesdrdblsr thembtetenisefd leghl Rietkifidnahppafidulee rafiesdréte. ovstasklidder the | i nked
to the appropriate case or matter. [0098] As represented by Bl ock 406, the
el ect r onigasdib B¢ OpREY), MAGAGS bRsUntasBIforahe ihitler fieey, icktiduald ineolvdddt Her  t he
particul ar custodian added is a nenber of the enterprise "do-not-call
list." | nubdlirse bRgamiertritberehanale dreceas) ikt ediscowrry matage) elast odi an' s
profile in the Unified Directory 122 that the particul ar custodi an should
not be cqoosgt ed rR@atotidibnt eadtddbatinfonastioandstenad separetelydtdm thecesst act shoul d
be used, such as an adm nistrative assistant of the custodi an
Al t er nat i iufkatioh RS RIng R thsame Seyialialie nodtiphkotasea Thislpraides fatiedeldchonine
dat abase server 120 that nust be accessed and searched to determ ne whet her
or not t hiscousy sdicanofappRedent iaventibito Havstcalabitityeivhéreby dvitenarrseciated with
determ nation is nade as to whether or not the custodi an should be directly
cont act echneaidodidh thiyebearhin ritgpleewsesodi an shoul d not be directly contacted,
the contact information for the custodian's assistant (or other stand-in)
shoul d bgoodrt ai nedTheldécdtrohin kideomty Mmagbhént baverd @0l stbaes diis hformatiaanisthet t i ng
preservation notices and surveys.

case database 124 in the database server 120. The case database 124 houses this information

such that all information relating to a particular matter or case is related within the case database
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[ 0099] Next, in accordance with Bl ock 408, a determ nation is nmade by the
el ectroni c di scovery managenent server 110 as to whether the custodi an has
been added to a matter or a case. If it is a case, then the custodian is
verified, as shown in Block 424, supplenental data may be added to the
custodian profile in the Unified Directory 122 as required, as shown in
Bl ock 426, and then the various collection tools are initialized by the
el ectroni c di scovery nmanagenent server 110 for collection of the
custodi an's data, as _shown in Block 428. On the other hand, if it is a
matter, tREANGE BEE PR 8 HAAMCT Peontartecap i fhe usdr intPraqedfl 8 faevie sndsdddwn i n
Bl ock 410, a preservation notice is sent via email to the custodian or
cust odi arP'efilgatth mattaeredsown i n Bl ock 412, the custodian may then be
inactivated fromthe case because, for sone reason, data does not need to
be col | edP&®]f r om Theercainsecses vaHhin ¢age mpragemens isdhe aprdian pf presorvesontriotiesst o
collect fromthe custodi an, the custodian will be reactivated, as shown in
Bl ock 422nd pgpaysenssilicd thy mettessesshewn wrbBlack 306 o In this segand, the edist@ierd nation i s
made by the el ectronic discovery nmanagenent server 110 as to whether a
survey | $nanagasimegdhroygh hhpsspinionfagy d8keitheugengrate g oW Presdyeation petibes drat i n
al ternate enbodi ments the decision on whether to send a survey may be made
prior to SeepTAgvanhie the rasiculpnedsopr muter tode sioredgn s cesepentibainghesgatrodi nent s, i f
the survey is required, it may becone a conponent of the preservation
noti ce arftabasp iz orgelicestieddy. dinks presameatign pgticg pr suesy @lready dioeed in 1he detale vey i s
required, it is transmtted in conjunction with a preservation notice, and
t he answepEeale teBE rase pedildnf fheﬁéﬁé(%%@vﬁfr@rﬁwétetﬁt Hewy Ylsp withimepserent server 110
and stored in the database server 120, as shown in Bl ock 416. Remni nder
noti ces fRAnagaEntyp tissroplian of Reandttprasdediment Suthe edpe, anrepreatniesl Hydlodka296nmi tted to
the custodi an, as shown in Block 420. Next, once it is time to collect
dat a, theésclgirribel dave, ecalisarsdmpragpn arieonagt vemanagertitheepsemapusedirown i n
Bl ock 418, and the various collection tools are initialized by the
el ect r onjuger dhteréasy &8 to imphigdivishal ssaseh termsior Ged drterguietsde bé applied totlvalata
custodi an's data, as shown in Block 428. In this process, the custodian's
profil e havesid iniiercpssd Ipamserbediments, thesearsh esmentay be limithdrto bougdwithni ne t he
various |l ocations where the custodi an may have stored data. Finally, as
shown i nPBtigdk cagodiansiad/eteitiopiirimias hersiestedi dstadynies. eBresdarcl] ©OM04]IRefaved i ng to
Figures 8 and 9, flow diagrans are presented of a method 500 for

in the case database 124 so that they may be readily applied to harvested data and used in

connection with storing the resulting responsive data.

[0089] The processes of entering relevant attachments, notes and updates to a particular
case or matter also falls within the case management category, as demonstrated by Blocks 208
and 210. The e-discovery manager or a case contact or manager may use the user interface 118
to upload documents and enter notes and other relevant data, including updates and reminders, to
be stored in the case profile of the case in the case database 124, Once these attachments, notes
and updates are added, they may be referenced whenever a user views the case profile through
the user interface 118. The cost estimation modules of the present invention are also processes

that are catcgorized as case management processes, as shown in Block 212, In this regard, the
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harvest data from various data sources, in accordance w th enbodi nents of
the present invention. At Event 502, the collection of data ensues and, at
Event 504, the type of data is identified. Data Bl ock 506 signifies active
email that is collected froman exchange systemor the like. At Event 508
the automated active email collection tool is inplenmented to collect email
fromidentified enail address. As previously noted, and in accordance with
present enbodi nents of the invention, if a custodian profile (for a
custodi an rel eased for collection) includes an email address for an enail
account QRcfrdifc EodrpHiasaefamistrvad U enliZed 660)st etimetiont thel tefldermimrthecadi scovery
managenent server (110) nmay undertake to collect the files fromthe

ent er pri $eh@v@iihg Sdrmedwitd &89, blyed bRk hirabdr of fagtotsheehaiirtg, foe comgild, nembdrect i on
tool (136) running on collections server (130). In sonme enbodi nents, the
active emibisteddhl, a@biof kowsteqd 4138)datasy@e td. glingly, tave mevagsmett hiso pwhdescul ar
M crosoft Exchange server within the enterprise email server 160 on which
t he cust diuABerof eRkiog R wakfleheproteskds tiat s réppsamediaddetk@idt he i nf ormati on
included in the Unified Directory 122), copy all enmail |ocated there,

i ncl udi ngogopi | s dabebesbwie cuodiath@siaganadngdegain procqyens fdidng Widhin 8kanpl e,
seven days prior to the collection, and transmt the copied enails to the
col | ect i QRGeEEbVAKtoliABMhnaghientarmshbwie ol Blodd 220N While thei psocassoingalpabl e of

i npl ementing bul k requests and for collecting email on a schedul ed basis,
such as Ggidration bhée @Eied Diftlboschl eartditpkoildbadtizbiized as ¢ustodip atahegegntbei ng
i npl ementing enterprise wide and requires no server identifiers or the |like
to col | eGhe pri@sRe€ tHowa iCFHE|7. indlidd thbse preegaesdnvdivieg mamitmad bf @stoiliers t ool
(136) serves to reduce security risk. [00102] At Event 510, a barcoding
tool is iwiielesopsoRtcage Gindaten dn ipcabird the Ststiromss cflvostodiant Bammestayi ng
drive (180) to attach a barcode to the set of email resulting fromthe
parti cul aschedl iERld. 91 thd heitharFonkesligatea dase sheatter; apshegnamBlochiAimiscat ed to
the long-term storage area network (190) for pernanent storage.

Fur t her Qe ribéd o6 Hetcditicongy sRnapef mbyl 3R )he usariswifics 11 i@ lbdracosgediini$ or mat i on
to the el ectronic discovery managenent server (110) to be stored in the
dat abase Sgﬁnyﬁbm(tﬂea@)iﬁe& Directr ANl ©,thd partidair cass pofiledn the cpseatafabase il .t he

Uni fied Database (122), in relation to the stored information about the
parti cul amysahd RebiienprofiRene tae erofildwe bardde Thanexd erosed Within susfodiarnce at
a later date to determne the origin of the data. After the data has been
copi ed t GndnbgentcBN tHeRfaMMib M PEPrat@aticnaionts knd $9@Ys totdagodials, schpomn® server
(130) conpares the hashing of the data in permanent storage to the original
data in tR16cksia0ing theGhrésé@atich@d heantieys th ctidialidnasdsisivgvri is Blabbr26.cEhe  pur ges
the data fromthe staging drive (180). As such, barcoding is perforned

wi t hout tRuaeedisiResetuiemchherkat Mogdknge tondct nforantiexs kevygodiaryver and,
as such no human intervention is needed in the barcode process. In

accor danggofie il theUhigidd MaBitsryaD? tdweanpini Seireseivaimiriotes(s) anésireay(O dereday  be
assi gned per custodian, per data type and per event (i.e., case, matter,
etc.) [0QdO3kdbrofiéanthe2dtodidran 6ahd asticdtnermi badhatdenmilyfuirtionsssel, at ed with
a specific search termset or sets. Wen the search terns are applied, a
listing Qhatihrenty h@smans ndatet Mat the Unitled dimgotylas & thecusediahbentaBear ch term
hit list") are presented to the reviewer and also stored in the database
server ( 1d@kss. MigntRy/dusioREn BRIk ¢indi@ thdsuivesl mdibppen a9k ridsjage thereirhend

el ectroni c di scovery nmanagenent server 110, which may then nmake a

det er m najticARhd diRhs @it iRdssPOaHERIM S Will bBipfeséninel t Bar The swvep thaytbelcosfiguzade nor e
likely to be responsive. [00104] At Event 514, the collected and barcoded
active engid theladtniste G100t @M, thOsi@vey is automatically transmitted back to the database server

120 for storage in the case profile and the custodian’s profile.
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processing drive for subsequent analysis. It should be noted that the
nature of email data obviates the need to perform conversion and/or
decryption on the data set. At Event 516, the active enmil data set is
| oaded into the analysis tool and, at Event 518, the data set is exported
to the requestorkeviewer for analysis. [00105] Data Bl ock 520 signifies
ot her non-exchange server based email, such as email accessed through a
client-server, collaborative application, such as Lotus Notes(r) or the
i ke. At Event 522, NSF files or any other file types associated with
non- exchalW§&iser veAlssdalling wittan fusfodiapmsnagemyntisthy protesslof reloamingrrustodians
enterprise-grade emni|l server having collaborative capabilities, such as a
Lot us Donft9id 2 &usfrde a ggseas shawrkia Blqel 8&&3 ol hate-dbeerary Samgerastrdhewdi ingriheol i s
impl enented at a staging |ocation, such as short- termstaging drive (180)
to attachl!d iparkdbrecusiodiens podic softhah the costedimarigrovs entivaled foneillecticmsdibating from
the particular collection. The barcoded data is then copied and
conmuni catiagminocchavithimige srsedaielnsatid since themustodinnls nrafio)s liked therivn Oant
storage. Furthernore, the collections server (130) transmts the barcode
i nf or mat i Bacustodian és raleesed/merked thi destode Jisprarnygeamegenesieewer 1 [0 D1)actess be
stored in the database server (120), for exanple, in the custodian's
profil e ithe tustodianis profige adtinitelive cqlleption baped ondicatations dae stobrge tcaticd
information about the particular collection. Therefore, the barcode can be
used for fetidedindee pefils ThereprecstrepresonteibieBlorn2d0t the clostiogicntisbverne dat a.
After the data has been copied to the |ong-term storage area network (190),
t he col | SRARgRmEnSErve H §matutomatprly dsternhiee tha ditk hyesoind idvetichathddtatoper manent
storage to the original data in the staging drive (180) and, if the hashing
i s i dent ih@gestedslosr ageessipg dre qugiadidni e fila in the Hyjified Ditedtarg 122 8Qlfemdti0€ly,04d At Event
526, the coll ected non-exchange server email data may be associ ated

discovery manager may manually make the same determination by accessing and viewing the

custodian’s profile, Finally, as with case management, custodian management also includes a
number of tasking and workflow processes that are represented by Block 232.

[0092] The last category is data management, represented by Block 240. One major set
of processes within data management are the processes relating to the harvesting of data, as
shown in Block 242, These processes include the collection of data from all the different storage
areas of a particular custodian, including the custodian’s local storage on her personal
computer(s), the custodian’s network storage areas, the custodian’s email, and any other areas, as
are described herein. All of the data in the various storage areas is copied and transmitted to the
collections server 130, as described in detail for each particular collection tool or process. ﬁpon
reaching the collections server 130, data resulting from a particular collection is temporarily
stored in the short-term staging drive 180 until the collection is complete, at which point it is
stored in the long-term storage area network 190 in association with a specific identifying

barcode, The foregoing process is represented by Block 244, The data may require decryption
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with a specific search termset or sets. Wen the search terns are applied,
alisting of the files and docunents including those terns (the "search
termhit list") are presented to the reviewer and also stored in the

dat abase server (120). The reviewer nmay provide an indication of this to
the el ectronic discovery managenent server 110, which may then nake a
determ nation that other docunments wthin the search termhit list are nore
likely to be responsive. [00108] At Event 528, the NSF files or any other
file types associated wi th non-exchange server based email that may be

encrypt edris@nfeGs¥ibt Rdctitsl RbeapSRANY Rid GlerttHat to bl Beakdb1E eRiicrathatvibe
enbodi nents of the present invention. The encryption of NSF files occurs at

the user Jsgygko MRdextbRBESHAF B RiNinldRE nssBemdRSs hb eofagoMtcdianesassary for
decryption. The decryption tool allows for decryption of the NSF file-type

data W t hohlerdifiickRWBHAY €70fr ibiBysli98l LEREEWBR hflecestdts, A ekdwtith Biekem! finds
ID files that exist anywhere in the enterprise system creates a database

of the | RyfckkiRSiatadSSARRE 8Bis kB BPloaRASE: Wih BofaPards Rtw GRAPY RLRIus@ITA
subsequent|ly decrypts the data. [00109] At Event 530, the non-exchange

server erpiilydata set is |oaded into the analysis tool and, at Event 532,
the data set is exported to the requestor/reviewer for analysis [00110] Dat a

Bl ock 53408d3gni fi efish oAl igch S Ranagbifdht AShelseelationbLpa iR dfesdiait st or ed
particular sets of search terms stored in the case profile of the case database 124. In this regard,
ceriain search terms stored in the case profile are stored with the intention of being applied to
certain types of data and/or certain custodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied, and
associates the search terms with the barcode of the appropriate data sets in long-term storage.
Thus, the search terms will be applied to that data and the results will be generated and presented
to reviewers for analysis. Finally, as with the other management categories, data management
also includes a number of tasking and workflow processes that are represented by Block 250.
[6094] With reference to FIG. 8, an exemplary process for managing a case is provided,
in accordance with one embodiment of the present invention. As represented by Block 302, a
case or matter is created by the e-discovery manager and stored in the case database 124. Next,
custodians are added to the case, as shown in Block 304, by linking the custodian profiles of the
Unified Directory 122 to the case profile. Next, as represented by Block 306, the e-discovery
manager and/or the case contact or manager adds search terms to be applied to data harvested for
the case, including instractions as to applying the scarch terms to particular data types or

custodians. Block 310 represents the determination that must be made as to whether there is a
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on a repository for the purpose of regulation, conpliance to regul ating
bodi es, such as the Securities and Exchange Conm ssion (SEC) or the liKke.
At Event 536, criteria is extracted frominput system and nanually entered
in a designated third party systemfor data retrieval. [00111] At Event 538,
the barcoding tool is inplenmented at a staging |ocation, such as short-term
staging drive (180) to attach a barcode to the set of journaled data
resulting fromthe particular collection. The barcoded data is then copied
and conmuni cated to the long-term storage area network (190) for pernmanent
st or age. IMatteEingt 250, Ifitheee i ob neb trddcansaipromrveteaiadtipaurarat eduidsd; frmy be
associated with a specific search termset or sets. [00112] At Event 542
sour ce- t oxpmpleciosqaraydit, sheinriy progsst will mayeismaight éo thiiitiatipatioh obdata dollbation. ar e
properly formatted in a standardized format. In this regard, according to
one enbodPhibaothef handéf therg trmatien rathey dme jist 4 ense, dce tlexcagiioreof roervatginevancy
and, if relevant, stored in a proper data format, such as a PST file or

t he |i ke.nofpes ivmequigdias shpyaion Biackd1®i t h t he non-standardi zed files is
retained and remains with the reformatted data files. Source to processing
file cond8¢ ons e prsenvatipninotice, avshEh inf Bloeked 1t éckranfihigisd tovBGuswdRet t ed
files and the |ike. [00113] At Event 544, the joumal ed data set is |oaded
into t he addesd tyg[’;egnqttg@perm nsing erfsib nAs shown in Block 316, a reminder notice module

may be employed. As shown in Block 318, the reminder notice module transmits periodic
reminder notices to custodians, The notices may be sent over email and may remind custodians
about the preservation notice and/or remind custodians to fill out surveys. With regard to
surveys, in the event a survey is required or desired, according to Block 320, a survey is created.
The survey may be saved in the case profile in the case database 124. As shown in Block 322, it
is possible to enable the survey to be attached to and transmitted with the preservation notices,
[6096] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter o the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custedian profile, determines the data types and location to be collected, and initializes the
applicable collection tools to go collect the data. Once the data has been collected and a unique
barcode has been assigned fo each dataset based on the particular custodian and storage location
from which it originated, as shown in Block 328, the search terms previously stored in the case
profile may be assigned to the dataset based on the input instructions regarding the search terms.
These search terms may be applied to the dataset and the results saved to be presented to

reviewers for analysis.
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546, the jounaled data set is exported to the requestor/reviewer for
anal ysis. [00114]Referring to FIG 11, data block 548 signifies data froma
| ocal Personal Conmputer (PC), such as enterprise PC (140). At Event 550,
the local collection tool (132) is inplenmented to collect data from
designated PCs by taking a "snapshot” of the device's hard drive. According
to one enbodi nent of the invention, the local collection tool nay be
aut odepl oyed thus, obviating the need for any manual entry by the
e-di scovery manager or the like. In other enbodinents of the invention, the
| ocal col{bexi on t&ith réfdrdR) torBIG. 9o areerpinplaecbro@sciot nacgingatcastédians net wor k
storage. [00115] At Event 552, the barcoding tool is inplenented at a
st agi ng |weddalpin acuddcasitishrersnbbdimentsit dgipogyerd inveatichl FO¥t, ssoemesentehbyn
barcode to the set of local PC data resulting fromthe particul ar
col | ect i dBlockiie, barsodde d addddao i mattéren casepinatlis acperd; tincuste dian sgpofile it the
| ong-term storage area network (190) for permanent storage. At Event 554,
t he col | emiifel Ringktdpyat 2206 Hoked oxthk rdiSactahse armattberefis onicader ¢ lnsatdthe specific
search termset or sets. [00116] At Event 556 source-to-processing is
i mpl emrenteastodian’s metilepa tildmidiaa Rgardhonsild hiyds capdypd, apgrow ifl Btagkht®ded in a
standardi zed format. In this regard, according to one enbodi nent of the
i nvent i orhetefs, ehd ¢-dievay enaaxgmnae entérany idehidfymadfommation atfour b ewsgndtan, st or ed
in a proper data format, such as a PST file or the |ike. The netadata
associ at echettict h isthecinediask andandivoelduskt idedificstionedradilngddresn eicr Ehadusediant h t he
reformatted data files. Source to processing file conversions may be
requi r ed sesciEbddflowitbiakettle fnblidsformdticn bat seaich € UnifielDirdcfy fa3rfomd meatdh.f i | es
and the |ike.

If more than one match is obtained, the user interface 118 will present all matches and allow the

e-discovery manager to browse the associated profiles to determine the intended custodian. In
this way, the correct custodian is identified and the profile of that custodian is linked to the
appropriate case or matter.

[0098] As represented by Block 406, the electronic discovery management server 110
may determine whether the particular custodian added is a member of the enterprise “do-not-call
list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory
122 that the particular custodian should not be contacted regarding collections, and an alternative
contact should be used, such as an administrative assistant of the custodian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and
searched to determine whether or not the custodian appears on that list. In either instance, a
determination is made as to whether or not the custodian should be directly contacted, and in the
event the custodian should not be directly contacted, the contact information for the custodian’s
assistant (or other stand-in) should be obtained. This information will be used later for

transmitting preservation notices and surveys.
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[00117] At Event 558, the local PC files that may be encrypted are decrypted
using a decryption tool, in accordance wth enbodi nents of the present

i nvention. The decryption tool allows for decryption of the PC files data
wi t hout the know edge of the user/encrypter. The decryption tool finds ID
files that exist anywhere in the enterprise system creates a database of
the ID files, associates the database with the user/encrypter and
subsequent|ly decrypts the data. [00118] At Event 560, the |ocal PC data set
is loaded into the analysis tool and, at Event 562, the |ocal PC data set

i s exportl@PHo theNpdgnazepiangesvithdfask 408ra detpamipstian is padelbbdhoredronpFock 564
signifies data fromnetwork storage, such as a shared drive or HomeSpace.
At Event B&gvery pangeppent seyerdl0 agp whethpighe qustofiap hasdpen addpdiigladpatint B@ t o
automatically collect data fromshared drives and/or HomeSpace. According
to one erfs&dilfibifta cate. thethe sysiadigndpverifigd ap phosndeBlosk 424 bunplomicalal dataanay( 134)
may be aut odepl oyed thus, obviating the need for any manual entry by the

c- di scovdrpddrdriabiecutpdiapsofile joghe Poified Bjragtoriry Ehas rep@red.tap shavarieBihg t ool s
inplemented at a staging |ocation, such as short-term staging drive (180)
to attacH28 adiheadhe vaaousisellestion opls geeripibaliced byiha glectoaicaliscovaly MprAgeRIdm t he
particular collection. The barcoded data is then copied and communi cated to
t he | ongtsées Ki0dersglectipral theeurtvdian’s tiap)assrwigje BlaskdA8. Gt Beader band, iy ent
570, the collected and barcoded network storage data may be associated with
a speci figa gatigrcthen Bpssrvaben natices@ragequired. Therefore, as shown in Block 410, a

preservation notice is sent via email to the custodian or custodian stand-in. As shown in Block
412, the custodian may then be inactivated from the case because, for some reason, data does not
need to be collected from the custodian. In the future, when it comes time to collect from the
custodian, the custodian will be reactivated, as shown in Block 422.

[00100] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414, It
should be noted that in alternate embodiments the decision on whether to send a survey may be
made prior to sending the preservation notice. In such alternate embodiments, if the survey is
required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with a
preservation notice, and the answers are collected by the electronic discovery management server
110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection tools are initialized by the electronic discovery

management server 110 for collection of the custodian’s data, as shown in Block 428, In this
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[ 00121] At Event 572 source-to-processing is inplenmented to insure that any
| oose files are properly formatted in a standardi zed format. In this
regard, according to one enbodi nent of the invention, |oose files are
exam ned for relevancy and, if relevant, stored in a proper data format,
such as a PST file or the like. The netadata associated wth the
non-standardi zed files is retained and remains with the reformatted data
files. Source to processing file conversions nmay be required on EM.
formatted files, M5G formatted files, 1PD formatted files and the |ike.
[ 00122] Atpréaees)the Sisodidntseprofiit wotik Usifiod Biyectériy 123 istababsedinyorier teddenppteded ar e
decrypted using a decryption tool, in accordance wth enbodi nents of the
present ivviewtlomtions Wheredkeougiotliao may hale sirddala. Foralipas syqwni io Blask 43 éhenet wor k
storage data w thout the know edge of the user/encrypter. The decryption
t ool fi ndsistbiad’s Hesistcbifdctedxi St anywhere in the enterprise system creates a
dat abase of the ID files, associates the database with the user/encrypter
and subsgqen] |y dRefeyipg & Fiperedhiml. 9, [0 BR31aAs a\pesstnt&VE, a thetbod 80 Weyr k
storage data set is |loaded into the analysis tool and, at Event 578, the
net wor k sitapvestgiatad@ivavasiots das seupey, iregcdrdarchwith egosisnonty ofahs wewent f or
anal ysis. [00124] Data bl ock 580 signifies electronic data for forensics. At
Event 58ZnvemtiborerBient 502, the collection of data ensues and, at Event 504, the type of data is

identified. Data Block 506 signifies active email that is collected from an exchange system or

the like. At Event 508 the automated active email collection tool is implemented to collect email

from identified email address. As previously noted, and in accordance with present

embodiments of the invention, if a custodian profile (for a custodian released for collection)

includes an email address for an email account on the enterprise email server (160), then the

electronic discovery management server {(110) may undertake to collect the files from the

enterprise email server (160) by initializing the active email collection tool (136) running on

collections server (130). In some embodiments, the active email collection tool (136} is

configured to access the particular Microsoft Exchange server within the enterprise email server

160 on which the custodian’s account resides (which is known based on the information included

in the Unified Directory 122), copy all email located there, including emails deleted up to a

designated prior period, for example, seven days prior to the collection, and transmit the copied

emails to the collections server (130). The email collection tool is also capable of implementing

bulk requests and for collecting email on a scheduled basis, such as daily. The email collection

tool is additionally capable of being implementing enterprise wide and requires no server

identifiers or the like to collect the active email. In this regard, the email collection tool (136)

serves to reduce security risk.
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coll ector tool, such as EnCase(r) may be executed on the devices of
interest to collect data. According to one enbodi nent of the invention, the
forensic collector tool my be automatically depl oyed on the device of
interest without the know edge of the device user. In accordance with
anot her enbodi nent of the invention, a conputer watcher tool may be
i npl emented (not shown in FIG 12) that watches the network to determ ne
the addition or subtraction of conputers to the network based on ID s/IP
addresses returned fromthe network. [00125] At Event 584, the barcoding
tool is iWpl@dent edt Byenhs K abarpaslinededts iswlemsnieh atastaghngrecation. mobeagiog dri ve
(180) to attach a barcode to the set of forensic data resulting fromthe
parti cul atermeHrgieedriveql 0T neatiselr alnmode thdbaset of el reselbpg Eemakrpagistiatini cated to
the long-term storage area network (190) for pernmanent storage. At Event
586, the dF¢tiont Bk MFredeshiaboi dyn renieini sorpmunicaintyio B longsiom) Heregk aat h a
specific search termset or sets. [00126] At Event 588 source-to-processing
i s i npl enishivel (198) fopsearmananhgeragm Furtbemeref the eallegticns pareqséFI0) rinsmitatbeed in a
standardi zed format. In this regard, according to one enbodi nent of the
i nvent i onbarqoge ormptieado heelasiame fisedvery mapegemontneryerd D) t¢ e staspdipalit | st or ed
in a proper data format, such as a PST file or the |ike. The netadata
associ at etptaRpeticn erd L Horfoseamalsr ditheeystpdipgs pro§lere the Unéfpd Aregibassiid2hdn wi t h t he
reformatted data files. Source to processi ng may be required on EM
f or mat t edreitionsts thavsd igforatticadbeut theparticppy dolleqtign.t Beprefprectbe barepde her e ke.

used for reference at a later date to determine the origin of the data. After the data has been

copied 1o the long-term storage area network (190), the collections server (130) compares the

hashing of the data in permanent storage to the original data in the staging drive (180) and, if the

hashing is identical, purges the data from the staging drive (180). As such, barcoding is

performed without the need to execute the barcoding tool on an exchange server and, as such no

buman intervention is needed in the barcode process. In accordance with embodiments of the

present invention, one barcode may be assigned per custodian, per data type and per event (i.e.,

case, matter, efc.)

[00103] At Event 512, the collected email data may be associated with a specific search

term set or sets. When the search terms are applied, a listing of the files and documents

including those terms (the “search term hit list”) are presented to the reviewer and also stored in

the database server (120). The reviewer may provide an indication of this to the electronic

discovery management server 110, which may then make a determination that other documents

within the search term hit list are more likely to be responsive.

[00104] At Event 514, the collected and barcoded active email data is copied to a

processing drive for subsequent analysis. It should be noted that the nature of email data obviates
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[00127] At Event 590, the forensic files that may be encrypted are decrypted
using a decryption tool, in accordance wth enbodi nents of the present
i nvention. The decryption tool allows for decryption of the network storage
data wi thout the know edge of the user/encrypter. The decryption tool finds
ID files that exist anywhere in the enterprise system creates a database
of the ID files, associates the database with the user/encrypter and
subsequent|ly decrypts the data. [00128] At Event 592, the forensic data set
is loaded into the analysis tool and, at Event 594, the network storage
dat a set thened pogetionn tanveilsien netjorektrgpticnenitiewata st rAtdivahty’sf,she feit1gilDat a
bl ock 596 signifies collaborative data. At Event 598, a discovery site
col | ect ordatacel is loadigilinta shezanhliysietobhdod, at @hvére 61 & thetdelsetimgxpogediedeut ed on t he
devices of interest to collect data. According to one enbodi nent of the
i nvent i oneqichter/@viseaferanalysis.e col | ector preserves at | east a portion of the
di scovery site database in the e-discovery database, including all files
and al | r{eviesi ons Dita Biek 520 egnifi¢srotlichhen-exetymgdsertdn basdil swail sngh as el
col l ector tool queries against the database to define what files need to be
r et ri evedscedsidnhroahi asictthoser, tollabsrathaspplication, hehme Eofus Nofes® hethe) I At
Met adata pertaining to the files is retained in the case nanagenent system
tabl es. |Evears20y MR Eites i iy i fikaypes misodatadwith obn-tivkatign vaveribased empibis
di scovery site collector tool collects the docunents and the rel ated
met adat a madallisiesvestae fromtaa dakpritogrady amsitsev el Haying eoliatrerativeecapatilgiss, spd0130] At
Event 600, the barcoding tool is inplenented at a staging |ocation, such as
short - t ergnagioagiDoaidy seer ¢riBoliket 0 attach a barcode to the set of discovery
site data resulting from

[00106] At Event 522, a barcoding tool is implemented at a staging location, such as short-

term staging drive (180) to attach a barcode to the set of non-exchange server email resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. Furthermore, the collections server
(130) transmits the barcode information to the electronic discovery management server (110) to
be stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection. Therefore,
the barcode can be used for reference at a later date to determine the origin of the data. After the
data has been copied to the long-term storage area network (190), the collections server (130)
compares the hashing of the data in permanent storage to the original data in the staging drive
(180) and, if the hashing is identical, purges the data from the staging drive (180).

[00107] At Event 526, the collected non-exchange server email data may be associated
with a specific search term set or sets. When the search terms are applied, a listing of the files
and documents including those terms (the “search term hit list”) are presented to the reviewer

and also stored in the database server (120). The reviewer may provide an indication of this to
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the particular collection. The barcoded data is then copied and

comuni cated to the long-term storage area network (190) for pernanent
storage. At Event 602, the collected and barcoded di scovery site data may
be associated with a specific search termset or sets. [00131] At Event 604
source-to-processing is inplemented to insure that any | oose files are
properly formatted in a standardi zed format. In this regard, according to
one enbodi nent of the invention, |oose files are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or the
li ke. Thelhw@ledigaicdisaaepopaneamant sever D, whish s1ax thea maky e detgriination Hatr et ai ned
and remains with the reformatted data files. Source to processing may be
requi r ed SherBpueets withindle sepich term hpsdstrasy mere dikdy 4 YegespoasdP. f ormatted fil es
and the |ike. [00132] At Event 606, the discovery site data set is |oaded
into the [AAEIBYsi s Abdrenii?d, thaNSEfidasor godther fils trtics axsoabated with roncraehenget i s
exported to the requestor/reviewer for analysis. [00133] Thus, present
enbodi neneyeHesel anaitias ey belensrwiaddedscoptief Hpinoy daspirtien fopl, il aseardanpd ¢

di scovery. Enbodi nents herein disclosed provide for an enterprise w de

e- di scovevih aghediments whthe preset dwentionr Thaererinsion el Nefafiles pdcus at theovser kel
retrieved, preserved, searched, reviewed and produced in an efficient and
cost - ef f el acihmonbrtheuseiins thetpassaierd neeesey Br gedomtiony Breaderryptiondedi ti on, by
structuring managenent of e-discovery based on case/matter, custodian and
dat a and 3wy foaiergyrtien of thaNgh dlevapoaiavitivat thalmowlddge pftbe vsst/ficoiptencTles are

realized in terns of identifying, locating and retrieving data and

| ever agi riigemeiinted fipds IR des thtjenist ayabae brtheenteprish systam, ereptes @ duidusenf
the ID files, associates the database with the user/encrypter and subsequently decrypts the data.
[00109] At Event 530, the non-exchange server email data set is loaded into the analysis
tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
[06110] Data Block 534 signifies journaled data, such as electronic commerce data stored
on a repository for the purpose of regulation, compliance to regulating bodies, such as the
Securities and Exchange Cormunission (SEC) or the like. At Event 536, criteria is extracted from
input system and manually entered in a designated third party system for data retrieval.
[00111] At Event 538, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of journaled data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 540, the collected and barcoded
journaled data may be associated with a specific search term set or sets,
[00112] At Event 542 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
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[ 00134] As may be appreciated by one of skill in the art, the present

i nvention may be enbodi ed as a nethod, system conputer program product, or
a conbi nation of the foregoing. Accordingly, the present invention nay take
the formof an entirely software enbodi nent (including firmwvare, resident
software, mcro-code, etc.) or an enbodi nent conbi ning software and

har dwar e aspects that may generally be referred to herein as a "system"™
Furt hernore, enbodi ments of the present invention nmay take the formof a
conput er program product on a conputer-readabl e medi um havi ng

conput er -faswdnlsects ePsafileadie b Cllieamektddatatakpecinted withnthe[nb0-kGbdaddizedSikstiabl e
conput er -readabl e nedi um may be utilized. The conputer- readabl e nedi um may
be, for exainpd andoehainowith thardf@cdhattad daganfiled. eSdur@no procersigy Eitd convengdns oaly,

el ectromagnetic, infrared, or sem conductor system apparatus, device, or
pr opagat ibemrequired oiEMbomagpiilef, MSE fampted filafand the likanput er readabl e nmedi um
i nclude, but are not limted to, the follow ng: an electrical connection
havi ng or{é¢ida] nor e AMEvest;544, thajoginbled dsd ot BJeadadthiakive saatysisacol and)ar Bvabl e
conput er di skette, a hard disk, a random access nenory (RAM, a read-only
menory ( F@§)the parneled dathbed iguxpated normb keuessateviswey foranalysys. ( EPROM or Fl ash
menory), a conpact disc read-only nenory (CD-ROM, or other optical or
magnet i c [90ldrhge drafbeiag tooFIG MARBRINGRKGAS sipdiies datsdionas loclidemsosalippor ti ng t he
Internet or an intranet. Note that the conputer-readabl e nedium could even
be paper Qumpmtd(HE[ sushihy anbingisaRCI(L40) WO Everit5i50,1hd loeal polegti@nwol1IM int ed, as
the program can be electronically captured, via, for instance, optical
scanni ng imbleibtted RSlcd dato fibrdesigtitadPCs bl eking@nphdpsiot” dfntiesdepices dakd or

ot herwi se processed in a suitable manner, if necessary, and then stored in
a conput efiveexmoning tOOde3mbohimeit afthqinagtiontiedoel fuicctdansol inag beut oper ati ons
of enbodi nents of the present invention nay be witten in an object

or i ent ed,au®depl@pficd thugrobuiatsy thphed frang il agr! BnbeiedBeeasimaaget avae Per |,
Smal | tal k, C++, or the |like. However, the conputer program code for

carryi ng lxet Ioplesdibodisents of thaGelientbnit the Gical dolectipn e®bf182) maydrtcnpivyadyy al so
be witten in conventional procedural programm ng |anguages, such as the
"C' progrcalatt dga fran getm@ek fdragd. M | ar progranm ng | anguages.

[00115] At Event 552, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of local PC data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 554, the collected and barcoded
local PC data may be associated with a specific search term set or sets.

[00116] At Event 556 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
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[ 00137] Enbodi nents of the present invention are described below wth
reference to flowhart illustrations and/or bl ock di agrans of nethods,
apparatus (systens), and conputer program products. It may be understood
that each block of the flowhart illustrations and/or bl ock diagrans,
and/ or conbi nations of blocks in the flowhart illustrations and/or bl ock
di agrans, can be inplenented by conputer programinstructions. These
conput er programinstructions may be provided to a processor of a general
pur pose conputer, special purpose conmputer, or other progranmmble data
processi n§0Hpbar at disEveat %ﬁo@ﬁ@éﬂié’cn%l@%hﬁ@}ayéﬁewqﬁ%aﬁt‘FF@IYPW‘%P?%%i ons,
whi ch execute via the processor of the conputer or other programmabl e data
processi rigcapinsrtealus accordsateavifeEhediments of be prepssf wwenionnd e detmtioneplons/ act s
specified in the flowhart and/or bl ock diagram bl ock or bl ocks,
[ 00138] THgws &6 Agsuitnsien pfthePa Milas date Witkeut Siednprulpdes of Sheneerspgyiter- iThe a
conput er-readabl e nenory that can direct a conputer or other programmable
data proclseraping tep Hadsell Bles Batiogistanywhere it the pearprise aysam. sesatses datdba®relt hat t he
instructions stored in the conputer readable menory produce an article of
manuf act tkelD fHes aupeigies the detahesd with e uyesensipin apdyybeesatly dereyntstheddtion/ act
specified in the flowhart and/or bl ock di agram bl oggags). [ 00139] The
cormput er [BY3EF am i mtEvewtSodrike lnga) Pldats seids Ipeied érlo Ba eeplysisderhged et Ewpt ot her
progranmmabl e data processing apparatus to cause a series of operational
steps to 198 thelopad Pheldtasef is W@OE@%BLtheéf:%&toréfﬁﬁ@reré@r@galamb| e apparatus to
produce a conputer-inplenented process such that the instructions which
execut e dA0¥AE confaie Cib—'r“@!ﬂﬁé‘r%s6@%@9@@%@@‘%&5’@?%@6%%\&@@%‘@% eps for
i mpl enenting the functions/acts specified in the flowchart and/or bl ock
di agr am BlesesRpacp. AtAvert 861 the Bleyerversaibestion toph (b3 animpisicated i wéprsiieds or act s
may be conbined with operator or human inplenented steps or acts in order
to carry cgligct data fom glerededitvenindion HomaSuaae. iAseerding gomgembpdimentoéthe aj n
exenpl ary enbodi nents have been descri bed and shown in the

invention, the file server collection tool {134) may be autodeployed thus, obviating the need for

any manual entry by the e-discovery manager or the like.

[00120] At Bvent 568, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.

[00121] At Event 572 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.
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acconpanying drawings, it is to be understood that such enbodi nents are
merely illustrative of and not restrictive on the broad invention, and that
this invention not be limted to the specific constructions and
arrangenents shown and descri bed, since various other changes,

conmbi nati ons, om ssions, nodifications and substitutions, in addition to
those set forth in the above paragraphs, are possible. [00141] Those skilled
in the art nay appreciate that various adaptations and nodifications of the
just described enbodi nents can be configured without departing fromthe
scope andosRiR] it OAt ka8t S7MVBOhétRBk stipe Eleitian mhy bé nchypiddardRagptsd aig t hat ,
within the scope of the appended clains, the invention may be practiced

ot her t hajyeasp&Raecd|ihaadokdametos@l &tRdinRaiseif the préstrdidvention. The ddcryphionet hod f or
enterprise-wde collecting of active electronic mail (email) data

associ at ago]\wibs Rr SdSHA6k Sithd otk 8loRgt BARWEhEl: sRAveNdgstiem the met hod

conpri si ng: Identifying an email nail box identifier associated with
t he cust agdiancapdl % dedryRioh @A ih@TDMest tha exief o Kers inahagrerpiseaysdner e t he
data is | ocated; accessing an enmail mail box associated with the

cust odi anrhas 8 da@bhst HRhEMRiles, MRobiaRX the dtRakd wWEH the user/encrypter and
subsequently decrypts the data.
[00123] At Event 576, the network storage data set is loaded into the analysis tool and, at
Event 578, the network storage data set is exported to the requestor/reviewer for analysis.
[00124] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector tool, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector tool may be automatically
deployed on the device of interest without the knowledge of the device user. In accordéncc with
another embodiment of the invention, a computer watcher tool may be implemented (not shown
in FIG. 12) that watches the network to determine the addition or subtraction of computers to the
network based on ID’s/IP addresses returned from the network.
[00125] At Event 584, the barcoding tool is implemented at a staging location, such as
short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
particular collection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.
[00126] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
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based on accessing the email nail box, determ ning whether a | ocation of

email mailbox is eligible for automated coll ecti on; If the location
is eligible for automated coll ection, copying the active ermail data from
the emai|l mailbox; transmtting the copied active email data to a staging
area; determ ning whether the copying and transmtting of the active email

data is conplete; and I f the copying and transmtting is determ ned
to be conplete, storing the active enmail data in a | ong-term storage
devi ce. 2. The nethod of claim1, wherein said accessing,

det er mi nitegmat.coghydsad STdrelonthaliieni Theinmpdata eprociatedwith the norteradaidiasd Biles i

collection tool that is configured to access the email nail box.
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.
[00127] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption ool
allows for decryption of the network storage data without the knowledge of the user/encrypter.
The decryption tool finds ID files that exist anywhere in the enterprise system, creates a database
of the ID files, associates the database with the user/encrypter and subsequently decrypts the
data.
[00128] At Event 592, the forensic data set is loaded into the analysis tool and, at Event
594, the network storage data set is exported to the requestor/reviewer for analysis.
{00129] Data block 596 signifies collaborative data. At Event 598, a discovery site
collector tool, such as a LiveLink® collector tool may be executed on the devices of interest to
collect data. According to one embodiment of the invention, the discovery site collector
preserves at least a portion of the discovery site database in the e-discovery database, including
all files and all revisions of the files. In this regard, the discovery site collector tool queries
against the database to define what files need to be retrieved, then copies those files based on the
result of the query. Metadata pertaining to the files is retained in the case management system
tables. In accordance with another embodiment of the invention, the discovery site collector tool
collects the documents and the related metadata and uses the metadata to automatically rename
the files,
[00130] At BEvent 600, the barcoding tool is implemented at a staging location, such as

short-term staging drive {180) to attach a barcode to the set of discovery site data resulting from
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contacts, journals, tasks, or calendar entries associated with the

cust odi an. 4. The method of claiml, wherein the active email data
is any email that is sent or received by the custodian and not noved off of
an email storage device within a predeterm ned nunber of days after being

sent or received. 5. The nmethod of claim 1, wherein determ ning

whet her the | ocation of the email mailbox is eligible for automated

col | ection conpri ses: determining a first country in which a network
device storing the emai|l nuail boxis |ocated, determ ning a second country

i n whi ch hogari QY cbIREHAS tTRE BEBoAE MhiE & théh dopR@hRonMislicdRY &F fik Mnfgeriwhet her
I nternational privacy |laws would be violated if the data is automatically

copi ed angorkdeansmefwoRE 15600 déé?ﬁaxﬁﬁtt HRhde. AR YVGR 607 tHichB11écRAgmE Birbaded Or age
devi ce. 6. The net'’hod of claiml, wherein determ ning whether the

copyi ng afigholdrp R HatalhddDeiaSsosialdl with @ spRMRsbR&Sterm sk bl Ng a file log as
the active email data i's collected fromthe email nmail box; and indicating a

e JE [ LBt s pspaiul ke ot

no fail urgspdp&ly Bdlated £ RairiBed folBat! QB this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.
[00132] At Event 606, the discovery site data set is loaded into the analysis tool and, at
Event 608, the discovery site data set is exported to the requestor/reviewer for analysis.
[00133] Thus, present embodiments herein disclosed provide for improvements in
electronic discovery. Embodiments herein disclosed provide for an enterprise wide e-discovery
system that provides for data to be identified, located, retrieved, preserved, searched, reviewed
and produced in an efficient and cost-effective manner across the entire enterprise system. In
addition, by structuring management of e-discovery based on case/matter, custodian and data and
providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.
[00134] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.

Accordingly, the present invention may take the form of an entirely software embodiment

(including firnware, resident software, micro-code, efe.) or an embodiment combining software
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7. The nethod of claim6, wherein the file |log provides information about a
name and a |ocation of a network device fromwhich the active email is
collected and a date and a tinme associated with each file within the active
emai | data that is collected. 8. A system conpri sing: an email
server for servicing an electronic mail (email) mail box associated with a
custodi an, wherein the custodian's data is witten to the mail box; a
collection tool configured to copy and transfer data fromthe email mail box
of the email server to a |long-term storage device by: identifying an email
mai | box i sh@nbidivie spRas 0ait @begtnaiallbé Recnedmi Hereitbdslalfepstenat Fesisirmeret he emai |
mai | box based on the email nail box identifier; determ ning whether a
| ocat i on embotifveniwhihk presint boxntiod nelyitke edfortxodf aauinpiret pogran ptedcdtonn;

computer-readable medium having computer-usable program code embodied in the medium.

[60135] Any suitable computer-readable medium may be utilized. The computer-

readable medium may be, for example but not limited to, an electronic, magnetic, optical,

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.

More specific examples of the computer readable medium include, but are not limited to, the

following: an electrical connection having one or more wires; a tangible storage medium such as

a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory

(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact

disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission

media such as those supporting the Internet or an intranet. Note that the computer-readable

medium could even be paper or another suitable medium upon which the program is printed, as

the program can be electronically captured, via, for instance, optical scanning of the paper or

other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if

necessary, and then stored in a computer memory.

[00136] Computer program code for carrying out operations of embodiments of the

present invention may be written in an object oriented, scripted or unscripted programming

language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code

for carrying out operations of embodiments of the present invention may also be written in

conventional procedural programming languages, such as the “C” programming language or

similar programming languages.
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If the location is eligible for collection, copying the active email data
fromthe email mail box; transmtting the copied active enail data to a
staging area; determ ning whether the copying and transmtting of the
active email data is conplete; and i f the copying and
transmtting of active email data is conplete, transmtting the active
emai |l data fromthe staging area to the | ong-term storage devi ce.
9. The systemof claim8, further conprising:
[00137] Embodiments of the present invention are described below with reference to
flowchart illustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.
[00138] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act
specified in the flowchart and/or block diagram block(s).
[00139] The computer program instructions may also be loaded onto a computer or other
programmable data processing apparatus to cause a series of operational steps to be performed
on the computer or other programmable apparatus to produce a computer-implemented process
such that the instructions which execute on the computer or other programmable apparatus
provide steps for implementing the functions/acts specified in the flowchart and/or block
diagram block(s). Alternatively, computer program implemented steps or acts may be combined

with operator or human implemented steps or acts in order to carry out an embodiment of the

invention.
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a case managenent server that provides a user interface through which
identifying informati on about the custodi an may be entered and through
whi ch the collection tool nay be observed and nanaged. 10. The system of
claim8, further conprising: a dat abase server having at |east two
di stinct areas, including an area designated for storing a custodi an
directory and an area designated for storing data relating to ongoing
col | ecti ons. 11. The systemof claim@8, wherein the collection too
is configured to generate a size estimate of the active enmnil data stored
in the en@P140ai | b¥%ilpesrigin expmplary| cbpdimgnts haveReen deecribpehand sheyain the 12.
The system of claim 10, wherein the collection tool is configured to
transnit EOHRIEYHALEHEES ikie lohsunderstogyl et sudheombadiments atemepsdly Rlustrativepfai |
mai | box. 13, The system of claim 10, wherein the collection tool is
conf i gur el Pat BFEGHAPE the braaf invertioabud dhas Byisiaventipionat beflimited to sheispgcifionat i on
regarding the transm ssion of the copied active email data.

constructions and arrangements shown and described, since various other changes, combinations,

omissions, modifications and substitutions, in addition to those sct forth in the above paragraphs,
are possible.

[00141] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is 1o be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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14. The systemof claim8, wherein the collection server determ nes that
the copying and transmttingis conplete by: creating a file log as the
active email data is received in the staging |ocation; indicating a
failure on the file log if a file is not successfully copied and
transmtted fromthe email mailbox to the staging location; and if no
failure is indicated on the file log, determning that the collection is
conpl et e. 15. The systemof claim8, wherein the collection tool is
configured to determ ne whet her the(hggﬁhgon of the email mailbox is
eligible for automated coll ection by: determning a first country in which
the email server is |ocated; determ ning a second country in which the

or 1 vacy. | awshwoul Ao g) e ksl aE PE-Ror REEPESM) (EEpDdeband
transferred fromthe email server to_the |ong-term storage device.
associated with a custodian m an electronic discovery system, the method comprising:
identifying an email mailbox identifier associated with the custodian address of a location
on the network storage area where the data is located;
accessing an email mailbox associated with the custodian based on the email mailbox
identifier;
based on accessing the email mailbox, determining whether a location of email maitbox
is eligible for automated collection;
if the location is eligible for automated collection, copying the active email data from the
email mailbox;
transmitting the copied active email data to a staging area,
determining whether the copying and transmitting of the active email data is complete;
and

if the copying and transmitting is determined to be complete, storing the active email data

in a long-term storage device.
2. The method of claim 1, wherein said accessing, determining, copying, and

{ransmitting steps are all undertaken by a collection tool that is configured to access the email

mailbox.
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3, The method of claim 1, wherein active email data includes one or more of email,

contacts, journals, tasks, or calendar entries associated with the custodian.

4, The method of claim 1, wherein the active email data is any email that is sent or
received by the custodian and not moved off of an email storage device within a predetermined

number of days after being sent or received.

5. The method of claim I, wherein determining whether the location of the email
mailbox is eligible for automated collection comprises:

determining a first country in which a network device storing the email mailboxis
located;

determining a second country in which the long-term storage device is located; and

determining whether international privacy laws would be violated if the data is

automatically copied and transferred from the network device to the long-term storage device.

6. The method of claim 1, wherein determining whether the copying and
transmitting is complete comprises:

creating a file log as the active email data is collected from the email mailbox; and

indicating a failure on the file log if a file is not successfully copied and transferred from

the email mailbox, wherein the collection is complete if no failures are indicated on the file log.
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7. The method of claim 6, wherein the file log provides information about a name
and a location of a network device from which the active email is collected and a date and a time

associated with each file within the active email data that is collected.

8. A system comprising:
an email server for servicing an electronic mail (email) mailbox associated with a
custodian, wherein the custodian’s data is written to the mailbox;
a collection tool configured to copy and transfer data from the email mailbox of the email
server to a long-term storage device by:
identifying an email mailbox identifier associated with the email mailbox;
accessing the email mailbox based on the email mailbox identifier;
determining whether a location of the email mailbox is eligible for automated
collection,;
if the location is eligible for collection, copying the active email data from the
email mailbox;
transmitting the copied active email data to a staging area;
determining whether the copying and transmitting of the active email data is
complete; and
if the copying and transmitting of active email data is complete, transmitting the

active email data from the staging area to the long-term storage device.
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9. The system of claim 8, further comprising:
a case management server that provides a user interface through which identifying
information about the custodian may be entered and through which the collection tool may be

observed and managed.

10.  The system of claim 8, further comprising:
a database server having at least two distinct areas, including an area designated for
storing a custodian directory and an area designated for storing data relating to ongoing

collections.

11.  The system of claim 8, wherein the collection tool is configured to generate a size
estimate of the active email data stored in the email mailbox prior to collecting the active email

data.

12.  The system of claim 10, wherein the collection tool is configured to transmit to

the database server a log of the data includedin the email mailbox.

13, The system of claim 10, wherein the collection tool is configured to transmit to
the database server updated status information regarding the transmission of the copied active

email data.
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14, The system of claim 8, wherein the collection server determines that the copying
and transmittingis complete by:

creating a file log as the active email data is received in the staging location;

indicating a failure on the file log if a file is not successfully copied and transmitted from
the email mailbox to the staging location; and

if no failure is indicated on the file log, determining that the collection is complete.

15.  The system of claim 8, wherein the collection tool is configured to determine
whether the location of the email mailbox is eligible for automated collection by:

determining a first country in which the email server is located;

determining a second country in which the long-term storage device is located; and

determining whether international privacy laws would be violated if the data is

automatically copied and transferred from the email server to the long-term storage device.

59



