1 I'NTEGRATED | MFORMATI ON' COVMUNI CATI ON SYSTEM

BACKGROUNG OF THE INVENTION 1. Field of the Invention ‘g %?é!ent
invention relates to an integrated infornmation conmuni cat i on?

connecting infornati on conmuni cation equi pnments or information

communi cation.’'systens such as and/or for personal conputer, LAN (Loca
Area Network), telephone (including celllular phone), FAX (Facsinmile), CATV
(Cabl e Television), Internet and the |ike, not only via dedicated |ines,
but ‘al so via I SDN (| yiagRieeh SEORMESIPCMBNTARIMY KysTRR (Frame Rel ay),
ATM (Asynchronous Transfer Mde), |PX (Integrated Packet Exchange),
satellite, wireless and public lines. Here, integrated information

comuni cation equi prents perform conmuni cation provided with an address
(for information communi catpakcROUNG G ITHE NErgnhe | nt egrat ed

i nformati on communi cati on equi prent w th ot her equi pnent. Particu- larly,

t he presentridIve b g@rﬁimo an integrated i nformation

The present invention relates to an integrated information
commmication system connecting information cormmication equipments
or information commmication systems such as and/or for personal
computer, LAN (Local Area Network), telephone (including cellular
phone), FAX (Facsimile), CATV (Cable Television), Internet and the
like, not only via dedicated lines, but also via ISDN (Integrated
Services Digital Network), FR (Frame Relay), ATM (Asynchronous
Transfer Mode), IPX (Integrated Packet Exchange), satellite, wireless
and public lines., Here, integrated information commmication
equipments perform comwmication provided with an address (for
information commmication) for distinguishing the integrated
information commmnication equipment with other equipment. Particu-
larly, the present invention relates to an integrated information
conmmication system which inkegrates data transfer services based on
connection-less netﬁurks (e.g., RFC791 or RFC1883 IP (Internet
Protocol) t;chnology) and improves the overall econamics of the
information commmication system by employing a umified address system,
and ensuring security to realize interactive commmications between
connected terminals or systems.

2. Description of the Prior Art
In accordance with computer and information coammmication



comuni cati on system which integrates data transfer services based on
connection-less networks (e.g., RFC791 or RFC1883 IP (Internet Protocol)
technol ogy) and i nproves the overall economcs of the information

comuni cati on system by enploying a unified address system and ensuring
security to realize interactive conmunication between connected termnals
or systens. 2. Description of the Rrior Art I n accordance with
corrput er and information conmunicati on
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I ocal Lwéwm&ﬁﬁﬁﬁ%m&éﬂioﬁaé&nﬁﬂi%tm networks, and in the
event that the geographic locale is on a national basis, the form

the:eofbwmessxchassowninFIG.l. In the example described in
FIG.1l, each local LAN uses a common protocol, with each being
connected by dedicated lines. Hers, e.g., a corporation X has LAN-X
1, LAN-X2 and LAN-X3 as IANs, a corporation Y has LAN-Y1, LAN-Y2 and
LAN-Y3 as LANs, and both corporations X and Y use communication

~address systems ADX and ADY for performing computer commmications.
Since it is necessary to lay a separate dedicated line for each
corporation with such a LAN network, system architecture becomes
costly, and in the event that connection is to be made to a LAN
network of another corporation, interfacing must be matched such as
the commumication address system, making inter-connection very
difficult and very costly.

On the other hand, the Internet has recently become widespread
as a global-scale camputer commmication network. On the Internet,
networks are connected using a router of a provider, a commmication
protocol called TCP/IP (Transmission Control Protocol/Internet
Protocol) is employed, dedicated lines or FR networks are used for
comnecting remote areas, and Ethernets which are 10 Mops LANs or FDDIs
(Fiber Distributed Data Interface) which are 10 Mbps LANs are used as
commmication paths within structures. FIG.2 shows an example of an



connected by dedicated |lines. Here, e.g., a corporation X has LAN-X 1,
LAN- X2 and LAN- X3 as LANs, a corporation Y has LAN-Y1l, LAN Y2 and LAN Y3
as LANs, and both corporations X and Y use conmuni cati on address systens
ADX and ADY for perform ng conputer communications. Since it is necessary
to lay a separate dedicated line f@ each corporation with such a LAN
network, system architecture becones costly, and in the event that
connection is to be made to a LAN network of another corporation,
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Internet, the IP address attached to each IP packet (IP datagram) is

checked, judgment is made to which router the IP packet should be sent,
and that IP packet is sent accordingly. Thus, IP packets are
transferred one after another and delivered to the destination
camputer, by means of all routers performing the above-described
operation.

FIG.3 jillustrates the information contents of an RFC791 IP
packet used by the Internet, divided into a control field and a data
field. FIG.4 illustrates the information contents of a similar
RFC1883, divided into a control field and a data field. In either
figure, the parentheses ( ) indicate the number of bits.

However, with the Internet, the path control is restricted by IP,
so that one cannot tell whether the other party with which
commmication is being made is the authorized party, and the system is

. such that the commmication path is not administrated in an integrated
manner, meaning that there are problems regarding security in that
information may be eavesdropped. Also, in reality, addresses within
the LANs are being separately decided by the LAN users, sothergis
the necessity to replace the LAN user addresses when comnecting the
LAN to the Internet. Also, commmication quality such as



3 I nternet connection; in which the routers in the providers maintain

mut ual connecti on by exchanging routing table connection information. Each
router is connected to a plurality of networks, and judgenent is nade
based on the routing table regarding to which router connected to which
provider's network received data %hould go next. Thus, on the Internet,
the I P address attached to each I P packet (1P datagran) is checked,
judgnment is made to which router the I P packet should be sent, and that IP
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such as in the case of failure, of for integrating the overall network
for future planning for the network and so forth. Also, with LAN
networks and the Internet, the terminals are personal computers
(camputers), and it has been difficult to use telephones, FAX and CATV
in an integrated manner therein.

SUMMARY OF THE INVENTION
The present embodiment has been made in accordance with the
above-described situations, and it is an object of the present
invention to provide an integrated information commmication system
capable of containing a plurality of VANs which perform IP packet
transfer of which security énd.reliability in comumications has been
ensured, by means of not using dedicated lines or the Internet so as
- to improve economic considerations of the information commmication
system architecture, and ensuring communication speed, comumication
quality and commmication trouble comntermeasure in a wified manner.
Also, it is another object of the present inwvention to provide an
integrated information commmication system which uses a single
information transfer which is not dependent on the type of service,



communi cation is being made is the authorized party, and the systemis

such that the communication path is not adm nistrated in an integrated
manner, meaning that there are problens regarding security in that

i nformati on may be eavesdropped. Also, in reality, addresses within the
LANs are being separately decided by the LAN users, so there is the
necessity to replace the LAN user Zddr esses when connect i ng the LAN to the
Internet. Al so, communication quality such as
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exchange services, CATV services and so forth. Further, it is another

object of the present invention to provide an integrated information
commmication system which enables inter-corporation commmication
with very little change to the camputer commmication address systems
which have been independently and separately created within each
separate corporation (including universities, research institutes,
government organizations, etc.).

The present invention relates to an integrated information
camumication system, and the above objects of the present invention
are realized as follows: the present invention is configured by
providing an access control apparatus for connecting a plurality of
camputer commmication networks or information communication
equipment to each, and a relay device for networking the
aforementioned access control apparatus, the system having functions
for perfoming routing by transferring information by a unified

- address system, and is configures such that the aforementioned
pPlurality of computer commmication networks or information
camumnication equipments can perform commmications in an interactive
manner. In FIG.1 which is given as an example of a conventional
arrangement, the range of dedicated lines used for intra-corporation
and inter-corporation commmications is indicated by solid lines, and



networks and the Internet, the termnals are personal conputers
(computers), and it has been difficult to use tel ephones, FAX and CATV in
an integrated nanner therein. SUMVARY OF THE

| NVENTI ON The present enbodi nent has been made in accordance with
the above-described situations, apd it is an object of the present

I nvention to provide an integrated information comuni cation system
capabl e of containing a plurality of VANs which perform|P packet transfer
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by an ICS user packet having a unique ICS user address system ADX
being converted into an ICS network packet having an address system

ADS, based on the administration of a conversion table provided within
an access control apparatus, and by being arranged such that in the
case that transmission is made over at least one VAN contained therein
fdllowing rules of the aforementioned address system ADS, and the
destination other access control apparatus is reached, conversion is
made to the aforementioned ICS user address system ADX based on the
administration of the aforementioned conversion table, and another
external information commnication apparatus is reached. Also, the
above~-described objects of the present invention are achieved by an
ICS user packet having a unique ICS user address system ADX being
converted into an ICS network packet corresponding with a reception
ICS network address registered beforehand to the conversion table in
accordance with a user logic commmication line, rather than using an

- ICS user address within the aforementioned ICS user packet based on
the administration of a conversion table provided within the access
control apparatus, and by being arranged such that in the case that
transmission of the aforementioned ICS network packet is made to
another access control apparatus via at least one VAN following rules
of the ICS address system ADS, the transfer destination of the



5 such as sound, inmage (notion and still), text, etc., so as to inter-
connect services which have conventionally been provided separately, such
as total communication services, analog/digital telephone |ine servi ces,

I nternet provider services, FAX services, conputer data exchange
services, CATV services and so fortly. Further, it is another obj ect of
the present invention to provide an integrated information conmuni cati ong
syst em whi ch enabl es inter-corporation comrunication with very little

change to the conpute nnunlcatlon address systens whi ch have been
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In the accdmpanying.ﬁrawings:

FIG.1 is a block diagram to explain a conventional LAN network;

FIG.2 is a diagram illustrating a form of Intemnet;

FI1G.3 is a diagram illustrating an IP packet according to RFC791
stipulation;

FIG.4 is a diagram illustrating an IP packet according to
RFC1883 stipulation;

FIG.5 is a block diagram systematically illustrating the basic
principle of the present invention;

FIG.6 is a block diagram illustrating an example of a network
wherein an ICS according to the present invention is constructed of a
plurality of VANSs;

FIG.7 is a block diagram illustrating an example of configuring
the access control apparatus;

FIG.8 is a block diagram illustrating an example of configuring
the relay apparatus:

FI1G.9 is a block diagram illustrating an examplé of configuring
the inter-VAN gateway;



address system and is configures such that the aforenmentioned plurality
of conputer conmmuni cation networks or information comrunication equi pnents
can perform conmunications in an interactive manner. In FIG 1 which is

gi ven as an exanple of a conventi onal arrangement, the range of
dedi cated lines used for intra-corppration and inter-corporation
communi cation is indicated by solid |lines, and

6 this is replaced with the equival ent of a conputer comunications
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FIG.12 is a wiring diagram illustrating the connection relation
between the ICS logic temminal and user commmication line;
FIG.13 is a diagram illustrating the relation between the ICS

user packet and the ICS network packet, used in the present
invention;

FIG.14 is a portion of a constructional block drawing
illustrating a first embodiment (intra-corporation cormumnication,
inter-corporation commmication) according to the present invention;

FIG.15 is a portion of a constructional block drawing
illustrating a first embodiment according to the present invention;

FIG.16 is a diagram to show an example of a conversion table;

FIG.17 is a diagram to show an exarr@le of a temporary conversion
table;

FIG.18 is a flowchart illustrating an example of operation of
the access control apparatus;

. FIG.19 is a flowchart illustrating an example of operation of
the access control apparatus in inter-corporation commmication:

FIG.20 is a constructional block drawing illustrating a second
embodiment (virtual dedicated line) according to the present
invention; |

FIG.21 is a.diagram fo show an example of the conversion table;



destination other access control apparatus is reached, conversion is nade

to the aforenentioned I CS user address system ADX based on the

adm ni stration of the aforenenti oned conversion table, and anot her

external information conmunication apparatus is reached. Al so,

t he

above-descri bed objects of the present invention are achieved by an ICS

user packet having a unique ICS usér address system ADX bei ng

convert ed

into an I CS network packet corresponding with a reception |CS network
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FIG.24 is a dlagram to show an information unit of ATM cell

type;

FIG.25 is a diagram to explain conversion/restoring operation

between ICS network packet and CPCS packet;

FIG.26 is a diagram to explain dissolution/assembly between CPCS

frame and cell;

FIG.27 is a portion of a constructional block showing a 3™

erbodiment (embodiment using ATM network) according to the present

invention;

FIG.28 is a portion of a constructional block showing a 3™

embodiment according to the present invention;

FIG.29 is a diagram to show an example of an ATM address

conversion table and a VC address conversion table;

FIG.30 is a diagram to show an example of an ATM address

conversion table and a VC address conversion table;

FIG.31 is a flowchart to show a flow of packet using SVC and

FIG.32 is a flowchart to show a flow of packet using SVC and

BVC:

FIGs.33 and 34 are block diagrams to show 1:N commmication or

N:1 commmnication using PVC;



af orenenti oned I CS network packet being either 1 or N, this is returned to
the aforenentioned I CS network packet based on the admnistration of a
conversion table provided within the aforenentioned access contr ol

apparatus, and anot her external information comunication apparatus is

r eached. BRI EF CRI PTI ON OF THE DRAW NGS In the
acconpanyi ng draw ngs: FIG1"is a block diagramto explain a
conventi onal LAN netvvork FIG2 is a diagramillustrating a form of
I nt er net; 3 |IIustrat|ng n_| acket accarding to
RECTO1 st puFEERoRe aod 3 BréARK giaSta 180 sfte Nl BiRinition 2,
accor di ng%gﬁ 1883 stipul ation; FI G 5 is a block diagram
systenati g fustrati ng the basi ¢ principle of the present invention;
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VANS; portﬂx% 7 is a block diagramillustrating an exanple of configuring

FIG.38 is a diagram to show a variation between ICS network
packet and FR frame;

FIG.39 is a portion of a constructional block showing a fourth
embodiment (embodiment using FR network) according to the present
invention;

FIG.40 is a portion of a constructional block showing a fourth
embodiment according to the present invention;

FIG.41 is a diagram to show an example of an FR address
conversion table and a DILC address conversion table;

FIG.42 is a diagram to show an example of an FR address
conversion table and a DIC address conversion table;

FIG.43 is a flowchart to show a flow of packet using SVC and
PVC;

FIG.44 is a flowchart to show a flow of using SVC and PVC;

FIGs.45 and 46 are block diagrams to show 1:N caommmication or

- N:1 commmication using PVC;

FIGs.47 and 48 are block diagrams to show N:N coammmication
using PVC;

FIG.49 is a portion of a constructional block showing a £ifth
embodiment (acconmodation of telephone line, ISDN line, CATV line,
satellite line, IPX line, cellular phone line) according to the



t he access control apparatus; FIG8 is a block diagramillustrating

an exanple of configuring the relay apparatus; FIG9 is a block
diagramillustrating an exanple of configuring the inter-VAN gateway;

8 FIG 10 is a block diagramillustrating an exanple of configuring
the I CS network server; FIG 11 is an array diagramillustrating an
exanple of the ICS wuser address used in the present invention;

FIG12 is a wWri ng diagramillustrating the connection relation between
theICS#%é} d user conmunication |ine; FIG13 is a

di agram rating € relation between the ICS user packet and the ICS
net wor k packegr, %Bft coMEUH9Bnal Féﬁbv;ﬂdd P tion
of a constr uct | on qbl ocC r%vf%%na . block at

embodiment according to the present invention;

FIG.51 is a portion of a constructional block showing a f£fifth
embodiment according to the present invention;

FIG.52 is a portion of a constructional block showing a fifth
embodiment according to the present invention;

FIG.53 shows an example of the conversion table;

FIG.54 is a flowchart to show an operation of a f£fifth
enbodiment ;

FIG.55 is a portion of a constructional block showing a sixth
embodiment according to the present invention;

FIG.56 is a portion of a constructional block showing a sixth
embodiment according to the present invention;

FIG.57 is a portion of a constructional block showing a sixth
embodiment according to the present invention;

FIG.58 is a diagram to show an example of description of router
table in a dial-up router;

FIG.59 is a flowchart to show an operation of a sixth

. embodiment;

FIG.60 is a constructional block showing a seventh embodiment
(ICS address administration server) according to the present
invention;

FIG.61 is constructional block showing an eighth embodi-
ment (full-duplex commmication including a satellite commmication



illustrating a first enbodi nent (intra-corporation conmunication,
I nter-corporation communi cation) according to the present invention;

FIG 15 is a portion of a constructional block drawing illustrating a
first enbodi ment according to the present invention; - FIG16 is a

di agram to show an exanpl e of @2conversion table; FIG 17 is a diagram
to show an exanple of a tenporary conversion table; FIG 18 is a
flowchart illustrating an exanple of operation of the access control

of "t he. DR acopriig 118, PRSSRIE et ®L0: ot on communi cationt
(virtual  dedi EEEeS 8 el Gheit B o, A o1 o, BpeRiian B2°8) )
|gs a di w&&lﬁo%ﬁﬂﬁ%ﬁkﬁ 9} ,ﬁ&e‘ conversion tabl e;

FIG.63 is a timing chart to explain an eighth embodiment;

FIG.64 is a timing chart to explain an eighth embodiment;

FIG.65 is a timing chart to explain an eighth embodiment;

F1G.66 is a constructional block showing a variation of an
eighth embodiment:

FIG.67 is a timing chart to show an operation of a ninth
embodiment (full-duplex camumication including a satellite
coommication path) according to the present invention;

FIG.68 is a timing chart to explain a ninth embodiment;

FIG.69 is a timing chart to explain a ninth embodiment;

FIG.70 is a timing chart to explain a tenth embodiment;

FIG.71 is a timing chart to explain a tenth embodiment;

FIG.72 is a timing chart to explain an eleventh embodiment;

FIG.73 s a constructional block showing a twelfth embodiment
(full-duplex communication path) according to the present invention;

FIG.74 is a timing chart to show an operation of a twelfth

. embodiment;

FIG.75 is a constructional block to show a variation of a
twelfth embodiment;

FIG.76 is a diagram to show an example of TCP frame;

FIG.77 is a diagram to show an example of UDP frame;

FIG.78 is a portion of a constructional block showing a



FIG22 is a flowhart illustrating an exanple of operation of the access
control apparatus in virtual dedicated |ine connection; FIG 23 is a
di agramto show an exanple of format of NSAP type ATM address;

FIG 24 is a diagramto show an information unit of ATMcell type;

FIG 25 is a diagramto explain conveldsion/restoring operation between ICS
net wor k packet and CPCS packet; FIG 26 is a diagramto explain

di ssol ution/ assenbly between CPCS franme and cell; FIG27 is a

portion of a constructional block show ng a 3[err] enbodi nent (enbodj nent
ol g ATVRRCER: SEOOTRRRG (CORETRL - SERRLVATG, BrLPGHEY degree ardioay
portion of constructional bl ock showng a 3[err] enbodinent according to
t he presemaqlﬁ/m? inventgoqt;e 29 is a diagramto show an exanple of an

FIG 30 o a o iSmiBoacRREieR BRaApPa M ational SIOCkoRhRdG & i on tabl e
low of pEREEERSP, PlinERy ascStding to the present tovention; =~
FIG.80 is a portion of a diagram to explain a thirteenth
embodiment ;
FIG.81 is a portion of a diagram to explain a thirteenth
embodiment ; _
FIG.82 is a flowchart to show an operation to decide a degree of
prioxity:
FIG.83 is a constructional block showing a 14® embodiment
(control of transmitting priority degree) according to the present
invention;
FIGs.84and 85 are diagrams to show an example of a conversion

table using in a 14® embodiment;

FIG.86 is a flowchart to show an operation of priority decision
in a 14™ embodiment;

FIG.87 is a constructional block showing a 15% embodiment
(multiplex commmication) according to the present invention;

. FIG.88 is a diagram to show an example of a conversion table

using in a 15% enbodiment;

FIG.89 is a diagram to show an example of a conversion table
using in a 15" embodiment;

FIG.90 is a constructional block to show a variation of a 15®
embodiment ;



PVC, FIG32 is a flowhart to show a fl ow of packet using SVC and
PVC; FI Gs. 33 and 34 are bl ock diagramto show 1: N communi cati on or

N: 1 communi cation using PVC 10

FI Gs. 35 and 36 are bl ock diagrans to show N: N communi cation using PVC,

FIG 37 is a diagramto show an exanple of FR frame address portion;

FIG 38 is a diagramto show a variation between ICS network packet and FR
frame; FIG 39 is a portion of a constructional block showing a fourth
enbodi ment (enbodi ment using FR network) accordi n&to t he present

i nvention; FIG.9% &s48 pertiopoefia ash6%i ng a
FOUth  rbodiment (operation of ICS) according to the present invention;

FIG.92 is a portion of a constructional block showing a 16™
embodiment according to the present invention;

FIG.93 is a diagram to explain a 16% embodiment;

FIG.94 is a diagram to explain a 16™ embodiment;

FI1G.95 is a diagram to explain a 16™ embodiment;

FIG.96 is a diagram to explain a 16™ embodiment;

FIG.97 is a diagram to explain a 16™ embodiment;

FIG.98 is a diagram to explain a 16™ embodiment;

FIG.99 is a diagram to explain a 16™ embodiment;

FIG.100 is a diagram to show an example of an ICS network
address appropriation record table using in a 16™ emnbodiment;

FIG.101 is a diagram to show an example of an ICS user address
appropriation record table using in a 16™ embodiment;

FIG.102 is a diagram to show an example of a conversion table
using in a 16™ embodiment;

FIG.103 is a diagram to show an example of a conversion table
using in a 16"*‘ ermbodiment ;

- FIG.104 is a diagram to show an example of a conversion table

using in a 16® embodiment:;
FIG.105 is a procedure chart to explain a 16™ embodiment;
FIG.106 is a diagram to show an example of a conversion table
using in a 16% embodiment;
FIG.107 is a procedure chart to explain a 16® embodiment;



enbodi ment according to the present invention; FIG 41 is a diagram
to show an exanple of an FR address conversion table and a DLC address

conversion tabl e; FIG 42 is a diagramto show an exanple of an FR
address conversion table and a DLC address conversion tabl e; FIG 43
Is a flomchart to show a fl ow of packet using SVC and PVC, FIG44 is
a flowchart to show a fl ow of usi®§ SVC and PVC, FI Gs. 45 and 46 are

bl ock diagrans to show 1: N conmuni cation or N1 conmunication using PVC

FI Gs. 47 and 4 | ock dj.agrans,to _show N.N cq ni cation sin VC,
FIG49 is a pirz’rﬁ'gﬂgo aac‘#?&rfa@c?‘?mﬁno g2 Srent
(accomodation of telgphone . line, 1SDN Iine, CATV line, satellite |ine,
I PX 1i _ne,u%'@ﬂ Eﬁla‘-f‘ ﬁorﬂ&oﬁ?@n tcording to the pr esent
' nvention; FIG.109 is a diagram to explain a domain name server;
FIG.110 1s a diagram to explain a domain name server;
FIG.11l1l is a diagram to explain a domain name server;
FIG.112 is a dlagram to explain a domain name server:;
FIG.113 is a diagram to explain a call of a domain name server;
FIG.114 is a diagram to explain re-writing of a conversion table
from an IP terminal;

FIG.115 is a diagram to explain re-writing of a conversion table
fram an IP terminal;

FIG.116 is a constructional block showing a 17% embodiment
(calling of a cammmicator by telephone number) according to the
present invention;

FIG.117 is a diagram to show an example of a conversion table;

FIG.116 is a diagram to explain an 17® embodiment;

FIG.118 is a diagram to show an example of an inner table using
in a 17% embodiment:

FIG.119 is a diagram to show an example of an inner table using

- in a 17* enbodiment;

FIG.120 is a diagram to show an example of an inner table using
in a 17" embodiment;

FIG.121 is a diagram to explain a call of a domain name server;

¥IG.123 is a portion of a constructional block showing a 18™
embodiment (IP terminal to be comnnected with plural access control



FIG50 is a portion of a constructional block showing a fifth enbodi nment

according to the present invention; FIG51 is a portion of a
constructional block showing a fifth enbodiment according to the present

i nventi on; FIG 52 is a portion of a constructional block showi ng a
fifth emnbodiment according to theypresent invention; FI G 53 shows an
exanpl e of the conversion table; FIG 54 is a flowhart to show an
operation of a fifth enbodinent; FIG55 is a portion of a

constructional block show ng a sixth enbodi nent according to the present
i nvent i oApparatuses)Gacesrding tpothe pregent doventioo:i onal bl ock showi ng a
sixth enbodi nent according to the present invention; FIG57 is a

portion of a EdGsi24icks enprriian iofsBoarngtmuctional biackdshewinga el ng to

t he present invention; FIG58 is a diagramto show an exanpl e of
descri pt Ewhodimenty according 4o the present) inyention; FIG59 is a
flowhart to show an operation of a sixth enbodinent; FIG 60 is a
const ruct i onalFIG- 2R im@nidigoram dine sheweapoerample of a verifying server;
FIG.126 is a diagram to show an example of a conversion table;
FIG.127 is a timing chart to explain register procedure from a
home IP texminal;
FIG.128 is a diagram to explain an accessing method of an
verifying sexrver;
FIG.129 is a diagram to show an example of an inner table using
in a 18% embodiment;
FIG.130 is a diagram to show an example of an inner table using
in a 18 embodiment;
FIG.131 is a diagram to show an example of an inner table using
in a 18" embodiment;
FIG.132 is a block diagram to show a call of an verifying
sexrver;
FIG.133 a portion of a constructional block diagram jillustrating
a 19% embodiment (closed-zone network commumication and open-zone
+ camunication used network discriminator) according to the present
invention;
FIG.134 is a partion of a constructional block diagram
11lustrating a 19% embodiment according to the present invention;
FIG.135 is a portion of a constructional block diagram
illustrating a 19® embodiment according to the present invention;



(I'CS address adm nistration server) according to the present invention;
FIG 61 is constructional block show ng an ei ghth enbodi - nent (full-duplex
comuni cation including a satellite conmuni cation

12 pat h) according to the present invention; FIG 62 is a timng
chart to show an exanpl e of operatiOf of a full-duplex communication by
TCP; FIG 63 is atimng chart b explain an ei ghth enbodi nent;
FIG64 is a timng chart to explain an ei ghth enbodi nent; FIG 65 is
atimng chart_to_explain an eighth enbodi nent; FIG66 is a

const ruct i onaFIi§-43R L% APREtion £f & censtructional hleck disgramnt ;

FI G 67 i timng chart,.to show an operation of a ninth
enbodi ne%ﬁh—“ 190 rad areRIdimg, o the ixesent iewmpkienzat i on

Egt gz(p?gicgrgi mﬂ;’égﬁ%% eaenf “i ni\:/gg i on;an e:ﬁrpleFlt)% 28&%&33521{1 cehart
used in a 19% embodiment;
FIG.138 is a diagram to show an example of a conversion table
used in a 19™ embodiment;

FIG.139 is a diagram to show an example of a conversion table
used in a 19™ embodiment;

FIG.140 is a diagram to show an example of a conversion table
used in a 19® embodiment;

FIG.141 is a flowchart to show an example of an operation of a
19% aembodiment;

F1G.142 is a flowchart to show an example of an operation of a
19% enbodiment:;

FIG.143 is a portion of a comstructional block diagram
illustrating a 20" embodiment (IP terminal to be comnected with
plural access control apparatus having network identifier) according
to the present invention;

FIG.144 is a portion of a constructional block diagram

. illustrating a 20® embodiment according to the present invention;

FIG.145 is a diagram to show an example of a verifying server
used in a 20% embodiment;

FIG.146 is a diagram to show an example of a conversion table
used in a 20% embodiment;

FIG.147 is a signal flowchart to explain an operation of a 20



FIG69 is atimng chart to explain a ninth enbodi nent; FIG70 is a

timng chart to explain a tenth enbodi nent; FIG 71 is a timng chart
to explain a tenth enbodi nent; FIG 72 is a timng chart to explain
an el eventh enbodi nent; FIG 73 s a constructional block show ng a
twel fth enbodi ment (full-duplex csgrrrruni cation path) according to the
present invention; FIG74 %% a tim ng chart to show an operation of
atwelfth enbodinent; FIG 75 is a constructional block to show a
vari ation Qf vvelfth enbodi nment ; FIG 76 is a diagramto show an
exanpl e FIG77 is a di agramto show an exanple of UDP

flgamet hi rteenrﬁéaﬂ)ggléwén?i%% 9;& wm%&wﬂﬂ%ﬁggfggw ggcgr di ng

to the presengreny'"PY alagram to explain a 20® embodiment;
FIG.150 is a diagram to explain a 20™ enbodiment;
FIG.151 is a diagram to explain a 20™ embodiment;
FIG.152 is a diagram to explain a 20"® enbodiment; and
FIG.153 is a diagram to explain a 20" embodiment.

FIG.5 systematically illustrates the basic principle of the
present invention, wherein the integrated information commmnication
system (hereafter referred to as ICS") 1 according to the present
invention has self-appointed address providing rules as a camputer
information/cammnication address. i.e., the system has a wnique
address system ADS, and has access control apparatuses (2 through 7 in
the present example) which serve as access points for connecting a
plurality of computer commmication networks or information
commmication equipments, e.g., a great mumber of LANs (in the present
example, corporation X s LAN-X1, LAN-X2 and LAN-X3, and corporation

- Y’ s LaN-Y1, LAN-Y2 and LAN-Y3). Here, corporation X s LAN-X1, LAN-X2
and LAN-X3 have the same address system ADX, and corporation ¥ ' s
LAN-Y1l, LAN-Y2 and LAN-Y3 have the same address system ADY. The
access control apparatuses 2, 3 and 4 have conversion tables for
administrating mutual conversion between the address system ADS and
the address system ADX. The access control apparatuses 5, 6 and 7



FIG 79 is a portion of a construction block showng a thirteenth

enbodi nent according to the present invention; FIG 80 is a portion of
a diagramto explain a thirteenth enbodinent; FIG 81 is a portion of
a diagramto explain a thirteenth FIG 82 is a flowhart to show an
operation to decide a degree of prlbori ty; FIG 83 is a constructional
bl ock showi ng a 14[err] enbodi ment "“(control of transmtting priority
degree) according to the present invention; FI Gs. 84 and 85 are

di agranms to show an exanple of a conversion table using in a l1l4[err]
enbodi nelave conversiion 8ables £dn adninistratisgomtualo cemwersiombepweeni ty

decision in a 14[err] enbodi nent; FIG 87 is a constructional block
showi ng &hespodress AystemchPS andithepaddressrsystentAiDin) Becocomputex o t he
present invention; FIG 88 is a diagramto show an exanple of a

conver si exmmpication dgtan(ICS Paskek ) cwbidimbhe; ICS 1 uses Gidirasses di agr am
to show an exanple of a conversion table wusing in a 15[ err] enbodi nent;
to the address system ADS of the ICS 1, and performs IP
comumnication such as is used on the Internet.

Now, description will be made regarding the operation in the
case of comunication within a single corporation. The camputer
comumnication data (ICS packet) 80 transmitted from the LAN-X1 of the
corporation X is provided with addressing following the address
system ADX, but is subjected to éddress conversion following the
address system ADS under administration of the conversion table of the
access control apparatus within the ICS 1, and becames ICS packet 81.
This is then sent within the ICS 1 following the rules of the address
system ADS, and upon reaching the destination access control apparatus
4, is restored to the computer camumication data 80 of the address
system ADX under the administration of the conversion table thereof,
and is sent to the LAN-X3 within the same corporation X. Here, the
ICS frame being sent and received within the ICS 1 is referred to as
an ICS network packet, and the ICS packet being sent and received

-+ outside of the ICS 1 is referred to as an ICS user packet. The ICS
user packet is such as stipulated by the Internet protocol RFC791 or
RFC1883 as a rule, but dealing with ICS packets which do not follow
this rule will be described later in conjunction with description of
another embodiment.

The ICS network packet 81 is comprised of a network control



FIG 90 is a constructional block to show a variation of a 15[err]

enbodi nent ; 14 FIG91 is a

portion of a constructional block showing a 16[err] enbodi ment (operation

of 1CS) according to the present invention; FIG92 is a portion of a

constructional block show ng a 16[enrg] enbodi nent according to the present

I nventi on; FIG93 is a diagramto explain a 16[err] enbodi nent;

FIG94 is a diagramto explain a 16[err] enbodi ment; FIG95 is a

diagramto explain a 16[err] enbodi ment; FIG96 is a di agramto

expl ai n efiﬂpeﬁlj'l eﬁﬁsbél nrekwork data ﬁ@@ﬁlra,awmaghanne'@v@qomnﬁrgl

16[ err] enbodi FIG98 is a diagramto explain a 16[err]

enbodi nefileld 81~1 Fsugréggu the, afidxgeses &i systenmsAbS) |ofe PAERSS

FIG 100 is a diagramto show an exanpl e of an ICS networ k address

appr opr i SONEFOLBPPIANSLS 4 ANy 4 kherelstor The dGSouser Racket is either
used as the network data field 81-2 with no change to the data value
thereof, or is subjected to data format conversion following
stipulations determined within the ICS 1 and is used as network data
field 81-2. 2An exanmple of the data format conversion stipulations
ntlght' be conversion to ciphertext or data compression, and the access
control apparatus 2 may be provided with ciphering means, deciphering
means for returning the ciphertext to the original plain-text, data
compression means, and data decompression means for returning the
canpressed data to the original data. In the access control apparatus
2, the ICS user packet 80 is used as the ICS network packet 81-2, and
each of the operations of adding the network control field 81-1 to the
ICS network packet 81-2 are referred to as "ICS encapsulation®. Also,
in the access control apparatus 4, the operations of removing the
network control field 81-1 from the ICS network packet 81 are referred
to as "ICS reverse encapsulation”.

Now, description will be made regarding the operation in the
. case of conmmication between corporations. The computer

commmication data (ICS user packet) 82 transmitted from the LAN-Y2 of
the corporation Y is provided with addressing following the address
system ADY, but is subjected to address conversion following the
address system ADS under administration of the conversion table of the

access control apparatus 6 within the ICS 1, and becames ICS packet 83.



FIG 101 is a diagramto show an exanple of an |ICS user address
appropriation record table using in a 16[err] enbodi nent; FIG 102 is
a diagramto show an exanple of a conversion table wusing in a 16[err]
enbodi nment ; FIG 103 is a diagramto show an exanple of a conversion
table wusing in a 16[err] enbodi nent; FIG 104 is a diagramto show
an exanple of a conversion table @&ding in a 16[err] enbodi nent;

FIG 105 is a procedure chart to explain a 16th enbodi nent; FI G 106

emhod modPls 18 Sty eaneGhTFRls dhe 38T Falming che, rilan O e adtress

enbodi nent ; FI G 108 is a

di agr am 55 SEEB\ADS- mmvmiqﬁﬁm%on (RGGRSS; FoRtnek apppratus

FIG 110 1 35PURTSHR 1o, bha Srmiish R cation diata 82 of the Bifafess
system ADX under the administration of the conversion table thereof,
and 1s sent to the LAN-X2 within the corporation X. While address
lengths of 32 bits and 128 bits are used in the present invention, the
present invention is by no means restricted to these. Even if the
length of the addresses are changed to such other than 32-bit or 128-
bit, this does not change the principle of address conversion which is
the principle idea of the present invention.

Thus, according to the present invention, both intra-corporation
and inter-corporation camputer comumications are enabled by unified
address administration by the ICS 1. Generally used user temminals
for camputer commmnications are incorporated within the LAN within the
structure of the user, and incorporated within the VAN (Value Added
Network) via access line, and user data packets are sent which have
differing data formats and differing address system for each type of
service. For example, an IP address is used for Intermet services, a
telephone nurber/ISDN nurber (E.164 address) for telephone services,

. and an X.121 address is used for X.25 packet services. Conversely,
according to the ICS 1 of the present invention, address conversion is
performed with the conversion table of the access control apparatus
based on the input ICS user packet, thus realizing sending of
information frames of data of varied structures unified under a single
data format and address system, i.e., converted to ICS packets.



FIG 111 is a diagramto explain a domain name server; FIG 112 is a
diagramto explain a donmain nanme server; FIG 113 is a diagramto
explain a call of a domain name server; FIG 114 is a diagramto
explain re-witing of a conversion table froman IP term nal;

FIG 115 is a diagramto explain re- 4ti ng of a conversion table from an

| P term nal; FIG 116 is a con uctional block showng a 17[err]
enbodi ment (calling of a comruni cator by tel ephone nunber) according to
the present invention; FIG 117 is a diagramto show an exanple of a
conver si on t abF&G.6 schemaglcallly ildustuates an esampls aherain 1theICE 1 of
enbodi nent ; FIG 118 is a diagramto show an exanple of an inner

t abl e usi e present7inventiohds conprised of & pluraldtiysof VFNsy(¥ANt+DL, Ay
an exanple of an inner table using in a 17[err] enbodi nent; FI G 120
i s a di aglanVAN-Ihowish esch VAN being admisistersd hysanvyANigperaterer An ICS
enbodi nment ; FIG 121 is a diagramto explain a call of a domain nane

server; 1 user mpplieg tao the,¥AN epexatar £orsarusemn crammicaiidophdineg and
18lerr] the VAN operator decides the ICS address and ICS network address for
the user and registers this information with the circuit type in a
conversion tabie 12 within the access control apparatus 10 such as
shown in FIG.7. The ICS 1 has as access points se:w:lhgasextemal
connection elements with the ILANs (or temminals) of the corporations X
and Y the access control apparatuses 10-1, 10-2, 10-3, 10-4 and 10-5,
as shown in FIG.7., and further has relay apparatuses 20-1, 20-2, 20-3
and 20-4, and also ICS network servers 40-1, 40-2, 40-3, 40-4 and 40-5,
as well as ICS address administration servers 50-1 and 50-2. A relay
apparatus 20 such as shown in FIG.8 is provided to the commmication
path within each of the VANs, and an inter-VAN gateway 30 such as
“illustrated in FIG.9 is provided as the connection element of VAN-2
and VAN-3. The LANs 1-1, 1-2, 1-3 and 1-4 are respectively connected
to the access control apparatuses 10-1, 10-5, 10-4 and 10-2, via the
user commmication lines 36-1, 36-2, 36-3 and 36-4.

- The access control apparatus 10 (10-1, 10-2, 10-3, 10-4 and 1.0-
5) are devices containing the user cormmication lines fram the user
(corporations X and Y) to the ICS 1, and as shown in FIG.7, is
camprised of a processing device 11 comprised of a CPU or the like, a
conversion table 12 serving as a database for performing address
conversion and the like, an input/output interface line portion 13,



enbodi ment (IP termnal to be connected with plural access control

16 appar atuses) according to the present invention; FIG 124 is a
portion of a constructional block showing a 18[err] enbodi ment according
to the present invention; FIG 125 is a diagramto show an exanpl e of
a verifying server; FIG 126 28 a diagramto show an exanple of a
conversion table; FIG 127 is a timng chart to explain register
procedure froma hone IP term nal; FIG 128 is a diagramto explain
an accessi ng nmet hod of an verifying server; FIG 129 is a diagramto

show an &@rdnp| kemgorary convensionetableigls. nAbso].8[therJ]:elaybqtpa:eatus 20 has
FIG 130 is a diagramto show an exanple of an inner table using in a
18[ err] asbwarmpacket transfegringifurctiatisagndrpath speeificaidenpireutingin
i nner tabl e using
functions, and as shown in FIG.8 has a processing device 21 camprised
of a CPU or the like and a conversion table 22, the conversion table
22 being used for determining the commmication destination when the
ICS network frame is transferred within the ICS 1. The inter-VAN
gateway 30 has a processing device 31 camprised of a CPU or the like
and a relay table 32 for determining where to send ICS network packets
between VANs, as shown in FIG.S5.
As shown in FIG.10, the ICS server 40 is comprised of a
processing device 4] and an ICS network database 42, the usage of the
ICS network database 42 not being restricted. Examples of this usage
include: user-specific data corresponding with the ICS address (such
as the name or address of the user), data not corresponding with the
ICS address, such as data indicating the state of comumnication
trouble within the VAN, or data not directly related to the VAN, such
as an electronic library which maintains and discloses digital
documents, public keys for a public encryption system using encryption
technology employed in verifying the authenticity of the sender and
- receiver, and maintaining data such as public proof data and related
data or secret keys for a secret encryption system and related data.
The processing device 41 refers to the ICS network database 42, and
obtains corresponding data and sends the data to the access control
apparatus 10. Further, not only does the ICS network database 42

operate in stand-alone manner, but also is capable of comumnicating



in a 18]

err] enbodi nent; FIG 132 is a block diagramto show a call of
an verifying server; FI G 133 a portion of a constructional bl ock
diagramillustrating a 19[err] enbodi nent (cl osed-zone network
comuni cati on and open-zone comuni cation used network discrimnator)
according to the present invention; FIG 134 is a portion of a
constructional block diagram illusfating a 19[err] enbodi ment according
to the present invention; FIG 135 is a portion of a constructional
bl ock diagram illustrating a 19[err] enbodi nent according to the present
i nvent i oWith other ICS network servers and obtaining data therefyunm; bysweass 5
portion of a cgnstructional block diagram Illustrating a 19[err]
enbodi me JE% ne ifgames based onGIR Fogemicgtion am

to show an exanpl e of .a conversion table wused in a 19[err] enbodi nent;
technolbgy. Within the IcS twork server is the only

, the ICS ne

component provided with an ICS network address.

According to the present invention, the address used to identify

canputers, terminals and the like used within the ICS network packet
is referred to as an ICS network address, and the address used to
identify the computers, terminals and the like used within the ICS
user packet is referred to as an ICS user address. The ICS network
address is used only within the ICS, one or both of the two types
being used; 32-bit and/or 128-bit. Similarly, the ICS user address
also uses one or both of the two types; 32-bit and/or 128-bit. The
access control apparatus 10, the relay apparatus 20, theVANgateway
30 and the ICS network server are arranged so as to be provided each
with an ICS network address so as to be uniquely identified. Also,
the ICS user address is formed of a VAN upper code and VAN internal
code. With the length of the VAN upper code being represented as Cl
bits and the length of the VAN internal code being represented as C2
bits, the ICS user address is used such that the total of Cl + C2
equals either 32 bits or 128 bits.

In the present invention, no particular method for deciding the

VAN upper code and VAN internal code is stipulated, but in the case of

Cl + C2 = 32 bits, the following example can be given for a method for

deciding such:



FIG 138 is a diagramto show an exanple of a conversion table wused in a

19[ err] enbodi nent; FIG 139 is a diagramto show an exanple of a
conversion table wused in a 19[err] enbodi nent; FIG 140 is a
diagramto show an exanple of a cgrversion table wused in a 19[err]

enbodi nent ; FIG 141 is a flowhart to show an exanple of an
operation of a 19[err] enbodi nent; FIG 142 is a flowhart to show an
exanpl e of an operation of a 19[err] enbodi nment ; FIG 143 is a

portion of a constructional block diagram ill ustrati ng a 20[err]

enbodi ment (| PVAN rvBpes m@mmmmpmmmamaeemmrlbcomuy
appar atus having network identifier) accoral to the present invention;
FIG 144 is a portion of a constcode{4rkit)bl Wk awdedBalpit) | lustrating a

20[ err] enbodi ment according to the present invention; FIG 145 is a
di agram to show an exanple of a verifying server used in a 20[err]

enmbodi nent ; FIG 146 is a diagramto show an exa Ie of a conversion
table wused in |=rryag district code(4-bi n‘pl VAN access point

code(8-bit) lluser logic code(4-bit)

FIG.11 ;nakes description thereof using an example of an ICS user
address. Here, the symbol "allb" indicates linkage of data “a” and
*"b”, i.e., data obtained by means of arrayed data "a” and "b" in this
arder. The ICS network address can be provided with locality in the
same manner as with the user network address. That is,

ICS network address = district administration code |l country code
VAN code VAN district code lluser logic
comunications line code

Thus, the relay apparatus can efficiently find the transfer
destination by means of deciding the transferring destination with
consideration to the district. The address can be determined in the

. same way in the case of Cl + C2 = 128 bits, as well. Incidentally,
with the present invention, the ICS frame can be constructed as
described later, as long as Cl + C2 = 32 bits or Cl + C2 = 128 bits is
kept, regardless of how the field sections for the VAN upper code and
VAN internal code are made, or the length of each of the sections.

Also, when deciding the VAN upper code and VAN internal code,



FIG 147 is a signal flowhart to explain an operation of a 20[err]

18 enbodi nment ; FIG 148 is a diagramto explain a 20[err]

enbodi nment ; FIG 149 is a diagramto explain a 20[err] enbodi nent;
FIG 150 is a diagramto explain a 20[err] enbodi nent; FIG 151 is a
diagramto explain a 20[err] enbodi nent; FIG 152 is a diagramto
explain a 20[err] enbodi nent; and 26 FIG 153 is a di agramto explain a
20[ err] enbodi nent. DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS FIG5 systematically illustrates the basic principle of

the  premew! of NMssle eddedhfdfive hfe! £6 AW &heGud W tHB! hsdr COMARI LAt i on
system (hereafter referred to as "ICS') 1 according to the present

S o S8\ M bt paaneio uioed i om paEuAG vl
syst em ARGthinda 8% itc address tvallueagpa rfxios address 1y evohddrdds (22 -1),
the present invention is carried out by providing an address decided
uniquely to the user within the range of address 10 x 2* to address
(10 x 2*+ 2% -1), i.e., address (172 x 2*+ 16 x 2%) to address (172 x
2%+ 32 x 2" -1) or address (192 x 2%+ 168 x 2 ) to address (192 x
2*+ 169 x 2% -1).

A physical comunication line can be separated into a plurality
of comumication lines and used, this being realized in conventional
art as frame relay (FR) multiplex commmication method, for example.-
According to the present invention, the user’ s commmication line is
separated into a user physical commumication line and one or more user
logic coommication lines. FIG.12 illustrates an example of the above,
wherein a user physical commmication line 60 is separated into two
user logic commmication lines 61-1 and 61-2 of the cammmication rate
50 Mbps. Also, separate camputer comumication apparatuses 62-1, 62-2,
62-3, and 62~4 are each connected to respective user logic
caomumication lines, and the ICS user addresses "4123,0025,0026,4124"

+ are provided to each of the camputer commmication apparatuses 62-1
through 62-4. The user physical commmication line 60 is connected to
the access control apparatus 63, and the point of contact between the
two is called "ICS logic temminal". The ICS logic temminal is
provided with an only ICS network address within the ICS. In the
example shown in FIG.12 user logic commmication lines 61-1 and 61-2



the present exanple) which serve as access points for connecting a
plurality of conputer communi cation networks or information conmuni cati on
equi pnents, e.g., a great nunber of LANs (in the present exanpl e,
corporation X s LAN X1, LAN X2 and LAN X3, and corporation Y's LAN Y1,
LAN-Y2 and LAN-Y3). Here, corpoatyen X s LAN-X1, LAN-X2 and LAN-X3 have
the sanme address system ADX, and corporation Y s LANYl, LAN Y2 and

LAN- Y3 have the sane address system ADY. The access control apparatuses 2,
3 and 4 have conversion tables for admnistrating nutual conversion

bet ween t&me mm;m &hemajconhmhc&ppasat&qihnmnwmtmrhss
control apparatuses 5, 6 and 19

have con ﬁeﬁa'fﬂ'é@"f @ndamﬁ]ril s aret provideduso theoontach painteddS t he
addr ess stem ADS and the address system ADY. The conputer conmuni cation
data (I Cg Qeex seymipalks 64-heand$4r2usvespeithived¥s according to the address

system ADS of the ICS 1, and perforns IP conmunication such as is used on
the I nternet. As described above, the ICS network server 40 is also provided

with an only ICS network address, so that the ICS network address can
determine that the ICS logic terminal or the ICS network server is the
onlyonewithintheIcs 'IheICSnetmrkserveriscapableof
ea«:hanging :infomationwith other ICS serversbymeans of sending and
receiving ICS network packets provided with each other’ s ICS network
addresses, using the IP commmication technology. This function is
referred to as "ICS network server commmication function™. The
access control apparatus is also provided with an only ICS network
address within the ICS, and is capable of exchanging information with
other ICS servers by means of the ICS network server commmication
function. The ICS network server commmication function is realized
by using conventional TCP or UDP(User Datagram Protocol) technology.
There are two types of ICS packets in the present invention, as

described earlier, the ICS network packet which is sent and received
within the ICS, and the ICS user packet which is sent and received

- outside of the ICS. Each packet is comprised of a control field and a
data field, and, as shown in FIG.13, the packets are comprised of a
network control field, a user control field, a network data field and
a user data field, so as to allow usage by ICS encapsulation and ICS
reverse encapsulation. That is, when the ICS user packet enters the
ICS from the access control apparatus, the ICS user packet becomes



Now, description will be made regarding the operation in the case of
communi cation within a single corporation. The conputer conmunication data
(I CS packet) 80 transmitted fromthe LAN-X1 of the corporation X is

provi ded with addressing followi ng the address system ADX, but is

subj ected to address conversion fol lggv ng the address system ADS under

adm ni stration of the conversion table of the access control apparatus
within the ICS 1, and becones |ICS packet 81 This is then sent within the
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anot her qg%@g! FIR t ]ﬂ'!ge | CS network packet 81 is conprised of a
network c or the

Inside the network control field of the ICS packet is placed a
range for storing the sender’ s address and the intended receiver’ s
address. There are two types of ICS packets, those with a 32-bit
address length and those with a 128-bit address length, with a packet
fomat being employed according to the RFC791 stipulation shown in
FIG.3, for example. In the event that 32 bits is insufficient for the
ICS network address, for example, in the event that a 64-bit address
is to be used, following the RFC791 stipulation, the lacking 32 bits
(64 bits - 32 bits) are written into the option portion of the ICS
network packet control field, thus making the network address usable
at 64 bits. Now, supplemental description will be made regarding the
aforementioned user-specific address. In the event that a great
number of users have a private address (a type of ICS address) in the

. section between (10 x 2% ) and (10 x 2* + 2% -1) for example, in the
case that the length of the ICS user address is 32 bits, the 32 bits
is insufficient for the ICS network address, since the ICS network
address is provided corresponding to the ICS user address, and 64 bits
is required, for example. In this case, as described above, the
lacking 32 bits are written into the option portion of the ICS network



20 field 81-1 and a network data field 81-2, wth the network control
field 81-1 storing the addresses (address system ADS) of the access

control apparatuses 2 and 4 therein. The I CS user packet is either used
as the network data field 81-2 with no change to the data val ue t her eof
or is subjected to data format convgésion foll ow ng stipul ati ons
determined wthin the ICS 1 and is ed as network data field 81-2. An
exanpl e of the data format conversion stipul ations m ght be conversion to
ci phertext or data conpression, and the access control apparatus 2 may be
provi ded RRgke & igemérohfirlths thusnajeiag the nelpwrk pddress wsablig ah&4

ci phertext to the original plain-text, data conpressi on neans, and data
deconpre§§¢§h means for returning the conpressed data to the origina
data. In the access control apparatus 2, the |1 CS user packet 80 is used
as the | CS netTher Raghcthat commmicationchetwesn the spwe aisean{calledidintrahe

network control field 81-1 to the , |ICS network packet 81-2 are referred to
as "1 CS siermpication™) is possible using a private address

be described in the first embodiment. Also, in the event that the
address length is 128 bits, the present embodiment is carried out
following packet format according to the RFC1883 stipulation such as
shown in FIG.4, for example. The transmitting address range within
the network control field, and the address stored in the destination
address are made to be ICS network addresses, each respectively being
the transmitting ICS network address and the receiving ICS network
address. Further, the transmitting address range within the user
control field, and the address stored in the destination address are
made to be ICS user addresses, each respectively being the sender ICS
user address and the receiver ICS user address.

Incidentally, there is no need to following the RFC791 or
RFC1883 stipulation for the ICS packet fommat in carrying out the
present invention; the present invention can be carried out as long as
the packet format is such that uses addresses of 32 bits or 128 bits

* in length. Generally, ICSs receives ICS user packets stipulated by
RFC791 or RFC1883, but other packet formats can be handles within the
ICS network by converting to ICS user packets with conversion means.

Embodiment-1 (Basic ICS, intra-corporation commmication and intra-
co:poration.cnmmunication):



In the access control apparatus 4, the operations of renoving the net wor k
control field 81-1 fromthe ICS network packet 81 are referred to as "ICS
reverse encapsul ati on". Now, description will be made regarding the
operation in the case of comrunication between corporations. The conputer
communi cation data (ICS user packet9g82 transmtted fromthe LAN Y2 of

the corporation Y is provided with addressing foll ow ng the address

system ADY, but is subjected to address conversion follow ng the addr ess

system ADS under_..adm nistration of the conversion table of th ACGEeSS
control appar%@&t P . P&ﬁﬁeﬁg tien ‘Eé&k?? ggscrﬁ)e%

21 This is;then sent wthip t I follow.,ng the nmul es of the address
system Aﬂgﬁl’aﬁﬂgﬁﬁ%‘?ﬁ&cﬁ#ﬁ@f‘ﬁ@%}%r nﬁ?qq}#l&gc C SRPILCHIPRat us 3,
I s converte 0 er .comuni.cati on da f, the, addres syst.em
ADX undervheﬁ:?iﬁdﬁi%a@%tﬁn %fﬁgleﬁn%ﬂljino&?g?a %BPEM& &
to the LAN-X2 W thi 3&%he cor ation X. Wiile_address.  lengths of 32 bits
and 128 HFRELYPL & 4o HSeH 8nt AR gdminisiration by a conversion

table. In the figures, 170-1, 170~2, 170-3 and 170-4 respectively
denote gateways provided within the LANs 100-1, 100-2, 100-3 and 100-4,
and the ICS packets can pass through these gateways 170-1 through 170-
4'

First, description will be made regarding commmication between

a temminal which is comnected to LAN 100-1 of a corporation X which
has a unique address system ADX, and a terminal which is connected to
LAN 100-2 of the same corporation X. That is, this is commmication
between a terminal which has an ICS user address "0012" on the LAN
100-1, and a terminal which has an ICS user address "0034" on the LAN
100-2. This commmication is typical of commmication made between
teminals which have set addresses based on a wnigue address system
within a single corporation (ADX in this example), the cammmication
being made via the ICS 100 in an interactive mammer. This type of
comumnication is referred to as intra-corporation commmication

- service (or intra-corporation commmnication). Next, description will
be made regarding commmication between a terminal which is connected
to LAN 100-1 of a corporation X which has a unique address system ADX,
and a terminal which is conmected to LAN 100-3 of a corporation Y
which has a wnique address system ADY. That is, this is commmication
between a terminal which has an ICS user address "0012" on the LAN



present invention is by no neans restricted to these. Even if the length
of the addresses are changed to such other than 32-bit or 128- bit, this
does not change the principle of address conversion which is the principle
i dea of the present invention. Thus, according to the present

I nvention, both intra-corporation ggd inter-corporation conputer

communi cations are enabled by unified address admnistration by the ICS 1.
General |y used user terminals for conputer conmunications are incorporated
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corporation communication).

<<Cammon preparation))

In describing the present embodiment, the address format and so
forth is determined as described below, but the specific numeric
values and formats are all but an example, and the present invention
is by no means limited to these. The ICS network address is
represented by a 4-digit number, and the sender ICS user address and
the receiver ICS user address are both represented by a 4-digit number.
Of the sender ICS user address and the receiver ICS user address,
addresses of which the upper two digits are not "00" are used as
inter-corporation communication addresses, and these inter-corporation
communication addresses are an only value within the ICS 100. Of the
sender ICS user address and the receiver ICS user address, addresses

- of which the upper two digits are ‘00" are used as intra-corporation
comunication addresses, and these intra-corporation commmication
addresses may be duplicate of other intra~corporation commmication
addresses within the ICS 100. The ICS address administration server
150-1 is capable of uniquely identifying the inter-corporation
commmication addresses. Also, the conversion table 113-1 provided to



22
t he preset

FIG 6 schematically illustrates an exanple wherein the ICS 1 of
I nvention is conprised of a plurality of VANs (VAN-1, VAN 2,

VAN-3), with each VAN being admnistered by a VAN operator. An ICS 1 user
applies to the VAN operator for a user comrunication line, and the VAN
operat or decides the ICS address ang2l CS network address for the user and
registers this information with the circuit type in a conversion table 12
wi thin the access control apparatus 10 such as shown in FIG 7. The ICS 1

has as ac
(or term
10-1, 10-
appar at u

ess points serving as external connection elenents Wi e LANs
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registered to the conversion table 113-1 is such that, e.g., "1"

VAN- 2

represents intra-corporation commmication service, ‘2" represents

inter-corporation commmication service, and 3" represents virtual
dedicated line connection. The speed segment is the line speed that
the cammmication from the ICS network address requires, including

throughput (e.g., the nmumber of ICS packets sent within a certain
amount of time).

<<{Preparation for intra-corporation commmication>)

The users of LAN 100-1 and LAN 100-2 specify the terminal and

apply to a VAN operator in order that the intra-corporation

commmication of the terminals connected to the LANs can perform

comumication via the VAN-1 and VAN-3. The VAN operator responds to

the application and sets the aforementioned ICS network address, ICS

user address, request identification number, etc. to the conversion

tables of the access control apparatuses 110-1 and 110-5 connected to
- the LAN 100-1 and LAN 100-2.

The items to be set for the VAN-1 are as follows. The ICS

network address is decided by the ICS logic terminal of the access

control apparatus 110-1 to which the LAN 100-1 is connected, with the
ICS network address of the ICS logic terminal in this case being set

as “7711". The intra-corporation commmication address of the



and VAN-3. The LANs 1-1, 1-2, 1-3 and 1-4 are respectively connected to
the access control apparatuses 10-1, 10-5, 10-4 and 10-2, via the user
communi cation lines 36-1, 36-2, 36-3 and 36-4. The access control
apparatus 10 (10-1, 10-2, 10-3, 10-33and 10- 5) are devices containing

t he user communication lines fromthe user (corporations X and Y) to the
ICS 1, and as shown in FIG 7, is conprised of a processing device 11
conpri sed of a CPU or the like, a conversion table 12 serving as a

dat abase f |g E Brm ng gd LSS, LA&O%&f el aaﬁll an éjg%u%%ut put
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sender ICS user address. Next, the intra-corporation commumication

address of the terminal connected to the LAN 100-2 from which the
application was made is decided by the ICS logic terminal of the
access control apparatus 110-5 to which the LAN 100-2 is connected, in
this case the ICS network address being set as 9922", and this is
used as the receiving ICS network address. Further, the ICS user
address used by the terminal connected to the IAN 100-2 is set as
"0034", and this is used as the receiver ICS user address. The mumber
"1™ is set as the reguest identification, indicating the intra-
corporation commmication service that was applied for, and the above
is registered to the conversion table 113-1.

The items to be set for the VAN-3 are as follows. Values
necessary for reverse commmication (commmication from LAN 100-2 to
LAN-1) are set to the conversion table of the access control apparatus
110-5 comnecting the LAN 100-2 from which appl:.cat:.on was made. That
is, data is set reverse to the transmitting ICS network address and
the receiving ICS network address, angi at the same time, data is set
reverse to the sender ICS user address and the receiver ICS user
address. The ICS network address of the IAN 100-2 is set as 9922",
and this is used as the transmitting ICS network address. Numeral
"0034" is set as the sender ICS user address for the intra-corporation



gateway 30 has a processing device 31 conprised of a CPU or the like and a
relay table 32 for determ ning where to send I CS network packets between
VANs, as shown in FIG 5. As shown in FIG 10, the ICS server 40 is
conprised of a processing device 41 and an | CS network dat abase 42, the
usage of the |[ICS network database342 not being restricted. Exanples of
this usage includes: user-specific data corresponding wth the I CS address
(such as the nane or address of the user), data not corresponding with the
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of commMigabhPStion carmmicat:x.on services. The above is written to the

conversion table of the access control apparatus 110-5 and registered.
<<{Operation of intra-corporation commmication))> |

Regarding commmication between a terminal connected to LAN 100-
1 and having a sender ICS user address 0012", and a terminal
commected to LAN 100-2 and having a receiver ICS user address  0034",
the sender “0012" sends an ICS user packet to the receiver “0034”.
This ICS user packet has set as the sender ICS user address  0012",
and as the receiver ICS user address has set “0034", and the terminal
with the ICS user address ‘0012" performs sending thereof.

The operation will be explained with reference to a flowchart in
FIG.18. The conversion table 113-1 is shown in FIG.16 and the
temporary conversion table 114-2 is shown in FIG.17.

The ICS user packet Pl is sent via the user logic commmication

. line 180-1, and transferred to the access control apparatus 110-1 as
the ICS user packet Pl. The access control apparatus 110-1 refers to
the conversion table 113-1 from the transmitting ICS network address

“7711"(Steps S100 and S101) and the receiver ICS user address “0034"
of the received ICS user packet, and knows that the commmication is
an intra-corporation cammmication from the request identification



24 with other ICS network servers and obtaining data therefrom by neans
of sending and receiving ICS network frames based on | P comuni cation
technol ogy. Wthin the ICS, the ICS network server is the only conponent
provided with an I CS network address. According to the present

I nvention, the address used to identify conputers, termnals and the |ike
used within the ICS network packet 3sis referred to as an I CS network
address, and the address used to identify the conputers, termnals and the
like used wthing the |CS user packet is referred to as an | CS user

iy Bum ettt
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Wieh the jenaid 18] {ifh AN YRPEL- SR8 3149 BeaRgPEth) ¢ )2 tn&ein. The
sender ICS user address may be used to specify a source of the ICS
packet.
The access control apparatus 110-1 performs the ICS encapsu-
lation, forming the ICS network packet P2 which is sent to the relay

appara;us 120-1. Since the ICS network address of the network field
is ensured of its uniqueness within the ICS, there is no conflict with
other ICS packets. The ICS network packet P2 passes through the relay
apparatus 120-1 and 120-2 based on the receiving ICS network address,
and reaches the access control apparatus 110-5 of the VAN-3. The
access control apparatus 110-5 removes the network control field from
the ICS network packet P4 and performs ICS reverse encapsulation, and
re-creates a user data packet P5 which is the same as the ICS user
packet P1 from the network data field of the ICS packet, and sends it
to the LAN 100-2. The ICS user packet is routed through the LAN 100-
- 2, and is transferred to the terminal which has the ICS user address
"0034".
<{{Preparation for inter-corporation cammmication>>
As an example of performing inter-corporation commmication, the
commmication between a temminal which has an ICS user address "0012"
and is connected to a LAN 100-1 following address system ADX, and a



bits and the length of the VAN internal code being represented as C2 bits,
the I CS user address is used such that the total of C1 + C2 equals either
32 bits or 128 bits. In the present invention, no particular method
for deciding the VAN upper code and VAN internal code is stipulated, but
in the case of Cl + C2 = 32 bits,34he follow ng exanple can be given for a

nmet hod for deciding such: 25
VAN pper address district admnistration code(4-bit) [err] country
code(4-bit) [err] VAN code(8-bit) VAN,i nternal code = VAN district

code( 4- bi terunal] wipieh Rasan FESiser address “1156" and is oome@b@l@(@ #t)

gﬁ”el(alrjrrs)? fﬂi{’ﬁ:ﬁc%g 4- bi t) FI G .51[1? ggs%#ﬁ tE‘gﬁeof usi ng

L;Pkggg 9 agﬁsglagga ad%.LAk'be—daIa gg |ned % Eﬁan% ghe%hﬁ?yed data
is comnected to so as to be able to perform the commumication via VAN-
1 and VAN-2, and make application to the VAN operator. The VAN
operator sets the necessary items in the conversion table of the
access control apparatus which is connected to the LAN 100-1 and LAN
100-3, in accordance with the application. |

The items to be set regarding VAN-1 are as follows. The ICS

network address of the LAN 100-1 is made to be “7711", the intra-
corporation commumnication address held by the terminal connected to
the LAN 100-1 from which there was application is made to be “0012*,
and this is made to be the sender ICS user address. The inter-
corporation commmication address provided to the temminal of the
above ICS user address made to be '2212", and this is made to be the
sender user address (inter-corporation). The ICS network address is
determined by the ICS logic terminal of the access control apparatus
110-4 comnected to the ICS network address of the LAN 100-3 from which
there was application, the ICS network address here being 8822", and
this is made to be the receiving ICS network address. Also, the ICS
user address of a terminal connected to the LAN 100-3 is made to be

“1156", and this is made to be the receiver ICS user address.
Further, a value 2" is set as the request identification, indicating
the inter-corporation commumication service that was applied for, and
the above is registered to the conversion table 113-1.



The I CS network address can be provided wwth locality in the sanme manner
as with the user network address. That is, | CS network address =
district admnistration code [err] country code

[err] VAN code [err] VAN district code [err] user logic

comuni cation |ine code TBas, the relay apparatus can efficiently
find the transfer destination by nmeans of deciding the transferring
destination with consideration to the district. The address can be

determ ned in e, sane inthe case of C1 + C2 = 128 bits, as well.
| nci dental |y, 'ﬁﬁ V\% F?Wé%ﬁmnm‘r?e%r%%n & onstruct ed

as descrlbedlater slong as Cl + = 32 bits qr + = 128 bits is
kept, redZFYPES tq@xﬁ FHE ﬂl"%l%@%t Wlﬁgb‘ért%&@éc%ngm VAN
i nt er nal t nth of each of , th ct Al so,
when demlé?‘ﬂgogﬁg e& 3@@?3 ﬁ) -2 which holds

reverse data for a certain time, e.g., 24 hours, is set. That is,
regarding the ICS network address "8822° to which is connected the IAN
100-3 which uses the inter-corporation cammmication service, the
following are provided within the access control apparatus 110-4: a
transmitting ICS network address, a sender ICS user address, a
receiver ICS user address, a receiving ICS network address and
temporary conversion table 114-2 which includes a request
identification and so forth.
<LOperation of inter-corporation conmmumnication>>
A terminal having an ICS user address 0012° sends an ICS user
packet F1 wherein the sender ICS user address is set as 0012" and
the receiver ICS user address is set as 1156 as. The ICS user
packet Fl is transferred to the access control apparatus 110-1 via the
user logic cammmications line 180-1.
The access control apparatus 110-1 refers to the conversion
table 113-1 from the originating ICS network address 7711" of the LAN
- 100-1(Steps 8100 and S101) and the receiver ICS user address “1156",
and knows that the request identification value is “2", i.e., this
comumication is an inter-corporation commmication(Step S$102). The
receiving ICS network address corresponding to the receiver ICS user
address "1156" is known as "8822" (Step S104), and then the sender ICS

user address ‘0012" is converted into an inter-corporation



26 part of these codes nmay be nade to be unique to the user. That is,
the user can nmake a user-specific address system The address val ues
within a 32 bit address value are fromaddress 0 to address (2[err] -1),
the present invention is carried out by providing an address deci ded

uni quely to the user mnthln t he ra of address 10 x 2[err] to address
(10 x 2[err] + 2[err]- . e., ress (172 x 2[err]+ 16 x 2[err]) to
address (172 x 2[err] + 32 X 2[err] -1) or address (192 x 2[err] + 168 X
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above procedures are illustrated in a flow (2) in FIG.18.

In the above inter-corporation commmication, in the event that
the sender ICS user address within the ICS user packet F1 is made to
be the inter-corporation cammamication address 2212", the sender and
the receiver perform the inter-corporation commmication using an
inter-corporation commumication address{Steps S102 and S104). In this
case, the access control apparatus 110-1 does not perform the process
of converting the sender ICS user address 2212" into the inter-
corporation commmication address 2212", as such is not necessary.
The above procedures are illustrated in a flow (3) in FIG.18. The
sender ICS user address may be used to specify a source of the ICS
packst.

The relay apparatus 120-1 transfers the ICS network packet to

. the access control apparatus 110-4 within the VAN-2 via the relay
apparatus 120-2 within the VAN-1, the inter-VAN gateway 130 and the
relay apparatus 120-3 within the VAN-2, based on the receiving ICS
network address. The operation will be explained with refereme to
FIG.19. The access control apparatus 110-4 receives the ICS network
packet(Step S110), creates an ICS user packet F5 from the network data



are provided to each of the conputer comruni cati on apparatuses 62-1

t hrough 62-4. The user physical comunication line 60 is connected to the
access control apparatus 63, and the point of contact between the two is
called "ICS logic termnal”. The ICSlogic terminal is provided with an
only I1CS network address within thg ICS. In the exanple shown in FIG 12
user logic comunication |lines 61-1 and 61-2

27 are connected to the access control apparatus 63, and ICS netmork
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functi On dditress “8822", the sender ICS user address “1156", the receiver ICS

user address “2212" and the receiving ICS network address ‘7711" is
.not registered in the conversion table within the access control
apparatus 110-4, a value "2" of the request identification, i.e., a
designation of the inter-corporation commmication is set to the
temporary conversion table 114-2((2) of Step S112). The registration
contents of the temporary conversion table 114-2 are updated according
to processes such as the contents being deleted if there is no usage
thereof for 24 hours. The ICS user packet is routed through the LAN
100-3, and is transferred to the terminal having the ICS user address
“1156. In a case that the colum of the sender ICS user address in
the conversion table 114-~2 is separated as “intra-corporation” and
*inter-corporation” of the conversion table 113-1, e.g., in the case
that *1159" is described in the conversion table as the sender ICS
user address "1159" which is described at the address colum of user

. control field of ICS user packet just after the ICS reverse encapsu-
lation is processed. Then, the process in which the address of the
user control field is rewritten to "0023" is added to the process of
the Step S112(1). As described above, although the ICS user address
"0023" for the intra-corporation commmication is used within LAN, the
ICS “1159" for the corporations outside LAN. In another embodiments,



referred to as "I CS network server comuni cation function"”. The access
control apparatus is also provided with an only ICS network address within
the ICS, and is capable of exchanging information with other ICS servers
by neans of the ICS network server communication function. The I CS network
server comuni cation function is realized by using conventional TCP or
UDP( User Datagram Protocol) technpegl ogy. There are two types of ICS
packets in the present invention, as described earlier, the I CS network
packet which is sent and recei ved within the I CS, and the | CS user packet
whi ch i s thenvadues raeenpEdsebuin ithe mqr@rwm%t e sFeesr,sda of
a control field and a data field, and, as shown in FI G 13, the_packets are
conpri sednsither empaiimentsn: the qonwegsicn fablecbidrlodopsanet includackhe dat a
field and a user data flel d, so as to aI I ow usag by I.CS encapsul ation and

| CS revdiendeg;, Eﬁ%sﬁﬂdﬁqS&n inkR- qo;pom &S usere

| CS fromjthe access con par at t he ICS user pack t becanes
28 partééftepﬁ h@& pebringiadecthe flow Kg?cHhtFrI@ 18 &t R of

Step S105. At the Step S104, the sender ICS user address is not

referred. An effect of this embodiment is that register number of the
oomersimtableistoberedmedtooneofthesenderICSuser
addrésswhentherearenmrythesender Ics useraddresses

Embodiment-2 (Virtual dedicated line):

Now, description of the operation of virtual dedicated line
connection according to the present invention will be made with
reference to FIG.20. Here, the virtual dedicated line connection
refers to commmication wherein ICS user packets are transferred in a
fixed manner to a receiving ICS network address already registered in
the conversion table, regardless of the ICS user address within the
user control field of the ICS user packet, in which the format taken
is one-on-one or one-on-N. While the camponents of FIG.20 are the
same as those of Ewmbodiment-1 shown in FIGs.1l4 and 15, what is

- different is the contents of registration in the conversion table. In
the conversion table of the access control apparatus, the receiving
ICS network address is determined from the transmitting ICS network
address in a fixed manner, so that either the sender ICS user address
(intra-corporation), the sender ICS user address (inter-corporation)
and the receiver ICS user address are either not registered, or



the I CS network packet (network control field) is added thereto (ICS
encapsul ation). The network control field is divided into a basic field
and an external field. The basic field is used as a header of RFC791 or
RFC1833 stipulation and the external field is used for ci phering or the

l'i ke.

I nsi de the network cont,rol field of the ICS packet is placed a

range for storing the sender' s adé‘rless and the intended receiver's

addr ess.

length and those with a 128-bit address length, with a packet

enpl oyed

There are two types of ICS packets, those with a 32-bit address
format bei ng
C79I stipulation shown in FIG 3, for exanple.

In the event that 3 th msg{);lment for the |ICS network address, for

exanpl e,
RFC791 sti
into the

in tHRe Fegarding,angasp 4@ Wharh @& ng t he

caful atlog;lt*he IacL<| % é gltsﬁﬁé bits - 3% blta%q]are,w{lhbtsen
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cer addr%s‘g tbas% for S)éﬁnﬁs LN th ComsESe tQ he Iength tlhe I CS

apparatus 210-5. The conversion table 213-1 is shown in FIG.21.
<<Preparation>>
The user applies to a VAN operator for virtual dedicated line

connection. The VAN operator determines the ICS network address

“7711™ of the ICS logic termminal at the connection point between the
access control apparatus 210-1 for connecting the LAN 200-1 of the
corporation X and the user logic commmications line 240-1, and
similarly determines the ICS network address ‘9922" of the ICS logic
terminal at the comnection point between the access control apparatus
210-5 for comnecting the LAN 200-2 of the corporation X and the user
logic communications line 240-2. Next, the VAN operator performs
setting to the conversion table 213-1 of the access control apparatus
210-1 of the following: the transmitting ICS network address 7711",

- the receiving ICS network address 9922" and the request type.

Illustrated in FIG.20 is an example wherein the request type 3" has
been made to serve as the virtual dedicated line connection. Similarly,
the VAN operator performs setting to the conversion table of the
access control apparatus 210-5 of the following: the transmitting ICS

network address '9922", the receiving ICS network address 7711" and



is insufficient for the I CS network address, since the ICS network address
I's provided corresponding to the I CS user address, and 64 bits 1is
required, for exanple. In this case, as described above, the |acking 32
bits are witten into the option portion of the ICS network

29 packet control field, thus ngking the network address usable at 64

bits. The fact that communi cation between the sanme user (called
"intra- corporation communication") is possible using a private address
will be described in the first enbodinent. Also, in the event that the
address | Ezw'ts the present enbodinent is carried out

fol I'ow ng f orJat accordi ng to the RFC1883 stipulation such as shown
in FIG f%&é@%ﬁ The transmitting address range within the network
control field, ored i.n the. des ation e rrade
to be 1CS netﬁﬁ%ﬁﬁ*@%’gﬁj@aﬁﬁ ‘P’&iﬂ?&@?ﬁv %’l%fn &9 ﬂﬁsiﬁtt

network 306t Sod-1"9r 'S CRERn sB88Y"Y Kiser packet F10 to the ICS 200

via the user logic comunication line 240. The access control

apparatus 210-1 which has received the ICS user packet F10 from the
logic terminal of the ICS network address “7711" makes reference to
the request type of the transmitting ICS network address “1711" (Steps
S200 and S201) and identifies this as a virtual dedicated line
connection by referring the request identification "3"(Step S202), and
reads the receiving ICS network address “9922"(Step S203). Next, the
access control apparatus 210-1 adds a network control field to the ICS
user packet F10 in which the receiving ICS network address is set to
“9922" and the transmitting ICS network address is set to "7711F,
thus forming an ICS network packet Fll(Step S204: ICS encapsulation),
and sends this to the relay apparatus 220-1(Step S205). The relay
apparatus 200-1 which receives the ICS network packet Fll determines
the destination based on the receiving ICS network address of the ICS
network packet Fll, and sends an ICS network packet Fl12 to the relay
apparatus 220-2. The ICS network packet F12 is transferred to the
access control apparatus 210-5 via the relay apparatus 220-4 within
the VAN-3.

The access control apparatus 210-5 removes the network control
field from the ICS network packet F13 (ICS reverse encapsulation), and
sends the ICS network packet Fl4 from the logic terminal of the ICS



address. Further, the transmtting address range within the user control
field, and the address stored in the destination address are nade to be

| CS user addresses, each respectively being the sender ICS user address
and the receiver |ICS user address. Incidentally, there is no need to
followi ng the RFC791 or RFC1883 s??pulation for the ICS packet format in
carrying out the present invention; the present invention can be carried
out as long as the packet format is such that uses addresses of 32 bits or
128 bits in length. Geperally, I1CSs receives |ICS user packets stipul ated
by RFC7OetyprRrakgess A2t for thesiser Llegiarermumigat Léser4Grizz t he
I CS network by, converting.to_ I CS user packets w th, conversjon neans.

Enbodi merteR. ( BRLAN 280-2 % ﬁm#ﬁ%m &he P user
corporati

c ni cat|on): . 30
Atlrst EfoditRARETIFSIoN Canbe ade, o, the Sape |Say. a8 desquibed from the
LAN 200-2 to the LAN 200-1, and thus, interactive commmication is

available. Using the same method, ICS user packets can be transferred
from the LAN 200-1 of the corporation X to a LAN 200-3 of another
corporation Y.

Also, while the above description has been made with reference
to a case of one-on-one commmication, one-on-N camumication can also
be performed. For example, a plurality of ICS network addresses may
be set to the conversion table 213-1 of the access control apparatus
210-1 shown in FIG.20, as indicated by the transmitting ICS network
address 7712". In the present example, two ICS network addresses are
set, '6611" and “8822". The access conmtrol apparatus 210-1, upon
receiving the ICS user packet from the ICS logic terminal with an ICS
network address 7712", creates a first ICS network packet wherein a
network control f£ield set with ‘6611 for the receiving ICS network
address is added thereto, and a second ICS network packet wherein a
network control field set with “8822" for the receiving ICS network

- address is added thereto, these being sent to the relay apparatus 220-
1. Consequently, one-on-two communication can be performed.
Subseguently, oneecn4§<xmnmnication can be performed by transferring
each ICS network packet in the same ﬁanner as described above.



with reference to FIGs. 14 and 15, regarding basic communi cation wherein
the transfer destination within the ICSis determned fromthe receiver's
| CS user address, based on administration by a conversion table. In the
figures, 170-1, 170-2, 170-3 and 170-4 respectively denote gateways

provi ded within the LANs 100-1, 100-#4 100-3 and 100-4, and the |CS
packets can pass through these gateways 170-1 through 170- 4. First,
description will be made regardi ng comruni cati on between a term nal which

Syst om AdEOentrat ;.i. Rt h A & “%%ELAR"’?OS 2"of the Sams
corporation X Tha@ 13{ | S, 41.S co&im %at;l het % teﬁ m nal Lch has
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IS connecC
of packets using PVC, (5) one-on-N or N-on-one commmication using PVC,

and (6) N-on-N commmication using PVC. Incidentally, since the

present embodiment mainly discloses art regarding address conversion
between ICS network packets and AT networks, so any of the following
can be applied to the present embodiment: intra-corporation
cammication service and inter-corporation commmication service
described in Embodiment-1 and virtual dedicated line service described
in Embodiment-2.

(1) Supplementary explanation of ATM-related conventional art:

First, supplementary explanation will be made regarding ATM-
related conventional art to the extent that is necessary to describe
the present embodiment. With an ATM network, a plurality of non-fixed
logic channels which can flexibly deal with commmication speed and so

. forth can be set on a physical line, these logic channels being
referred to as VCs (Virtual Channel). There are two types of virtual
chamnels stipulated according to the way of setting, SVC (Switched
Virtual Channel) and PVC (Permanent Virtual Channel). The SVC
performs call setting of a virtual channel whenever necessary, and can
establish a logic line having the necessary speed for a necessary



to LAN 100-1 of a corporation X which has a uni que address system ADX, and
a termnal which is connected to LAN 100-3 of a corporation Y which has a
uni que address system ADY. That is, this is comunication between a

term nal which has an I CS user address "0012" on the LAN

31 100-1, and a term nal which s an | CS user address "1156" on the LAN
100-3. This comunication is typical of conmunication nade between

term nal s which have different address systenms within different
corporatiqns, fhe conmunication being made using an |ICS address system

whi ch can%litﬁ?% éﬂ-@embltmvﬂfg e{@igepenalirtegat £orr i s

referred to as jnter-cqQrporation conmunication_service (or inter-

cor por at | SRERIGAT10R; devices whishrare soapected die-the ATM networkcandi ng t he
present enbodi nent, the address format and so forth is determ ned as

descri bed R Wﬁagjﬁﬂﬁ Bséng e AEM petwezk)an £a1dr setting ofathebut
an exanpl ¢, and the present inventi Obny the ATM t which is att .

to initiate commmication, and the “signaling method” is standardized
in TTU-T regarding this method. An address for identifying the
destination ATM terxminal to which call setting is to be performed
(this address hereafter referred to as "ATM address®) is necessary for
call setting, and the ATM addresses are systematized so that each ATM
terminal has a unique ATM address within the ATM network, in order to
enable identification of the ATM terminals. There are the following
address systems: E.164 format stipulated in the ITU-T Recommendations
Q.2931, and the three types of NSAP method ATM addresses such as shown
in FIG. 23 following the ATM Forum UNI 3.1 Specifications. Now,
regarding ICS, which of the above ATM address systems is used is
decided by the specific construction of the ATM network, so
description of the present embodiment will proceed using the term "ATM
address”.
The PVC performs call setting in a semi-permanent manner, and

* can be considered to be a virtual line as viewed from the ATM terminal.
IDs for identifying virtual channels (hereafter referred to as
"virtual channel ID") are appropriated to established virtual channels
for both the VC and PVC. A virtual channel ID is comprised of the VPI
(Virtual Path Identifier) and the VCI (Virtual Channel Identifier) of
the cell header portion of the ATM cell format (63 bytes) shown in



Is by no neans limted to these. The ICS network address is represented by
a 4-digit nunber, and the sender |ICS user address and the receiver ICS
user address are both represented by a 4-digit nunber. O the sender ICS
user address and the receiver |ICS user address, addresses of which the
upper two digits are not "00" are uged as inter-corporation comunication
addresses, and these inter-corporation comrunication addresses are an only
value within the ICS 100. O the sender |ICS user address and the receiver

| CS user gfigraps, addresses of which the upper two digits are "00" are
used as intra-corporation conmunication addresses, and these

i1 - cor por at Lol Calcaf Al A %WF@H@(M e h
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addr essesqrdde tov 588d | dver ah"RiW MANCERS © ThiSC8ifferston is performed in

two steps: conversion to CPCS (Common Part Convergence Sublayer) shown
in FIG.25, and degradation of the CPCS frames to the ATM frames as
shown in FIG.26. Dividing a commmication packet into ATM cells
results in a plurality of the ATM cells in most circumstances, so the

series of ATM cells related to the since conmmication packet is
referred to as an ATM cell sequence. Reception of an ATM cell
sequence results in reverse conversion, which is performed in two
steps: assembling a CPCS frame fram the ATM cell sequence shown in
FI1G.26, and extracting and reproducing the commmication packet (ICS
network packet) from the CPCS frame shown in FIG.25. Conversion to
the CPCS frame and degradation/assembly of the ATM cells constitute
known art, which has been standardized following the ITU-T
Recommendations. Also, protocol headers within the CPCS frame user
information have been standardized in RFC1483 of IETF.

. (2) Description of components:

FIGs.27 and 28 focus on the ATM network 1042, in which the
internal construction of the conversion unit 1033-1 within the ATM
exchange 10133-1 and of the conversion unit 1033-2 within the ATM
exchange 10133-2 is described, and also the access control apparatus
1010-2 and 1010-1 are described in a simplified manner. Contents of



net wor k addresses, receiver |ICS network addresses, request identi-
fication, speed segnents and so forth. The request identification

regi stered to the conversion table 113-1 is such that, e.g., "1"
represents intra-corporation conmuni cation service, "2" represents

i nter-corporation comuni cation serviZce, and 3" represents virtual

dedi cated |ine connection. The speed segnent is the line speed that the
comuni cation fromthe |CS network address requires, including throughput

igP?ebara M %Fdﬁ%ﬁ? %ﬁ%ﬁf‘%ﬁs 2 oﬁ%ﬂ % A aarel? Sy % é"Bf LAN
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logic tergdissthe! 85vRES Fithin the access control apparatus are basically

the same in principle as the description given in Embodiment-1.

Appropriated to the access control apparatus 1010-5 shown in

FIG.27 are ICS network addresses "7711" and "7722", serving as
connection points (ICS logic terminals) for corporations X and A which
are the users of the ICS 905. Also appropriated to the access control
apparatus 1010-7 are ICS network addresses "7733" and "7744", serving
as connection points for corporations W and C, similarly. In FIG.28,
appropriated to the access control apparatus 1010-6 are ICS network
addresses "9922" and "9933", serving as connection points for corpora-
tions ¥ and B, and similarly appropriated to the access control
apparatus 1010-8 are ICS network addresses "9944" ahd "9955", serving
as connection points for corporations Z and D. Here, in the ATM
network embodiment, the corporations X, Y and so forth, which are

. given as examples of users, may be differing locations within a single
corporation which performs intra-corporation commmication, or may be
different corporations which perform inter-corporation commmication.

An interface unit 1133-5 is provided in the conversion unit

1033-5 within the ATM exchange 10133-5, this interface unit 1133-5
handling the processing of rectifying interfacing (physical layers,



control apparatus 110-1 to which the LAN 100-1 is connected, with the 1ICS
network address of the ICS logic termnal in this case being set as
"7711". The intra-corporation comruni cati on address of the

33 term nal connected to the LAN 100-1 from which the application was
made is set as "0012", and this iggised as the sender | CS user address.
The intra-corporation comruni cati on address used by the termnal of the
address is set as "2212", and this is used as the sender |ICS user address.

s I iy o |
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SVC, and a VC address conversion table 1433-5 for converting addresses

from ICS network addresses used by both SVC and PVC to virtual channel.
Also, the ATM exchange 10133-5 connects the ATM address administration
server 1633-5 serving as an information processing device for storing
the AT address conversion table with, in the case of using PVC, the
PVC address administration server 1733-5 serving as an information
processing device for storing the VC address conversion table, thereby
performing the information processing relating to address conversion.
The components making up the ATM exchange 10133-6 are the same as the
description given regarding the ATM exchange 10133-5. In FIGs.27 and
28, the access control apparatus 1010-5 and the access control
apparatus 1010-7 are connected to the ATM exchange 10133-5 via the
communication line 1810-5 and communication line 1810-~7, respectively,
aﬁd also, the access control apparatus 1010-6 and the access control
appézatus 1010-8 are connected to the ATM exchange 10133-6 via the

. comumication line 1810-6 and commmication line 1810-8, respectively.
An ATM address "3977" unique to the network is set to the conversion
unit 1033-5 within the AT exchange 10133-5, and an ATM address "3999"
unique to the network is set to the conversion unit 1033-6 within the
ATM exchange 10133-6. The ATM exchange 10133-5 and the ATM exchange
10133-6 are comnected via the ATM exchange 10133-7 in the present



corporation conmuni cation service that was applied for, and the above is
registered to the conversion table 113-1. The itens to be set for the
VAN-3 are as follows. Values necessary for reverse conmuni cation

(communi cation fromLAN 100-2 to LAN 1) are set to the conversion table of
the access control apparatus 110-5 connecting the LAN 100-2 from which
application was nmade. That is, daté9is set reverse to the transmtting ICS
network address and the receiving I CS network address, and at the sane
time, data,s,.set, reverse to the sender |ICS user address and the receiver

| CS user mﬁﬁhe | CS network address of the LAN 100-2 is set as

303l SRR BB LIE 1 TR S
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user packet sent from a temminal of a corporation X toward a terminal

of a corporation ¥, with reference to FIGs.27 and 28.
<<{Preparation>>

A receiving ICS network address indicating the destination of
the ICS network packet, a receiving ATM address for indicating the
other party for call setting of the virtual channel on the ATM network,
and chammel capabilities such as commmication speed requested by the
virtual channel, are registered in the ATM address conversion table
1533~5. Also, similar registration is made to the ATM address
conversion table 1533-6. In the embodiment, the values set in the ATM
address conversion table 1533-5 are as follows: "9922" which is the
ICS network address appropriated to the ICS logic terminal of the
access control apparatus 1010-6 is set as the commmication address of
the corporation Y, and the ATM address "3999" which is uniquely
appropriated to the conversion unit 1033-6 within the ATM network is

- registered as the receiving AT™M address. In the present embodiment, a

camunication speed of 64 Kbps is set as the channel capabilities.
The contents registered to the AT™ address conversion table 1533-5 are
also written to the ATM address administration server 1633-5.

The values set in the ATM address conversion table 1533-6 are as
follows: "7711" which is the ICS network address appropriated to the



val ue "1"

IS set as the request identification, indicating intra-

corporation conmuni cation services. The above is witten to the conversion

tabl e of the access control apparatus 110-5 and regi stered. <<QOperation of
i ntra-corporation conmunicati on>> Regar di ng communi cati on between a
term nal connected to LAN 100- 61 havi ng a sender |CS user address
"0012", and a termnal connect ed t0° LAN 100-2 and having a receiver ICS
user address "0034" t he sender "0012" sends an |ICS user packet to the
receiver hi packet has.s as th | CS user
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speed of 64 Kbps is set as the chamnel capabilities. The contents

registered to the ATM address conversion table 1533-6 are also written

to the ATM address administration server 1633-6.
{<Transferring ICS network packets from the access control apparatus>)

As described in Embodiment-1, the ICS user packets sent from a
terminal of the corporation X toward the temminal of the corporation ¥
connected to the access control apparatus 1010-6 via the access
control apparatus 1010-5 is encapsulated upon passing through the
access control apparatus 1010-5, and becames an ICS network packet Fl
having the transmitting ICS network address "7711" and the receiving
ICS network address "9922" as an ICS packet header. The ICS network
packet Fl is sent from the access control apparatus 1010-5 to the ATM
exchange 10133-5, and reaches the conversion unit 1033-5. The
following is a description thereof made with reference to FIG.3l.
<{Obtaining a virtual chamnel ID>)>

Once the conversion unit 1033-5 receives the ICS network packet
Fl(Step S1601), there is the need to request a virtual channel ID of
the SVC virtual channel determined by the relation of the transmitting
ICS network address "7711" and the receiving ICS network address



an intra-corporation comunication fromthe request identification

35 value "1" obtained at the sane tinme(Step S102). Then, the receiving
| CS network address "9922" corresponding to the sender |ICS user address
"0034" is obtained (Step S103) and is I CS-encapsulated (Step $S106). The

above procedures illustrated in a fggwchart are as shown in FIG 18, wth
the intra-corporation being flow (1) therein. The sender |ICS user address
may be used to specify a source of the | CS packet. The access
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the time of the receiving the ICS network packet, and cases in which

the virtual channel has not yet been established. In order to find
out whether or not the virtual channel has been established, the
processing device 1233-5 first searches whether or not a virtual
channel corresponding with the pair of a transmitting ICS network
address "7711" and a receiving ICS network address "9922" is
registered in the VC address conversion table 1433-5 (Step S1602), and
in the event that there is registration here, establishment of the
virtual chamnmel can be thus confirmed. That is, the fact that the
virtual channel corresponding with the pair of transmitting ICS
network address "7711" and receiving ICS network address "9922" is
"33" is obtained, and further, it can be found that this virtual
channel is camumicating based on the SVC, from the value "11%" of the
ctmnneltypeobtainedet'ﬂ:esanetim. In the event that there is no
such registration on the VC address conversion table 1433-5, the

- requested virtual channel is established with the latter-described
<{call setting)>>, and the virtual channel ID is obtained from the
information registered to the VC address conversion table 1433-5 at
that point (Step S1603).
<<Call setting>>

Regarding the above-mentioned case wherein "there is no regist-



the 1 CS network packet P4 and perforns | CS reverse encapsul ation, and
re-creates a user data packet P5 which is the sane as the | CS user packet
P1 fromthe network data field of the ICS packet, and sends it to the LAN
100-2. The ICS user packet is routed through the LAN 100- 2, and is
transferred to the term nal which has the I CS user address "0034".
<Preparation for inter-corporationfﬁ%nnunication>> As an exanpl e of
perform ng inter-corporation conmuni cati on the comunication between a
term nal whi,ch has an, | CS_user address "0012" _and is connected to a LAN
100 1 fomkzmg daredual; chammedx ID, parpesponding with a commmication path

tergqnal has an | CS_user address "1156" and i s connected to a
LAN 100 1?94‘%9& M@WﬁM| mﬁma MW s of

tcgﬁnléél\lelog 1 and A%I 100-,3 sgtezl}%/ t he ter to t he V,rbl\N each NI_S L and
VAN- 2, and nakeiogpl:ab(‘fet |1%33_ th,ee\{,?\N op_ﬁleator tggt\i/:ﬁgre is no vi
channel ID corresponding with the comumication path established yet,
it becomes necessary to perform the following call setting, to

establish a virtual channel within the ATM network camprising ICS 905.
An example of operation of the call setting will now be described.

The processing device 1233-5 of the conversion unit 1033-5, upon
making reference to the VC address conversion table 1433-5 and finding
that there is no registration of a virtual channel ID corresponding
with the pair of transmitting ICS network address "7711" and receiving
ICS network address "9922" (Step S1602), the processing device 1233-5
of the conversion unit 1033-5 refers to the VC address conversion
table 1533-5, finds the receiving ICS network address "9922"
registered in the VC address conversion table 1533-5 matching the
receiving ICS network address "9922", and obtains transmitting ATM
address "3999" corresponding thereto and chamnel capabilities "64K"
corresponding thereto, and so forth. The processing device 1233-5

- uses the obtained transmitting AT™M address "3999" to perform a reguest
for call setting to the ATM exchange 10133-5, and also requested at
this time is channel capabilities such as commmication speed of the
virtual channel simmltaneously obtained from the VC address conversion
table 1533-5 and so forth. The ATM exchange 10133-5, upon receiving
the call setting request, uses a signal method which is provided



operator sets the necessary itens in the conversion table of the access
control apparatus which is connected to the LAN 100-1 and LAN 100-3, in
accordance with the application. The itens to be set regarding VAN-1
are as follows. The ICS network address of the LAN 100-1 is nmade to be
"7711", the intra- corporation co  cation address held by the term nal
connected to the LAN 100-1 fromwhich there was application is nade to be
"0012", and this is made to be the sender ICS user address. The inter-
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to known technique, the value notified from the calling party ATM
exchange 10133-5(e.g., "33") and the value notified from the receiving
party ATM exchange 10133-3(e.g., "44") may not be the same value. At
the conversion unit 1033-5, the virtual channel ID "33" which is
notified from the ATM exchange 10133-5 is registered in the VC address
conversion table 1433-5 along with the transmitting ICS network
address "7711" and the receiving ICS network address "9922" (Step
S1607), and stores these on the VC address conversion table 1433-5
while the comnection of this virtual channel is established. When the
virtual channel connection is no longer necessary, the conversion unit
1033-5 requests call release of the virtual chammel to the ATM
exchange 10133-5, and at the same time deletes the registration
corresponding with virtual channel ID "33" on the VC address

- conversion table 1433-5. Registration to the VC address conversion
table 1433-6 in the conversion unit 1033-6 will be described later.
<< Packet transfer))

The processing device 1233-5 of the conversion unit 1033-5

converts the ICS network packet F1 received from the access control
apparatus 1010-5 into a CPCS frame shown in FIG.25 according to the



37 The itens to be set regarding VAN-2 are as follows. As a
conversion table for the access control apparatus 110-4 to which the LAN
100-3 is connected, a tenporary conversion table 114-2 which holds reverse
data for a certain tine, e.g., 24 hours, is set. That is, regarding the

| CS network address "8822" to which3d4 connected the LAN 100-3 which uses
the inter-corporation comrunication service, the follow ng are provided

wi thin the access control apparatus 110-4: a transmtting I CS network
address, a sender |CS user address, a receiver |CS user address, a

recei vi ngrinsatechpmmels d¥istak shanneiptP 133 "doAstaklished aceording, thai ch

I ncl udes a reqaest |dent|f|cat|on and so forth. <<Cperat|on of

i nter- co inte A¥bcedds as

addr ess 012" .se user acket. F1 wherein the sender ICS user
addr ess i sﬂf(g@fza‘gﬁ eEﬁlm nedgy ABY exhepgs 10133x7(gkep

"1156" as gs | CS user packet Fl is transferred to the access control
appar at us® ¥ via the user | ogi ¢ communi cations |ine 180-1. The

access con“ol %g{gaofa 'ﬁd ? 1 ref ers to the conversion

According to the above-described method, the ATM cell series S1
canprised of a plurality of cells obtained by converting the ICS
network packet Fl is transferred from the ATM exchange 10133-5 to the
relay ATM exchange 10133-5, and further is transferred to the AT
exchange 10133-6 as ATM cell series S2. The following is a
description thereof with reference to the flowchart in FIG.32.
<<{Operation following arrival of packet>)>

Once the ATM cell series S2 reaches the ATM exchange 10133-6
(Step S1610), this ATM cell series S2 is transferred from the ATM
exchange 10133-6 to the conversion unit 1033-6. At the conversion
unit 1033-6 as shown in FIG.26, the received ATM cells are assembled
into a CPCS frame, and further, as shown in FIG.25, an ICS network
packet is restored from the CPCS frame (Step S1611). In FIG.28, the
restored ICS network packet is shown as ICS network packet F2, but the

- contents thereof are identical to that of the ICS network packet Fl.
The ICS network packet F2 is transferred to an access control
apparatus determined by the receiving ICS network address "9922" in
the header thereof, i.e., to access control apparatus 1010-6 which has
an ICS logic terminal appropriated with ICS network address "9922"
(Step S1612).



table 113-1 fromthe originating ICS network address "7711" of the LAN
100-1(Steps S100 and S101) and the receiver |ICS user address "1156", and
knows that the request identification value is "2", i.e., this

conmuni cation is an inter-corporation conmunication(Step S102). The
receiving I CS network address corrf?ponding to the receiver |ICS user
address "1156" is known as "8822"(Step S104), and then the sender ICS user
address "0012" is converted into an inter-corporation

ﬁo- 12?;??%? %g?ﬁdg%ﬂ%r cﬁlt fﬁ’@l Ste Slolél))%% ]gﬁ?agce%gont [ o’ £ ar at us
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conmmuni Cca
appropriated at the time of call setting of the SVC virtual channel

are registered in the VC address conversion table 1433-6 (Step S1614),

and at this time, the transmitting ICS network address "7711" of the
ICS network packet F2 is written to the receiving ICS network address
of the VC address conversion table 1433-6, and the receiving ICS
network address "9922" is written to the transmitting ICS network
address of the VC address conversion table 1433-6, i.e., these are
written in reverse positions. However, if at the point of
registration an item already exists within the VC address conversion
table 1433-6 identical to that regarding which registration is being
attempted, no registration is made. The address conversion
information registered in the VC address conversion table 1433-6 is
stored on the VC address conversion table 1433-5 while the connection
of the virtual channel having a corresponding virtual channel (in this
example, virtual channel ID "44") is established (Step S1613).

« <<Reverse packet flow))

Now, description of the case of reverse flow of the ICS packet,
ji.e., flow from a corporation Y to a corporation X, will be made with
reference to FIGs.27 and 28, under the presumption that call setting
of the SVC virtual channel has been made according to the above
description. An ICS user packet sent out from the corporation Y to



the sender |1CS user address within the ICS user packet Fl1 is nade to be
the inter-corporation comruni cation address "2212" the sender and the
receiver performthe inter-corporation comunication using an

i nter-corporation conmunication address(Steps S102 and S104). In this

case, the access control apparatugg110-1 does not performthe process of
converting the sender ICS user address "2212" into the inter- corporation
comuni cati on address "2212", as such is not necessary. The above
procedures are illustrated ina f|0m1én£ in FIG 18. The sender |ICS user
addr ess rfie serpeation Ipisigonverted  tetoan §eS negwoskcpacket F3 havirgr el ay
apparatus 120-1 transfers the I CS network packet to the access control

appar at udhe: tranguithing F6S\notworly address SP992" eﬂi@aﬁaﬁmgvﬁﬁl n the
VAN-1, the inter-VAN gateway 130 and the rel ay paratus 120 3 within the
VAN- 2, baedwork adidress:ciyihy incthebeagan pogtten then will be
explalned with reference to FIG.19. The access control ap aratus 110-4

r ecei ves Hapeessing fqldowing jha fdowpshemmyin FlGedl asafesexibet abgyeris F5

fromthe network_data
performed by the processing device 1233-6 of the conversion unit 1033~

6 within the ATM exchange 10133-6.

In this case, the VC address conversion table 1433-5 in the
conversion unit 1033-6 has registered therein a virtual chamnel ID
"44" with a channel type "11" which means SVC, corresponding with the
transmitting ICS network address "9922" and receiving ICS network
address "7711", so the system operates following the f£low(l) shown in
FIG.31, thereby converting the ICS network packet F3 into a plurality
of ATM cells (ATM series S3) and transferring, with regard to the
virtual chamnel ID "44". The ICS network packet F3 is relayed and
transferred by the relay ATM exchange 10133-5, become ATM series S4
and reach the ATM exchange 10133-5, are received via the virtual
channel having virtual channel ID "33" in the conversion unit 1033-6
thereof, and restored into an ICS network packet F4 having identical
contents with the ICS network packet F3. In the conversion unit 1033-
5, the pair of fhe transmitting ICS network address "9922" and the
receiving ICS network address "7711" in the header of the ICS network
packet F4 is already registered in the WC address conversion table
1433-5 in reverse fashion, so registration to the VC address
conversion table is not performed, and the ICS network packet F4 is
transferred to the access control apparatus 1010-5.



39 field(Step S111: ICS reverse encapsul ation), and decides fromthe
receiving ICS network address the logic termnal for sending((1l) of Step
S112) and sends it to the LAN 100-3(Step S113). At the same tine, in the
event that the relation anong the transmtting I CS network address 8822",
t he sender | CS user address "1156", the receiver ICS wuser address "2212"
and the receiving | CS network adddss "7711" is not registered in the
conversion table within the access control apparatus 110-4, a value "2" of
the request identification, i.e., a designation of the inter-corporation
comuni cd<{Example saff applitaticrehoohalf-duplexr stromurtisdaltéodd- 2((2) of Step
S112). The registration contents of the tenporary conversion table 114-2
are updat ed adlhsr abave desquiptien dass bepnapade svitbnrefarentei tg cages ed i f
there is no usage thereof for 24 hours. The ICS user packet is routed

t hr ough twheredn an giCS: pagket | £s thransferrast firom: the earporatidmX kg the | CS

user address "1156". In a case that the colum of the sender |ICS user
addr ess igpnpesation &.siapd reversel from the sorporetipmy tonthe-conporationX,
and "inter-corporation” of the conversion table 113-1, e.g., in the case

t hat "1156th sndrebradkewithin Hhe G205 iaviingl beeny configerett ofi @8 AMer

address "1159" which is described at the address col um of user
network, being carried ocut with a single SVC virtual channel. For

example, applying this transfer and reverse transfer to a reguest
packet to a server terminal of the corporation Y to be connected to
the ICS from a client terminal of the corporation X to be connected to

- the ICS (transfer), and a response packet to this request packet from
the client terminal of the corporation X to server terminal of the
corporation Y {reverse transfer) results in an application example of
half-duplex communication in which one-way commmication is performed
at times, and both-way commmication is realized by switching the
comunication direction by time frames.
{<Example of application to full-duplex cammmication>)>

The virtual channel set on the AT™M network is capable of full-

duplex commumication, i.e., simaltaneous both-way comumication, due
to the AT™M stipulations. For example, applying the transfer and

* reverse transfer to request packets to a plurality of server terminals
of the corporation Y to be connected to the ICS from a plurality of
client temminals of the corporation X to be connected to the ICS
(transfer), and response packets to the request packets from the
plurality of client terminals of the corporation X to the plurality of
sexrver terminals of the corporation Y (reverse transfer) results in



control field of ICS user packet just after the ICS reverse encapsu-
| ation is processed. Then, the process in which the address of the user
control fieldis rewitten to "0023" is added to the process of the Step
S112(1). As described above, although the ICS user address "0023" for the
i ntra-corporation comrunication is38sed within LAN, the 1CS "1159" for the
corporations outside LAN. In another enbodi nents,
40 the values are not set in the tenporary conversion table. Further, in
anot her enbodi ment, the conversion table 113-1 does not include the
sender | eSyaghrencus itrapsfen ofopackets helweencthe ddent Gemisaladend dhe
(inter-coporation) and does not include the flow (2) in FIG 18, i.e.,
Step Sloseryer:terminadssisa simgdtaneens botb-way rcommynication dst condugted ed.
An effect of this enbodinent is that register nunber of the conversion
tabl e i sPothe singlke:§VEoviraad: chapnel feEvingas dbe comusticalion patdre are
many the sender |CS user addresses.
meking for an application example of full-duplex commumnication.
(4) Flow of packets using PVC
An embodiment wherein the network within the ICS 906 is
configured with an ATM network and PVC is applied as a commmication
path within the ATM network will be described with an example of an
ICS user packet sent from a texminal of a corporation W toward a
terminal of a corporation Z, with reference to FIGs.27 and 28.
<<{Preparation>>
A transmitting ICS network address, a receiving ICS address, the
virtual channel ID of the PVC fixed on the ATM network (indicating the
commmication path between the ATM exchange 10133-5 and the ATM
exchange 10133-6), and the channel type indicating that the virtual
channel ID is PVC, are registered in the VC address conversion table
1433-5. This registration is different from the case of SVC, in that
registration is made in the VC address conversion table 1433-5 at the
same time that the PVC virtual channel is set in the ATM exchanges
* (10133-5, 10133-7, 10133-6) serving as the commmication path, and is
saved in a fixed manner while the commmication path is necessary,
i.e., until the setting of the PVC virtual chammel is canceled. Also,
the registration is made to the VC address conversion table 1433-6 in
the same manner. Incidentally, the PVC virtual channel ID is

appropriated to the respective ATM exchanges at the time that PVC is



Enbodi ment-2 (Virtual dedicated line): Now, description of the
operation of virtual dedicated |ine connection according to the present
invention will be made with reference to FIG 20. Here, the virtual

dedi cated |ine connection refers to comunication wherein |ICS user
packets are transferred in a fixe&® manner to a receiving | CS network
address already registered in the conversion table, regardless of the ICS
user address within the user control field of the ICS user packet, in

FIG 20 ard LY obietea birdes, 2Ha s Snchaf ”hEN,mWf'n' FIGe 14 and 16,
Cabl e 1 - e abape i ABOHE T Bhabdlh SRbiRio tabi FARYS Yles
Lifﬁb?'k”%&&&%g?&# 4 f.§ G ko “UE RrafinttEld ofs'SERREK Halfend?
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regi stereh 027 is set as the comumication address of the corporation W, and

value "9944" which is the receiving ICS network address appropriated
to the ICS logic temminal of the access control apparatus 1010-8 is
set as the communication address of the corporation %. Further, the
PVC virtual channel ID "55™ which is appropriated to the ATM exchange
10133-5 is set as the virtual channel ID, and value "22" is set as the
c¢hannel type, indicating the PVC. Also, settings for registering to
the VC address conversion table 1433-5 are written to the PVC address
administration server 1733-5, and stored.

In the same way, similar settings are made in the VC address
conversion table 1433-6 in the conversion unit 1033-6 in the ATM
exchange 10133-6, with the trensmitting ICS network address and the
receiving ICS network address reversed. In this case, even if the
same PVC is being implied, the virtual chamnel ID may be of a
different value to the VC address conversion table 1433-5. When the

- registering to VC address conversion table 1433-6 in this instance,
this is also written to and stored in the PVC address administration
server 1733-6.

The values set in the VC address conversion table 1433-6 are as
follows: value "9944" which is the transmitting ICS network address
appropriated to the ICS logic terminal of the access control apparatus



Ignored if registered. Description will now be given regarding a case
In which a corporation X uses virtual dedicated |ine connection, and the
comuni cation i s conducted between LAN 200-1 of the corporation X which is
connected to the access control apparatus 210-1, and LAN 200- 2 of the
corporation X which is connectedébo the access control apparatus 210-5.
The conversion table 213-1 is shown in FIG 21. <<Preparation>> The
user applies to a VAN operator for virtual dedicated Iine connection. The
VAN operator deternmnes the |ICS network address "7711" of the ICS |ogic
terninal 4019+ isoRatcas dhe srmmupicatden addressc ofsthe morporabin &.uandi1o0- 1
for connecting the LAN 200-1 of the corporation X and the user logic
comuni caVebd 17738" mipich ignghe g HeS aetvaek adidresssappropiated
address "9922 of _the ICS logic _term nal at the connection point between

t he accesbocthe 165 4pgie diemninal ook they aceesr QonfEoL naprarRtngollly7 dfe
corporation X and the user | ogic_comunications |ine 240-2. Next, the VAN

oper at or FeErF Fhe cammmpcation addmas: pfi the operation Wi Furdhegecthe

control a ratus .210-1 of the following: the transmtting I CS network
addr ess " VG VITRRL Faaanel 4D 166" iy kS ARRSETiated o dbe AT

{YP€- 10133-6 is set as the virtual channel ID, and value 22" is set as the
channel type, indicating PVC.
{Transferring ICS network packets from access control apparatus)>)>
The ICS user packet sent toward the termminal of the corporation
Z connected to the access control apparatus 1010-5 via the access
control apparatus 1010-7 is ICS-encapsulated upon passing through the
access control apparatus 1010-7, and becames an ICS network packet F5
having the transmitting ICS network address "7733" and the receiving
ICS network address "9944" as an ICS packet header. The ICS network
packet F5 is sent from the access control apparatus 1010-7 to the ATM
exchange 10133-5, and reaches the conversion unit 1033-5 via the
interface unit 1133-5.
{<Obtaining a virtual channel ID>)>
The processing device 1233-5 refers to the VC address conversion
- table 1433-5 using the transmitting ICS network address "7733" and the
receiving ICS network address "9944" in the header of the received ICS
network packet F5, and obtains the fact that the virtual channel ID
identifying the virtual channel set between the conversion units 1033-
5 and 1033-6 inside the ATM exchange 10133-6 connected to the access
control apparatus 1010-8 with the ICS logic terminal provided with a



[llustrated in FIG 20 is an exanpl e wherein the request type "3" has been
made to serve as the virtual dedicated |ine connection. Simlarly, the VAN
operator performs setting to the conversion table of the access control
apparatus 210-5 of the following: the transmtting ICS network address
"9922", the receiving ICS network address "7711" and

42 the request type. <<Pr ocedur e&b> The operation will be
explained with reference to FIG 22. The LAN 200-1 of the corporation X
sends a user packet F10 to the 1CS 200 via the user |ogic communication
line 240.1’51%3&99:: S nefwork addmans 298442118 156 cAthtke same dne; Hid a8
user packet F10 fromthe |l ogic term nal of the |ICS network address "7711"
makes re]lft@ éég’é@dt 5ua H’é‘eré’ﬁﬁg‘ﬁl%gnﬁl 15 &G afsem tthenyales 122" wofkthe

address "7711" _(Steps ..S200_and S201) and identifies this as a virtual
dedi cat edHarRel ehtadredy referring the request identification "3"(Step

5202), andmransfer of packetsy>

The processing device 1233-5 converts the ICS network packet F5
received from the access control apparatus 1010-7 into an ATM cell
series, and transfers this to the AT exchange 10133-7, with regard to
the PVC virtual channel "55" obtained as described above. The method
of ATM cell conversion is the same as that described above in the
embodiment of SVC. The above processing procedures of the conversion
unit 1033-5 are as shown in FIG.31, and PWC always follows the flow
(1).

{KTransfer of ATM cells)>)

The ATM cell series S1 comprised of a plurality of cells
obtained by converting the ICS network packet Fl is transferred from
the ATM exchange 10133-5 to the relay ATM exchange 10133-7, and
further is transferred to the ATM exchange 10133-6 as ATM cell series
S2. This operation is the same as with SVC.
<<Operation following arrival of packet)>

- Once the ATM cell series S2 reaches the ATM exchange 10133-6,
this ATM cell series S2 is transferred from the ATM exchange 10133-6
to the conversion unit 1033-6 within the ATM exchange 10133-6. The
conversion unit 1033-6 assembles the received ATM cells into a CPCS
frame, which is the same as with SVC. In FIG.28, the restored ICS
network packet is shown as an ICS network packet F6, but the contents



reads the receiving ICS network address "9922"(Step S203). Next, the access
control apparatus 210-1 adds a network control field to the ICS wuser
packet F10 in which the receiving ICS network address is set to "9922"
and the transmtting ICS network address is set to "7711", thus form ng an
| CS network packet Fl1(Step S204: | g8 encapsul ation), and sends this to
the relay apparatus 220-1(Step S205). The relay apparatus 200-1 which
receives the I CS network packet F11 determi nes the destination based on
the receiving I CS network address of the ICS network packet F11, and sends
an | CS netheserfparaecidenticad thdhatl off the FASanetwad0 packah &£8.CTne IS k
packet F12 is transferred to the access control apparatus 210-5 via the
rel ay apfetaonk packet F6t Asntransfevnedsto an accese condzol appawmatiisappar at us
210-5 renoves the network control field fromthe ICS network packet F13
(1 CS revelatermined oy dheompretinag ICHdretwark eddnessv09R44% cleethel headaim t he
logic termnal of the ICS 43 net wor k
addr ess "Omreof; oli®e docareess aobrohi deNiamdOLOmR wiighohas an ICS logic
terminal appropriated with ICS network address "9944" . The above
processing procedures of the conversion unit 1033-6 are as shown in
FIG.32, and PVC always follows the flow (1).
{{Reverse packet f£lowd>>
Next, description of the case of reverse flow of the ICS packet,
i.e., flow from the corporation Z to the corporation W, will be made
with reference to FIGs.27 and 28, in the same manmer as above. An ICS
user packet sent out from the corporation Z to the corporation W is
ICS-encapsulated into an ICS network packet F7 having the
transmitting ICS network address "9944" and the receiving ICS network
address "7733" in the header portion thereof, and the processing
following the flow shown in FIG.31 as described above is performed by
the processing device 1233-6 of the conversion unit 1033-6 within the
AT™ exchange 10133-6. In this case, the VC address conversion table
1433-6 in the conversion unit 1033-6 has registered therein a virtual
° channel ID "66" corresponding with a transmitting ICS network address
"9944" and a receiving ICS network address "7733", so the system
converts the ICS network packet F7 into a plurality of ATM cell series
and transfers, with regard to the virtual channel ID "66".
The ATM cell series transferred through the ATM network reach

the converting wnit 1033-5 of the ATM exchange 10133-5, are received



Then, the LAN 200-2 of the corporation X receives the |ICS user packet F14.
Transm ssion can be nade in the sane say as described fromthe LAN 200-2
to the LAN 200-1, and thus, interactive communication is available. Using
the sane nethod, ICS user packets can be transferred fromthe LAN 200-1 of
the corporation X to a LAN 200-3 of dhdt her corporation Y. Al so,

whi | e the above description has been made with reference to a case of
one-on-one comuni cati on one-on-N conmuni cati on can also be perforned. For
exanple, a plurality of I CS network addresses may _be set t.o the conversion
t abl e 213Viacthe jerivad schamnel, baving yatusl ¢hamnelsEBWBE™ fnd pastoxed
indicated by the transmtting |CS network address "7712". In_the present
exanpl e, F-E%W@B%ﬂﬁmmgs?%ﬂ@mt idenfrical geptendsowiththe I€8ess

control apparatus_210-1, upon receiVi gggt he | CS user packet fromthe ICS
| ogi c terﬁﬁ'ﬁm’ﬁwmﬁnf’?cs%qﬁ?% KiDa §Be caenversion unite 1083-3, rthespaicof
net work packet wherein a _network control field set with "6611" for_the

r ecei vi ng thestrastiting JF e petwork RAdress, ¢9944" sadathe spceiving %SSwor k

packet wherein a network control field set with "8822" for the receiving
| CS net V\opﬁ%ﬁ’aﬁ@q&?sadﬁw t A8y ERe headeT o cthe) ICS petwprk, packet F4 is

Subacquen PSS AREE I hitba: PO AURSBCORTABL LR 14d3rrifing each
G5 net o KBRS Fadh] oh “and Thedrmation $hat > fhe XATtial & ID "55" as
to this transmitting/receiving address pair is channel type "22" is
obtained, so registration to the VC address conversion table is not
performed, and the ICS network packet F8 is transferred to the access
control apparatus 1010-7.
<<Example of application to half-duplex commmication))

The above description has been made with reference to an
embodiment of transferring an ICS packet using PVC with a network
within ICS 905 having been configured of an ATM network, but the
difference between the PVC and the SVC is whether the wvirtual channel
is fixed or called and set as necessary, so there is no difference in
the operation itself of transferring packets over the set virtual
channel. Accordingly, regarding the ICS according to the present

- invention, an example of application to half-duplex commmication
using an ATM network PVC virtual channel is the same as an example of
application to half-duplex cammmication using a SVC network PVC
virtual channel.
<<Example of application to full-duplex commmication>>

The example of application of PVC full-duplex commmication is



44 Enbodi ment - 3 (Enbodi nent using an ATM net worK) : An enbodi nent

wi Il be described wherein the network inside the 1CS according to the
present invention is configured using an ATM network. The present

enbodi nent will be described in the following order: (1) supplenentary
expl anati on of ATMrel ated conventienal art, (2) description, of
conponents, (3) flow of packets using SVC, (4) flow of packets using PVC,
(5) one-on-N or N-on-one contmunication using PVC, and (6) N-on-N

conmmruni cation using PVC. Incidentally, since the present enbodi nent mainly
di scl osesequdivaleghr tid ridhen éxample cafh appdicatidme bfefnl 1-deplexvwemimyndcation and

ATM networ ks, so any of the following can be applied to the present
enbodi nentn SVELr duectpdihet seme reasamnasathe rexseple cof application diopbadf+ on
comuni cation service described in Enbodinent-1 and virtual dedicated |ine

servi ce odplaxcomuEmigatiion.rent-2. (1) Suppl ementary expl anation of
ATMrel ated conventi onal art:
(5) One-on-N or N~on-one commmication using PVC

In the above example, an embodiment was described wherein one
virtual chamnel was described as a coomunication path connecting one
corporation (location) with one corporation (location), i.e., a
comunication path connecting one ICS logic terminal with one ICS
logic terminal, but one PVC virtual channel can be used as a
comunication path comnecting one ICS logic terminal with a plurality
of ICS logic temminals. Such One-on-N or N-on-one commmication will
be described with reference to FIGs.33 and 34.
<<{Description of components>>

In FIGs.33 and 34, regarding the access control apparatus 1010-
10, the corporation X is connected to an ATM exchange 10133-10 with an
ICS logic terminal within the access control apparatus 1010-10
provided with the ICS network address "7711". With the parties to be
reached from the corporation X as the corporations A through D, the
corporation A is connected to an ICS logic terminal within the access

- control apparatus 1010-20 provided with the ICS network address "9922",
and the corporation B is comnected to an ICS logic terminal within the
access control apparatus 1010-20 provided with the ICS network address
"g9923". In the same manner, the corporation C is connected to an ICS
logic terminal within the access control apparatus 1010-40 provided
with the ICS network address "9944", and the corporation D is



First, supplenentary explanation will be nmade regarding ATM rel ated
conventional art to the extent that is necessary to describe the present
enbodi ment. Wth an ATM network, a plurality of non-fixed |ogic channels
which can flexibly deal with conmunication speed and so forth can be set
on a physical line, these logic channels being referred to as VCs (Virtual
Channel ). There are two types of vgstual channels stipulated according to
the way of setting, SVC (Switched Virtual Channel) and PVC (Permanent
Virtual Channel). The SVC perforns call setting of a virtual channel
whenever gmmestadyto an I€8nlogie digrminal widdiin aaeessneentmol, appesaiys
speed for a necessar 45 duration with
an ar bi t rkg NPF@V%&Q%W#—E the @ network addresamiRa5Sie i Thedaore’s which
are connect ed to t he ATM net wor k and Eerform conmruni cation using the ATM

net wor k) .CagHmols appavRiuses hE102¢ andi 18HrAkprescepnectefeto tiha REMATM

termnal which is attenpting_ to initiate conmunication, and the "signaling
met hod" i&xchangea10133-#0, and the ATM exchanges 10133-10 and 10133-20 are

connected via a relay network.
<<{Preparation>> '
With regard to the AT exchanges 10133-10 and ATM 10133-20, a
single PVC virtual chammel comnecting the conversion unit 1033-10
within the ATM exchange 10133-10 and the conversion unit 1033-20
within the ATM exchange 10133-20, setting "33" as the virtual chamnel
ID provided to the conversion unit 1033-10 of the virtual channel, and
"44" as the virtual channel ID provided to the conversion unit 1033-20
of the virtual chammel. Registration such as shown in FIGs.33 and 34
is performed regarding the VC address conversion table 1433-1 within
the conversion unit 1033-10 and the VC address conversion table 1433-
20 within the conversion unit 1033-20.
<<Packet flow for one-on—i\l commmication>>
The flow of packets for one-on-N commmication will be described
concerning packets sent from the corporation X to each of the corpo-

- rations A through D. An ICS network packet sent from the corporation
X toward the corporation A, having a transmitting ICS network address
"7711" and a receiving network address "9922", is transferred to the
PVC virtual channel with a virtual chamnel ID "33", by means of making
reference to the VC address conversion table 1433-20 in the conversion
unit 1033-10. An ICS network packet sent from the corporation X



in ITUT regarding this nmethod. An address for identifying the destination
ATMtermnal to which call setting is to be perforned (this address
hereafter referred to as "ATM address"”) is necessary for call setting, and
the ATM addresses are systemati zed so that each ATM term nal has a uni que
ATM address within the ATM network6 in order to enable identification of
the ATMterm nals. There are the foFI ow ng address systens: E. 164 fornmat
stipulated in the I TUT REcomrendations Q 2931, and the three types of
NSAP net hod ATM addresses such_as shown in FIG 23 follow ng the ATM Forum
UNI 3.1 Spe@ad dhei epeporgidon B, having aghransmititing IG8 setwerk addmesge ATM

address systenms is used is decided by the specific construction of the ATM
net wor k, S671les8d gt repeiyingnrebrarke addeass 199330 - wis 1algootsansierned tae
term"ATM_ address". The PVC performs_call setting in a

seni - per kR HVCrHAFERAL ghanoed wih & vdrguat chapngd D Vi walAn IRS as
viewed fromthe ATMtermnal. .I1Ds for identifying virtual channels

( her eaf t Rl pegkel sant Cromthe corperatienpX t dgeo pereeEatica C.

established virtual channels _for both the VC and PVC. A virtual channel 1D
i s conpriRAGNRG & wpftf(lm {62 nPAork) §8dress or/flananthe vereivwing yal
dentifie

il ahrSts 195245 and S YosPRbtwadk Packst sent foom tha o (0
corporation X toward the corporation D, having a transmitting ICS
network address *7711" and a receiving network address "9955" are
transferred to the PVC virtual channel with a virtual channel ID *33"
in the same manner. This indicates that one-on-N (corporation X to
corporations A through D) cammmication is being performed while
sharing a single PVC virtual channel. Reverse packet flow, i.e.,
transfer from the corporations A through D to the corporation X, will
be described in the next section.
<{Packet flow for N-oh-one communication>>

The flow of packets for N-on-~one commmication will be described
concerning packets sent to the corporation X from each of the
corporations A through D. An ICS network packet sent toward the
corporation X from the corporation A, having a transmitting ICS
network address *9922" and a receiving network address "7711%, is
transferred to the PVC virtual channel with a virtual channel ID "44",
by means of making reference to the VC address conversion table 1433-
20 in the conversion unit 1033-20. An ICS network packet sent toward
the corporation X from the corporation B, having a transmitting ICS
network address "9933" and a receiving network address "7711", is also



46 FI G 24. I nformati on communi cation within the ATM network is
performed in information units of the ATMcell format shown in FIG 24, so
there is the necessity to convert the ICS network packets into the ATM
cells in order to send over an ATM network. This conversion is perforned
in two steps: conversion to CPCS (Conmon Part Convergence Subl ayer) shown
in FI G 25, and degradation of the CS frames to the ATM frames as shown
in FIG 26. Dividing a conmunication packet into ATMcells results in a
plurality of the ATMcells in nost circunstances, so the series of ATM
cel | s reltnansfenred o ithec PYC vilrtiuadt channeic mithi 8 virtual r ehiarinela IDa R4 45TM
cell sequence. Reception of an ATMcell sequence results in reverse

conver si dW I&Ri patwarly packehesent toward sthey corporaiinn ¥ frotrd® fooape-f rom
the ATM cel | sequence shown in FIG 26, and extracting and reproducing the

comuni c aEatdenpGe Keavingcs tﬁammﬁtlpch@)Dth'”% agidoan in
FI G 25. Conversion to
receiving network address "7711", and An ICS network packet sent

toward the corporation X from the corporation D, having a transmitting
ICS network address "9955" and a receiving network address "7711" are
transferred to the PVC virtual channel with a virtual channel ID "44"
in the same manner. This indicates that N-on-one (corporations A
through D to corporation X) cammmication is being performed while
sharing a single PVC virtual channel.
{6) N-on-N commmication using PVC
| Using the same method as one-on-N commumication, one PVC virtual
channel can be used as a commmication path connecting a plurality of
ICS logic terminals with a plurality of ICS logic terminals. Such N-
on-N comumication will be described with reference to FIGs.35 and 36.
<{<Description of caomponents)>)>
The corporation X has ICS logic terminal address "7711" of the

access control apparatus 1010-11 as the contact point thereof, the
corporation Y has ICS logic terminal address "7722" of the access

- control apparatus 1010-11 as the contact point thereof, and the access
control apparatus 1010-11 is connected to the ATM exchange 10133-11.
With the other party which the corporation X or corporation Y is
attempting to reach as the corporation A or corporation C. The
corporation A has ICS logic temminal address "9922" of the access
control apparatus 1010-21 as the contact point thereof, the corpo-



the CPC franme and degradati on/assenbly of the ATMcells constitute known
art, which has been standardi zed following the I TU-T REcomendati ons.

Al so, protocol headers within the CPCS frame user infornmation have been
standardi zed in RFC1483 of I ETF. (2) Description of conponents:

FI Gs. 27 and 28 focus on the ATM network 1042, in which the internal
construction of the conversion unit 1033-1 within the ATM exchange 10133-1
and of the conversion unit 1033-28%i thin the ATM exchange 10133-2 is
descri bed, and also the access control apparatus 1010-2 and 1010-1 are

descri bedration ¥ihgs iTI0Se doghmresrmitaht addresst "9944" of the access control
47 an ATM address conversion table 1533-5 and a VC address conversion

t abl e 143praratsssHilir4ilnas| the? Conkiadt qpuitnn thendofan THe/ axbéssssontrol
conversion table 1533-6 and a VC address conversion table 1433-6 are shown
i n FI G 3@pparatuses rlddon] cand di01dnd, arenacomected|to chef ATMrestdhangef t he
access control apparatus and the operation of the processing device within
t he accesk133nRi el anthiheadTM exchapgesci013d-11 and 10133-21 are connected
via a relay network.
<<{Preparation>)>
With regard to the ATM exchanges 10133-11 and 10133-21, a single
PVC virtual channel connects the conversion unit 1033-11 within the
AT exchange 10133-11 and the conversion unit 1033-21 within the ATM
exchange 10133-21, setting "33" as the virtual channel ID provided to
the conversion unit 1033-11 of the virtual channel, and "44" as the
virtual channel ID provided to the conversion unit 1033-21 of the
virtual channel. Registration such as shown in FIGs.35 and 36 is
performed regarding the VC address conversion table 1433-11 within the
conversion unit 1033-11 and the W address conversion table 1433-21
within the conversion unit 1033-21.
<{<Packet flow for N-on-N commmication>)
The flow of packets for N-on-N cammmication will first be
described concerning packets sent from the corporation X to each of
* the corporations A and C. An ICS network packet sent from the
corporation X toward the corporation A, having a transmitting ICS
network address "7711" and a receiving network address "9922", is
transferred to the PVC virtual chamnel with a virtual channel ID "33",
by means of making reference to the VC address conversion table 1433-

11 in the conversion unit 1033-1. An ICS network packet sent f£rom the



the same in principle as the description given in Enbodinent-1.
Appropriated to the access control apparatus 1010-5 shown in FIG 27 are

| CS network addresses "7711" and "7722", serving as connection points (ICS
|l ogic termnals) for corporations X and A which are the users of the ICS
905. Also appropriated to the access control apparatus 1010-7 are ICS
networ k addresses "7733" and "7744":4Serving as connection points for

. corporations Wand C, simlarly. In FIG 28, appropriated to the access
control apparatus 1010-6 are ICS network addresses "9922" and "9933",

servi ng esrpmratdon Enteeand theocoxrponatien Cj ilkavind antkrehsmdnding mdsarly
appropriated to the access control apparatus 1010-8 are | CS network

addr essepetweikl addirdss FUFAL" andva mpcedving mestworknaddresss "P844 ¢ prizp@dsoons
Z and D. Here, in the ATM network enbodi nent, the corporations X, Y and so

forth, whransfemedgtoecthe PVexwiptusl ahansel swithhg Wirthdlf ehangel Amati3afs
within a single corporation which perforns intra-corporation

communi cNekbn the filoy of patkbtsrwhll ber desariled cohceiningr packets sent
i nter-corporation comuni cati on. An interface unit 1133-5 is provided

i n the ctnomriieconporatikgs Y- soweadh oft the Addtmoriathges ) EAS- 6, A ICS

interface unit 1133-5 handling the processing of rectifying interfacing

(physi canetwyde packet sent from the corporation Y toward the coxrporation A,
having a transmitting ICS network address "7722" and a receiving
network address "9922", is transferred to the PVC virtual chamnel with
a virtual channel ID "33", by means of msking reference to the VC
address conversion table 1433-11 in the conversion unit 1033-11. 2n
ICS network packet sent from the corporation Y toward the corporation
C, having a transmitting ICS network address "7722" and a receiving
network address "9944", is also transferred to the PVC virtual channel
with a virtual channel ID "33".

Next, reverse packet flow will be described concerning packets
sent to each of the corporations X and Y from the corporation A. An
ICS network packet sent toward the corporation X from the corporation
A, bhaving a transmitting ICS network address "9922" and a receiving
network address "7711", is transferred to the PVC virtual channel with
* a virtual chanmel ID "44", by means of making reference to the VC

address conversion table 1433-21 in the conversion unit 1033-2. 2An
ICS network packet sent toward the corporation Y from the corporation
A, having a transmitting ICS network address *9922" and a receiving
network address "7722", is also transferred to the PVC virtual channel

with a virtual channel ID "44", by means of meking reference to the VC



48 data link | ayer protocol) of the comunication |ines connecting the
access control apparatus 1010-5 and the ATM exchange 10133-5. The
conversion unit 1033-5 is conprised of a processing device 1233-5, and

al so an ATM address conversion table_1533-5 for call setting with the SVC,
and a VC address conversion table 1438-5 for converting addresses fromICS
net wor k addresses used by both SVC and PVC to virtual channel. Also, the
ATM exchange 10133-5 connects the ATM address administration server 1633-5

Serving agadfresn iR g%ﬂﬁ%sﬂ:ﬁg deyi@e %’gvéf%dd"&}# d’ﬁe?sa% &8

conversion table wt In ase o usi ng PV

adm ni st rigdih@%S Jsé%% Powsid/ the %ﬁlﬁ)ﬁrﬁf&&m&rm%t Qi ce

for storing the VC address conver si on ereby perf

I nf or mat | 19RriRigd A EAri" | IE5 iR tReek SadirelsY 2994 N andTae:é&HMﬁgnt s
maki ng up the "ATM exchange 10133-6 are the sane as the descriptioh given

regar di NondRgrk! bbavesinrgg110135 Etrahﬁf&:@d 46 thd pAS vitPGa P ifRPet AP

apparatus 1010-5 and the access control apparatus 1010-7 are connected
to the ATAerat@noshaddhei3Th via4" ! hBn ICS network packet sent toward the

corporation Y from the corporation C, having a transmitting ICS

network address "9944" and a receiving network address "7722", is also

- transferred to the PVC virtual channel with a virtual channel ID "44".
Thus, N-on-N communication is performed while sharing a single PVC
virtual channel.

FEmbodiment-4 (Embodiment using an FR network):

An embodiment will be described wherein the network inside the
ICS according to the present invention is configured using an FR
network. The present embodiment will be described in the following
order: (1) supplementary explanation of FR-related conventional art,
(2) description of components, (3) flow of packets using SVC, (4) flow
of packets using PVC, (5) one-on-N or N-on-one cammmication using PVC,
and (6) N-on-N camumication using PVC. With the present embodiment,
two types of methods using SVC or PVC may be used separately, or these
may be used in conjunction. Description will be given regarding each
of the cases of using SVC and PVC. Also, intra-corporation |
commmnication service and inter-corporation commumication service
described in Embodiment-1, and virtual dedicated line service
described in Embodiment-2, can both be realized with the access



communi cation |ine 1810-5 and conmuni cation |ine 1810-7, respectively, and
al so, the access control apparatus 1010-6 and the access control apparatus
1010-8 are connected to the ATM exchange 10133-6 via the comrunication

| ine 1810-6 and commrunication |ine 1810-8, respectively. An ATM address
"3977" unique to the network is set tgithe conversion wunit 1033-5 within

t he ATM exchange 10133-5, and an ATM address "3999" unique to the network
is set to the conversion unit 1033-6 within the ATM exchange 10133-6. The

ATM exchan 133-5_and the M e cﬁggge 10%?3-6 a&e conne%}ed vja the
ATM exch jg EPF‘t?Fé"’rF@ESnf 80 1s Do yg
enbodi nment f packets usi SVC odi nt wherein SVC
S appllgﬁegs ggpﬁﬁﬂw ﬁFﬁBPﬁgb be descri bed
with an n_L user . packet naI of a

cor por at %WM %r EP&B&M&B Flé?cﬁro{%aY oy HR T, Prepgnt

FI Gs. 27 ,@ESB@Mcationsemcesmllbedescnbedmtegrally.

(1) Supplementary explanation of FR-related conventional art:
First, supplementary explanation will be made regarding FR-

related conventional art to the extent that is necessary to describe
the present emxbodiment.

A frame relay consists of using coommmication information units
called packets with variable lengths to perform communication and to
specify the commmication path for each packet. This is a
conventional art which has been standardized in the ITU.TI.233
Recammendations and so forth which have realized accumilated exchange
of packets within a circuit network, and also logic multiplexing (a
technique for multiplexing a single physical line into a plurality of
logic lines). The service using the above technique is referred to as
Frame Mode Bearer Service (hereafter referred to as "FMBS"), and
stipulated for FMBS are: the Frame Switch Bearer Service (hereafter
referred to as "FSBS") wherein the other party to which connection is

. to be made is selected (SVC); and the Frame Relay Bearer Service
(hereafter referred to as "FRBS") wherein the other party to which
connection is to be made is fixed (FVC). The teﬁn "Frame Relay™
generally only indicates FRBS ("Frame Relay”" in the narrow sense) at
times, but with the present invention, "Frame Relay” is used as a temm
indicating all FMBS including FSBS and FRBS. In the event that only



A receiving I CS network address indicating the destination of the ICS

net wor k packet, a receiving ATM address for indicating the other party for
call setting of the virtual channel on the ATM network, and channel
capabilities such as conmuni cati on speed requested by the virtual channel,
are registered in the ATM address cgnversion table 1533-5. Also, simlar
registration is made to the ATM addféss conversion table 1533-6. In the
enbodi nent the val ues set in the ATM address conversion table 1533-5 are

??:Sf IOlolgloc ermn 2%:[ ofbﬁ%: ccegs conlat#aéﬁ%g nss% %%égt%%e
%mn: g%g‘&% y épproprl a dg{’&ag ﬁ&ehggnv sion unlfg%?%gésﬁ%ﬁl% th
emboar moarergited TR, BEEH Hsohe SrAGH RE AV VLS vl ch%‘%éﬁigﬂt
igggbgl :are %&% t%athﬁe&:%ilﬁ;(agidress&ﬁ?A m ni sgdg% server gsgagl °
;I't;sl\{'al \?\Eﬁfﬁf%%d Iﬁ?eglgcgﬁnet mpééﬁ%?ess ap%?%épd?l ated t?‘?m wifd 8%

called "FR packets" in order to distinguish these from ICS packets.
As described earlier, with an FR network, a plurality of logic
lines can be set on a physical line, theselogiclinesbeingrefemed
to as logic channels. Identifiers appropriated to FR terminals
connecting to both ends of the logic chamnels {an overall reference to

commnication equipment connected to the FR network and commmicating
using the FR network) in order to identify the logic channels are
called Data Link Connection Identifiers (hereafter referred to as
"DICI"). SVC and PVC are stipulated to logic channels, depending on
the way of setting. SVC performs call setting of the logic channel
when necessary, and is capable of obtaining a logic line with any FR
termminal for a necessary Guration, at a necessary speed. Call setting
of the logic channel is performed by the FR terminal attempting to
initiate commmication, the method thereof being standardized in ITU-T.
. Call setting requires an address for identifying the FR terminal of
the other party to which the call is to be set (hereafter referred to
as "FR address"), the FR addresses being systematized so as to be
unique in the FR network, thereby enabling identification of each FR
termminal. PVC is for fixedly setting a call setting to the FR
exchange, and can be viewed as a virtual dedicated line from the point



50 ICS logic term nal of the access control apparatus 1010-5 is set as

t he communi cati on address of the corporation X, and the ATM address "3977"
which is uniquely appropriated in the ATM network to the conversion unit
1033-5 within the ATM exchange 10133-5 to which the access control
apparatus 1010-5 is connected is regjstered as the receiving ATM address.
In the present enbodi nent, a commurficati on speed of 64 Kbps is set as the
channel capabilities. The contents registered to the ATM address

conver si 8’% %‘glﬁi% re also witten to the ATM address adm nistration
server 1633-0: 1 tring ICS network packets fromthe access control

from a & or ni Reoeptiod ¥l bfenl kol S0 tishnel oC iricte) 265 flenaag™
ochos AR RS e 't Raee For M OSVERRR RS et A5 1 e
having tE EFendRRtuAk.an o bapeolp s SRERS 18 e ae EhiTHC BEE Charion
network afdifgSer Slcket 35adtbds BoPRESE sHMRRAIEh FIES7. CRlleb AL three
formats stipulated for the FR packet address portion, FIG.37 showing
the 2-byte format which is one of these. Logic channel capabilities
(channel capabilities) of the FR network include: Committed
Information Rate (hereafter referred to as *CIR") which is the

information transfer speed guaranteed at a normal state (a state
wherein there is no congestion) of the FR network.

There is the necessity to convert ICS network packets into FR
packets in order to send such communication packets over an FR network,
as shown in FIG.38. Reception of an FR packet results in reverse
conversion, consisting of extracting and reproducing the commmication
packet (ICS network packet) from the FR packet as shown in FIG.38.
Conversion of this FR packet has been standardized following the ITU-T
Recommendations. Also, protocol headers within the FR packet user
information have been standardized in RFC1490 of IETF.

. (2) Description of components:

FIGs.39 and 40 show a forth embodiment of the present invention.
In the present embodiment, the internal configuration of the access
control apparatus and the operation of the processing device within
the access control apparatusarebasica]lythesameinprixmiﬁleas
the description given in Embodiment-1.



packet F1 is sent fromthe access control apparatus 1010-5 to the ATM
exchange 10133-5, and reaches the conversion unit 1033-5. The following is
a description thereof made with reference to FIG 31. <<Obtaining a virtual
channel |D>> Once the conversion unit 1033-5 receives the I CS network
packet F1(Step S1601), the 1is thm need to request a virtual channel 1D of
the SVC virtual channel determ ned by the relation of the transmtting |ICS
network address "7711" and the receiving I CS network address

Fecei ved pack APPFOPFIRIG ERTHhe BRSO SPDRRATIG 10408 (4h Ihe
channel ~ SBPEEs ARERRR hY LTE EBfmiA £ SREBLN, 45 Come@riobhatats (I7S
ViTtual ORGRCESHERHIS For Shet otrepiiERos o &I 479 (8 UBGTS @fet her
or not theV'rt!525 SNALLS appReppESied $h7Bhe *A&Sss’ 8Sntrol apparatus 1010-7
are ICS network addresses "7733" and "7744", serving as connection
points for the corporations W and C, similarly. Appropriated to the
access control apparatus 1010-6 are ICS network addresses "9922" and
"9933", serving as connection points for the corporations Y and B, and
similarly appropriated to the access control apparatus 1010-8 are ICS
network addresses "9944" and "9955", serving as connection points for
the corporations Z and D. Here, in the erbodiment shown in FIGs.39
and 40, etc., the corporations X, Y and so forth, which are given as
examples of users, may be differing locations within a single
corporation which performs the intra-corporation commmication, or may
be different corporations which perform the inter-corporation
comunication.
An interface unit 1132-5 is provided in the conversion unit
1032-5 within the FR exchange 10132-5, this interface unit 1132-5
handling the processing of rectifying interfacing of the commumnication
. line 1812-5 comnecting the access control apparatus 1010-5 and the FR
exchange 10132-5, and the commmication line 1812-5 connecting the
access control apparatus 1010-7 and the FR exchange 10132-5 (physical
layers, data link layer protocol). The conversion unit 1032-5 is
canprised of a processing device 1232-5, and also an FR address
conversion table 1532-5 for call setting with SVC, and a DLC address



processi ng device 1233-5 first searches whether or not a virtual channel
corresponding with the pair of a transmtting ICS network address "7711"
and a receiving I CS network address "9922" is registered in the VC address
conversion table 1433-5 (Step S1602), and in the event that there is.

regi stration here, establishnment of the virtual channel can be thus
confirmed. That is, the fact that #he virtual channel corresponding with
the pair of transmitting ICS network address 7711 and receiving I CS

tnﬁ;\tm{ EI addr ess!‘?’n%&%?&ﬁniﬁg ?@ i s_obtai ned s(ugrﬁt ﬁgﬂ#‘é found
Uhat he%edfesh floil @%&W%&F"%ﬁﬁoﬁ&“ : &?’egge:e timgy: tfﬁuq %f”t
Ilg??erS dt&! aPI éé‘ﬁ%tﬁ @e%%%&gﬁﬁﬁ tsp%vpg })ﬁzal ned
at "t hat SovHE0 & AT g%%%é@%“&i%%%%ﬁé%ﬂég% $EL ' B dadiedd ©
above- ment},00Pg: S Yantlohetd, 1h"2he ddsd' 3’ G818 Pve, the DIC address

administration server 1732-5 serving as an information processing

device for storing the DIC address conversion table, thereby
performing an information processing relating to address' conversion.
The components making up the FR exchange 10132-6 are the same as the
description given regarding the FR exchange 10132-5. In the present
embodiment, the access control apparatuses 1010-5 and 1010-7 are
connected to the FR exchange 10132-5 via the commmication lines 1810-
5 and 1810-7, respectively, and also, the access control apparatuses
1010-6 and 1010-8 are connected to the FR exchange 10132-6 via the
commmication lines 1810-6 and 1810-8, respectively. An FR address
"2977" unique to the network is set to the conversion unit 1032-5
within the FR exchange 10132-5, and an FR address "2999" unique to the
network is set to the conversion unit 1032-6 within the FR exchange
10132-6. The FR exchanges 10132-5 and 10132-6 are comnected via the

. FR relay network, but in the present embodiment, comnecting is made
via the FR exchange 10132-7 representing the FR relay network.
{3) Flow of packets using SVC:

An embodiment wherein the network within an ICS is configured of

an FR network, and SVC is applied as a commmication path within the
FR network, will be described with an example of an ICS user packet



52 ration of a virtual channel 1D corresponding with a communication path
determ ned by correspondence between a transmtting I CS network address
and a receiving I CS network address on the VC address conversion table
1433-5", i.e., in the case that there is no virtual channel ID
corresponding with the communicatygn path established yet, it becomes
necessary to performthe followng call setting, to establish a virtual
channel within the ATM networ k conprising I CS 905. An exanple of operation
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net wor k QQ " and receiving |CS network address "9922" (Step
S1602), the oce55|ng device 1233-5 of the conversion unit 1033-5 refers
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1032-5 to the FR network, a receiving FR address for indicating the
other party for call setting of the logic chamnel on the FR network,
and channel capabilities such as commmication speed requested by the
logic channel, are registered in the FR address conversion table 1532-

5 within the conversion unit 1032-5 inside the FR exchange 10132.

y-w

Also, similar registration is made to the FR address conversion table
1532-6.

In the embodiment, the values set in the FR address conversion
table 1532-5 are as follows: "9922" which is the ICS network address
appropriated to the ICS logic terminal of the access control apparatus
1010-6 is set as the commmication address of the corporation Y, and
the FR address "2999" which is uniquely appropriated to the conwversion
unit 1032-6 within the FR network is registered as the receiving FR
address. In the present embodiment, a comumication speed of 64 Kbps

. is set as the channel capabilities. The contents registered to the FR
address conversion table 1532-5 are also written to the FR address
administration server 1632-5.

The values set in the FR address conversion table 1532-6 are as
follows: value "7711" which is the ICS network address appropriated to
the ICS logic terminal of the access control apparatus 1010-5 is set



address "3999" corresponding thereto and channel capabilities "64K"
corresponding thereto, and so forth. The processing device 1233-5 uses the
obtained transmtting ATM address "3999" to performa request for cal
setting to the ATM exchange 10133-5, and al so requested at this tine is
channel capabilities such as conmmunjgation speed of the virtual channel

si mul t aneousl y obtained fromthe VC address conversion table 1533-5 and so
forth. The ATM exchange 10133-5, upon receiving the call setting request,
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receiving FR address. In the present embodiment, a commmication

speed of 64 Kbps is set as the channel capabilities. The contents
registered to the FR address conversion table 1532-6 are also written

to the FR address administration server 1632-6.
<LTransferring ICS network packets from access control apparatus))
The ICS user packet sent toward the terminal of the corporation
Y connected to the access control apparatus 1010-6 via the access
control apparatus 1010-5 is ICS-encapsulated upon passing through the
access control apparatus 1010-5, and becomes an ICS network packet Fl
having the transmitting ICS network address "7711" and the receiving
ICS network address "9922" as an ICS packet header. The ICS network
packet Fl is sent from the access control apparatus 1010-5 to the FR
exchange 10132-5, and reaches the conversion unit 1032-5 via an
interface wnit 1132-5 which processes conversion/rectifying of
electric signals in the comumication path. The following is a
. description thereof made with reference to the flowchart in FIG.43.
<<Obtaining a DICI)>>
Once the conversion unit 1032-5 receives the ICS network packet
F1(Step S1701), there is the need to reguest a DLCI of the SVC logic
channel determined by the relation of the transmitting ICS network
address "7711" and the receiving ICS network address "9922" in the ICS



exchange 10133-5(e.g., "33") and the value notified fromthe receiving
party ATM exchange 10133-3(e.g., "44") may not be the sanme value. At the
conversion unit 1033-5, the virtual channel 1D "33" which is notified from
t he ATM exchange 10133-5 is registered in the VC address conversion table
1433-5 along with the transmtting;d CS network address "7711" and the
receiving I CS network address "9922" (Step S1607), and stores these on the
VC address conversion table 1433-5 while the connection of this virtual

channel i Bkhabed in oprbuely tHanaer GHANSREL b paltfiet GRDCT
necessary, the conversion unit 1033-5 requests call release of the virtual
channel tgy, tthd PR 96135533 tn 24 cake [ HtS #1B
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registration corresponding wth virtual channel 1D "33" on the VC address
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1433-6-in the conversion unit 1033-6 wll be déscribed [ater. “<< PacCket

transfer3gth the COAMRHRERISH Watdf 1sCEslabiBished! at thet ¢INE' 6 Hockiving 033- 5
converts the I CS network packet F1 received fromthe access control
appar at ustHO Hesh nbtirtrie ekt | raie caBeynn itk 8% agREdéfshrdd HBS not
yet been established. In order to find out whether or not the logic
channel has been established, the processing device 1232-5 first
searches whether or not a logic channel corresponding with the pair of
a transmitting ICS network address "7711" and a receiving ICS network
address "9922" is registered in the DIC address conversion table 1432-
5(Step S1702), and in the event that there is registration here,
establishment of the logic channel can be thus confirmed. That is,
the fact that the logic channel corresponding with the pair of
transmitting ICS network address "7711" and receiving ICS network
address "9922" is "16" is obtained, and further, it can be found that
this logic channel is commmicating based on SVC, from the value "10"
of the channel type obtained at the same time. In the event that
there is no such registration on the DIC address conversion table
1432-5, the requested logic channel is established with the latter-
described <<call setting)>>, and DICI is obtained from the information
registered to the DIC address conversion table 1432-5 at that point
(Step S1703).
<<Call setting>>

Regarding the above-mentioned case wherein "there is no
registration of a DICI corresponding with a commmications path



54 virtual channel (virtual channel ID "33") established according the
above description, and further perforns degradation into ATMcells as

shown in FIG 26 and transfers to the relay ATM exchange 10133-7(Step

S1604) . <<Tansfer of ATM cells>> According to the above-descri bed
met hod, the ATM cell series S1 conprised of a plurality of cells obtained
by converting the ICS net wor k pa %et Fl is transferred fromthe ATM
exchange 10133-5 to the rel ay ATM exchange 10133-5, and further is
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frame (StEdeanil! hbcesdary €o’Perfd¥n the following call setting, to establish
a logic channel within the FR network camprising ICS 925. An example
of operation of the call setting will now be described.

The processing device 1232-5 of the conversion unit 1032-5,. upon
making reference to the DIC address conversion table 1432-5 and
finding that there is no registration of a DLCI corresponding with the
‘pair of transmitting ICS network address "7711" and receiving ICS
network address "9922" (Step S1702), the processing device 1232-5 of
the conversion unit 1032-5 refers to the DLC address conversion table
1532-5, finds the receiving ICS netmrk address "9922" registered in
the DLC address conversion table 1532-5 matching the receiving ICS
network address "9922", and obtains transmitting FR address "2999"
corresponding thereto and charmel capabilities "64K" corresponding
thereto, and so forth (Step S1705). As described in the above
<{<Preparation>> section, this transmitting FR address "2999" is an
address which is uniquely appropriated within the FR network to the
conversion unit 1032-6 in the FR exchange 10132-6 to which the access
control apparatus 1010-6 is connected, this access control apparatus
1010-6 having the ICS logic terminal provided with a receiving ICS
network address "9922".

The processing device 1232-5 uses the obtained transmitting FR



restored I CS network packet is showmn as |ICS network packet F2, but the
contents thereof are identical to that of the ICS network packet FI. The
| CS network packet F2 is transferred to an access control apparatus
determ ned by the receiving ICS network address "9922" in the header

thereof, i.e., to access control app@aratus 1010-6 which has an ICS |ogic
termnal appropriated wth ICS network address "9922" (Step S1612).
55 At this tine, at the conversion unit 1033-6, the transmtting
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and so forth(Step S1706). The FR exchange 10132-5, upon receiving the
call setting request, uses a signal method which is provided standard
to FR exchanges proper as known technique to establish a logic channel
within the FR network which reaches the FR exchange 10132-6. The DLCI
appropriated for identification of the logic chamnel is notified from
the FR exchanges to conversion units 1032-5 and 1032~6 therein, but in
the event that this is based on stipulations of a signal method
according to known technigue, the value notified fram the calling
party FR exchange 10132-5 {e.g., "16") and the value notified from the
receiving party FR exchange 10132-3 (e.g., "26") may not be the same
value. At the conversion unit 1032-5, the DLCI "16" which is notified
from the FR exchange 10132-5 is registered in the FR address
conversion table 1432-5 along with the transmitting ICS network
address "7711" and the receiving ICS network address "9922" (Step
S§1707), and stores thése on the FR address conversion table 1432-5
while the comnection of the above logic channel is established. When
the logic channel connection is no longer necessary, the conversion
unit 1032-5 requests call release of the logic channel to the FR
exchange 10132-5, and at the same time deletes the registration
corresponding with DICI "16" on the FR address conversion table 1432-5.
Registration to the FR address conversion table 1432-6 in the



of the VC address conversion table 1433-6, and the receiving ICS network
address "9922" is witten to the transmtting ICS network address of the
VC address conversion table 1433-6, i.e., these are witten in reverse
positions. However, if at the point of registration an item already exists
within the VC address conversion table 1433-6 identical to that regarding
which registration is being attenpBdd, no registration is made. The

addr ess conversion infornation regi stered in the VC address conversion

tabl e 143&55‘,?_% elefEi n table 1433-5 while the
connection ihe virt uﬂP channe a‘%‘ew ng a corrgg‘gondl ng virtual channel
(in this <@Mﬂ&£@u¥h§f®> channel ID "44") is established (Step S1613).

<<Reverse packet flow>> Now description of the case of reverse fl ow
of the I CS pacisd .prdce8sin CHOIRO en X
will be made with refereneto FI 7and% under t epresurrptlonthat

cal | set thigrertis the B0 netiwber! %&agln eﬁ@ 58 %dtrble
above description. An |ICS user ‘packet @g'ent out fromthe corporation to
apparatus 1010-5 into a FR packet shown in FIG.38 according to the

logic channel(DLCI "16") established according the above description,
and further performs the conversion into FR packets and transfers to
the relay FR exchange 10132-7(Step S1704).

<{<{Transfer of FR packets)>>

According to the above-described method, the FR packet S1
obtained by converting the ICS network packet F1l is transferred from
the FR exchange 10132-5 to the relay FR exchange 10132-5, and further
is transferred to the FR exchange 10132-6 as FR packet S2. The
following is a description thereof with reference to the flowchart in
F1G.44.
<<{Operation following arrival of packet>)

Once the FR packet S2 reaches the FR exchange 10132-6(Step
S1710), this FR packet S2 is transferred from the FR exchange 10132-6
to the conversion unit 1032-6. At the conversion unit 1032-6, as

. shown in FIG.38, an ICS network packet is restored from the received
FR packet (Step S1711). In FIG.40, the restored ICS network packet is
shown as an ICS network packet F2, but the contents thereof are
identical to that of the ICS network packet F1. The ICS network
packet F2 is transferred to an access control apparatus determined by
the receiving ICS network address "9922" in the header thereof, i.e.,



56 the corporation X is converted into an I CS network packet F3 having

t he transnitting | CS network address "9922" and the receiving ICS network
address "7711" in the header portion thereof, and the processing
following the flow shown in FIG 31 as descrlbed above is perfornmed by the
processi ng device 1233-6 of the cor®®rsion unit 1033- 6 within the ATM
exchange 10133- 6. In this case, the VC address conversion table
1433-5 in the conversion unit 1033-6 has registered therein a virtual

channel 1R abfdisVbddirdlChanmalnky 0616d 35 g ko eempgl ng

with the transnittlng I nhet wor k address 9922 an cefving I'CS network

address 18€ed HALLHY 3¢S MARRIR! Sdatdld O9bagr (diarf bey(d), shown in
FI G 31, thereby converting the ICS network packet F37into a plurality of
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exchange 10133-5, are received via the virtuall channel having virtual
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an | CS network packet F4 having identrical
the point of receiving the call, and DICI "26" appropriated at the
time of call setting of the SVC logic channel are registered in the FR
address conversion table 1432-6(Step S1714), and at this time, the
transmitting ICS network address "7711" of the ICS network packet F2
is written to the receiving ICS network address of the FR address
conversion table 1432-6, and the receiving ICS network address "9922"
is written to the transmitting ICS network address of the FR address
conversion table 1432-6, i.e., these are written in reverse positions.
However, if at the point of registration an item already exists within
the FR address conversion table 1432-6 identical to that regarding
which registration is being attempted, no registration is madé. The
address conversion information registered in the FR address conversion
table 1432-6 is stored on the DIC address conversion table 1432-6
while the connection of the logic channel having a corresponding logic
channel (in this example, DICI "26") is established.
{<{Reverse packet £lowd>)>

Now, description of the case of reverse flow of the ICS packet,

i.e., £flow from the corporation Y to the corporation X, will be made
with reference to FIGs.39 and 40, under the presumption that call
setting of the SVC logic chamnel has been made according to the above



contents with the ICS network packet F3. In the conversion unit 1033- 5,
the pair of the transmtting ICS network address "9922" and the receiving
| CS network address "7711" in the header of the ICS network packet F4 is
already registered in the VC address conversion table 1433-5 in reverse
fashion, so registration to the VC ggldress conversion table is not
performed, and the ICS network packet F4 is transferred to the access
control apparatus 1010-5. 57 <>Exanpl e

of appli cabs@rigtdonq! f - dupl ex communi cati on>> The above description
has been nade with reference to cases wherein an ICS packet is transferred

fromthe cor poaatiCH wéerophtieet Gehrovat i fomY thendorpratienfy ap the
corporation Y to the corporation X, wth an network within the I CS 905
havi ng beeorpardtiion XdisfICS+ehthbsukated Wpoh epaising thestgh the &bcesssi ngl e
SVC virtual channel. For exanple, applying this transfer and reverse
transfer tontrolk eppatatys cll0-60and sk \cehveeted Haltooant 1CS petworkipavket t 0

be connected to
F3 having the transmitting ICS network address "9922" and the
receiving ICS network address "7711" in the header portion thereof,
and is transferred to the conversion unit 1032-6 within the FR
exchange 10132-6. The processing following the flow shown in FIG.43
as described above is performed by the processing device 1232-6 of the
conversion unit 1032-6, but the FR address conversion table 1432-5 in
the conversion unit 1032-6 has registered therein a DLCI "26" with a
channel type "10" which means SVC, corresponding with transmitting ICS
network address "9922" and receiving ICS network address "7711", so
the system operates following the flow (1) shown in FIG.43, thereby
converting the ICS network packets F3 into an FR packet (FR packet S3)
and transferring, with regard to DLCI "26".

The FR packet S3 is relayed and transferred by the relay FR
exchange 10132-5, became FR packet S4 and reach the FR exchange 10132-
5, are received via the logic channel having DICI "16" in the
conversion unit 1032-6 thereof, and restored into an ICS network
packet F4 having identical contents with the ICS network packet F3.

In the conversion unit 1032-5, the pair of the tyansmitting ICS
network address "9922" and the receiving ICS network address "7711" in
the header of the ICS network packet F4 is already registered in the
FR address conversion table 1432-5 in reverse fashion, so registration



the ICS froma client termnal of the corporation X to be connected to the
ICS (transfer), and a response packet to this request packet from the
client termnal of the corporation X to server termnal of the corporation
Y (reverse transfer) results in an application exanple of half-duplex
conmmuni cation in whch one-way conggnication Is perforned at tines, and

bot h-way comruni cation is realized by switching the conmunication
direction by time frames. <<Exanple of application to full-duplex
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t he corpgation Y to be connected to the ICS froma plurality of client
term nal s °of the corporation X to be connected to the ICS (transfer), and

e g e e s

corporation Y,I(heem ées%ﬁp%izmr esu made with reference to cases
wherein an ICS packet is transferred from the corporation X to the
corporation ¥, and reverse fram the corporation Y to the corporation X,
with an network within ICS 925 having been configured of an FR network,
being carried out with a single SWC logic channel. For example,
applying the transfer and reverse transfer to a request packet to a
server terminal of the corporation Y to be comnected to the ICS from a
client terminal of the corporation X to be connected to the ICS
(transfer), and a response packet to the request packet from the
client terminal of the corporation X to sexrver terminal of the
corporation Y (reverse transfer) results in an application example of
half-Guplex commmication in which one-way commmication is performed
at times, and both-way commmication is realized by switching the
comumication direction by time frames.
<<Example of application to full-duplex commmication)>

The logic chamnel set on the FR network is capable of full-

duplex commmication, i.e., simultaneous both-way commmication, due
to the FR stipulations. For example, applying the transfer and
reverse transfer to request packets to a plurality of server terminals
of the corporation Y to be connected to the ICS from a plurality of
client temminals of the corporation X to be comnected to the ICS



58 asynchronous transfer of packets between the client termnals and the
server termnals, so sinultaneous both-way comrunication is conducted on
the single SVC virtual channel serving as the conmunication path, therey
maki ng for an application exanple of full-duplex comunication. (4) Flow

of packets using PVC An enbodi nent wherein the network within the ICS
906 is configured with an ATM networ gsand PVC is applied as a
comuni cation path within the ATM network will be described with an
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on the single SVC logic channel serving as the commmication path,
thereby meking for an application example of full-duplex commmication.
(4) Flow of packets using PVC:

An embodiment wherein the network within the ICS 925 is

configured with an FR network and PVC is applied as a comunication
path within the FR network will be described with an example of an ICS
user packet sent from a terminal of the corporation W toward a
temminal of the corporation Z.
<<Preparation>>
A transmitting ICS network address of an ICS network packet to

be transferred to the FR network from the conversion unit 1032-5, a
receiving ICS address, the DLCI of the PVC fixed on the FR network
(indicating the commmication path between the FR exchange 10132-5 and
the FR exchange 10132-6), and the channel type indicating that the

. DLCI is PVC, are registered in the FR address conversion table 1432-5.
This registration is different from the case of SVC, in that
registration is made in the FR address conversion table 1432-5 at the
same time that the PVC logic chamnel is set in the FR exchanges
(10132-5, 10132-5, 10132-6) serving as the commmication path, and is
saved in a fixed manner while the commmication path is necessary,



sane time that the PVC virtual channel is set in the ATM exchanges
(10133-5, 10133-7, 10133-6) serving as the comuni cation path, and is
saved in a fixed manner while the conmuni cation path is necessary, 1i.e.
until the setting of the PVC virtual channel is canceled. Also, the
registration is made to the VC ad8Pess conversion table 1433-6 in the sane
manner. Incidentally, the PVC virtual channel IDis appropriated to the
respective ATM exchanges at the tine that PVC i's
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The values set in the DIC address conversion table 1432-5 are as

follows: value "7733" which is the transmitting ICS petwork address
appropriated to the ICS logic terminal of the access control apparatus
1010-7 is set as the cammmnication address of the corporation W, and
value "9944" which is the receiving ICS network address appropriated
to the ICS logic temminal of the access control apparatus 1010-8 is
set as the comunication address of the corporation Z. PFurther, BPVC
logic channel ID "18" which is appropriated to the FR exchange 10132-5
is set as the DICI, and value "20" is set for the chamnel type,
indicating PVC. Also, settings for registering to the DLC address
conversion table 1432-5 are written to the DLC address administration
server 1732-5, and stored. In the same way, similar settings are made
in the DIC address conversion table 1432-6 in the conversion unit
- 1032-6 in the FR exchange 10132-6, with the transmltting ICS network
address and the receiving ICS network address reversed. In this case,
even if the same PVC is being implied, the DICI may be of a different
value to the DIC address conversion table 1432-5.
The values set in the DLC address conversion table 1432-6 are as

follows: value "9944" which is the transmitting ICS network address
appropriated to the ICS logic termi.nal of the access control apparatus



10133-5 is set as the virtual channel 1D, and value "22" is set as the
channel type, indicating the PVC. Al so, settings for registering to the VC
address conversion table 1433-5 are witten to the PVC address

adm ni stration server 1733-5, and stored. In the same way, simlar
settings are nade in the VC addressg;conversion table 1433-6 in the
conversion unit 1033-6 in the ATM exchange 10133-6, with the transmtting
| CS network address and the receiving ICS netvvork address reversed. In
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t he access contro appar at us
logic channel ID "28" which is appropriated to the FR exchange 10132-6

is set as the DICI, and value "20" is set as the channel type,
indicating PVC. Also, settings registered to the DLC address
conversion table 1432-6 are also written to and store in the DLC
address administration server 1732-6.
<<LTransferring ICS network packets from the access control device)>>

As described in Embodiment-1, the ICS user packet sent toward
the terminal of the corporation Z comnected to the access control
apparatus 1010-8 via the access control apparatus 1010-7 is ICS-
encapsulated upon passing through the access control apparatus 1010-7,
and becomes an ICS network packet F5 having the transmitting ICS
network address "7733" and the receiving ICS network address "9944" as
an ICS packet header. The ICS network packet F5 is sent from the
access control apparatus 1010-7 to the FR exchange 10132-5, and
reaches the conversion unit 1032-5.

. <<Obtaining a DICI>>

The processing device 1232-5 refers to the DLC address
conversion table 1432-5 using the transmitting ICS network address
"7733" and the receiving ICS network address "9944" in the header of
the received network packet F5, and obtains the fact that the DLCI
identifying the logic channel set as a commmication path for this ICS



60 1010-8 is set as the communi cati on address of the corporation Z, and
val ue "7733" which is the receiving |ICS network address appropriated to
the ICS logic terminal of the access control apparatus 1010-7 is set as
t he conmuni cati on address of the corporation W Further, the PVC virtual
channel ID "66" which is appropggated to the ATM exchange 10133-6 is set

as the virtual channel ID, and value "22" is set as the channel type,

i ndi cating PVC <<Tr ansferri ng | CS network packets fromaccess control
apparatu 38" npgekept SR

corporat;ﬁgn connect to t he access contro appargt % Vi a%
access caﬁﬁﬁé% ough
the access cfoan%rol apparatus 101% 7, and ecomes an Iu@networ aécrket F5
having t gg mtting | CS network address "7733" and the receiving |1CS
networ k address "9944" as an |ICS packet header. The ICS network packet F5
i's sent tkopaddraraege s ol apparatus 1010-7 to the ATM exchange

10133-5, and reaches e conversion unit 1033-5 via the interface unit

1133-5. <<@%W§%@h@§ﬁﬂﬂs |ddiverts thel TCSPhEERSAE Packey S

1233-5 refers to dress conversi on
received from the access control apparatus 1010-7 into an FR frame,

and transfers it to FR exchange 10132-7, with regard to the PVC logic
channel *18" obtained as described above. The method of FR packet.
conversion is the same as that described above in the embodiment of
SVC. The above processing procedures of the conversion unit 1032-5
are as shown in FIG.43, and PVC always follows the flow (1).
{<Transfer of FR packet)>>

The FR packet S1 comprised of a plurality of cells obtained by
converting the ICS network packet F5 is transferred from the FR
exchange 10132-5 to the relay FR exchange 10132-5, and further is
transferred to the FR exchange 10132-6 as FR packet S2. This
operation is the same 'as with SVC.
<<Operation following arrival of packet>>

Once the FR packet S2 reaches the FR exchange 10132-6, this FR

. packet S2 is transferred from the FR exchange 10132-6 to the

conversion unit 1032-6 within the FR exchange 10132-6. The conversion
unit 1032-6 restored the received FR packet into an ICS network packet,
which is the same as with SVC. In FIG.40, the restored ICS network
packet is shown as ICS network packet F6, but the contents thereof are
identical to that of the ICS network packet F5. The ICS network



tabl e 1433-5 using the transmtting I CS network address "7733" and the
receiving I CS network address "9944" in the header of the received ICS
net wor k packet F5, and obtains the fact that the virtual channel 1D
identifying the virtual channel set between the conversion units 1033- 5
and 1033-6 inside the ATM exchange8%90133-6 connected to the access control
apparatus 1010-8 with the ICS Iogic term nal provided wth a

reviving I CS network address "9944" is At the sanme tinme, it can

be found_t hat, t uaI chann is PVC fro Iie val ue "22" of th _
pERSt 14, Frafaed A Ry arb sese “é;o ppa:ﬁ%:s%ssa@m%ag
igggnglc E%§ Ehﬁe Eé%ne“ E o ket F? e e03| [.0. access coangF
appﬁr at u?’% %&% 94% rsf?%ngrt ﬁ.ﬁgrggf He ®ATM
doscr | bedbapciass kol FRetptts {008 Wolid bR of P pm el ol *°

described 2RONS d¥dd (¥th the ICS network address "9944". The above

processing procedures of the conversion unit 1032-6 are as shown in
FIG.44, and PVC always follows the flow (1).
<<{Reverse packet flow»

Next, descriptionofthecaseofreverseflowoftheICSpadcet
i.e., flow from the corporation Z to the corporation W, will be made,
with an PVC logic channel as the cammumication path. An ICS user
packet sent out from the corporation Z to the corporation W is ICS-
encapsulated into an ICS network packet F7 having the transmitting ICS
network address "9944" and the receiving ICS network address "7733" in
the header portion thereof when passing through the access control
apparatus 1010-8, and is transferred to the conversion unit 1032-6
within the FR exchange 10132-6. The processing following the flow
shown in FIG.43 is performed by the processing device 1232-6 of the
conversion unit 1032-6. In this case, the DLC address conversion
table 1432-5 in the conversion unit 1032-6 has registered therein a

. DLCT "28" corresponding with the transmitting ICS network address
"9944" and the receiving ICS network address "7733", so the system
converts the ICS network packets F7 into an FR packet and transfers,
with regard to DICI "28".

The FR packet transferred through the FR network reach the
conversion unit 1032-5 of the FR exchange 10132-5, are received via



enbodi nrent of SVC. The above processing procedures of the conversion

1033-5 are as shown in FIG 31, and PVC always follows the flow (1)
<<Transfer of ATM cells>> The ATM cell series Sl conprised of a
plurality of cells obtained by converting the ICS network packet FI is
transferred from the ATM exchang2010133-5 to the relay ATM exchange

10133-7, and further Is transferred to the ATM exchange 10133-6 as ATM
cell series Thi s operatlon S the sane as with SVC. <<Qperation
fol | ow ngar

ATM exchange%&% thls @:ﬂvl I serles S 'S trans?errea %romtﬁe ATM

exchange
10133-
a CPCS

E#ﬁﬁéﬁéonvg?g?ﬁi un|t§%§%3 6 aSEEH@?ﬁiQhﬁe regg%§§gﬁ Is |n

unit

t he

to

I RERer i 4 NtHeS chieri®R 25\3‘>C tﬁé‘@gﬁ CS
network packet Is shown as an ICS net packet butﬂ&ﬁe contents;d

ICS network address "9944" and the receiving ICS network address

"7733" in the header of the ICS network packet F8 is already

registered in the DIC address conversion table 1432-5 in reverse
fashion, and an information that the DICI "18" as to this
transmitting/receiving address pair is channel type "20" is obtained,
so the registration to the FR address conversion table is not
performed, and the ICS netwoﬁk.pecket F8 is transferred to the access
control apparatus 1010-7.
<<Example of application to half-duplex coammication)>>

The above description has been made with reference to an
embodiment of transferring an ICS packet using PVC with a network
within ICS 925 having been configured of an FR network, but the
difference between PVC and the earlier-described SVC is whether the
logic channel is fixed or called and set as necessary, so there is no
difference in the operation itself of transferring packets over the
set logic channel. Accordingly, regarding the ICS according to the

_ present invention, an example of application to half-duplex commmi-

cation using an FR network with a PVC logic channel is the same as an
example of application to half-duplex commmication using a SVC logic
channel.
<<Example of application to full-duplex commmication>>

Due to the same reason as that regarding the example of



62 thereof are identical to that of the ICS network packet F5. The ICS
networ k packet F6 is transferred to an access control apparatus determ ned
by the receiving ICS network address "9944" in the header thereof, i.e.,
to access control device 1010-8 which has an ICS logic term nal
appropriated wth I CS network addrggs "9944". The above processing
procedures of the conversion unit 1033-6 are as shown in FIG 32, and PVC
al ways follows the flow (1). <<Reverse packet flow>> Next ,

descri pt pppiptatith ¢S euli -dipiekSsomMcatibhe driCexBnpie lof ab?ﬁcatfﬂcﬂxwtbr om

the corporation Z to the corporation W w || be nmade "with reference to

FI Gs. 27 aad £811idiples caffriiRatesn o ARV Samé\as @R eikafiiled oKk abpERR#tioH!
fromthe corporation Z to the corporation Wis |CS-encapsulated into an

| CS net wapkspeciell-dhphayi ddmiecaticilsm tting | CS network address "9944"
and the receiving I CS network address "7733" in the header portion

t her eof , (&)dohEORN @2SN-OE-orled chdmniidathonf beingPyes in FIG 31 as

descri bed above is perforned by the processing device 1233-6 of the

conver si on uniln tAd3alfovi elkampldle anfdhbodinmantofas Mebtrdbed WidbeinCaas, the
VC address conversion table 1433-6 in the conversion unit 1033-6 has
regi st er Qégiibecitanned. wast @édcribed as a communication path connecting one
corporation (location) with one corporation (location), i.e., a
commmication path connecting one ICS logic terminal with one ICS
logic terminal, but one PVC logic channel can be used as a
commnication path connecting one ICS logic temminal with a plurality
of ICS logic temminals. Such One-on-N or N-on-one commmication will
be described with reference to FIGs.45 and 46.
<<Description of components>>
The corporation X is connected with an ICS logic terminal within
the access control apparatus 1010-10 provided with the ICS network
address "7711", and the access control apparatus 1010-52 is connected
to the FR exchange 10132-52. With the parties to be reached from the.
corporation X as the corporations A through D, the corporation A is
connected to an ICS logic terminal within the access control apparatus
. 1010-62 provided with the ICS network address "9922", and the corpo-
ration B is connected to an ICS logic terminal within the access
control apparatus 1010-62 provided with the ICS network address "9923".
In the same manner, the corporation C is comnected to an ICS logic
terminal within the access control apparatus 1010-82 provided with the
ICS network address "9944", and the corporation D is connected to an



channel ID "66" corresponding with a transmtting |ICS network address
"9944" and a receiving |ICS network address "7733", so the system converts
the ICS network packet F7 into a plurality of ATMcell series and
transfers, with regard to the virtual channel 1D "66". The ATM cel |
series transferred through the ATM network reach the converting unit
1033-5 of the ATM exchange 10133-332 are received

63 via the virtual channel having virtual channel 1D "55", and restored
into an ICS network packet F8 having identical contents with the ICS

net wor k f¥Ehdogic ermipal withimdheoaoeess contrel appezabus t¥¥0>82r of the
transmtting I.CS network address "9944" and the receiving ICS network
addr ess "Previded with the.dcp retwark addreas W8PRShacThe Foress cembxnddy
registered in the VC address conversion table 1433-5 in reverse fashion,

and i nf ordRRaraRuEes 1 1410-6¢ and 1010n84 nare qomngcted do theiFR £xchange

transmtt} r]l%/ recei ving_ address pair is_ channel tﬁ@e "22" is obtained, so
regi st r atkB2-§2¢ m%—"édgaememl%&%% exghange 10132-62 are

comected via a relay network.
<<{Preparation)>>

With regard to the FR exchanges 10132-52 and 10132-62, a single
PVC logic chamnel connecting thé conversion ﬁﬁt 1032-52 within the FR
exchange 10132-52 and the conversion unit 1032-62 within the FR
exchange 10132-62, setting "16" as the DLCI provided to the conversion
unit 1032-52 of the logic channel, and "26" as the DLCI provided to
the conversion unit 1032-62 of the logic channel. Registration such
as shown in FIGs.45 and 46 is performed regarding the DLC address
conversion table 1432-52 within the conversion unit 1032-52 and the
DLC address conversion table 1432-62 within the conversion unit 1032-
62.
<<Frame flow for one-on-N commmication)>)>

The flow of packet for one-on-N ccmmmicatiqn will be described
concerning packet sent from the corporation X to each of the corpo-

- rations A through D. An ICS network packet sent from the corporation
X toward the corporation A, having a transmitting ICS network address
"7711" and a receiving network address "9922", is transferred to the
PVC logic channel with a DICI "16", by means of making reference to
the DIC address conversion table 1432-62 in the conversion unit 1032-
52. An ICS network packet sent from the corporation X toward the



perfornmed, and the I CS network packet F8 is transferred to the access
control apparatus 1010-7. <<Exanple of application to half-duplex

comuni cati on>> The above description has been made with reference to
an enbodi nent of transferring an I CS packet using PVC with a network
within I CS 905 havi ng been configured of an ATM network, but the

di fference between the PVC and th¥3SVC is whether the virtual channel is
fixed or called and set as necessary, so there is no difference in the
operation itself of transferring packets over the set virtual _channel.
Accor di ngPYrPIIEH08; By g@m@ﬁﬁ%@eﬁmrﬂdﬁﬁﬁﬁeﬁ?Tbﬁ and a

exanpl e of application to half-duplex conmmunication using an ATM network
PVC vi r t uRECRHENIS: Retwory AAGRRES ) Y43 "o x Afphlsa ftrapskenmest tonthe PVC logic
hal f - dupl ex communi cati on usi a_SVC network PVC_virtual channel.

C<Exanp| cCHRME, MR BRLGT *L4T + - ABpTES Befwask Bagkasnsent Erom the exanpl e

of application aof PVC full -dlégleex communi catiqQn is
64 corporation X toward corporation C, having a transmitting ICS

network address "7711" and a receiving network address "9944", and an

ICS network packet sent from the corporation X toward the corporation
D, having a transmitting ICS network address "7711" and a receiving
network address "9955" are transferred to the PVC logic channel with a
DLCI "16" in the same manner. This indicates that one-on-N (the
corporation X to the corporations A through D) commmication is being
performmed while sharing a single PVC logic channel. Reverse packet
flow, i.e., transfer from the corporations A through D to the
corporation X, will be described next.
<<Packet flow for N-on-one commmication>)>

" The flow of packet for N-on-ocne commmication will be described
concerning packet sent to the corporation X f£rom each of the
corporations A through.D. An ICS network packet sent toward the
corporation X from the corporation A, having a trensmitting ICS
network address "9922" and a receiving network address "7711", is
transferred to the PVC logic channel with a DLCI "26", by means of
making reference to the DIC address conversion table 1432-62 in the
conversion unit 1032-62. An ICS network packet sent toward the
corporation X from the corporation B, having a transmitting ICS
network address "9933" and a receiving network address "7711", is also
transferred to the PVC logic channel with a DLCI "26™. An ICS network



equi valent to the exanple of application of full-duplex conmunication in
SVC, due to the sanme reason as the exanple of application to half- duplex
comuni cation. (5) One-on-N or N-on-one comruni cation using PVC In

t he above exanpl e, an enbodi nent was descri bed wherein one virtual channel
was described as a communi cati on path connecting one corporation

(l ocation) with one corporation (I%cation), i.e., a conmmunication path
connecting one ICS logic termnal with one ICS logic termnal, but one PVC
virtual chapnel can be used as a connunlcatlon pat h connectlng one | CS

| ogi ¢ t ePRCKEE ST té’WﬁiFGrEFIﬁ {CprPeration 5mtm@me@ahcmaor

N-on-one comupication wil]l be descrihed wth reference to Fl Gs.33 and 34.

<<Descr i (FEBFLEtIng JoRRe E‘Pfk address, I9|9& 33 I?ﬁei‘f%ﬂﬁmhe access
control appar at ;0- the corporation X |s connect to an ATM
exchange lﬁ?ih Fﬁégk T Ovﬁefaﬁee

appar atu 0l rOVI ed th th | CS_net wor k ad 7711 VVth t he
parties %ﬁg“ éé% RbHT E‘EY&Q éﬁﬂ%&g addvesshy ough
D the G3oBgRALSY reb%i%%{‘&‘ec%ﬁtcoaﬁ}escs 98¢ ter%{‘sfemH' o 'the

PVC logic chamnel with a DICI "26" in the same manner. This indicates

that N-on-one (the corporations A through D to the corporation X)
comumication is being performed while sharing a single PVC 109&0
channel.

{6) N-on-N commmication using PVC:

Using the same method as one-on-N cammmication, one FVC logic
channel can be used as a commumication path comnecting a plurality of
ICS logic terminals with a plurality of ICS logic terminals. Such N-
on-N comumication will be described with reference to FIGs.47 and 48.
<<LDescription of components>)>

The corporation X has ICS logic terminal address "7711" of the
access control apparatus 1010-13 as the contact point thereof, the
corporation Y has ICS logic temminal address "7722" of the access
control apparatus 1010-13 as the contact point thereof, and the access

- control apparatus 1010-13 is comnected to the FR exchange 10132-13.
With the other party which the corporation X or corporation Y is
attempting to reach as the corporation A or corporation C, the
corporation A has ICS logic termminal address "9922" of the access
control apparatus 1010-23 as the contact point thereof, the
corporation Y has ICS logic terminal address "9944" of the access



control apparatus 1010-20 provided wth the I CS network address "9922",

and the corporation Bis connected to an ICS logic termnal wthin the
access control apparatus 1010-20 provided with the I CS network address
"9923". In the same nmanner, the cor poratlon Cis connected to an ICS logic
term naI W t hin the access controf3apparatus 1010-40 provided with the I'CS
networ k address "9944", and the corporation Dis

65 connected to an | CS logic term nal withi n t he access control apparatus
1010-40 provided with the ICS network address "9955". The access control
appar at us@2atmely appagatus 3030243 A thenfertact peinkcthemeoct . o Rieaageess
10133- 20, and the ATM exchanges 10133 10 and 10133- 20 are connected via a
rel ay net GRHOL appprabiges 194923 and 43, aregappneqrathtostie SRehanges
10133-10 and ATM 10133-20, a_ .single PVC vi rtual channel connecting the
conver si ofXeHARge 3933 3023 #odh the t e exeharges 40582153 and d0343-2hare

conver si Ogoﬁjr?eiéte%% a relay network.
<<{Preparation>>
With regard to the FR exchanges 10132-13 and 10132-23, a single
PVC logic chamnel connects the conversion unit 1032-13 within the FR
exchange 10132-13 and the comversion unit 1032-23 within the FR
exchange 10132-23, setting "16" as the DLCI provided to the conversion
unit 1032-13 of the logic channel, and "26" as the DICI provided to

the conversion unit 1032-23 of the logic channel. The registration
such as shown in FIGs.47 and 48 is performed regarding the DLC address
conversion table 1432-13 within the conversion unit 1032-13 and the
DIC address conversion table 1432-23 within the conversion unit 1032-
23.

{KPacket flow for N-on-N commmication>)

The flow of packets for N-on-N commmication will first be
described concerning packets sent from the corporation X to each of
the corporations A and C. An ICS network packet sent fraom the
corporation X toward the corporation A, having a transmitting ICS
network address "7711" and a receiving network address "9922", is
transferred to the PVC logic channel with a DICI "16", by means of
making reference to the DLC address conversion table 1432-13 in the
conversion unit 1032-13. An ICS network packet sent from the
corporation X toward the corporation C, having a transmitting ICS



wi thin the ATM exchange 10133-20, setting "33" as the virtual channel I D

provided to the conversion unit 1033-10 of the virtual channel, and "44"
as the virtual channel ID provided to the conversion unit 1033-20 of the
virtual channel. Registration sumas shown in FIGs. 33 and 34 IS
perfornmed regarding the VC addresg conversion table 1433-1 within t he
conversion unit 1033-10 and the VC address conversion table 1433- 20

wi thin the conversion unit 1033-20. <<Packet flow for one-on-N

comuni cati on>> The flow of packets for one-on-N comuni cation w ||
be descr fe&Work askiressi ng7bhc laads aseegeivisg nelvazdy pédmeso 9440, ot [alsp

the corpo- rations A throg&h D. An | CS network packet sent fromthe

cor por at i taﬁnsm g€ hannel wth A é?@an%ﬁrm t et 4 dbenélomwr k

addr ess "7711" and a receiving network address "9922", is transferred to
ENE R R R

t he POE pRekefal 8 Een'BEf'mbﬁihﬁeans of

maki ng reference_to the VC ddress conversion table 1433-20 in the
conver si GRTPOLY ¥0%9-gach FemRIAtipas b gl Ao ACS RetE®EKor at i on
X

packet sent from the corporatior?GY toward the corporation A, having a
transmitting ICS network address "7722" and a receiving network
address "9922", is transferred to the PVC logic channel with a DICI
"16", by means of meking reference to the DIC address conversion table
1432-13 in the conversion unit 1032-13. An ICS network packet sent
from the corporation Y toward the corporation C, having a transmitting
ICS network address "7722" and a receiving network address "9944", is
also transferred to the PVC logic chammel with a DLCI "“16".

Next, reverse packet £low will be described concerning packets
sent to each of the corporations X and Y from the corporation A. 2An
ICS network packet sent toward the corporation X from the corporation
A, having a transmitting ICS network address "9922" and a receiving
network address “"7711", 1is transferred to the PVC logic chamnel with a
DLCI "26", by means of making reference to the DLC address conversion
table 1432-23 in the conversion unit 1032-2. An ICS network packet

- sent toward the corporation Y fram the corporation A, having a
transmitting ICS network address "9922" and a receiving network
address "7722", is also transferred to the PVC logic chamnel with a
DLCI "26". An ICS network packet sent toward the corporation X from
the corporation C, having a transmitting ICS network address "9944"
and a receiving network address "7711", is transferred to the PVC



toward the corporation B, having a transmtting |ICS network address "7711"
and a receiving network address "9933", is also trasferred to the PVC
virtual channel with a virtual channel ID "33". An ICS network packet sent
fromthe corporation X toward the corporation C, having a transmtting ICS
network address "7711" and a receiving network address "9944", and An ICS
network packet sent fromthe corporajion X toward the corporation D,
having a transmtting ICS network address "7711" and a receiving network
address "9955" are transferred to the PVC virtual channel wth a virtual
channel logigzchanpel e thaaDifehnet” - AR JCPnetomzks packet sentokoward the
(corporatlon X to corporations A through D) communi cation is being

per f or me PAHROLE ﬁ%@"‘“a RATPOmRELlon (€. aving ik drransaibting FESket fI ow,
i.e., transfer fromth corporatlons t hrough D to the corporation

will’ be nedwork,addrass Re94as ant & merelving Rekwerk aiiees onésaiso
conmuni cat i on>> The fl ow of packets for_ N on-one comrunl cation w ||
be descr iBeMsterred t0 r%‘ep @é’eﬁ’pa’e’%el-l’?@t@o PooGE iI"@8" X fThus Meondf t he

corporations A.throu D. An 1CS n rk packet sent_ toward the

cor por at | SHBINACE é‘-%BF'-ES? enghamidg, a; $1084e HVCniogiss channel.

Embodiment-5 (Containment of telephone line, ISDN line, CATV line,
satellite line, IPX line, cellular phone line):

As described in Embodiment-1 and Embodiment-2, connection to
access control apparatuses which serve as access points is not limited
to commumnication lines to LANs {dedicated lines, etc.), but rather,
telephone lines, ISDN lines, CATV lines, satellite lines, IPX lines
and cellular phone lines may also be contained. The following is a
description of an embodiment.

FIG.49 through FIG.52 illustrate an example of a system
containing telephone lines, ISDN lines, CATV lines, satellite lines,
IPX lines and cellular phone lines, according to the ICS 6000. The
line portions 6011-1 and 6011-2 are made up of telephone line
conversion units 6030-1 and 6030-2, ISDN line conversion units 6029-1

- and 6029-2, CATV line conversion units 6028-1 and 6028-2, satellite
line conversion units 6027-1 and 6027-2, IPX line conversion units
6026-1 and 6026-2, and cellular phone line conversion units 6025-1 and
6025-2. The telephone line conversion units 6030-1 and 6030-2 have
capabilities for conversion and reverse-conversion equivalent to
physical layers and data link layers (first layer and second layer of



networ k address "9922" and a receiving network address "7711", is
transferred to the PVC virtual channel with a virtual channel D "44", by
means of nmaking reference to the VC address conversion table 1433- 20 in
the conversion unit 1033-20. An ICS network packet sent toward the
corporation X fromthe corporation B,9%aving a transmtting ICS network
address "9933" and a receiving network address "7711", is also

67 transferred to the PVC virtual channel with a virtual channel 1D "44".
An |1 CS network packet sent toward the corporation X fromthe corpo- ration
C, havi nGSE({Ppem Systems gInterceanegtionld eosmuniciion pratecol)e the
network address "7711", and An I CS network packet sent toward the

cor por at tehephone hipss eHiGdr andobled-4 apdnghe agaessnceatre) apparaktuses k
address "9955" and a receiving network address "7711" are transferred to

the PvC 6P18th anth §948r2vwi Aksq, the JEPNChine gonversion unigst 6e2%h@ndanner .
This indicates that N-o-one (corporations A through D to corporation X)
comuni ¢ §928r2 ihavee cagabblitdese: o fonwersion and reverse-conversion
equivalent to physical layers and data link layers between the ISDN
lines 6161-1 and 6161-2 and the access control apparatuses 6010-1 and
6010-2, and the CATV line conversion units 6028-1 and 6028-2 have
- capabilities for conversion and reverse-conversion equivalent to
physical layers and data link layers between the CATV lines 6162-1 and
6162~-2 and the access control apparatuses 6010-1 and 6010-2. Further,
the satellite line conversion units 6027-1 and 6027-2 have
capabilities for conversion and reverse-conversion equivalent to
physical layers and data link layers between the satellite lines 6163~
1 and 6163-2 and the access control apparatuses 6010-1 and 6010-2, and
the IPX conversion units 6026-1 and 6026-2 have capabilities for
conversion and reverse-conversion equivalent to physical layers and
data link layers between the IPX lines 6164-1 and 6164-2 and the
access control apparatuses 6010-1 and 6010-2. The cellular phone
conversion units 6025-1 and 6025-2 have capabilities for conversion
- and reverse-conversion equivalent to physical layers and data link
layers between the cellular phone wireless lines 6165-1 and 6165-2 and
the access control apparatuses 6010-1 and 6010-2. An example of the
conversion table 6013-1 is shown in FIG.53.
The ICS packet interface network 6050 transfers ICS network

packets following the RFC791 or RFC1883 stipulations, without change



sharing a single PVC virtual channel. (6) N-on-N comrunication using PVC
Usi ng the sane nethod as one-on-N conmuni cati on, one PVC virtual channel
can be used as a conmmuni cation path connecting a plurality of [ICS |ogic
terminals with a plurality of 1ICSlogic termnals.. Such N on-N
comuni cation will be described with reference to FIGs.35 and 36.
<<Descri ption of conponents>> 99 The cor poration X has ICS |ogic
term nal address "7711" of the access control apparatus 1010-11 as the
contact point thereof, the corporation Y has ICS |logic term nal address
"7722" ofin HheaIC8smetwmik packebformats The0X125 aetwiorkcédhaccpptstICS
thereof, and the access control apparatus 1010-11 is connected to the ATM
exchange netmskl packats landhconverhs thesg tdiX.25t Fermat @ndatiansférs, and
corporation Y is attenpting to reach as the corporation A or corporation
C. The cat heaendnreverse-cosvents chesenimo ILSdnetworio pagkebifdarmataanédss
control apparatus 1010-21 as the contact point thereof, the corpo-
outputs. The FR network 6041 accepts ICS network packets and converts
these to FR format and transfers, and at the end reverse-converts
these into ICS network packet format and outputs. The ATM network
6042 accepts ICS network packets and converts these to ATM format and
transfers, and at the end reverse-converts these into ICS network
packet format and ocutputs. The satellite camunication network 6043
accepts ICS network packets and transfers the information using the
satellite, and at the end reverse-converts these into ICS network
packet format and outputs. Also, the CATV line network 6044 accepts
ICS network packets and converts into CATV format packets and
transfers the contents thereof, and at the end reverse-converts these
into ICS network packet format and outputs.
<{<Conmon preparation))

The conversion table 6013-1 within the access control apparatus
6010-1 contains the transmitting ICS network address, the sender ICS
user address, the receiver ICS user address, the receiving ICS network
address, the request identification and the speed as shown in FIG.53.
The request identification represents services and comnections, e.g.,
as follows: value "1" indicates intra-corporation service, value "2"
indicates inter-corporation service, value "3" indicates virtual
dedicated line connection, and value "4" indicates ICS server

connection. The conversion table 6013-1 contains addresses registered



68 ration Y has ICS logic termnal address "9944" of the access control
apparatus 1010-41 as the contact point thereof. The access control
apparatuses 1010-21 and 1010-4 are connected to the ATM exchange 10133-21,
and the ATM exchanges 10133-11 and 10133-21 are connected via a relay
networ k. <<Preparation>> W tilpor egard to the ATM exchanges 10133-11
and 10133-21, a single PVC virtual channel connects the conversion unit
1033-11 within the ATM exchange 10133-11 and the conversion unit 1033-21
within the ATM exchange 10133-21, setting "33" as the virtual channel 1D

pr ovi ded thereihewitinthessane wmsthod038 - fato Hesbeibed tinaEmbbdimeeit-1aa0d " 44"
as the wvirtual channel ID provided to the conversion unit 1033-21 of the

virtual EmbodinentReli sThentIOShnetwdrlaseskranné?n hasCan STCS nteZbaidrege igifor ned
regardi ng the VC address conversion table 1433-11 within the conversion

unit 1033200038nand lem YCSanetwrak addressicfh "7821%, atid3i21conmddtied tbethe
conversion unit 1033-21. <<Packet flow for N-on-N conmnuni cati on>>

The f| owarkepsctattsdlo apparatis €0i0vbhivid ICS eatraiiicattiche Llites 6o8hel.
concerni ng packets sent fromthe corporation X to each of
The conversion table 6013-1 contains the receiver ICS user address
"2000" of the ICS network server 670, receiving ICS network address of
"7821" and request identification of "4".
The operation thereof is described with reference to FIG.54.
<<Comumication from a telephone line to an ISDN line)>)>
The user 6060-1 sends out the ICS user frame F110 with a sender
ICS user address "3400" and a receiver ICS user address "2500" to the
access control apparatus 6010-1 via the telephone line 6160-1. The
access control apparatus 6010-1 receives the ICS user packet F110 from
the telephone line conversion unit 6030-1 with the ICS network address
"7721"(Step S1800), and checks whether or not the ICS network address
"7721" is registered on the conversion table 6013-1 with the reqguest
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
T "2500" is registered on the conversion table 6013-1(Step S1803) and
that the request identification has been registered as inter-
corporation commmication "2"(Step S$1804). In this case, the
registration has been made, so the receiving ICS network address
"5522" is obtained from the conversion table 6013-1, processing such
as billing related to the inter-corporation commmication is performed



the corporations A and C. An ICS network packet sent fromthe corporation
X toward the corporation A having a transmtting ICS network address
"7711" and a receiving network address "9922", is transferred to the PVC
virtual channel with a virtual channel 1D "33", by neans of naking
reference to the VC address conversh%q table 1433- 11 in the conversion
unit 1033-1. An ICS network packet sent fromthe

69 corporation X toward the corporation C, having a transmtting ICS
network address "7711" and a receiving network address "9944", is al so

t ransf er r(StepoS18eS FV&he [CSaisexhpacket \Wil0 dsviCS-wmicapbalaiad |(Btep3” .
Next, the flow of packets wll be described concerning packets sent from

t he cor p@18200n dormeertedhinto tare ICSr petworio packetF120., 4nd|$eht et the kKICS
packet sent fromthe corporation Y toward the corporation A, having a

t ransm t tpacket CBrarsfier hedoric $0307¥22 " IC8 chetwork sxanmagication 1ined6086-sL
"9922", is transferred to the PVC virtual channel with a virtual channel
| D "33", (Stepe8b829). making reference to the VC address conversion table

1433-11 in the conversion unit 1033-11. An
<{{Cammmication from an ISDN line to a CATV line)>)>

The user 6061-1 sends out the ICS user packet F1ll with a sender
ICS user address "3500" and a receiver ICS user address "2600" to the
access control apparatus 6010-1 via the ISDN line 6161-1. The access
control apparatus 6010-1 receives the ICS user packet Fl1lll from the
ISDN line conversion unit 6031-1 with the ICS network address "7722"
(Step S1800), and checks whether or not the ICS network address "7722"
is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has been made, so the receiving ICS
network address "5523" is obtained from the conversion table 6013-1,
processing such as billing related to dedicated line commection is
perfonmed(Step S1802), the ICS user packet Flll is ICS-encapsulated
(Step S1820), converted into an ICS network packet Fi21, and sent to
the ICS packet transfer network 6030 via ICS network commmication

° line 6080-1(Step S1825).

Incidentally, regarding the virtual dedicated line connection,
the sender ICS user address and receiver ICS user address written
within the ICS network packet F111 do not have to be used in the
access control apparatus. Next, the ICS network packet F121 reaches
the access control apparatus 6010-2 via the FR network 6041 and the



| CS network packet sent fromthe corporation Y toward the corporation C,
having a transmtting |ICS network address "7722" and a receiving network
adress "9944", is also transferred to the PVC virtual channel wth a
virtual channel 1D "33". Next, reverse packet flow will be described
concerni ng packets sent to each of the corporations X and Y fromthe
corporation A. An I CS network pacf@% sent toward the corporation X from
the corporation A, having a transmiting |ICS network address "9922" and a
receiving network address "7711", is transferred to the PVC virtual

channel IGsh network teormuniteatidn 1Bné46080-1% foraasamplarals noeveaiselgnTEst o
the VC address conversion table 1433-21 in the conversion unit 1033-2. An

| CS net waricapsultated amnid resbored Hatoothw kS asel’ packett FE1L prand atadhnes A,
having a transmtting I CS network address "9922" and a receiving network
addr ess "the Mseri 6062~ connecterd rbedthe CAR R¥fGev6162+ vihatiee|CATH Line
virtual channel 1D "44", by nmeans of making reference to the VC
70 unit 6028-2 which is provided with the transmitting ICS network
address "5523".
<<Commmication from a CATV line to a satellite line)>
The user 6062-1 sends out the ICS user packet Fll2 with a sender
ICS user address "3600” and a receilver ICS user address "2700" to the
access control apparatus 6010-1 via the CATV line 6162-1. The access
control apparatus 6010-1 receives the ICS user packet F112 from the
CATV line conversion unit 6032-1 with the ICS network address "7723"
(Step 51800), and checks whether or not the ICS network address "7723"
is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
"2700" is registered on the conversion table 6013-~1(Step S1803) and
that the request identification has been registered as intexr-
curporatidn coammmication "2"(Step S1804). In this case, the
* registration has been made as inter-corporation commmication "2", so
the receiving ICS network address "5524" is obtained from the
conversion table 6013-1, processing such as billing related to inter-
corporation commumication is performed(Step S$1805), the ICS user
packet F112 is ICS-encapsulated(Step S1820), converted into an ICS
network packet F122, and sent to the ICS packet transfer network 630



address conversion table 1433-2 in the conversion unit 1033-2. An ICS

net wor k packet sent toward the corporation X fromthe corporation C

having a transmtting I CS network address "9944" and a receiving network
address "7711", is transferred to the PVC virtual channel with a virtual
channel D "44". An |ICS network pﬁ%st sent toward the corporation Y from
the corporation C, having a transmtting ICS network address "9944" and a
recei ving network address "7722", is also transferred to the PVC virtual
channel with a virtual channel |D "44" Thus, N-on-N conmmunication is
per f or medvimilCS Betwork comeupigationcline r§Q80-1¢Etep &1825) Entibe AESt - 4
(Enbodi nent using an FR network): An enbodi nent will be described
wher ei n tRebwEi,pagket Hlg2 m@a@hacmﬁmh@m 602 VA i s
configured using an FR netvvork The resent enbodi ment wi || be described
in the fomeAMynebveer 6042 Pwasio coRmmistdonriine 608042 for
conventi onal art (2) descrl t|on of corrponents (3) flow of packets using
SVC, (4) eXBWlest ifpevmmeely, E@W?ﬁ}mﬁ%mmﬁmanﬁﬁe%mwﬁﬁh on
usi ng PVC and &# N-on- N com‘rum catlon u3|(n%9 PVC. Wth t he present

embodi menpacke pednd ey Ieceivieg dESar at el v,
g;CLhese netv%r?ce ed i rl_zc%njnunct | on Descrl pti on w Il be given regarding

<<{Commmnication from a satellite line to an IPX line))

The user 6063-1 sends out the ICS user packet F113 with a sender
ICS user address "3700" and a receiver ICS user address "2800" to the
access control apparatus 6010-1 via the telephone line 6163-1. The
access control apparatus 6010-1 receives the ICS user packet F113 fram
the satellite line conversion unit 6027-1 with the ICS network address
"7724" (Step S1800), and checks whether or not the ICS network address
"7724" is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line connection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
"2800" is registered on the conversion table 6013-1(Step S1803) and
that the request identification has been registered as inter-

- corporation commumication "2"(Step S1804). In this case, the
registration bas been made as inter-corporation commmication "2%, so
the receiving ICS network address "5525" is obtained f£rom the
conversion table 6013-1, processing such as billing related to inter-
corporation commmication is performed(Step S1805), the ICS user
packet F113 is ICS-encapsulated(Step S1820), converted into an ICS



of the cases of using SVC and PVC. Al so, intra-corporation conmunication
service and inter-corporation conmunication service described in

Enbodi nent and virtual dedicated |ine service described in Enbodi ment-2,
can both be realized with the access

71 control apparatus according toqf)e present invention, so there is no
need to consider these separately regardi ng network packet comunication
with the network within the ICS. Rather, in the present enbodi nent, these
comuni cation services_wWll be described integrally. (1) Supplenentary
expl anat PEEWREK macket K148 c sndegenk kg the ICS FEFans @uﬁﬁg\%@ﬁtw

explanatign will be nade regardi ;rl].gbeR- rel ated conventional art to the

extent tNa@ S Mrm : elil’ﬁnéoﬁﬁ)'e]sgﬁpeﬁ%hen@e IS Aframe
W th var PRSHEDE GRGRRS F123 GAohas OmACERP] IR ABPISHEE SO1ORE via |
CommUN C R P Hatae? 156 dre 6650 and 305 ndtwark commmication line 6080-
2 for example, is reversely ICS-encapsulated and restored into the ICS
user packet F113, and reaches the user 6064-2 with the receiving ICS
network address "2800".
<<CdnmmicationfmnarlIPXlinetoacellulartelephone line>>
The user 6064-1 sends out the ICS user packet Fll4 with a sender
ICS user address "0012" and é receiver ICS user address "2900" to the
access control apparatus 6010-1 via the IPX line 6164-1. The access
control apparatus 6010-1 receives the ICS user packet F114 from the
IPX line conversion unit 6026-1 with the ICS network address "7725"
{Step $1800), and checks whether or not the ICS network address "7725"
is registered on the conversion table 6013-1 with the request
identification as virtual dedicated line comnection "3"(Step S1801).
In this case, the registration has not been made, so next, the access
control apparatus 6010-1 checks that the receiver ICS user address
"2900" written in the ICS user packet F114 is registered on the
- conversion table 6013-1(Step S1803) and that the request identifi-
cation has been registered as inter-corporation commmication "2
(Step $1804). In this case, the registration has not been made as
inter-corporation comumication "2", so the access control apparatus
6010-1 checks whether the registration has been made as intra-
corporation comumication "1"(Step S1810). In this case, the



conventional art which has been standardized in the ITU TI.233
Recomendati ons and so forth which have realized accunul at ed exchange of
packets within a circuit network, and also logic nultiplexing (a techniqgue
for nmultiplexing a single physical line into a plurality of logic lines).
The service using the above technique is referred to as Frane Mde Bearer
Service (hereafter referred to as 1'08Bs"), and stipulated for FMBS are:
the Frame Switch Bearer Service (hereafter referred to as "FSBS") wherein

the other party to which connection js to be made is selected (SVQ); and
the PranFResEyabion Hascheen dBde A8, LRKTasCORPRRtcn Compicatan) * bhe s n
rt

" Fr ane. Rty roSakRR S pRfR andhess tales” LF chrelnet B Behe narrow |

2 term 1oTEVERRER LA AL BEPRe e $50h A i LAY Tl BNy
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packet F113 is ICS-encapsulated(Step S1820), converted into an ICS
network packet F124, and sent to the ICS packet transfer network 6030

g

via ICS network commmication line 6080-1(Step S1825). The ICS
network packet F124 reaches the access control apparatus 6010-2 via
the CATV line network 6044 and ICS network commmication line 6080-2
for example, is reversely ICS-encapsulated and restored into the ICS
user packet Fli4, and reaches the user 6065-2 with the receiving ICS
‘network address "2900".
<<LCommunication from a cellular telephone line to a telephone line))>
The user 6065-1 sends out the ICS user packet F115 with a sender
ICS user address "3800" and a receiver ICS user address "2400" to the
access control apparatus 6010-1 via the cellular telephone line 6165-1.
The access control apparatus 6010-1 receives the ICS user packet F115
from the cellular telephone line conversion unit 6035-1 with the ICS
network address "7726"(Step S1800), and checks whether or not the ICS
- network address "7726" is registered on the conversion table 6013-1
with the request identification as virtual dedicated line connection
"3"(Step S1801). In this case, the registration has not been made, sO
next, the access control apparatus 6010-1 checks that the receiver ICS
user address "2400" written in the ICS user packet F115 is registered
on the conversion table 6013-1(Step S1803) and that the request



i ndicated, the term"frane relay using PVC' will be used. Hereafter, the
above-defined "frane relay in the wide sense (FMBS)" will be referred to
as FR, and packets transferred an FR network will be called "FR packets"
in order to distinguish these fromI|CS packets. As descri bed earlier,
with an FR network, a plurality of laogic |ines can be set on a physical
line, these |ogic I|nes bei ng refelP8d to as | ogi ¢ channels. ldentifiers
appropriated to FR term nal s connectlng to both ends of the |ogic channels

ftmkh%@ﬁﬁﬁﬁ%‘r&e BRER it ena e%#va%i%%#’%c Lk é@wﬁﬂﬁc@i e
re]gerr_ed t gsﬁ:e% %EE,Q/‘?% g(‘/?g%d% (ﬁg}% ecr I%%Bﬁéﬁ %%
channel | HRETSRpdBn Sopmaltlaniyy 15, °%%‘°&%ﬁ#%%éa%g?¢ rr%%@éc?ﬁ' any
EE tLgr Po%gcﬁ%nne? [ s p%gﬂﬁ%@% E%F%ﬂ er m n?liakﬁt%eﬁg” Settl "
ICfgiltlgtetet %q res an agg?é%géjftw‘g’légénafy “2“1@%?' rﬁ*‘gﬁﬁ%‘ﬁa{
addr esor )12 PERRER (SIS By D syﬁﬁﬁﬁ%ﬁéﬁ%ﬂ PRl

(Step S1820), converted into an ICS network packet F125, and sent to
the ICS packet transfer network 6030 via ICS network commmication
line 6080-1(Step S1825). The ICS network packet F124 reaches the

'\

access control apparatus 6010-2 via the satellite line network 6043
and ICS network communication line 6080-2 for example, is reversely
ICS-encapsulated and restored into the ICS user packet F115, and
reaches the user 6060-2 with the receiving ICS network address "2400".
<<LCaommmication from a cellular telephone line to an ICS network
serverd>>
The user 6066-1 sends out the ICS user packet F116 with a sender

ICS user address "3980" and a receiver ICS user address "2000" to the
access control apparatus 6010-1 via the cellular telephone line 6166-1.
The access control apparatus 6010-1 receives the ICS user packet F116

. from the cellular telephone line conversion unit 6025-1 with the ICS
network address "7726"(Step S1800), and checks whether or not the ICS
network address "7726" is registered on the conversion table 6013-1
with the request identification as virtual dedicated line connection
"3"(Step S1801). In this case, the registration has not been made, so
next, the access control apparatus 6010-1 checks that the receiver ICS



unique in the FR network, thereby enabling identification of each FR
termnal. PVCis for fixedly setting a call setting to the FR exchange,
and can be viewed as a virtual dedicated |line fromthe point

73 of the FR term nal. Regardi ng the established | ogi c channel s,
DLCls for identifying |ogic chai®dl s are appropriate for both SVC and PVC,
and in the event of transferring an FR packet, the DLCl is set at the DLC
bit portion on the FR packet address portion shown in FIG 37. There are
three formats a gulated for the FR cket address portion, FIG 37 shomnng

the 2- byt¥& 39005 wrktten dRe GSypseE packet ELMG LS inegéstered
(channel ca |I|t|es ., of the PR network |ncIu e:. Commtted |Information
Rat e ( her®®hf tgble 6Q3CR1{SteRp §1803) and thakt HheTesestanst er

speed gu t_a nor state (a s ate ereln there is no
congest i Wgﬁtw E@% reglsg: COrRCEstion qymEpAcation cs

netvork RAsKEhE' 81804)7 1n this case, the registration has not been made so
the access control apparatus 6010-1 checks whether or not the request
identification is registered as intra-corporation commmication "1
(Step §1810). In this case, the registration has not been made, so
the access control apparatus 6010-1 checks whether or not the request
identification is registered as ICS network server "4"(Step S1812).
In this case, the registration has been made as inter-corporation
coamumication "2", so the receiving ICS network address "8721" is
obtained fram the conversion table 6013-1, processing such as billing
related to intra-corporation cammmication is performed(Step S1813),
the ICS user packet F115 is ICS-encapsulated(Step S1820), converted
into an ICS network packet, and sent to the ICS network server 670
(Step £1825).

According to the above-described transferring methods, changing
the ICS user address written into the ICS user packst allows for the
sending side to select any of the following on the receiving side:

- telephone line, ISDN line, CATV line, satellite line, IFX line, or
cellular phone line; regardless of whether the sending side is any of
the following: telephone line, ISDN line, CATV line, satellite line,
IPX line, or cellular phone line.

Embodiment-6 (Dial-up router):



packets in order to send such comuni cati on packets over an FR network, as
shown in FIG 38. Reception of an FR packet results in reverse conversion,

consi sting of extracting and reproducing the conmuni cati on packet (ICS

net wor k packet) fromthe FR packet as shown in FIG 38. Conversion of this

FR packet has been standardi zed following the I TUT Recommendations. Al so,
protol headers within the FR packelto ser information have been

standardi zed i n RFC1490 of |ETF. (z%j Description of conponents:
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addressegan’fdto B an’ 168 usd® 2iaRed S 601 C 2" BRI SHELSE of the
dial-up router 7110 enters in the router table 7113-1 of the dial-up
router 7110 the telephone number specified from the receiver ICS user
address and the order or priority thereof from the router table input
unit 7018-1.

Now, registration to the router table 7113-1 will be described
with reference to FIG.58. In the event that the receiver ICS user
address "3601l" has been specified, the highest on the priority list is
telephone mumber "03-1111-1111", No.2 on the priority list is
telephone murber "03-2222-2222", and No.3 on the priority list is
telephone number "03-3333-3333". The receiver ICS user addresses
"3602" and "3700" are also registered in the same manner. Here,
reference will be made to the flowchart shown in FIG.59 as an example
of comumication from the sender ICS user address "2500" to the
receiver ICS user address "3601".

The user 7400-1 sends the ICS user packet F200 to the dial-up

- router 7110 via the gateway 7400-2 and the user logic commmication
line 7204. The dial-up router 7110 operates under the processing
device 7112-1, and receiwves the ICS user packet F200(Step S1901),
reads the receiver ICS user address "3601" included in the ICS user
packet F200, searches the router table 7113-1 with the address "3601"
included in the ICS user packet F200 as the search keyword(Step S1902),



logic termnals) for the corporations X and A which are the users of the

| CS 925. Also appropriated to the access control apparatus 1010-7 are ICS
net wor k addresses "7733" and "7744", serving as connection points for the
corporations Wand C, simlarly. Appropriated to the access contro
apparatus 1010-6 are ICS network addresses "9922" and "9933", serving as
connection points for the corporatlioens Y and B, and simlarly appropriated
to the access control apparatus 1010-8 are ICS network addresses "9944"
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7010-1 which is called by the telephone number "03-1111-1111"° is
established, i.e., the dial-up router 7110 and the line portion 7011-1
are connected by a telephone line. In the event that the dial-up

router 7110 and the line portion 7011-1 are not connected by a

telephone line, dial-up router 7110 finds the telephone number "03-
2222-2222" that is second in priority, and dials the telephone number
"03-2222-2222" via the telephone network as the first attempt(Step
S1911). As a result, a telephone camumication path 7202 with the
line portion 7011-1 of the access control apparatus 7010-1 which is -
called by the telephone number "03-2222-2222" is established. Also,
in the event that the dial-up router 7110 and the line wnit 7011-1 are
not connected by a telephone line, the dial-up router 7110 finds the
telephone number "03-3333-3333" that is third in priority, and dials

. the telephone mumber "03-3333-3333" via the telephone network as the
third attempt(Step S1911). As a result, a telephone commmication
path 7203 with the line portion 7011-3 of the access control apparatus
7010-3 which is called by the telephone mumber "03-3333-3333" is
established. In the event that the dial-up router and the access
control apparatus are not connected by a telephone line regardless of



| ayers, data link |layer protocol). The conversion unit 1032-5 is conprised
of a processing device 1232-5, and al so an FR address conversion table
1532-5 for call setting with SVC, and a DLC address

75 conversion table 1432-5 for converting addresses from I CS network

addr esses used by both SVC and PVC 1b0l ogi ¢ channel. Also, the FR exchange
10132-5 connects the FR address adm nistration server 1632-5 serving as an
i nformati on processing device for storing the FR address conversion table
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commication path 7201, 7202 or 7_203.

Next, description will be made regarding the operations
following the connection of the aforementioned dial-up router 7110 and
the line portion 7011-1. The dial-up router 7110 enters verification
procedures for determining whether this is an authorized user
registered in the access control apparatus 7010-1 as a user(Step
$1920). Any arrangement which achieves the object of verification is
agreeable for the verification procedures, but for example, an ID and
password for identifying the dial-up router are sent from the dial-up
router 7110 to the line portion 7011 via the telephone line 7201 the
verifying unit 7016-1 of the access control apparatus 7010-1 checks
whether or not the received ID and password are correct, and in the |
event that the user is correct, the fact that the user is correct,
i.e., camumnication data notifying "affirmative confirmation® is sent
to the dial-up router 7110 via the telephone commmication path 7210,

. thus campleting the verification procedures. In the event that either
one of the ID or password is incorrect, commmication via the
telephone commumication path 7210 is terminated.

Upon receiving notification of “affimative confirmation™ from
the telephone line 7201 in user verification, the dial-up router 7110
sends the ICS user packet F200 to the telephone commmication path



5 and 1810-7, respectively, and al so, the access control apparatuses

1010-6 and 1010-8 are connected to the FR exchange 10132-6 via the

comuni cation |ines 1810-6 and 1810-8, respectively. An FR address "2977"
unique to the network is set to the conversion unit 1032-5 wthin the. FR
exchange 10132-5, and an FR addrest1!2999" unique to the network is set to
the conversion unit 1032-6 within the FR exchange 10132-6. The FR
exchanges 10132-5 and 10132-6 are connected via the FR relay network, but
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the dial-up router.
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Upon receiving the ICS user packet F200, the access control .
apparatus 7010-1 uses the conversion table 7013-1 under administration
of the processing device 7012-1, generating an ICS network packet F301,
which is sent out into the ICS network commnication line 7301 within
the ICS 7100. In the present embodiment, the transmitting ICS network
address for the ICS network packet F301 is "7501" which is a network
address appropriated to the ICS logic terminal within the line portion
7011-1, and the receiving ICS network address is "8601" appropriated
to the ICS logic terminal within the access control apparatus 7010-2.
The iCS network packet F301 is transferred across the ICS 7100 and
reaches the access control apparatus 7010-2, where it is reversely

CS-encapsulated and reaches the user 7410-1 with the ICS user address
"3601" via the user logic conmmication line 7601.

In the above description, in the event that a telephone
comumnication path 7202 called by the telephone number "03-2222-2222"
is established between the dial-up router 7110 and the line portion
7011-1 of the access control apparatus 7010-1, the ICS user packet
F200 is transferred from the dial-up router 7110 to the line portion
7011-1 via the telephone conmunication path 7202. In this case also,
upon receiving the ICS user packet ¥F200, the access control apparatus



A receiving I CS network address indicating the destination of the ICS
networ k packet to be transferred fromthe conversion unit 1032-5 to the FR
network, a receiving FR address for indicating the other party for cal
setting of the |logic channel on the FR network, and channel capabilities
such as conmmuni cati on speed requestied by the 1ogic channel, are registered
in the FR address conversion table 1532- 5 within the conversion unit
1032-5 inside the FR exchange 10132. Al so, sinilar registration is made to
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The val ues sefig the R A0ERESHANY BEPHbrie? rfind?38e 8ol Salt® 7203

called by the telephone number "03-3333-3333" is established between

the dial-up router 7110 and the line portion 7011-3 of the access
control apparatus 7010-3, the ICS user packet F200 is transferred from
the dial-up router 7110 to the line portion 7011-3 via the telephone
comunication path 7203. In this case, upon receiving the ICS user
packet F200, the access control apparatus 7010-3 performs the ICS
encapsulation to generate an ICS network packet F303, which is sent
out into the ICS network commmication line 7303 within the ICS 7100.
In this case, the transmitting user address for the ICS user packet
F303 is "7800" which is a network address provided to an ICS logic
terminal within the line portion 7011-3, and the receiving ICS user
address is "8601", which is a network address provided to an ICS logic
terminal within the line portion 7010-2., The ICS network packet F303
is transferred across the ICS 7100 and reaches the access control
apparatus 7010-2, where it is reversely ICS-encapsulated and reaches
the user 7410-1 with the ICS user address "3601" via the user logic

commumication line 7601.



follows: value "7711" which is the ICS network address appropriated to the
ICS logic termnal of the access control apparatus 1010-5 is set

77 as the comuni cation address of the corporation X, and the FR address
"2977" which is uniquely appropriated in the FR network to the conversion
unit 1032-5 within the FR exchange 10132-5 to which the access control

apparatus 1010-5 is conected is réb?stered as the receiving FR address. In

the present enbodi ment, a conmunication speed of 64 Kbps is set as the
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apparatuses 13010-1, 13010-2, 13010-3 and 13010-4. The ICS address

name administration server 13000-1 has a processing device 130001-1, a
correlation table 13002-1 and an ICS name converting table 13003-1,
and further is appropriated an ICS network address "9801" which can be
uniquely distinguished within the ICS.

The other ICS address name administration servers 13000-2,
13000-3 and 13000-4 also have the same capabilities as the ICS address
name administration server 13000-1, each containing a processing
device, a correlation table and an ICS name conversion table, each
having the respective ICS network addresses "9802", "9803" and "9804",
each comumnicating one with another using ICS network commmication
functions, and each capable of exchanging the information that another
ICS address name administration server has. The ICS address name VAN
representative administration server 13020-1 has an ICS network
address "9805", and another ICS address name VAN representative
administration server 13020-2 has an ICS network address "9806", these
commmicating with a great many ICS address name administration
servers and other ICS address name VAN representative administration
servers using ICS network commmication functions, and each capable of
exchanging the information that each other has. The ICS address name
VAN representative administration server 13020-1 has a processing



having the transmtting I CS network address "7711" and the receiving ICS
networ k address "9922" as an | CS packet header. The ICS network packet F1
is sent fromthe access control apparatus 1010-5 to the FR exchange
10132-5, and reaches the conversion unit 1032-5 via an interface unit
1132-5 whi ch processes conversion/¥¥ctifying of electric signals in the
comuni cation path. The following is a description thereof made with
reference to the flowhart in FI G 43. <<Obtaining a DLCl >> Once the
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13032-1. Hence the ICS address name VAN representative administration

server 13020-1 represents the VAN 13030-1 by means of performing the _
above procedures.

The above ICS address name VAN administration server 13020-1
includes a processing device, a correlation table and an ICS name
conversion table, and another embodiment may be formed by grouping the
correlation table and the ICS name conversion table into a single
table, in which case one of the ICS user addresses contained in both
of these two types of tables is used.

Embodiment-8 (Full-duplex commmication including satellite.
commmication path: Part 1):
<<Configuration of user, data providing corporation, commmication
satellite, etc.)>>

The present embodiment performs a type of full-duplex
coamumication by cambining a satellite's tranamitting functions and IP
commmication functions. In the present embodiment, "IP terminal®
indicates a terminal or camputer which has functions of sending and
receiving IP packets.

Description will be made with reference to FIG.6l. The present
embodiment is comprised of: ICS 16000-1; access control apparatuses



wi th the communication path is established at the tine of receiving the

| CS network packet, and cases in which the |ogic channel has not yet been
established. In order to find out whether or not the |logic channel has
been established, the processinﬁ evice 1232-5 first searches whether or
not a | ogi c channel correspondi d ith the pair of a transmtting ICS
networ k address "7711" and a receiving ICS network address "9922" is

regi stered in the DLC address conversion tabl e 1432- 5(Step S1702), and in
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1; users 16500-1, 16510-1 and 16520-1; IP temminals 16501-1, 16511-1
and 16521-1 of each user; satellite receivers 16502-1, 16512-1 and
16522-1 of each usér; satellite electric wave commmication lines
16600-1, 16610-1, 16620-1 and 16630-1; and user logic commmication
lines 16710-1, 16720-1, 16730-1 and 16740-1. The IP terminals 16210-1,
16501-1, 16511-1 and 16521-1 each have ICS user addresses "3000%,
"2300", "2400" and "2500", and are respectively connected to the
access control apparatuses 16100-1, 16120-1, 16120-1 and 16110-1, via
user logic comumication lines. The IP temminal 16310-1 can be
classified as an ICS network server, having an ICS special number
"4300", and connected to the access control apparatus 16100-1 via the
ICS network commmication line within the ICS 16000-1. Electric wave
transmitted from the satellite transmitter 16330-1 transfer
information via the satellite electric wave commmication path 16600-1,
the electric wave is received by satellite receivers 16502-1, 16512-1
and 16522-1, the received data being delivered to the IP terxminals
16501-1, 16511-1 and 16521-1. The present embodiment is characterized
by the satellite transmission corporation 16300-1 having satellite
camunication functions.



Regardi ng the above-nentioned case wherein "there is no registration of a
DLCI corresponding with a comruni cati on path

79 determ ned by correspondence between a transmitting | CS network
address and a receiving I CS network address on the DLC address conversion
table 1432-5", i.e., in the case thatgthere is no DLCI corresponding with
this comuni cation path established yet, it becones necessary to perform
the following call setting, to establish a logic channel within the FR
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cating party 1 sends a synchronous packet #1, and a commmicating
party 2 returns a confinming packet #2 upon receiving the first packet.
Commmication procedures wherein such packets #1 and #2 are sent and
received is referred to as TCP connection establishment phase. Next,
both commmicating parties send and receive packets #3-1, #3-2, #3-3
and #3-4, and camunication procedures wherein such sending and
receiving of packets is performed is referred to as TCP data transfer
phase. Finally, a final packet #4 is sent and a confirming packet #5
is returned to confirm the reception of the packet. Commmication
procedures wherein such packets #4 and #5 are sent and received is
referred to as TCP connection ending phase. Besides the above TCP
communication procedures, there are commumication procedures called
UDP, camprised of data transfer alone. An example is shown in FIG.62,
UDP is characterized in comparison with TCP by the absence of the TCP
connection establishment and connection ending phases.

The commmication procedures according to the present embodiment
will be made with reference to FIGs.6l and 63. In the following
procedures, the aforementioned TCP technology full-duplex communi-
cation is employed except for the cases of transmission instruction to
satellite transmission egquipment (#6 and #14 in FIG.63)} and "data
transmission® using electric wave from the satellite transmission



the DLC address conversion table 1532-5 matching the receiving ICS network
address "9922", and obtains transmtting FR address "2999" correspondi ng
thereto and channel capabilities "64K" corresponding thereto, and so forth
(Step S1705). As described in the above <Preparation>> section, this
transmtting FR address "2999" isldd address which is uniquely
appropriated within the FR network to the conversion unit 1032-6 in the FR
exchange 10132-6 to which the access control apparatus 1010-6 is
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The IP terminal 16210-1 of the data providing corporation 16200-

1 obtains "data to be provided” from the database 16220-1 thereof and
sends it to the IP terminal 16310-1 of the satellite transmission
corporation 16300-1 which can be identified by the ICS special number
"4300", using the IP frame transmission functions of the ICS (#1 in
FIG.63 , the same hereafter). The satellite transmission corporation
16300-1 stores the received "data to be provided™ in its database
16320-1. The IP terminal 16501-1 of the user 16500-1 sends an
*inquiry packet” to the IP terminal 16210-1 which can be identified
with the ICS user address "3000" (#2). The IP terminal 16210-1 returns
a "reply packet”(#3), the IP terminal 16501-1 receives this "reply
packet”, and then sends a "request packet” to the IP temminal 16210-
1(#4). When the IP terminal 16210-1 receives the “request packet®, it
sends a "transmission instruction packet™ to the IP terminal 16310-1
(#5). Vhen the IP temminal 16310-1 receives the "instruction packet®,
it instructs trensmission of the "data to be provided” saved in the
database 16220-1(#6). The satellite transmission equipment 16330-1
emits the "data to be provided® as electric wave toward the
communication satellite 16400-1 (first half of #7), the cammmication
satellite 16400-1 amplifies the received "data to be provided” and
emits it (latter half of #7), the satellite receiving equipment 16502-



and so forth(Step S1706). The FR exchange 10132-5, upon receiving the call
setting request, uses a signal nmethod which is provided standard to FR
exchanges proper as known technique to establish a | ogic channel wthin
the FR network which reaches the FR ggchange 10132-6. The DLCl
appropriated for identification of the logic channel is notified from the
FR exchanges to conversion units 1032-5 and 1032-6 therein, but in the
event that this is based on sti pul ations of a signal nethod according to
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IP terminal 16310-1 of the satellite transmission corporation 16300~1
(#9). In the sbove procedures, #1, #2, #3, #4, 45, #8 and #9 use the
above-described TCP cammmication technology, and the TCP data

transfer phase alone is shown and described.

Next, the procedures #10, #11, #12, #13, #14, #15, #16 and #17
shown in FIG.63 are almost the same as the above procedures, the
difference in this example being that instead of the user 16500-1, the
IP terminal 16501-1 and the satellite receiving equipment 16502-1,
another user 16510-1, IP terminal 16511-1 and satellite receiving
equipment 16512-1 are used, and the present embodiment is capable of
transferring "data to be provided" to a plurality of users.

The above-described camamication procedures shall be described
with reference to FIG.64. The sending of an "inquiry packet”(i#2),
returning a "reply packet"(#3), sending of a "request packet™(i4),
"data transmission" by satellite cammmication(#7), and sending
"reception confirmation packet"(#8) in FIG.64 corresponds with the
sending of an "inquiry packet”(#2), returning a "reply packet"(#3),
sending of a "request packet”(#4), "data transmission" by satellite
camunication(#7), and sending "reception confirmation packet®(#8) in



Regi stration to the FR address conversion table 1432-6 in the

81 conversion unit 1032-6 will be described |ater. <<Packet transfer>>
The processing device 1232-5 of the conversion unit 1032-5 converts the

| CS network packet F1 received fromihe access control apparatus 1010-5
into a FR packet shown in FI G 38 according to the |ogic channel (DLCI "16")
est abl i shed accordi ng the above description, and further perforns the
conversion into FR packets and transfers to the relay PR exchange
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(hereafter referred to as an "integrated commmication entity"). The
user in FIG. 64 can be considered to be performing full-duplex
communication with the aforementioned integrated commication entity.
{<Variation on above embodiment)>)>

Next, a variation of the above embodiment wherein only a portion
of the commmication procedures has been changed shall be described
with reference to FIGs.Gl and 65.

First, the IP temminal 16501-1 of the user 16500-1 sends an
"inquiry packet"™ to the IP terminal 16210-1 which can be identified
with the ICS user address "3000" (#1 in FIG.65: the same hereafter).
The IP terminal 16210-1 returns a "reply packet"(#2), the IP terminal
16510-1 receives the "reply packet"”, and then sends a "request packet"
to the IP terminal 16210-1(#3). When the IP terminal 16210-1 receives
the "reqguest packet”, it sends "data to be provided® from the database
16220-1 thereof to the IP terminal 16310-1 which can be identified by
the ICS special number "4300"(#4), and also sends a "transmission
instruction packet™ to the IP terminal 16310-1(#5).

The satellite transmission corporation 16300-1 stores the
received "data to be provided” in its database 16320-1, and instructs
transmission of the saved "data to be provided"(#6). The satellite
transmission equipment 16330-1 emits the "data to be provided" as
electric wave toward the commmication satellite 16400-1 {(first half



<<Qperation follow ng arrival of packet>> Once the FR packet S2
reaches the FR exchange 10132-6(Step S1710), this FR packet S2 is
transferred fromthe FR exchange 10132-6 to the conversion unit 1032-6. At
the conversion unit 1032-6, as shown in FIG 38, an ICS network packet is
restored fromthe received FR pailéﬁt (Step S1711). In FIG 40, the restored
| CS network packet is shown as a CS network packet F2, but the contents
thereof are identical to that of the ICS network packet F1. The ICS
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terminal 16501-1 obtains the "data to be provided" via the commumi-

cation satellite 16400-1, and sends a "reception confirmation packet™
to the IP terminal 16210-1 of the corporation 16200-1 providing the
"data to be provided®(#8). Next, the IP terminal 16210-1 sends a
"reception confimmation packet™ to the IP temminal 16310-1 of the
satellite transmission corporation 16300-1(#9). Next, the procedures
#10, #11, #12, #13, #14, #15, #16, #17 and #18 are almost the same as
the above procedures, the difference in this example being that
instead of the user 16500-1, the IP terminal 16501-1 and satellite
receiving equipment 16502-1, another user 16510-1, IP texminal 16511-1
and satellite receiving equipment 16512-1 are used.
<<Another variation on above embodiment>>

In the above two embodiments, TCP technology full-duplex
camumication is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
TCP connection ending phase being omitted from the drawings and from
description thereof. In the embodiment to be described now, UDP
commmication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique.



the point of receiving the call, and DLCI "26" appropriated at the tine of
call setting of the SVC |l ogic channel are registered in the FR address
conversion table 1432-6(Step S1714), and at this tine, the transmtting

| CS network address "7711" of thellgs network packet F2 is witten to the
receiving I CS network address of tt? FR address conversion table 1432-6,

and the receiving I CS network address "9922" is witten to the
transrn'tti ng I CS network address of the FR address conversion table
1432-6, i, e. ese ar wrlttenlnr verse positions. However, if at the
poi nt of t%‘?’n%aﬁ&"é@f@&?\d thin the FR address
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has been " nade acc
corporation are each within the ICS 16000-1, the IP terminal 16310-1

being provided with an ICS special number "4300". As catpared to this,
in the example shown in FIG.66, the satellite transmission corporation

(

16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-2 of the
satellite transmission corporation are each outside of the ICS 16000-2,
the IP termminal 16310-2 being provided with an ICS user address "3900".
The data providing corporation 16200-1 and users 16500-1, 16510-1,
16520-1 are capable of sending and receiving of IP packets can be
performed completely regardless of whether the other party has an ICS
user address or an ICS special number, so sending and receiving of IP
frames can be performed in combination with satellite cammmication
with the example in FIG.66 just as with that in FIG.61.

Embodiment-9 (Full-duplex commmication including satellite commumi-
cation path: Part 2):

The present embodiment is another variation of Embodiment-8,
with description being made with reference to FIGs.61 and 66. The



83 descri ption. An | CS user packet sent out fromthe corporation Y
to the corporation X is |ICS-encapsul ated upon passing through the access
control apparatus 1010-6 and is converted into an |ICS network packet F3
having the transmtting I CS network address "9922" and the receiving ICS
networ k address "7711" in the headé&R2portion thereof, and is transferred
to the conversion unit 1032-6 within the FR exchange 10132-6. The
processing following the flow showmn in FIG 43 as described above is
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TCP data transfer phase.

The IP terminal 16210-1 of the data providing corporation 16200~
1 obtains "data to be provided" from the database 16220-1 thereof and
sends this to the IP terminal 16310-1 of the satellite transmission
corporation 16300-1 which can be identified by the ICS special number
"4300", using the IP frame transmission functions of the ICS (#1 in
FIG.67, the same hereafter). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1. Next, the IP terminal 16210-1 of the data providing
corporation 16200-1 sends a *transmission notification frame" to the
IP terminal 16501-1 of the user 16500-1(#2). Upon receiving the
"transmission notification packet®, the IP temminal 16501-1 returns a
" transmission consent packet" to the IP terminal 16210-1(#3). When
the IP temminal 16210-1 receives the "transmission consent packet", it
sends a "transmission instruction packet” to the IP terxminal 16310-
1(#4). Vhen the IP terminal 16310-1 of the satellite transmission
corporation 16300-1 receives the "transmission instruction packet™, it
instructs transmission of the "data to be provided" saved in the
database 16220-1(#5). The satellite transmission equipment 16330-1
emits the "data to be provided®™ as electric wave toward the
communication satellite 16400-1(first half of #6)}, the cammmication



The FR packet S3 is relayed and transferred by the relay FR exchange
10132-5, becone FR packet S4 and reach the FR exchange 10132- 5, are
received via the logic channel having DLCI "16" in the conversion unit
1032-6 thereof, and restored into &d31CS network packet F4 having

I dentical contents with the ICS network packet F3. In the conversion unit
1032-5, the pair of the transnitting | CS network address "9922" and the
receiving I CS network address "7711" in the header of the ICS network

packet F4 is alre gi stered in the FR adqlress conversi gn tgbl e 1432 5
in reversd cﬂ%eloé)oE Lifiges the received to be provided

:)chg? qul?u.l dd['&gf%"r onvgaﬂfg&z_t IeEféé %ﬂﬁ-ﬂ- formed, and tge IC§51£§02vqu
ézséfrgle Ofﬁggp%g%q%hﬁaé£° hal_f - duagﬁ% nj cat|0n>> Ehe_ﬁggigt .
transterhed b’ Q01196881 3 ! O ! %hehip texminal 16501-1 cbtains the
"data to be provided" via the commmication satellite 16400-1, and
sends a "reception confirmation packet" to the IP terminal 16210-1 of .
the data providing corporation 16200-1 providing the "data to be
provided® (#7).

The above-described commmication procedures shall be described
with reference to FIG.68. The sending of an "transmission
notification packet™(i#2), the returning of a "transmission consent
packet™(#3), "data transmission” by satellite commmication (#6), and
the sending of "reception confirmation packet"(#7) in FIG.68
correspond with the sending of an "transmission notification
frame” (#2), the retuming of a "transmission consént packet" (#3),
"data transmission”" by satellite commmication(#6), and the sending of
"reception confirmation packet™(#7) in FIG.67, respectively. From the
above description, in the event that the satellite commmication
corporation 16300-1 and the data providing corporation 16200-1 are
viewed as an integrated commmication function unit (hereafter
referred to as an "integrated commmication entity”), the user 16500-1
in FIG.68 can be considered to be perfomming full-duplex commmication
with the aforementioned integrated commmication entity.
<<Another variation on above embodiment)>

Next, a variation of the above ambodiment wherein only a portion



corporation Y, and reverse fromthe corporation Y to the corporation X
with an network within I CS 925 havi ng been configured of an FR network,
being carried out with a single SVC |ogic channel. For exanple, applying
the transfer and reverse transfer to a request packet to a server term nal
of the corporation Y to be connected2fo the ICS froma client termnal of
the corporation X to be connected to the ICS (transfer), and a response
packet to the request packet fromthe client termnal of the corporation X

;gpisle‘r:\étergtn m nal of t_pJ CorEOﬁatloﬁmﬁé%q&%ﬁgﬁa%ﬁh% gesult%edn an
?22]*?2;8%355#&%%%@%&M£mn B APt oehS aata
ST ey 0 BB SO 4 BRS¢
xaml o, BASRREY o &ﬁ%t#%@ﬂ”ﬁé@e'&g%e&% R roRd . et ?‘M@?s to
fhe 15 ?ﬂ*%é&'%ﬁf#%afﬁ%ﬂ "By affoetEFng R Sl P oG 1o

connect egat Rt M€ ¢HsSTP terminal 16501-1 retumns a "transmission consent

packet” to the IP terminal 16210-1(#2). When the IP terminal 16210-1
receives the "transmission consent packet®, it obtains "data to be
provided” from the database 16220-1 thereof and sends this to the IP
terminal 16310-1 of the satellite transmission corporation 16300-1
which can be identified by the ICS special number "4300"(#3) and
further sends a "transmission instruction packet™ to the IP temminal
16310-1(#4). When the IP terminal 16310-1 of the satellite
transmission corporation 16300-1 receives the "transmission
instruction packet”, it instructs transmission of the "data to be

. provided" saved in the database 16220-1(#5). The subsequent
commmnication procedures are the same as those described above.
<<Another variation on above embodiment>)

In the above two embodiments, TCP technology full-duplex
camumnication is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
the TCP connection ending. phase being amitted from the drawings and
fram the description thereof. In the embodiment to be described now,
UDP commmnication technology described in FIG.62 is applied to a part
or to all, and part or all of the packet sending and receiving using



85 (transfer), and response packets to the request packets fromthe
plurality of client termnals of the corporation X to the plurality of
server termnals of the corporation Y (reverse transfer) results in
asynchronous transfer of packets between the client termnals and the
server termnals, so sinultaneous hegh-way conmmunication is conducted on
the single SVC | ogic channel serving as the communi cation path, thereby
maki ng for an application exanple of full-duplex comrunication. (4) Flow

?Espgggeﬁequ PVC'i q-ng enmbodi, nent %rei th ngﬁ\_/vorg v%'thi E_the
conmuni cat on at.h wi thin r k |1 be descrihed with an exanple
of an | C3 Lﬁ%ﬁﬁ'&eﬁ t%ﬁﬁ%w m’ﬁ)n Wtoward a

t erm nal cor por tlonZ <Pr epar.at i Atransmtting ICS
net wor k ég%?%&?“%f"ag?ra ;ﬁ@?gmg e transferred to the FR

network from fhg EaNelion #ﬂf b8 d8scrikbd with reference to FIG.66. In

FIG.61, the satellite transmission corporation 16300-1, the IP
temminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission equipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP terminal 16310-1
being provided with an ICS special number "4300". As compared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission eguipment 16330-2 of the
satellite transmission corporation are each outside of the ICS 16000-2,
the IP temminal 16310-2 being provided with an ICS user address "3900°.

Embodiment-10 (Full-duplex commmication including satellite
comumication path: Part 3):

The present embodiment is another variation of Embodiment-8, and
will be described with reference to FIGs.61 and 70. The data
providing corporation 16200-1, the satellite transmitting corporation
16300-1, the user 16500-1 are the same, with only the commmication
procedures being different. The present embodiment performs the full-
duplex commmication of TCP technology, but only the TCP data transfer



receiving I CS address, the DLCI of the PVC fixed on the FR network

(i ndicating the communi cati on path between the FR exchange 10132-5 and the
FR exchange 10132-6), and the channel type indicating that the DLC is
PVC, are registered in the FR address conversion table 1432-5. This
registration is different fromthe ¢848e of SVC, in that registrationis
made in the FR address conversion table 1432-5 at the sane tine that the
PVC | ogi c channel is set in the FR exchanges (10132-5, 10132-5, 10132-6)

serving t he, co ni catio ath, and is saved in a fixed manner while
the comﬁ?’é%ﬁ% hiR ]rﬁt; ssary,
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address wysoom (16511-1), and ICS user address *2500" (16521-1) (#1 in FIG.70:

the same hereafter). Next, the IP terminal 16210-1 of the data
providing corporation 16200-1 obtains "data to be provided" from the
database 16220-1 thereof and sends this to the TP términal 16310-1 of
the satellite transmission corporation 16300-1 which can be identified
by the ICS special number "4300", using the IP frame transfer
functions of the ICS(#2). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1, and also instructs transmission of the "data to be provided"
(#3). The satellite transmission equipment 16330-1 emits the "data to
be provided" as electric wave toward the commmication satellite
16400-1(£irst half of #4), the commmication satellite 16400-1
amplifies the received "data to be provided" and emits it(latter half
of #4), the satellite receiving equipment 16502-1 receives the "data
to be provided" as electric wave, and hands it to the IP terminal
16501-~1.

Thus, the IP terminal 16501-1 obtains the "data to be provided"
via the coomunication satellite 16400-1, and sends an “individual
report packet™ to the IP temminal 16210-1(#5-1). Using the same
comunication procedures, the IP terminal 16511-1 obtains the "data to
be provided”, and sends an "individual report packet” to the IP



appropriated to the 1CS logic termnal of the access control apparatus
1010-7 is set as the comuni cation address of the corporation W and val ue
"9944" which is the receiving |ICS network address appropriatedqg to the ICS
logic term nal of the access control apparatus 1010-8 is set as the
connunlcatlon address of the corporation Z Further, PVC |ogic channel 1D
"18" mhlch |s approprlated to the FR2dxchange 10132-5 is set as the DLC,

and val ue is set for the channel type, indicatng PVC Al so, settings
for regi terJn dr onversiop l.e 1432- Lre itten to
t he DLC é‘tg?ri&i&ﬁalz ﬁ’?e@e Géﬁgkﬁiﬁg OtDEER ane way,
simlar tl
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packet” to the IP temminal 16210-1(#7).

The above-described commmication procedures will be described
with reference to FIG.71. The sending of the "plan notification
frame"(#1), "data transmission" by satellite commmication(#4), the
sending of “individual report packet”(#5-2), the sending of
"individual inquiry packet™(#6), and the returning of "individual
reply packet™(#7) in FIG.71 correspond with the sending of the "plan
notification packet"(#1), "data transmission" by satellite
camunication(#4), the sending of "individual report frame”(#5-2), the
sending of "individual inquiry frame®(#6), and the returning of
*individual reply frame"(#7) in FIG.70, respectively. From the above

- description, in the event that the satellite commmication corporation
16300-1 and the data providing corporation 16200-1 are viewed as an
integrated communication entity, the user 16500-1 in FIG.67 can be
considered to be perfonming full-duplex commmication with the
aforementioned integrated commmication entity.

| <<Another variation cn above embodiment>>

In each of the above embodiments, the full-duplex commmication
of TCP technology is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and



87 1010-8 is set as the comunication address of the corporation Z, and
val ue "7733" which is the receiving |ICS network address appropriated to
the ICS logic terminal of the access control apparatus 1010-7 is set as

t he conmmuni cation address of the corporation W Further, PVC |ogic channel
I D "28" which is appropriated to the FR exchange 10132-6 is set as the
DLCI, and value "20" is set as the chithel type, indicating PVC. Also,
settings registered to the DLC address conversion table 1432-6 are also

witten to and store in the DLC ress adm pi stration server 3
<<Tr ansf éFFi Fgmest ﬁBﬁS-k" qu’% ted é:Bﬁt @@‘Lg
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receiving using the UDP data transfer phase technique.

<<Another variation on above embodiment)>

Another version will be described with reference to FIG.66. In
FIG.61, the satellite transmission corporation 16300-1, the IP
terminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission equipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP terminal 16310-1
being provided with an ICS special number "4300", As compared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-2 of the
satellite transmission corporation are each outside of the ICS 16000-2,
the IP terminal 16310-2 being provided with an ICS user address “"3900".

Embodiment-11 (Full-duplex commmication including satellite
commumication path: Part 4):

The present embodiment is another variation of Embodiment-8, and
will be described with reference to FIGs.61 and 72. The data



reaches the conversion unit 1032-5. <<Cbtaining a DLCl>> The
processi ng device 1232-5 refers to the DLC address conversion table 1432-5
usi ng the transnitting | CS network address "7733" and the receiving ICS
network address "9944" in the Reader of the received network packet F5,
and obtains the fact that the DL ] identifying the | ogic channel set as a
communi cation path for this ICS network address pair is "18". At
the sane tinme, it can be found that this logic channel is PVC, fromthe

val ue "20" of_ifhe channe] obt ai ned. <<Transfer of packet>> The
processi RECHEHINE CPFROTS i@%\?@?f’g -1 ndhecsatelidha trapsmis % 0 CEERPTAIAR: om
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descri be%rggg&%esT%eﬁ{Et&é’fOf ER RRSXStesent embodiment performs the full-
duplex commmication of TCP technology, but only the TCP data transfer
phase is shown in FIG.72.

The IP terminal 16210-1 of the data providing corporation 16200:
1 obtains "data to be provided" from the database 16220-1 thereof and
sends this to the IP temminal 16310-1 of the satellite transmission
corporation 16300-1 which can be identified by the ICS special number
"4300", using the IP frame transfer functions of the ICS (#1 in
FIG.72: the same hereafter). The satellite transmission corporation
16300-1 stores the received "data to be provided" in its database
16320-1.

Next, the IP temminal 16501-1 of the user 16500-1 sends an
"inquiry packet” to the IP temminal 16310-1 which can be identified
with the ICS user address "4300"(#2). The IP terminal 16310-1 returns
a "reply packet"(#3), the IP terminal 16510-1 receives the "reply
packet", and then sends a “"request packet” to the IP termminal 16310-
1(#4). When the IP terminal 16310-1 receives the "request packet", it
instructs satellite transmission equipment of the “data to be
provided” saved in the database 16300-1(#5). The satellite
transmission equipment 16330-1 emits the "data to be provided” as
electric wave toward the comumication satellite 16400-1 (first half
of #6), the commmication satellite 16400-1 amplifies the received
"data to be provided" and emits it (latter half of #6), the satellite



conversion is the sane as that descri bed above in the enbodi nent of SVC
The above processing procedures of the conversion unit 1032-5 are as shown
in FIG 43, and PVC always follows the flow (1). <<Transfer of FR packet>>
The FR packet S1 conprised of a plurality of cells obtained by converting
the 1 CS network packet F5 is traﬁéberred fromthe FR exchange 10132-5 to
the relay FR exchange 10132-5, a further is transferred to the FR
exchange 10132-6 as FR packet S2. This operation is the same as with SVC

<<Qperation.follow ng arri f, packet >> naNce the FR packet S2
r eaches TR Ex ggg%é)']t £7es Hhactes t’r%&’far d®From the
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to the IP terminal 16310-1 of the data providing corporation 16200-1

providing the "data to be provided" (#7). In the above procedures, #1,
#2, #3, #4 and #7 use the above-described TCP cammmication technology,
and the TCP data tramsfer phases alone are shown and described. Next,
the procedures #8, #9, #10, #11, #12 and #13 shown in FIG.72 are
almost the same as the above .pcr:ocedures, the difference in this
example being that instead of the user 16500-1, the IP terminal 16501-
1, and the satellite receiving equipment 16502-1, another corporation
16510-1, IP temminal 16511-~1, and satellite receiving equipment 16512-
1 are used.

The above-described commmication procedures shall be described
with reference to FIG.64. The sending of an "inquiry packet”(i#2), the
returning of a "reply packet"(#3), the sending of a "request
packet”(#4), "data transmission®” by satellite commmication(#7), and
the sending of "reception confirmation packet™(#8) in FIG.64
correspond with the sending of an "inquiry packet”(#2), the returning
of a "reply packet"(#3), the sending of a "request packet"(#4), "data
transmission® by satellite commmication({#7), and the sending
"reception confirmation packet”(#8) in FIG.72, respectively. From the
above description, in the event that the satellite commumnication
corporation 16300-1 and the data providing corporation 16200-1 are



89 packet F6 is transferred to an access control apparatus determ ned by
the receiving I CS network address "9944" in the header thereof, i.e., to
access control apparatus 1010-8 which has an ICS | ogic term nal
appropriated with the I1CS network address "9944". The above processing
procedures of the conversion unit %12 2-6 are as shown in FIG 44, and PVC
always follows the flow (1). <<Re se packet flow> Next ,
description of the case of reverse flow of the ICS packet, i.e., flow from
the corporation Z to the corporation W will be made, wth an PVC |ogic
channel asiewas ésnanrintagraled commuvication wntityackee usemt 165001k dm t he
corporation Z to the corporation Wis ICS- encapsulated into an ICS

net wor k pBERei4 cAnhbe | eansidered 440 et peRformung Aulhoduplekd coppurtixsgtionand
the receiving I CS network address "7733" in the header portion thereof
when passWhigh tiheo aferementioned sintaemated epmamdcation mntdtyand is
transferred to the conversion unit 1032-6 wthin the FR exchange 10132-6.
The pr oce$<AnRLIER Variatsiomenf alave sAbeAdimentidc 43 is performed by the
processi ng device 1232-6 of the conversion unit 1032-6. In this case, the

DLC address cofefhg ahovebre enbedinents.: fhecSaldlrdmdax commupdgation of

regi stered therei nlggy is employed, and only the TCP data transfer phase is
shown in the figures, with the TCP connection establishment phase and
TCP connection ending phase being amitted from the drawings and from
the description thereof. In the embodiment to be described now, UDP
comumication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique. |
<<Another variation on above enbodiment»

Another version will be described with reference to FIG.66. In
FIG.61, the satellite transmission corporation 16300-1, the IP
terminal 16310-1 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission equipment 16330-1 of the satellite transmission
corporation are each within the ICS 16000-1, the IP temminal 16310-1
being provided with an ICS special number "4300". As compared to this,
in the example shown in FIG.66, the satellite transmission corporation
16300-2, the IP terminal 16310-2 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
corporation, and the satellite transmission equipment 16330-2 of the



DLCI "28" corresponding with the transmtting |ICS network address "9944"
and the receiving I CS network address "7733", so the system converts the
| CS network packets F7 into an FR packet and transfers, wth regard to
DLClI "28". The FR packet transferred through the FR network reach the
conversion unit 1032-5 of the FR excfhgnge 10132-5, are received via
90 the 1 ogi c channel having DLCl 3 ", and restored into an I CS network
packet F8 having identical contents with the ICS network packet F7.
However, in the conversion unit 1032-5, the pair of the transmtting |CS
net wor k &ateddite doransmdsdiom carporationy dareSeach vartisidedo skhe 'TCSE3B60002 ,he
header of the I CS network packet F8 is already registered in the DLC
address ddevdPstermingd 4631052 dbeingrprevided withiam ICShusem addressat300”.
that the DLCI "18" as to this transmtting/receiving address pair is
channel type "20" is obtained, so the registration to the FR address
conversion table is not
t-12 (Full-duplex commmication including satellite

communication path: Part 5): _

The present embodiment performs a type of full-duplex
commmication by carbining a satellite transmission function and an IP
commmication function. A majof difference between the present
embodiment and Ewbodiment-8 is the fact that the satellite receiving
equipment is within the access control apparatus in the present
embodiment.

Description will be made with reference to FIG.73. The present
embodiment is comprised of: an ICS 16000-3; access control apparatuses
16100-3, 16110-3 and 16120-3; satellite reception equipments 16102-3,
16112-3 and 16122-3; a data providing corporation 16200-3; an IP
terminal 16210-3 of the data providing corporation; a satellite
transmission corporation 16300-3; an IP terminal 16310-3 of the
satellite transmission corporation; a database 16320-3 of the
satellite transmission corporation; a satellite transmission equipment

~ 16330-3 of the satellite transmission corporation; a commmication
satellite 16400-3; users 16500-3, 16510-3 and 16520-3; IP terminals
16501-3, 16511-3 and 16521-3 of each user; satellite alrwaves
camumication lines 16600-3, 16610-3, 16620-3 and 16630-3; and user
logic commmnication lines 16710-3, 16720-3, 16730-3 and 16740-3. The

IP termminals 16210-3, 16501-3, 16511-3 and 16521-3 each have ICS user



perfornmed, and the I CS network packet F8 is transferred to the access
control apparatus 1010-7. <<Exanple of application to half-duplex
comuni cati on>> The above description has been made with reference to
an enbodi nent of transferring an I CS packet using PVC with a network
within ICS 925 having been configured of an FR network, but the difference
bet ween PVC and the earlier-descril3&d SVC is whether the ||ogic channel is
fixed or called and set as necessary, so there is no difference in the
operation itself of transferring packets over the set |ogic channel.
Accor di naddressgsr B0Q9".h 82308 af24Pal rapd J 25667, panst are  respeatiiyelyan
exanpl e of application to half-duplex comuni- cation using an FR network
with a Pyomggtedctr e acsess contrel sapparatugasplelad-3app6l2an3,oa61230-3
hal f - dupl ex conmuni cation using a SVC logic channel. <<Exanple of
appl i cat i@ 1§110+3. i@ ssexologhe carmaitcation lings.e The IR temminakason as
that regardi ng _the exanpl e of 91
16310-3 can be classified as an ICS network server, having an ICS
special nunber "4300", and connected to the access control apparatus
16100-3 via the ICS network commmications line within the ICS 16000-3.
Electric wave transmitted fram the satellite transmitter 16330-3
transfers information via the satellite electric wave cammmication
path 16600-3, the electric wave is received by satellite receivers
16112-3 and 16122-3.
<< Example of cammmication procedures >>
The commmication procedures according to the present embodiment
will be made with reference to FIG.73and 74. In the following
procedures, the aforementioned full-duplex commmication of TCP
technology is employed except for the cases of transmission
instruction to satellite trensmission equipment (#5 and #12 in FIG.74)
and "data transmission" using electric wave from the satellite
transmission equipment (#6 and #13 in FIG.74), however, only the TCP
data transfer phase is shown in FIG.74.
The IP terminal 16210-3 of the data providing corporation 16200~
3 obtains "data to be provided" from the database 16220-3 thereof and
sends this to the IP terminal 16310-3 of the satellite transmission
corporation 16300-3 which can be identified by the ICS special number
"4300", using the IP packet transfer function of the ICS (#1 in FIG.74,

the same hereafter). The satellite transmission corporation 16300-3



application to full-duplex communi cati on an exanple of application to PVC
full -dupl ex conmunication is the sane as an exanple of application to SVC
full -dupl ex comuni cation. (5) One-on-N or N-on-one comruni cation using
PVC. In the above exanple, an enbodi mrent was descri bed wherein one.

| ogi ¢ channel was described as a conmuni cati on path connecting one
corporation (location) with one cotfBération (location), i.e., a

comuni cation path connecting one ICS | ogic ternlnal with one ICS |ogic
termnal, but one PVC |ogic, channel can be used as conmmuni cation path
connect i B§OBRS %W@em fovke prevideda in }tso@'-'ﬂF@Seoéﬁ@ @e3i nal s.

Such One-on-N or Non-one communi cation w || be described with reference to
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19922%, A e P request packet® to the IP terminal 16310-3 (#4). When
the IP termminal 16310-3 receives the "reguest packet", it converts the
"data to be provided* saved in the database 16320-3 into ICS packet
format and instructs transmission thereof(#5). Here, the data portion
of the ICS packet is the "data to be provided", and the destination
ICS user address is address "2300" of the IP terminal 16501-3. The
satellite transmission equirment 16330-3 emits the ICS packet
including "data to be provided"” as electric wave toward the
communication satellite 16400-3 (first half of #6), the commmication
satellite 16400-3 amplifies the received "data to be provided" and
emits it (latter half of #6), the satellite receiving equipments
16502-3, 16112-3 and 16122-3 each receive the ICS frame including the
"data to be provided" as electric wave, each check the destination of
the "data to be provided", and since the destination of the "data to

* be provided" is IP terminal 16501-3, the access control apparatus

16122-3 returns the "data to be provided”, to the ICS user frame
format, and sends it to the IP terminal 16501-3(#7). Upon receiving
the "data to be provided®, the IP terminal 16501-3 sends a "reception
confimation packet™ to the IP terminal 16310-3(#8). In the above
procedures, #1, #2, #3, #4, #7 and #8 use the above-described TCP



ration B is connected to an ICS logic termnal within the access control
apparatus 1010-62 provided with the ICS network address "9923". In the
same nmanner, the corporation Cis connected to an ICS logic term nal

wi thin the access control apparatus 1010-82 provided with the 1CS network
address "9944", and the corporation D is connected to an

92 ICSlogic termnal within the aé88ss control apparatus 1010-82
provided with the I CS network address "9955". The access control

apparatuses 1010- i and 1010-82 are connected to the FR exchange 10132-62,
2hd L he. FRTREHEAGL0R (Hening oan o Eher I dater soRatex Bhass MICEEdSy: o o
rel ay net%ﬁrk. <<Pr epar.atj on>> Wth regard to the FR exchanges
10132-52 @Rebe . ‘ngle PVC | ogi c channel connecting the

IR o e M ERAE W T ER HE A Y2 B By
provi ded ir(x) éf&ﬁog:\::/grasixx%%t the same as the above procedures, the difference
in this example being that instead of the user 16500-3, the IP
terminal 16501-3, and the satellite receiving equipment 16502-3,
another company 16510-3, IP terminal 16511-3, and satellite receiving
équipment 16512-3 are used, and the present embodiment is capable of
transferring "data to be provided® to a plurality of users.

The above-described coamumication procedures shall be described
with reference to FIG.64. The sending of an "inquiry packet™(#2), the
returning of a "reply packet”"(#3), the sending of a "request
packet®{#4), "data transmission" by satellite commmication(#7), and
the sending of "reception confirmation packet™ in FIG.64 correspond
with the sending of an "inquiry packet®(#2), the returning of a "reply
packet® (#3), the sending of a "request packet"(#4), "data
transmission" by satellite ccﬁmunication(#?), and the sending of
"reception confirmation packet™(#8) in FIG.74, respectively. From the
above description, in the event that the satellite commmication
corporation 16300-3 and the data providing corporation 16200-3 are
viewed as an "integrated commmication entity, the user in FIG.64 can
be considered to be performing full-duplex commmication with the
aforementioned integrated commumnication entity.
<<Another variation on above embodiment))

In the above two embodiments, the full-duplex communication of



unit 1032-52 of the logic channel, and "26" as the DLCI provided to the
conversion unit 1032-62 of the | ogic channel. Registration such as shown
in FIGs. 45 and 46 is performed regarding the DLC address conversion table
1432-52 within the conversion unit 1032-52 and the DLC address conversion
table 1432-62 within the conversion 3ft 1032- 62. <<Frane flow for
one-on- N conmuni cati on>> The fl ow of packet for one-on-N

comuni cation will be described concerning packet sent fromthe corporation
X to each of the corpo- rations A through D. An |ICS network packet sent
from t he T& F6rhnolegy s stplovadc and, PRbAthenTR data tsanskerpbasetisg | cS
network address "7711" and a receiving network address_"9922", is

t r ansf er rSPWo innEhe (Kigurss, Wik the TGR gonRestipn %@Wwerﬂld ng
reference to the DLC address conversion table 1432-62 in the conversion
uni t 1033CP somnaGtices eRding phane Reing Ml ttednfrae ther gemuingsh ard: B5@R d
:E ?gnsm t tFhe, dessciption mﬂﬁ?%ssm7aﬁwgrt% {Dgndgs’crg%\éhngm?' UDP
communication technology described in FIG.62 is applied to a part or
to all, and part or all of the packet sending and receiving using the
TCP data transfer phase technique is replaced with packet sending and
receiving using the UDP data transfer phase technique.
' <<Bnother variation on above embodimentd>
Another version will be described with reference to FIG.75. In
FIG.73, the satellite transmission corporation 16300-3, the IP
terminal 16310-3 of the satellite transmission corporation, the
database 16320-1 of the satellite transmission corporation, and the
satellite transmission eguirment 16330-3 of the satellite transmission
corporation are each inside the ICS 16000-3, the IP terminal 16310-3
being provided with an ICS special number "4300". As compared to this,
in the example shown in FIG.75, the satellite transmission corporation
16300~-4, the IP terminal 16310-4 of the satellite transmission
corporation, the database 16320-2 of the satellite transmission
. corporation, and the satellite transmission equipment 16330-4 of the
satellite transmission corporation are each ocutside of the ICS 16000-4,
the IP terminal 16310-4 being provided with an ICS user address "3900".

Embodiment-~13 (Control of receiving priority degree):
In the control field of the TP packet shown in FIG.3, there is a



recei ving network address "9933", is also transferred to the PVC | ogic
channel with a DLCl "16". An ICS network packet sent fromthe corporation
X toward the corporation C, having a transmtting ICS network address
"7711" and a receiving network address "9944", and an |ICS network packet
sent fromthe corporation X toward.the corporation D, having a
transmtting ICS network address "7711" and a receiving network address
"9955" are transferred to the PVC | ogic channel with a DLCl "16" in the
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address ||port number. In the present embodiment, the following terms
shall be used: sender’s socket mmber = sender’s IP address || sender's
port mumber; intended receiver’'s socket number = intended receiver’s

IP address || intended receiver’'s port nutber. The present embodiment
is an example of controlling the degree of priority of the ICS user
frame which is obtained by reaching the access control apparatus f£rom
the ICS network commumication line and being reversely ICS-
encapsulated here, this controlling the degree of priority being
performed using the "protocol type" which is displayed in the ICS user
frame, and the socket muber thereof.

As shown in FIGs.78 and 79, an ICS 17000-1 includes access
control apparatuses 17100-1, 17110-1, 17120-1, 17130-1, 17140-1,
17150-1 and 17160-1, and the access control apparatus 17100-1 includes

. a line unit 17111-1, a processing device 17112-1 and a conversion
table 17113-1. Blocks 17200-1, 17210-1, 17220-1, 17230-1, 17240-1,
17250-1, 17260-1, l7270-i and 17280-1 are each corporation LANs, and
are each connected to the ICS 17000-1 via the respective gateways
17201-1, 17211-1, 17221-1, 17231-1, 17241-1, 17251-1, 17261-1, 17271-1
and 17281-1. Each LAN has 2 to 3 temminals having functions for



conversion unit 1032-62. An |ICS network packet sent toward the corporation
X fromthe corporation B, havi ng a transmtting ICS network address "9933"
and a receiving network address "7711", is also transferred to the PVC

| ogi c channel with a DLCI "26". An ICS net wor k

94 packet sent toward the corporatli'@h X fran the corporation C having a
transmtting ICS network address "9944" and a receiving network address
"7711", and An I CS network packet sent toward the corporation X fromthe

okt vi ngneting ok peckat ‘sﬁ%gn@ﬂg&gw A SAREem RS O SE BhRHL
Sor por at 1S LL20RFbugHEasth ospie Behsr %fa#k%i%at&%ﬁa%ﬁéﬂffq@”ﬁs&h“
Gai ng. PvC 2o %“a%éﬁmeiéﬂﬂim%”&f%né@ R fisip SR 1afe e
1001 ¢ CN PP 1020 60+ %7257 2 SRAMIL6R! Rt RatRS YA T756-F, WodoBk' 1Y
and "2810"; for within LAN 17240-1, "1200" and "1210"; for within LAN
17250-1, "1200" and "1210"; for within LAN 17260-1, "2200® and ®“2210";
for within LAN 17270-1, "2300™ and "2310"; and for within LAN 17280-1,
#2400 and "2410". Further, blocks 17291-1 and 17292-1 are each
terminals which have functions of sending and receiving IP user
packets, respectively having ICS user addresses "2500" and "1250",
being connected to ICS 17000-1.
<<Conversion table)>>
The conversion table 17113-1 within the access control apparatus
17100-1 shall be described with reference to FIGs.80 and 8l1. The
function of the conversion table as the same as those in the other
embodiments, and the present invention is characterized in that the
portion table, named "degree of priority of reception” code, degree of
priority of protocol, degree of priority of TCP socket, and degree of
priority of UDP socket, which are components of the conversion table
. 17113-1 are used for controlling the degree of priority. In the event
that the transmitting ICS network address of the conversion table is
"7821", the "degree of priority of reception® code is stipulated to be
*pr-7821". That is, the "degree of priority of reception” code is
made to be a parameter which is dependent on the ICS network address
provided to the ICS user logic temminal sent from the access control



ICS logic termnals with a plurality of 1CSlogic termnals. Such N on-N
comuni cating will be described with reference to FI Gs. 47 and 48.
<<Descri ption of components>> The corporation X has I CS | ogic
term nal address "7711" of the access control apparatus 1010-13 as the
contact point thereof, the corporation Y has ICS |ogic term nal address
"7722" of the access control appam#®us 1010-13 as the contact point
t hereof, and the access control apparatus 1010-13 is connected to the FR
exchange 10132-13. Wth the ot'her party which the corporation X or
cor por at i@payatys afterthenlCs Feverse ercapsilabiony aloduing st the siheri on
C, the corporation A has |ICS |ogic ternm nal address "9922" of the access
control HOFEAeRUEaRIA @ he canversian skableildildner €08, . t He regargctat i Y
has 1CS logic termnal address "9944" of the access "
95 co - aphardagrse) of puipridy: af BEntiogel pwidascaribed @S beiegaRdds
control apparatuses 1010-23 and 1010-43 are cgnnected to the FR
the degree of priority of TCP socket as "t-1", and the degree of
priority of UDP socket as "NULL®. Here, "NULL" indicates
"unspecified”. The degree of priority of protocol "p-1" dictates that
the degree of priority of is, in descending order, "TCP", "UDP",
"ICPM" and "IGEM".

Looking at even other portion table with regard to the degree of
priority of TCP socket "t-1", the dictated order of degree of priority
of is, in descending order, "sk-1" and "sk-7". Looking at even other
portion table with regard to the degree of priority of UDP socket ™u-
1", the dictated order of degree of priority is, in descending order,
"sk~3" and "sk-8". Further, in the contents of the socket code "sk-1"
which is written in another portion table, "To" indicates the intended
receiver's socket nuiber, and indicates that the intended receiver's
IP address is "2100" and that the intended receiver’s port mumber is
®30", and in the same manner, in the contents of the socket code "sk-
2", "From" indicates the sender’'s socket number, and indicates that

- the sender’'s IP address is "1240" and that the sender’s port number is
32",
<<Individual description of ICS packet>)

The ICS network frame NFO1l is sent out from the terminal 17291-1

with the ICS user address "2500", and then is ICS-encapsulated at the

access control apparatus 17110-1 with a transmitting ICS network



exchange 10132-23, and the FR exchanges 10132-13 and 10132-23 are

connected via a relay network. <<Preparation>> Wth regard to the FR
exchanges 10132-13 and 10132-23, a single PVC |ogic channel, connects the
conversion unit 1032-13 within the FR exchange 10132-13 and the conversion
unit 1032-23 within the FR excha e 10132-23, setting "16" as the DLC
provi ded to the conversion unit ¥882-13 of the |ogic channel, and "26" as.
the DLCl provided to the conversion unit 1032- 23 of the logic channel. The
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"protocol type" of the control field of the user packst UF01l which is

within the ICS network packet NF01 is TCP, and the "intended

receiver’s port mumber” of the TCP packet is "30" in the example.

In the following, beginning with a packet NF02, brief description
will be made in the order of NF03, NF04, NFO5, NF06, NF07, NF08, NF09,
NF10 and NF1l, as shown in FIG.78.

A frame NF02 is sent out from a terminal with the ICS user
address "2600", and then is ICS-encapsulated at with a transmitting
ICS network address "7300" and a receiving ICS network address "7821",
then is transferred within the ICS and is reversely ICS-encapsulated
to became a frame UF02, and reaches the terminal with the ICS user
address "2110" via the user logic commmication line 17821-1. The
"protocol type" of the packet UF02 is TCP, and the “intended
receiver’'s port number" of the TCP packet is "30", in this example.

. A frame NFO3 is sent out from a terminal with the ICS user
address "1230", and then is ICS-encapsulated at with a transmitting
ICS network address *7400" and a receiving ICS network address "7822%,
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF03, and reaches the terminal with the ICS user
address "1200" via the user logic commmication line 17822-1. The



maki ng reference to the DLC address conversion table 1432-13 in the
conversion unit 1032-13. An ICS network packet sent fromthe corporation X
toward the corporation C, having a transmtting ICS

96 network address "7711" and a receiving network address "9944", is also
transferred to the PVC logic channdklwith a DLCl "16". Next, the flow of
packet will be described concerning packets sent fromthe corporation Y to

each of the corporations A and C. An ICS network packet sent fromthe
corporation Y toward fhe_corporation A _having a transpmtting |ICS network
ngs

address "Probocok Fvper -ofi the, paskeh O3 d8q angprhe fintendedierred to
the PVC | ogi ¢ channel with a Q.. "16 . by neans of naking reference to
the DLC @%rc%mﬁsma;’b%fb@ the JBCH packet s (3Wer 1 nExameken. 13
An | CS net wor Ba%acket ent fromthe corporatign Y toward the corporation

C, having a t PafZAPRYERY 1ceenfety FraR R Legminad with the I¢Suser ng
network, 333ress 1246%, and tribn 3s' TR0 drtapau1ited At with & Lransnirting " 1"
ICS network address "7400" and a receiving ICS network address "7822",
then is transferred within the ICS and is rewversely ICS-encapsulated
to became a packet UF04, and reaches the terminal with the ICS user
address "1210" via the user logic commmication line 17822-1. The
"protocol type® of the packet UF04 is TCP, and the "intended
receiver’s port number" of the TCP packet is "32", in this example.

A frame NFO5 is sent out from a temminal with the ICS user
address "1250", and then is ICS-encapsulated at with a transmitting
ICS network address "7500" and a receiving ICS network address "7822",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF05, and reaches the terminal with the ICS usex
address "1220" via the user logic commmication line 17822-2. The
"protocol type"™ of the packet UF05 is TCP, and the "intended
receiver's port number® thereof is "32", in this example.

A frame NF06 is sent out from a temminal with the ICS user

. address "2610", and then is ICS-encapsulated at with a transmitting
ICS network address "7300" and a receiving ICS network address "7823",
then is transferred within the ICS and is reversely ICS-encapsulated
to became a packet UF06, and reaches the terminal with the ICS user
address "2200" via the user logic commmication line 17823-1. The
"protocol type" of the packet UF06 is UDP, and the "intended



Next, reverse packet flow will be described concerning packets sent to
each of the corporations X and Y fromthe corporation AL An |CS network
packet sent toward the corporation X fromthe corporation A, having a
transmtting I CS network address "9922" and a receiving network address
"7711", is transferred to the PVC |l ogic channel with a DLCl "26", by means
of making reference to the DLC addrqia conversion table 1432-23 in the
conversion unit 1032-2. An ICS network packet sent toward the corporation
Y fromthe corporation A __having a transnittigg%l CS network address "9922"

and a r eCEFYHYRF e PRETKOIHRRI 068 they 6P pAckat b5 ("AlNs 11 rdd st exemalenyc
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cor por at 768 RECHR AURESES ror: FiYh & GECSRELI Kk a8 I3 0OTRES AHB23"
recel Vi ngy 8t YO K 2930828 within' thé R 3nd is reversely ICS-encapsulated
to become a packet UF07, and reaches the terminal with the ICS user
address "2210" via the user logic communication line 17823-1. The
"protocol type" of the packet UF07 is UDP, and the "intended
receiver’s port number” thereof is "40", in this example.

A packet NF08 is sent out from a temminal with the ICS user
address "2710", and then is ICS-encapsulated at with a transmitting
ICS network address "7600" and a receiving ICS network address "7824°,
then is transferred within the ICS and is reversely ICS-encapsulated
to became a packet UF08, and reaches the terminal with the ICS usexr
address "2300" via the user logic commmication line 17824-1. The
"protocol type" of the packet UF08 is UDP, and the “intended
receiver’s port number” thereof is "40", in this example.

A packet NF09 is sent out from a terminal with the ICS user
address "2800", and then is ICS-encapsulated at with a transmitting

- ICS network address "7700" and a receiving ICS network address "7824",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UF(09, and reaches the terminal with the ICS user
address "2310" via the user logic commmication line 17824-1. The
"protocol type" of the packet UF09 is UDP, and the "intended
receiver’s port mumber" thereof is "42", in this example.



transferred to the PVC logic channel with a DLClI "26". Thus, N-on-N
comuni cation is perforned while sharing a single PVC |ogic channel.

Enbodi ment -5 (Cont ai nment of tel ephone line, 1SDN Iine, CATV line,
satellite line, IPX line, cellular ?neline): As described in
Enbodi ment-1 and Enbodi nent-2, conneciion to access control apparatuses
whi ch serve as access poi nts is not limted to communication lines to LANs
(dedicated lines, etc.), but rather, tel ephone lines, |SDN |ines, CATV

cont ai ned. - Thék %@H%ﬁf%i4° 2SR ot rbine o mbapeutde, T8 G ¢4
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6030-1 a%&%@g- szty‘evia the user logic commmication line 17825-1. The

"protocol type® of the packet UF10 is TCP, and the “"intended

receiver’s port number” thereof is "60", in this example.

A frame NF11 is sent out from a terminal with the ICS user
address "2810", and then is ICS-encapsulated at with a transmitting
ICS network address "7700" and a receiving ICS network address "7825",
then is transferred within the ICS and is reversely ICS-encapsulated
to become a packet UFll, and reaches the terminal with the ICS user
address "2410" via the user logic commmication line 17825-1. The
"protocol type"” of the packet UFll is UDP, and the "intended
receiver’s port number" thereof is "70", in this example.
<<Example 1 for determining the degree of priority))

ﬁlemmmgrinwhichthe degree of priority is determined will be
described with reference to the flowchart in FIG.82. The access

- control apparatus 17100-1 receives the ICS network packets NFO1l and
NF02 from the ICS network commmication line almost at the same time
(Step S1000), and reversely ICS-encapsulates each to obtain ICS user
packets UF01 and UF02(Step S1010). From the conversion table 17113-1
it can be known that the receiving ICS network address of the ICS
logic temminal sending these ICS user packets is "7821" for both, i.e.,



capabilities for conversion and reverse-conversion equivalent to physical
| ayers and data link layers (first |ayer and second | ayer of

98 OSl (Open Systens | nterconnection) conmuni cation protocol) between the
tel ephone lines 6160-1 and 6160-2 and the access control apparatuses
6010-1 and 6010-2. Al so, the | SDN44 ne conversion units 6029-1 and 6029-2
have capabilities for conversion and reverse-conversion equivalent to
physi cal |ayers and data |link |ayers between the ISDN |ines 6161-1 and
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as being "p-1", the degree of priority of TCP socket as "t-1", and the
degree of priority of UDP socket as "NULL". Further, loocking at even
other portion table comprising the conversion table 17113-1, the
degree of priority of protocol "p-1" dictates that the degree of
priority of is, in descending order, TCP, UDP, ICPM and IGPM, and with
regard to the degree of priority of TCP socket "t-1", the dictated
order of degree of priority of is, in descending order, "sk~1" and

"sk-7", and the contents of the socket code "sk-1" indicate that the
IP address comprising the intended receiver’s socket number is "2100"
and that the intended.receivér's port number thereof is "30". The
protocol type indicated within the ICS network packet NFOl is ™TCP",
the intended receiver’'s ID address is "2100", and the intended
receiver’s port number is "30". On the other hand, the protocol type
indicated within the ICS network packet NF02 is "TCP", the intended
receiver’s ID address is "2110", and the intended receiver’'s port

- number is "30". In the present embodiment, it can be understood that
it is the ICS network packet NFO1l that has the protocol type and
intended receiver's socket number that matches with the
specifications of the aforementioned socket code "sk-1". Based on the
above procedures, it is determined that the ICS network packet to be
sent out with higher priority is NF01l(Step S1030). Next, this ICS



the 1 PX conversion units 6026-1 and 6026-2 have capabilities for
conversion and reverse-conversion equivalent to physical |layers and data
link |ayers between the IPX lines 6164-1 and 6164-2 and the access control
apparatuses 6010-1 and 6010-2. The cellul ar phone conversion units 6025-1
and 6025-2 have capabilities for conversion and reverse-conversion

equi val ent to physical layers and d 2 | nk | ayers between the cellular
phone wireless lines 6165-1 and 6165-2 and the access control apparatuses

6010-1 and ,6010-2. Al e of the conyersion table 6013-1 is shown_in
FIG 53. D€ Hpackat g@@@si% PHE et ditifo MREE Ol ARaTEnal (vag ibBe WhFK
packets foll.owing th g791 or RFC1883 stipul ations, w thout change

99 in gﬁﬁﬂf¥%?FéfE§1E§ §9§§Vﬁwﬁrnat. The X. 25 network 6040 accepts | CS
networ k packets.an onverts fhese to X. 25 format, and transfers, and at
the end r@%ﬂ@iﬁoﬂ\%ﬁ ?et:ﬁg@éﬁlrﬁ %C@%\Bﬁk%@%rmt and outputs.
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frames NF03, NF04 and NF05 from the ICS network commmication line

almost at the same time(Step S1000), and reversely ICS-encapsulates
each to obtain ICS user packets UF03, NFO4 and UFO5(Step S1010). From
the conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic temminal sending these ICS user
packets is "7822" for all, i.e., that there is a match (Step S1020).
The "degree of priority of reception” code for all of the ICS network
packets NF03, NF0O4 and NFO5 is "pr-7822", the degree of priority of
protocol thereof is specified as being "P-1", the degree of priority
of TCP socket as "t-2", and the degree of priority of UDP socket as
"NULL"®. The contents of the degree of priority of protocol "p-1"
dictates that TCP has the highest degree of priority, and with regard
to the degree of priority of TCP socket "t-2", "sk-2" has the highest
degree of priority, and the contents of the socket code "sk-2"
indicate that the IP address comprising the sender’s socket number is
< "2100" and that the sender's port mumber thereof is "30™. The
protocol type indicated within the ICS network packet NF03 is "TCP",
the sender’s ID address is "1230", and the sender’s port mmber is
"30". The protocol type indicated within the ICS network packet NF04
is "TCP", the sender’s ID address is "1240", and the sender’s port
number is "32". Also, the protocol type indicated within the ICS



these to FR format and transfers, and at the end reverse-converts these
into I CS network packet format and outputs. The ATM network 6042 accepts

| CS network packets and converts these to ATMformat and transfers, and at
the end reverse-converts these into I CS network packet format and out puts.
The satellite comuni cati on network qq&g accepts I CS network packets and
transfers the information using the "satellite, and at the end
reverse-converts these into I CS network packet format and outputs. Al so,

the CATV line network 6044 accepts |CS network packets and converts into
CATV forrﬁ%%ﬁdﬁoﬁréﬁs?@ + KBecopnden’§ {Maddyessahg at2%0e ang
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packet to be sent out with higher priority is NF04 (Step S1030). Next,
this ICS network packet NFO4 is sent out to the user logic terminal
via the ICS logic terminal (Step S1040).
{<Example 3 for determining the degree of priority>>
The access control apparatus 17100-1 receives the ICS network
packets NFO6 and NF0O7 from the ICS network coommication line almost
at the same time (Step S1000), and reversely ICS-encapsulates each to
obtain ICS user packets UF06 and UF07 (Step S1010). From the
conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic temminal sending these ICS user
packets is "7823" for both, i.e., that there is a match (Step S1020).
The "degree of priority of reception® code for both ICS network
packets NF06 and NF0O7 is "pr-7823", and the degree of priority of
- protocol is specified as being "p-2", the degree of priority of TCP
socket as "NULL", and the degree of priority of UDP socket as "u-1".
Further, looking at even other portion table comprising the conversion
table 17113-1, the degree of priority of protocol "p-2" dictates that
the degree of priority is, in descending order, UDP, TCP, ICPM and
IGPM, and with regard to the degree of priority of UDP socket "u-1",



connection. The conversion table 6013-1 contains addresses registered

100 therein with the sane nethod as that described in Enbodi nent-1 and
Enbodi ment-2. The ICS network server 670 has an | CS user address of "2000"
and an I CS network address of "7821", and is connected to the access
control apparatus 6010-1 via ICS communications |ine 6081-1. The
conversion table 6013-1 contains the receiver |ICS user address "2000" of
the I CS network server 670, rece|V|né4 I'CS network address of "7821" and
request identificatjon _of "4". The, operation thereof_is described

with ref gictated qrdey of degmes af RFIGH LY 1% 40 deeceniliag prdero k-
| SDN | >> 6060- d the I CS f F110 th
senderI n%tsaﬁg'ers% r'e@gr%@on&ﬁgeg 5%8’3’?&9&%%@5%?%’&??@519@@%\1 toa

t he acce s .C aratus 6010-1 via the ephone | jne 6160-1. The
access ¢ gﬂ%p%raﬁ?s éEﬁl m’%&l"ﬁ’éc’ké@ﬁm

is "2200" and that the intended receiver’s port number thereof is "40”.
The protocol type indicated within the ICS network packet NF06 is
*UDP", the intended receiver's ID address is "2200%, and the intended
receiver's port number is "40". On the other hand, the protocol type
indicated within the ICS network packet NFO7 is "UDP", the intended
receiver’s ID address is "2110", and the intended receiver's port
nurber is "40". In the present embodiment, it can be understood that
it is the ICS network packet NFO6 that has the protocol type and the
intended receiver’s socket number that matches with the specifications
of the aforementioned socket code "sk-3". Based on the above
procedures, it is determined that the ICS network packet to be sent
out with higher priority is NF06 (Step S1030). Next, this ICS network
packet NF06 is sent out to the user logic terminal via the ICS logic
terminal (Step S1040).
<<Example 4 for determining the degree of priority>>
The access control apparatus 17100-1 receives the ICS network

- packets NF08 and NF09 from the ICS network commumication line almost
at the same time (Step S1000), and reversely ICS-encapsulates each to
' obtain ICS user packets UF08 and UF09 (Step S1010). From the
conversion table 17113-1 it can be known that the receiving ICS
network address of the ICS logic terminal sending these ICS user
packets is "7824" for both, i.e., that there is a match (Step S1020).



t he tel ephone line conversion unit 6030-1 wth the I CS network address
"7721" (Step S1800), and checks whether or not the I CS network address
"7721" is registered on the conversion table 6013-1 with the request
identification as virtual dedicated |line connection "3" (Step S1801) . In
this case, the registration has not been nade, so next, the access control
appar atus 6010-1 checks that the réb8i ver 1 CS user address "2500" is

regi stered on the conversion table 6013-1(Step S1803) and that the request
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The degree of priority of ﬁmotocol "p-2" dictates that socket code
"sk-4" has the highest priority, and the contents of the socket signal
"sk-4" indicate that the IP address camprising the sender's socket
mmber is 2710" and that the sender’s port mumber thereof is "40% .
The protocol type indicated within the ICS network packet NFO8 is
"UDP", the sender’'s ID address is "2710", and the sender's port number
is "40". On the other hand, the protocol type indicated within the
ICS network packet NFQ9 is "UDP", the sender’s ID address is "2800",
and the sender’s port number is "42". In the present embodiment, it
can be understood that it is the ICS network packet NFO8 that has the
protocol type and the sender’s socket number that matches with the
specifications of the aforementioned socket code "sk-4". Based on the
above procedures, it is determined that the ICS network packet to be
sent out with higher priority is NF08 (Step S1030). Next, this ICS
network packet NF08 is sent ocut to the user logic terminal via the ICS
- logic terminal (Step S1040).
<<Example 5 for determining the degree of priority)>>
The access control apparatus 17100-1 receives the ICS network
frames NF10 and NF1l from the ICS network commmication line almost at
the same time (Step S1000), and reversely ICS-encapsulates each to
obtain ICS user packets UF10 and UF1ll (Step S1010). From the



(Step S1825). <<Communication froman ISDN line to a CATV |line>> The
user 6061-1 sends out the |ICS user packet F111 with a sender |CS user
address "3500" and a receiver |ICS user address "2600" to the access
control apparatus 6010-1 via the I1SDN |ine 6161-1. The access control
apparatus 6010-1 receives the ICS usgy packet F111 fromthe |[|SDN |line
conversion unit 6031-1 with the ICS network address "7722" (Step S1800),
and checks whether or not the ICS network address "7722" is registered on
the conversion table 6Q13-1 with the request identification as virtual
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packet Fl%)%'oggc&ftish%\ﬁ%cﬁf b alés d ié\ ,;pr]&_' the degree of priority of TCP
socket as "t-3", and the degree of priority of UDP socket as "u-3".
The degree of priority of protocol "p-1" dictates that the degree of
priority of TCP is higher than that of UDP. The protocol type
indicated in the ICS network packet NF10 is "TCP", and the protocol
type indicated in the ICS network packet NF10 is "UDP". Based on the
above procedures, it is determined that the ICS network packet to be
sent out with higher priority is NF10 (Step S1030). Next, this ICS
network packet NF10 is sent out to the user logic terminal via the ICS
logic terminal (Step S1040).

Embodiment-14 (Control of transmitting priority degree):
Description will now be made regarding and embodiment wherein
user IP packets arriving fram outside the ICS are ICS-encapsuiated
with the access control apparatus, and then the order of sending out
onto the ICS network commmication line is decided.
<<{Configuration>>
As shown in FIG.83, an CS 17000-2 includes access control
apparatuses 17100-2 through 17190-2, and the access control apparatus
17100-2 includes a line unit 17111-2, a processing device 17112-2 and



access control apparatus. Next, the ICS network packet F121 reaches the
access control apparatus 6010-2 via the FR network 6041 and the

102 ICS network conmunicationg |ine 6080-2 for exanple, is reversely ICS-
encapsul ated and restored into the |CS user packet F111, and reaches the
user 6062-2 connected to the CATV.SOne 6162-2 via the CATV |ine unit
6028-2 which is provided with the transmtting ICS network address "5523".
<<Conmmuni cation froma CATV line to a satellite |ine>> The user

6062-1 sends out {he g%@guierzgggket F112 with a sender | CS user address
"3600" arftl FOVEERRT b3 +pq rBlecks, 3344012, thrpeugh, dJ288-2 AF9 o

apparatus 6010-1 vja.t TV I|ne 6162-1. The access ontrol paratus
6010- 1 r KEPGES % SCQE&% PriEe AR 17900 % FAa0the

unit 6032-1 th the | CS.ne a 2 1800 ,ecks
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conversi of UL e elkis’ aia! B16dS 152YES and 17411-2 are both IP terminals.

{<{Conversion table))

The functions of the conversion table 17113-2 shown in FIGs.84
and 85 are the same as those in the other embodiments, and the present
invention is characterized in that the portion table, named “degree of
priority of reception” code, degree of priority of protocol, degree of
priority of TCP socket, and degree of priority of UDP socket, which
are camponents of the conversion table 17113-2 are used for
controlling the degree of priority. In the event that the
transmitting ICS network address of the conversion table is "7821",
the "transmitting priority degree" code is stipulated to be "ps-7821°.
That is, the "receiving priority degree" code is made to be a
parameter which is dependent on the ICS network address provided to
the ICS user logic terminal sent from the access control apparatus
after the ICS reverse encapsulation. Looking at the other portion
table of the conversion table 17113-1, e.g., in regard to "ps-7821",

- the degree of priority of protocol is described as being "p-21", the
degree of priority of TCP socket as "t-21", and the degree of priority
of UDP socket as "NULL". The method of describing the degree of
priority of protocol, the degree of priority of TCP socket, and the
degree of priority of UDP socket, etc. is the same as that of
Erbodiment-13.



identification as virtual dedicated |ine connection "3"(Step S1801). In

this case, the registration has not been nade, so next, the access control
apparatus 6010-1 checks that the receiver |ICS user address "2700" is

regi stered on the conversion table qgﬁg 1(Step S1803) and that the request
|dent|f|cat|on has been registered a@s inter- corporation conmunication
"2"(Step S1804). In this case, the registration has been nade as

inter corporation conmunication "2", so the receiving ICS network address

"5524" is ai d f omthe gonversiog tabl e _6013- ocessing such as
billing r%&é %ﬁ 3%%?&& Qﬁqﬁgperfor med( St ep
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fram the ICS network commmication line almost at the same time, and

obtains the ICS network address appropriated to the ICS logic teminal
(Step S2700). Next, the procedures for control of transmitting
priority degree are as follows. The "transmitting priority degree”
code for both ICS user packets FO1 and F02 is “"ps-7821", and then
according to portion table of the conmversion table 17113-2, the degree
of priority of protocol for "ps-7821" is specified as being "p-217,
the degree of priority of TCP socket as "t-21", and the degree of
priority of UDP socket as "NULL". Further, looking at other portion
table comprising the conversion table 17113-2, the degree of priority
of protocol "p-21" dictates that the degree of priority is, in
descending order, TCP, UDP, ICPM, and IGPM, and with regard to the
degree of priority of TCP socket "t-21%, the dictated order of degree
of priority of is, in descending order, "sk-21" and "“sk-27", and the
contents of the socket signal "sk-21" indicate that the IP address

. comprising the sender’s socket number is "2100" and that the sender's
port number thereof is "30". The protocol type indicated within the
ICS user packet FOl is "TCP", the sender’s ID address is "2100", and
the sender’'s port number is "30". On the other hand, the protocol
type indicated within the ICS network packet F02 is "TCP", the
sender's ID address is "2110", and the sender's port mumber is "30".



exanple, is reversely |ICS-encapsul ated and restored into the I CS user
packet F112, and reaches the user 6063-2 with the receiving ICS network
address "2700". <<Conmunication froma satellite line to an IPX |ine>>

The user 6063-1 sends out the ICS user packet F113 with a sender |[|CS user
address "3700" and a receiver |ICS user address "2800" to the access
control apparatus 6010-1 via the teiéﬁhone line 6163-1. The access control
apparatus 6010-1 receives the ICS user packet F113 from the satellite line

and. chocicl™ i REPSGRE ol Th Ao o JmRsetood AL 1t Tr e ) o
that the %%?sl %ﬁc&eéﬁmﬂ%gfeg?ct ?"§§ |@%3‘B§t@%ﬁ§&ﬁa ?ﬁ@%(?%vgﬁ‘?i on
15 R B0, i 76 O SRS
T s i SEeHn B el vt 0 AT, Backet 3o 58’ BRhE e wE BN daeR "
conver si o&iﬂ,& leﬁof’(ﬂegcgﬁﬁd‘)g. such as billing related to inter-
Next, the system checks whether or not the ICS network address
"7721" provided to the logic terminal which received the ICS user
packet FOl is registered on the conversion table 17113-2 with the
request identification as virtual dedicated line connection "3" (Step

!

S2720). The subsequent steps are the same as the steps S2730 through
82770 described with the cother embodiments, and at the end ICS
encapsulation is performed (Step S2780), and the ICS network packet
NFOl1l is sent into the ICS 17000-2 with priority (Step S2790).
<< Another example for determining the degree of priority >>
Regarding example 2 for determining the degree of priority
wherein the access control apparatus 17100-2 receives the ICS user
packets FO3, F04 and FO5 from the ICS logic terminal of the line
portion 17111-2 provided with ICS network address *7822" almost at the
- same time; example 3 for detemmining the degree of priority wherein
the access control apparatus 17100-2 receives the ICS user packets F06
-and F07 from the ICS logic terminal of the line portion 17111-2
provided with ICS network address "7823" almost at the same time;
example 4 for detemining the degree of priority wherein the access
control apparatus 17100-2 receives the ICS user packets FO8 and F09



corporation conmunication is perfornmed(Step S1805), the ICS user packet
F113 is I CS-encpsul ated(Step S1820), converted into an ICS

104 net wor k packet F123, and sent to the ICS frane transfer network 6030
via I CS network comunication |ine 6080-1(Step S1825). The ICS network
packet F123 reaches the access contrck;.l apparatus 6010-2 via the ICS
packet interface 6050 and ICS netvvor1 communi cation |ine 6080- 2 for
exanple, is reversely |ICS-encapsul at ed and restored into the ICS user
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ICS logic terminal of the line portion 17111-2 provided with ICS
network address "7823" almost at the same time: the method for
determining the degree of priority is the same as example 1 for
determining the degree of pricrity, as shown in the portion table
comprising the conversion table 17113-2, and description thereof will
be omitted.

Frbodiment-15 (Maltiple commumication}):

The description of the present embodiment will be made with
reference to FIG.85 through FIG.87. An ICS 18000-1 includes access
control apparatuses 18140-1, 18141-1, 18142-1, 18143-1 and 18144-1, a
conversion table within the access control apparatus 18140-1 being
18195-1 and the conversion table within the access control apparatus
18141-1 being 18196~1. The conversion table 18195-1, as with the
conversion table 6013-1, contains specified values "1%, "2", "3" and
*4" for request identification, and correspondingly, intra-corporation
commmication, inter-corporation commmication, virtual dedicated line
connection, and ICS network server connection can be made within a
single access control apparatus. The conversion table 18196-1,
contains only the specified value *3" for request identification,
enabling virtual dedicated line comnection. The ICS network server



(Step S1800), and checks whether or not the ICS network address "7725" S
regi stered on the conversion table 6013-1 with the request I dentification
as virtual dedicated |ine connection 3" (Step S1801). In this case, the
regi stration has not been made, so next, the access control apparatus
66010-1 checks that the receiver |ICS user address "2900" witten in the

| CS user packet P114 is registeregsgn the conversion table 6013-1(Step
S1803) and that the request identifi- cation has been registered as
inter-corforatlon comuni cation "2" (Step Sl804) In this case, the

regi st r at 18kp0rds isocomnagtedtio the aocess. congslaEpparaaanlfiledtl sAa an, so
the access _control apparatus 6010-1 checks whether the re stratlon has
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case, the tration has been
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apparatuses 18140-1 and 18142-1 via an ICS user 1og:x.c cammumication
line. The gateways 18171-1 and 18172-1 are connected to the access
control apparatus 18140-1 or 18141-1, via an ICS user logic
comunication line. LAN 18120-1 includes a plurality of IP terminals,
18121-1, 18122-1 and 18123-1. Now, the term "IP terminal” refers to a
temingl which has the functions of sending and receiving IP user
rackets. The TP terminals 18150-1 and 18151-1 are each via access
control apparatuses 18143-1, 18144-1, and an ICS user logic
comumication line. The ICS network commmication line 18191-1
connects the conversion unit 18181-1 with the access control apparatus
18141-1, and the ICS network commmication line 18192-1 connects the
conversion unit 18182-1 with the access control apparatus 18141-2.

ICS user packet sent from the LAN 18120-1 or LAN 18110-1 is,
upon arrival to the access control apparatus 18140-1, ICS-encapsulated
in order to receive one of the commmication services of intra-

- corporation commmication, inter-corporation commnication, virtual
dedicated line comnection, or ICS network server connection, following
control of the request identification values "1", "2", "3" or "4"
listed in the conversion table 18195-1. Also, an ICS user packet sent
from the gateway 18172—1, upon arrival to the access control apparatus
18140-1, is ICS-encapsulated in order to receive virtual dedicated



packet F113 is 1 CS-encapsul ated(Step S1820), converted into an ICS network
packet F124, and sent to the |ICS packet transfer network 6030 via ICS
network communi cation |ine 6080-1(Step S1825). The ICS network packet F124
reaches the access control apparatus 6010 2 via the CATV |line network 6044
and | CS network comuni cation |ine 60 for exanple, is reversely

| CS-encapsul ated and restored into the ?CS user packet F114, and reaches
the user 6065-2 with the receivi ng ICS net wor k address "2900".
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access control apparatus 18142-1. For the FR network or ATM network

18184-1 here, fixed comnection with the other party (PVC) which is a
known art is used as the function of the FR network or ATM network.
Thus, according to the above-described procedures, transfer of ICS
user packets is realized.
<<Paa:tiai change to above embodiment: variationd>)>
Description will be made with reference to FIG.90. As with ICS
18000-1, ICS 18000-2 also include multiple access control apparatuses,
and are connected with LANs and IP temminals through the access
control apparatuses. The FR network or ATM network 18184-1 in FIG.87
is replaced with FR network or ATM network 18200-1; the access control
apparatus 18141-1, the conversion unit 18181-1, and the ICS network
commmnication line 18191-1 are replaced with PVC interface conversion
- unit 18210-2; the access control apparatus 18142-1, the conversion
unit 18182-1, and the ICS network commmication line 18192-1 are
replaced with PVC interface conversion unit 18220-2; and further, the
gateways 18171-1 and 18172-1 are replaced with a gateway 18230-2. Now,
in the event that a block 18200-2 is an FR netwark, the PVC interface
conversion units 18210-2 and 18220-2 are functions for converting the



on the conversion table 6013-1(Step S1803) and that the request

106 identification has been registered as inter-corporation comrunication
"2" (Step S1804). In this case, the registration has been nade as

i nter-corporation communicationygg”, so the receiving ICS network address
"5521" is obtained fromthe convérsion table 6013-1, processng such as
billing related to intra-corporation communi cation is perforned(Step
S1811), the ICS user packet F115 is I CS-encapsulated (Step S1820),
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converting thereof. Transfer of ICS use packet according to this
variation is realized by using the functions of fixed connection with

the other party (PVC) by the FR network or ATM network.

Embodiment-16 (Operation of ICS):

Description will be made with reference to FIGs.91 and 92. The
ICS 19000-1 includes: VAN 19010-1, VAN 19020-1, access control
apparatuses 19300-1, 19310-1, 19320-1 and 19330-1, relay devices
19400-1, 19410-1, 19420-1 and 19430-1, inter-VAN gateway 19490-1, and
server devices 19500-1, 19510-1, 19520-1, 19530-1 and 19540-1. Each
server is provided with an ICS network address, and has a plurality of
ICS network servers therein. These plurality of ICS network servers
are distinguished by port numbers used with TCP commmication protocol
or UDP communication protocol. The access control apparatuses 19300-1,
19310-1, 19320-1 and 19330-1 each include conversion tables 19301-1,

. 19311-1, 19311-1 and 19311-1, each includes conversion table sexrvers
19731-1, 19732-1, 19733-1 and 19734-1, and also includes domain name
servers 19741-1, 19742-1, 19743-1 and 19744-1, and also includes
resource administration servers 19751-1, 19752-1, 19753-1 and 19754-~1,
the relay device 19400-1 includes a path information server 19761-1
and resource administration server 19755-1, the relay device 19410-1



server >> The user 6066-1 sends out the |ICS user packet F116 with a
sender | CS user address "3980" and a receiver |ICS user address "2000" to
the access control apparatus 6010-1 via the cellul ar tel ephone line
6166-1. The access control appargtys 6010-1 receives the |1CS user packet
F116 fromthe cellular tel ephone 1Tine conversion unit 6025-1 with the ICS
networ k address "7726"(Step S1800), and checks whether or not the ICS
network address "7726" is registered on the conversion table 6013 1 wth
the request _identification as virtual dedicated |ine connection "3"(Step
S1801). HARciwdes @ yeth: infeormtdonasenyemd97R3rl ndde Falay dﬁflcﬁe%?"‘zQ‘He
access control apparatus 6010-1 checks that the receiver
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1, the server device 19510-1 includes a governing resource

administration server 19750-1 and governing resource administration
server 19760-1, the server device 19520-1 includes a user service
server 19712-1 and ICS authority server 19722-1, the server device
19530-1 includes an ICS network server 19980-1 which has an ICS user
address "1200" and performs electronic library services, and an ICS
network server 19981-1 which has an ICS user address ®1300" and
performs travel information services, the server device 19540-1
includes a governing resource administration server 19720-1, governing
domain name server 19740-1, governing conversion table server 19730-1,
and governing user service server 19710-1.

The above-described access control apparatuses, relay device,
server devices, and VAN gateways are connected by the ICS network
commmication lines 19040-1, 19041-1, 19042-1 and 19043-1, so as to be
able to exchange information one with another using ICS network

- commumnication functions. The server devices are formed by, e.g.,
giving the ICS network commmication function to a computer, with
programs running therein fom'realizing'semver functions.

A block 19110-1 is an FR network, and the conversion umits
19111-1 and 19112-1 are for performing interface conversion with the
comsmication lines of the FR exchange network and the ICS



identification is registered as intra-corporation communication "1" (Step
S1810). In this case, the registration has not been nade, so the access
control apparatus 6010-1 checks whether or not the request identification

is registered as I CS network server "4"(Step S1812). 1In this case, the
regi stration has been nade as intger;corporation comrunication "2", so the
receiving I CS network address "8 "is obtained fromthe conversion table
6013-1, processing such as billing related to intra-corporation

comuni cation is perforned(Step S1813), the ICS user packet F115 is
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Enbodi mengrdndfdr#ing Pres Hetinik packets.
In the enmbodiment, comnected outside of the ICS 19000 are LANs

19600-1, 19601-1, 19602-1, 19603-1, 15604-1 and 19605-1, and IP
terminals 19606-1 and 19607-1 having functions for sending and
receiving ICS network packets.
<<Hierarchical structure of the ICS network server)>

Description will be made with FIGs.93 through 98. The governing
user server 19710-1 has superior controlling authority in instructing
the user service servers 19711-1 and 19712-1 or requesting individual
information reports, the meaning of superior controlling authority
being illustrated in a tree-structure diagram in FIG.93. A block
19811-1 is a conmmication path for information exchange between the
governing user service server 19710-1 and the user service server
19711-1, and is comprised of ICS cammmnication lines and relay device,
among others. The governing resource administration server 19720-1,
the governing conversion table server 19730-1, the governing domain
name server 19740-1, the governing resource administration server
19750-1, and the governing resource administration server 19760-1 are
also the same, each being shown in FIGs.94 through 98. Now, in the
present enbodiment, there are two layers in the tree-structure
hierarchy, but this can be increased to three or more layers by



108 An exnple of using a dial-up router will be described with
reference to FIG 55 through FIG 57. A user 7400-1 within a LAN 7400 has an
| CS user address "2500", and simlarly, a user 7410-1 within a LAN 7410
has an | CS user address "3601". The adm nistrator of the dial-up router
7110 enters in the router table 7113-1 of the dial-up router 7110 the

t el ephone nunber specified fromthagseweceiver |ICS user address and the
order or priority thereof fromthe router table input wunit 7018-1.

Now, registration to the router table 7113-1 will be described wth

reference o _FlI 8 n the vent t hat _the receiv | CS u er addr ess
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the ICS, a path table used by the relay devices and access control
apparatuses. The resource administration server is provided with

administration functions of keeping up on mounting information or
obstruction information of the relay devices, access control
<<Operation of ICS 19000-1 by ICS operator}>)

The ICS operators 19960-1 and 19961-1 provide instructions such
as operation start-up to, or request reports of individual information
from, the governing user service server 19710~1, the governing
conversion table server 19730-1, the governing resource administration
server 19750-1, and the governing resource administration server
19760-1, thereby facilitating operation of the ICS 19000-1.
{<{Operation of ICS 19000-1 by ICS authority>>

The ICS authority 19950-1 provides instructions such as the
operation start-up to, or request reports of individual information
from, the governing resource administration server 19720-1 and the
governing domain name server 19740-1, thereby facilitating
administration of addresses and the like used in the ICS 19000-1.
<<Socket rumber and server>>

The ICS servers each have ICS user addresses and ICS network
addresses, but an addition to the other embodiments is that the above
servers have, in addition to ICS network addresses, port numbers



reference will be made to the flowhart shown in FIG 59 as an exanple of
communcation fromthe sender | CS user address "2500" to the receiver |ICS

user address "3601". The user 7400-1 sends the ICS user packet F200
to the dial-up router 7110 via the gateway 7400-2 and the user logic
comuni cation |ine 7204. The dial-up router 7110 operates under the

processing device 7112-1, and recgiyes the | CS user packet F200(Step
S1901), reads the receiver |CS user address "3601" included in the ICS
user packet F200, searches the router table 7113-1 with the address "3601"

I ncl uded |n t he | packet F200 as t sea ch keyword(Step S1902)
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(this being referred to as "socket mumber™). Each server includes

programs which have peculiar functions operating within the ICS 19000-
1, and further, there are servers among these which have “operating
interface”, as described later. Now, the "operating interface” is a
function which performs exchange of information, and sends and ~
receives instructions such as operation of the various server
functions or start-up or operation, with the operator via a keyboard
or the like. Each server provides access control apparatuses or relay
devices, for example, with ICS network addresses, applies differing
port numbers to the plurality of programs within these devices (i.e.,
servers), distinguishing by the socket number. As described in the
embodiments, each server has ICS network ccnﬁunication functions, and
can exchange information one with another using the ICS network
address and the port numbers.

<{<Registration 1 to ICS of user: Inter-corporation commmication and
ICS network server>)

. Description will be made with reference to FIG.91, FIG.92 and
FIG.99. An applicant 19200-1 to the ICS 19000-1 applies to the ICS
receptionist 19940-1 for ICS membership (procedure P100}. The
"Application reception data®” is a usage item of ICS wherein the ICS
user address, the ICS network address, and the ICS name has been
deleted, and is comprised of, e.g., request identification



path 7201 with the line portion 7011-1 of the access control apparatus
7010-1 which is called by the tel ephone nunber "03-1111-1111" is
established, i.e., the dial-up router 7110 and the line portion 7011-1 are
connected by a telephone line. In the event that the dial-up router 7110
and the line portion 7011-1 are not éfnnected by a telephone line, dial-up
router 7110 finds the tel ephone nun% "03- 2222-2222" that is second in
priority, and dials the tel ephone nunber "03-2222-2222" via the tel ephone
network as the first attenpt(Step S1911). As a result, a tel ephone
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| The ICS receptionist 19940-1 enters the above “application

recepfion data” to the user service server 19711-1 via the "operating
interface", and stores the "application reception data” in the user

database 19611-1 (procedure P110). Next, the user service server
19711-1 requests of the ICS authority server 19721-1 the ICS user
address, ICS network address and ICS name, using the ICS network
comumication functions (procedures P120). The ICS authority server
19721-1 appropriates the requested aforementioned ICS address and ICS
name using the ICS network address appropriation record table 19622-1
(FIG.100) and the ICS user address appropriation record table 19623-1
(FIG.101) stored within the database 19621-1 (procedure P130), stores
the appropriation results in the aforementioned appropriation tables,
and further returns the appropriation results to the user service
server 19711-1 (procedure P140). The user service server 19711-1
stores the appropriation results obtained from the ICS authority
sexrver 19721-1 in the user database 19611-1 (procedure P150).

FIG.100 is an example of the ICS network address appropriation
record table 19622-1, and in the first line of this table there is an
example which states beforehand that an ICS network address "7700" has



110 the above nultiple attenpts, the dial-up router 7110 stores the
received | CS packet F200 in a nenory 7117-1 (Step S1913), makes reference
again to the router table(Step S1902) after a certain amount of tine(Step
S1914), and attenpts establishnment of tel ephone conmunication path 7201,
7202 or 72083. Next , descripq6§1VWIl be made regardi ng the operations
follow ng the connection of the aforenentioned dial-up router 7110 and the
line portion 7011-1. The dial-up router 7110 enters verification
procedures for determ ning whether this is an authorized user registered
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19300-1. Also, in the third line of this table there is an example

which states beforehand that an ICS network address "6930" has been
appropriated to port mmber "620" of the node identifying code SVU-1,
that the appropriate identifying code is Sc-001, thé.t the date of
appropriation is February 1, 1998, and that the node identifying code
SVU-1 points to the server device 19530-1.

FIG.101 is an example of an ICS user address appropriation
record table, and in the first line of this table there is an example
which states that the ICS name address "4610" has been appropriated
with an ICS name (also called an ICS domain name) of
"ddl.cdl.bbl.aal.jp", that the request ideﬁtification value is "2",
that the appropriate identifying code is user-1, and that the date of
appropriation is April 1, 1998. Further, in the fourth line of this
table there is an example which states that the ICS name address
¥1200" has been appropriated with an ICS name of "rrl.gq.pp.jp". that

. the request identification value is "4", that the appropriate
identifying code is Sv-001, and that the date of appropriation is
February 1, 1998.

The user service server 19711-1 provides information to the

conversion table server 19731-1 via the ICS network commumnication

function so as to write the application contents of the usage



event that the user is correct, the fact that the user is correct, i.e.,
comuni cation data notifying "affirmative confirmation” is sent to the
dial-up router 7110 via the tel ephone comuni cation path 7210, thus
conpleting the verification procedures. In the event that either one of
the 1D or password is incorrect, comunication via the telephone

comuni cation path 7210 is term naléd. Upon receiving notification of
"affirmative confirmation” from the tel ephone |ine 7201 in user
verification, the dial-up router 7110 sends the ICS user packet F200 to
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user packet attess
network address, sender ICS user address, request identification,

speed class, priority, signing conditions, encryption conditions,
open~-zone class and so on. Also, in the event that the aforementioned
ICS network address and ICS user address have a request value of *2°,
i.e., inter-corporation commmication, registration is made as
tranamitting ICS network address and sender ICS user address. In the
event that the request value is "4", i.e., ICS network server,
registration is made as receiving ICS network address and receiver ICS
user address. The conversion table server 19731-1 adds the above
contents to the conversion table 19301-1 (procedures P170). The
receiving ICS network address and the receiver ICS user address are
not registered in the conversion table 19301-1 at this time, but are
registered in the conversion table 19301-1 at the time of
"registration of other party of commmication”, later described in the
present embodiment.

Next, the conversion table server 19731-1 notifies the ICS
domain name server 19641-1 of the ICS network address, the ICS user
address and the ICS name (procedure P180). The ICS domain name server
19641-1 writes the above received ICS network address, ICS user
address and ICS name in the database therein and stores them
(procedure P190}, and reports completion of writing to the conversion
table server 19731-1 (procedure P200). The conversion table server



apparatus 7010-1 uses the conversion table 7013-1 under adm nistration of
the processing device 7012-1, generating an I CS network packet F301, which
is sent out into the ICS network conmunication Iine 7301 within the ICS
7100. In the present enbodinent, the transmtting ICS network address for
the 1 CS network packet F301 is "7501" which is a network address
appropriated to the ICS logic ternlﬁél within the line portion 7011-1, and
the receiving ICS network address is "8601" appropriated to the ICS |ogic
terminal within the access control apparatus 7010-2. The I CS network
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Incidentally, the ICS network address is used only within the ICS, so

the usage applicant is not notified of this. In the event that the
request value is “4", i.e., ICS network server, the user service
server 19711-1 notifies all conversion table servers within the ICS
19000-1 at the time of the procedure P160, and requests registration
to the conversion table of all access control apparatuses.
<<Re-writing administration of conversion table by governing
conversion table server>)>
Description will be made with reference to procedures 800
through 960 to the bottom of FIG.99 and F1G.91, FI1G.92, FIG.95. The
governing conversion table server 19730-1 instructs the conversion
table server 19731-1 to re-write the contents of the conversion table
19301-1, e.g., speed class priority, transmitting ICS network address,
a part or all of other items in the conversion table (procedure P800),
. and the conversion table server 19731-1 changes the contents of the
conversion table 19301-1 according to the instructions (procedure
P810). Also, the domain name server 19741-1 is instructed to re-write
the ICS network address and the like (procedure P820), the domain name
server 19741-1 follows the instructions and updates the internal table
{procedure P830), reports the results to the conversion table server



112 7010-1 perfornms the I CS encapsulation to generate an I CS network
packet F302, which is sent out into the ICS network comuni cation |ine
7301 within the ICS 7100. Now, the transmtting user address for the 1CS
user packet F302 is "7502", and the receiving ICS user address, "8601"
Also, in the event that a tel ephoneig®mmuni cation path 7203 called by the
t el ephone nunber "03-3333-3333" is established between the dial-up router
7110 and the line portion 7011-3 of the access control apparatus 7010- 3,

the 1 CS user packet F200 is trasferred from the dial-up router 7110 to the
line por ti%991781(PrrcadarenB84Q) o fheneonvenaioni table sepwen 7P131-1) aonfirms

case, up&p receiving the | CS user packet F200, the access control
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| CS USeT ntents of the user database 19611-1, such as speed class, ICS
network address, etc. (procedure P900), and the user service server
19711-1 follows the instructions and updates the contents of the user
database 19611-1 (procedure P910). Also, the ICS network addresses,
ICS user address, and ICS names which have become unnecessary to the
ICS authority server 19721-1 are returned, or new requests are made
{procedure P920), the ICS authority server 19721-1 follows these
instructions and updates the ICS network address appropriation record
table 19622-1 and the ICS user address appropriation record table
19623-1 (procedure P930), reports the results thereof to the user
sexrvice server 19711-1 (procedure P940), the user service server
19711-1 confirmms the report (procedure P950), and reports to the
governing conversion table server (procedure P960).
In the above description, an arrangement may be used wherein
first, the governing conversion table server 19730-1 calls up the user
- service server 19711-1 and performs the aforementioned procedures P900
through P960, and then secondly calls up the conversion table server
19731-1 and performs the aforementioned procedures P800 through P860.
With such an arrangement, the ICS operator 19960-1 instructing re-
writing of the contents of the access control table to the governing
conversion table server 19730-1 enables exchanging of the conversion



address is "8601", which is a network address provided to an ICS | ogic
termnal within the line portion 7010-2. The ICS network packet F303 is
transferred across the I1CS 7100 and reaches the access control apparatus
7010-2, where it is reversely ICS-encapsuI ated and reaches the user
7410-1 with the I CS user addres<®3601" via the user | ogi ¢ conmmuni cati on

line 7601. _ 113 Enbodinent-7 (ICS
addr ess narre adm' nistration server): In the present enbodi nent shown
in FIG 6C 81;#?5 name admnistration servers 13000-1, 13000-2,
13000- 3 &P ARCesS, CONESOL SampAratysand dhe. aidress dafremakien o

access contr ar.at us 3010- 1 13010-2, 13010-3 and 13010-4. The ICS
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i.e., ease of updating management of all conversion tables within the

access control apparatuses within the ICS 19000-1.
<<{Registration of other party of cammmication)>
 FIG.105 will be described. A usage applicant for the ICS 19000-1
applies for registration of other party of commmication to the ICS
receptionist 19940-1 along with the domain name of the other party of
comumication (procedure P300). The ICS receptionist 19940-1 receives
the domain name of the other party of cammmication (procedure P310),
and sends it to the conversion table server 19731-1 (procedure P320).
The conversion table server 19731-1 exchanges information with the
domain name servers 19740-1, 19742-1, etc. (procedures P330 and P331),
obtains the ICS network address and the ICS user address corresponding
with the domain name of the other party of commumnication regarding
which there was inquiry, updates the contents of the conversion table
19301-1 (procedure P340), and reports the results (procedures P350 and
+ P360). The updated results are shown to the conversion table 19301-2.
The ICS network address obtained here is registered in a conversion
table such as shown in FIG.106 as a receiving ICS network address, and
the ICS user address obtained here is registered as a receiver ICS
user address. Incidentally, in the case of an ICS network server, the
spaces for the ICS network address and the ICS user address remain



The other I CS address nane adm nistration servers 13000-2, 13000-3 and
13000-4 al so have the sane capabilities as the ICS address nane
adm ni stration server 13000-1, each containing a processing device, a
correlation table and an I CS nane conversion table, each having the
respective I CS network addresses ﬁng "9803" and "9804", each
communi cating one with another usi | CS network communi cation functions,
and each capabl e of exchanging the information that another |CS address
name adm nistration server has. The I CS address name VAN representative
adni ni st rlakand server 13020-1 has an ICS network address "9805", and
anot her | CS address nane VAN representative admnistration server 13020-2
has an | GXRegistratiorii2dw TCS0GE uselre sEntxaraonporationy camnicaieat andny
| CS address nanme administration servers and other |ICS addess nane VAN
r epr esentEirigladeficateditliioad> severs using 1 CS network conmuni cation
functions, and each capable of exhanging the information that each other
has. The |CS deepadptienewiliaber mpde seithareferents tiosFIGLI0h <SHhever 13020-1
has a processing 114
difference with intra-corporation commmication as compared to the
above inter-corporation commmication is that an ICS user address is
handed in and an ICS name cannot be used, accordingly, there is no
appropriation of the ICS names, and there are no procedures for using
ICS names (procedures P180, P190 and P200). First, an applicant
19200~-1 to the ICS 19000-1 applies to the ICS receptionist 19940-1 for
ICS membexrship (procedure P400). The “"Application reception data" is
a usage item of ICS wherein the ICS network address and the ICS name
has been deleted, and is comprised of, e.g., ICS user address, request
identification (classification of intra-corporation commmication,
inter-corporation commmication, virtual dedicated line comnection, or
ICS network server connection), speed class and priority, etc., the
same as with the previocus inter-corporation commmication. The ICS
user address further shows a plurality of pairs for both sender ICS
user address and receiver ICS user address. Also, in the case of a
* virtual dedicated line comnection, the sender ICS user address and the
receiver ICS user address are not shown; this is what is different as
caompared to the intra-corporation comumication.
The ICS applicant 19940-1 enters the above "application
reception data" to the user service server 19711-1 via the "operating

interface", and stores the "application reception data" in the user



devi ce 13031-1 and a dat abase 13032-1, perforns exchange of the
i nformati on such as ICS addresses and ICS nanes with all |ICS address nane
adm ni stration servers within the VAN 13000-1, the collected data relating
to the ICS addresses and ICS nanes is stored in the database 13032-1.
Hence the I CS address name VAN repgrggsentative adm nistration server
13020-1 represents the VAN 13030-1 by neans of performng the above
procedures. The above ICS address nane VAN adm ni stration server
13020-1 nclude31§ ﬁiqﬁ Si device, a correlation table and an I CS nane
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above procedure P130 (procedure P430), records the appropriation
results in the aforementioned appropriation tables, and further
returns the appropriation results to the user service server 19711-1
{procedure P440). The user service server 19711-1 stores the
appropriation results obtained from the ICS authority server 19721-1
in the user database 19611-1 (procedure P450).

The user sexrvice server 19711-1 notifies the conversion table
server 19731-1 of the application contents and the obtained ICS
network address (procedure P460), the conversion table server 19731~1
adds the above contents to the conversion table 19301-1 (procedure
P370), and reports completion of registration (procedures P480 and
P495). FIG.108 shows and example of registration to the conversion
table 19301 of the intra-corporation commmication and the virtual
dedicated line.

+ <<Description of domain name server))

An example of 4-layer hierarchy will be described with reference
to FIG.109 and FIGs.110 to 112, regarding the procedures P330 apd P331
regarding the damain name server in the description of FIG.105. The
ICS network address of the internal table 19600-1 of the damain name
server which is the object of the domain name "root®™ is "9500", and



comuni cation functions. In the present enbodinent "IP termnal” indicates
a termnal or conputer which has functions of sending and receiving IP

packets. Description will be nade with reference to FIG 61. The
present enbodinment is conprised of: ICS 16000-1; access control
appar at uses 1 115 16100-1, 16110-1 and

16120-1; data providing corporat i63n 16200-1; IP termnal 16210-1 of the
data providing corporation; satellite transm ssion corporation 16300-1; IP
termnal 16310-1 of the satellite transm ssion corporation; database
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name server which is the object of the damain name "al” is "9610", and

domain names "bl", "b2", "b3" and so forth exist below, indicating,
e.g., that the ICS network address of the domain name server which
handles the domain name "b2" is "9720", and the port number is "440".

The ICS network address of the internal table 19620-1 of the
domain name server which is the object of the domain name "bl" is
"9720", and domain names "c4", "c5", "c6" and so forth exist below,
indicating, e.g., that the termminal space for the domain name "c5" is
YES, meaning that there are no more domain names below, and that in
this example, the ICS network address of the ICS name "c¢5.b2.al." is
"9720", and that the ICS user address is "4510". Also, the record of
the internal table 19620-1 of the domain name server, i.e., the ICS
name (ICS domain néme), the ICS network address and the ICS user
address "4610" are considered to be one group of data and referred to
particularly as a "resource record" of the domain name server.

* <<Calling domain name servers))

With reference to FIG.113, description will be made regarding
the procedures in which the conversion table server 19630-1 calls the
m name servers 19640-1, 19650-1 and 19660-1, and searches for the
ICS network address and the ICS user address corresponding with the

domain name "c5.b2.al.". The conversion table server 19630-1 enters
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for "al® is returned. Next, The resolver 19635-1 sends an ICS packet
19651-1 including "b2" to the ICS domain name server 19650-1, and an

ICS packet 19652-1 including an ICS network address "9720" of the ICS

domain name server for "b2" is returned.

Next, the resolver 19635-1 sends an ICS packet 19661-1 including
"c5” to the ICS domain name server 19660-1, and an ICS packet 19662-1
including an ICS network address "9820" for "c5" and an ICS user
address "4520" is returned. According to the above procedures, the
conversion table server 19630-1 cobtains an ICS network address "9820"
and an ICS user address "4520" corresponding with the domain name
"c5.b2.al.”.
{{Re-~writing of conversion table fram an IP terminal))

Description will be made with reference to FIGs.114 and 115. An
ICS user packet including the domain name "c5.b2.al.” is sent from the
IP temminal 19608-1 to the conversion table server 19731-1 (procedure
P500). The conversion table server 19731-1 mekes inquiry to the
domain name server (procedure P510), the domain name server searches
and obtains the ICS network address "9820" and the ICS user address
"4520" corresponding with the domain name "c5.b2.al." (procedure P520)},
and returns this to the conversion table server 19731-1 (procedure

P530), the conversion table server writes this to the conversion table



In order to describe the present enbodi nent first, known TCP and UDP
comuni cation technology will be explained. FIG 62 is an exanple of
full -dupl ex comuni cation using TCP, wherein a communi- cating party 1
sends a synchronous packet #1, and a conmunicating party 2 returns a
confirm ng packet #2 upon receiving the first packet. Comrunication
procedures wherei n such packets #1 #2 are sent and received is
referred to as TCP connection establishment phase. Next, both

comuni cating parties send_and receive packets #3-1, #3-2, #3-3 and #3-4,
and comﬂ}rﬁ@g{‘ﬁoﬁmgﬂ%e@n%ﬁt%éﬁd% Hhdermminal 4969801 packet s
is perforped is referred to as TCP data_transfer hase. Finally, a final
packet # a?ﬂs(g'comi 5 th%ﬁ%tnem Gddpess 18208

reception of th acket. Conmmuni cation rocedures wherein such packets #4
and #5 arlé M&ﬁﬁd‘%%%@e’F G5 SsTeeeiGng, setverk aqdrass.,
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with the request identification included in FIG.102.

Next, the IP tém:lnal 19608-1 sends an ICS user packet to the
conversion table server 19731-1, including specification for changing
the speed class to "2", with regard to the registered contents of the
conversion table 19301-1X (procedure P600). The conversion table
sexrver 19731-1 re-writes the registration contents of the conversion
table 19301-1X so that the speed class is "2", according to the
specification (procedure P610), and reports to the IP terminal 19608-1
(procedure P620). The conversion table re-written by these procedures
is shown as 19301-Y (FI1G.104).
<<Moving a terminal between access control apparatuses)>)

As can be seen fram the embodiment of the ICS user address
appropriation record table 19623-1, the first line of this table

- appropriates ICS name ®ddl.ccl.bbl.aal.jp” to the ICS user address
"4610", and holds the ICS user address and the ICS name. For example,
in the event that a terminal 19608-1 (FIG.91) having an ICS user
address "4610" is moved from the access control apparatus 19300-1 to
the access control appavatus 19320-1 (FIG.92), and in the event that
this terminal is appropriated a new ICS network address "7821" for



procedures, the aforenentioned TCP technol ogy full-duplex conmuni- cation
I's enpl oyed except for the cases of transm ssion instruction to satellite
transm ssi on equi prent (#6 and #14 in FIG 63) and "data transm ssion”
using electric wave fromthe satellite transm ssion .

117 equi prent (#7 and #15 in FI G _63), however, only the TCP data
transfer phase is showmn in FIG 6&?2and the TCP connection establishnent
phase and TCP connection endi ng phase are onmtted fromthe draw ng and

from description, thereof. The IP term nal .16210-1 of the data
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appropriation record table 19623-1, and the ICS name is not changed.
The resource record comprised of the ICS name "ddl.ccl.bbl.aal.jp"
within the domain name server, the ICS network address "7700", and the
ICS user address "4610", is changed to that having the ICS name
"ddi.ccl.bbl.aal.jp", the ICS network address "7821" and the ICS user
address "4610". That is, the ICS network address "7700" is re-written
to another address "7821", but the ICS name "ddl.ccl.bbl.aal.jp" and
the ICS user address "4610" are not re-written. Summarizing this, the
resource record of the damain name server and ICS user address
appropriation record table of the ICS authority server hold the ICS
user address and the ICS name, and there is no case in which only one
is changed. Accordingly, in the event that a terminal is moved
between access control apparatuses, there is no need to change the ICS
user address and ICS name of the temrminal.
(Other embodiment: determination of ICS user address by the user)

This is an arrangement wherein the above embodiment has been
changed so that the user determines the ICS user address. That is,
when the user (usage applicant 19200-1) applies to the ICS 19000-1, an
ICS user address is added. The ICS receptionist 19940-1 includes the
ICS user address in the application reception data. Also, the ICS
authority server 19711-1 stores the ICS user address that the user has



16320-1. The IP term nal 16501-1 of the user 16500-1 sends an "inquiry
packet"” to the IP termnal 16210-1 which can be identified wth the ICS
user address "3000"(#2). The IP termnal 16210-1 returns a "reply

packet" (#3), the IP term nal 16501-1 receives this "reply packet”, and
then sends a "request packet" to the;4q P termnal 16210- 1(#4). \WWen the IP
termnal 16210-1 receives the "request packet", it sends a "transm ssion

i nstruction packet” to the IP termnal 16310-1 (#5). Wen the I P term nal
16310-1 receives the "instruction packet", it instructs transm_ssion of
the "dat FRRLSE peB\inddre IGH asen WW@H@MH@)?MHGZ&L
satellite transm ssion equi pnent 16330-1 emts the "data to be provi ded"

as el ect rAGCoRsiBg: Eohe desthed. c Ehe gisar can) determingobis b SWnNICE of

#7), the communjcation_ satellite 16400-1 anplifies the received "data to
be provi d4¥PT s, 1peeeasing, freedem OF) USAGR- satel lite recei ving
equi pnent 16502- 118 1 receives the
"data to be provided" as electric wave, and hands it to

Enbodiment-17 {calling other party of commmication by telephone
mzuber) :

The present embodiment shows an example wherein using the
teleptmenumerasthemsminnmanows sending and receiving
of ICS user IP packet with the other party of commmication, in which
digitized voice is stored within the user IP packet, thereby
facilitating public coommication using a telephone. In the present
embodiment, description will be made with reference to the example
wherein the telephone number 81-3-1234-5678 in Tokyo, Japan, is viewed
as being domain name "5678.34.12.3.81." Here, "3" indicates Tokyo,
and "81" indicates Japan.

DPescription will be made with reference to FIG.116. An ICS
20000-1 includes access control apparatuses 20010-1, 20020-1 and
20030-1, relay devices 20080-1 and 20090-1, domain name servers 20110-
1, 20120-1, 20130-1, 20140-1 and 20150-1, and the access control
apparatus 20010-1 includes line portion 20011-1, a processing device
20012-1, a conversion table 20013-1 and a conversion table server
20040-1. The conversion table server 20040-1 is within the access
control apparatus 20010-1, and an ICS network address of "7800" and
port number of "600" are appropriated. The conversion table server
20040-1 is provided with an ICS user address "4600" from outside of



the IP termnal 16501-1. Thus, the IP term nal 16501-1 obtains the "data
to be provided" via the conmunication satellite 16400-1, and sends a
"reception confirmation packet” to the IP term nal 16210-1 of the
corporation 16200-1 providing the "data to be provided" (#8). Next, the IP
term nal 16210-1 sends a "receptichfonfirnation packet" to the IP
terminal 16310-1 of the satellite tr'dhsni ssion corporation 16300-1 (#9).
In the above procedures, #1, #2, #3, #4, #5, #8 and #9 use the
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referene to FIG 64. The sending of an "inquiry packet
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frames, each having ICS user addresses "4520" and "1200", and are
conmnected to the ICS 20000-1 via the ICS user logic commmication line.
IP termminal 20300-1 can be used as a telephone and thus is referred to
as an "IP telephone". The IP telephone 20300-1 includes a telephone
nurber input wnit 20310-1, IP address accumulating wmit 20320-1, wvoice
data sending/receiving unit 20330-1, input buttons 20340-1, and voice
input/output unit 20350-1.
<<Obtaining ICS user address by telephone number>>
The telephone number "1234-5678" is entered into the telephone
number input unit 20310-1 by the input buttons 20340-1. The telephone
nunber input unit 20310-1 generates the ICS user packet P1201, and
delivers this to the access control apparatus 20010-1 via the ICS user
logic commmication line. Here, the ICS user packet is the sender ICS
. user address "1200" and the receiver ICS user address "4600", and the
telephone number "1234-5678" entered by the input buttons 20340-1 is
included in the data. The processing device 20010-1 looks at the
conversion table 20013-1, and sends the ICS user packet P1201 to the
conversion table server 20040-1 indicated by the ICS user address
"4600". Also, in the present embodiment, the conversion table server



"reception confirmation packet"(#8) in FIG 64 corresponds with the sending
of an "inquiry packet" (#2), returning a "reply packet" (#3), sending of a
"request packet"(#4), "data transm ssion" by satellite conmunication and
sending "reception confirmati on packet™ (#8) in

119 FIG 63. Fromthe above description, in the event that the satellite
conmmuni cation corporation 16300-1 478 the data providing corporation
16200-1 are viewed as an integrated comunication function unit (hereafter
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16501-1 QigelrhBatiRét, BRO8ordveiidh 8dble server 20040-1 sequentially contacts
domain name servers 20130-1, 20140-1 and 20150-1, and obtains the ICS

network address "7920" and the ICS user address "4520" of the terminal
20211-1 of the other party of cammmication in the event that the
telephone nuwber "1234-5678" is viewed as a domain name.

Next, the conversion table server 20040-1 creates a conversion
table new item 20030-1 using the two addresses "7920" and "4520"
obtained here, generates an ICS user packet P1202 for the ICS user
address "4520" and writes the ICS user address "4520" therein and
sends it to the IP telephone 20300-1. The IP telephone 20300-1
conbines the ICS user address "4520" contained in the received ICS
user packet P1202 with the telephone number "1234-5678" regarding
which inquiry has already been made, and stores these in the IP
address storage unit 20320-1, and uses it at a later day at the point
that the ICS user address "4520" corresponding with the telephone
nunber "1234-5678" becames necessary. The aforementioned conversion

. table new item 20030-1 correlates the IP telephone 20300-1 having the
ICS network address "7820" and the ICS user address "1200" with the
destination terminal 20211-1 specified by the telephone number "1234-
5678". The conversion table new item 20030-1 is used as a new
component of the conversion table 20013-1.

{{Camumication using ICS user address>>



"inquiry packet" to the IP term nal 16210-1 wich can be identified wth
the I CS user address "3000" (#1 in FIG 65: the sane hereafter). The IP
term nal 16210-1 returns a "reply packet"(#2), the IP termnal 16510-1
receives the "reply packet", and t % sends a request packet” to the IP
term nal 16210-1(#3). Wen the IPlterm nal 16210-1 receives the "request
packet", it sends "data to be provided" fromthe dat abase 16220-1 thereof
to the IP termnal 16310-1 which can be identified by the ICS special
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5678", i.e., to the teminal 20211-1 determined by the ICS user
address "4520". After this, telephone commmication is performed by
sending and receiving ICS user packet between the two terminals 20211-
1 and 20211-1.
<<{Detailed description of domain name server>>

Regarding the above description, the method of the conversion
table server presenting the telephone number "1234-5678" to the domain
name server and obtaining the ICS network address "7920" and the ICS
user address "4520" will be described in detail.

FIG.116 is diagram illustrating an embodiment of a 6-layer
hierarchy "domain name tree®, with root domain name "root-tel" being
provided on Level 1 of the tree, domain names "1" -*- "44" --> *81" *-
"g9Q" --- existing on Level 2 which is lower on the tree, and domain
names °* "3" - "6" ‘-* for example existing on Level 3 beneath damain
name "81", and domain names --- "11°, "12%, "13", - for example

. existing on Level 4 beneath domain name "3", and further domain names
- *33", "34", "35", -* for example existing on Level 5 beneath domain
name "12", and domain names °** "5677", "5678", "5679" -+ existing on
Level 6 beneath domain name "34°.

FIG.119 illustrates the internal table 20131-1 of the domain
name server 20130-1 handling the domain name *3", and indicates that,



"data to be provided" and emts it (latter half of #7), the satellite
recei ving equi pnent 16502-1 receives the "data to be provided" as electric
wave, and hands it to the IP termnal 16501-1. Thus, the IP term nal
16501-1 obtains the "data to be provi ded" via the conmmuni- cation
satellite 16400-1, and sends a "reception confirmation packet to the IP
termnal 16210-1 of t he corporation 46200-1 providing the "data to be
provi ded" (#8). Next, the IP termnal 16210-1 sends a "reception
confirmat gﬁhgf"ddn%jhhﬁa{@-t hB a8orid] Satvef
transm sseltg corporation 16300-1(#9). Next, the proce?ure?%% #1 #12
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procedures, the diffe in this exanple being that

16500- 1, riihelPoer a0 liﬁﬁquolﬂm’sﬁ%t%b the mt%ﬁﬂ'f&l@%ﬂ’.ﬁfi of
16502-1, another user 16510-1, IP termnal 16511- and satellite receiving.
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In the above two enbodi ments, TCP technol ogy full-duplex
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description thereof. In the enbodi nent to be described now,

and a port number of "440". Also, FIG.121 jillustrates the internal
table 20151-1 of the domain name server 20150-1 handling the damain
name "12", and indicates that the endpoint for the domain name "5678"
in the internal table 20151-1 is YES, meaning that there are no more
domain names below, and in this example, the ICS network address
corresponding to the domain name "5678.34.12.3.18." is "8920", and the
ICS user address thereof is "4520".

<<Calling domain name serverd>)

With reference to FIG.122, description will be made of the
procedures for the conversion table server 20040-1 calling the domain
name servers 20130-1, 20140-1 and 20150-1, and searching for the ICS
network address and the ICS user address corresponding with the domain
name "5678.34.12.3.81.". Now, the resolver 20041-1 has therein the
ICS network address of a domain name server handling the Lewvel 1
domain "root-tel™ shown in FIG.119. Also, in the event that there is
a great deal of commmication with the domain name server which handle
the Level 2 and Level 3 domains, the ICS network addresses of the
upper domain name servers thereof are stored in the resolver 20041-1.

The conversion table server 20040-1 inputs domain name



comuni cation technol ogy described in FIG 62 is applied to a part or to
all, and part or all of the packet sending and receiving using the TCP
data transfer phase technique is replaced with packet sending and

receiving using the UDP data transfer phase technique.

121 <<Anot her variation on above enbodi nent >> Anot her version
will be described with reference td® G 66. In FIG 61, the satellite
transm ssion corporation 16300-1, the IP termnal 16310-1 of the satellite
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under the damain name "3" to the ICS domain name server 20130-1 using

the ICS network commmication function, in response to which an ICS
frame 20136-1 including the ICS network address "8720" of the ICS
domain name server 20140-1 which handles the domain name "12" is
returned. Next, the resolver 20041-1 sends an ICS packet 20145-1
including the domain name "34" to the ICS domain name server 20140-1,
in response to which an ICS packet 20146-1 including the ICS network
address "8820" of the ICS domain name server 20146-1 which handles the
domain name "34;' is returned. _

Next, the resolver 20041-1 sends an ICS packet 20155-1 including
the domain name "5678" to the ICS domain name server 20150-1, in
response to which an ICS packet 20156-1 including the ICS network
address "7920" and "ICS user address 4520" of the ICS domain name
server 20156-1 corresponding with the domain name "5678" is returned.
According to the above procedures, the conversion table 20040-1

. Obtains the ICS network address "7920" and the.ICS user address "4520"
corresponding to the domain name "5678.34.12.3.81.".
<< Telephone line connection >»>

There is a telephone line conversion unit 20510-1 within the
line portion 200011-1, and the telephone 20520-1 is connected to the
telephone line conversion unit 20510-1 via the telephone line 20530-1.



corporation, and the satellite transm ssion equi pment 16330-2 of the
satellite transm ssion corporation are each outside of the ICS 16000- 2,

the P termnal 16310-2 being provided with an I CS user address "3900'.

The data providing corporation 16200-1 and users 16500-1, 16510-1, 16520-1
are capabl e of sending and receiving of |IP packets can be perforned

compl etely regardl ess of whether i{fi¢ other party has an ICS wuser address
or an ICS special nunber, so sending and receiving of IP frames can be
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the telephone line 20530-1 into digitized voice. Also, ICS user
packet which is sent in reverse, i.e., from the ICS network to pass
through the access control line portion, have the digitized voice
stored therein converted into analog voice in the telephone line

conversion unit 20510-1, or in the event of an ISDN line, converted
into digitized voice. According to such an arrangement, the IP
terminal 20300-1 provided with an ICS domain name and the telephone
20520-1 can perform commmication by telephone woice.
{Connecting to a public telephone network)

Further, the telephone line conversion unit 20510-1 and the
private exchange 20600-1 are connected by a telephone line 20530-2.

- Telephones 20520-2 and 20520~-3 are connected with a private telephone
line 20540-1 extending from the private exchange 20600-1, and a
telephone comumication can be carried out between the telephone
20520-2 and the telephone 20300-1. Also, connection can be made via
the private exchange 20600-1 to public telephone networks/

. international telephone network 20680-1. Such an arrangement enables
the telephone commmication between the telephones 20520-4 and 20300-1.

Embodiment-18 (IP terminal capable of connecting to plural access
control apparatuses):
The present embodiment does not fix the IP terminal having the



corporation 16300-1, the user 16500-1, etc. are the sanme; only the

communi cation procedures are different. Al so, TCP technology full- duplex
comuni cation will be enployed, but FIG67 only illustrates the TCP data
transfer phase. The I P term nal 16210-1 of the data providing

corporation 16200- 1 obtains "data to be provided" fromthe database
16220-1 thereof and sends this tolRe IP termnal 16310-1 of the satellite
transm ssion corporation 16300-1 which can be identified by the ICS

speci al nunber "4300", using the IP frame_transm ssion functions of the

| CS (#1 i forneending ped cercedving THES d1ger) IR trackebfshe 3 ispecific
corporation 16300-1 stores the received "data to be provided" in_ its

dat abase a¢Ees®H opntxeliapRaratpe; (mtheral 1t creplizegran HP garmingl
corporation 16200-1 sends a "transm ssion notification frane" to the _IP

term nal Peomaved gnd; gennacted) 56 REheT, aCcess GontEed; arnagatiees and wsads si on

notification packet", the IP_ term.nal  16501-1 returns a_ "transnission
consent p&eRet’ €OF XQEERY n o Roaping 15 xenlizd based on fhes IG5 demain
16210-1 receives the_  "transnission cqonsent packet", it sends a

"transni sSFOR Frevided: £ JEeFemEjé’aﬂ-he |P terminal 16310- 1(#4). Wen
';gge: Se;e%wﬁgio- 1 of qtj??gt 's:at el li teggéi‘gé]%rgﬁgrgg corporation 16300-1
The present embodiment includes procedures for ciphering a
secret password PW and sending it from the sender (encoding _
(ciphering) side) to the receiver (decoding side). First, a ciphering
function Ei and a decoding function Di will be described. The
ciphering function Ei is represented by y = Ei(kl, x), and the
decoding function Di is represented by x = Di(k2, y). Here, "y"
denotes the ciphertext, "x" denotes plain-text, “k1” and "k2" are keys,
and "i™ represents cipher numbers (i = 1, 2, **) determining the
secret key code and the public key code, including how the value of
the cipher key is to be used. In the above, an arrangement may be
used wherein plain-text x' is ciphered instead of plain-text x with x'
= x|lr (wherein ‘" is a random number), and discarding the random
nurber r from the plain-text x' upon decoding, thus obtaining the
- plain—-fext x. Such an arrangement generates a different ciphertext
each time the same plain-text is ciphered, owing to the random mumber,
and it is said that such is less susceptible to code cracking.
(Example of cipher mmber i = 1)
<<Preparation))>
The sender m discloses the domain name thereof (DNm) to the



I nstructs transm ssion of the "data to be provided" saved in the database
16220- 1(#5). The satellite transm ssion equi pnent 16330-1 ents the "data
to be provided" as electric wave toward the communication satellite

16400- 1(first half of #6), the conmunication

123 satellite 16400-1 anplifil8d the received "data to be provided" and
emts |t(Iatter hal f of #6), the satellite receiving equi pnent 16502-1
receives the "data to be provided" as electric wave, and bands it to the
|P termnal 16501-1. Thus, the IP termnal 16501-1 obtains the "data to be
pr ovi ded PubHic tincluding rthe messiver ¢| The craceiver) caleulates by = Hasbcdpt i on
confirmation packet" to the IP termnal 16210-1 of the data providing

cor por at |‘Wlmtﬁﬁo$¢%dﬁﬁ€ camressiopLungtdenjtashl,7end hands The
above- descrl be 3m’run| Catlﬁcey{)r ocedures shall be described wth reference

to FI G 68VeF NaSANGE B0 § ﬁdﬁmaﬁpo‘?ﬁ et e um(xqgceq he

returnin of transm SSI conserIt packet (#3), "data transm ssion" by
satellit rﬁmi SAple an example of using DES ciphering,

and the sender holds an "ciphering module DES-e" for realizing the
ciphering function Ei, and a cipher key Km. The cipher key Km is a
secret value which the sender and receiver share. The receiver has
the "decoding module DES-d" for realizing the decoding fumction Di,
and the data compression function Hash-1. What is used for the data
compression function Hash-1 is determined separately for each cipher
mmber. A data compression function is also referred to as a “hash
function”.
<<LCiphering by sender>)
The sender sets the secret password PW as x = PW, and ciphers as
y = DES-e(Km, x) with the ciphering module DES-e and the cipher key Km
being held, thereby sending the ciphertext y and domain name DNm.
<<Decoding by receiver))
The receiver receives the ciphertext y and the domain name DNm,

calculates the secret cipher key Km as Km = Hash-1{DNm) using the

. receiver's secret data compression function Hash-1, and the obtains
the plaintext x as x = DES-d{Km, y) using the decoding module. The
plain-text x is password PW, and the receiver can obtain the secret
password PW. A third party does not know the data compression
function Hash-1 and thus cannot calculate the cipher key Km, and
accordingly, cannot calculate the secret password PW. In the above



the sending of "reception confirmation packet" (#7) in FIG 68 correspond
with the sending of an "transm ssion notification franme" (#2), the
returning of a "transm ssion consent packet" (#3), "data transm ssion" by
satellite comunication(#6), and the sending of "reception confirnmation
packet” (#7) in FIG 67, respectively. Fromthe above description, in the
event that the satellite communicatjggn corporation 16300-1 and the data
provi di ng corporatlon 16200-1 are Vviewed as an i nt egrated conmuni cation

ent 11y SphR fe%oétamﬁa%iepr 1P o ek et OHERBE, £ B8 pLphoriig g
Lﬁlliﬁ”p'iﬁﬁﬁﬁ% | P, contlol SR BBt 1S SerTood R SRR 0

of the ab (o)
124 Wnl ca%%%ﬁ% ﬁ’%gﬁﬁeﬁ"%’%m | be described
Wi th refer(%é)d% @ipﬁér%ﬂb@% iT_hez)l P terminal 16210-1 of the data

<{Preparation>)
The present example is an example of employing RSA encoding,
wherein the sender generates ciphering function y = x*mod n and

decoding function y = ¥*mod n. Hére, e # d holds, the key d being a
secret value. The sender hands to the receiver the disclosable
ciphering keys e and n, and ciphering module RSA-e for realizing y =
®¥*mod n. The sender holds the ciphering keys and the ciphering module
RSA-e. The sender does holds neither the secret ciphering module nor
secret data. On the other hand, the receiver holds n and the secret
key d, and the ciphering module RSA-e for realizing y = x*mod n.
<<Cighering by sender>>

The sender encodes the secret password PW, own domain name DNm,
and time of sending (year/month/day/hour/minute/second) as x = PW|lx1
%2 (wherein x1: domain name DNm, and x2: year/month/day/hour/
minute/second) and ciphers as y = x*mod n using the ciphering module

. RSA-e, thus sending the ciphertext y.

<<Decoding by receiver))

The receiver receives the ciphertext y and calculates x = ¥ mod
n using the decoding module RSA-d held beforehand and the decoding key.
The result is x = PWllxl[lx2, so the data which is at a certain
position from the head of x is used as the password PW. In the above



provi di ng corporation 16200-1 sends a "transm ssion notification packet"
to the IP termnal 16501-1 of the user 16500-1 (#1 in FIG 69: the sane
hereafter). Upon receiving the "transm ssion notification packet"”, the IP
term nal 16501-1 returns a "transm ssion consent packet"” to the IP

term nal 16210-1(#2). Wien the IP term nal 16210-1 receives the
"transm ssi on consent packet", ifiggbtains "data to be provided" fromthe
dat abase 16220-1 thereof and sends this to the IP termnal 16310-1 of the
satellite transm ssion corporatlon 16300-1 which can be identified by the

| CS speciGPherARgy dampig name)xl@rd yearfonthdday/hour/mingkeisacond x2 are
I nstruction packet" to the IP term naI 16310-1(#4 : V\hen the IP term nal
16310- 1 159,88 mmtbﬁ}fﬁns#i MW&’%@S know-the seerel kamd

"transmn ssi n |nstruct|on Bﬂ %I it |nstructs transmssmn of the "data

to be pr& geerals ZE§STF$%ﬂﬂV hen Shes ahgent
Sgrrg?:gﬁégﬁggﬁés edurg§#§%i§ e sane as t sebge crlbeg aﬁ&&;ﬁﬁ?i;é;%h?er
L anstor teinhet Enie. A o qcéar &mﬁhﬁyiﬂﬁém Fdbrighions of -
?f;ﬁ?iqugﬁaﬁPﬁﬁggiﬁaigg' De ngmfﬁgﬂqailon endéeéhéya%ze belng °”&5&§9
with a different public key ciphering technique.
<{<Teminal verification technique using password and random numberd)>
Description will be made regarding verification technique for
dehmmﬁxﬁngxﬂmﬂhem'arxxﬁ:the;passmmilPthﬁxibw'a:n&mﬁngftemMmm&
agrees with the password registered in the verifying server. As
prerequisite conditions, the verifying server of the verifying entity
and the terminal of the user to receive verification have a password
PW that is secret to a third party, with a ciphering function E
(wherein y = E'(k, X), Y represents ciphertext, k represents ciphering
key, and x represents plain-text). Specific procedures for terminal
verification will now be described. The terminal of the user to
receive verification decides upon a random number R using appropriate
means, calculates Y1 = F(PW, R) using the password PW and function y =
- F(PW, R) and sends both the random number R and the function Y1 to the
verifying entity. The verifying entity receives the random number R
and the function Y1, and calculates Y2 = F(FW, R) using the received
random nurber R, the password PW held within, and the function F, and
checks whether or not Y1 = Y2 holds. In the event that there is a
match, verification can be made that the owner of the terminal which



fromthe description thereof. In the enbodi nent to be described now, UDP
communi cati on technol ogy described in FIG 62 is applied to a part or to
all, and part or all of the packet sending and receiving using

125 the TCP data transfer phase technique is replaced with packet sending
and receiving using the UDP datajg)ansfer phase technique. <<Another

vari ation on above enbodi nent >> Anot her version will be described
with reference to FIG 66. In FIG 61, the satellite transm ssion
corporation 16300-1, the IP termnal 16310-1 of the satellite transm ssion
cor por at | $%,being verified 45 ysing ither correch massword tFlndnPssiwrification
corporation, and the satellite transm ssion equi pnent 16330-1 of the

satelllteofr%FEHHQEﬁQﬁﬂ- Q& ber meden EﬁéﬂﬁhéﬁmﬁptﬁaﬂupﬁﬁenglfBU@BQE“aﬂhe | P
term nal 16310- bei n row ded with an I CS special nunber_ "4300". As
conpar ed 1B vll%l the, bepverifisd, capnet Ereely: selemd hei random

transm ssi on COEP%EFIIO 16300 2, the IP terminal 16310-2 of the satellite
transni ssPERoeT the random number R is restricted to depending on

time (called a time random mmber) further increases difficulty of a
third party calculating the password. Instead of the ciphering
function used above, the secret data compression function Hj may be
used instead, for Y1, ¥2 = (PW, R).
<<{Overall configuration)>)>

FIGs.123 and 124 illustrate an overview of the roaming technique
according to the present embodiment, wherein the ICS 21000-1 includes
access control apparatuses 21010-1, 21020-1, 21030-1, 21040-1, 21050-1
and 21060~1, relay devices 21080-1, 21080-2 and 21080-3, verifying
servers 21100-1, 21101-1, 21102-1 and 21103-1, domain name servers
21130-1, 21131-1, 21132-1 and 21133-1, a user service server 21250-1
and an ICS authority server 21260-~1. The access control apparatus
21010-1 is provided with a conversion table 21013-1, a conversion
table server 21016-1, a registration server 21017-1 and a connection
sexver 21018-1. The access control apparatus 21020-1 is provided with

- a conversion table 21023-1, a conversion table server 21026-1, a

registration server 21027-1 and a comnection server 21028-1. The
connection servers 21018-1 and 21028-1 are provided with an ICS usexr
address "6310", and has the function to iegister access control
apparatuses determined as necessary to the IP termminal, or to connect
thereto. |



corporation, the database 16320-2 of the satellite transm ssion
corporation, and the satellite transm ssion equi pnent 16330-2 of the
satellite transm ssion corporation are each outside of the ICS 16000- 2,

the P termnal 16310-2 being provided with an I CS user address "3900".
Enbodi nent - 10 ( Ful | - dupl ex conn%.ication i ncluding satellite communication
path: Part 3): The present odi nrent is another variation of

Enbodi nent-8, and w |l be described with reference to FIGs.61 and 70. The
data providing corporation 16200-1, the satellite transmtting corporation
16300- 1, t he (Bhér CORVERRIOM tabinGarang, ZWp10r lohRs & HETSBHADNEEE @eon
procedures being different. The present enbodi nent perforns the full-

duxpl ex BHFkRICERS sondentemf dhenerrystsion tahlsy 219437tp and dher ansfer
126 phase is shown_in FIG 70. The I P term nal 16210-1 of the data
provi di nFEWEEEiaR  ablessepver 21026-1 has a function for re-writing the
contents of the conversion table 21023-1. Also, the LAN 21150-1 has
an IP terminal 21151-1, the LAN 21160-1 has an IP terminal 21161-1,
and a block 21171-1 is an TP terminal. A block 21200-1 is a portable
roaming terminal, and is identified by ICS domain name "cl.bl.al."
provided uniquely within the ICS 21000-1.
<<{Application for use of roaming terminal)>)>
The owner of a roaming terminal 21200-1 indicates as an ICS
usage applicant 21270-1 a payment method for the roaming terminal
21200-1, and applies to the ICS authority server 21260-1 via user
service server 21250-1 for an ICS domain name and an ICS user address.
The payment method represented by billing class "MNY", e.g., in the
event fhat MNY = 1, the charges are billed to the hame IP (i.e., an IP
tenmmninal which is connected to the access control apparatus in a fixed
mamner), in the event that MNY = 2, the charges are pald according to
the record of the verifying server. The ICS anthority server 21260-1
sets an ICS domain name "cl.bl.al.” for using the roaming teminal
. 21200-1, and an ICS user address "1200". Further, in order to be
connected to the access control apparatus 21010-1 in a fixed manner
and use it, the owner of the IP terminal 21200-1 applies for an ICS
network address to the ICS authority server 21260-1 via the user
service server 21250-1. The user service server 21250-1, upon
obtaining the ICS network address, makes a request to the conversion



1 sends a "plan notification packet" to each of the following: the IP
termnal 16501-1 having an |ICS user address "2300", |ICS user address

"2400" (16511-1), and ICS user address "2500" (16521-1) (#1 in FIG 70: the
sanme hereafter). Next, the IP termnal 16210-1 of the data providing
corporation 16200-1 obtains "datagg be provided" fromthe database
16220-1 thereof and sends this to the IP termnal 16310-1 of the satellite
transm ssi on corporation 16300-1 which can be identified by the ICS

special n '4300" ing the |P frane transfer _functjons,of

0S(#2) . | HRBIe ey 315ian€rﬁ%§psnt%rr,s§ p9doesd “sgpacand e 1cs
recei ved "data be R n its databa 16320-1. and al so instructs
t ransni ss§AF étgéb @hﬁrm ion %ﬁ-ﬁ]@a’fel lite transmi ssion

he. communi cat MR L0t oraepELonfab AbrirF Hitkde: diaaiciat%ef’c”' SedrEn
T at ter FafPe By #ﬁeug%f et el e £h Tl Gnot ,bﬁqé?ffaré@ov' 503388  ccel ves
orminal - "gasahat ' 108 geE erest IR PSRal0IES adneie. Eonromming (o
psng{gy;gwt@wﬁmmom bishBe ' Wobor NS SIS Sfires
"6300" for registration server, and ICS user address "6310" for
connecting server, and further embeds inside the interior 21202-1 of
the roaming terminal 21200-1 the ciphering function Ei and decoding
related data RP1. Now, RP1 = Hj {domain name ||[RP0) |RPO (wherein RPO =
n |1 ]l j) holds, and the domain name is "cl.bl.al.". MNY is the
above-described billing class, "i" is a cipher number for typifying
the cipher Ei, and "j" determines the type of Hash function Hj. Data
compression function Hj is a secret dedicated function used only by
the verifying server and the user service server. The user does not
hold the data compression function Hj, and does not even know Hj, and
thus is incapable of generating code related data RPl.
<<Registration procedure fram home IP terminal>>
Description will be made with reference to FIG.127. The roaming
. temminal user connects the roaming terminal 21200-1 to the position of
the home IP terminal 21151-1. Next, the roaming terminal user decides
on a password (PW) and enters this from the input unit 21204-1, and
also generates an ICS user packet PKOl using the ciphering function
and the coding-related data stored within the inner portion 21202-1,
and sends it to the access control apparatus 21010-1 via the ICS user



report packet" to the IP termnal 16210-1(#5-1). Using the sane

communi cation procedures, the IP termnal 16511-1 obtains the "data to be
provi ded", and sends an "individual report packet"” to the IP

127 termnal 16210-1(#5-2). The IP term nal 16521-1 al so obtains the
"data to be provided", and sends an !individual report packet" to the IP
termnal 16210-1(#5-3). The IP ternih% 16210-1 sends an "individual

i nquiry packet" to the IP termnal 16511-1 of the user 16510-1 (#6), and

3§FF:ESF r:L%S[eiGSi}?ﬁifg?ﬂ#%Ezggggéfd VI:% thg en Pigiffé?h D"tI:nIgg

notifi pa&%&n&bgr% Wgﬁgﬁa&ﬁ gﬁ%ﬂf‘?}]&ﬁh Wézft gPI ro"ang.ngp

"pl an n%%%%ﬁ@i(%g ﬁsﬁ%%%%sﬁfé@nm‘g% 18 ﬁft@‘ “98-12-
31", ciphertext "y" which is the password that has been ciphered, "tg"
(wherein tg = 1 in order to display registration procedures), and
"Yes" or "No" for roaming connection specification. The generation

method employed for the ciphertext "y" is the coding technique
described earlier. For example, in the event that the cipher number =
2, ciphertext "y" is generated with y = x® mod n (wherein x = PW
cl.bl.al. lyear/month/day/hour/minute/second). The access control
apparatus 21010-1 looks at the conversion table 21013-1 and transfers
the ICS user packet PKOl to the registration server 21017-1 with the
destination "6300" (procedure T15). The registration server 21017-1
uses the domain name "cl.bl.al."” to call the verifying server 21100-1
{(procedure T20). Also, the method by which the registration server
21017-1 calls the verifying server 21100-1 using the domain name is
the same as the method by which the connection server 21028-1 calls
the verifying server 21100-1 using the domain name, the details

. thereof being described in detail later. The verifying server 21100-1
checks the contents of the received ICS user packet PKOl, and decodes
the ciphertext "y" using the earlier-described technique, thereby
calculating the password PW. For example, in the event that the
cipber number = 2, the ciphertext "y" is decoded with x = y'mod n.
This yields x = PWl cl.bl.al. || year/month/day/hour/minute/second, so



comuni cati on(#4), the sending of "individual report franme"(#5-2), the
sendi ng of "individual inquiry franme" (#6), and the returning of
"individual reply frame" (#7) in FIG 70, respectively. Fromthe above
description, in the event that the satellite comuni cation corporation
16300-1 and the data providing corporation 16200-1 are viewed as an

I ntegrated comruni cation entity, t hd88ser 16500-1 in FI G 67 can be
considered to be performng full-duplex comunication with the

Sbove embie remevord B Tl BEMRAReC 00 e rbodi ments, the ful | - dupl ex

ransfer phasd VXt IHBFORTRIRGF| thef CEEReF: PRt el iR RL o7 1Y

connect | ol BoER 1RE0M JREY (benedm RPB.r R hibibdngwo dte vestivion

conmuny coERDIEh GamRSrbaireto tHP: Berain ikl BPRINE AT ea e Wl tpe,
verifying server 21100-1 and the obtained domain name "cl.bl.al.® to
calculate t = Hj (domain name ||[RPO) |RPO), and checks whether or not t
= RP1 holds for the received RP1. If it holds, judgment is passed
that the domain name "cl.bl.al.”, the billing class MNT, and the
cipher nurbers "i* and "j" have not been tampered with. The verifying
server 21100-1 checks for excessive or insufficient registration
contents, and in the event that the contents are normal, the
registration results are registered in the verification table 21100-2;
registration is not made in the event there are insufficient
registration contents.

This is illustrated in the verifying table 21100-2 in the line
with the administration number 1, with the domain name as "cl.bl.al.”,
cipher number "2%, billing élass (MNY) "1", value of calculated
password PW "224691", expiration date "98-12-31", roaming connection
of "Yes", i.e., acceptance of a roaming connection. At the time of
generating the PKOl in procedure T10, the aforementioned value of tg
may be set to tg = 2 and roaming connection set to "No". The password
will not leak to a third party, due to application of the above-
described ciphering method. Roaming registration is reported by
passing through the registration server 21017-1 (procedure T30), then
the access control apparatus 21010-1 (procedure T35), and reported to



to all, and part or all of the packet sending and receiving using
data transfer phase technique is replaced wth packet sending and
receiving using the UDP data transfer phase techni que. <<Another
on above enbodi nent >> Anot her version will be described wt
reference to FIG66. In FIG 61, the satellite transm ssion corp
16300-1, the IP termnal 16310-1;9f the satellite transm ssion

corporation, the database 16320-1 of the satellite transm ssion

corporatigon, and.th atelli'te trangm ss| equi ppent 16330-1 of
cat ol || AT ZRELAg T, TeEGingt AaoReaes SAB) - L RRCHSE n ot 46518000

the TCP
vari at on
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communi ¢k A%aR' Bor f@lahgthy the password involves specifying the prior

password.
<<{Sending and receiving user IP packet while traveling>)>

An example will be described regarding comnecting a roaming
terminal 21200-1 to the access control apparatus 21020-1 and sending

and receiving of user IP packet between domain name "c¢l.bl.al.

" of the

roaming temminal 21200-1 and the other party of commmication with a

domain name "c2.b2.a2.". The user inputs the following from the input

unit 21204-1: the domain name "c2.b2.a2." of other party of

commmication, "tg" which has been set to tg = 5 for specifying

sending and receiving of user IP packet, own password PW, and

'5“

which specifies the roaming comnection period in days (represented by

TTL). The inside 21201-1 and 21202-1 of the roaming terminal 21200-1

is used to this end. Also, the IP frame field 21203-1 is used for

generating, and sending and receiving ICS user IP packets PKOl, PKO2,

PK03, PKO4 and so forth.

Next, the roaming terminal 21200-1 generates a user IP packet

PK02, and sends it to the access control apparatus 21020-1 via the ICS

user logic commmication line 21210-1 (procedure T50). The user IP

packet PK02 includes the sender domain name "cl.bl.al.", receiver



The present enbodi nent is another variation of Enbodinent-8, and wll be
described with reference to FIGs.61 and 72. The data

129 provi di ng corporation 16200-1, the satellite transm ssion
corporation 16300-1, the user 16500-1 are the same, with only the

communi cation procedures being diffil@ent. The present enbodi nent perforns
the full- duplex conmunication of TCP technol ogy, but only the TCP data
transfer phase is shown in FIG 72. The IP termnal 16210-1 of the

data provj di cor 6 00- 1 obtains "data to be provjded” frgmthe
dat abase éfﬁ‘?gg r&#’%aﬁé ¢ quFeR??’quf o perieg the
satellite, transm e& r.por on 16300 1 I ch ca | dent.if|e y the
| CS speci m& qﬁ@éﬁ& ﬁﬁg Pﬁ\é\rge’i (ﬂq&-ﬁ’ﬁia t he
| CS (#1t! n 72: the ggeﬁwgrﬁ_&t erigeT%@p;aéel I transm Sffnhgﬂg y
corpora R s"ﬁ‘@? fday
dat abase s dnd " %ynm-aa-sﬁ%ts 1 Geharkfid 24 uied%s a%mhreax‘ﬁa‘i{ e

TR (TR = yy-mm-dd-sssss), and the clock of inside 21202-2 and the

cipher function Ei is used to calculate RP2 = Ei(PW, TR) [lTR.

The access control apparatus 21020-1 receives the user IP packet
PKO2, obtains the ICS network address "7800" provided to the ICS logic
terminal, and since the request identification from the conversion
table 21023-1 is "4" and further the sender ICS user address written
to the user IP packet PKO2 is "1000" (i.e., roaming special number),
the above ICS network address "7800" is held, and is delivered with
the ICS user packet PKOZ2 to the comnection server 21028-1 pointed to
by the receiver ICS user address "6310" (procedure T60). The ICS
network address "7800" obtained in this procedure will be used after
the later-described process T130.
<<{Function of connection server)>)>

Next, the connection server 21028-1 calls the verifying server
21100-1 using the domain name "cl.bl.al.", and transfers the domain

. name "cl.bl.al." and the cipher parameter RP2 to the verifying server
(procedure T70). The verifying server 21100-1 reads the values of the
password PW and cipher mmber written to the verifying table 21100-2,
and selects cipher function Ei and reads the password PW. Next, the

cipher parameter RP is RP2 = Ei(PW, TR) TR, so the time random number
which is to the latter half of the RP2 is used to calculate t = Ei(FW,



"inquiry packet" to the IP term nal 16310-1 which can be identified wth
the I CS user address "4300" (#2). The IP termnal 16310-1 returns a "reply
packet" (#3), the IP termnal 16510-1 receives the "reply packet", and

t hen sends a "request packet” to the IP termnal 16310- 1(#4). Wwen the IP
term nal 16310-1 receives the ' reque§5 packet", it instructs satellite
transm ssi on equi pnment of the "data {0 be prOV|de saved i n the database
16300- 1(#5). The satellite transm ssion equipnent 16330-1 emits the "data

16400. ' AR Bfe Sy s BAE ol e F4f Ubors oRBIE o i 1
ggfelrfa;:;al de : 'ge&%etr% be Vl'l:?\edf dhantf:!}ggw(l'lﬁttg aIf OfVﬁae‘?Rf he
éLgStOﬁéllrec .Ves theé‘ggla,b% ﬁi\étllged as i%fctrlc gla nﬁ:‘& dsh?RCeis it
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year/month/day (i.e., TR = yy-mm-dd-sssss), so unauthorized access can

be discovered in the case that the received year/month/day does not
match that time of processing.

Next, the verifying server 21100-1 reports the following items
written in the verifying table 21100-2 to the comnection server 21028-
1 (procedure T80): completion of roaming registration, billing class,
and verifying server calling information (procedure T80). In the
present embodiment, the billing class is MNY = 1, and the verifying
server calling information is the ICS network address "7981" of the
verifying server 21100-1, port nurber "710" and administration number
"1* of the verifying administration table. The connection server
21028-1 presents the damain name "cl.bl.al." to the domain name server,
requests the ICS user address and the ICS network address associated
w:.ththe. domain name (procedure T90), and obtains the ICS user address
¥1200" and the ICS network address "8115" (procedure T100). In the

. same way, the comnection server presents the domain name "c2.b2.a2."
to the domain name server, requests the ICS user address and the ICS
network address associated with the domain name (procedure T110), and
obtains the ICS user address "2500" and the ICS network address "8200"
(procedure T120).

Next, the conmnection server 21028-1 informs the conversion table



to the IP term nal 16310-1 of the data providing corporation 16200-1
providing the "data to be provided" (#7). In the above procedures, #1, #2,
#3, #4 and #7 use the above-descri bed TCP conmuni cation technol ogy, and
the TCP data transfer phases alone are shown and described. Next, the
procedures #8, #9, #10, #11, #12 and #13 shown in FIG 72 are alnost the
sanme as the above procedures, theiggfference in this exanple being that
instead of the user 16500-1, the IP termnal 16501- 1, and the satellite
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the verifying server 21100-1.

The conversion table server 21026-1 writes the four address to

the conversion table 21023-1 as recelved. The value of the request
identification is "10", meaning inter-corporation commmication by
roaming. In the event that the billing class is MNY = 1, the ICS
network address "8115" and the ICS user address "1200" just obtained
from the domain name server are forwarded to the billing notification
destination of the conversion table 21023-1. Also, in the event that
the billing class is MY = 2, verifying server calling information is
forwarded to the billing notification destination of the conversion
table 21013-1. Furﬁher, "5" which specifies the roaming connection
period in days is also written to the conversion table 21013-1. When
the writing to the conversion table 21023-1 is completed, the

. conversion table server 21026-1 reports the results to the connection
server 21028-1 (procedure T140). This completion report is sent via
the access control apparatus 21020-1 (procedure T150) to the roaming
terminal 21200-1 with the ICS user packet PKO03 (procedure T160).

Now, the ICS user packet PKO3 includes the ICS user address

®1200" associated with the domain name "cl.bl.al." of the roaming



corporation 16300-1 and the data providing corporation 16200-1 are

131 viewed as an integrated conmunication entity, the user 16500-1 in
FI G 64 can be considered to be performng full-duplex communication wth

t he aforenmentioned integrated comunication entity. <<Another variation on
above enbodi nent >> In the ab two enbodi nents, the full-duplex
communi cation of TCP technology is ‘emoyed, and only the TCP data transfer
phase is shown in the figures, with the TCP connection establishnment phase

the descr FRPRERY AAA007L" Rl A28 68 el Baegs bk (et AR ﬁsﬁ%bﬁleom
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on above guRofl GV’ roaming terminal 21200-1 for the above usage of the

comnection server 21028-1, i.e., the procedures for receiving the ICS
user packet PKO2 up to returning the ICS user packet PK03, and "5"
which specifies the roaming connection period in days.
<<Using the roaming terminal))
The roaming terminal 21200-1 can use the conversion table 21023-
1 created following the above-described procedures, to perform inter-
corperation cammmication (procedures T170 through T220). In the
event that "5" which specifies the roaming connection period in days
elapses, the conversion table server 21026-1 can delete the above
roaming connection written in the inside of conversion table 21023-1.
<<{Notification of billing)>
The access control apparatus 21020-1 notifies the billing

notification destination registered in the conversion table 21023-1 of
the commmication charges (procedure T300 or T310).
<<Method for accessing the verifying server>)>

. On the above description, detailed description will be made
regarding the method for judging whether or not the verification
request contained in the ICS network packet PK0O2 generated by the
roaming terminal 21200-1 due to the comnection server 21028-1
presenting the domain.name "cl.bl.al." to a plurality of verifying
servers including verifying server 21100-1 is correct, i.e., whether



Anot her version will be described with reference to FIG 66. In FIG 61,
the satellite transm ssion corporation 16300-1, the IP termnal 16310-1 of
the satellite transm ssion corporation, the database 16320-1 of the
satellite transm ssion corporation, and the satellite transm ssion

equi pnment 16330-1 of the satellitgowransm ssion corporation are each
within the I1CS 16000-1, the IP termnal 16310-1 being provided with an ICS
speci al nunber "4300". As conpared to this, in the exanple shown in

FIG 66, the satellife transm ssion.corppration 16300-2, the IR ] nal
16310-2 oF ORE 3 Brd oo B oAL e it B roming, Semiitih 212805b 0% o
the satellite.transm.ssi CO. ration, and the satellite transm ssion
equi pnent%&rg&o‘?lﬁh&gg ver:ri%ng Server. 132
satellite trangm ssi cQl poration are _each tside of the | 16Q00- 2
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and domain names "al™, "a2", "a3" - and so forth exist on Level 2

below, domain names "bl", "b2", "b3", and so forth exist on Level 3
below "al" for example, and domain names "cl®, "c2", "c3" *-rand so
forth exist on Level 4 below "bl" for example. _

FIG.129 illustrates the internal table 21102-2 of the verifying
server 21102-1 handling the domain "root™, indicating, e.g., that the
ICS network address of the domain name server 21101-1 which handles
the domain name "al®™ below the domain name "root" is "7971", and the
port number is "710". Also, FIG.130 illustrates the internal table
21101-2 of the verifying server 21101-1 handling the domain "al”,
indicating, e.g., that the ICS network address of the domain name
server 21100-1 which handles the domain name "bl"™ below the domain
name "al® is "7981", and the port number is "710".

FIG.131 illustrates the internal table 21100-2 of the venfylng
server 21100-1 handling the domain "bl", indicating, e.g., that the

. domain name "cl® below the domain name "bl" shows *YES™ in the
endpoint in the internal table 21100-2, meaning that there are no more
domain names below, and that in this example, the domain name '
"cl.bl.al" has been registered with the verifying server, and facts
such that the password PW is "224691", that the date of expiration is
"98-12-31", etc., are recorded therein.



comuni cation path: Part 5): The present enbodi nent perforns a type
of full-dupl ex communi cation by conbining a satellite transm ssion
function and an IP  communi cation function. A major difference between the
pr esent enbodi mrent and Enbodinent-8 is the fact that the satellite
recei ving equi pment is within thgggccess control apparatus in the present

enbodi nent . Description will "be nmade with reference to FIG 73. The
pr esent enbodi ment is conprised of: an I CS 16000-3; access control

appar at use 6100 3, %6110 3 and 16120-3; satellite reception equi pments
16102- 3, <« 29RIFEIR >3t a provi di ng corporatlon 16200-3; an IP

E?Qﬂ“s”mﬁésﬁﬁﬁlﬁ'@iaﬁ%s%“ 3ok 9 R PE Ao, daseii“e' o FROATdAGe | | 1 o
ng:m :M corggrathn wﬁx&gt base 16320-3 of t he ?ﬂ‘hslé:@QO 3 of
16400-5: RSFTLAGCRAESE 2300:E Ustuorh %o%%%mpﬁ‘%réé"h‘ﬁﬁap; af ¥ ¢ 504 Ghecks
iggéé g,a?dsi?G_S:Z%l ?%%zﬁ@caﬂ’%@%gtﬁl ite L?V\Ease%w%m cgtlon | i nes
i nes 16710-[%S 1%87820 3 1%!70, %hgnd 167'4 on' sél'zh‘%r 21028-1 has H in the
ICSnetworkaddmsgoftheveﬁfyingserverhandlﬁlgﬂxedmnjn"mot"
on Level 1 shown in FIG.128. Also, in the event that there is a great
deal of coomumnication with the verifying servers which handle the
Level 2 and Level 3 domains, the ICS network addresses of the
verifying servers thereof are held therein.

The connection server 21028-1 enters the domain name "cl.bl.al.®™
in the internal resolver 21029-1. The resolver 21029-1 sends the ICS
frame 21335-1 including "al™ under the domain name "root" and the
cipher parameter RP2 to the verifying se::ver 21102-1, and an ICS
packet 21336~1 including an ICS network address "7971" of the ICS
domain name server for "al" is returned. Next, the resolver 21029-1
sends an ICS packet 21345-1 including "bl" to the verifying server
21101-1, and an ICS packet 21346-1 including an ICS network address

. "7981" of the verifying server for "bl" is returned. Next, the
resolver 21029-1 sends an ICS packet 21355-1 including "cl" to the
verifying server 21100-1, and regarding the domain name "cl”, the
space for the endpoint of 21100-1 is "Yes" this time, so it can be
judged that verification information has been registered. In this way,
"root™, "al" and "bl" have been followed in order, so it can be



|P term nals 16210-3, 16501-3, 16511-3 and 16521-3 each have |ICS user

133 addresses "3000", "2300", "2400" and "2500", and are respectively
connected to the access control aparatuses 16100-3, 16120-3, 16120-3 and
16110-3, via user logic conmunication lines. The IP termnal 16310-3 can
be classified as an 1CS network serygg, having an | CS special nunber
"4300", and connected to the access control apparatus 16100-3 via the ICS
net wor k connunication line within the ICS 16000 3. FElectric wave
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of TP sarameter RP, and checks that the expiration date "98-12-31" has not

expired. Next, the verifying serwver 21100-1 reads the password PW and
the value of the cipher number written in the verifying table, and
selects cipher function Ei. The cipher parameter RP is RR2 = Ei(PW,
) |TR, so the time random number TR to the latter half of RP2 is
used to calculate t = EL(PW, TR). In the event that the value of this
temporary variable t calculated here matches the first half Ei(PW, TR)
of the received RP2, confimmation can be made that the password PW
entered into the terminal 21200-1 is correct. The above results are
reported to the connection server 21028-1. Conseguently, the
connection server 21028-1 can know the verification results
(authorized or denied) and the billing class MNY..

<<Other embodiment of roaming without a home IP terminal))

In the above embodiment, in the event that the ICS receptionist
does not set a home IP terminal, the earlier-described "Registration
procedures from home IP terminal®™ are performed via the user service

. server 21250-1. In this case, the billing record "120" within the
verifying table 21100-2 within.the verifying server 21100-1, and the
information ™7981-710-1" of the verifying server presented to the
billing notification destination within the conversion table 21023-1,
are used.

<<Another embodiment of roaming wherein the verifying server is



technol ogy is enpl oyed except for the cases of transm ssion instruction to
satellite transm ssion equi pnent (#5 and #12 in FIG 74) and "data

transm ssion” using electric wave fromthe satellite transm ssion

equi pnent (#6 and #13 in FIG 74), however, only the TCP data transfer
phase is shown in FIG 74. The 4 P term nal 16210-3 of the data

provi di ng corporation 16200- 3 obtH ns "data to be provi ded" fromthe

dat abase 16220-3 thereof and sends this to the IP termnal 16310-3 of the

satellit ' iﬁ% ggﬁéﬂgrﬁﬂ'eo -3 which can be identified by the
nu eﬁ , u &

| CS specia sing e packet transfer function of the
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Accordingly, each domain server is capable of storing the data of the
verifying server described in the present embodiment, and include the
function of a verifying server. That is, this other method of
carrying out roaming is realized by integrating the verifying server
described in the present embodiment with the damain name server
described in other embodiments.

<<Access control apparatus and IP terminal connecting with wireless
transceiver))>
A wireless transceiver 21620-1 is provided within the ICS
21000-1, and the wireless transceiver 21620-1 and a wireless
transceiver 21640-1 can exchange information one with another via a
wireless coomunication path 21625-1. The terminal 21630-1 includes
the wireless transceiver 21640-1, and as with the case of the earlier-
described IP temminal 21200-1, the terminal 21200-2 has functions for
inter-corporation commmication using an ICS domain name. There is an
. infommation commmication path 21626-1 between the access control
apparatus 21020-1 and the wireless transceiver 21620-1. The
information commmication path 21610-1 is like the ICS user logic
canmmication line in that it has functions for sending and receiving
ICS user packet, and these are different in that the information
commmnication path 21610-1 is within the ICS 21000-1. The wireless



packet" (#3), the IP termnal 16501-3 receives the "reply packet", and

then sends a "request packet"” to the IP termnal 16310-3 (#4). Wen the IP
term nal 16310-3 receives the "request packet", it converts the "data to
be provided" saved in the database 16320-3 into |ICS packet format and

I nstructs transm ssion thereof(#g%j8 Here, the data portion of the ICS
packet is the "data to be provid and the destination |CS user address

i s address "2300" of the IP term nal 16501-3. The satellite transm ssion
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these. Accordingly, the ICS user packet sent out from the IP terminal

21200-2 passes through the wireless transceiver 21640-1, wireless

communication path 21625-1, wireless transceiver 21620-1, and

information commmication path 21610-1, and is provided to the access
control apparatus. Also, an ICS packet sent out in the reverse
direction, i.e., sent from the access control apparatus 21020-1 passes
through the information commmication path 21610-1, the wireless
transceiver 21620-1, the wireless commmication path 21625-2, the
wireless transceiver 21640-1, and is delivered to the IP temminal
21200-2,

Embodiment-19 (Closed-zone network communication using network
identifier, and open-zone communication):

- A method for using a network identifier to restrict
virtual dedicated line service, intra-corporation communication
service and inter-corporation communication service to within
the closed-zone, and a method for non-specifying the closed-
zone specification of the network identifier, i.e., specifying |

open-zone, will be described. Here, the network identifier is



procedures, #1, #2, #3, #4, #7 and #8 use the above-described TCP

135 communi cati on technol ogy, and the TCP data transfer phase alone is
shown and descri bed. Next, the procedures #9, #10, #11, #12, #13, #14
and #15 showmn in FIG 74 are al nost the sanme as the above procedures, the
difference in this exanple being that instead of the user 16500-3, the IP
termnal 16501-3, and the satellit®aeceiving equi pnment 16502-3, another
conpany 16510-3, IP term nal 16511-3, and satellite receiving equipmnment
16512-3 are used, and the present enbodi nent is capabl e of

transf er rApRFOREiated ¢RrreepordingwithpthealCSyuser address. The
above-descri bed comuni cati on procedures shall be described wth reference
to FI G 6X<COREEPHAEIORY> an "inquiry packet” (#2), the returning of a

"reply packet" (#3), the sending of a "request packet" (#4), "data
transnissi on" byASaEBPWR: dnc EApsnildad: tond#h)., amdCs: R2088ndi dgcdmdes

"reception confirmati on packet" in FlG 64 corresBond
access control apparatuses 22010-1, 22020-1, 22030-1 and 22040-

1, and the access control apparatus 22010-1 includes a line
portion 22011-1, a processing device 22012-1 and a conversion
table 22013-1, the access control apparatus 22020-1 includes a
line portion 22021-1, a processing device 22022-1 and a
conversion table 22023-1, the access control appartus 22030-1
includes a line portion 22031-1, a processing device 22032-1
and a conversion table 22033-1, the access control apparatus
22040~1 includes a line portion 22041-1, a processing device
22042-1 and a conversion table 22043-1, and blocks 22060-1,
22061-1, 22062-1, 22063-1 and 22064-1 are each relay devices,
and are interconnected and also connected to one of the access
control apparatuses, via the ICS network communication line.
Blocks 22101-1, 22102-1, 22103-1, 22104-1, 22105-1, 22106-1,
22107-1, 22108-1, 22109-1, 22110-1, 22111-1 and 22112-1 are
each corporation LANs, and are each connected to the line

- portions of one of the access control apparatuses via the
respective gateways and the ICS user logic communication line.
Here, a block 22120-1 is a gateway for LAN 22101-1, a block
22121-1 is an ICS user logic communications line, and the other
gateways and ICS user logic communication lines are also in

similar positions, as shown in FIGs.133 through 136.



with the sending of an "inquiry packet"(#2), the returning of a "reply
packet" (#3), the sending of a "request packet(#4), "data transm ssion" by
satellite conmunication(#7), and the sending of "reception confirmation
packet” (#8) in FIG 74, respectively. Fromthe above description, in the
event that the satelite comrunication corporation 16300-3 and the data
provi di ng corporation 16200-3 are20¢ ewed as an "integrated comunication
entity, the user in FIG 64 can be considered to be perform ng full-duplex
communi cation with the aforenmentioned integrated comunication entity.
<<Anoter vari aERSR bANab&Fe ZeB0di ABnttexminals havipge fametdanvEor

enbodi nents, _the full-duplex communi cati on of

136 TESRTNGH AR GIP | USSR PIFERL . eEely the ICHP user addressesparse s

shown in the fjgures, wth the TCP connection_ establishment phase and TCP
connect i cép%r?lﬂ-ﬂb“bm 22105~ bni 11007 randt 1'1?5589%%35 whbhinokANt he

description thereof. In the enbodi nent to be descri bed now, UDP
PU P 42 S5 agdn  Nes S RP ! T L 95 5%, OB et T AN 221031,

"1900" and "1910"; for within LAN 22104-1, "1100™ and "1110%;
for within LAN 22105-1, "4200" and "4210"; for within LAN
22106-1, "1800" and "1810"; for within LAN 22107-1, "1920" and
"1930"; for within LAN 22108-1, "5410" and "5420"; for within
LAN 22109-1, "1430" and "1440":; for within LAN 22110-1, "6500"
and "1960"; for within LAN 22111-1, "1820" and "1830";:; and for
within LAN 22112-1, *4410" and "1420".

In the above description, values "1000" through "1999"
for the ICS user address indicate the ICS user addresses for
the intra-corporation communication, values "2000" through
"6999" for the ICS user address indicate the ICS user addresses
for the inter-corporation communication, and values "7000"
through "9999" for the ICS network address indicate the ICS
network addresses. The ICS network server uses the ICS user
address range ("1000" through "1999") when performing the

- intra-corporation communication, and the ICS user address range
("2000" through "6999") when performing the inter-corporation
communication. Also, the ICS user addresses used for the
intra-corporation communication can also be used for the inter-
corporation communication.

<{Conversion table line and network identifier))



comuni cation technol ogy described in FIG 62 is applied to a part or to
all, and part or all of the packet sending and receiving using the TCP
data transfer phase technique is replaced with packet sending and

receiving using the UDP data tranzﬁﬁc phase techni que. <<Another variation
on above enbodi nent >> Anot h ersion wll be described with
reference to FIG 75. In FIG 73, the satellite transm ssion corporation
16300-3, the IP termnal 16310-3 of the satellite transm ssion
corporation, the_ database 16320-1 of the satellite transm ssion
corporation, andDefeTipiian widl be,sadsirsgardingeningzskoln Het he
satellite transm ssion _corporation are each inside the ICS 16000-3, the IP
terni nal 99AYeTrSioBetABlerovFaEdJeRAIRlan LRSCOp¥ErsioRuable 23043 - 1as
conpared to this, _in ,the exanple shown in FIG, 75, the satellite

transm ssFB® €XAWBLE: @ﬁnthﬁﬁSgBeI,elflhemPtP@r Rigat 1dmeo- they vigdassafel lite
transm ssion cor gratioa, t he databage 16320-2 of the satellite .
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of the satellite ransnii§ignégorpor ion_are each outside of the ]CS
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13900 ARR BB by 15" " 1800 Senidt Hds udet Ffleds (inter-
corporation) is blank, the value of receiver ICS user address
is "1100", the value of receiving ICS network address is
"7100", the value of the network identifier is "A001l", and
other items are ﬁnfilled. Here, a blank space may mean "Null®.
The "line" in the conversion table is also referred to as a
*record"” of the conversion table. The network identifier is a
symbol provided for sectoring off a section of the ICS network
and making that portion a net, and distinguishing the net, and
may be a numeral or a code. The network identifiers are
provided per line in the conversion table. Incidentally, in
the event that the netwoﬁk is not to be a closed-zone network,
this is indicated in each line in the conversion table with
"Open”, as shown in conversion table 22033-1.

. The operation will be described with reference to the
flowcharts in FIGs.141 and 142.
<<Closed-zone/intra-corporation communication))

An ICS user frame S0l is sent out from an IP terminal
having an address "1100" within the LAN 22104-1, and reaches

the access control apparatus 22020-1 via the ICS user logic



In the control field of the IP packet shown in FIG 3, there is a

137 transmtting | P address and a destination |IP address in addition to
the "protocol type", and in the TCP packet shown in FIG 76 and the UDP
frame shown in FIG 77 there are defined a sender's port nunber and an

i ntended receiver's port nunber, resgectlvely. The 48 bits of data
consisting of the IP address (32 bi & and the port nunber (16 bits) laid
out is called a socket nunber. That is, socket nunber = |IP address
[err]port nunber. In the resent enbodlnent t he follomnng terms shall be
used: serRRIAMUNLGRYEENR Ak fhe rtime of jepeeiving rfhe cHeld rugeBor t
nunber; intended_ receiver’ socket nunber = intended receiver's |P address
[err] inﬂﬁﬁﬂﬁﬂtr%Q%i st%%r uhegic teemppalewithithai address aA1@Q5npI e
of control| de e of rlorlty of the ICS user frane mhlch S
obtalned‘ﬁ§ q%&é&”ﬁﬁ 3R £240 %%h%rothﬁpéﬁ?ﬁﬁﬁsc?PEHQ t ARPAEREHSt wor k
comruni ¢ bejn reversel | CS- __encapsul ated here, this
control | %ﬂ?}'ei &?%&%fﬂbg brapgmig 41’@9 LEP 1 Be ksadgress "Bi000eol

type Vw“éﬁh'ﬁ%f%ﬁi& gbtaigst eelééhaer ICS user address "1100" and the

receiver ICS user address "1500" from the ICS user packet SO0l
(Step SP100), and checks whether the transmitting ICS network
address "7100" is registered on the conversion table 22023-1
with the request identification as "3"™ (Step SP110). In this
case, it is not registered, so next the access control
apparatus 22020-1 checks whether or not there is a record in
the conversion table 22023-1 that contains all of the ICS
network address "7100", the sender ICS user address "1100", and
the receiver ICS user address "1500", these having been
obtained as described above {Step SP120). In this case, the
existence of such is confirmed (Step SP130), and next, the
sender ICS user address (intra—corporation) of this record
alone is recorded as "1100", confirmation is made that the
space for the sender ICS user address (inter-corporation) is

- blank, following which receiving ICS network address "8100" is
obtained (Step SP160).

Next, an ICS encapsulation is performed using the
transmitting ICS network address "7100" thus obtained and the
receiving ICS network address "8100" (Step SP180), and the ICS
network packet T0l thus obtained is sent out onto the ICS



frame, and the socket nunber thereof. As shown in FIGs.78 and 79, an
| CS 17000-1 includes access control apparatuses 17100-1, 17110-1, 17120-1,
17130-1, 17140-1, 17150-1 and 17160-1, and the access control apparatus
17100-1 includes a line unit 17111-1, a processing device 17112-1 and a
conversion table 17113-1. Bl ocks %7 00-1, 17210-1, 17220-1, 17230-1,
17240-1, 17250-1, 17260-1, 17270- nd 17280-1 are each corporation LANSs,
and are each connected to the ICS 17000-1 via t he respective gateways
17201-1, 217211-1, 17221-1, ,17231-1, 17241- 17251-1, 17261-1, 17271-1 and
17281-1. REENOTANCARIUD1EEta0Pe LiNRAK STORY s;?wanct Thas IC§ network

i thin  PRERS50B0L PasBRe" Ehratiohe Fhe. celav,Aeinesndsortod 1 2208408 and
"2610"; for AN 17210-1 0" and " 1240 for mnthln LAN 17220- 1,
5700+ 8540220605 12>a86" Hoaghes {%ﬁ@naEﬁEQSf?mtfol SPRGTatis] 2209001, f or
within LA$£é7§é8e%s c%% %olaagpa%% us’ zz%&d“f'”&ﬁon gecelving the ICS
network packet TOl (Step ST100), confirms that the receiving
ICS network address "8100" written within the network control
field (ICS capsule) of the ICS network packet T0l is registered
as the transmitting ICS network address "8100° within the
conversion table 22013-1 (Step ST110), and then performs the
ICS reverse encapsulation (Step ST120), and sends the obtained
ICS usei packet S0l to the ICS logic communication line 12121-1
connected to the address "8100" within the line portion 22011-1
(Step ST130). Incidentally, in the event that the receiving
ICS network address "8100" is not registered‘within the
conversion table 22013-1, the ICS network packet TOl is
discarded (Step ST115).
<<Closed-zone/intra-corporation comminication/access to network
server>)
An ICS user packet S02 is sent out from an IP terminal
having an address *1100" within the LAN 22104-1. At the time
of receiving the ICS user packet S02 from the ICS logic
terminal with the address "7100" of the line portion 22021-1,
the access control apparatus 22020-1 obtains the transmitting

ICs netwbrk address "7100", and further obtains the sender ICS

user address ®*1100" and the receiver ICS user address "6100"



17250-1, "1200" and "1210"; for within LAN 17260-1, "2200" and "2210"; for
within LAN 17270-1, "2300" and "2310"; and for within LAN 17280-1, "2400"
and "2410". Further, blocks 17291-1 and 17292-1 are each term nals which
have functions of sending and receiving | P user packets, respectively
havi ng I CS user addresses "2500" and "1250", being connected to ICS
17000-1. <<Conversion table>> 204 The conversion table 17113-1 within
the access control apparatus 17100-1 shall be described with reference to
FI Gs. 80 and 81. The function of the conversion table as the sane as those
in the otfiram e ckiSamger packenSO? ctSHepi PRECR) onand checkstdhetherin
that the portion table, naned "degree of priority of reception" code,
degr ee oftheyIG&F ingtwark raddeess UILHIGE 18 pegbstepedfoqdrhe cepuverghon
degree of priority of UDP socket, which are conponents of the conversion
tabl e 17Bk3le BPIbWih thetrequesy identificatienpasordt y(Stept he
event that the transmtting |ICS network address of the conversion table is
"7821", tSR1IQkgr d FhiF iGAsey B iAok irrgistrreds 89 inrrthitEhe tacerss
"pr-7821". That_is, the "degree of priority of reception" code is nade to
be a par SRREFolARPATatYS Ol phegks | whehkeRopk Rebrtherepisvaded to

the 1CS user logic termnal sent fromthe access contro
record in the conversion table 22023-1 that contains all of the

ICS network address "7100°, the sender ICS user address "1100"
and the receiver ICS user address "6100", these having been
obtained as described above (Step SP120). In this case, the
non-existence of such is confirmed (Step SP130)

Next, search is made for a record identical to the above
receiver iCS user address "6100" from one or more records in
the conversion table with a network identifier the same as the
network identifier "A001"™ having the request identification
value "4" in the conversion table 22023-1 with the afore-
mentioned ICS network address of "7100" and the sender ICS user
address of "1100™ (in this case, the third record from the top
in the conversion table 22023~1), and the receiving network
address "9100" written to the record is found (Step SP170).

- Next, the ICS encapsulgtion is performed using the transmitting
ICS network address "7100" and the receiving ICS network
address "9100" thus obtained (Step SP180), and the ICS network
frame T02 thus obtained is sent out onto the network
communication line (Step SP190). The ICS network packet T02

passes through the relay devices 22062-1 and 22061-1, and



139 apparatus after the ICS reverse encapsul ation. Looking at the other
portion table of the conversion table 17113-1, e.g., in regard to "pr-
7821", the degree of priority of protocol is described as being "p-1", the
degree of priority of TCP socket as "t-1", and the degree of priority of
UDP socket as "NULL". Here, "NULL" indicates "unspecified". The degree of
priority of protocol "p- 1 dictatearihat the degree of priority of is, in
descendi ng order, "TCP", "I CPM' and "I GPM'. Looki ng at even
other portion table with regard to the de ee of E iority of TCP socket

"to1n thé‘eépee&t ?55190 sape dssiane F9r
order "sk-1" _and "sk-7". _Looking at even other portion table with regard
to the de§h€eI6h pees PPF]‘@F': §3 §@@l¢et°‘1tufr°¥l thendRyi Qﬁ@ﬂé’@lomlnﬁ
degree of lority |s in descendi ng order "sk-3" and "sk-8". Further, in
t he conte 8§ Sso “c¥d&hin Tthe LH“(%?LQ#VMAﬂﬂ%hDWWWﬁﬂhher portion

t abl e, i ndi_cat es th |ntended recei ver's socket nunber, and indicates
that the #ﬁp@ﬁé@aeFééﬁ v@&002", and is ICS-encapsulated to become the ICS

network packet T03, and passes through the relay devices 22062-
1 and 22061-1, and reaches the ICS network server 22082-1.
<{Closed-zone/inter-corporation communication))

An ICS user packet S04 is sent out from an IP terminal
having an address "4200" withio the LAN 22105-1. At the time
of receiving the ICS user frame S04 from the ICS logic terminal
with the address "7200" of the line portion 22021-1, the access
control apparatus 22020-1 obtains the transmitting ICS network
address "7200", and further obtains the sender ICS user address
"4200" and the receiver ICS user address "5200" from the ICS
user packet S04 (Step SP100), and checks whether the address
®7200" is registered on the conversion table 22023-1 with the
request identification as "3" (Step SP110). In this case, it
is not registered, so next the access control apparatus 22020-1
checks whether or not there is a record in the conversion table

- 22023-1 that contains all of the transmitting ICS network
address "7200", the sender ICS user address "4200" and the
receiver ICS user address "5200", these having been obtained as
described above (Step SP120). In this case, the existence of
such is confirmed (Step SP130), and next, the sender ICS user

address (intra-corporation) of this record is blank,



| P address is "2100" and that the intended receiver's port nunber is "30",
and in the sane nmanner, in the contents of the socket code "sk- 2", "From
i ndi cates the sender's socket nunber, and indicates that the sender's IP
address is "1240" and that the sender's port nunber is "32". <<Individual
description of |ICS packet>> The I CS network franme NFO1l is sent out
fromthe termnal 17291-1 with tB86ICS user address "2500", and then is
| CS- encapsul ated at the access control apparatus 17110-1 with a
transmtting | CS network 140 address
"7200" ampnfimmadiiomds omdetthak thelrgsendersidsS usexrmddressabintered
within the ICS 17000-1 and reaches the access control apparatus 17100-1,
wher e it aogparAtian) alome nxkecended tas h24200" atSterSREed) frame UFO1,
and reaches the termnal with the | CS user address "2100" via the user
| ogi ¢ communi catNewt) i Ehe1¥7€81encapsudatipnodsc perfopmedonsing dbet r ol
field of the user packet UFO1 which is wthin the ICS network packet NFO1l
is TCP, dxansmltting kS network address "7200" thus obtained and the
receiving ICS network address "8200" (Step SP180), and the ICS
network packet T04 thus obtained is sent out onto the network
communication line (Step SP190). The ICS network packet T04
passes through the relay devices 22062-1, 22061-1 and 22060-1,
and reaches the access control apparatus 22010-1. The access
control apparatus 22010-1, upon receiving the ICS network
packet T04 (Step ST100), confirms that the receiving ICS
network address "8200" written within the network control field
(ICS encapsule) of the ICS network frame T04 is registered as
the transmitting ICS network address "8200" within the
conversion table 22013-1 (Step ST110), and then performs the
ICS reverse encapsulation (Step ST120), and sends the obtained
ICS user packet S04 to the ICS logic communication line
connected to the address "8200" (Step ST130).
<<Closed-zone/inter-corporation commurniication/access to network
server)>>
An ICS user packet S05 is sent out from an IP terminal
having an address "4200" within the LAN 22105-1. At the time
of receiving the ICS user packet S05 from the ICS logic
terminal with the address "7200" of the line portion 22021-1,

the access control apparatus 22020-1 obtains the transmitting



receiver's port nunber” of the TCP packet is "30" in the exanple. In
the followi ng, beginning wwth a packet NF02, brief description wll be
made in the order of NF03, NF04, NFO5, NF06, NFO7, NF0O8, NF09, NF10 and
NF11, as shown in FIG 78. A frame NFO2 is sent out froma term nal
with the I CS user address "2600",2@&hd then is | CS-encapsulated at with a
transmtting |CS network address "7300" and a receiving |ICS network
address "7821", then is transferred within the ICS and is reversely
| CS-encapsul ated to beconme a frame UF02, and reaches the terminal with the
| CS user ICRichetworkiaddress TH2008¢randgfurthenuabtainsnthensendez1ICS The
"protocol type" of the packet UF02 is TCP, and the "intended receiver's
port nunbiger Addresschizeekcandsthaoreceiveni ICSxuspreaddress A620affe NFO3
is sent out froma terminal with the ICS user address "1230", and then is
| CS- encapBEemt Hae o1CSi ugen packehi S05n{StepSSR0G: kanddrbecks7wbethend a
receiving I CS network address "7822", then is transferred within the ICS
and is rcike SECy netwerkapddressd” 7260hedsnvegigtexed onotheagonveznsion t he
termnal with the | CS user address "1200" via the user |ogic conmmunication
| i ne 1782tahle 132023-1 with the request identification as ¥3" (Step

SP110). 1In this case, it is not registered, so next the access

control apparatus 22020-1 checks whether or not there is a’

record in the conversion table 22023-1 that contains ail of the

transmitting ICS network address "7200", the sender ICS user

address "4200" and the receiver ICS user address "6200", these

having been obtained as described above (Step SP120). In this

case, the non-existence of such is confirmed (Step SP130), and

next, search is made for a record identical to the above

receiver ICS user address "6100" from one or more records in

the conversion table with a network identifier the same as the

network identifier "B001l" having the request identification

value "4" (ICS network server specification) in the conversion

table 22023-1 with the aforementioned receiver ICS network

address of "7200" and the sender ICS user address of "4200" (in

* this case, the seventh record from the top in the conversion
table 22023-1), and the receiving network address "9200"
written to the record is found (Step SP170).
Next, the ICS encapsulation is performed using the
transmitting ICS network address "7200" and the receiving ICS

network address "9200" thus obtained (Step SP180})}, and the ICS



141 "protocol type" of the packet UFO3 is TCP, and the "intended
receiver's port nunber" of the TCP packet is "30", in this exanple. A
frame NFO2 is sent out froma termnal with the I CS user address "1240",
and then is ICS-encapsulated at with a transmtting |CS network address
"7400" and a receiving |ICS network 2@adress "7822", then is transferred
within the ICS and is reversely I CS-encapsul ated to becone a packet UF04,
and reaches the termnal with the ICS user address "1210" via the user

| ogic communication |ine 17822-1. The "protocol type" of the packet UF04
is TCP, AREWRK 'parkel cBO5 thes wbtainedtisuaert "out omeo TUme pECSet is
"32", in this exanple. A frame NFO5 is sent out froma termnal with
the | CS R&dworlypemmunicabion jhine heSter FEEIC@hcafthe afGRI Ratwexk a
transmtting |ICS network address "7500" and a receiving |ICS network

addr ess t TQ3 prgses  Ethaough cthey Falay  fevies 2slrandrreaghes
ICS-encalpﬁluq[afed to becane a packet UF05, and reaches the termnal with
the 1CS @GR Reloork sserver 22083 vher ThR)i sane ieIkeue ifor the IC$22- 2.

The "protocol Hﬁge" of the packet UFO5 is TCP, and the "intended
user packet S06 sent out from the IP terminal having the

address "4210" within the LAN 22105-1, the network identifier
is "B002", and is ICS-encapsulated to become the ICS network
frame T06, and passes through the relay device 22062-1 and
reaches the ICS network server 22084-1.
<<Communication from network server within ICS to network
server outside of ICS)>>
The IP terminal 22092-1 within the LAN 22102-1 is an

"ICS external server”, comprised of an IP terminal placed
outside the ICS 22000-1 and so forth. The ICS external server
22092-1 has an ICS user address "5250", and is registered in
the conversion table 22013-1 (ninth record from the top in the
in the conversion table 22013-1). However, the receiver ICS
user address and the receiving ICS network address spaces are
blank, and are registered as being "Null®. At the time that

- the ICS internal server 22084-1 sends out an ICS network packet
T22, the ICS network packet T22 passes through the relay
devices 22062-1, 22061-1 and 22060-1, and reaches the access
control apparatus 22010-1 (Step SP100), confirmation is made
that the transmitting IC network address is not registered
within the conversion table 22013-1 as "8200", the ICS reverse



receiver's port nunber” thereof is "32" , in this exanple. A frane
NFO6 is sent out froma termnal with the ICS user address "2610", and
then is I CS-encapsulated at with a transmtting |1CS network address "7300"
and a receiving ICS network address "7823", then is transferred within the
ICS and is reversely I CS-encapsulated to becone a packet UF06, and reaches
the termnal with the ICS user aggress "2200" via the user logic

comuni cation |ine 17823-1. The "protocol type" of the packet UF06 is UDP,
and the "intended . 142 receiver's
por t nunb%ﬂcaﬁﬁu%ﬁgi¢EP1§aPE§f°I@Bd4@StepnSP&Q@)eianpﬂﬂer to fommy thee NFO7
Is sent out froma termnal with the ICS user address "2700", and then is
| CS- encapb&P aRE8T aPagkek §2?naﬂbﬁpbtiﬁgsepGStﬁEﬁWQrKh§d§ﬁ§s§81¢60@l and a
receiving | CS netmork address "7823", then is transferred within the ICS
and is recB@FYRFy22682ahc4558P6R430), bBesneewepaekairerbionand reaches the

termnal with the |CS user address "2210" via the user |ogic communication
li ne 1782¢commuiieation, the ICS encapsulation is performed using the

conversion table 22013-1, and delivery is made to the ICS
internal server 22084-1.
<{Closed-zone/virtual dedicated line)>

An ICS user packet S07 is sent out from an IP terminal
having an address "1800" within the LAN 22106-1. At the time
of receiving the ICS user packet S07 from the ICS logic
terminal with the address "7300™ of the line portion 22021-1,
the access control apparatus 22020-1 obtains the transmitting
ICS network address "7300", and further obtains the sender ICS
user address "1800" and the receiver ICS user address "1900"
from the ICS user packet S07 (Step SP100), and checks whether
the ICS network address "7300" is registered on the conversion
table 22023-1 with the request identification as "3", i.e., as
a virtual dedicated line connection (Step SP110). In this
case, it is registered. Next the access control apparatus

- 22020-1 checks whether or not there is a record in the

conversion table 22023-1 that contains the transmitting ICS
network address "7300" and the receiver ICS user address
"1900", these having been obtained as described above (Step
SP140). In this case, such does not exist, so the receiver ICS

network address "8300" of the record wherein the receiver ICS



"protocol type" of the packet UFO7 is UDP, and the "intended receiver's
port nunber"” thereof is "40", in this exanple. A packet NF08 is sent
out from a termnal with the ICS user address "2710", and then is
| CS-encapsul ated at with a transmtting |CS network address "7600" and a
receiving I CS network address "7824", then is transferred within the ICS
and is reversely I CS-encapsul ated tyggbecone a packet UF08, and reaches the
terminal with the ICS user address "2300" via the user |ogic comunication
line 17824-1. The "protocol type" of the packet UFO8 is UDP, and the
"i nt ende®@se@ddRess gpATe nigelank heproTNULL" Jowithi the hIES enatwork
A packet NFO9 is sent out froma termnal with the |CS user address
"2800", AMuess: 1BICS EnhL worveraion tablet 220231 tisgfound (Stepr k
address "7700" and a receiving |ICS network address_"7824", then is
t r ansf er FEd4% khithe nkCS encapsulation il pertzmed apsingtthe to becone a
packet UF09, and reaches the term nal mﬁth"the LCS user address "2310" via
t he user YRSUtHIRG kGS irgtworke addpess "713Q0" 'Phws cbtained and the
packet UF09 is UDP,_and the "intended receiver's port nunber” thereof is
"42" i n HeGeivElngpie network address "8300" (Step SP180), and the ICS
network packet T07 thus obtained is sent out onto the network
communication line (Step SP190). The ICS network packet TO7
passes through’ the relay devices 22062-1, 22061-1 and 22060-1,
and reaches the access control apparatus 22010-1. The access
control apparatus 22010-1, upon receiving the ICS network
packet TO07 (Step ST100), confirms that the receiving ICS
network address "8300" written within the network control field
(ICS capsule) of the ICS network packet T07 is registered as
the transmitting ICS network address "8300" within the
conversion table 22013-1 (Step ST110), and then performs the
ICS reverse encapsulation (Step ST120), and sends the obtained
ICS user packet S07 to the ICS logic communication line 12121-1
connected to the address "8300" within the line portion 22011-1
(Step ST130). '
This is the same for ICS user packet $09 sent out from
the IP terminal having the ICS user address "1820" within the
LAN 22111-1, the network identifier is "C002", the ICS
encapsulation is performed and transferred through the ICS
22000-1, the ICS reverse encapsulation is performed at the

access control apparatus 22030 to form an ICS user packet S09,



143 A packet NF10 is sent out froma termnal wth the I CS user
address "2720", and then is ICS-encapsulated at with a transmtting |ICS
net wor k address "7600" and a receiving ICS network address "7825", thenis
transferred within the ICS and is reversely |ICS-encapsul ated to becone a
packet UF10, and reaches the termnal with the ICS user address "2400" via
the user |ogic communication |ine 2§#g825-1. The " pr ot ocol type" of the
packet UF10 is TCP, and the "intended receiver's port nunber"” thereof is
"60", in this exanple A frame NF11l is sent out froma termnal with
the | CS uadichaneashes” tbeoIP é;mﬂ.ned. haviiog dibeaTOS atsed address a
transntttlng LCS net wor k address "7700" and a receiving | CS network
address "73280" whthinstheahdNe22d@7nilt-hin the 1CS and is reversely
| CS-encasul ated to becone a packet UF1l, and reaches the termnal with the
| CS user <$@dpsed-zonegdviyty dedsaaﬁedgulamdms&thmmmmw»me
" pr ot ocol type of the packet UFll is UDP, and the "intended receiver's
port number” t he®SbflGS user packethSO&disysent oawibdEremean ¥drtemnimalni ng
the degree of priority>>
aving an address "1810" within the LAN 22106-1. At the time
of receiving the ICS user packet S08 from the ICS logic
terminal with the address "7300" of the line portion 22021-1,
the access control apparatus 22020-1 obtains the ICS network
address "7300", and further obtains the sender ICS user address
*1810" and the receiver ICS user address "6300" from the
transmitting ICS user packet S08 (Step SP100), and checks
whether "7300" is registered on the conversion table 22023-1
with the request identification as "3" (virtual dedicated line)
(Step SP110). In this case, it is registered. Next the access
control apparatus 22020-1 checks whether or not there is a
record in the conversion table 22023-1 that contains the
transmitting ICS network address "7300" and the receiver ICS
user address "6300", these having been obtained as described
above (Step SP140). In this case, such does exist, and the
-~ receiving network address "9300" written to the record is found
(Step SP145). Next, the ICS encapsulation is performed using
the transmitting ICS network address "7300" and the receiving
ICS network address "9300" thus obtained (Step SP180), the
transmitting ICS network address "7300" thus obtained and the

receiving ICS network are used to perform the ICS encapsulation



The manner in which the degree of priority is determned will be described
with reference to the flowhart in FIG 82. The access control apparatus
17100-1 receives the I CS network packets NFO1 and NF0O2 fromthe ICS
network communi cation line alnost at the sane tinme (Step S1000), and
reversely | CS-encapsul ates each t@jebtain ICS user packets TUFO1 and .
UT02( Step S1010). Fromthe conversion table 17113-1 it can be know that
the receiving ICS network address of the ICS logic term nal sending these
| CS user packets is "7821" for both, i.e.,
144  t h&Sterr$P180), nandhtise cICSINSDFOrR hpackietr B@8othysi obtajned is
reception” code for both ICS network packets NFO1 and NFO2 is "pr- 7821",
and t hen SetbremhEnto pbhei BEStpetwork commanhoationnlinel £Step1$B190)t he
degree of priority of protocol for "pr-7821" is specified as being "p-1",
t he degr e IS irRetworisf packet B8 pagses - thro the realgyecdevicesiority
of UDP socket as "NULL". Further, |ooking at even other portion table
conpri si 2R~k AR@r22064thb| and 7reachest the FeYrvetweorkrservey 32087-
pr ot ocol ;p-l" dictates that the degree of
The same is true for the ICS user packet S10 sent out
from the IP terminal having the address "1830" within the LAN
22111-1, the network identifier is “C002", and is ICS-
encapsulated to become the ICS network packet T10, and passes
through the relay device 22064-1 and reaches the ICS network
server 22089-1.
<<{Open-zone/intexr-corporation communication)>
Open-zone/inter~corporation communication is almost the
same as the aforementioned closed-zone/inter-corporation
communication; the difference is that checking has been added
for registration of both the sender ICS user address (intra-
corporation) and the sender ICS user address (inter-
corporation) in searching the records in conversion tables
22013-1 and 22043-1, as described below.

- An ICS user packet S13 is sent out from an IP terminal
having a user address "1420" within the LAN 22112-1. At the
time of receiving the ICS user packet S13 from the ICS logic
terminal with the address "7405" of the line portion 22041-1,
the access control apparatus 22040-1 obtains the transmitting

ICS network address *7405", and further obtains the sender ICS



priority of is, in descending order, TCP, UDP, ICPMand IGPM and with
regard to the degree of priority of TCP socket "t-1", the dictated order
of degree of priority of is, in descending order, "sk-1" and "sk-7", and
the contents of the socket code "sk-1" indicate that the |P address
conprising the intended receiver's spcket nunber is "2100" and that the
I ntended receiver's port nunber thereof is "30". The protocol type
indicated within the I CS network packet NFO1 is "TCP', the intended
receiver's ID address is "2100", and the intended receiver's port nunber
i s "30". useE ddress hhAd0"tandptheotereiyps ICHdnsercaddreasn bAaof Cs
networ k packet NFO2 is "TCP", the intended receiver's |ID address is
"2110", RO Hehe ntEHJeseF cparket’ 8130k EtepufBapP0)s apd" chegkshwhethewnt
enbodi ment, it can be understood that it is the |CS network packet NFO1
that has iR MR irebrork address; nY40Ged1ecEegistesedoprethaupparersion
matches with the specifications of the aforenentioned socket code "sk-1".
Based cw1F#Rleé%awggb¥d€éﬁhr53? requesfecideptifdcakion: gs '8 AStadr k

packet to ,_be sent_out with higher priority is NFO1(Step S1030) . Next,
this | csSP110}. In this case, it 1s not registered, so next the access

control apparatus 22040-1 checks whether or not there is a
record in the conversion table 22043-1 that contains all of the
transmitting ICS network address "7405", the sender ICS network
address "1420" and receiver ICS user address "5420", these
having been obtained as described above (Step SP120), the
existence of such is confirmed (Step SP130), and next, a record
is found recorded in the conversion table 22043-1 wherein the
sender ICS user address (intra-corporation) is "1420" and the
sender ICS user address (inter-corporation) is "5420" (in this
case, the fifth record from the top on conversion table 22043-
1). Next, the received sender ICS user address (intra-
corporation) "1420" is re-written to a inter-corporation
address "4420", and the receiving ICS network address "8400"
registered to this record is obtained (Step SP160). Next, the
- ICS encapsulation is performed using the transmitting ICS
network address "7405" and the receiving ICS network address
"8400" thus obtained (Step SP180), and the ICS network packet
thus obtained is sent out onto the ICS network communication
line (Step SP190). The ICS network packet passes through the

relay devices 22064-1 and 22063-1, and reaches the access



145 networ k packet NFOl1 is sent out to the user logic termnal via the
ICS logic termnal (Step S1040). <<Exanple 2 for determ ning the degree
of priority>> The access control apparatus 17100-1 receives the ICS
network frames NFO3, NFO4 and NFO5 fromthe ICS network comruni cation
line alnost at the sane tine(SteE Sl @00), and reversely |ICS-encapsul ates
each to obtain I CS user packets , NFO4 and UFO5(Step S1010). From the
conversion table 17113-1 it can be known that the receiving ICS network
address of the ICS logic termnal sending these |ICS user packets is "7822"

for all, doretrol happatetesi 220308l ch Ti eacdd$2 OdontAbE & &tusf 2p080ci ty
of reception” code for all of the ICS network packets NFO3, NF0O4 and NFO5

s "pr-7822"ypoheraegieingf tiei DCStyetdorkr packet (BeepoSTLO0SpecohELEmas
being "P-1", the degree of priority of TCP socket as "t-2", and the degree

of pri orithabfthédreceikeingsICS Mbtworkhaddnesent8400"t weititgnewithin
priority of protocol "p-1" dictates that TCP has the hi ghest degree of

priority,thedetwirk egentirol of1ékdd¢yCSecapspledr ofythé ICS aetwerk't- 2"

"sk-2" has the highest degree of priority, and the contents of the socket

code "skyicket is registered as the transmitting ICS network address
"8400" within the conversion table 22033-1 (Step ST110), and
then performs the ICS reverse encapsulation (Step ST120), and
sends the obtained ICS user packet S130 to the ICS logic
communication line connected to the address "8400" (Step
ST130). |

An ICS user packet S11 sent out from an IP terminal
having an ICS user address "4410" within the LAN 22112-1 is
ICs-encapsulated by the access control apparatus 22040-1 by the
same procedures as described above with regard to closed-
zone/inter-corporation communication, transferred through the
ICS 22000-1, reversely ICS-encapsulated in the access control
apparatus 22030-1, and delivered to an IP terminal having an
ICS user address "5410" within the LAN 22108-1. As another
example, an ICS user packet S12 sent out from an IP terminal
" having an ICS user address "4410" within the LAN 22112-1 is

ICS-encapsulated by the access control apparatus 22040-1 by the
same procedures as described above, transferred through the ICS
22000-1, delivered to the access control apparatus 22030-1, and
at the time of the ICS reverse encapsulation, reference to the

record in conversion table 22033-1 (in this case, the fifth



i ndicate that the I P address conprising the sender's socket nunber is
"2100" and that the sender's port nunber thereof is "30". The protocol
type indicated within the ICS network packet NFO3 is "TCP', the sender's
| D address is "1230", and the sender's port nunber is "30". The protocol
type indicated within the ICS network packet NFO4 is "TCP", the sender's
| D address is "1240", and the serer's port nunber is "32". Also, the
protocol type indicated within the ICS
146 net wor k packet NFO5 is "TCP', the sender's ID address is "1250", and
t he senderecopdr fromnthe teop'on"thencohwemsdoantabiie)dresneglsi tthadn thiee
understood that it is the I CS network packet NF0O4 that has the protocol
type and adidressecNBdador evrittenswithiint thend€S user packieds S1A tils &ne ICS
speci fations of the aforenentioned socket code "sk-2". Based on the above
pr ocedur cgésert addressec( inten-chaporatiogs .néheoakddressk value 56430% isut
with higher priority is NFO4 (Step S1030). Next, this |ICS network packet
NPO4 is seerwbitten taeansdCS| uger addwess (intra-corporation) "1430°
(Step ST120), an ICS user packet S120 is generated, and
delivered to the IP terminal having the ICS user address "1430"
within the LAN 22109-1. As another example, an ICS user packet
S14 sent out from an IP terminal having an ICS user address
"1420" within the LAN 22112-1 has a sender ICS user address
"1420" and a receiver ICS user address "5440", is transferred
through the ICS 22000-1 and is delivered to the IP terminal
within the LAN 22109 with an ICS user address of "1440" and a
sender ICS user address "4420", having been converted to an ICS
user packet S140 with a receiver ICS user address "1440".
<<Open-zone/inter-corporation communication/access to network
server>>
ICS user packets S15 and S16 sent out from within the
LAN 22112-1 are delivered to the ICS network server 22085-1
that is the destination of each, following the same procedures
» as that described above.
<<Communication from network server within ICS to network
server outside of ICS)>>
A block 22086-1 is an ICS network server is an within
the ICS 22000-1, and is an "ICS external server", comprised of

a database placed outside the ICS 22000-1, and so forth. The



via the ICS logic termnal (Step S1040). <<Exanple 3 for determ ning the
degree of priority>> The access control apparatus 17100-1 receives
the ICS network packets NFO6 and NFO7 fromthe I CS network comuni cation
line alnobst at the sane tinme (Step S1000), and reversely |ICS-encapsul ates
each to obtain ICS user packets URI® and UFO7 (Step S1010). Fromthe
conversion table 17113-1 it can be known that the receiving ICS network
address of the ICS logic term nal sending these |ICS user packets is "7823"
for both, i.e., that there is a match (Step S1020). The "degree of _
priority &C5 exfpumal saxwersH 220801 Ghd2209k hare KECS 666 addreEddsi s
"pr-7823", and the degree of priority of protocol is specified as being
"p-2", the 658§ canst "HI& + \angd ameP regikiared iUt  cenwvirdion egalbe of
priority of UDP socket as "u-1". Further, |ooking at even other portion
tabl e conB@033nd tlia ddvhercass, theleigittiand ninthiaperrds fromrihe of
protocol "p-2" dictates that the degree of priority is, in descending
order, UDBOPTER thepyimaihe |qomyergiomitableR20B3 0l )} he Hbsmpwer ofthp i ority
of UDP socket "u-1"
receiver ICS user address and the receiving ICS network address
spaces are blank, and are registered as being "Null". The ICS
external server 22091-1 has sender ICS user address (intra-
corporation) *1960%, and further, is provided with a sender ICS
user address (inter-corporation) "6960". Also, the ICS
internal server 22086-1 has ICS user address "6600", ICS
network address "9500", these being registered in the
conversion table 22033-1 (in this case, the tenth record from
the top in the in the conversion table 22033-1).

At the time that the ICS intermal server 22086-1 sends
out the ICS network packet T20, the ICS network packet T20
passes through the relay devices 22063-1 and reaches the access
control apparatus 22030-1, the ICS reverse encapsulation is
performed using the conversion table 22033-1 in order to form
the ICS user packet S20, which is delivered to the ICS external

* sexrver 22090-1. For reverse direction communication, the ICS
reverse encapsulation is performed in the access control
apparatus 22030-1 to form the ICS user packet S21, and delivery
is made to the ICS external server 22086-1. Summarizing the
above, an ICS external server is placed outside of the ICS

22000-1, and communication between internal servers within the



147 the dictated order of degree of priority is, in descending order,

"sk- 3" and "sk-8" and the contents of the socket code "sk-3" indicate
that the | P address conprising the intended receiver's socket nunber is
"2200" and that the intended receiver's port nunber thereof is "40". The
protocol type indicated within the I CS network packet NFO6 is "UDP', the
intended receiver's ID address is 433200", and the intended receiver's port
nunber is "40". On the other band, the protocol type indicated within the
| CS network packet NFO7_is "UDP', the intended _receiver's ID address is
"2110", & 22000nkAndl exkernal sermEs oubeidethe 45ES 22000618  esent
enbodi nent, it can be understood that it is the ICS netwrk packet NF06

t hat haSQHﬂP%ﬁQnocol type and the intended receiver's socket nunber that
mat ches with the_specifications of the aforenenti oned socket code "sk-3".
Based on the abod® AFF8RgEmeBt may be usedr wherginnadl R ACDlvealdty of

packet to be sent, out with higher priority is NFO6 (Step S1030). Next,
this | CSTRACHIK %mtcwg%o%e ble22013nt within Ehe 2€¢@Bfal via

the 165 |oglc dermnel (S 20 S000): o SSTASMRh ol {Shadelorm ning he
within a conversion table record file 22014-1, and extracting
as necessary for performing the ICS encapsulation and the ICS
reverse encapsulation. This also is true for the conversion
table 22020-1 within the access control apparatus 22023-1 and
so forth. In the access control apparatus, the portion of the
conversion table 21033-1 in which specification of the network
identifier is that for open-zone connection ("Open”) is usually
not held within the access control apparatus, and instead an
arrangement may be used in which address information to be
-registered to the conversion table is obtained from the domain
name server 22095-1 and temporarily used as a conversion table
22030~1. Also, the network server 22081-1 for closed-
zone/intra-corporation communication may be used as a domain
name server for closed-zone/intra-corporation communication

* which can be commanded by the network identifier "A001l".

Incidentally, the hierarchical structure of the domain name in
the example is shown to be a single-layer structure specifying,
e.g., domain name "al", but this may be made to be 2- or 3-
layer hierarchy such as *"bl.al." or "cl.bl.al.". Further, the

network server 22083-1 for closed-zone/inter-corporation



The access control apparatus 17100-1 receives the ICS network packets NFO8
and NFO9 fromthe I CS network communication |line alnost at the sane tine
(Step S1000), and reversely | CS-encapsul ates each to obtain |ICS user
packets UF0O8 and UF09 (Step S1010). Fromthe conversion table 17113-1 it
can be known that the receiving ICS network address of the ICS |ogic
term nal sending these ICS user pat8ets is "7824" for both, i.e., that
there is a match (Step S1020). 148
The "degee of priority of reception” code for both ICS network packets
NFO8 and ¢@mpunicapionspay, banuseflcagegr domeinpnamei sgprver ot cdoseds
specified as being "p-2", the degree of priority of TCP socket as "NULL",
and the deerellinteprcorpoyationpDrogmyricasionuwkich vaAn begrommanded byity
of protocol "p-2" dictates that socket code "sk-4" has the highest
priority,th@detworknidentifierndB98iket Thgnaetwork- serveni 22087thaforhe
| P address conprising the sender's socket nunber is "2710" and that the
sender' s gbpgedorgee/vistual dediggted line may be used as a domain name
server for closed-zone/virtual dedicated line which can be
commanded by the network identifier "C001". Incidentally, in
the present embodiment, the hierarchical structure of the
domain name in the example is shown to be a single-layer
structure specifying, e.g., domain name "al", but this may be
made to be 2- or 3-layer hierarchy such as "bl.al.® or

"cl.bl.al.”.

Embodiment-20 (IP terminal capable of connecting to plural
access control apparatuses with identifiers}:

The present embodiment does not fix the IP terminal
having the functions for sending and receiving ICS user IP
packet to a specific access control device; rather, it
realizing usage of an IP terminal which can be moved and
connected to other access control apparatuses and used, i.e.,

- capable of roaming, using identifiers. Roaming is realized
based on the ICS domain name provided to the IP terminal.
<<Password transmission technique using cipher)>)>

The present embodiment includes procedures for ciphering
a secret password PW and sending this from the sender

(ciphering side) to the receiver (decoding side). First, the



The protocol type indicated within the ICS network packet NFO8 is "UDP",
the sender's ID address is "2710", and the sender's port nunber is "40".
On the other hand, the protocol type indicated within the |CS network
packet NFO9 is "UDP", the sender's ID address is "2800", and the sender's
port nunber is "42". In the present enbodinent, it can be understood that
it is the ICS network packet NFO8 2h@at has the protocol type and the
sender's socket nunmber that matches with the specifications of the
af orenenti oned socket code "sk-4". Based on the above procedures, it is
det er m ned.phextind £ures ion \Bi larghdites decd®ing efunctiomiDih wilbebepriority
Is NFO8 (Step S1030). Next, this ICS network packet NF0O8 is sent out to
t he user desgiribesi.ni e WiphehringCFunaigion B risatepreisanteid 49y .y =
<<kExanple 5 for determ ning the degree of priority>> The access
control &dd¥klat us) .1 7red-the aletoding HundsSiortdbris femresentdd bydg NF11
fromthe I CS network conmunication |ine alnpbst at the sanme tine (Step
S1000), &dkZwvarkel Hemes- ancanatient dthee axdphartestit,aizn dep®tes: piminket s
UF10 and UF1l1 (Step S1010). Fromthe

text, k1 and k2 are keys, and "i" represents cipher numbers (i

=1, 2, *’) determining the secret key code and public key
code, including how the value of the cipher key is to be used.
In the above, an arrangement may be used wherein plain-text x'
is ciphered instead of the plain-text x with x' = x| r (wherein
r is a random number), and discarding the random number r from
the plain-text x' upon decoding, thus obtaining the plain-text
x. Such an arrangement generates a different ciphertext each
time the same plain-text is ciphered, owing to the random
number, and it is said that such is less susceptible to cipher
cracking.
(Example of cipher number i = 1)
{{Preparation>> |
The sender m discloses the dpmain name thereof (DNm) to
the public including the receiver. The receiver calculates Km
= Hash~1(DNm) using the secret data compression function Hash-
1, and hands over only the cipher key Km using a safe method so
~as to be unnoticed by a third party. This example is an
example of using DES ciphering, and the sender holds an
"ciphering module DES-e" for realizing the ciphering function

Ei, and a cipher key Km. The cipher key Km is a secret value



149 conversion table 17113-1 it can be known that the receiving ICS
networ k address of the ICS |ogic termnal sending these |ICS user packets
is 7825" for both, i.e., that there is a match (Step S1020). The "degree
of priority of reception" code for both I CS network packets NF10 and NF11
I's "pr-7825", and the degree of priority of protocol is specified as being
"p-1, the degree of priority of TCRegocket as "t-3", and the degree of
priority of UDP socket as "u-3". e degree of priority of protocol "p-1"
dictates that the degree of priority of TCP is higher than that of UDP.
The prot owblichythe seddext and reded vie®S shamenr k Thac keicelivk has' T@R', and
the protocol type indicated in the ICS network packet NF10 is "UDP". Based
on the abBeoiphprivgdmodule DESsdletfomineal itzimy thire Idéfoting Pamredliorn DD
be sent out with higher priority is NF10 (Step S1030). Next, this ICS
net wor k paslethrrFdatas compressiono functicsr Hasbhi-d 4 eWhiatalisv usetdh€orCthe
|l ogic termnal (Step S1040). Enbodi nent-14 (Control of transmtting
priority @Gagrecpmpressiopefuniqitiionn Hash-Inds Idetreand nest separmately for
enbodi ment wherein wuser |IP packets arriving fromoutside the ICS are
| CS- encapeafht edpher number. A data compression function is also

referred to as a "hash function®”.

<<Ciphering by sender)>

The sender sets the secret password PW as x = PW, and
ciphers as y = DES-e(Km,x) with the ciphering module DES-e and
the cipher key Km being held, thereby sending the ciphertext
and domain name DNm.

{{Decoding by receiver)>)

The receiver receives the ciphertext y and the domain
name DNm, calculates the secret cipher key Km as Km = Hash-
1(DNm) using the receiver's secret data compression function
Hash-1, and the obtains the plain-text x as x = DES - d(Km,y)
using the decoding module. The plain-text x is password PW,
and the receiver can obtain the secret password PW. A third
party does not know the data compression function Hash-1 and
thus cannot calculate the cipher key Km, and accordingly,
cannot calculate the secret password PW} In the above
embodiment, as stipulation of the cipher number i = 3, the
ciphering function and the decoding function can be replaced
with coding function and decoding function other than DES code.

(Example of cipher number i = 2)



with the access control apparatus, and then the order of sending out on

the I1CS network communication line is decided. <<Configuration>>

shown in FIG 83, an CS 17000-2 includes access control apparatuses 1710
t hrough 17190-2, and the access control apparatus 17100-2 includes a |
unit 17111-2, a processing device 17112-2 and

150

a conversion table 17113-2. Bhegks 17240-2 through 17280-2 are

corporate LANs which are each connected to the I CS 17000-2 via the ICS

user

| ogi ¢ communication |line. Each of the LANs includes a plurality of

t er m nal X Prephoatbody¥01-2 and 17411-2 are both I P term nals.
<<Conver si on tabl e>> The functions of the conversion table 17113-2

shown in FIGs. 84heagkeent etdplants an tdxample ¢f cemmpleyingiRSA ment s,
and the present invention is characterized in that the portion table,

named " degipitering prwheréinothe esepdenngeneratedegr etphéringofuhgtibn y
protocol, degree of priority of TCP socket, and degree of priority of U
socket, wi¥%¥hod n and a decoding function y = x’mod n. Here, e = d

holds, the key 4 being a secret value. The sender hands to the
receiver the discloseable ciphering keys e and n, and the
ciphering module RSA-e for realizing y = xmod n. The sender
hoids the ciphering keys and the ciphe;:ing module RSA-e. The
sender does holds neither the secret ciphering module noxr
secret data. On the other hand, the receiver holds n and the
secret key d and the ciphering module RSA-e for realizing y =
xmod n.

{{Ciphering by sender)>

The sender ciphers the secret password PW, own domain
name DNm, and time of sending (year/month/day/hour/minute
/second) as x = PWlx1llx2 (wherein X1: domain name DNm, and x2:
year/month/day/hour/minute/second) and encodes as y = x°*mod n
using the ciphering module RSA-e, thus sending the ciphertext
Y.

{<Decoding by receiver)>)

The receiver receives the ciphertext y and calculates y
= x%mod n using the decoding module RSA-d held beforehand and
the decoding key. The result is x = PWllx1llx2, so the data
which is at a certain position from the head of x is used as

PW. In the above ciphering, domain name x1 and year/month/day/

to
As
0-2
ne

| P

DP



are conponents of the conversion table 17113-2 are used for controlling
the degree of priority. In the event that the transmtting |ICS network
address of the conversion table is "7821", the "transmtting priority
degree" code is stipulated to be "ps-7821". That is, the "receiving
priority degree" code is nade to be a paraneter which is dependent on the
| CS network address provided to the ICS user logic termnal sent fromthe
access control apparatus after phe | CS reverse encapsul ati on. Looking at
the other portion table of the conversion table 17113-1, e.g., in regard

to "ps- 78R4t /minate¢dgecend x2r ame Uped ag random numbess.i bAdthirdei ng
"p-21", the degree of priority of TCP socket as "t-21" and the degree of
priority pattiyDRoeschet know\the' sefiretnkieyod ahddtchns kangothealeyleteof

priority of protocol, the degree of priority of TCP socket, and the degree
of priori theosetbetspassword PW.i sInhtheaabowe embbddmenEnbagi ment - 13.
stipulations of the cipher number i = 4, the values of the
cipher keys e, d and n can be changed. Also, as stipulations
of the cipher number i = 5, the RSA ciphering technique can be
replaced with a different public key ciphering technique.
<<Terminal verification téchnique-using password and random
number>>

Description will be made regarding verification
technique for determining whether or not the password PW used
by a roaming terminal agrees with the password registered in
the verifying server. As prerequisite conditions, the
verifying server of the verifying entity and the terminal of
the user to receive verification have a password PW that is
secret to a third party, with a ciphering function E (wherein y
= E(k,x), vy represents ciphertext, k represents ciphering key,
and x represents plain-text). Specific procedures for terminal
verification will now be described. The terminal of the user
to receive verification decides upon a random number R using
appropriate means, calculates Y1 = F(PW, R) using the password
PW and the function y = F(PW, R) and sends both the random
number R and Y1 to the wverifying entity. The verifying entity
receives the random numbers R and Y1, and calculates Y2 = F(FW,

R) using the received random number R, the password PW held



<<Example 1 for determ ning the degree of priority>> The manner in
whi ch the degree of priority is determned will be described with
reference to the flowhart in FIG 86. The access control apparatus
17100-2 receives the I CS user packets FO1 and FO2 fromthe ICS network
comuni cation line alnost at the same tinme, and obtains the I CS network
address appropriated to the I1CS |logi2@€3term nal (Step S2700). Next, the
procedures for control of transmitting priority degree are as follows. The
transnlttln priority degree code for both ICS user packets FO1l and FO2
i s "ps-78¥it] aﬁﬁ’erf“&ﬁ%’d&ldlﬁwg angl shedksh Wml'xemfon motc #Fver ADn table
17113- 2 the degree of priority of protocol for "ps-7821" is specified as
bei ng " p- hPlds.t hEngEheceventy 9575 1sP as pateh ,ashe varifisat icme
degree of prlorlty of UDP socket as "NULL". Further, |ooking at other
portion CaB becadge $haf tthe mg&mmmmmamm of
priority of protocol "p-21" dictates that the degree of priority is, in
descendi nyesidded wusam theporzieect @agsword AW .h I.eyar vanifivatitmyr ee
of priority of TCP socket "t-21", the dictated order of degree of priority
of is, in® %e can he mpdesnd Ins Eher'aboven dechaiguent @m s of t he
socket si gnal sk 2%0 I ndi_cate that the | P _address conprising the sender's
socket nu dn yid-ohy the msers g be; verified cannot freely

select the random number R but rather the random number R is

restricted to depending on time (called a time random number)
further increases difficulty of a third party calculating the
password. _Instead of the ciphering function used above, the

secret data compression function Hj may be used instead, for

Yl, Y2 = Hj(PW, R).

{<Overall configuration))

FIGs.143 and 144 illustrate an overview of the roaming
technique according to the present embodiment, wherein an ICS
21000-1 includes access control apparatuses 21010-1, 21020-1,
21030-1, 21040-1, 21050-1 and 21060-1, relay devices 21080-1,
21081-1, 21082-1 and 21083-1, verification servers 21100-1,
21101-1, 21102-1 and 21103-1, domain name servers 21130-1,
21131-1, 21132-1 and 21133-1, user service server 21250-1 and
an ICS authority server 21260-1. The access control apparatus
21010-1 is provided with a conversion table 21013-1, a
conversion table server 21016-1, a registration server 21017-1
and a connection server 21018-1. The access control apparatus

21020-1 is provided with a conversion table 21023-1, a



port nunber thereof is "30". The protocol type indicated within the ICS
user packet FO1l is "TCP", the sender's ID address is "2100", and the
sender s port nunber is "30". On the other hand, the protocol type
indicated within the I CS network packet FO2 is "TCP", the sender's ID
address is "2110", and the sender's port nunber is "30".

152 In the present enbodi nent, itzagn be understood that it is the ICS
net wor k packet FO1l that has the prot’dcol type and the intended receiver's
socket number that matches with the specifications of the aforenentioned

socket ceodmvertsidh .tdlske satvdi 2 BIRe-<l Procesi Seration | Sefiadr2ioPrp-1 hat
the 1 CS user packet to be sent out with higher priority is EOL (Step

S2710). and a Mtinedthiors ysdrerex ENIE8 VDet e @orictivh |Srwatsv@1018-
address "7721" provided to the logic term nal which received the |ICS user

"Gent 111 0at s on 46 1 rtual dot cated 116 conneet on 13 i arep S oro" ) canast
has the function to register access control apparatuses
determined as necessary to the IP terminal, or to connect
thereto. The verlfying server 21100-2 is shown in FIG.145 and
the conversion table 21023-1 is shown in FIG.146.

The conéersion table seiver 21016-1‘h§s a fundtion fox
re-writing the contents of the conversion table 21013-1, and
the conversion table server 21026-1 has a function for re-
writing the contents of the conversion table 21023-1, which is
the same as described in other embodiments. Also, the LAN
21150-1 has an IP terminal 21151-1, the LAN 21160~1 has an IP
terminal 21161-1, and a block 21171-1 is an IP terminal. A
block 21200-1 is a portable roaming terminal, and is identified
by the ICS domain name "cl.bl.al.“ provided uniquely within the
ICS 21000-1.
<{<Application for use of roaming terminal)>

The owner of a roaming terminal 21200-1 indicates as an

" ICS usage applicant 21270~1 the payment method for the rbaming
terminal 21200-1, and applies to the ICS authority server
21260-1 via user service server 21250-1 for an ICS domain name
and an ICS user address. The payment method is represented by
billing class "MNY", e.g., in the event that MNY = 1, the

charges are billed to the home IP (i.e., an IP terminal which



S2720). The subsequent steps are the same as the steps S2730 through S2770
described with the other enbodinents, and at the end ICS encapsulation is
performed (Step S2780), and the ICS network packet NFOl is sent into the

| CS 17000-2 with priority (Step S2790). << Another exanple for determning
the degree of priority >> Regardi ng exanple 2 for determ ning the
degree of priority wherein the ag&gss control apparatus 17100-2 receives
the I CS user packets F03, F04 an 05 fromthe ICS logic term nal of the
line portion 17111-2 provided with I CS network address "7822" al npost at

the saneisi ceonnecied ¢o3 the atelemsTicontydlhapbeyattisofinE @iked wher ein

t he access control _appar at us 17100-2 receives the I CS user packets FO6 and
FO7 from maanef3,l dgi checeviend thiat MNY i=ne ,pdhe ahaigekl ate padd ded with
| CS network address "7823" alnpbst at the same time; exanple 4 for

det er m ni agcordinggtee thle pecmrnd pﬁ/\ﬁtéleemniﬂ:‘q:‘a@mvemnt Thie dGSar at us

17100-2 receives the I CS user packets FO8 and F09

153 authority server 21260-1 sets an ICS domain name: "cl.bl.al."
for using the roaming terminal 21200-1, and an ICS user address
"1200". Further, in order to be connected to the access
control apparatus in a fixed manner and use it, the owner of
the IP terminal 21200-1 applies for an ICS.nétwork éddress to
the ICS authority server 21260-1 via the user service server
21250-1. The user service server 21250-1, upon obtaining the
ICS network address, makes a request to the conversion table
server 21016-1 to set the ICS network address "8115" and the
ICS user address "1200" in the conversion table 21013-1.

The ICS receptionist 21271-1 embeds inside the interior

21201-1 of the roaming terminal 21200-1 the following: ICS
domain name "cl.bl.al.", ICS user address "1200", special ICS
address for roaming terminals (called "roaming special number”)
®1000", ICS user address "6300" for registration server, and
ICS user address "6310" for conmnecting server, and further

embeds inside the interior 21201-1 of the roaming terminal

21200-1 the ciphering function Ei and the decoding related data

RP1. Now, RP1 = Hj(domain |l name RPO) | RPO (wherein RPO = NMY |l i
Il 5 I NID) holds, and the domain name is "cl.bl.al.”. MNY is the

above-described billing class, "i" is a cipher number for the

cipher Ei, and "j" determines the type of Hash function Hj, and



fromthe 1CS logic termnal of the line portion 17111-2 provided with ICS
networ k address "7824" al nost at the sane tine; and exanple 5 for

determ ning the degree of priority wherein the access control apparatus
17100-2 receives the I CS user packets F10 and F11 fromthe ICS |logic
termnal of the line portion 17111-2 provided with ICS network address
"7823" alnpbst at the same time: th@2fethod for determning the degree of
priority is the sane as exanple 1 for determning the degree of priority,
as shown in the portion table conprising the conversion table 17113-2, and

descri pt i"NED"hetedd networkeidentifier "Bo0ODOdI Netwdsk (MeéntDffes are
conmuni cati on): The description of the present enbodinent will be

made W t mamed etendist indgisl SoétweeyhcEbsed/zone h&twdfRE0aAdi 6peHdeéne
access control apparatuses 18140-1, 18141-1, 18142-1, 18143-1 and 18144-1,

a convensatworlabl e Dataiconpgressins sfumetioh B pbe b usedfdd Odddbearea
18195-1 and the conversion table within the access control apparatus

18141-1 Ieumetild dfsdd dhkyCbyvehei verifpinglidpbet, and théhubée service
conversion table 6013-1, contains specified values "1", "2", "3" and "4"
for requesrveaient iThe atsem, deoesl nok reehdnthegdgta i compresshon afunction
Hj, and does not even known Hj, and thus is incapable of
generating cipher related data RP1l.
<<Registration procedures from home IP terminal®>

Description will be made with reference to FIG.147. The
roaming terminal user connects the roaming terminal 21200-1 to
the position of the home IP terminal 21151-1. Next, the
roaming terminal user decides on a password (PW) and enters
this from the input unit 21204-1, and also generates an ICS
user packet PKOl using the ciphering function and the coding-
related data stored within 21202-1, and sends it to the access
control apparatus 21010-1 via the ICS user logic communication
line 21152-1 (procedures T10). The destination of the ICS user
packet PKOl is "6300" which points to the roaming registration
server, and includes own ICS domain name "cl.bl.al.", cipher
parameter PR1, ICS user address "1200", expiration data "98-12-
31", ciphertext "y" which is the password that has been
. ciphered, "tg" (wherein tg = 1 in order to display registration

procedures), and "Yes" or "No" for roaming connection
specification. The generation method employed for the

ciphertext "y" is the ciphering technique described earlier.



communi cation, inter-corporation comunication, virtual dedicated |line
connection, and I CS network server connection can be made within a single
access control apparatus. The conversion table 18196-1, contains only the
specified value "3" for request identification, enabling virtual dedicated
| i ne connection. The I CS network server

154 18160-1 is connected to the acggss control apparatus 18140-1 via an

| CS network communi cation line. A block 18184-1 is an FR network or an ATM
network; in the event that 18184-1 is an FR network. LANs 18110-1 and
18130- 1 aFerecexamplencdnedhs tevearir admatc diie @ipheaypanmibeyes- WB140-1 and
18142-1 via an I CS user |ogic comunication |ine. The gateways 18171-1 and

18172-1 aegphemtesttedyi"o iishgedeaeted AtH of <pPabAt 1S (WRAEiA &7 =1P8W4L- 1,
via an I CS user logic comunication line. LAN 18120-1 includes a plurality

of IP terailnblisal.lBFaarymonth7aay/nodr)mindté/sbeondihe TRemacEBsser minal

refers to a termnal which has the functions of sending and receiving IP

user control apparatus 21010-1 locks at the conversion table 21013-1
and transfers the ICS user packet PKOl to the registration
server 31017-1 with the destination "6300" (procedure T15).
The registration server 21017-1 uses the domain name
"cl.bl.al.” to call the verifying server 21100-1 (prodedure
T20). Also, the method by which the registration server 21017-
1 calls the verifying server 21100-1 using the domain name is
the same as the method by which the connection server 21028-1
calls the verifying server 21100-1 uéing the domain name, the
details thereof being described in detail later. The verifying
server 21100-1 checks the contents of the received ICS user
packet PKOl, and decodes the ciphertext "y" using the earlier-
described technique, thereby calculating the password PW. For
example, in the event that the code number = 2, the ciphertext
"y" is decoded with x = yimod n. This yields x = Pwll1.bl.al. |
year/month/day/hour/minute/second, so the password PW can be

"*  obtained.
Next, the contents of the cipher parameter PPl is RP1l =

Hj (domain name [|RP0) | RPO (wherein RPO = MNY [|ill j INID), so the
verifying server 21100-1 uses the secret Hash function Hj held

within the verifying server 21100-1 and the obtained domain

name "cl.bl.al."™ to calculate t = Hj {domain name || RPO) || RPO),



packets. The IP term nals 18150-1 and 18151-1 are each via access control
apparatuses 18143-1, 18144-1, and an | CS user |logic communication |ine.
The I CS network comunication |ine 18191-1 connects the conversion unit
18181-1 with the access control apparatus 18141-1, and the |ICS networKk
comuni cation |ine 18192-1 connects the conversion unit 18182-1 with the
access control apparatus 18141-2. 228 |CS user packet sent fromthe LAN
18120-1 or LAN 18110-1 is, wupon arrival to the access control apparatus
18140-1, |1CS-encapsulated in order to receive one of the comunication
servi ces andi ghecks whepbent brnnotmiuei RRL holdsher thepeeaeived RP1.
comuni cation virtual dedicated |ine connection, or |CS network server
connect i oFf 16l helflag judgment i& phssedqthat tHentofmadat nameval ues "1",
"2", "3" or "4" listed in the conversion table 18195-1. Al so, an |CS user
packet seifl.blondihe Bilding ¢3ase- MNTupoipheri naiberst fa "aands? jeQnkang
apparatus 18140-1, is | CS-encapsulated in order to receive virtual
dedi cat edthe network identifier "NID" have not beéh5tampered with. The
verifying server 21100-1 checks for excessive or insufficient
registration contents, and in the event that the contents are
normal, the registration results are registered in the
verifying table 21100-2; registration is not made in the event
there are insufficient registration contents.

This is illustrated in the verifying table 21100-2 in
the line with the administration number 1, with the domain name
as "cl.bl.al.”, cipher number "2", billing class (MNY) "1°®,
value of calculated password PW "224691", expiration date "98-
12-31", roaming connection of "Yes", i.e., acceptance of a
roaming connection. At the time of generating the PKOl in
procedure T10, the aforementioned value of tg may be set to tg
= 2 and roaming connection set to "No". The password will not
leak to a third party, due to application of the above-
described ciphering method. Roaming registration is reported

* by passing through the registration server (procedure T30),
then the access control apparatus 21010-1 (procedure T35), and
. reported to the roaming IP terminal (procedure T40). Further,
an ICS user packet for changing the value of the password PW
with tg = 3 or changing the date of expiration with tg = 4 can

be sent from the terminal 21200-1 via the ICS user logic



| i ne communi caiton service filling the control of the request

i dentification "3" listed on the conversion table 18196-1, passes throug
the conversion unit 18181-1 via the I CS network conmuni cation |ine '
18191-1, further passes through the FR network or ATM network 18184-1,

passes through the conversion unit 18182-1, passes through

comuni cation |ine 18192-1, and is d%bbvered to the access control
apparatus 18142-1. For the FR network or ATM network 18184-1 here, fixed
connection with the other party (PVC) which is a known art is used as th
f unct i on cuimmureldat ion voiie 0211824 hetabtér thHéauasbowecprocedure T4e has
above-descri bed procedures, transfer of ICS wuser packets is realized.
<<Part i albesragpmpletedy e Inidentaltly v inethod which cdeshe i guployed | |
made with reference to FIG 90. As with ICS 18000-1, ICS 18000-2 also
i ncl ude rfigx ighanging sthe passwordpinvelves, speaifyirgctheepridrwi th LANs
and IP termnals through the access control apparatuses. The FR network or
ATM net wRasskmsl.- 1 in FIG 87 is replaced with FR network or ATM network

18200- 1;

the access control apparatus 18141-1, the conversion unit

h

the I CS network

e

be

18181- 1, <ffending cnd arecekvingmser cEPi packehewhileitravedingpbaced with
PVC interface conversion wunit 18210-2; the access control apparatus

18142-1,

t he coferelagiple will be described regarding connecting a
roaming terminal 21200-1 to the access control apparatus 21020-
1 and sending and receiving of the user IP packet between
domain name "cl.bl.al." of the roaming terminal 21200-1 and the
other party of communication with a domain name "¢2.b2.a2."
The user inputs the following from the input unit 21204-1: the
domain name "c2.b2.a2." of other party of communication, "tg"
which has been set to tg = 5 for specifying sending and
receiving of user IP packet, own password PW, and "5" which
specifies the roaming connection period in days (represented by
TTL). The cipher parameter RP2 is data calculated with the
password PW and ihe inside 21202-2. That is,
year/month/day/second "yy-mm-dd-sssss” is generated and used as
a time random number TR (TR = yy-mm-dd-sssss), and the clock of
inside 21202-2 and the cipher function Ei is used to calculate
RP2 = Ei(PW, TR) [l TR.

The access control apparatus 21020-1 receives the user
IP packet PK02, obtains the ICS network address "7800" provided
to the ICS logic terminal, and since the request identification

from the conversion table is ™4" and further the sender ICS



unit 18182-1, and the I CS network comruni cation line 18192-1 are replaced
with PVC interface conversion unit 18220-2; and further, the gateways
18171-1 and 18172-1 are replaced with a gateway 18230-2. Now, in the event
that a block 18200-2 is an FR network, the PVC interface conversion units
18210-2 and 18220-2 are functions for converting the

156 | CS user packet into the FRopggcket format, and reverse-converting
thereof. In the event that 18200-2 is an ATM network, the PVC interface
conversion units 18210-2 and 18220-2 are functions for converting the ICS
user packBsernagdrpssawmitiene toothet usemn Ik packet RKOD dr i"idadfer eof .
Transfer of |ICS use packet according to this variation is realized by

usi ng t he{iuReri ERIMINGF SPegiadn ean withe abieveotlOS network RAJrdss t he

FR network_or ATM net wor k. Enbodi ment - 16 (Operation of 1CS)

Descri pti onSRPl'| 16ehpdde WRAh iscfgddivered, withs the 4GS umserTpacket PKO2
to the connection server 21028-1 pointed to by the receiver ICS
user address "6310" (procedure T60). The ICS network address
"7800™ obtained in this procedure will be used after the later-
described process T130.

{<Function of connection server)>>
Next, the connection server 21028-1 calls the verifying
server 21100-1 using the domain name "cl.bl.al", and transfers
the domain name "cl.bl.al" and the parameter RP2 to the
verifying server (procedure T70). The verifying server 21100-1
reads the values of the password PW and the cipher number
written to the verifying table 21100-2, and selects cipher
function Ei and reads the password PW. Next, the cipher
parameter RP is RP2 = Ei(PW, TR) | TR, so the time random number
which is to the latter half of the RP2 is used to calculate t =
Ei(PW, TR). In the event that the value of this temporary
variable t calculated here matches the first half Ei(PW, T) of
* the received RP2, confirmation can be made that the password PW
entered into the terminal 21200-1 is correct. The time
function TR includes the year/month/day (i.e., TR = yy-mm-dd-
sssss), so unauthorized access can be discovered in the case
that the received year/month/day does not match that time of

processing.



| CS 19000-1 includes: VAN 19010-1, VAN 19020-1, access control apparatuses
19300-1, 19310-1, 19320-1 and 19330-1, relay devices 19400-1, 19410-1,
19420-1 and 19430-1, inter-VAN gateway 19490-1, and server devices
19500-1, 19510-1, 19520-1, 19530-1 and 19540-1. Each server is provided
with an I CS network address, and has a plurality of |CS network servers
therein. These plurality of I1CS network servers are distinguished by port
numbers used with TCP conmuni cati oB3protocol or UDP conmuni cation
protocol. The access control apparatuses 19300-1, 19310-1, 19320-1 and

19330-1 each i ntlexts, ey eresticfyirep|ssrddS021100-19%8dgodts lﬁiélfdlmdin
19311-1, each includes conversion table servers 19731-1, 19732-1, 19733 1

and 19734ttiemsarwicit sen i iw| thiesveoifyingatableer1200-29¥41the ¢OnAéction
19743-1 and 19744-1, and al so includes resource adm nistration servers

19751- 1, s&mier 121026858- (prodedQ@r@4T80) : t bempieayodenfceoamdfig- 1 i ncl udes a
path information server 19761-1 and resource adm nistration server
19755- 1, registtatioryibillbigOeclass, and verifying server calling 157
information (procedure T80). In the present embodiment, the
billing class is MNY = 1, and the verifying server calling
information is the ICS network address "7981" of the verlfylng
server 21100~ 1 port number "710" and administration number "1"
of the verifying administration table. The connection server
21028-1 presents the domain name "cl.bl.al.®™ to the domain name
server, requests the ICS user address and ICS network address
associated with the domain name (procedure T90), and obtains
the ICS user address "1200" and ICS network address "8115"
(procedure T100). In the same way, the connection server
presents the domain name "c2.b2.a2." to the domain name server,
requests the ICS user address and the ICS network address
associated with the domain name (procedure T110), and obtains
the ICS user address "2500" and the ICS network address "8200"
(procedure T120).

Next, the connection server 21028-1 informs the
conversion table server 21026-1 of the following (procedure
T130): the ICS network address "7800" of the ICS logic terminal
which has input the ICS user packet (held in procedure T60);
the ICS user address "1200", ICS user address "2500", and ICS

network address "8200", just obtained from the domain name



includes a path information server 19762-1, the relay device 19420-1

I ncl udes a path information server 19763-1, the relay device 19430-1

i ncludes a path information server 19764-1, the server device 19500-1

i ncludes a user service server 19711-1 and ICS authority server 19721- 1,
the server device 19510-1 includes a governing resource admnistration
server 19750-1 and governing resourg® adm nistration server 19760-1, the
server device 19520-1 includes a user service server 19712-1 and ICS
authoity server 19722-1, the server device 19530-1 includes an |ICS network

server 199&bvaryhantl RisoatheCSompietiafdofsroakddy’ rewd sheritans
el ectronic library services, and an ICS netwrk server 19981-1 whi ch has

an | CS uskilhingesiabs30ahdavdrifyiher serveayveallihe’ Tafioematdon ces, the
server device 19540-1 includes a governing resource adm nistration server
19720- 1, yeoceivedgfrdunthe werdfydngeset9@4021109e1er nThe @@ﬂ*f@i’%h.@ﬁ table
server 19730 1, and governing user service server 19710-1 he

above- destabbedsarversZiﬁﬁPSOWrappsrthansurraﬂb!eséetthhe %@hﬁé&sﬂ@ﬂ ces,
and VAN gateways are connected by the I CS network conmunication |ines

19040- 1, taola-21029642as medei9ad3s- 1Theovaiueoofethebireqizesexchange
I nformati on one with another using ICS network comuni cation functions.
The servekdembificationf dsnBdOBy, meagping the inter-corporation
communication by roaming. The network identifier (NID) is
"BOO1®. 1In the e?ent that the biliing class is MNY = 1, the
ICS network address "8115" and the ICS user address "1200" just
obtained from the domain name server are forwarded to the
billing notification destination of the conversion table 21023-
1. Also, in the event that the billing class is MNY = 2,
verifying server calling information is forwarded to the
billing notification destination of the conversion table 21013-
1. Further, "5" which specifies the roaming connection period
in days is also written to the conversion table 21013-1. When
the writing to the conversion table 21023-1 is completed, the
conversion table server 21026-1 reports the results to the
connection server 21028-1 (procedure T140). This completion
report is sent via the access control apparatus 21020-1
{procedure T150) to the roaming terminal 21200-1 with the ICS
user packet PKO3 (procedure T160).

Now, the ICS user packet PK03 includes the ICS user
address "1200" associated with the domain name "cl.bl.al." of

the roaming terminal 21200-1, and the CS user address "2500"



giving the I CS network conmunication function to a conputer, with prograns
running therein for realizing server functions. A bl ock 19110-1 is an
FR network, and the conversion units 19111-1 and 19112-1 are for
perform ng interface conversion with the conmunication lines of the FR
exchange network and the ICS 158
comuni cation lines transferring | CSgetwork packets. Al so, a bl ock
19900-1 is an ATM network, and the conversion units 19901-1 and 19902- 1
are for perforning interface conversion with the conmunication |ines of
the ATM eRSReFJatLES wiilh Lhe damaios namenizs2.@2 ) el the soilier rpagty CS
net wor k packets. I n the enbodi nent, connected outside of the ICS
19000 ar eOEAROMMIDIGAtion.06 el corperation opesatintpahe havess WiHriol
and IP termnals 19606-1 and 19607-1 havi ng functions for sending and
recei vi ng@PRaTAEUSo A shaxge thecqunen @ff dlie sroaming ctexminel | ZR 0@+ 1or k
server>>
for the above usage of the connection server 21028-1, i.e., the
procedures for receiving the ICS user packet PK02 up to
returning the ICS user packet PK03, and "5" which specifies the
roaming connection period in days. The above embodiment is an
example of the network identifier (NID) "B001", and is applied
to closed-zone networks described in other embodiments. Also,
as another embodiment, the network identifier (NID) may be set
as "Open" and applied to an open-zone network. In this case,
the roaming technique is the same as that of the aforementioned
closed-zone network "BOO1”".
<<Using the roaming terminal))

The roaming terminal 21200-1 can use the conversion
table 21023-1 created following the above-described procedures,
to perform the inter-corporation communication the same as with
that described in other embodiments (procedures T170 through
T220). In the event that "5" which specifies the roaming
connection period in days elapses, the conversion table server
21026-1 can delete the above roaming connection written in the
inside of conversion table 21023-1.
<{<{Notification of billing>)

The access control apparatus 21020-1 notifies the

billing notification destination registered in the conversion



Description wll be nmade with FIGs. 93 through 98. The governing user
server 19710-1 has superior controlling authority in instructing the user
service servers 19711-1 and 19712-1 or requesting individual information
reports, the meaning of superior controlling authority being illustrated
in a tree-structure diagramin FIG 93. A block 19811-1 is a comunication
path for information exchange betwee3the governing user service server
19710-1 and the user service server 19711-1, and is conprised of ICS
comuni cation |ines and relay device, anong others. The governing resource

adm ni st redbe 22023+1 16f 26h4, comanoatiohnghadgesr $peocédhtre V8096
19730-1, the governing domain nane server 19740-1, the governing resource
adm ni st rE81®h. server 19750-1, and the governing resource admnistration
server 19760-1 are also the sanme, each being shown in FIGs.94 through 98.
Now, in t{éMethedefior caboessing, theeverifginhgoskayers>in the tree-structure

hi erarchy, but this can be increased to three or nore | ayers by

159 Of the above description, detailed description will be
made regarding the method for judging whether or not the
verification request contained in the ICS network packet PK02
‘generated by the roaming terminal 21200-1 due to the connection
server 21028-1 p;esénting the domain name "cl.bl.al.” to a
plurality of verifying servers including verifying server
21100-1 is correct, i.e., whether or not the domain name
"cl.bl.al."” of the roaming terminal 21200-1 is registered with
the verifying server.

An example of 4-layer hierarchy will be described with

reference to FIG.173. A domain name "root" is provided on
Level 1 of the tree, and domain names "al", "a2", "a3" ' and
so forth exist on Level 2 below, domain names "bl", "b2", "b3"
=+ and so forth exist on Level 3 below "al" for example, and

domain names "cl™, "c2%, "c3” - and so forth exist on Level 4

below "bl" for example.

FIG.149 illustrates the internal table 21102-2 of the
verifying server 21102-1 handling the domain "root",
indicating, e.g., that the ICS network address of the domain
name server 21101-1 which handles the domain name "al" below
the domain name "root® is "7971", and the port number is "7107.

Also, FIG.150 illustrates the internal table 21101-2 of the



I ncreasi ng the name of access control apparatuses, relay devices, servers
devices, etc., places within the ICS. The path infornmation service is
provided with the functions of sending and receiving inside the ICS, a
path table used by the relay devices and access control apparatuses. The
resource admnistration server is provided with admnistration functions
of keeping up on mounting informati od38r obstruction information of the
rel ay devices, access control apparatuses and server devices. <<Qperation
of I CS 19000-1 by I CS operator>> The I CS operators 19960-1 and

19961- 1 pvexiidying tsamtemrzl Mo emdbiigi i ddndin Ural®, ﬂidi@ﬂ@ﬁé,
reports of individual information from the governing user service sefver

19710- 1, ehg@.gohati rthe A8 eisstiwnrit address Wi Y donaid heake vesves
resource admnistration server 19750-1, and the governing resource

adni ni st r 2L180-de whdich teugiles theerdomaimaidme ABIY ekt ilen ddmafe | CS

19000- 1. <<Qperation of ICS 19000-1 by ICS authority>> The I CS

aut hor i t ynagesdal "prsyi %81 hs tand tihen poric mumbdhels OPELGH j OFIE arst up to,

or request reports of individual information from the governing resource

adni ni st r ddilustzates they2nternal ttable@AI00+R) o rehe) Ve PRIy SServer

19740-1, thereby facilitating
21100-1 handling the domain "bl", indicating, e.g., that the
domain name "cl" below the domain name "bi" shows *YES" in the
terminal space in the internal table 21100-2, meahing that
there are no more domain names below, and that in this example,
the domain name "cl.bl.al®™ has been registered with the
verifying server, and facts such that the password PW is
"224691", that the date of expiration is "98-12-31", etc., are
recorded therein
<<KCalling verifying server))

With reference to FIG.152, description will be made

regarding the procedures in which the connection server 21028-1
calls the verifying server 21100-1 using the domain name
"cl.bl.al.”, and checks whether or not the domain name
"cl.bl.al.” has been registered in the verifying server. Now,
the connection server 21028-1 has therein the ICS network
address of the verifying server handling the domain "root" on
Level 1 shown in FIG.153. Also, in the event that there is a
great deal of communication with the verifying servers which
handle the Level 2 and Level 3 domains, the ICS network

add;esses of the verifying servers thereof are held therein.



adm ni stration of addresses and the |ike used in the ICS 19000-1. <<Socket
nunmber and server>> The 1 CS servers each have I CS user addresses and

| CS network addresses, but an addition to the other enbodinents is that

t he above servers have, in addition to I CS network addresses, port nunbers
160 stipulated by TCP or UDP conmuni cation protocol. That is, each of the
af orenenti oned servers is identified by a 32-bit ICS network address and a
16-bit port nunber, naking for a vafd® with a total of 48 bits (this being
referred to as "socket nunber"). Each server includes prograns which have

pecul i ar functi Ohe cnmsdticpnddiver P028 1l ¥itkers thedbnidid edme t here

are servers anong these which have "operating interface", as described

| ater. Nowl Wl dbgeri itige i ihtefrnal "resobves URTO2901 WhiTHe ptessIver
exchange of information, and sends and receives instructions such as

oper at i or2lf29+4k send®uthe cIQSrpad¢kett2033501 Htheludimgotabbaindednthai th
the operator via a keyboard
domain name *root™ and the cipher parameter RP2 to the
verifying server 21102-1, and an ICS packet 21336-1 including
an ICS network address "7971" of the ICS domain name server for
."al® is returned. Next, the resolver 21029-1 sénds an ICS
packet 21345-1 including.“bl“ to the verifying server 21101-1,
and an ICS packet 21346-1 including an ICS network address
"7981" of the verifying server for "bl" is returned. Next, the
resolver 21029-1 sends an ICS packet 21355-1 including "c¢l" to
the verifying server 21100-1, and regarding the domain name
"cl®", the space for the endpoint of 21100-1 is "Yes" this time,
so it can be judged that verifying information has been
registered. In this way, "root™, "al", and "bl” have been
followed in order, so it can be understood that the
verification information for the reversgd domain name
Pcl.bl.al.™ is registered in the internal table 21100-2.
The verifying server 21100-1 checks the received cipher
" parameter RP2, and checks that the expiration date "98-12-31"
has not expired. Next, the verifying server 21100-1 reads the
password PW and the value of the cipher number written in the
verification table, and selects cipher function Ei. The cipher
parameter RP is RR2 = Ei(PW, TR) [l TR, so the time random number
TR to the latter half of RP2 is used to calculate t = Ei(PW,



or the like. Each server provides access control apparatuses or relay
devices, for exanple, with ICS network addresses, applies differing port
nunbers to the plurality of progranms within these devices (i.e., servers),
di stingui shing by the socket nunber. As described in the enbodinents, each
server has I CS network conmuni cation functions, and can exchange

i nformati on one with another using 2Be I CS network address and the port
nunbers. <<Registration 1 to ICS of user: Inter-corporation conmuni cation
and 1CS network server>> Description wil be made with reference to
FIG 91, FMBlo2 Fmd the evemt Ahatpdiie salusx80-this tempdratyl Seffiablaopt i es
to the ICS receptionist 19940-1 for ICS nenbership (procedure P100). The

" Appl i cat ISSHFHakRd hieramatches thegdirstmalf BN BWerBR)h ofictheS user
address, the I CS network address, and the |ICS nane has been deleted, and

i s conpri ¥&fedved RP2, qopfdsmation i¢andee onade that the password PW
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entered into the terminal 21200-1 is correct. The above

results are reported to the connection server 21028-1.
Consequently, the connection server 21028-1 can know the
verification results (authorized or denied) and billing class
m.

<{Other embodiment of roaming without a home IP terminal)>

In the above embodiment, in the event that the ICS
receptionist 21271-1 does not set a home IP terminal, the
earlier-described "Registration procedures from home IP
terminal™ are performed via the user service server 21250-1.

In this case, the billing record "120" within the verifying
table 21100-2 within the verifying server 21100-1, and the
information "7981-710-1" of the verifying server presented to
the billing notification destination within the conversion
table 21023-1, are used.

<<Another embodiment of roaming wherein the verifying server is
included in the domain name server))

The structure of the domain name tree shown in FIG.153
that is the object of verifying server 21110-1 is the same as
the domain name trees that are the object of domain name
servers in other embodiments. Accordingly, each domain server

is capable of storing the data of the verifying server



(classification of intra-corporation comunication, inter-corporation
communi cation, virtual dedicated |line connection, or ICS network server
connection), comrunication band conditions such as speed class and

priority, billing conditions, open-zone connection conditions, paynent
met hod, nanme and address of user (personal |ID data), signing conditions,
encryption conditions and so on. 238 The 1 CS receptionist 19940-1 enters

t he above "application reception data”™ to the user service server 19711-1
via the "operating interface", and stores the "application reception data"
in the us@escgibgfads 1hel presgmioenbodineht)) andednclivde the faiotions

server 19711-1 requests of the ICS authority server 19721-1 the ICS user
address, PEsanverdfyiagdserveand Thatnise, thdisngthiesr mEShod: of kcarrying
communi cation functions (procedures P120). The ICS authority server
19721- 1 appProprrming tise Neaddzede byafintegnating dheCyemidfydsy aarwe?S nane
using the | CS network address appropriation record table 19622-1 (FI G 100)
and the |@8sgEibedddnefhespresenit epboddment mithe thes fomain Rt GErver
stored within the _database 19621-1 (procedure P130), stores the
appr opr i afiegATibedl i8 pthexe embeddmentisoned appropriation tables, and
further returns the appropriation results to the user service
<<{Access control apparatus and IP terminal connecting with
wireless transceiver)).
A wireless transceiver 21620-1 is provided within the ICS
21000-1, and the wireless transceiver 21620-1 and a wireless
transceiver 21640-1 can exchange information one with another via a
wireless commmication path 21625-1. The terminal 21630-1 includes
the wireless transceiver 21640-1, and as with the case of the earlier-
described IP terminal 21200-1, the terminal 21200-2 has a function for
the inter-corporation commmication using an ICS domain name. There
is an information commmication path 21620-1 between the access
control apparatus 21020-1 and the wireless transceiver 21620-1. The
information commmication path 21610-1 is like the ICS user logic
comunication line in that it has a function for sending and receiving
ICS user packets, and these are different in that the information
" commmication path 21610-1 is within the ICS 21000-1. The wireless
transcelver 21620-1 and the wireless transceiver 21640-1 both have a
function for receiving ICS user packets, converting the information
within the ICS user frame into ICS user packet information in waveform
format and transmitting them, and also reverse functions, i.e.,

receiving ICS user packet information in wavefbmm.format and reverse-



server 19711-1 (procedure P140). The user service server 19711-1 stores
the appropriation results obtained fromthe ICS authority server 19721-1
in the user database 19611-1 (procedure P150). FI G 100 is an exanple
of the ICS network address appropriation record table 19622-1, and in the
first line of this table there is an exanple which states beforehand that
an | CS network address "7700" has 162
been appropriated to I CS | ogic teeBbnal identifying code LT-001 of the
node identifying code ACU-1, that the approprlate i dentifyng code is

user-1, convetting dntoolCsnpacketi Gbhaat iahd pransntittiBgstheyed that the node
I dentifying code ACU-1 points to the access control apparatus 19300-1.

Al 'so, i nAcecertibmgly, ithe DES tuses: patket tsehtcous HraethapiP temilindl s21p0es 2
bef orehand that an I CS network address "6930" has been appropriated to

port nunipassés2tHraight the metissliegsntrdnscedveed2l&041], witdldsst he appropri ate
I dentifying code is Sc-001, that the date of appropriation is February 1,
1998, andcimanidaislon pathd2i825-1i, ngixekéss transceiver 21620-1, and
information communication path 21610-1, and is provided to the access
control apparatus. Also, ICS frame sent out in the reverse direction,
i.e., sent from the access control apparatus 21020- l passes through
the information communication.path 21610-1, wireless transceiver
21620-1, wireless comumication path 21625-2, wireless transceiver
21640-1, and is delivered to the IP temminal 21200-2.

Thus, according to the present invention, administration of
information commmication is performed with a unified address system,
and various services can be provided, without usigg dedicated lines or
the Internet, thus enabling structuring a large-scale commmication
system with high security and with relatively low costs. Also, inter-
corporation comumication can be performed between individual
corporations (including government organizations, universities, and so
forth) which had conventionally been services separately with
practically no change to the address system for computer

* comunications. Further, since the network administrator holds the
network control authority, the overall administration of the network

becames clear, increasing ease of securing reliability and also

markedly improving security.



SVU-1 points to the server device 19530- 1. FI G 101 is an exanpl e of
an | CS user address appropriation record table, and in the first |line of
this table there is an exanple which states that the I CS nane address
"4610" has been appropriated wth an ICS nane (also called an ICS danain
name) of ddl.cccl.bbl.aal.jp", that the request identification value

"2", that the appropriate |dent|fy|lﬂg code is userm’Il&mﬂ"mﬂl]Ium date of
appropriation is April 1, 1998 Furd4fer, in the fo tabl e
there is an exanpl e which states that the 1CS name address "1200"™ has been

appropri aWealr i cramgsIgwanme of “rrl.qg.pp.jp", that the request
I dentification value is "4", that the appropriate identifying code is

Sv-001, apd thatir be SAtemeitedd BRBEmERIORN chfmurs t:ﬂél?]y gﬁhe
e COI’]VEI‘SIOI’]

user service server 19711-1 provides information to

server 19708 -useti Ertine hﬁr@h@ﬂ@@&@%ﬁé&'%&&%ﬁéﬂi ABxaggto wite

the application contents of the usage
converted into an ICS network packet having an address system ADS,

based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained thexein.followang rules of said
address system.ADS and the destinaticn other access control agparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that the system comprises a first IP terminal
in which a user uses and a second IP temminal operates in relation to
an IP terminal which provides data or satellite transmitting apparatus
and of which ICS specific number is assigned, and full duplex
communication is started due to an inguire of the user by using a
grand ICS commumication passage in which a satellite commumnication
passage and ICS provide. .

2. An integrated information commmication system according to
Claim 1, wherein said full duplex commmication is started from the
second IP terminal.

3. An integrated information communication system according to
Claim 1 or 2, wherein a scheduled notification is carried out from an



163 applicant 19200-1 and the obtained |ICS network address into the
conversion table 19301-1 in the access control apparatus 19300-1
(procedure P160). The contents to be provided are: Transm tting €S

net wor k address, sender |CS user address, request |d€immwﬂ“uﬁm eed
class, priority, signing conditions, encryption cond uﬂﬂ
class and so on. Also, in the event that the aforenent'iofied" I'CS*networ k
address and | CS user address have a Béduest value of "2", i.e.,

i nter-corporation conmuni cation, registration is mde as transmtting ICS
net wor k amlrt@&ﬁﬂﬁaﬂ WL prbFERels Yaiaddaes Sand InbiPiafM! Eﬁﬁé tof! Rfiel GELE
value is "4", i.e., ICS netwrk server, registration is de as rece|V|ng
| CS netwq&kegg@ﬁgéﬁ and receiver ICS user address. The conversion table
server 19731-1 adds the above contents to the conversion table 19301-1
(procedures P170). The receiving ICS network address and the receiver ICS
user address are not registered in the conversion table 19301-1 at this
time, butgare mghtbgiﬂﬁbdmﬁh@rﬁw&ﬁmﬂ.@ﬁﬁnl%ﬁﬂaﬂﬁcoﬁh%iﬁ@ of
"registration of other party of conmunication |later described in The

pr te_Sfe_nt eﬁm} ggnilherein thiedita thiememiseicn A tabhied duterrdd Ak Ip
notitil es e

temminal which provides said data before the inquire of the user.

5. An integrafed ihfommation comunication system according:to
Claim 1 or 2, wherein said satellite transmission apparatus is
included within access control apparatus having a conversion table for
address administration.

6. In an integrated information commumications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information coammmications apparatus is reached,

characterized in that superior protocol of IP packet is
referred, and priority degree of next stage of IP packet arrived &t
said access control apparatus fram ICS inside is selected in



domai n name server 19641-1 of the ICS network address, the |ICS user
address and the | CS name{procedure P180). The ICS dommin name server
19641-1 wites the above received I CS network address, |ICS user address
and 1CS n I!i! mﬁ‘mmﬂ e therein and stores them (procedure P190), and
reports coltii u“[u ng to the conversion table server 19731-1
(procedure P200).- THe tonVersion table server

164 19731-1 confirms this report 264pr ocedure P210), reports conpletion of
the series of procedures to the user service server 19711-1 (procedure

P220), t heorteRipoRENtE &S typar off TELE dupeidr BrotbbsL . eport (procedure

P230), and inforns the usage applicant ‘of the appropriation results,

nanely, the I CS user address and |ICS name (procedure P240). Inci dent al | Y,
the 1CS network address is used only within the ICS, so the usage _
appl icant7j s ngin gitebrated® infoimatidh (depmanEeitiohabystan vy ue is
"4", i.e., ICS network server, the user service server 19711-1 notifies

al | converTsian 6, akherarr waid widﬁiftytbégi:é@m selected at every superior
port number when said superior protocol is TCP.

8. An integrated information commmication system according to
Claim 6, whezeinsa:!,dpr.:i.oritydeéreeis selected at every superior
port number when said superior protocol is UDP.

9. In an integrated information commmications system; wherein an
ICS user packet Iiaving a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that superior protocol of IP packet is
referred, and priority degree of next stage of IP packet transmitting
to ICS inside from said access control apparatus is selected in

correspondence to type of said superior protocol.



19000-1 at the time of the procedure P160, and requests registration to
the conversion table of all access control apparatuses. <<Re-writing

adm ni stration of conversion table by governing conversion tableserver>>
Description will be nade with reference to procedur 60 to
the bottomof FIG 99 and FIG 91, FIG 92, FIG 95. Thgmﬂmw HIIHQWH& on
table server 19730-1 instructs the cguyersion table*server to
re-wite the contents of the conversion table 19301-1, e.g., speed class
priority, transmtting ICS network address, a part or all of other itens
in the capyersiag ihtbgPatd At HNA B0 Shmmm st o an ol Brd ity erver
19731-1 changes the contents of thel%ggonverm oﬁtt Pabl e 193(?‘13 1 acco?:glsng to
the instrqielimogs wiktersaed MSHNity dsgred 8 SeTEtad altevdiy RpdBidd-1 is
instructed to re-wite the ICS network address and the |i ke (procedure
P820), t herdofBkbenaiien 814 ckupkd 4+ Aré®iddlvsstdep | nstructions and updat es
the internal table (procedure P830), reports the results to the conversion
tabl e server 165

11. An integrated information communication system according to
Claim 9, wherein said priority degree is selected at every superior
port mumber when said superior protocol is UDP.

12. In an integrated information commmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that said inter-corporation comwnication/
intra-corporation commmication and ICS network server commmication
are in the lump connected with gateway of LAN by a first user logic
commmication line and virtual dedicated line is connected with the
gateway of LAN by a second user logic cammumication line corporated
with FR or AIM.



19731-1 (procedure P840), the conversion table server 19731-1 confirns
(procedure P850), and reports to the governi ng conversion table server
19730-1 (procedure P860). Al'so, the governing conversion table server
19730-1 inst utﬂmumgﬂml rvice server 19711-1 to re-wite the contents
of the user UM m such =4 speed class, ICS network address,
etc. (procedure ﬁDQC}O) ahd the user service server 19711-1 follows the

i nstructions and updates the contents of the user database 19611-1
(procedure P910). Also, the ICS network addresses, |CS user address, and

| CS_naneg anhi chphayei AReREReANISEASER1 bn | Quiif chCirds! WHRINeeh
19721-1 are returned, or new requests are nade (proce?g?e P%ZO) thearrCS

aut hori t yeseteér gabledt havanodsudfifRe ICENsddr! dabesid he 1CS
net wor k addr ess appropri atio?orecord tabl e 19622 1 and the I CS user
address ipiePtedlintd BACICS netpbek PASKsSt 8 Uadiree30sysfap Abkss t he

results thereof to the user service server 197I1-1 (procedure P940), the

user ser\Hagedsen itie adfiinistrtdoh 6fTa dpiveesfon Hapiac

reports to the governing conversion table server (procedure P960).

In the abpiesdessitRill ﬁg?aﬁétxﬁ;r afd SFstie b n DEhe! Tfte\VEBAtE  trankini Séiord 8

governi ng conversion table server 19730-1 calls up the user
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, eonvarsionis-made to saidICSuseraddi'ess system ADX
based on the administration of said conversion table, and another
external information cammmications apparatus is reached,

characterized in that said system includes plural user service

servers, plural concerned ICS servers and plural conversion table
servers, respectively, an application of ICS entry is received at said
user service server, and said concerned ICS servers allot ICS user

address, ICS network address and ICS name and said conversion table

servers rewrite conversion table in said access control apparatus.

14. An integrated information cammnication system according to
Claim 13, wherein said conversion table server, said ICS user address,
said ICS network address and said ICS name are notified to domain name

sexrver.

15. An integrated information commmication system according to
Claim 14, wherein ICS user address distribution administration table
of said concerned ICS server and resources of domain name server hold



service
t hr ough
19731-1
such an

server
166

server 19711-1 and perforns the aforenenti oned procedures P900
P960, and then secondly calls up the eonversion table server

and perforns the aforenentioned procedu P860. Wth
arrangenment, the ICS operator 19960-1 | m&nﬂﬂﬂwlt' ng of
the contents of the access control table to the gowerni [

19730- 1 enabl es exchangi ng of the conversion

table within the access control4apparatus and the address

rsion tab

information related thereto with domain nanme servers and |ICS authorlty

servers

ease of
control

of communrg

avpadlr 68VeaRlITCS aséntddfrestNan@CT RSk | @Iy 6n€aES ik

r

\gndb ICSgusan agiaress &id AAS AGHYCOH it pPEsd: Weliinat e ﬁéﬁess
apparatuses within the 1CS 19000-1. <<Registation of other party

rchamgednwhen the tBhfiddb 16 kembeed @wr 6aie thoodssS 868t bl

I CS 19000-1 applies for registration of other party of comrunication to

the I CS

16. In an integrated information cammmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS netwnrk;packet having an address system ADS,
based on the adminlstration of a conversion table provided within an
access control apparatus: and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that an ICS operator gives an instruction to
integrated user service server, integrated resource administration
sexrver and integrated passage information server, and an operation is
executed by individual reports.

17. An integrated information commmication system according to
Claim 16, wherein ICS operator gives an instruction to integrated
conversion table server, said integrated conversion table server
instructs rewriting of the conversion table.to conversion table server
and the conversion table server instructs rewriting of address and so
on to the domain name server in accordance with the instruction, or

l e

i ng
managenment of the contents of a conversion table wth-consistency, . e.,



receptioni st 19940-1 along wth the domain nanme of the other party of
communi cation (procedure P300). The ICS receptionist 19940-1 receives the
dormai n mamre of the other party of conmunication (procedure P310), and

sends it £ G0 [ tabl e server 19731-1 (procedure P320). The
conver si og i Wﬁgm‘ﬂgmll exchanges information with the donmain nane
servers 19¥ L - etc. (praasdures P330 and P331), obtains the ICS
net work address and the I CS user address corresponding wth the danain
name of the other party of communication regarding which there was

i nqui ry, t#RJICSSopdtaterNGeRs Y 1hEEneHAA £b0Thtdhted IRRbrti bR QAT ©
P340), and reports the results (procedures P350 and P360). The updated

resul ts gegvehpveaid lintegPerae cohfardiid ¢abf80dartrer THothictshebib iRy GEesS

obtained here Iis registered in a conversion table such as shown iIn G 106

as a recatabasé G tieMaskr thase, serfbr BRA K UsReY s@BFiRS Beebbal ned here

Is registered as a receiver ICS wuser address. Incidentally, in the case of

an | CS neipapates diy afetuirhtng pwc addbass @hd h@&mmwwrﬁfm&n@bt% I CS

user address renmin
instruction.

18. An integrated information commmication system according to
Claim 17, wherein concerned ICS autberities give an instruction to
integrated concerned ICS server and integrated damain name server and

operate by reporting individually.

19. In an integrated information commmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX

" based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that ICS user address and ICS network address of

camemication other party are obtained as ICS domain name which is
telephone mumber, and said ICS network address is held in a conversion
table within access control apparatus at a call side.



bl ank. <<Registration 2 to ICS of user: tra- rporatlon conmuni cati on
and virtual dedicated |ine>>— Best t%oﬁ wi |l be made with reference

to FIG 107. The differnce wt h Wﬂ | on com‘rum cation as conpared

to the above inter- corporatlo s that an I CS user address
I's handed in and an I CS nane cann ccordlngly, there is no
appropriation of the ICS nanmes, and there are no procedures for using |ICS
nanes (procedures P180, P190 and Pég? First, an applicant 19200-1 to the
| CS 19000-1 applies to the ICS rec I oni st 19940 1 for [|CS nenbership
(procedure P400). The "Application reception data" is a usage itemof ICS
wherein the I CS network address and the I CS nane has been deleted, and is
conpri se@mf, angintéglated infidonsision conmasicatidangyétamaceording to
(classification of intra-corporation comunication, inter-corporation
communi caliadim 18| rihereinelCS atset biddeess ramtk TCH metworkl GGdredsvof server
connection), speed class and priority, etc., the sane as with the previous

i nt er - corqummeni cat tonmotheraparty afkeobfdinedsas ICHIrdemmihundriee whdbhvis a
plurality of pairs for both sender ICS user address and receiver |CS user
addr ess. tlephone mimbergsandfvaice is fallen into ICS user packet.

21. In an integrated information commmications system; wherein an
ICS_ﬁsem'packet having a unique ICS user address system ADX is
converted info an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information camumications apparatus is reached,
characterized in that wherein a commmication due to telephone
voice is capable by connecting to a telephone via telephone line from
telephone line conversion portion within the access control apparatus.

22. In an integrated information commmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is



virtual dedicated |ine connection, the sender |ICS user address and the
recei ver | CS user address are not shown; this is what is different as
conpared to the intra-cor porat i on conmuni cati on. The TCS applicant

19940-1 enters the above "application reception dat a" ﬂlﬂ“ﬂ”ﬂmm, e
server 19711-1 via the "operating ﬂgé erface", and store ﬂmmﬁ
reception data" in the user

dat abase 19611-1 (procedure P410). Next, the user service server 19711-1
requests of the ICS authority server 197231-1 the |ICS user address t he

| CS net wandden defegsat ahshsth enk GRAN @dRtattéd GHePih G %?Er.t}g L&Ag 1 on
function (procedures P420). The ICS authority server 1- approprl at es
only the adddesst spskem ADS;Sandsthd dBstSat BR0 VehErF RASECcHHTD (}( RpBaRAHSS

P430), records the appropriation results in the aforenentione

appr opr i als aeached e scorvetsiont I madeetor§ieid TESaREO RIGIREES Nyy=ted Akt 0 the
user service server 19711-1 (procedure P440). The user service server

19711- 1 stameds ohhthe oy steativh 0ESsa1G cRiverassh fta®le! Nehd GRoRHEROr i ty
Serve 19e7x2tzlerrlnal information cammumications apparatus is reached,
characterized in that an ICS receiver gives encryption function
and related encryption data to a roaming terminal and said encryption

function is selected by changing parameter.

23. An integrated information communication system according to
Claim 22 further including an identification server to identify the
roaming temﬂ.ne.l to be comnected with plural access control apparatus.

24. An integrated information communication system according to
Claim 22, wherein an identification server includes charge dontrol
information (charge class, charge record) and ICS account is charged
based on the charge control information.

25. An integrated infommation commmication system according to
Claim 22 including a domain name server having a function to uniformly
identify the function to control domain name and the roaming terminal.

26. An integrated information commmication system according to
Claim 22, wherein a first radio receiver/transmitter is connected with
the access control apparatus, said first radio receiver/transmitter



I n the user database 19611-1 (proce The user service
server 19711-1 notifies the convers ME ‘“wuma 19731-1 of the
application contents and the obtai ne L ne ddress (procedure
P460), the conversion table server 19731 1 adds the above contents to the
conversion table 19301-1 (procedure 70) and reports conpletion of

regi stration (procedures P480 and F?" FI G 108 shows and exanpl e of
registration to the conversion table 19301 of the intra-corporation
conmmuni cation and the virtual dedicated |line. <<Description of domain

nane ser\ws>a functionitocsenyést dnnér! BYEImBItebA! VY LibeP pdthatr thed with
reference to FIG 109 and FIGs. 110 to 112, regarding the procedures P330

and P331 mda@arts*pegmsmséunpwcatamdsmrte ahe & SRectbn b %05-

The |1CS network address of the internal table 19600-1 of the domain

i‘éé ver whiarvers toeimigredhfofmationdofaics nees padedt, abd 2 3mundbation
is carried out between IP terminals including a second radio

receiver/transmitter having the same functions.

27. Inan integrated information cormun:lcat:.ons system, wherein an
ICS user packet having a unique ICSuseraddness systemADXis
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that network identifier is registered in said
conversion table, closed-zone intra-corporation commmication is
performed by using the network identifier and is capabie of accessing

" to a network server for the intra-corporation commmication.

28. An integrated information coammumications system according to
Claim 27, wherein closed-zone inter-corporation is performed by using
the network identifier and is capable. of accessing to a network server
for the inter-corporation commmication.



domai n nanmes "al", "a2", "a3" and so forth exist below indicating, e.qg.
that the ICS network address of the donmain nanme server which handles tha
dormain name "al" is "9610", and the port nunber is "440". The ICS network
address _of the internal table 19610-1 of the domain nanme server which is

the obj ect of the domain nane al is "9610", and donuin nanes "bl", "b2",

"b3" agﬂ bel ow, ating, e.g., that the ICS netmnrk
addres mm, glﬂ m\m‘ame server |ch handl es the domai n nane "b2" is

, *an@ twe wort Aunber is " The I CS network address of the
|nternal tabl e 19620 1 of the dOITB.I n nane server \/\hi ch S the obj ect of
the domain nane "bl" is "9720", and domain nanmes "c4, "c5", "c6" and so

forth expset beAmVﬂ.ntegmdtédtiriﬂ:mﬁtﬂon d&tﬁmﬁb&tWaﬁw:ﬁﬁigtﬁte
dormain name "c5" is YES, neaning that there are no nore donmai n names

bel ow, aQlaima7, wherbin chosed-zond RE dtGal ndédiyateddiibes coimihtcationnase
"cb.b2.al." is "9720", and that the ICS user address is "4510". Al so, the
record operfimmech by using athes né®@dtk lidehttiftexiand hsnecapalbier ve€r actessingt he
ICS nane (ICS domain nane), the ICS network address and the |ICS user

addr ess t464letworke sasvelefiot the beirtumlgdedpcatieddine acamunieathsh .t o
particularly as a "resource record"” of the domain nane server. <<Calling
domai n name servers>>

30. An integrated mfonnation oatmmicat:.ons qstem according to
Claim 27, wherein open-zone :lnter-oorporation communication is
performed by using the network identifier and is capable of accessing
to a network server for the open-zone inter-corporation commmication.

31. An integrated information commmications system according to
Claim 27, wherein ICS user is transmitted/received by using the
conversion table between an internal network server and an external

network server.

32. An integrated information commmications system according to
Claim 27, where:tntheconversiontableisheldinacorwersiontable
record file and is took out at a necessary time to use.

33. An integrated information commmications system according to
Claim 27, wherein the conversion table is not held in said access
control apparatus, and information to register at the conversion table
is obtained from domain name and is used by temporarily holding at the

conversion table.



Wth reference to FIG 113, deseription—wit—be nade regarding the
procedures in which the conve r 19630-1 calls the domain
nane servers 19640-1, 19650-1 mﬂm%![l@ searches for the 1CS
networ k address and the 1CS u sponding with the domain
nane "c5.b2.al.". The conversion table server 19630-1 enters

170 the domain nanme "c5.b2.al." in the resolver 19635-1 in the conversion
tabl e. The resol ver 19635-1 sends 4Me ICS packet 19641-1 including "al" to
the 1 CS domai n nane server 19640-1, and an |ICS packet 19642-1 including an

| CS network address "9610" of the ICS domain name server for "al" is
returned. Next, The resolver 19635-1 sends an | CS packet 19651-1 i ncl uding

"b2" to t3ge | CAndimbegratede infomutitAcoOmimivations systemaadcdrdingotol
i ncluding an I CS network address "9720" of the ICS domain nanme server for

"b2" is CGlaime¥, whereinNaxdomaine nems osemver] $685cIosedrdena nintEa-packet
19661-1 including "c5" to the ICS domain nane server 19660-1, and an ICS

packet 1%ipotation commmication is provided in ICS network.

35. An integrated information commmications system according to
either Claim 28, wherein, a domain name server for closed-zone inter-
corporation commmication is provided in ICS network.

36. An integrated information conmmications system according to
either Claim 29, wherein, a domain name server for closed-zone virtual
dedicated line is provided in ICS network.

37. In an integrated information comumications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table provided within an
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said

* address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address system ADX
based on the administration of said conversion table, and another
external information commmications apparatus is reached,

characterized in that there is provided an identification

server to identify a roaming terminal to be connected with said plural



i ncluding an I CS network address "9820" for "c5" and an I CS user address
"4520" is returned. According to the above procedures, the conversion
tabl e server 19630-1 obtains an I CS network address "9820"—and an | CS user
address "4520" corresponding with the domain n

<<Re-writing of conversion table froman IP tH | w;mmgmpescrl ption
wll be made with reference to Fl G35hl4 and 171 v packet
i ncluding the domain nanme "c5.b2.al." is sent fromthe |IP termnal 19608-1
to the conversion table server 19731-1 (procedure P500). The conversion
tabl e Sera@éeé@&héomwi,rantﬂéﬁf‘@%%d" HARIE AR ocedur e
P510), the domain name server searches and obtalns the ngéﬁ%rk.address
9820 anddade1 #1G8tu5A" s@eftre36c1idE? O nBRihAR ReL-AG Wil BHA 1BA™®
e

"cb.b2.al."” (procedure P520), and returns this to the conversion

server 19pstaneted’ 96eludss L ndlhork NRicptA¥eEsi On table server wites this

to the conversion table 171

38. In an integrated information cammmications system; wherein an
ICS user packet having a unique ICS user address system ADX is
converted into an ICS network packet having an address system ADS,
based on the administration of a conversion table ptr:ov.idedwittﬁnan
access control apparatus; and wherein in the case that transmission is
made over at least one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus
is reached, conversion is made to said ICS user address syﬁtenlanx
based on the administration of said conversion table, and another
external information communications apparatus is reached,

characterized in that there is provided an identification
server to identify a roaming terminal to be comnected with said plural
access control apparatus, and the conversion table includes a network
identifier.



19301-1 (procedure P540), and reports to the IP term nal 19608-1

(procedure P550). In these procedures, the ICS network address "9820" S
witten into the conversion table as a receiving network address, and t he
| CS user address "4520" as a receiver |ICS user address, the re-witten
conversion table being showm in A% 103. Incidentally, FI G 103 omts the
itens listed in the conversion table correspondi ng with the request
identification included in FIG 102. Next, the IP term nal 19608-1
sends an | CS user packet to the conversion table server 19731-1, including
specification for changing STRACE 'SP Simepw t h regard to t he

regi stered contents of the conversion table 19301- 1X (procedure P600). The
conver si GINTEGRATEs INFORMRITON COMMUNICAZIONNBYSEEMStrati on contents of the
conversion table 19301-1X so that the speed class is "2", according to the
speci fication {prprevilde aififfeqratéd ehtbinationt SamuRicat b adystaf08- 1
(procedure P620). The conversion table re-witten by these procedures 1is

shown as w2ERduty UfinG @6djcatedVines P ther Tht@ndet eSmERItatal
appar at uses>> As can be seen fromthe enbodi ment of the |CS user

address speedppromuindeat bopiqhaldby e @GR datidie thbtble | dorRtetméddreisalphe
appropriates ICS nane "ddl.ccl.bbl.aa.1.jp" to the I CS user address

a unified manner, wherein security and reliability in commmication is

ensured. The system is comprised of an access control apparatus for
(" comecting a plurality of ccmputer'connunicétion.nétwnﬁks or
information commmication equipment to each, and a relay device for
networking the aforementioned access control apparatus, the system
having functions for performing routing by transferring information by
a unified address system, and is configured such that the
aforementioned plurality of computer cammmication networks or
information commmication equipment can perform commumications in an

interactive manner.

Figure 5



"4610", and holds the ICS user address and the I CS nane. For exanpl e, in
the event that a termnal 19608-1 (FI G 91) having an I CS user addr ess
"4610" is noved fromthe access control apparatus 19300-1 to t he access
control apparatus 19320-1 (FIG 92), and {n the event that this term nal
is appropriated a new I CS network address "7821" for

172 exanpl e, the conversion table, has registered therein a transmtting

| CS network address "7821" and a se%er Cuser address "4610" as a pair.
In this case, the ICS nane "ddl.ccl 0" is paired with the ICS
user address "4610" as stipul ated by; ser address appropriation
record table 19623-1, and the ICS nye is hanged. The resource record

n
conprised of the ICS nane "ddl.ccl. »,;A galé "1 within the donmai n nane

server, .the I CS networ k address "77", | CS user address "4610",
1. bbl. aal. ﬁ the I CS

i's changed to that having the ICS e
net wor k address "7821" and the |ICS user s "4610". at is, the ICS
net wor k addr ess ";]00" is re-witten
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to anot her address "7821", but the ICS nane "ddl.ccl. bbl.aal.jp" and the

| CS user address "4610" are not re-witten. Summarizing this, the resource
record of the domain nanme server and |ICS user address appropriation record
table of the ICS authority server hold4he ICS user address and the ICS
name, and there is no case in which only one is changed. Adingly, in the
event that a termnal is noved between access control apparatuses, there
is no need to change the/IN\CS user address and | C@¥ yane of the term nal.

(G her enbodi nent : detewrﬁ i omof | CS user addr g by the user

This is an arrangenent \WHe e above enbedi mefi® has been ¢
that the user determ nes

(usage applicant A9 gs|to the 0Q0glf an 1CS addr ess
i s added. The | (Y R PA DN P40-1 | g $ t | CS user rless in
the applicationfr so, thegl au | tyservep g29711-1
stores the ICS he ygler
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applied for in the ICS user address appropriation record table 19623-1.
According to the above nethod, the user can determ ne his/her own ICS user
address, thus increasing freedom of usage. Enbodi nent-17 (calling other
party of communi cation by tel ephone The present enbodi nent shows an
exanpl e wherein using the telephone nd%ber as the I CS domain nanme all ows
sending and receiving of |ICS user |IP packet wwth the other party of
comuni cation, in which digitized voice is stored within the user IP
packet, thereby facilitating public comunication using a telephone. In
the present enbodinent, description will be made with reference to the

exanpl e wher efn thgj E_%%q?g‘bgg - N ; i b
viewed as bei [@p LD ﬁa@] Af‘ é%(@ %&%@ﬁe@ﬁ%@ ’P&Xfél_.exﬁ zﬂi}ok o,
and "81" i ndi catp;adJ pan. 1deSEiRE4 R wll be madg th rFedghédcejto
FI G 116. An ICE 20000-1 includes acgggs @gntrol apparit %%s 203 set
20020-1 and 20030-1 relay devices 80-1 and 20090-1 Zﬂge
servers 20110-{ 1, 2p120-1__20130-1_ 20140-1 and 201504 a ccesk
control appar ftus 201 Gie MalwiaTT) igle piFrhiced BIA1Y: Heaaexmmnmm)
device 20012-1, a c - and a'convérsion tahle serubr
Sender Address (32)
Receiver Address (32)
Option Padding
¢' (variable) (variable)
®Data
L
Field tlf: N
v |
FI1G.3
Control Version (4) |Priority Order{4) Flow Label (24)
Field Payload Length (16) Next Header (8) | Hop Limit (8)
Sender Address (128)
Receiver Address (128)
¥
Data
N
Field‘i/f': N
v

Fi1G.4



A e

~—20040- 1. The conversion table server 20040-1 is within the access control

appar atus 20010-1, and an |ICS network address of "7800" and port nunber of
"600" are appropriated. The conversion table server 20040-1 is provided
with an I CS user address "4600" from outside of

174 the ICS 20000-1, and appears to4be an 1CS server having the functions
of converting an entered domain nane into an I CS user address and
returning, and also registering theATS network address in tl"@ conver si on
tabl e 20013-1 within the access conirol \app&eatus 20010- 1. A bl ock
are both IP terginals having

Ser frames, eachghaving I1CS
user addresses "4520" ﬁd "1200", nnected to

e | §S 20000-1 via
the 1 CS user Joghc cofruni cation|life. EI P tsrm nal 20800- 1\¢cBn be used as
a tel ephone and thus s referred{to@agan "’-'ﬁP t el ephy

20300-1 incfudes a\t el@phone nunber®i t 2031-1E;IP agldr ess

accunul at i
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data sending/receiving unit 20330-1, input buttons 20340-1, and voice

| nput/output unit 20350-1. <<Qobtaining |ICS user address by tel ephone
nunber >> The tel ephone nunber "1234-5678" is entered into the

t el ephone nunber input unit 20310-1 by_the input buttons 20340-1. The

t el ephone nunber input unit 20310-1 géﬁerates the I CS user packet P1201,
and delivers this to the access control apparatus 20010-1 via the I CS user

| ogi ¢ comuni cation | e n user—packetr—s—t+he; sender 1 CS user
address "1200" and™Th 1 CS use® dddress "Z600", apd the tel ephone

nunber "1234-5678"

data. The processin at the donversipn table 20013-1,

~bdttons 20340-1 is| included in the
s

and sends the ICS us t convergifon fabl e server 20040-1
i ndicated by the ICS "46P0" . Al sp;—1in lthel present enbodi nent,
t he conversion table ad 175
20040-1 is within the a pargzus 20 éo-l, sojthere is no
need to user |ICS net ' i on furggions. bdsed} on| t he

«

8

£

o

QO

/’ICS

—1-2
Corporation X

VAN-1
10-5
)
AC
pd

10-1
\10-2
\
-4
-
36-2———~,
| I
FIG.6

4 2T IS N
~ N a
g g m\
- e Ve e .
& S g%aﬂ
\ 4 =1 AN
o s—lar
3 214 )l
& [
0 ol Iy O
o
) K
> o3 B
F S
)7 3 panl
O cﬁ « g
1< [ S - (IR g
loolU/g
L// = (< 2
- g—-t-
o




t el ephone nunber "1234-5678" included in the data field of the ICS use
packet, the conversion table server 20040-1 sequentially contacts domain
name servers 20130-1, 20140-1 and 20150-1, and obtains the ICS network
address "7920" and the I CS user address "4520" of the termnal 20211-1 of
the other party of comunication in th® event that the t el epone nunber
"1234-5678" is viewed as a donmai n nane. Next, the conversion table
server 20040-1 creates a conversion table new item 20030-1 using the two
addresses "7920" and "4520" obtained here, generates an |CS user packet
P1202 for the I CS user address "4520" Ri
"4520" therein and sends it to the |IP tlel eplhone {20300-1. The | P tel ephone
20300-1 conbines the I CS user address inged in the received ICS

user packet P1202 with the telephone nunjper '1ZBA regardi ng which
inquiry has already been nade, ap g R-—addr ess storage
unit 20320-1, and uses it at a | i t hat{ the |1 CS user
address "4520" corresponding wt "1234-5678" becones

030-1 correl ates
820" and the ICS
specified by the

necessary. The aforenentioned co
the I P tel ephone 20300-1 having {
user address "1200" with the de
t el ephone nunber "1234-

12

FIG.7
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5678". The conversion table newitem 20030-1 is used as a new conponent of
the conversion table 20013-1. Communi cation using |ICS user address>>

176 Voice is inputted fromthe voice input/output unit 20350-1, the
voice is converted into digital data at the voice data sending/receiving
unit 20330-1, stored in the |ICS user padket P1210, and sent to the
destination specifed by the tel ephone nunber "1234- 5678", i.e., to the
term nal 20211-1 determined by the ICS user address "4520". After this,

t el ephone communi cation is performed by sending and receiving |ICS user
packet between the two term nals 20211- 1 and 20211-1. <<Detailed
description of domain nane server>> Regar di ng the above description
the net hod of the conversion table servey presenting the tel ephone nunber
"1234-5678" to the domain name server ad@ obtai ning the I CS network
address "17920" and the ICS

//,—-22

//,;»—-21

Processing Device
Relay Table
FIG.8
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user address "4520" will be described in detail. FI G 116 is diagram
illustrating an enbodi nent of a 6-layer hierarchy "domain nanme tree",
with root domain nanme "root-tel"” being provided on Level 1 of the tree,
domai n nanes "1"..."44" .. ."81" ... "%P"... existing on Level 2 which is
| ower on the tree, and domain nanes "3" ... "6" ... for exanple

exi sting on Level 3 beneath domain nane "81", and domain nanmes "11",

"12", "13", ... for exanple existing on Level 4 beneath domain name "3",
and further domain nanes ".. "33", "34", "35", ... for exanple existing on
Level 5 beneath domain nanme "12", and domain names ... "5677", "5678",
"5679" ...existing on Level 6 beneath domain nanme "34". FIG 119

illustrates the internal table 20131-1 of the domain name server 20130-1
handl i ng the domain name "3", and indicafes that,

177 e.g., under domain nane "3" the doﬂain server 20140-1 which handl es
domai n name "12" has an | CS network addrpss of "8720" and a port
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nunber of "440". FIG 120 illustrates the internal table 20141-1 of the
domai n nane server 20140-1 handling the domain nane "12", and i ndicates
that, e.g., under domain nanme "12" the donmain server 20150-1 which handl es
dormai n name "34" has an |ICS network address of "8820" and a port nunber of
"440". Also, FIG 121 illustrates the infernal table 20151-1 of the domain
name server 20150-1 handling the domain nanme "12", and indicates that the
endpoint for the domain nanme "5678" in the internal table 20151-1 is YES,
meani ng that there are no nore domain nanmes below, and in this exanple,
the ICS network address corresponding to the domain nane
"5678.34.12.3.18." is "8920", and the |CS user address thereof is "4520".
<<Cal | i ng domai n nanme server>> Wth reference to FIG 122, description
will be nmade of the procedures for the %bnversion tabl e server 20040-1
calling the domain nane servers 20130-1,] 20140-1 and 20150-1, and
searching for the ICS netwrk address and the | CS user address
corresponding with the domain nanme "567§.34.12.3.81.". Now, the resol ver
20041-1 has therein the ICS network addrless of a donmai n nane server
handling the Level 1 domain "root-tel" ghown in FIG 119. Also, in the
event that there is a great deal| of comjunicatton W T tfiejdomai n namne
server which handl e

42
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the Level 2 and Level 3 domains, the ICS network addresses of the upper
domai n nanme servers thereof are stored in the resol ver 20041-1. The
conversion table server 20040-1 inputs domai n nane

178 "5678.34.12." into the internal rqaolver 20041-1. The resolver 20041-
1 has the I CS network address "8610" of*"the server handling the domain
nane "3.81." which indicates "81" for Japan and "3" for Tokyo, and sends
an | CS packet 20135-1 including the donain nane "12" which is under the
domain name "3" to the I CS domain nane server 20130-1 using the ICS

net wor kK conmuni cati on function, |grespense to which an ICS frane 20136-1
including the | CS network address |"§720" off the I CS domain name server
20140-1 whi ch handl es the donai n nare '12"Jis returned. Next, the resolver
20041-1 sends an | CS packet 2014541 | ipgluding the domain nane "34" to the
| CS domai n name server 20140-1, in resﬁo@@e to which an I CS packet 20146-1
i ncluding the I CS network addresg "|88#9" ~¢f the | CS domain nanme server
20146-1 whi ch handl es the donain{ngdnme| 34 is returned.
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Next, the resolver 20041-1 sends an | CS packet 20155-1 including the
domai n nane "5678" to the ICS domain nane server 20150-1, in response to
whi ch an | CS packet 20156-1 including the ICS network address "7920" and
"I CS user address 4520" of the ICS domaiin name server 20156-1
corresponding with the domai n nane "56781 is returned. Accordi ng to the
above procedures, the conversion table 20040-1 obtains the I CS network
address "7920" and the ICS user address "4520" corresponding to the donain
nane "5678.34.12.3.81.". <g TETE€pNOnsg | i ne connecttomr—=> There is a
t el ephone |ine conversion it] 20510-1 within tHe | | jdpe |[porg§j on 200011- 1,
and the tel ephone 20520-1 it con%ct €q to the t_epﬁ)ne | i%%e conversion
unit 20510-1 via the tel ephQnef | #ne20530- 1. <# _/
179 The tel ephone |ine converlsion wniit 20510-1 jhas_t hefsane function as
those described in the other enbodi ments, and ggnerates an J,CS user packet
sorted in the data field, & WIl ab gonverting [vgrTe sent J4rom
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the tel ephone Iine 20530-1 into digitized voice. Al so, |ICS user packet

which is sent in reverse, i.e., fromthe ICS network to pass through the
access control line portion, have the digitized voice stored therein
converted into analog voice in the tele hone line conversion unit 20510-1,
or in the event of an ISDN line, convedge into digitized voice. According

to such an arangenent, the IP term nal 20300-1 provided with an I CS domai n
nane and the tele m conmuni cation by tel ephone

voi ce. (Connecting t lic tel net wor k) Furt her, the
t el ephone line convergion ynit 20510-1 and the private exchange 20600-1
are connected by a tef ephorje |ine 20530-2, Tel ephones 20520-2 and 20520- 3
are connected with a privatje telep1one l§ ne 20540-1 exte@nding fromthe
private exchange 20600-1, gnd a te¢l eghon connunlcatlonpcan be carried out
bet ween the tel ephonel 20520-2 andjt t e] ephone 20300- 3+ Al so, connection
can be nmade via the privatle exchang 206 0-1to publicjgelephone net wor ks/
i nternational tel ephone netjwork 2068 1. [Such an arrangewent enables the
t el ephone conmuni catijpn betjween th¢ | ephones 20520- 4 emd 20300- 1.
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control apparatuses): The present enbodi nent does not fix the IP
term nal having the 180 functions for
sending and receiving I CS user |IP packets to a specific access control
apparatus; rather, it realizes an IP term nal which can be noved and

connected to other access control appar‘ét uses and used, i.e., capable of
roam ng. Roaming is realized based on the I CS donainqgq nane provided to the
IP terminal. <<Password tgarsm-ssi-enR—t-echni que usi-hRg—e-pher=> The
present enbodi nent includes procequres for cipherihg a sepret password PW
and sending it fromthg sender (enjdodnyy [(ci pheripg) side)|tatihel receiver
(decoding side). Firstg a ci phering Rupction Ei_apd a decpdigh [function Di
wi Il be described. The& cifphering|fluftfonm Ei isirepresentpll 8y |y E Ei (ki,
x), and the decoding fluncpe D li's rearesente,_'b/p,‘) = KZ,y)l Here,
"y" denotes the cipheryext "g" idenot es pl ai n-textql” E,l and " k2"| are
keys, gl S o K.S S [
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and "i" represents cipher nunbers (i =1, 2, ) determning the secret key
code and the public key code, including howthe value of the cipher key is
to be used. In the above, an arrangenent nay be used wherein plain-text x'
is ciphered instead of plain-text x with x* - x[err]r (wherein "r" is a
random nunber), and di scardi ng the randdh nunber fromthe plain-text x'
upon decodi ng, thus obtaining the plain-text x. Such an arrangenent
generates a different ciphertext each time the sanme plain-text is

ci phered, owing to the random nunber, and it is said that such is |ess

susceptible to code cracking. (Exanple of cipher nurber i = 1)
<<Preparati on>> The sender m di scl oses the donai n nane thereof (DNm
to the 181 public including the

receiver. The receiver calculates Km= Hash-1 (DNm using the secret data
conpressi on function Hash-1, and hands over only the cipher key Kmusing a
safe nethod so as to be unnoticed by a third party. This exanple is an
exanpl e of using DES ciphering,
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and the sender holds an "ciphering nodule DES-e" for realizing the

ci pherng function Ei, and a ci pher key Km The cipher key Kmis a secret
val ue which the sender and receiver share. The receiver has the "decoding
nodul e DES-d" for realizing the decoding function Di, and the data
conpressi on function Hash-1. Wat is u%gd for the data conpression
function Hash-1 is determ ned separately for each cipher nunber. A data

conpression function is also referred to as a "hash function". <C phering
by sender>> The sender sets the secret password PWas x = PW and
ci phers as y = DES-e(Km x) th the cippering nodule DES e and tlhe ci pher
key Km being held, thereby sending|the c|phertlext yland doiain ndne DNm
<<Decodi ng by receiverp> The—Tecerver—recetrvesTthe—crphertext y and
t he domai n nane DNm he secret cipher key Kmjas Km =
Hash- 1(DNm) using the 'S4 secret data conpregsion function Hash-1
and the obtains the p s x = DES-d(Km vy) |usingl the dedodi ng
nodul e. The plain-tex| is pasSword PW and the reg¢ei ver| can obtlain the
secret password PW AR y—does—hapt—khrgw-theldat-a—jconrpressi on
function Hash-1 and th cal qul atef t he di pher {key Km and
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accordingly, cannot cal culate the secret password PW In the above

182 enbodi nent, as stipulation of the cipher nunber i =3, the ciphering
functions and the decoding functions can be replaced with ciphering
functions and decodi ng functions other than DES code. (Exanple of cipher
nunber i = 2) <<Preparation>> Thée present exanple is an exanple of
enpl oyi ng RSA encodi ng, wherei n the sender generates ciphering function vy
= x[err] nod n and decoding function y = x[err] nod n. Here, e [err] d
hol ds, the key d being a secret value. The sender hands to the receiver

t he di scl osabl e ci phering keys e and n, and ci phering nodul e RSA-e for

realizing y = x[err] nmod n. The sender holds the ciphering keys and the
ci phering nodul e RSAre—Fhe—sender—dops—hel-ds—peit-her—the—secret

ci phering nodul e nor secret gata. On the other{ hand, the regeiver holds n
and the secret key df and the ciphering nodulef RSA-e for realizing y =
x[err] nod n.
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<<Ci phering by sender>> The sender encodes the secret password PW
own domai n nane DNm and tine of sending

(year/ nont h/ day/ hour/ m nut e/ second) as x = PW[err] xL1. [err] X2 (wherein
x1: domai n name DNm and x2: year/nonth/day/ hour/ mnute/second) and
ciphers as y = x[err] nod n using the cldhering nodul e PSA-e, thus

sendi ng the ciphertext vy. <<Decodi ng by receiver>> The receiver
receives the ciphertext y and calculates x = y[err] nod n using the
decodi ng nodul e RSA-d hel d beforehand_and the _decodi ng key. The result is
X = PWJ[err] x1 [err] x2, so the dat§g ' ® certain position from
the head of x is used as the password above

183 ci phering, domain name x1 and year/ nont h/ day/ hour/ m nut e/ second x2
are used as random nunbers. A third party |does not know the secret key d
and thus cannot cal cul ate the secret passwoygd PW In the above

enbodi nent, as stipulatijons of the_cipher nunber i = 4, the val uefofsmﬂ he
ci pher keys e, d and n clan be chan&&ﬁem%ol &?a@kehtions of t he

ci pher nunmber i = 5, theg RSA ciphering techni que can be repl aced

!
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with a different public key ciphering techniqe. <<Term nal verification

t echni que using password and random nunber>> Description wll be
made regardi ng verification technique for determ ni ng whet her or not the
password PWused by a roam ng term nal agrees with the password

registered in the verifying server. As18 prerequisite conditions, the
verifying server of the verifying entity and the termnal of the user to
receive verification have a password PWthat is secret to a third party,
with a ciphering function E  (whereiny = E(k, X), y represents

ci phertext, k represents ciphering key, and x represents plain-text).
Speci fic procedures for term nal vel ati-on-—wi || now be described. The
term nal of the user to receive v des upon a random nunber
R using appropriate means, cal cul ate = R R) using the password PW
and functiony = F(PW R and sends both tHe randon number R and the
function Y1 to the wverifying entity. The vagrifying entity receives the
random nunber R and the function Y1, and cglculates Y2 = F(FW R) using
the received random nunber R, the passwordyPWheld within, and the
function F, and checks jwhether or not_Y1 = Y2 holds. In the evezrfl Wat10

there is a match, verifli cati ReceivebelC&ie Networle Raekebf the terni nal
whi ch

S111
Form ICS User Packet From ICS Network 4
Packet(ICS Reverse Encapsulation)

/ S112
(1) Decide ICS Logic Terminal to be sent.
(2) Set Receiving / Transmitting ICS Network
Address , Sender / Receiver ICS User Address ete. to
Temporary Conversion Table.

/ S113
Transfer ICS Packet From ICS to LAN

!
CEND )
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184 I's being verified is using the correct password PW i.e.,
verification of the termnal can be nmade. In the above technique, an
arrangenent in which the user to be verified cannot freely select the
random nunber R but rather the random nunber Ris restricted to dependi ng
on tine (called a tinme random nunber) 1®urther increases difficulty of a
third party cal culating the password. Instead of the ciphering function

used above, the secret data—eenpressign fupcti-on—H—mmy be used instead,
for Y1, Y2 = (PW R). <4Overal ITTconfijgurati on>> FI Gs. 123 and 124
il lustrate an overvi ew off the roarxg [t echhi que ageerdiing to the present
enbodi nent, wherein tée I|CS 2100Q41=ilncl ud¢s acceg$ comtrol apparatuses
21010-1, 21020-1, 21CR0-1, 21040- 1,8110@- 1 and 2106041, relay devices
21080-1, 21080-2 and 21098« 3 1i Tyl ng osé&v rs -1, 21101-1, 21102-1
and 21103-1, domai n n3jme |serivey 21130-, 131-f] 21132-1 and 21133-1, a
user service server 21 5qéﬁ gp an I&S uforityl pervenl 21260-1. The
access control apparatusyg | A *é
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21010-1 is provided with a conversion table 21013-1, a conversion table
server 21016-1, a registration server 21017-1 and a connection server
21018-1. The access control apparatus 21020-1 is provided with a
conversion table 21023-1, a conversion_table server 21026-1, a

regi stration server 21027-1 and a con tion server 21028-1. The
connection servers 21018-1 and 21028-1 are provided with an |ICS user
address "6310", and has the function to register access control
apparatuses determ ned as necessary to the IP termnal, or to connect

185 The conversion table server 21016-1 has a function for re-
witing the contents of the conversion table 21013-1, and the conversion
tabl e server 21026-1 has a function for re-witing the contents of the
conversion table 21023-1. Al so, the LAN 21150-1 has an IP term nal
21151-1, the LAN 21160t has—amrt+Pfermpat—3tt6tr+——=and a bl ock 21171-1
is an IP termnal. A bllock 21200-1 as a portgble |toamng termnal, and is
identified by |ICS donaijn nane "cl.bj.al.]
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provi ded uniquely within the ICS 21000-1. <Application for use of roam ng
term nal >> The owner of a roamng term nal 21200-1 indicates as an

| CS wusage applicant 21270-1 a paynment nethod for the roam ng term nal
21200-1, and applies to the ICS authority server 21260-1 via user service
server 21250-1 for an I CS domain name @4d an | CS user address. The paynent
nmet hod represented by billing class "MNY", e.g., in the event that MY =
1, the charges are billed to the hone IP (i.e., an IP termnal which is
connected to the access control apparatus in a fixed manner), in the event
that MNY = 2, the charges are paid according to the record of the
verifying server. The ICS authority serve 60-1 sets an | CS domai n nane

"“cl.bl.al." for using the roam ng tefnm STARTR00-Y, and an | CS user
address "1200". Further, in order toNae ognected to the access control
apparatus 21010-1 in a fixed manner and usd

it, the owner of the IP
termnal 21200-1 applies for an ICS net wor address to the I CS authority
server 21260-1 via the y

5200
server 21250-1, upon o;tal ni ngRbbgnlvé:S I@S\AoUs@ddr]_égékefrakes a }“;E]uest to
t he conversion

_ ~ 5201
Obtain ICS Network Address

‘ Ve '$5202

Is Request ID Virtual NO
<Dedicated Line? END

} YES
[ 5203
Read Receiving ICS Network Address

£ [ S204

Form ICS Network Packet by adding Network Control
Field set Transmitting ICS Network Address and
Receiving ICS Network Address to ICS User Packet(ICS

Encapsulation)

. / 5206
. Send ICS Network to Relay Apparatus
(. END )
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186 tabl e server 21016-1 to set the I CS network address "8115" and the

| CS wuser address "1200" in the conversion table 21013-1. The I CS
receptioni st 21271-1 enbeds inside the interior 21201-1 of the roam ng
term nal 21200-1 the followi ng: ICS domain name "cl.bl.al.", ICS user
address "1200", special |ICS address foﬂzroaning termnals (called "roam ng
speci al nunber”) "1000", I1CS user address "6300" for registration server,

and | CS user address "6310" for connecting server, and further enbeds
inside the interior 21202-1 of the roam ng term nal 21200-1 the ci phering
function Ei and decoding related data RP1. Now, RP1 = H (domain nane
[err] RPO [err] RPO (wherein RPO = NM[err]i[err]j) holds, and the domain
nane is "cl.bl.al.”". MNY is the above-described billing class, "i" is a

ci pher nunmber for typifying the cipher Ei, and "j" determ nes the type of
Hash function H. Data conpression function H is a secret dedicated
function used only by the verifying server and the user service server.
The user does not hold the data conpression function H, and does not even
know Hj, and thus is incapable of generating code rel ated data RPL.

=T [=T]
T@ of B 5 ¢
] E &8
“L—- }—" ] P ©
Mg -§s.—
o o B B -5-333
L - et d
s o B O EE2E
Sl S=FE
00 [0 25
- = -8-»4;..
TO O §8s43 5
- - o ErXr 52 $
| o] 2E=53 2
- gﬁ wx e ae wa wa
R %
x ﬁJ = [ CSe@H
- |
T B
s |O Q
;L::. FL e
x | | e -
o b3
iH H F
, sl oM
- L —
Q fal
a o B
g11= [81]=
L 4 ) 4
.—‘
At = ST oL T
o] T Y
0]
Q
o o P
~ &£ F
+ - 4
8 & -
o e ui



<<Regi stration procedure fromhone |IP term nal >> Description wll be
made with reference to FIG 127. The roam ng term nal user connects the
roaming termnal 21200-1 to the position of the home IP termnal 21151-1
Next, the roam ng term nal user decides on a password (PW and enters this
fromthe input unit 21204-1, and also2enerates an |CS user packet PKO1
using the ciphering function and the coding-related data stored within the
i nner portion 21202-1, and sends it to the access control apparatus
21010-1 via the I CS user 187 | ogi c
comuni cation |ine 21152-1 (procedures T10). The destination of the ICS
user packet PKO1l is "6300" which points to the roamng registration
server, and includes own ICS domain nane "cl.bl.al.", cipher paraneter
PR1, |ICS user address "1200", expiration data "98®2- 31", ciphertext
which is the password that has been ciphered, "#3* (whereintg =1 in
order to display registration procedures), a s" or— No" for roam ng
connection specification. The generation
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met hod enpl oyed for the ciphertext "y" is the coding technique described
earlier. For exanple, in the event that the cipher nunber = 2, ciphertext

"y" is generated with y = x[err] nod n (wherein x = PWJ[err] cl.bl. al.
appar at us

[err] year/nonth/day/hour/m nute/second). The access control

21010-1 | ooks at the conversion table 22813-1 and transfers the |CS user
packet PKOl to the registration server 21017-1 with the destination "6300"
(procedure T15). The registration server 21017-1 wuses the domai n nane
"cl.bl.al.” to call the verifying server 21100-1 (procedure T20). Al so,

t he met hod by which the registration server 21017-1 calls the verifying
server 21100-1 using the domain nane is the sane as the nethod by which

t he connection server 21028-1 calls the verifying server 21100-1 using the
dormai n name, the details thereof being described in detail later. The
verifying server 21100-1 checks the contents of the received |ICS user
packet PKO1l, and decodes the ciphertext "y" using the earlier-described
techni que, thereby calculating the password PW For exanple, in the event
that the cipher nunber = 2, tle ciphertext "y" is decoded with x = y[err]

mod n. This yields x = PWJ[erf] cl.bl.al. [err]

year/ nont h/ day/ hour/m nut e/ secgnd, so f
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[+ 4 “
<4— 4‘_2_
[ c
o -]
' -
| 9 o
L) T
> o
c 1
4 o
° 3
—> »
3 8
T T — &)
o 2 o §§f =
Y= o -— -—
= £ ‘QQLI-
© ° /-1
- by /
5 |E o 5 g/
Og a o H gT
» n S—i// 2]
2 18 o . ¥ 3%1 :
. ) - a. b o
- o. L o Y- Q
S < = ! T
2 =
» | 9 [ =
o 8 . 'ggf <
> -t T8z
Fe
// Y ' o @I/

Protocol
Header



188 the password PWcan be obtai ned. Next, the contents of the

ci pher paraneter PPl is RP1L = H (domain nane[err] RPO) [err] RPO (wherein
RPO = MNY[err]i[err]j), so the verifying server 21100-1 uses the secret
Hash function H held within the veri f¥| ng server 21100-1 and the obtai ned
domain name "cl.bl.al.” to calculate H (domain nane [err] RPO [err]
RPO), and checks whether or not t = RPl holds for the received RPL1. If it
hol ds, judgnent is passed that thg)< do in name "cl.blgal. e ! the billing
class MNT, and the cipher nunbers " nd "]" have notc be tanpered wth.
The verifying server 21100-1 chec}é fﬁ excessi ve or Lﬁsugi ci ent
registration contents, and in theﬁevem that the cont&htsfare normal, the

registration results are regiszere [ he verificatio ta%e 21100- 2;
registration is not made in th® ev ere are insuffi registration
contents. This is |Ilust3ate8|n&he verifying tebl e@1100-2 in the

(T8 1]

line with the admnlstratlonlnber 1, wwth the domai n] na as

"cl.bl. al. ", Cl pher et HH 18] e aS‘r‘( I'\V'N\II‘\[ .
cal cul ated password "2@2[691", ekpirfatton date 98- 12-31", roam ng
connecti on & &
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of "Yes", i.e., acceptance of a roam ng connection. At the tinme of
generating the PKO1l in procedure T10, the aforenentioned value of tg may
be set to tg = 2 and roam ng connection set to "No". The password w |l not
leak to a third party, due to application of the above- described

ci phering nethod. Roaming registration26s reported by passing through the
regi stration server 21017-1 (procedure T30), then the access control
apparatus 21010-1 (procedure T35), and reported to

189 the roaming IP term nal (procedur® T40). Further Nan9 CS user packet
for changing the value of the passgordPWwith tg = 3%r &anging the date
of expiration with tg = 4 can be sgnt &Eromthe term ngf 2R200-1. via the

| CS user |ogic conmuni cgion line 81152-1, after the dov& procedure T40
has been conpleted. Inci}lentally, § hod whi ch can t% @pl oyed for
changi ng the password irvol ves spegify@ng the prior pass@rd. <<Sending
and receiving user IP pa'iket whi | ejtrayel i ng>>
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An exanple will be described regarding connecting a roam ng term nal
21200-1 to the access control apparatus 21020-1 and sending and receiving
of user |P packet between domain nane "dl.bl.al."” of the roamng term na
21200-1 and the other party of communication with a domain nane
"c2.b2.a2.". The user inputs the follo#ng fromthe input wunit 21204-1:
the domain nanme "c2.b2.a2." of other party of comunication "tg" which has
been set to tg = 5 for specifying sending and receiving of user |P packet,
own password PW and "5" which specifies the roam ng connection period in
days (represented by TL). The inside 21201-1 and 21202-1 of the roam ng
termnal 21200-1 is psedto this-end Also,the P frame field 21203-11is

used for generating,{ and sending and riecei Vi ng | CS user |P packets PKO1,
PKO2, PKOS3, PK04 qyﬁ sofforth. Next , |t he roanlng riernj nall Z12p0- 1
generates a user packet PKO2, and 3enH@ it to t acdess| contral
appar atus 21020-1 VJ thej?CS user | odic cnnungi ation lii ne 21210-11
'('procedure"TSO) Tf@user:iP packgt PI«\OZd)rcIu -ta,hmeli»d.emfl(mln nane
cl.bl.al.", recew&i ol
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190 domai n nanme "c2.b2.a2.", cipher paraneter RP2 and connection period
(represented by TTL). The cipher paraneter RP2 is data calculated wth

t he password PWand the inside 21202-2. That is, year/nonth/day/ second
"yy-mm dd- sssss” is generated and used,gs a tinme random nunber TR (TR =
yy- mm dd- sssss), and the clock of insi 21202-2 and the cipher function
Ei is used to calculate RP2 = E (PW, TR) [err] TR The access control
apparatus 21020-1 receives the user |IP packet PKO02, obtains the ICS
networ k address 7800" provided to the ICSlogic termnal, and since the
request identification fromthe conversion table 21023-1 is "4" and

further the sender | -HSef—address—wht t en -—t-e—t—he—u-s-eL-L-lea,ekex—-PgOZ S
"1000" (i.e., roam ngl special nunber), | the{above I CS network addres
"7800" is held, an@Qis delivered wth th?ql CS userd)acket 02[to jthe
connection server 23(}28- 1 pointled to |Hy ™Hd refei vas |I C3 uspr addrless
"6310" (procedure TA0). TYE ICY networlk aPdresseqy 7800" dbtaj ned in this
procedure will be Uddd afié-er the |at er-dmcri be® pigy¢sFS 001D (B <Functi on
of connection servqﬁ> = Neit, %« confgct i pi sn\%1 %0?@:_‘?& s the
verifying server 2 Oo-jrgsinggu <Fﬁ'ai mrarre-!'-cl%l. 177 jand trlansfers
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nane "cl.bl.al." and the cipher paranmeter RP2 to the verifying server
(procedure T70). The verifying server 21100-1 reads the values of the
password PWand ci pher nunber witten to the verifying table 21100-2, and
sel ects cipher function Ei. and reads t password PW Next, the cipher
paranmeter RP is RP2 = Ei (P, TR) [err] , So the tinme randon nunber which
iIs to the latter half of the RP2 is used to calculate t = E (PW

191 TR). In the event that the value of this tenporary variable t

cal cul ated here matches the first half E (PW T) of the received RP2,
confirmati on can be nmade that the password PWentered into the term nal
21200-1 is correct. The tinme function TR includes the year/nonth/day
(i.e., TR = yy-mm dd-sssss), so unaut horj S can be discovered in
the case that the received year/ nont h/ ¢gay ds&; not Ymatch that tine of

pr ocessi ng. Next, the verifying ferve ?LlOO- reports the follow ng
I tens witten in the verifying ta to the connection server
21028- ‘} /" S1601

Receive 1CS N.W, Packet

Y _— Sle2
Search Registration in VC Address Conversion Table

(1) Registration
(2) No Registration

3] Yy o
A fSlSOB
Obtain Virtual Refer ATM Address Converslon Table and
Channel 1D Obtain ATM Address and Channel Quality
. S1608 1 ~— S1608

Request Call Setting of Virtual Channel
and Obtain Virtual Channel ID

l f- S1607

Register Transmitting ICS N.W, Address
and Receiving ICS N.W, Address
in VG Address Conversion Unit

’ /‘ S1604

. Divide ICS N.W. Packet into ATM Cells
. and Transfer ATM Cell Series

()

FIG.31




1 (procedure T80): conpletion of roamng registration, billing class, and
verifying server calling information (procedure T80). In the present
enbodi ment, the billing class is MY = 1, and the verifying serve calling
information is the I CS network address_)7981" of the wverifying server
21100-1, port nunber "710" and admi ni s?®ati on number "1" of the verifying
adm ni stration table. The connection server 21028-1 presents the donmain
nane "cl.bl.al."” to the donmain nane server, requests the |ICS user address
and the I CS network address associated wth the donmain nane (procedure
T90), and obtains the ICS user address "1200" and the |ICS network address
"8115" (procedure T100). In the sane way, the connection server presents
the domain nanme "c2.b2.a2." to the donain _nane server, requests the ICS
user address and the ICS network addrgss %ﬁg ciat®d with the domain nane
(procedure T110), and obtains the | user resg "2500" and the ICS

net wor k address "8200" (procedure T12 Xt, the connection server

1 i ' 161
21028-1 informs the conversion table I J/"SGO 192

Receive ATM Cell Series

/‘ S1611

Assemble Cell Series and Restore ICS N.W, Packet

! / S1612

Search VC Address Conversion Table
(1) Registration (SVC,PVC)
(2) No Registration (SVC only)

@ y @

! f S1614

Register Channel Type and Virtual Channel ID

/' S1613 b
) A
Transfer Restored 1CS N.W. Packet to Access Contro! Apparatus

Cw )

F1G.32




server 21026-1 of the follow ng (procedure T130): the ICS network address
"7800" of the ICS logic term nal which has input the ICS user packet (held
in procedure T60); the ICS user address "1200", |ICS user address "2500",
and | CS network address "8200", just obtained fran the domain nane server;

and al so the conpletion of roam ng remihreuion, billing class, and
verifying server calling information received from the verifying server
21100- 1. The conversion table server 21026-1 wites the four address

to the conversion table 21023-1 as received. The value of the request
identification is "10", meaning inter-corporation comunication by

roaming. In the event that the billing classsis =1, the ICS network
address "8115" and the¢ I CS user address "12qp”§j st obtained fromthe
donmai n nane server @ar¢ forwarded to the billk¥rg hotification destination
of the conversion tgblle 21023-1. Also, in t@2vent that the billing class
is MY = 2, verifyimg]|server calling inform&tion|is forwarded to thg
billing notificati em gesti ngttomrof—the—conversronr—tabte—2%643=4; Fyrt her
"5" which specifie$the roafing cannection period in days is alsp witten
to the conversion tablle 21013-1. [Wen thewiting-to the conyersion|table
21023-1 is conpleted, |the ¢onvelsion dablle seryer|2l0R6t1L regorts the
results to the connk&fion - =
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server 21028-1 (procedure T140). This conpletion report is sent via the
access control apparatus 21020-1 (procedure T150) to the roam ng term nal
21200-1 with the I CS user packet PKO3 (procedure T160). Now, the ICS
user packet PKO3 includes the ICS user %ddr ess "1200" associated with the
domain name "cl.bl.al." of the roamn

193 term nal 21200-1, and the CS user address "2500" associated with the
dormain name "c2. b2. a2." of the other party of comrunication. The
corporation operating the access cogtrol, apparatus can chgyge the owner of
the roamng term nal 21200-1 for thg ab@ve usage of the Gonneetion server
21028-1, i.e., the procedures for r&ceiBng the ICS user -§oack8t PKO2 up to
returning the I CS user packet PKOS,EandE‘S" whi ch speci figs tEe roam ng
connection period in days. <<Using8thegoam ng term nal >§ 8 The

roam ng terminal 21200-1 can use thg cowyersion table 210%3- gl created

fol | ow ng the above-described proceQure§ to performint err
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corporation conmuni cati on (procedures T170 through T220). In the event
that "5" which specifies the roam ng connection period in days el apses,

t he conversion table server 21026-1 can del ete the above roam ng
connection witten in the inside of conversion table 21023-1.
<<Notification of billing>> The atcess control apparatus 21020-1
notifies the billing notification destination registered in the conversion
tabl e 21023-1 of the comruni cation charges (procedure T300 or T310).

<<Met hod for accessing the verifying server>> On the above
description, detailed description will be made regardi ng the nethod for

j udgi ng whether or not the verification reguesti contaied in the ICS

net wor k packet PK02 geherated by the roam éygerninal 21200-1 due tjo the
connection server 2#02B-1 presenting the d&mg@ ] name "cl.bl.al." tqg a
plurality of verifyeng servers including v & ying server 21100-1 ifs
correct, i.e., whet®er = 194 or not{ t he

21200 1 1 ¢
reavav - un o

P |
1

domai n nane "cl.bl.gp.' of tfeToamMg—termi-Aa

\d

Virtual
Channel ID
33
33
33
33

/4433-11
Channel
Type
22
2
22
22

/ﬂ10133—11

9922
9944
9922
9944
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registered with the verifying server. An exanpl e of 4-1ayer hierarchy
will be described with reference to FIG 128. A domain nane "root" is

provi ded on Level 1 of the tree, and donain nanes "al", "a2, "a3" ... and
so forth exist on Level 2 below, domain nanes "bl", "b2", "b3", and so
forth exist on Level 3 below "al" for3éxanple, and domai n nanes "cl1",

"c2", "c3" ... and so forth exist on Level 4 below "bl" for exanple.

FIG 129 illustrates the internal table 21102-2 of the verifying server
21102-1 handling the donmain "root", indicating, e.g., that the |CS network
address of the domain nane server 24101-1 which handl es the domai n nane
"al" bel ow the domain nane "root" i "7971", and the porﬁ nunber is "710".
Al so, FIG 130 illustrates the intef@al table 21101-2 of whe verifying
server 21101-1 handling the domain gal", indicating, e.g& that the ICS
net wor k address of the domain nane gserver 21100-1 which jgandl es the donmin
nanme "bl" bel ow the domain " 1s "7981", and the port nunber is
"710". FI G 131 4 pternal—table-21100+42 of the

verifying server 2] i ai N b—rndrcat+rog—e. 4., that
the domain name "cl"l d&el the d in namg "B®1" | shows "iFS" in tlhe
endpoint in the interjnal tapble 211@-2, neahing that ther® are no |ngre
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domai n names below, and that in this exanple, the domain nane "cl.bl.al"
has been registered wwth the verifying server, and facts such that the
password PWis "224691", that the date of expiration is 198-12-31", etc.,

are recorded therein. 195 <<Cal I'i ng
verifying server>> Wth referencséto FIG 132, description will be
made regarding the procedures in which the connection server 21028-1 calls
the verifying server 21100-1 using the domain nanme "cl.bl.al.", and checks

whet her or not the domain nanme "cl.bl.al." has been registered in the
verifying server. Now, the connection server 21028-1 has therein the ICS
networ k address of the verifying server handling the domain "root" on

Level 1 shown in FIG 128. Also, in the event that tf@ere is a gfeat deal
of comrunication with the verifyingsséﬁvers whi ch H8ndl e t he vel 2 and
Level 3 donmins, the IS netwyrk add%?@tes of the ve&€rifying segvers
thereof are held thereijm | s &
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The connection server 21028-1 enters the domain nane "cl.bl.al." in the
I nternal resolver 21029-1. The resolver 21029-1 sends the ICS frane
21335-1 including "al" under the domain nane "root" and the ci pher
paranmeter RP2 to the verifying server 3&102-1, and an ICS packet 21336-1
i ncluding an I CS network address "7971%"of the ICS domain nane server for
"al" is returned. Next, the resolver 21029-1 sends an |ICS packet 21345-1
including "bl" to the verifying seXvere 21101-1, and a® | @S packet 21346-1
i ncluding an I CS network address £798¢" of the verifygng gerver for "bl"
S returned. Next, the resolver 202951 sends an ICS‘§ac@§t 21355-1

I ncluding "cl" to the verifyigg sgrvef 21100-1, and r@gar®ing the domain
nane "cl", the space for the°€ndp§,nt3pf 21100-1 is "es"Qthis tinme, so it
can be Judged that verificatigon i §f orgation has been Begi§tered. In this

way, "root", "al" and "bl" h&e b¥enPollowed in ordéy, & it can be
196 under st ood that the veri¥icafion|information for|the|reversed domain
nane "cl.bl.al." is{registered in e ternal fable 211002
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The verifying server 21100-1 checks the received ci pher paraneter RP, and
checks that the expiration date "98-12-31" has not expired. Next, the
verifying server 21100-1 reads the password PWand the value of the cipher
nunber witten in the verifying table,,and selects cipher function E . The
ci pher paraneter RP is RR2 = E (PW [err] TR, so the time random
nunber TR to the latter half of RP2 is used to calculate t = EE(PW TR). In
the event that the value of this Xenparary variable tuagcalgul ated here

mat ches the first half E (PW TR :of =he recei ved RP2g cogfirmation can be
made that the password PW entered-—l nt8 the term nal 23200-1 I's correct.

The above results are neported tomt hedconnectlon servgr 2§028 1.
Consequently, the connegtion serv 23028 1 can know ghe gerification
results (authorized or w@enied) an% thg billing class gNY 5 <<Q her

enbodi ment of roam ng wi¥hout a h I? term nal >> I? t he above
enbodi ment, in the event\that the I|[CS feceptionist dogs ndt set a home IP
term nal, the ear | Ter—descrihed "RegrSITarion proceduies jrom nhone T1|P
terminal" are perforfed vi% the usqr sérvice %erver 21250{1. In thilg case,
the billing record "120" wt |ntn§ grlfylng:tablezmo wi t hi n |tihe
verifying server 21100-1, @nd the & nf@rmati o "|7981- 780- 18 [of the
verifying server presented-tp the «'; - olo
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billing notification destination within the conversion table 21023-1, are
used. <<Anot her enbodi nent of roam ng wherein the verifying server is

197 included in the domain nanme server>> The structure of the domain
name tree showmn in FIG 128 that is tgﬁ obj ect of verifying server 21110-1
Is the sane as the domain nanme trees at are the object of domain nane
servers in other enbodi nents. Accordingly, each domain server is capable
of storing the data of the verifying server described in the present

enbodi nent, and include the function of a verifying server. That is, this
ot her nethod of <carrying out roamng is realized by integrating the

verifying server degertbetd—tra—the—prepent eprbod-rert—w-th—the—dorahn nanme
server described injother enbodi nents <<fccess control apparatusiand IP
tem nal connectingl®@ith Wwirel ess tranSCﬁgyer># A W reliess
transcei ver 21620-1lis prgxided wift hilny t CS
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21000-1, and the wireless transceiver 21620-1 and a wirel ess transceiver
21640-1 can exchange information one with another via a wreless

comuni cation path 21625-1. The term nal 21630-1 includes the wreless
transcei ver 21640-1, and as with the caag of the earlier- described IP
termnal 21200-1, the term nal 21200-2 s functions for inter-corporation
communi cation using an I CS domain nane. There is an information

comuni cation path 21620-1 between the access control apparatus 21020-1
and the wirel ess transceiver 21620-1. The information comunication path
21610-1 is like the ICS user logic comunication line in that it has

functions for sendi ngand-Tecerving—+HSS usef—packet—and these are
different in that thelinformation compnicaiion path 21610-1 is within the
| CS 21000-1. The wi f@]ess 198
transcei ver 21620-1 p1d thg‘mdraless trané%% verl 21640-1 both have
functions for receiyi hg tihe | CS|user dackef, coazgrti nke N1 wf S h I on
within the ICS user¥ﬁacker-into | C$ ugef Qﬁpket —
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information in waveformformat and transmtting them and al so reverse
function, i.e., receiving I CS user packet information in waveform format
and reverse-converting into I CS packet format and transmtting these.
Acoordi ngly, the ICS user packet sent OHt fromthe IP term.nal 21200-2
passes through the wrel ess transcei vef 21640-1, wireless comunication
path 21625-1, wireless transceiver 21620-1, and information comuni cation
path 21610-1, and is provided to the access control apparatus. Al so, an

| CS packet sent out in the reverse direction, i.e., sent fromthe access
control apparatus 21020-1 passes through the information conmuni cation
path 21610-1, the wireless transceiver 21620-1, the wirel ess conmuni cation
path 21625-2, the wreless transceiver 21640-1, and is delivered to the IP

termnal 21200- 2. Enbodi nent - 19 (C gsed-zone netywor k conmmuni cati on usi ng
network identifier, and open-zone conguni catddn): A net hod for
using a network identifier to restrict } icated |ine service,

i ntra-corporation conmuni cation service andvinter-cor &bn
comruni cati on service to w thi n—the—elosed-2oge—angta—rethpd for
N.W. Packst

non- speci fyi ng the cl osed- ive |
//"STKE

A
Search Registration in DLC Address Conversion Table
(1) Registration
(2) No Registration

o 3
¥ A 4 [ ST70S
Obtain DLCI Refer FR Address Conversion Table and
Obtain FR Add, and Channel Quality
Corme -
] /"' 17(8
Request Call Setting of Logic Channel and
Obtain DLCI

l /‘ S1707
Register Transmitting ICS N.W. Add. and
Receiving ICS N.W, Add, in DLC Add.
Conversion Table

f S1704 1
y
Convert 1CS N.W. Packet into FR Packet and

Transfer FR Packet to Logic Channe!
A
(= )

FIG.43




zone specification of the network identifier, i.e., specifying open-zone,

wi |l be described. Here, the network identifier is
199 appropri ated corresponding with the I CS user address.
<<Confi gurati on>> As shown in FIGs.133 to 136, an I CS 22000-1

includes access control apparatuses 42010-1, 22020-1, 22030-1 and 22040-
1, and the access control apparatus 22010-1 includes a line portion
22011-1, a processing device 22012-1 and a conversion tabl e 22013-1, the

access control apparatus 22020-1 includes a | ine portion 22021-1, a
processi ng device 22022-1 and a conversion table 22023-1, the access
control appartus 22030-1 includes a line portion 22031-1, a processing

devi ce 22032-1 and a conversion table 22033-1, the access control

appar at us 22040-1 includes a line portion 22041-% a processing device
22042-1 and a conversion table 22043- andStarécks 2060-1, 22061-1,
22062-1, 22063-1 and 22064-1 are each } ,
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and are interconnected and al so connected to one of the access control
appar atuses, via the I CS network conmuni cation |ine. Bl ocks 22101-1,
22102-1, 22103-1, 22104-1, 22105-1, 22106-1, 22107-1, 22108-1, 22109-1,
22110-1, 22111-1 and 22112-1 are eacq corporation LANs, and are each
connected to the line portions of one 8f the access control appar at uses
via the respective gateways and the I CS user | ogic comrunication |ine.
Here, a block 22120-1 is a gateway for LAN 22101-1, a block 22121-1 is an
| CS user logic conmunications line, and the other gateways and |ICS user

| ogi c communication lines are also in simlar positions, as shown in

Fl Gs. 133 t hrough 136. - 200 Each LAN
has 2 to 3 IP termnals having function for_ gending an | P user pacKet,
wherein the I CS usgy faddresses are: for wi £hi@ [LAN 22101-1, "1500" land
"1510"; for withinea AN 22102-1, "5200", "581€' | and "5250"; for within LAN
22103-1, »
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"1900" and "1910"; for within LAN 22104-1, "1100" and "1110"; for within
LAN 22105-1, "4200" and "4210"; for within LAN 22106-1, "1800" and "1810";
for within LAN 22107-1, "1920" and "1930"; for within LAN 22108-1, "5410"
and "5420"; for within LAN 22109-1, h 30" and "1440"; for within LAN
22110-1, "6500" and "1960"; for withiffLAN 22111-1, "1820" and "1830"; and
for wthin LAN 22112-1, "4410" and "1420". In the above
description, values "1000" through "1999" for the ICS user address
indicate the I CS user addresses fore tha& intra-corporati o® comyuni cati on,
val ues "2000" through "6999" for t§e | S user address in@ cat§ the ICS
user addresses for the inter-corpogati g comruni cation, @&nd V&l ues "7000"
through "9999" for the ICS network §ddr&s indicate the 1€ n§twork
addresses. The I CS network server uges ehe | CS user addré&ss rgnge ("1000"
t hrough "1999") when performng the8 infra-corporation co8munifation, and
the I CS user address range ("2000"|thrdugh "6999") when gerfoimng the

inter-corporation co nicarton. AfsSo, jthe rCSuser addrgsses{usedf or t he
intra-corporation co i caf1on carhals% bejusgd ffor the nterg
cor porati on conmuni c n. -4 ¥
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<<Conversion table Iine and network identifier>>
201 *Description will be nmade regarding "lines" in the conversion:
tabl e. For exanple, in conversion table 22013-1, the exanple is that
wherein: in the first line, the vaIueKPf request identificationis "1",
the value of transmtting ICS networ 4ddress is "8100", the val ue of
sender |CS user address (intrg-corgoration) is "1500", sender |CS user
address (inter- corporation) s blnk, the value of receiver |ICS user
address is "1100", the value ®f reé8eiving ICS network address is "7100"
t he val ue of the network identgfiergis "A0OO1", and other itens are
unfilled. Here, a blank space Zmy m®an "Null". The "line" in the
conversion table is also refer8ed t® as a "record" of the conversion
table. The network identifier &S a s<synbol provided for sectoring off a

section of the 1CS network anbl makjng that portion a net, and
di stinguishirlg the net, and -
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may be a nuneral or a code. The network identifiers are
I n the conversion table.
not to be a cl osed-zone network,
conversion table with "QOpen", as shomg

&

The operation will be described with
142. <<(C osed-zone/intra-corporation conmuni cati on>>
havi ng an address

FI Gs. 141 and

An I CS user frane SO1 is sent out fpoman |IP term nal

"1100" wthi
22020-1 via

he | CS user |ogic

I ncidental |y,

in

W the LAN 22104-1, and eggh$§ t he access control
t a =

provi ded per I|ine
the event that the network is

comuni cation line. At the time of e(%iyi ng the I CS user packet
the ICS logic{termnal with the addjess a /100"

22021-1, the

networ k addrelkss "7100" .

87014

of the line porti

Yv¥66
v¥66
cc66
2266
PPY “RN SO

LLLL
cellL
LL1LL

POV RN
§71 Bulaledsey | Bulyylusued )

celLl

0¢
0¢
oc
0¢
adA|

|ouuey)

9¢
9°¢
9¢
9¢

191¢

8]qe} uolsiaauo) °ppy J10

83*387F}

sz—ZSOL’/

83-38l014/

J

4

on
access control apparat s~ 29020-1 obtains the transni

this is indicated in each line in the
in conversion table 22033-1.

erence to the flowharts in

appar at us
202

S01 from

tting I1CS

£€¢6S8D1

@ w0
o | O
B N R
w

o
g o
-~ -
- s
o [ =]
~ ™
n -
= =
S 3
<y - _J



and further obtains the sender |ICS user address "1100" and the receiver

| CS user address "1500" fromthe ICS user packet S01 (Step SP100), and
checks whether the transmtting ICS network address "7100" is registered
on the conversion table 22023-1 \Mtf]éhe request identification as "3"
(Step SP110). In this case, it is ndt regi stered, so next the access
control apparatus 22020-1 checks whether or not there is a record in the
conversion table 22023-1 that contains all of the ICS network address
"7100", the sender |ICS user address "1100", and the receiver |ICS user
address "1500", these having been obtained as descri
SP120). In this case, the existence of such is confirmed (Step SP130), and
next, the sender |ICS user address (intra-corporatiop) of this record

alone is recorded as "1100", confirmation is nade that the space for the
sender | CS user address (inter-corporation) i¥se , follow ng which
receiving I CS network address "8100" is obtained ep SP160).

Next, an I CS encapsulation is performed using the tfansmtting |ICS network
address "7100" thus obtained and the receiving ICS 1etmonk‘ﬂﬂ@8ess "8100"
(Step SP180), and the ICS
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net wor k packet TOl1l thus obtained is sent out onto the ICS

203 networ k comruni cation line (Step SP190). The ICS network packet TO1
passes through the relay devices 22062-1, 22061-1 and 22060-1, and reaches
t he access control apparatus 22010-1. ,The access control apparatus
22010-1, upon receiving the ICS netmdfk packet TOl (Step ST100), confirns
that the receiving |ICS network address "8100" witten within the network
control field (I.CS capsule) of the ICS network packet TOl is regqistered

as the transmtting I CS network address "8100" within the conversion table
22013-1 (Step ST110), and then pgcéewos the |CS reverse encapsul ation
(Step ST120), and sends the obtained |1CS user packet S01 to the ICS | ogic
communi cation line 12121-1 connected to the address "8100" within the |ine
portion 22011-1 (Step ST130). Incidentally, in the event that the
receiving |CS network address "8100" is not registered within the

1CS N.W, Packet 120 6030 ICS N.W. Packet ;
2 & ale ¥120
~|3§|8|3 6050 - (3858
l | M — ‘ s geer
Packet 16§ Packet Packet
1/F N. W,
~ 6080-2 6040
X.25 N. V.
- ~F121 T -F121
& % - S X X
~|§|E|X|* 6041 EE| x| x
P12 FR N.W. r122
Ell ] ez 2 & lad
—y— § g g § —~— ;E.. g g §
/“6042
" F123 s D F123
~[3lelals] T ATH N.¥. ~(3glgigl
ST=T2]s -F124 =13 ~F124
—-|3|8|E|8 6043 aatiHHE
. [?atel&i;e Con.
- ~F125 B po v F125
6044
CATY Line N.W.

F1G.50



conversion table 22013-1, the ICS network packet TOl is discarded (Step
ST115). <<(C osed-zone/intra-corporation conmuni cation/access to network
server >> An | CS user packet S02 is sent out froman IP term nal
having an address "1100" within the LANgg2104-1. At the time of receiving
the |1 CS user packet S02 fromthe ICSlogic ternminal with the address
"7100" of the line portion 22021-1, the access control apparatus 22020-1
obtains the transm t tihRg—I-CS—network-address." 7100 _and further abtains
the sender I CS wuser address_"1100" and the receiver |1 CS user address

"6100" et S02
(Step SP100), and checks ther the ICS network address "7100" |i b
regi stered on the conversilo tabl e 22023-1 with the request identjfication

as "3" (Step SP110). In t|his case, it is not registered, so next|the
access {/‘6010-1

ICS User Address: 2000
7821

r‘ 1CS6000
kG’I 0 /
6081-1

K 6013-1

—6080-1
— 6012-1 8011-1—~ P
A
~ 3 l
*q
1
3
( 6029-1
- //
s § 1"
. 6028-1
- -3
T ®
~ 6014-1 6027-1
-3
8
6026-1
3
] 3
6025.1 3
~J

F1G.51



control apparatus 22020-1 checks whether or not there is a record in the
conversion table 22023-1 that contains all of the |CS network address
"7100", the sender ICS user address "1100" and the receiver |ICS user
address "6100", these having been obtggned as descri bed above (Step
SP120). In this case, the non-existence of such is confirnmed (Step SP130)
Next, search is made for a record identical to the above receiver |ICS user
address "6100" fromone or nore records in the conversion table with a
network identifier the same as the network identifier "A0OO1" having the
request identification value "4" in the conversion table 22023-1 with the
afore- nentioned |ICS network address of "7100" and the sender |CS user
address of "1100" (in this case, the third record fromthe top in the
conversion table 22023-1), and the receiving network address "9100"
witten to the record is found (Step SP170). Next, the ICS encapsul ation
is performed using the transmtting |CS network address "7100" and the
receiving I CS network address "9100" thus obtained (Step SP180), and the
| CS network frame TO2 thus I@?tﬁﬁp?ﬂcﬂef sent out onto the network

comuni cation line (Step SP1RQ). The {1 CS network packet T02
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passes through the relay devices 22062-1 and 22061-1, and

205 reaches the I CS network server 22081-1. The sane is true for the ICS
user packet S03 sent out fromthe IP terminal having the address "1110"

wi thin the LAN 22104-1, the network igﬁgtifier is "A002", and is

| CS- encapsul ated to becone the ICS ne rk packet T03, and passes through
the relay devices 22062- 1 and 22061-1, and reaches the I CS network server
22082-1. <<C osed-zone/inter-corporation conmunication>> An | CS
user packet S04 is sent out froman IP termnal having an address "4200"
within the LAN 22105-1. At the time of receiving the I CS user frane S04

fromthe ICS logic ttermnal wth the address "7200" of the line portion
22021-1, the access| controtTapgaratts22020="Fobtarns—the—transn tting I CS
network address "72300'%, and]|furithet oltai ps tlhe sender | CSjuser jddress
"4200" and the receifvenl | CS useri address "520Q" fromithel IC$ usef packet
S04 (Step SP100), and c¢hecks|whet hef the a@dress
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"7200" is registered on the conversion table 22023-1 with the request

i dentification as "3" (Step SP110). In this case, it 1is not registered, so
next the access control apparatus 22020-1 checks whether or not there is a
record in the conversion table 22023-élthat contains all of the
transmtting ICS network address "7208*, the sender |CS user address
"4200" and the receiver |ICS user address "5200", these having been

obtai ned as described above (Step SP120). In this case, the existence of
such is confirnmed (Step SP130), and next, the sender |ICS user address
(intra-corporation) of this record is blank,

206 confirmation is made that the sender |ICS user address (inter-
corporation) alone is recorded as "4200" (Step SP160).
| CS encapsul ation is perfornmed using the transmtting |ICS net

"7200" thus obtained and the receiving |ICS networkSBomr egS g ep
SP180), and the ICS S~ W Add
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net wor k packet TO4 thus obtained is sent out onto the network

comuni cation line (Step SP190). The I CS network packet T0O4 passes through
the relay devices 22062-1, 22061-1 and 22060-1, and reaches the access
control apparatus 22010-1. The access %@ntrol appar atus 22010-1, upon
receiving the ICS network packet TO04 (St*ep ST100), confirns that the
receiving ICS network address "8200" witten within the network control
field (ICS encapsule) of the ICS network frane TO4 is registered as the
transmtting I CS network address "8200" within the conversion table
22013-1 (Step ST110), and then perforns the |1CS reverse encapsul ation
(Step ST120), and sends the obtained |1CS user packet S04 to the ICS | ogic
comuni cation |ine connected to the address "8200" (Step ST130).

<<Cl osed-zone/inter-corporati on comruni cati on/access to network server>>
An | CS user packet S05 is sent out froman IP termnal having an address
"4200" within the LAN 22105-1. At the tinme of—+eselving-the 1 CS user
packet SO05 fromthe ICS logic termnal with fhe address :7200" of the |ine

portion 22021-1, the access controll@ﬁpﬂnakqf 226207 ob{%UPEs the
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207 | CS network address "7200", and further obtains the sender ICS user
address "4200" and the receiver |ICS user address "6200" fromthe |ICS user
packet S05 (Step SP100), and checks whether the ICS network address "7200"
is registered on the conversion table 22023-1 with the request
identification as "3" (Step SPllO).Iﬁ?this case, it is not registered, so
next the access control apparatus 22020-1 checks whether or not there is a
record in the conversion table 22023-1 that contains all of the
transmtting I CS network address "7200", the sender |ICS user address
"4200" and the receiver |ICS user address "6200", these having been
obt ai ned as descri bed above (Step SP120). In this case, the non-existence
of such is confirmed (Step SP130), and next, search is nade for a record
identical to the above receiver ICS user address "6100" from one or nore
records in the conversion table with a netmo[E‘Lq&@hifier the same as the
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network identifier "B001" having the request identification value "4" (ICS
network server specification) in the conversion table 22023-1 with the
af orenenti oned receiver ICS network address of "7200" and the sender |ICS
user address of "4200" (in this case, the seventh record fromthe top in
the conversion table 22023-1), and thesfeceiving net wor k address "9200"
witten to the record is found (Step SP170). Next, the ICS
encapsul ation is perforned using the transmtting ICS network address
"7200" and the receiving ICS network address "9200" thus obtained (Step
SP180), and the ICS 208 net wor k packet
TO5 thus obtained is sent out onto the ICS network communi cation |ine
(Step SP190). The ICS network packet TO5 passes through the relay device
22062-1 and reaches the ICS network server 22083-1. The sane is true for
the 1CS wuser packet S06 sent out fromthe IP term nal having the
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address "4210" within the LAN 22105-1, the network identifier is "B002",
and is | CS-encapsul ated to becone the ICS network frame T06, and passes
through the relay device 22062-1 and reaches the ICS network server
22084-1. <<Communi cation fromnetwork server within ICS to network server
out si de of |CS>> The IP term ndF 22092-1 within the LAN 22102-1 is
an "ICS external server", conprised of an IP term nal placed outside the
| CS 22000-1 and so forth. The ICS external server 22092-1 has an |ICS user
address "5250", and is registered in the conversion table 22013-1 (ninth
record fromthe top in the 1in the conversion table 22013-1). However, the
receiver |ICS wuser address and the receiving I CS netwrk address spaces are
bl ank, and are registered as being "Null". At the tinme that the ICS
internal server 22084-1 sends out an ICS network packet T22, the ICS
net wor k packet T22 passes through the relay devices 22062-1, 22061-1 and
22060- 1, and reaches p,r,g},tgmpagr@tfs szgphgng%m,SPlo )
confirmation i s nmade 5 ting 1 network address is not
registered wthint VT ST Ak 22013 4s "8200" _the ICS relerse
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209 encapsulation is perfornmed (Step SP120) in order to formthe |[|CS user
packet S22, which is sent toward the ICS external server 22092-1 (Step
SP130). For reverse direction conmunication, the ICS encapsulation is
performed using the conversion table 013-1, and delivery is nade to the
ICS internal server 22084-1. <<C osed-zone/virtual dedicated |ine>>

An | CS user packet SO7 is sent out froman IP termnal having an address
"1800" within the LAN 22106-1. At the time of receiving the ICS user
packet SO7 fromthe ICS logic termnal with the address "7300" of the l|ine
portion 22021-1, the access control apparatus 22020-1 obtains the
transmtting |CS network address "7300", _and obt ai ns the sender

| CS user address "1800" and the recress "1900" fromthe
| CS user packet S07 (Step SP100), and @ Mhethe the I CS network

address "7300" is registered on the conversio
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tabl e 22023-1 with the request identification as "3", i.e., as a virtual
dedi cated |ine connection (Step SP110). In this <case, it is registered.
Next the access control apparatus 22020-1 checks whether or not there is a
record in the conversion table 22023-1 _that contains the transmtting ICS
networ k address "7300" and the receiver!l CS user address "1900", these
havi ng been obtai ned as descri bed above (Step SP140). In this case, such
does not exist, so the receiver ICS network address "8300" of the record
wherein the receiver |ICS 210 user
address space is blank (or "Null") with the ICS network address "7300" in
the conversion table 22023-1 is found (Step SP145), the ICS encapsul ation
is perforned using the transmtting ICS network address "7300" thus
obt ai ned and the receiving ICS network address "8300" (Step SP180), and
the ICS network packet TOZ‘thus obtaine%%is sent out onto ghe net wor k
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comuni cation line (Step SP190). The ICS network packet TO7 passes through
the relay devices 22062-1, 22061-1 and 22060-1, and reaches the access
control apparatus 22010-1. The access control apparatus 22010-1, upon
receiving the ICS network packet TO7 (Step ST100), confirns that the
receiving ICS network address "8300" wSBtten within the network control
field (ICS capsule) of the ICS network packet TO7 is registered as the
transmtting | CS network address "8300" within the conversion table
22013-1 (Step ST110), and then perforns the |1CS reverse encapsul ation
(Step ST120), and sends the obtained |ICS user packet SO7 to the 1CS |ogic
communi cation |ine 12121-1 connected to the address "8300" within the line

portion 22011-1 (Step ST130). This is the same for |ICS user packet
S09 sent out from the IP terminal having the I CS user address "1820"
within the LAN 22111-1, the netMyggdg.f dentifier i " 2", the IC%f
encapsul ation is perforneqsgmq‘ rans g{ fg t hr ou h % gﬁ? 220007 F52¢he
| CS reverse encapsul ationlis pdrfor tl68l2-hces ﬁ 1&522-&p ar a/.lm52]_.1
22030 to forman I CS user
8 User 2 User n {
SR{ | 2300 SR| | 2400
16610-1 - SR %ﬂm
(Electric
Wave) N 16630-1
16400-1—
16720- 16730-1 er401
16620-
(Electri
"ave) /" AP-OSK /‘ 16110-1
16600- 16120-1 AP-HKT
1 1CS16000-1
3 —16310-1 /
4300 ]
N
’/ DB
16330-1 N —16320-1
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-
~16710-1
. ) 3—16220-1
413000 (| DB
16210-1—1
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211 whi ch reaches the IP terminal having the I CS user address "1920"
within the LAN 22107-1. <<( osed-zone/virtual dedicated |line/access to
net wor k server>> An | CS user packet S08 is sent out froman IP

t erm nal havi ng an address "1810" within the LAN 22106-1. At the tine

of receiving the I CS user packet S08 fr8hthe ICS logic termnal with the

address "7300" of the line portion 22021-1, the access control apparatus
22020-1 obtains the I CS network address "7300", and further obtains the
sender | CS user address "1810" and the receiver |ICS user address "6300"

fromthe transmtting | CS user packet S08 (Step SP100), and checks
whet her "7300" is register ctPRBYNiCH op Bartarlsi orfommunieationPaty2 with the

request identification as "3" (virfual dedicated |ine) (Step SP110). In
this case, it is registered. Next fhe ac ¢ controll apparatus 22020-1
checks whet her or notTCPHianaedt$ona W‘tm&%rsi on table 22023-1

that contains the gstablishment Phase

%-»
TCP Data W

Transfer Phass
%-»
W
A
A

TCP Conneét ion

Ending P!iase W

\ 4
A

A
UDP Data
Transmission \
' (data-frame)
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transmtting I CS network address "7300" and the receiver ICS user address
"6300", these having been obtained as descri bed above (Step SP140). In
this case, such does exist, and the receiving network address "9300"
witten to the record is found (Step SP145). Next, the ICS encapsul ation
is perfornmed using the transmtting #S network address "7300" and the
recei vi ng | CS network address "9300" thus obtained (Step SP180), the
transmtting | CS network address "7300" thus obtained and the recei ving
| CS network are used to performthe I CS encapsul ation

212 (Step SP180), and the I1CS network packet TO8 thus obtained is sent
out onto the I CS network comuni cation line (Step SP19§); The 1 CS network
packet TO8 passes through the relay devices 22062- 1Sateidite Teapemissjon0orp. )

reaches the I CS network serve 087-  Data Providing The Samg is t $or the
| CS user packet S10 sé’?ﬁﬁout ﬁsP'r%mthe I&m&%ﬁal havﬁgﬂf?ﬁlhq,ﬁgegﬁ
"1830" within the LAN (DB) Equipment

#H
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22111-1, the network identifier is "C002", and is ICS- encapsulated to
becone the I CS network packet T10, and passes through the relay device
22064-1 and reaches the I CS network server 22089-1.
<<Qpen-zone/inter-corporati on comruni catj on>>

Open-zone/inter-corporation comuni cati ® is alnost the sane as the

af orenenti oned cl osed-zone/inter-corporation comunication; the difference
is that checking has been added for registration of both the sender ICS
user address (intra- corporation) and the sender |ICS user address (inter-
corporation) in searching the records in conversion tables 22013-1 and
22043-1, as descri bed bel ow. An | CS user packet S13 is sent out
froman IP termnal having a user address "1420" within the LAN 22112-1.
At the tinme of receiving the ICS user packet S13 fromthe ICS |ogic
terminal with the address "7405" of the |ine porti3teld P@4TrarsnissidncCorg.c amis
control apparatus 22040-1 obtains the transmtting | ChathPr\Rditfg LA, €SS

"7405", and further obtains tlﬂ;@r sender |CS (Integrated Communication Entity)

#2(Inquiry)

%

#3(Reply)

$#6(Request)

#7(Data Transmission)

#8(Reception Confirmation)

. (Grand Communication)
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213 user address "1420" and the receiver |ICS user address "5420" from
the 1 CS user packet S13 (Step SP100), and checks whet her the 1 CS network
address "7405" is registered on the conversion tabl e 22023-1 with the
request identification as "3" (Step SP%lO). In this case, it is not

regi stered, so next the access cont r o8 apparatus 22040-1 checks whet her
or not there is a record in the conversion table 22043-1 that contains
all of the transmtting | CS network address "7405", the sender ICS

net wor k address "1420" and receiver |CS user address "5420", these

havi ng been obtai ned as descri bed above (Step SP120), the exi stence of
such is confirned (Step SP130), and next, a record is found recorded in
the conversion table 22043-1 wherein the sender | (8ateldite Teadshission Corp,)

(intra-corporation) ig "1420" and the sender |CS user dre .
(inter-corporation) i ?‘" 420"Useh 3, ¢ hi Pata Rrawiding Cones f | fq—g}m??rjngcq; el g the
top on conversion table 22043- 1) . Next, the received (ggndertgligmntuser

address (intra- corpodation) "1420" is re-jwitten to a [nter-cerporation
—————{__$1(Inquiry)
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address "4420", and the receiving I CS network address "8400" regi stered
to this record is obtained (Step SP160). Next, the |ICS encapsulation is
performed using the transmtting ICS network address "7405" and the
receiving I CS network address "8400" thus obtained (Step SP180), and the
| CS networ k packet thus obtained is $nt out onto the I CS network
conmuni cati on line (Step SP190). The I CS network packet passes through
t he rel ay devices 22064-1 and 22063-1, and reaches the access

214 control apparatus 22030-1. The access control apparatus 22030- 1,
upon receiving the I CS network packet (Step ST100), confirns that the
receiving I CS network address "8400" witten within the network control
field (I1CS capsule) of the ICS network packet is registered as the
transmtting I CS network address "8400" within the conversion table
22033-1 (Step ST110), and then qesgoarns the | CSipgar se encapsul afd5%]1

(Step ST120), and 16502-1 16501-1 16511-1 4000 o 16521-1
16512-1 , /
User 1 User 2 User n
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16610-1 2% SR | 2500
(ﬁg::nc 16630-1
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sends the obtained |ICS user packet S130 to the ICS logic conmunication

| ine connected to the address "8400" (Step ST130). An | CS user
packet S11 sent out froman IP termnal having an ICS user address "4410"
within the LAN 22112-1 is |CS-encapsul ated by the access control apparatus
22040-1 by the sane procedures as desc®fbed above with regard to cl osed-
zone/inter-corporation comuni cation, transferred through the |1CS 22000-1,
reversely | CS-encapsul ated in the access control apparatus 22030-1, and
delivered to an IP termnal having an |CS user address "5410" within the
LAN 22108-1. As another exanple, an ICS user packet S12 sent out from an
IP termnal having an I CS user address "4410" within the LAN 22112-1 is

| CS- encapsul ated by the access control appar at us ZZWMiWVMSsimm)
procedures as described above, transfgl Rkd ough the | 2200011 %s
delivered to the accedserdont rlser2ippar agohp 0-1, and yedinal hﬁa,{s,h,ggqpf t he

| CS reverse encapsul ation, reference to the record in COB)V er ShodifmehL0

22033-1 (in this case, tithe fiffth
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215 record fromthe top on the conversion table) reveals that the
address "5430" witten within the I CS user packet S12 is an ICS user
address (inter-corporation), the address value "5430" is re-witten to an
| CS user address (intra-corporation) "é 30" (Step ST120), an ICS user
packet S120 is generated, and deliver to the IP termnal having the ICS
user address " 1430" wthin the LAN 22109-1. As anot her exanple, an ICS
user packet S14 sent out froman IP term nal having an I CS user address
"1420" within the LAN 22112-1 has a sender |CS user address "1420" and a
receiver |ICS user address "5440", is transferred through the ICS 22000-1
and is delivered to the IPtermnal wthin the LAN 22109 with an | CS user
address of "1440" and a sender |ICS user address "4420", having been
converted to an ICS wuser packet S140 with a receiver ICS user address
"1440". <<QOpen-zone/inter-corporation conmunBatatiitnTmnsnbesion Corpetandr k

server >> | CS user q&glkets S15 and S16 Senrﬂaﬁ”ﬁro\fiﬁﬂﬁ‘(}%ﬁ.hi n the
(Integrated Communication Entity)

#2(Transmission Notification)

W

#3(Transmission Consent)

W

#6(Data Transmission)

(Satellite Communication)
#7(Reception Confirmation)

Grand Communication)
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LAN 22112-1 are delivered to the ICS network server 22085-1. that is the
destination of each, followi ng the sanme procedures as that descri bed
above. <<Conmunication fromnetwrk server within ICS to network server
out si de of |CS>> A bl ock 22086-1 is an ICS network server is an
within the ICS 22000-1, and is an "I CS®™ternal server", conprised of a
dat abase pl aced outside the I CS 22000-1, and so forth. The

216 | CS external servers 22090-1 and 22091 have | CS user addresses
"6500" and "1960", and are registered in the conversion table 22033-1 (in
this case, the eighth and ninth records fromthe top in the in the
conversion table 22033-1). However, the receiver %? user address and the

I
receiving I CS network address spaces are bl ank, and sﬂﬁ@*%@miwiw(im)
being "Null". The ICS external server aﬁQ$&ﬁ$nQas sendenp| CS ¢3gfjrgddr ess
(intra- User1  User2 Corporation Terminal Transmission
(08)  Equipment
N (Transmission
Notification)
il #2(Transmission

N . ..-\ ca‘salt)
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#A(Transmission
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corporation) "1960", and further, is provided with a sender ICS wuser
address (inter-corporation) "6960". Also, the ICS internal server 22086-1
has | CS user address "6600", ICS network address "9500", these being
registered in the conversion table 22033-1 (in this case, the tenth record
from the top in the in the conversion bl e 22033-1). At the tine
that the ICS internal server 22086-1 sends out the I CS network packet T20,
the I CS network packet T20 passes through the relay devices 22063-1 and
reaches the access control apparatus 22030-1, the ICS reverse

encapsul ation is perfornmed using the conversion table 22033-1 in order to

form the ICS user packet S20, which is delivered,to the | CS external
server 22090-1. For reverse directi on comruni cat i(&ie“til’lie TrasnisséoreCenp, )

encapsul ation is perfornmed in the ac | appargpus 22 to form
the | CS user packet Usl Used2diserder ﬁiggﬂ%ﬁto theﬁ,—%a@xtﬁrga% l‘]s% nver
22086-1. Summarizing the above, an ICS external servendey pl agfGpminatSi de
of the ICS 22000-1, jand gonrmunijcati on betpeen internal servers,wthin the
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217 1 CS 22000-1 and external servers outside the ICS 22000 is enabl ed.
An arrangenent may be used wherein all or a plurality of records in the
conversion table 22013-1 within the access control apparatus 22013-1 are
sel ected as necessary, stored wthin a conversion table record file_
22014-1, and extracting as necessary f68 performing the 1 CS encapsul ation
and the ICS reverse encapsulation. This also is true for the conversion
tabl e 22020-1 within the access control apparatus 22023-1 and so forth. In
the access control apparatus, the portion of the conversion table 21033-1
in which specification of the network identifier is that for open-zone
connection ("Qpen") is usually not held within the access control
apparatus, and instead an arrangenent may be used in which address
information to be registered to the conversion table is obtained fromthe
domain nane server 22095-1 and tenporarily u i t.ahl e
22030-1. Al so, the network B&ver 22081-1 foraéfklﬁﬁeqrﬁgﬁ‘é?foﬁ a ﬂ?

losed-o . .
zonel i ntra-corporation conmufication may be used jjggaap‘@w’él‘%c‘"p‘
(integrated Communication Entity)

#1(Plan Notification)

W

#4(Data Transmission)
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$7(Individual Reply)
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structure specifying, e.g., domain nane "al", but this may be nade to be

2- or 3-layer hierarchy such as "bl.al." or "cl.bl.al.". Enbodi nent - 20
(I'P term nal capable of connecting to plural access control apparatuses
with identifiers): The present enbodi mrent does not fix the IP

termnal having the functions for sendﬁng and receiving ICS user |IP
packet to a specific access control device; rather, it realizing usage of
an | P term nal which can be noved and connected to other access control

apparatuses and used, i.e., capable of roam ng, using identifiers. Roam ng
Is realized based on the ICS domain name provided to the IP term nal
<<Password transm ssi on techni que using ci pher>> The present

enbodi ment i ncludes procedures for ciphering a secret password PW and
sending this fromthe sender (ciphering side) to the receiver (decoding

side). First, the 16500-3 16510-3 16520-3
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219 ciphering function Ei and the decoding function DO wll be

descri bed. The ciphering function Ei is represented by y = Ei (k1l, x), and
t he decoding function Di is represented by x = Di(k2, y). Here, y denotes
the ci phertext, x denotes plain- text, k1l and k2 are keys, and "i"

represents ci pher numbers (i =1, 2,..7) deternining the secret key code
and public key code, including how the value of the cipher key is to be
used. In the above, an arrangenent may be used wherein plain-text x' is
ci phered instead of the plain-text x with x* = x [err] r (wherein r is a

random nunber), and discarding the random nunber r from the plain-text x'
upon decodi ng, thus obtaining the plain-text x. Such an arrangenent
generates a different ciphertext each t{Sfgekliite SeanenisswnrCarpX)t is

ci phered, owng to the random nu bss and itnis saigi t é?such IS ‘I,etss

susceptible to cipgert cragsd,20. %g@ | e RkmimhPh i = ata

<<Preparati on>> The srendexppmadzrgcl osfé?mﬁ)‘thﬁeefd'a ! sn'{?ﬁme te f‘!g’d!’t'.ns

(DNm) to poration
#1(Data

Transmission)

] #2(Inquiry)
#SfReply)

| #4(Request)

#6(Satellite : —H#8 | (Transmission

Data Instruction)
T » *
#7(Data ransmission)
Transmission) ;
——

#8(Reception
[~ —————_____{ Confirmation)
EEE——

| #9(Inquiry)

$10(Reply)
Ridatliaiis LS
—
T————1 #11(Request)
. T
) . #12 | (Transmission
#gigatel lite 73 poquest)
#14(Data Transmission)
Transnlission

#15(Reception
L |Confirmation)
h‘\

I

FIG.74



the public including the receiver. The receiver calculates Km =
Hash- 1( DNm) using the secret data conpression function Hash- 1, and hands
over only the cipher key Kmusing a safe nethod so as to be unnoticed by a
third party. This exanple is an exanpl e of using DES ciphering, and the
sender holds an "ciphering modul e DES-d2 for realizing the ciphering
function Ei, and a cipher key Km The cipher key Kmis a secret val ue

220 which the sender and receiver share. The receiver has the "ciphering
nodul e DES-d" for realizing the decoding function DI and the data
conpression function Hash-1. What is used for the data conpression
function Hash-1 is determ ned separately for each cipher nunber. A data
conpression function is also referred to as a "hash function".

<<Ci phering by sender>> The sender sets the secret password PWas x
= PW and 16500-3 16510-3 16520-8
proe / /16511-3 / /16521-3
User 1 { User 2 Usbrn [
2500
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ciphers as y = DES-e(Kmx) with the ciphering nodule DES-e and the cipher
key Km bei ng held, thereby sending the ciphertext and domain nanme DNm
<<Decodi ng by receiver>> The receiver receives the ciphertext y and
the domain nanme DNm cal cul ates the secret cipher key Kmas Km =.Hash-
1(DNm) using the receiver's secret dat&3conpression function Hash-1, and
the obtains the plain-text x as x = DES - d(Kmy) wusing the decoding
nodul e. The plain-text x is password PW and the receiver can obtain the
secret password PW A third party does not know the data conpression
function Hash-1 and thus cannot cal cul ate the cipher key Km and
accordingly, cannot calculate the secret password PW In the above

enbodi ment, as sti pyati-on—ef—the-cipher—numrber =3, -the ciphering h
function and the deqodi nggfddpetsi APt §i@ repl ik, ) ¢ ' i
and decodi ng functign other than DEg (r:ggg (é@%dgwg%&é?ﬁgwﬂﬂ%gﬁbf =
2)
Sequence No. (32)
Confirmation Response No. (32)
Header
Length | Subscription| Control Window Size(16)
(4 (6) (6)
TCP Check Sum(16) Emergency Pointer(16)
TCP Data Region
FI1G.76
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. UDP Data Region

FIG.77



221 <<Preparation>>

RSA ci phering, wherein the sender generates a ciphering function vy
x[err]nmod n and a decoding function y
the key d being a secret val ue.

hol ds,

The present exanple is an exanple of enploying

x[err]nod n.
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<<Decodi ng by receiver>> The receiver receives the ciphertext y and
calculates y = x[err]nod n using the decodi ng nodul e RSA-d hel d bef orehand
and the decoding key. The result is x = PWJ[err] x1 [err] x2, so the data
which is at a certain position fromthe head of x is used as PW In the
above ci phering, domain nanme x1 and yea?sl nont h/ day/

222 hour/ m nute/second x2 are used as random nunbers. A third party does
not know the secret key d and thus cannot cal culate the secret password

PW In the above enbodi nent, as stipulations of the cipher nunber i = 4,

t he values of the ctpher keys e, d and n can be changed. Al so, as

stipul ations of the§§c'ﬁh=r au ' SA ci pfertmg—technique can

be replaced with & & {&ef eng @Yy ci { Hg t—,edh boud. §<Tegm nal
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Description will be nade regarding verification technique for determ ning
whet her or not the password PWused by a roanmng termnal agrees with the
password registered in the verifying server. As prerequisite conditions,
the verifying server of the verifying_entity and the term nal of the user
to receive verification have a passmoraﬁFNVthat Is secret to a third

party, with a ciphering function E (whereiny = E(k,x), y represents

ci phertext, k represents ciphering key, and x represents plain-text).
Specific procedures for termnal verification will now be described. The
termnal of the user to receive verification decides upon, g tqq% nunber
R using appropriate neans, cal cul ates Yl = F(PM/ R) us ng h ssmnrd PW

and the function =—F(PW—R—and—sends—bothr—the omuum mober—R-—at /1 to
the verifying entijty. The verifying entity receives the randon1nunber§ R
and Y1, and calcullates Y2 = F(FW _R) using the received random nunber |R
t he password PWhgl ¢ Trans, Sender | Receiver | Receiving | Re@23D | Code of
ICS N.W. | 1CS User | ICS User | ICS N.W. Receiving
Add. Add. Add. Add. Priority
Degree
7821 2100 2500 7200 1 pr-7821
7821 2110 2600 7300 1 pr-7821
7822 7400 3 pr-7822
7822 7500 3 pr-7822
- 7823 2200 2610 7300 2 pr-7823
7823 2210 2700 7600 2 pr-7823
7824 2300 2710 7600 2 pr-7824
7824 2310 2800 7700 2 pr~7824
7825 2400 2720 7600 2 pr-7825
7825 2410 2810 7700 2 pr-7825
2000 8200 4 pr-0000
Code of Priority Degree | Priority Degree | Priority Degree
Receiving of Protocol of TCP Socket | of UDP Socket
Priority Degree
pr-7821 p-1 t-1 NULL
pr-7822 p-1 t-2 NULL
pr-7823 p-2 NULL u-1
pr-7824 p-2 NULL u-2
pr-7825 p-1 t-3 u-3
pr-0000 NULL NULL NULL
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within, and function F, and checks whet her or
event that there is a match, the verification
of the terminal which is being

not Y1 Y2 holds. In the
can be made that the owner
verified is using the correct password PW
i.e., verification of the termnal can_be made. In the above techni que, an
arrangenment in which the user to be veri’fi ed cannot freely select the
random nunber R but rather the random nunber Ris restricted to depending
ontinme (called a time random nunber) further increases difficulty of a
third party calculating the password. Instead of the ciphering function

used above, the secret data conpression function H may be used instead,
for Y1, Y2 = H(PW R). <<Overall configuration>> FI Gs. 143 and 144
illustrate an overyvi ew of the roami ng technique according to the presEnt
enbodi ment, whereiin an ICS 21000-1 includes access control apparatuse
21010-1, 21020-1, | 21030-1, 21040-1, 21050-1 and 21060-1, relay device$
21080-1, 21081-1,] 21082-1 Pridrix¥(Magred, ofvProitbdot tllargen 9 \Saak )21100- 1,
21101-1, 21102-1 gng ZTIG3{L, dqarep, NAME, S FOMPET IeHPLL130- L,

p-2 upp, TCP, ICMP, IGMP

p-3 ICMP, IGMP, UDP, TCP,

Priority Degree of TCP Socket Priority Degree of UDP Sockst
t-1 sk-1, sk~7 u-1 sk-3, sk-8
t-2 sk-2 u-2 sk~4
t-3 sk-5 u-3 sk-6

Socket Destination Socket Destination
Socket | From/ 1P~ port- Socket | From IP- port
Code To address | no. Code /To | address | —no.
sk-1 To 2100 30 sk-5 To 2400 50
sk-2 | From 1240 32 sk-6 | From | 2810 52
sk-3 To 2200 40 sk-7 | From | . 2600 130
sk-4 | From | 2710 40 sk-8 | From | 2700 140

FI1G.81
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21131-1, 21132-1 and 21133-1, user service server 21250-1 and an ICS
authority server 21260-1. The access control apparatus 21010-1 is provided
with a conversion table 21013-1, a conversion table server 21016-1, a
regi stration server 21017-1 and a connection server 21018-1. The access
control apparatus 21020-1 is provided?ﬁtrla.conversion tabl e 21023-1, a
224 conversion table server 21026-1, a registration server 21027-1 and a
connection server 21028-1. The connection servers 21018- 1 and 21028-1 are
provided with an I CS user address "6310", and has the function to register
access control apparatuses determ ned as necessary to the IP termnal, or
to connect thereto. The verifying server 21100-2 is shown in FIG 145 and
t he conversion table 21023-1 is shown in FlI G 146. The conversion
tabl e server 21016-1 has a function for rewiting the contents of the
conversion table 21013-1, and the conversion table server 21026-1 has a
function for re-

7 $1000
Receive ICS N.W. Packst

1

S1010
Form ICS User Packet //’

(I1CS Reverse Encapsulatipn)

Decide ICS Logic Terminal
to be Sent ~ S1020

Y

Determine ICS User Packet //~31030
with Higher Priority

(Control of Receiving Priority
Degree)

51040

Send ICS Packet to User Logic Line V/— S1050

FIG.82



witing the contents of the conversion table 21023-1, which is the sane as
described in other enbodi nents. Al so, the LAN 21150-1 has an IP term na
21151-1, the LAN 21160-1 has an IP term nal 21161-1, and a bl ock 21171-1
is an IP terminal. A block 21200-1 is_a portable roamng termnal, and is
identified by the 1CS domain name "c17®1.al." provided uniquely within the
| CS 21000-1. <<Application for use of roam ng term nal >> The owner
of a roamng termnal 21200-1 indicates as an |CS usage applicant 21270-1
t he payment method for the roam ng termHe$1700020- 1, and applles to the

| CS aut hority serverwu&ﬂﬂ@@—%ug ./sercswﬂgszerver 21250-1 for .an ICS
domai n nane and anlbgﬁmygg addrgss met hod i s rEFA®Sent ed by
billing class "M\Y", e.g.,[N N Jt t %b = }, t he | e
‘billed to the hone IgreEl00e] | & ni na .? rt=30
225 2500 -+ Fol 2100
LI . 8 §
17401-2 @
port=30 E%g% = (TCP, Fport=30) port=33
[\
2600 - |2 § 2110
11 = F02
—
vort=to | NEOS (TCP, Tport=30) CAN), 30
2610 | - ol g R F03 1200
3 ]
X
1230 D D : g Fo4 — 1210
<
port=sz | oy (ICP T-port=32) port=30
1 ] =
1240 1 I~ - |IB|B F05 1220
oo | | omereen [T
(| 0]
1250 = | S| |- g & F06 2200
f=]
rt=230 NFQ7 (UDP, F-port=40) rt=40
2700 — NS | 2210
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NFO08 {1 =3
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M1 Do
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I's connected to the access control apparatus in a fixed manner), in the
event that MNY = 2, the charges are paid according to the record of the
verifying server. The ICS authority server '21260-1 sets an | CS domain
name: "cl.bl.al.” for using the roam term nal 21200-1, and an |ICS user
address "1200". Further, in order to connected to the access control
apparatus in a fixed manner and use it, the owner of the IP term nal
21200-1 applies for an ICS network address to the ICS authority server
21260-1 via the user service server 21250-1. The user service server
21250-1, upon obtaining the ICS network address, mnmakes a regge?%%%%%the
conversion table server 21016-1 to set the I CS network ddr s’ " and

the | CS user addr ¢ ; he
| CS receptionist 21271-1 enbeds inside the interior 21201-1 of the roam ng
termnal 21200-1 the following; ICS donain nane "cl.bl.al.", |ICS user
address "1200", spéci alran€sS | alehdess | fReceiverariRacsivimaiReql $D ( caCddadof r g ng
speci al nunber™) 110068 'N,H,C$ 10S dserad ACs Yser GRS "N, WOr| r egi st Tadns@itt HRM MET
and | CS user addresis "K4d10" | f ofgdgconnechddng seryg. and furt he,;,ioﬁqped§
inside the interiof R1201-1 pf the roam ng ter m nal Degree

7821 2100 2500 7200 1 ps-7821

7821 2110 2600 7300 1 ps—~7821

7822 7400 3 ps-7822

7822 7500 3 ps-7822

7823 2200 2610 7300 2 ps-7823

7823 2210 2700 7600 2 ps-7823

7824 2300 2710 7600 2 ps-7824

7824 2310 2800 7700 2 ps-7824

7825 2400 2720 7600 2 ps-7825

7825 2410 2810 7700 2 ps-7825

2000 8200 4 ps—-0000
Code of Priority Degree | Priority Degree| Priority Degree
Receiving of Protocol of TCP Socket of UDP Socket
Priority Degree

ps~7821 p-21 t-21 NULL

ps-7822 p~-21 t-22 RULL

ps-7823 p-22 NULL u-21

ps-7824 p-22 " NULL u-22

ps-7825 p-21 t-23 u-23

ps—0000 NULL NULL NULL
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21200-1 the ciphering function Ei and the decoding related data RP1. Now,
RP1 = H (domain[err]name RPO [err] RPO (wherein RPO = NW [err] 1 J[err] j
[err] NID) holds, and the donmain nane is "cl.bl.al.”". MY is the
above-described billing class, "i" is a_ cipher nunber for the cipher Ei
and "j" determ nes the type of Hash fulttion H, and
226 "NID'" is a network identifier "BOO1". Network identifies are naned
to di stinguish between cl osed-zone networks and open-zone networks. Data
conpression function H is a secret dedicated function used only by the
verifying server and the user service server. The user does not hold the
data conpression function H, and does not even known H, and thus is

i ncapabl e of gengrating cipher related data RP1. <<Registration
pr ocedur es from hdme | P termnal >> Description will be nade mﬁth
reference to FIG 347. The roam ng term nal user connects the roam ng
term nal 21200-1 tjo Priority Degree of Protocol{Large «—» Small)
p-21 TCP, UDP, ICMP, IGHP
p~22 ubDP, TCP, ICMP, [GMP
p-23 ICMP, IGMP, UDP, TCP,
Priority Degree of TCP Socket Priority Degree of UDP Socket
t-21 sk-21, sk-27 u-21 sk-23, sk-28
t-22 sk-22 u-22 sk-24
t-23 sk-25 u-23 sk-26
Socket Destination Socket Destination
Socket | From/ IP- | port- Socket { From/ IP-  {port
Code To | address | no. Code To | address | -no.
Sk-21 | From 2100 30 sk-25 |From 2400 50
sk-22 | To 1240 32 sk-26 | To 2810 52
sk-23 | From 2200 40 sk-27 [To 2600 130
sk-24 [ To 210 40 sk-28 |[To 2700 140

| K17113-—2
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the position of the hone IP termnal 21151-1. Next, the roam ng term nal
user decides on a password (PW and enters this fromthe input unit
21204-1, and al so generates an I CS user packet PKOl1l using the ciphering
function and the coding- related data %ored wi thin 21202-1, and sends it
to the access control apparatus 21010- la the ICS user logic

comuni cation line 21152-1 (procedures T10). The destination of the ICS
user packet PKO1l is "6300" which points to the roam ng registration
server, and includes own |ICS domain nane "cl.bl.al.", cipher paraneter
PR1, |ICS user address "1200", expiration data "98-12- 31", ciphertext "y"
which is the password that has been ciphered, "tg" (Wner
order to display registration procedures), and "Yes" or "No roam n
connection specification. The generation method enpl | for
ciphertext "y" is the ciphering technique descri be¥foear | jj&ain
227 For exanple, in the event that the cipher nunber = 2,

eck Transmltt ing
S2710 Priority Degree

18w, ad,

(he

l 852720

q Yes @est 1D="3"?
Obtain Account No
Information of o7 | Obtain 1T

Receiving ICS Add. k__ % User Add.
S2725 l '
£ 82740
[ Yes Qaquest 0="2"?
Obtain Account S2745 No
Information of /-82750
Receiving ICS Add.| Yes  Request 1D="1" >
Obtain Account [~ 52786 ! No 82760

Information of
Receiving [CS Add.

€8 L Request D=’ 4’>

l No
— S2770
Obtain Account

Receiving ICS Add. Information of
K Receiving 1CS Add.
' Y | “s2765 I

Obtain Account
Information of

r
[ ICS Encapsulation

L 2
| Transnit 1CS Packet | — ga7g0
v
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ci phertext "y" is generated with y = x[err]nod n (wherein x = PW[err]
cl.bl.al. [err] year/nonth/day/hour/ m nute/second). The access control
apparatus 21010-1 | ooks at the conversion table 21013-1 and transfers the
| CS user packet PKOl to the registration server 31017-1 with the .
destination "6300" (procedure T15). Th§3registration server 21017-1 uses
the domain nane "cl.bl.al." to call the verifying server 21100-1
(procedure T20). Also, the nmethod by which the registration server 21017-
1 calls the verifying server 21100-1 using the domain nane is the same as
t he met hod by which the connection server 21028-1 calls the verifying
server 21100-1 using the domain nane, the details thereof being described
in detail later. The verifying server 21100-1 checks the contents of the
received I CS user packet PKO1l, and decodes the ciphertext "y" using the
earlier- described technique, thereby caIcuIaiifg?ﬁﬁaalpassword PW For
exanple, in the event that the code nunber = the cl phgrlBb@tl "y" js
decoded with x = y[18t8}lmpd n. This yi el%l§0% :

year / nont h/ day/ hour / minutle/ secoryd8l
Next, the contents of|iPe ciphef p

18150-1\
IP v
LAN
\ 181921 18184-1
18130-1 18142-1



H (domain nane[err] RPO)[err] RPO (wherein RPO
21100-1 uses the secret Hash function Hj
verifying server 21100-1 and the obtai ned domain
(domai n name [err] RPO)
not t =

verifying server

calculate t

228 and checks whet her or
hol ds, judgnent
IWNT, ci pher nunbers "i" and '

been tanpered with. The
I nsuf ficient

normal, the registration results are registered in the éer#fyi g table
21100-2; registration is not nade in the event t = at & § RS0T fi ci ent
registration cont ents This is jllustratefl in the verifying tab

21100-2 in

= HJ

[ J ,

and

regi stration contents,

RP18
I s passed that the donain nane

err] RPO),
olds for the received RP1.

"cl.

bl.al.",

the network identifier

MNY [err]i[err]NID),

to

| f
billing class
"N D

so the
held wthin the
name "cl.bl.al."

it

have not

verifying server 21100-1 checks for excessive or
and in the event that the contents are

e

the |in

e with the admnistration nunber 1, with the domai n name
Trans. ICS| Sender ICS | Sender ICS| Receiver | Receiving | Req., | Speed
N.¥W. Add. | User Add. | User Add. | iCS User ICS D

(Intra) (Inter) Add. N.¥. Add.
7721 3400 2500 5522 2
7722 5523 3
77283 3600 2700 5524 2
7724 3700 2800 5525 2
7725 0012 2900 5526 1
7726 3900 2400 5521 2
2000 7821 4

FIG.88
//18196-1
Trans. ICS| Sender ICS | Sender ICS] Receiver | Receiving | Req. | Speed

N.W. Add, | User Add. | User Add. | ICS User ICS 1D

(Intra) (Inter) Add. N.W. Add.
8700 9820 3
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as "cl.bl.al."”, cipher nunber "2", billing class (MNY) "1", val ue of
cal cul at ed password PW"224691", expiration date "98- 12-31", roam ng

connection of "Yes", i.e., acceptance of a roanm ng connection. At the tine
of generating the PKOl in procedure T10, the aforenentioned value of tg
may be set to tg = 2 and roam ng conne®tion set to "No". The password w ||

not leak to a third party, due to application of the above- described

ci phering nethod. Roami ng registration is reported by passing through the
regi stration server (procedure T30), then the access control apparatus
21010-1 (procedure T35), and reported to the roamng IP term nal
(procedure T40). Further, an ICS user packet for changing the val ue of
the password PW with tg = 3 or changing the da boofsPi ration with tg = 4
can be sent fromthe termnal 2 gg@:l V81804 e /I user |ogic

229 conmuni cati on kﬁ55121152-1 a ér t he abboye procedu 8UQ-1has

\ 18144-1 e
= L 18195-
Sv 18121-1
| 18140-
1101 — ~ 18122-1
IP
PVC; FRIATM) 18123-1
LAN |
18220-2 182102
8130-1 182002 18230-2

FIG.90



been conpleted. Incidentally, a nethod which can be enployed for changing
t he password invol ves specifying the prior passwrd. <<Sending and
receiving user |IP packet while traveling>> An exanple will be

descri bed regarding connecting a roamng termnal 21200-1 to the access
control apparatus 21020- 1 and sendirmf nd receiving of the user |P packet
between domain nane "cl.bl.al." of the roam ng termnal 21200-1 and the

ot her party of comrunication with a donmain nane "c2.b2.a2." The user
inputs the following fromthe input unit 21204-1: the domain name
"c2.b2.a2." of other party of communication, "tg" which has been set to tg
= 5 for specifying sending and receivin@mﬁh_uggéolP packet, own password
PW and "5" which specifies the roam ng connectin period in days

(represented by TTL). The gcsibmo.iparaneter RP2 lis data fal cul atamgiwi th the
password PWand the inside 21202-2f\1@at s, yearryomth/ day/gecond
"yy-mm dd- sssss” is generated and uged as a tine rgndom nunfjer =
yy- mm dd- sssss), and the cwasisomii--yYn$i de Z1202-Z—ahd—Fhe ﬁtfffi:tTnction
Ei is used to calculate RP2 = Ei (PW\ TRbodoQ'T LR
197111 —L NW-adr=8840 T 195001
196081 196041 Ussy ppl| | ATSn
\ / 19800-1 \ (part=410) (part=42 ),
LAN 19611°1 \ 2
\ NW-adr=8730 19621-1
4810 19721-1
a —19301-1
yr g £ 19041.1 19400-1
|| crsa 19042-1 ((
/ gi (DOI‘F430) INW-adr=9910 19040-1
o / DNsx111_>%—19641-1 RSy " /
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19742-1 K19750,1 19961-1

FIG.91



The access control apparatus 21020-1 receives the user |P packet PKO2,
obtains the I CS network address "7800" provided to the ICS logic termnal,
and since the request identification fromthe conversion table is "4" and
further the sender ICS 230 wuser address
witten to the user |P packet PKO2 is 81000" (i.e., roaning special
nunber), the above ICS network address "7800" is held, and is delivered
with the I CS user packet PKO2 to the connection server 21028-1 pointed to
by the receiver ICS wuser address "6310" (procedure T60). The ICS network
address "7800" obtained in this procedure will be used after the later-

descri bed process T130. <<Function of connection server>> Next ,
t he connection server 21028-1 calls the verifying server 21100-1 using the
domai n nane "cl.bl. adgor.1and {ransfers tjigogd@mai n teshsded12l” and the
paranmeter RP2 to the T /
19941-1
19520-1 T I L L~ 19722-1 /,f-VAN19020-1
USS: A
19712-1 : | [ aTsy
1—19820-1
/r Nw-adr=9630 f 19321-1
19530-11 | || 5V port=e20 NW-adr=8750 H/ -~ 18600-1
AT U-adr=1200
19980-1 @ LAN
19040-1 1 Sv: port=630 o
19981-1 { U-adr=1300 18788-1
1942 SVU-D T g 19743-1 /‘19601-1
T g LAN
VAN-| TS
- GW
RISy3 (ACU3) _}——19330-1
19753-1 19331-1
19768-1
19450-1 INW.adr=8760 .«/ 19602-1
st 1 N s | R
197641 ———T =7 \ 2 LAN
N
. 4
15901 i ~—19734-1
1199029900'1\ NSxd [~——197441 ,— 19605-1
X : 3
iEE!I & 2200
19540-1\ 19"54.1 wcu-9
2210

19740-1 —__ NW-adr=9850
: LAN
. 197201 1 ATSz| IDNSz | |CTSz| |USSz

©B) | | ©B) (OB) | | (DB
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420) 440) 430) 410)

\1, 1 JFJ{[i T I/——-—19960-1

19780-1

19710-1
1
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verifying server (procedure T70). The verifying server 21100-1 reads the
val ues of the password PWand the ci pher nunber witten to the verifying
tabl e 21100-2, and sel ects ci pher functi on Ei and reads the password PW
Next, the cipher paraneter RPis RP2 = Ei (PW TR) [err] TR so the time .
random nunber which is to the latter h%ﬂf of the RP2 is used to calcul ate
t = B(PW TR). In the event that the value of this tenporary variable t
cal cul ated here matches the first half E (PW T) of the received RP2,
confirmati on can be nmade that the password PW entered into the term nal
21200-1 is correct. The time function TR incl u/eswplbq year/ nmont h/ day
(i.e., TR = yy-mmdd- sssss), so unauthg access can be discovered in
the case that the received year/ nonth/da not match that tinme of
processi ng. 19811-1 31 Next, the
verifying server 21100-1 reports t e f

USSy USSy2
N— 197111 N—19712-1
FI1G.93
ATSz
19821.1
ATSy1 ATSy2
197211 197221
FIG.94
19730-1
CTSz
198311\
CTSx1 CTSx2 CTSx3 CTSx4
\19731-1 19732-1 K19739.-1 19734-1
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items witten in the verifying table 21100-2 to the connection server
21028-1 (procedure T80): conpletion of roamng registration, billing
class, and verifying server calling information (procedure T80). In the
present enbodinment, the billing class is MNY = 1, and the verifying server
calling information is the ICS net wor k88ddress "7981" of the verifying
server 21100-1, port nunber "710" and adm nistration nunber "1" of the
verifying adm nistration table. The connection server 21028-1 presents the
domain name "cl.bl.al.” to the domain nanme server, requests the ICS user
address and | CS network address associated wth thepmain nane (procedure
T90), and obtains the ICS user address " 4§g ¥dnd 1 CS networ k addr ess
"8115" (procedure T100). In thegosgare way he-—£onnecti on server presents
t he domain nanme "c2.b2.a2." to the dagnir requests the ICS

RN
T

(procedure T110), and obtains theACS use *800" and the ICS
net wor k address "8200" (prock Il 2 t, [t pnnecti on
server 21028-1 infornms the <c %???% onﬁ@%ﬁfﬁs t‘I?kl’"gg”lw jﬁh% t he
fol |l ow ng (pr ocedur e 19741-1 197421 \19743-1 ~ 19744-1
FIG.96
19851-1

—
RMSx1 RMSx2 RMSs3 RMSx4 RMSy1
NM9751-1 197521 197581 ~ 197541 \-19755-1

F1G.97
19760-1
RISz
19861-1
RiISy1 RISy2 RISys RISy4
\197 61-1 19762-1 k19763~1 19764-1
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T130): the I CS network address "7800" of the ICS logic termnal which has
I nput the I CS user packet (held in procedure T60); the ICS user address
"1200", ICS user address "2500," and ICS network address "8200", just
obtalned fromthe donai n nane , 232 server;
and al so the conpletion of roam ng regngratlon billing class, and
verifying server calling information received fromthe verifying server
21100-1. The conversion table server 2120-6 wites the four address to the
conversion table 21023-1 as received. The val ue of the request
identification is "10", neaning the inter-corporation conmunication by
roam ng. The network identifier (NND) is "B001". In the event that the
billing class is MNY —Mfmme 3¢ net Wiiyk addrgPes "8liMsx1 and gsg | CS user

address "1200" just obtain éL0n1the dormai n nanme server are forwarded to
the billing notification } tlonlgf t he conjersion f abl e 21,023-

Accept entry _—P120

;

/'P130
Albbcate address
and name
Pl
}:150 4__40___&_
Update DB
P160
——— X
T ———
> /P10
Update Table
2 N P
Update DB /sz
fP210
[szl Confirm
L
Confrm | — P23
PP i—
\paso -
c paoq
. ' PBKL\ e ( ——
C Oy
. el
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1. Also, in the event that the billing class is MNY = 2, verifying server
calling information is forwarded to the billing notification destination
of the conversion table 21013- 1. Further, "5" which specifies the roan ng
connection period in days is also mwiL#gn to the conversion table 21013-1.
Wen the witing to the conversion ta 21023-1 is conpleted, the
conversion table server 21026-1 reports the results to the connection
server 21028-1 (procedure T140). This conpletion report is sent via the
access control apparatus 21020-1 (procedure T150) to the roam ng term nal
21200-1 with the I1CS user packet PKO3 (procedure Tlﬁ%é%ﬁl Now, the

| CS user packet PKO3 includes the ICS user addreSs ' associated with
t he domai n nane "ckbi—at——o +he—+roam-ng—termnal _21200:-1, and the CS

[ YLILAYZ T

ULl .
user address "2500] ICS |Class| 1S Logic ICS N.W. | ApprbBPiatd$ ARStogfigth i th
the domain name "c2.Mol. 42." of tRer@inkEr PRIt $6ryvé COW@&&atiogﬁa%nge

cor por ati on oper at | rgdt He ¥ccess—cpntral
Node Logic Node | Port
ID | Terminal ID | No.
Code | ID Code | Code

7700 L [ACU-1]| LT-001 user-1 98-04-01
. 7720 L [ACU-1] LT-002 user-2 98-05-01
9630 { Sv SVU-11 620 Sv-001 98~-02-01
9630 | Sv SYU-1 | 630 Sv-002 98-01-20
7920 L JACU-2]| LT-004 user-3 98-07-01
7930 L [ACU-2| LT-007 user-4 98-03-01

% L->Llogic Terminal Sv->Server

FIG.100

{CS User Add. ICS Name Request | Appropriate | Appropriate
ID [D Code Date

4610 dd1. ccl.bbl, aal. jp 2 user-1 98-04-01

4620 dd2. cc1.bb1, aal. jp 2 user-1 98-04-01

4700 dd1, cel, bbl, aal, jp 2 user-2 98-05-01

1200 rrl.qq.pp. jp 4 Sv-001 98-02-01

1300 rr2. qq. pp. jp 4 Sv-002 98-01-20

* 2600 dd1. cc2, bbl, aal. jp 2 user-3 98~07-01

.- 2610 dd2. ¢c2, bb1. aal. jp 2 user-3 98-07-01
4800 dd2. cc2, bb1, aal. jp 2 user-4 98-03-01
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apparatus can charge the owner of the roam ng term na
above usage of the connection server

receiving the I CS user packet PKO2 up to

21028-1, |

. e.

t he

21200-1

for

t he

procedures for
returning the I CS user packet

PKO3, and "5" which specifies the roamng connection period in days. The
above enbodinent is an exanple of the ffetwork identifier (N D) "B001", and
Is applied to closeg—=zenre—retworks descrbed—+h—ot her enbediweptss Al so,
as anot her enbodi nment ,g net wor k i dent ((NI'D) may beg as |" Open"
and applied to an opeg N NBI K. Iniégge@é‘! t he ro%? % &¢hni que
Is the same as that ¢f the jaf ofenenti onegd™ Cl oged-lzone negtWork | BOQ1".
<<Usi ng the roam ng e m nal >> J Theé g oam|ng terningl'?lzo -1ljcan use
the conversion tabl ¢ 2023151 eqated foll ‘{ﬁ/indotche above- gefer | bas
procedures, to perfq Pt he i nf er {cor Ror atd Bn conJunicatio 4 he| sane as
with that describgd-n—etlt bdi medt $—Lprog res PA70-thropghi T220).
In the event that 5 sppciflesghtfg ami|ng | conrfédt gap periad in
days el apses, the ﬁon\E oN tibte sel@er = 2102%-“1 can el BtF tleYgbove
roanm ng connecti onfw ten in the| indtde®f cdnversiofitiaBl e 21023 1.
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<Notification of billing>> The access control apparatus 21020-1
notifies the billing notification destination registered in the conversion
234  table 21023-1 of the conmunication charges (procedure T300 or T310).
<<Met hod for accessing the verifying sefyver>> O the above
description, detailed description will e nmade regarding the nethod for
judgi ng whether or not the wverification request contained in the ICS

net wor k packet PKO2 generated by the roam ng term nal 21200-1 due to the
connection server 21028-1 presenting the domain name "cl.bl.al.” to a
plurality of verifying servers including verifying server 21100-1 is
correct, i.e., whethersefPersa) t heSSonmi n name "cl.bmsal." of tdmg roami ng

termnal 21200-1 is regis&&ﬁ%ﬁgﬂ:h the verifying server.

/»Pﬂw
Acept domain -name
—
]
/,,_P&D
| —Pa31
f————
P340
S
Update Table
P350

FIG.105



An exanpl e of 4-layer hierarchy will be described with reference to
FIG 173. A domain nane "root" is provided on Level 1 of the tree, and

dormai n nanmes "al", "a2", "a3" ... and so forth exist on Level 2 bel ow,
dormai n names "b1l", "b2", "b3" ... and so forth exist on Level 3 below "al"
for exanple, and donmain names "cl", cgf‘ "c3" ... and so forth exist on
Level 4 below "bl" fer—exanpte: FIG 149 illustrates the internal

tabl e 21102-2 of the

Vi n%hs prver 21102-1 handling the domain "root",
indicating, e.g., thd NS HhY

Bk address of the domain nane server

:'- -
~Dynamie
>
)

s

21101-1 whi ch handl es donmni n hang "al" below the domain nane "root" is
"7971", and the port %mber is "710"] Also, FIG150 illustrates the
internal table 21101423 & t/Beo 0 ol 235
verifying server 2 1CJ§1’ handl i ng the domain "al", indicati ng, e.g., that
the I CS networ k addr ess—ef—the—defarf nanme server
S |2
= §
(-] -8 L B A L o
=i ao
\3
.§§ - = = (OO
&
2g
--’-g SESS2E22
12
g £ VBN Bls o
FE pupmes
w
P
E -~-r—_r—r=iQQ
P
©
z =
;g mMMmmir—— EE
jo

Speed
Class

MMM r—

Racsivirg | Receiving
Port
null
nul!
null
null
620
630

1CS 0LV,
A
7920
7920
7920
7920
9630
9630

1CS Usar
Add,
2600
2610
2600
2610
1200
1300

NN, Add, | User Add,
4610
4610
4620
4620
null
nul!

7700
7700
7700
7700
Null
null

Roquest ID | Trans, ICS| Sender ICS{ Receiver




21100-1 whi ch handl es the domain nanme "bl1l" below the domain nanme "al" is
"7981", and the port nunber is "710". FIG 151 illustrates the internal
tabl e 21100-2 of the verifying server 21100-1 handling the domain "bl",
indicating, e.g., that the domain name "cl" below the domain nane "bl"
shows "YES" in the terninal space in tA® internal table 21100-2, neaning
that there are no nore donai n nanes below, and that in this exanple, the
dormai n name "cl. bl.al" has been registered with the verifying server, and
facts such that the password PWis "224691", that the date of expiration
is "98-12-31", etc., are recorded therein <<Calling verifying server>>
Wth reference to FI G Mpicatiescription will be nmade regarding the
procedures in which the (defnect USSpl server APYD28-1 calls the veggfiyi ng

server 21100-1 using the domgin nane "cl.bl.al.", and checks whether or
not the domain name "cl.hr 2% |has been rlegi stered in the verifying
server. Now, the connecti er~2B408- 1} has therein the |CS |network
address of the verifying server—haftt+g the domain "root” on Level 1
shown in FIG 153. Also, ift ?mWh;P’fﬁ%@@ is a
[ P430
Allocate address
BN
~
Update DB
\“’
P470
4
Update Table
/ymw
-
l Confirm P490
s |
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great deal of communication with the verifying servers which handle the
Level 2 and Level 3 domains, the ICS network addresses of the verifying

servers thereof are held therein. 236
The connection server 21028-1 enters the domain nane "cl.bl.al." in the
internal resolver 21029-1. The resol ver 9621029-1 sends the | CS packet

& Ldorrain nanme "root" and the cipher
ng server 21102-1, and an |ICS packet 21336-1

21335-1 including "a"und

q
- P

paranmeter RP2 to the if yi

including an ICS net wgrs digss " 7971" of the 1 CS domain nane server for
"al" is returned. Nexf, tThejregolver 21029-1 sends an I CS packet 21345-1
including "bl" to the/ gerirfyrng server 21101-1, and an |CS packet 21346-1
i ncluding an |1 CS net ogkﬁadifgﬁg "7981" of the verifying server for "bl"
is returned. Next, theg ¥esolivaer|21029-1 sends an | CS packet 21355-1
including "cl1" to 3:¢;Amﬁi ying| server 21100-1, and regarding the domain

nanme
Q

1930
2

Class
4

\

N0
NO
YES

Trans, Receiving | Encryption | Billing
Class
1
1
1

Signature | Signature

YES
YES
NO

é
»
o0
z =
8 ™ {mim <
: <
=
BE |olo)
[ X}

Port
nul)
null
null

Recoiving | Receiving

IS KK
Add,
7840
7840
1810

ICS User
Add,
2200
2210
null

4700
4700
nuli

7720
7720
7920

MW Add | User Add,

1
1
3

Request ID | Trans, 1CS| Sender 1CS| Raceiver




cl", the space for the endpoint of 21100-1 is "Yes" this tine, so it can
be judged that verifying information has been registered. In this way,

"root", "al", and "bl" have been followed in order, so it can be
understood that the verification information for the reversed domai n nane
"cl.bl.al." is registered in the interBal table 21100-2. The

verifying server 21100-1 checks the received cipher paraneter RP2, and

checks that the expiration date "98-12-31" has not expired. Next, the

verifying server 21100-1 reads the password PWand the value of the cipher

nunber witten in the verification table, and selects cipher function Ei

The cipher parameter RPis RR2 = Ei (PW Tﬁ%t[Prrl IR _so_the Li?gpaﬁydon1
W

nunmber TR to the latter half of RP2 is o calculate t =
237 TR). In the event that thesszyg/ﬁ?gf orary variable t
cal cul ated here matches the fir alf Ei TR the recei ved RZ?

confirmati on can be nade that ®he pass rd PM/

bl b2 b3 b4 b5 ) b1l b12 —  (level9)
i i /
el 2 3 ¢4 5 6 ¢ S0 51 —  (leveld)
FIG.109
/,~H£ﬂ}1
Level-1, domain=root, d-addr=9500, upper=null, upper -d-addr=null
lower-d-name | Endpoint | lowerd-addr | port
al No 9610 440
a2 No 9620 440
a3 No 9630 440
FIG.110
[/" 19610-1
Level2, domain=al, d-addr=9610, upper=rooct, u-d-addr=9500
lower-d-name | Endpoint | lowerd-addr | port
bl No 9710 440
b2 No 9720 440
b3 No 9730 440
; FIG.111
["' 19620-1
Level-3, domain=b2 d-nw-addr=9720, 1, u-d-addr=0610
Jower-d-name | Endpoint | lowerd-addr | port | Jower-user-addr
cd Yes 9810 null 4510
cb Yes 9820 null 4520
B Yes 9830 null 4530

FIG.112



entered into the term nal 21200-1 is correct. The above results are
reported to the connection server 21028-1. Consequently, the connection
server 21028-1 can know the verification results (authorized or denied)
and billing class <<Qt her enbodi nent _of roam ng w thout a hone IP
term nal >> In the above enbodiﬁgnt, in the event that the ICS
receptionist 21271-1 does not set a hone IP termnal, the
earlier-described "Registration procedures fromhonme IP termnal" are
performed via the user service server 21250-1. |In this case, the billing
record "120" within the verifying table 21100-2 within the verifying
server 21100-1, and the information "7981-710-1" of the verifying server

presented to the billing notification destination within the conversion
table 21023-1, are used. <<Ang . enbodi nent of roam ng wherein the
verifying server is inclgged'i e donmai n nasgmigerver>> The
structure of the domain nghe tree shown in Ff G 153 that is the objl8dlof
verifying server 21110-{1 is the sang as thg I ngpane trees that are the
obj ect of domain nane Level-1
> (root)
(addr
=0230) 196421y
S
i (addr
7 =9500)
input j/
cbh2al 4 19651-1
y -
e Level-2
—»{ @)
8 9720
\E: ) % (addr
< 7 =9610)
B8] ¢ Tovd
output: 3
9820, = 3
4520
. ¢ Y /.—-]:%62-1
§ Sg 9820, 4520
. (addr
- =9720)
19635-1

FIG.113



servers in other enbodi nents. Accordingly, each domain server is capable
of storing the data of the verifying server

238 described in the present enbodi ment, and include the functions of a
verifying server. That is, this other ng hod of carrying out roamng is
realized by integrating the verifying séfver described in the present
enbodi nrent wth the domai n name server described in other enbodi nents.
<<Access control apparatus and IP term nal connecting with wreless
transcei ver >>, A wireless transceiver 21620-1 is provided within
the ICS 21000-1, and the wireless transceiver 21620-1 and a w rel ess
transcei ver 21640-1 can exchange information one with another via a

Wi rel ess conmmuni cation path 21625-1. The term nal 21630-1 includes the
Wi rel ess transceiver 21640-1, and with the ase of _the earlier-
described IP term nal 21200-1, rmi nal 2 HEJemmimalinct i on for

L’ili’/“g

\&a&o’

T

/‘P540

T»

FIG.114
CISx IP Terminal
PG00
P610 k[//
-~ Update Table
- P620

FIG.1156



the inter-corporation communication using an |ICS domai n nanme. There
I nformati on communi cation path 21620-1 between the access

apparatus 21020-1 and the wirel ess transceiver 21620-1. The

comuni cation path 21610-1 is like the
it has a function for sending
he i nformation

in that

these are different
within the I CS 210005 1,
21640-

transcei ver
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and reverse-

packet format and transm tti
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. e.,
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comuni cation path 21625-1, wireless transceiver 21620-1, and information
communi cation path 21610-1, and is provided to the access control
apparatus. Also, ICS frame sent out in the reverse direction, 1i.e., sent
fromthe access control apparatus 210211 passes through the information
comuni cation path 21610-1, wireless transceiver 21620-1, wreless

conmmuni cation path 21625-2, wireless transceiver 21640-1, and is delivered

to the IP termnal 21200- 2. Thus, according to the present invention,
adm ni stration of inforpattonr—comunicatton i S rformed with a unified
address system and vari{aus gerviceg can be propdi ded, w thout using
dedicated lines or the @@erret t hus enablli ng %trMCturing a | arge-scal e
communi cation system w {k highysegunidy| ghd with relatively | ow costs.
Al so, inter- corporatiohgonmunitatijon canjbe pgerfornmed between indivi dual
corporations (includi rg gdkernment organf zatji ons} uniwersities, and so
forth) which bad conthtiG%ally been |seryices separét@%y wth practically
no change to the addr &s Fsystemfpr—qonpptett copnmynigati on. Further
since the network adnfhisggatcr hpl dg the netwofk goﬁfrol authority, the
overall adm nistration| of =the |netjmork becones c|ear, fi ncreasi ng ease of
securingreliabilityad%so ga'gpql‘;‘ Qprovi ng sgourity.
g
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240 WHAT IS CLAIMED 1S: 1. In an integrated information
communi cations systenm wherein an |CS user frane having a unique |ICS user
address system ADX is converted into an I CS network packet having an
address system ADS, based on the adm ¢ftrat|on of a conversion table
provided within an access control apparatus; and wherein in the case that
transm ssion is nade over at |east one VAN contained therein foll ow ng
rules of said address system ADS, and the destination other accesss
control apparatus is reached, conversion is nade to said ICS user address
system ADX based on the adm nistration of said conversion table, and
another external information commnicati gigelapparat-ts—i-s—reacheddevel 1)
characterized in that the systen1conpr|s ?F\\lﬁét IPterminal in which a

NN

ng

5

user uses and a second | P term nal a®+0n to an IP term na

whi ch provi des data or satelllte an3h1tt ?ﬁba tus™and of mhlcp I CS

speci fic nunber is assigned, ful . .

7 \ \\- /

20 25 . 6 1 2 35 ——— (evel 3
80406015 11 1213 51 — (evel 4
VAN / /\ \ ]

% % ‘_,-" Y
30 34 61 (Level 5)
f/ x‘\‘ A_;’!I%\ 1! 1‘ ff! - - 'm .."4.._._
R N 5677 5678 5679 cror (evel §
FIG.118
——20131-1
Level-3 domain= ‘3"  d-addr=8610, upper=root-obn, u-d-addr=8510
kwwmdname Endpoint | lower-d-addr port
iy No 8710 440
12’ No 8720 440
‘18" No 8730 440
FIG.119

| 201411
Level4, domain= “12” , d-addr=8720, upper= “3 , u-d-addr=8610

Jowerdname | Endpoint | lowerd-addr port
“33" No 8810 440
rd No 8820 440
“35" No 8830 440
. FIG.120
—20151-1
Level5, domain= “34” ,d-addr=8820, wpper= 12" , u-d-adde=8720
lowerd-name | Endpoint | lowerd-addr port lower-user-addr
‘5677 Yes 7910 null 4510
“5678" Yes 7920 nufl 4520
“5679" Yes 7930 null 4530

FIG.121



comuni cation is started due to an inquire of the user by using a grand
| CS communi cati on passage in which a satellite comrunication passage and

| CS provide. 2. An integrated information conmunication system
according to Caim1, wherein said fulgszdupl ex communication is started
fromthe second IP termnal. 3. An integrated information

communi cation systemaccording to Claiml or 2, wherein a schedul ed
notification is cared out from an 241
| P term nal which provides said data and individual report of the user s
execut ed. 4. An integrated information comunication system according

to Claiml, wherein the data transnmssion is carried out fromthe IP

//ﬁwuna /4EH54 /’ 20040-1
Im’d's § g “12’
¥ s (addr=7800
port=600)
21361
(addr R 8720
e [EE
- -
/
mput:
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“34 ,
B § 4520
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. (addr & 7920, 4520
=8820) § §§
20041-1 —
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term nal which provides said data before the inquire of the user. 5. A
I ntegrated i nformati on comruni ati on system according to Caim1l or 2,
wherein said satellite transm ssion apparatus is included within access
control apparatus having a conversion fgple for address adm nistration.

6. In an integrated information conmunications system wherein an |CS
user packet having a unique ICS user address system ADX is converted into
an | CS network packet having an address system ADS, based on the

adm ni stration of a conversion table pr ovi/gﬁgg:{vi thin 21@{@%5 control
apparatus; and wherein_in the case that tr I ssi on/i de over at | east

one VAN cont ai ned t herei-n—otl-owi-ng—rH-es—ofsald—address—system-ADS__and
t he destination othgr laccess control apparatus is reached, conversion i qE
made to said I CS usgr |[address system ADX based on the adm nistration of
sai d conversion tablle,| and another external information comrunication
apparatus is reached, characterized in that superior protocol of [P
packet is referred)| gnd priority degree of next stage of IP packet arriyed
at said access cont]lrgl apparatus fromICS inside is selected in
21108-1 21018-1
— py —
N 21082-1 21017-1— &
P N -
/] 21083-1 21018-1 1~
- 2(050-1 Y
1060.1 21010-1 — 21152-1
2\ 21154-1
N [ o —<—
N 21130-1 8
S [, —,
) ( .
pd 21080-1
\ 21081-1 21080-1
21040-1
/ L 1 1102-1 = 0
8 \
] 21020-1
N il \ 211011 211321 21163-1
21027-1(Reg. SV) [_21028-1(Conn. sV 21026-1 /
y | 212101
- (N-addr=7881,port=831) | | (N.addr=7832 port=832) A C
- (U-addr=6300) (U-addr=6310) g
21610-1
\\
1
21023-1
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242 correspondence to type of said superior protocol. 7. An
I ntegrated i nformati on comruni cati on system according to Caim&6, wherein
said priority degree is selected at every superior port nunber when said

superior protocol is TCP. 8. An ijpgegrated i nformation conmunication
system according to Claim®6, wherein said priority degree is selected at
every superior port nunber when said superior protocol is UDP. 9. I n

an integrated i nformati on comuni cati ons system wherein an |CS user
packet havi ng a—unique, | C326&ér add?@sls system ADX is converted into an
| CS network pack g amp7addregs system ADS, based on the

adm ni stration ot a i provided within an access control

apparatus; and er aif nn—t e Appfiantt at transmission is nade over at |east
one VAN cont ai negl th [ a ul ej R¥olsai d 21150-1
g 08’ cl.bl.21,1200,¥
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address system ADS, and the destination other access control apparatus 1is
reached, conversion is nmade to said I CS user address system ADX based on
the admi nistration of said conversion table, and another external

i nformati on comruni cati on appar at us is1 gached, , characterized in

t hat superior protocol of IP packet is referred, and priority degree of
next stage of | P packet transmtting to ICS inside fromsaid access
control apparatus is selected in correspondence to type of said superior
prot ocol . 243 10. An integrated

i nformati on comuni cgtion systemaccording {o Caim9, wherein said
priority degree i~ sdlected at every superi ¢r port punher whep sajd
superior protocol 1is|TCP. 11. AN ntégrgted i nf orgati op copmun} cation
syst em accor di ng go Claim 9, wherjein|saild priority jggéee i 5 pol@cted at
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port nunber when said superior protocol is UDP. 12. In an integrated

I nformati on communi cations system wherein an |CS user packet having a

uni que | CS user address system ADX is converted into an I CS network packet
having an address system ADS, based ggythe adnministration of a conversion
tabl e provided within an access control appears; and wherein in the case
that transnmsgijon is nade over at | east one VAN contained therein

followi ng rul,ds of said address system ADS, and the destination ot her;
access contr 8l apparatus is rfached, conversion is nmade to said | CS USEr
addr ess systE#® AD%\ based ongjre adminstration of said conversion tablie,

and anot her _exte#nal infornftfijon comunication apparatus is reached,
characterize@< n thyt said infer-corporation commnicatian/

i ntra-cor porat{o ' (O amd— €S TretwWor kK SETver —COMITT Cat o

in the lunp johnect% W t way of LAN by a first useri | ogic m_f
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13 In an integrated informati on conmuni cati ons system wherein an 1CS
user packet having a unique ICS user address system ADX is converted into
an | CS network packet having an address system ADS, based on the

adm nistration of a conversion table piggided within an access control
apparatus; and wherein in the case that transm ssion is nade over at |east
one VAN contained therein followng rules of said address system DS, and
t he destination other access control apparatus is reached, conversion is
made to said I CS user address systen ADX based on the adm nistration of
sai d conversion table, and another external information comrunication
apparatus is reached, char act eri zedmoh ~ttrat—saru-systefevldr| udes
plural user service servers, plural c eynechl] CS servers and plura
conversion table servers, respectively, éppl' ation of I1CS entry is
received at said user service,server, con

r ned Ig% % vers all ot
| CS user address, ICS neif;;B/ dress anda$C§ na qhijld fver si on

table servers rewite con tabl e |m‘salﬁ‘acce ontrol apparatus.
" b1l bz —(level-3)
// \ / f\\ / [\
3 cd 5B c50 — 51 (evel-4)
FIG.128
/,—ﬁnunz
Level-1 domain=root, d-addr=7960 ;port=710,upper=null, <d-addr=null
lower-d-name | Endpoint} lower-d-addr port
al No 7971 710
a2 No 7972 710
a3 No 7973 710
F1G.129

[/f2HOL2

Level-2.domain=al, d-addr=7971 ,port=710,upper=obn, upper -d-addr=7960
Lower-d-name | Endpoint | lower-d-addr port
bl No 7981 710
b2 No 7982 710
b3 No 7983 710
FIG.130
. 4{,«4nmn2
. Iew&@imquﬁldmﬁrﬂ&i;nﬁ#ﬂﬁumnﬁalgggmdadh“ﬁﬂl
Domain { End | Admin. | Cip. | Bill PwW Expd- | Roa- | Bill
-name int | No. [No. | Class date | ming | Rec.
clblal. | Yes 1 2 1 | 224691 | 98-1231| Yes
c3blal. | Yes 2 1 2 | 983746 | 99-1231| Yes | 120
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14. An
wher ei n
net wor k
15. An
wher ei n

| CS user
concerned | CS server

said I CS user

i on system according to

is renoved to said access contro

| CS network packet having an address system ADS,

I ntegrated information comruni cati on system according to
sai d conversion table server
address and said ICS nane are notified to domai n nane
i ntegrated information comuni
address distributtion adm nistration table
and resources of domain nane server
245 a pair of said I CS user address and |ICS nane,
and | CS user address and I CS nanme of the present term nal
when the term na
an integrated informati on comuni cati ons systenm wherein an
packet having a unique |ICS user address system ADX i s

addr ess,

appar at us.

converted into an

of said
hol d

only one is not changed,
changed

are not
16.
| CS user

/4211021 1 ﬁ/ 210281
Level-1 g% g al, RP2
(addr=8800
port=832)
v 213361
7971
S| B8 7
input
[0 ¥ 23451 clblal
Level-2 g § T
N y sl
EER
=7971) £
[21100-1 : /_21355.1
Lovel3 4
§ § cl, RP2 output:
= “Yed’
< Billing Class
H L21356-1 —
(@ddr § % “Yes’ or "No”
=7981) - Billing Class
21029-1 —
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based on the adm ni stration of a conversion table provided within an
access control apparatus; and wherein in the case that transmssion is
made over at | east one VAN contained therein follow ng rules of said
address system ADS, and the destinatiofygther access control apparatus is
reached, conversion is made to said |ICS user address system ADX based on
the adm nistration of said conversion table, and another extenal
i nformation communi cati on apparatus is reached, characterized in
that an I CS operatjor gives an instruction to integrated user service
server, integrated resoufpce adni nistration server and integrated passage
i nformati on server, é?d %Eoperation is executed by individgaatreports.

i njor

17. An integrateg ti on comuni cation systen1accorgf?g t ¢ ai m 16,
wherein |1 CS operatjonf §i Vep~aA—+Rst-ti-on-t-o—htegrated— |c@\ fon ftable
server, said intedrat bnver sion table server instrugts r tting of the
conversion tabl & tlojcpnvérsion table server and the copjvar silagn |t abj e
server instruct§ rlew{timg of address and so on to thejid N mane| server
i n accordance w {h tithe i Ftruction, or 8300
§ M~ 7300
% e
= § -
\ i 5200 g
4200 &N
8200 [
7200
1 )
-’/}
b} 3
5 &
>
g}
L an
= : 1500 | [5250
|
X 1100 | |6210
\ 8100 | }8200 ‘
T 8 8 8 7100 | 9210
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. B 5 &
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246 the I CS operator gives an instruction to integrated conversion table
server, said integrated conversion table server instructs rewiting of

dat abase to the user service server and the user service server operates
by returning the address and so on inygprrespondence to the instruction.
18. An integrated information connunlcatlon system according to Caiml17,
wherein concerned ICS authorities give an instruction to integrated
concerned I CS server and integrated donain nane server and operate by
reporting individually. 19. In an integrated information

comuni cations system wherein an I CS user packet haV|ng a unlque | CS user
address system AR : pr k—packet—tavi ng an

addr ess syst emng Al pf {& convefrsijop tabl e
provi ded withi& & wHer@ikn—ngtlhB\case t hat
transm ssion is ngd T hemei A |f pl L owi ng

rules of said lress . gyste at i 'en—etther—aeceds control
appar at us §
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I's reached, conversion is made to said I CS user address system ADX based
on the adm nistration of said conversion table, and another external

i nformati on comruni cati ons apparatus is reached, characterized in
that 1 CS user address and | CS network fﬂgress of comruni cation other party
are obtained as I CS domain nane which i's tel ephone nunber, and said ICS
network address is held in a conversion table wthin access control
apparatus at a call side. 247 20.
An integrated information conmunication systemaccording to C aim 13,
wherein I CS user address aSF | CS nj | Lan ot her

party are obtai ned as €S h and voice
is fallen into I CS useér p¢ckg%. %]21. In an integrated inforndtf on
communi cati on systenl-ﬁgg1e Pﬁa18! CS usser packet having a uniqueg (Il CS user
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converted into an I CS network packet having an address system ADS, based
on the adm nistration of a conversion table provided within an access
control apparatus; and wherein in the case that transm ssion is nade over
at least one VAN contained therein fol jpgM ng rules of said address system
ADS, and the destination other access control apparatus is reached,
conversion is made to said I CS user address system ADX based on the

adm nistration _of said conversion tabl g—ane—arotter xterndl information
comuni cati ¢n rappar at ys—hs reached, & Character] 2ed i hat jwherein a
communi cati ¢n %gf
t
tr

o

t q tlegepghone voiHe i|s| Gappbl SFqnnegt | a

epgﬁ (::-eglinefrom ?'Iép %BIina%@nerm n‘option wi t hin
d

t el ephoné}vija

the accesswgor I P tius. 22. I n af Jni egrat i nf ol B420i jon
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248 made over at |east one VAN contained therein follow ng rules of said
address system ADS, and the destination other access control apparatus is
reached, conversion is made to said |ICS user address system ADX based on
the adm ni stration of said conversion fgbl e, and another external

I nformati on comruni cati ons apparatus is reached, characterized in
that an I CS receiver gives encryption function and rel ated encryption data
to a roaming termnal and said encryption function is selected by changing

par anet er. 23. An integrated information conmunication system according
to Caim22 further—i-Reludi-ng—anri-deptit-egt-op——server—t-g—i-dentiity—th
roaming ternmingl fo be connectled with pluralj accesy coptrgl apparat us.
24.  An integrpted Lnformati on copmuri cation sygterm acgordingto| O ai mj22,
wherein an tdentif i%at ion server, |ncliudes charge canirpl i nfprmtiop
(charge cl &s,| char®e recotd) land{1CS accourft is charged ibased 9gn the
charge contLol } i nflor mati on) 25.| An integrjated inforpatijon pomjuni catijon
system accofdi hg tro—€rarmnr22TnctudiTg—ardoner T ae SErverheviiy
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26. An integrated informati on communi cation systemaccording to C aim 22,
wherein a first radio receiver/transmtter is connected wwth the access
control apparatus, said first radio receiver/transmtter

249 has a function to convert inner {g ormation of |CS user packet to
radio type I CS user packet and transmts and a function to reversely
convert to inner information of |ICS user packet, and a communication 1is
carried out between IP termnals including a second radio

receiver/transmtter having the sanme functions. 27. In an integrated
I nf or mati on copruRi-cati Vv st em——wherelh—an—IlCS-us cket—haw ng a
uni que | CS usef address syqtem ADX is| converted into an ICSIJ]etvnprk packet
having an aédress |system ADS, | baged pn the admjni stration of ja conversion
tabl e provided|w tihEn an 4gcceps gontraql japparatus;| and wherein, in the case
that transnf’sjon i® made |ovel af |efpst |one] VAN contained therein
fol |l ow ng rmes of{ sai d
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address system ADS, and the destination other access control apparatus 1is
reached, conversion is nmade to said I CS user address system ADX based on
the admi nistration of said conversion table, and another external

i nformation communi cation apparatus isgfgached, characterized in
that network identifier is registered in said conversion table,

cl osed-zone intra-corporation communication is performed by using the
network identifier and is capable of accessing to a network server for the

i ntra-corporation communi cati on. 28. An integrated information
conmmuni cat i on system-accordirgrto-—C-abm2r—wherelR—6l-0sed-zone
inter-corporatﬂon i s perforined| by jusi hg |thel nefworlk id¢entlifier and is
capabl e of accessin% to a netwprkseryer | for the iintef-cqgrpofation
communi cat i dn. £ 250 ,2p., An’ i pteegratied i nfdrmation communication
system accofdi ng tjo® O ai m{27, | wherei p cliosed- zone |vi rtual| dedi cated |ine
comuni cati {dn is
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performed by using the network identifier and is capable of accessing to a
network server for the virtua
integrated information comruni cati ons system according to C aim 27,
wherei n open-zone inter-corporation isygperformed by using the netmork
identifier and is capabl e of acce55|ng to a network server for the
open-zone inter-corporation conmunication.
comuni cations systemaccording to Caim27, wherein ICS user is
transmtted/ received by using the converS|on tabl e between an internal

dedi cat ed

| i ne conmuni cati on. 30. An

31.

An integrated information

net wor k server

i nformation commu

conver si on tab
at a necessdry
comuni cat i ®n
is not heldSin

regi ster atgf hg
used by tenppr 4

An i ntegrated

, wherein the

ile and i s took out
rmati on

\hereln t he conversion table
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251 34. An integrated information comuni caitons system according to
Claim 27, wherein a domain nanme server for closed-zone intra- corporation
comuni cation is provided in I CS network. 35. An integrated information
comuni cati ons system according to ei ﬁher Claim 28, wherein, a domain nane
server for closed-zone inter- corporation conmmunication is provided in ICS
net wor K. 36. An integrated information comruni cati on system accordi ng
to either Caim?29, wherein, a domain name server for closed-zone virtual
dedicated line is provided in ICS networ ~./n an integrated

I nformati on comuni cati ons system wher user packet hgpimp a

uni que | CS user address system ADX i s conhwverted-Tnto an | CS petwork packet
havi ng an address system ADS, based on the agninistration off a conversion
tabl e provided within an access corktewl’e FRPRLeRIYS: and wherein in the case

h ) . .
that transmssion IS 16S N.W. Add. -> FL-SNA

Sender User Add. = FL-SUA
Reciver User Add. - FL-RUA

v

(Yes) | Search Record of Trans. ICS N.W, Add. = FL-SNA
and Request CiD=3 ?

SP140 l(No) \sP110
(CID=3) Search Record Including /5P120
Search Receiving ICS FL-SUA, F1~SUA, FL-RUA
User Add. ‘
Exist Objective Record ? r SP130
No)
(Yes)
S/P,145 /_ SP160 [SPI’TO
Obtain Receiving ICS (C1p=4)
N.W. Add. Check Sender ICS User Add. Obtain
Obtain Receiving 1CS N.¥. Receiving ICS
Add, N.W. Add.
) v SP180
ICS Encapsulation ( /_SPISO
v

Send ICS N.W. Packet to Communication Line

FIG.141




made over at |east one VAN contained therein follow ng rules of said
address system ADS, and the destination other access control apparatus is
reached, conversion is made to said |ICS user address system ADX based on
the admi nistration of said conversion f1@bl e, and anot her external

i nformati on communi cati ons apparatus i s reached, characteri zed in
that there is provided an identification server to identify a roam ng
termnal to be connected with said plural access control
apparatus, an identification table within said identification server

i ncludes a network discrimnator and encrypti on par anet er i ncludes a
network identifier. 38. In an integrated §t91t j on communi cation
systenm wherein an | CS user packet haviwng._a uni que4CS user address
system ADX i s converted into an I CS netvvork packet having an address
system ADS, based on the adm nistration of a cowversion table provided

W thin an L —ST100
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|

No . . [‘STIIO
Registered Receiving N.W. Add.

yus ¢ Yes
/‘ST120

Abandon |CS Reverse Encapsulation
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Send ICS External IP Packet [ ol180
to User Logic Communication Line
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access control aparatus; and wherein in the case that transmssion is
made over at |east one VAN contained therein following rules of said
address system ADS, and the destination other access control apparatus

i's reached, conversion is made to sai dj3gCS user address system ADX based
on the adm nistration of said conversion table, and anot her ext er nal
I nformati on communi cati ons apparatus is reached, characterized

in that there is provided an identification server to identify a roam ng
termnal to be connected with said pluralgiige-access wspicoeh appar aiwe.2 and
the conversion table includes a network dentifier. |
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