WO 2009/ 158108PCT/ US2009/ 045558 STRUCTURED CQAUTHORI NG BACKGROUND [ 0001] In
mul ti-user environnents, it may be desirable for multiple users be able to
edit 5t heweanw/dswanent at the same tine. Oten, when neCTiysb@9wgisss are
editing the docunent, confusion can exist as to how the various edits are

added to the docunent. For ex | [ | tiple versions of the
docunent arc edited, nakinggﬁﬁggyﬁ¥$€ﬁﬂﬁségﬁﬁgﬁ§@&éhe edits into a single,
conpl ete docunent. 10100021 Even in systens that support multi-user editing

of a document, users typically cannot control when the users' edits are
shown to others editing the docunBACKGROUMEP, it can be difficult to

defi ne I user ji.s worki.ng on which rticul ar rt. of the docu t,
Cher oby  NREOH PrguliRusEoat BRwRRiont gt Yeririn Bt alis Shash B o TRl
documant . thd SRR hPAAR] sabiterimé eo8lh, Whenth@siplctustBladd &itihPtheyst ems and
met hods for structured coauthoring of a docunent. [0004] According to one

aspect, alosymeriprdrdpsien eancaxit ag tecln theomeriags efitsardatdgdemtheziocemensr Fees a

server i ngl yding, 06, &1, REE ARGHITERS. o £AGNLABCURROL BElNG, hgaR ged | nt o

. U . .
sections, a docunment perm Ssions no ores user CCesSs perm ssi ons

for each magt tieredat irto daighe BdmpRtcdipeunient update processing nodul e that
processes requests froma user to share docunent updates with other users
and that processes requests froma user to receive docunent updates from

ot herlousghﬁoz”}” &iﬂ%?%{%gﬁ‘gwag 6+l ti-r{RQI“éd‘?tgglg{O? d%%ﬁ%ﬁﬂ@ﬁ?ar@t grgHpent for

di splay on a client, ocurrent berng ren so that sections’ of the
docunent cansotupdiadledhon thbiusheredds slectoento othdated#ingabkeddynmeserByrtiehet shar ed

docunent updates bein equested by the user .on the client. The user access
per i ssi sHE PRl PR %g%fﬁs%aw&er tSoW%E}néwnawlag%Pa@awam ?Vhsgewr%%u on of
the docuqﬁ&kbyRﬁﬁ@%&ﬁﬂ?ﬁhﬂ%éédﬁﬂ%ﬂ&hHﬁ@Ehﬁﬁﬁ@ﬁﬁd@ﬁﬁﬂb8§&9&§n¢0 be stored for
one or nore sections of the docunent. 30 The systempermts two or nore

users to coauthor one or nore of the sections of the docunent so that each
user .has specific access rights to re of the sections of the
docqunt, so that the user can speéﬁﬁ@k&éggﬁer updat es made by the user to
t he one qoo#Rr EhSHEtdn® BB cIOburt REade ENTBRINSGAA nRehddis M stiethrdéOcqatiheringSer s,

and so that the user can
of a document.

[0004] According to one aspect, a system for structured coauthoring of a document

20  comprises a server including one or more documents, each document being organized into
sections, a document permissions module that stores user access permissions for each
section of a document, a document update processing module that processes requests from
a user to share document updates with other users and that processes requests from a user
to receive document updates from other users and a document rendering module that

25  renders a document for display on a client, the document being rendered so that sections of
the document are updated with shared document updates made by users, the shared
document updates being requested by the user on the client. The user access permissions
determine the extent to which a user can modify each section of the document, permitting
different user access permissions to be stored for one or more sections of the document.

30  The system permits two or more users to coauthor one or more of the sections of the
document so that each user has specific access rights to one or more of the sections of the
document, so that the user can specify whether updates made by the user to the one or

more sections of the document can be displayed to other users, and so that the user can



WO 2009/ 158108PCT/ US2009/ 045558 vi ew t he nanes of other users accessing the
one or nore sections of the docunent and can sel ectively obtain updates to
t he documwot2dwvidsnoshose users. 100051 Accordi ng to anot Irer/tse@ens3ssa nmet hod
for structured coauthoring of a docunment 5conprises: opening a docunent on
a client b% user, %hglpdocurrent orgﬁni zed into sectians,, each section

r epr esentivy U 1R 0b PICHESCHLRATRIHIS the ARC %@awﬁ?mﬂsggﬂ};ﬁ%mﬁ%@n &BLess
perm ssi %@I%cﬁ%ly@ﬁ'ﬁiﬂpd%ﬁ?o gRGbb@hentHont MRsd@EWrent and the document

di spl ayi ng the hanmes of users who are editing one or nore of the sections
of the docunent; perform ng operations on one or nore sections of the

d t, ti i 1 i t.with . th
e e R, SRELAh AT TGl SO SRS Bl B oS BB men
i dent isf yidaeh é@bﬁ@niﬁ%a Hhunstae UaRlicitata wan thedshalc8torghtibedinier users so

that the updates to the docunent are shared with other users; and

i dent i f yisagflamecagh seasioa repyeyonting o ppiihf i deeenpiinthe doeismens displayie wer nore of
t he secti - - taj t - S
sel ect od FronPeme afde BRL 258 4 8irtE a s ebiten Y RS 38 o

updat es ahensbésoMmsersfwhorare béitiadg ohtenmosesi\ey seatichscifspd dotechenty t he
appropriate_ sections of the docunent. 100Q6] According to yet another
aspect, @HBIRBEG OPETIEBHIHPHAT Y CSAEons Pl dosemey athe RBFIRHYNIICE document

at  a 14ocuRRke /AL Ve GRIP LS8 Seris bl HdnBd AQSGHIBIY or MER sBetZdRbPfRl 1ty of
Al Derriisgibls & o 1Hor? spet

sections, each e sections Inc g a paragrap ocunent ;
st ori ng ubenmautc elestifyergnirsiaios tistheaoeantntofiattchie bs getrédwgh ofhet heerdacthatent f or

© PLU 2t S50 B SSCHIER o U2SL BESESR L 208 S i
coment Gy hhiGesdcuRRE @datel o SRCHTBHE of Qe ithsiofeh W Rl arbl&bS Who are

accessing each of the sections of the docunent; rendering an instance of
t he 25docbtentd, the aneer umee gsaf sdldvécddivar tiemamashiésplaned en it deomeatiso

i ncluydin ess contro t hat, .i.ndi cat e, user access perm.ssions for each of
the dact aRIRETSEB LRl oo R SR SR e PR G b aros. o
t he user sipphpriatetceibinsiofthceetimeht. t he sections of the docunent, the

render ed gocunent i ncluding action controls providing actions including

requesting updates to the sections fromthe users and designating that

upates MR ATRGRER b b0 R TRt PSR e er s, oL 0

updates e users o receiving a
request fooantharifig 684 detsietent &t ssdvau@chipdate sompriddsedideitnpgedicurmdeinya t he
first _user wi.th other users; in response.to the request fromthe first
user 20enabyhly afitectipeirehe! s datuess melling 2 pyaskph g the deFUMENHEOBHEY ed

Wi th ot h%fsey&%és%gfeﬁﬁﬁgbréé 3%agh bEAYSSLiohS BN dBEGRAA HSLSIutBity SEREMGrUPDAL €S

to the sections t ocument
the document, the user access permissions defining an extent to which each of the plurality

of users can view, edit and comment on the sections of the document; storing the names of
users who are accessing cach of the sections of the document; rendering an instance of the
25  document to the users of the document, the rendered document including access controls
that indicate user access permissions for each of the sections of the document, the rendered
document including the names of the users who are editing each of the sections of the
document, the rendered document including action controls providing actions including
requesting updates to the sections from the users and designating that updates a user made
30  to the sections are made available to users; storing updates to the document made by the
users of the document; receiving a request from a first user to share updates to the
document made by the first user with other users; in response to the request from the first
user, enabling the document updates made by the first user to be shared with other users;

receiving a request from a second user to receive updates to the sections of the document

2



WO 2009/ 158108PCT/ US2009/ 045558 nmade by ot her users; and in response to the
request fromthe second user, rendering an instance of the docunent for the
second uswo 200vassioacl udes t he shared updates to the secProns20000uEss ed by

t he second user, the shared updates being rendered in new docunent sections

| ocat ed di %Fc%,l(?/ above the requeste docurregrt stgcti ong. 000 4 . Thi s Summary
i s provi By qtherseRIcan AN SeiPaRYS 18 Ahoicdish Bt 18e p7poRd YiHpicRESTEIE &or m t hat
are furthgiadetiideRuRRhOW: iR stlsdRREAhhEHIRESCHhE Eﬁdr&{‘upd'ﬁﬁ!s?co gummary is
not intended to identify key features or essential features of the clained
subj ect rmattians requested by ithe Senershabed thoshercdupdates being mdndetcdan sewplecwhertthe

cl ai med subj ect tter. SCRI PT] ON THE W NGS 100081 The acconpanyi ng
dr awi ngs Sleﬁtjéoélrgﬂ%crrggetde(ﬁmlcﬁy[)g%%eftg? ’fﬁqH%fg%E‘ IR SPUMSs peci fi cation il lustrate
se erg] aspects of the present disclosure, and together with the
description serve to explain the principles of the disclosure. 15 100091

Fi gure | [90&ilsThin Sexasy & rosidedriofrisirodusgatsiiseiiomoldwaaenihins sippbiied farmgur e 2
shows a r t hor | 0100111
Fgur e 3 bidli HifisCloPline R BLBATARY BEGI e et o012

Fi gure 4 iskoadal @ridaxidniptefcafurd 8 pbaytisidedoes 0B b dijisiad esbjédt amt@nabhdr user
for a portion of the example docunent shown in Figure 3. 25[0013] Figure 5
shows exah*&ﬁf‘éldﬁ%mee%seéﬁongﬁnték%ﬁﬁ%)@oaﬁwﬂﬁéwd§@?ﬂ Matteh014] Figure 6 shows
a flqychart for an exanple nethod for coauthoring a docunent. [ 0015]
Figure 7 shows a flowhart for an exanple nethod for coordinating the 30
coaut horing of docunents aADESCREIRUMOMOFsEiy®RAWEYASLED DESCRI PTI ON [ 0016]

coaut nor 1 MR0AF e ESeimRamine Sy noeserBuThaper Bo0is oaseEne

specification illustrate several aspects of the present disclosure, and together with the

description serve to explain the principles of the disclosure.
15
[0009] Figure 1 shows an example system for coauthoring documents.
[0010] Figure 2 shows a structure of an example document used for coauthoring.

20  [0011] Figure 3 shows a portion of an example document for coauthoring.

[0012] Figure 4 shows an example of displaying document updates from another user for

a portion of the example document shown in Figure 3.

25 [0013] Figure 5 shows example modules of an example document server.

[0014] Figure 6 shows a flowchart for an example method for coauthoring a document.

[0015] Figure 7 shows a flowchart for an example method for coordinating the

30  coauthoring of documents at a document server.

DETAILED DESCRIPTION
[0016] The present application is directed to systems and methods for structured

coauthoring of a document.



[0017] In exanples described herein, a docunment is organized into sections,
and users are assigned specific access perm ssions to one or nbre sections
of the dowormeow1s8ilRe access perm ssions define the exteRCTiuS2000i0¢3558 user
can view, edit, or comment on a section of 5the docunent. Structured
coauthoring also permts users to share docunent updates. A user can nake
changes to the docunent and decide which, if any, of these changes arc
shared wi bblﬂtﬂl@éxaﬂﬁfers%esdd%eéﬁ@'eid QocEméht & 0%%2&@&%&%‘[1&% sRfushared
updat es to t he docunent made by one or nore users. 10[0018] Figure 1
shows an axgngl eeijis aeensd pONTissaIS el pp@onmowtscctmna médleatmumhmr iThg ag€ess
docunents. The s clients .101 and one re
docunent TeEP0SPEY SE frutdio PR el Bt eSS e R MR PierBBLE be
used. 5[ 0QA8Hodumcex a8l @ureiBedithd HoSelsd femak Lens & shldk dotlAcAnpdeREPAL i ng
devi ces, such as 15 desktop conmputers, |aptop conputers, personal data
assi st antuser @ regkic|diprges de hicclosummpang dpeide whichy if anpofdhgse ichegg arc

i nput/ out , <C N ta storage
devi ce, sﬂglted%ﬁltoctﬁegr us %'Mcﬁ!lorp 81%%5%'11[#9%1}%%% see % i’! /d)u dgte??od@\gl ces

i ncl ude chybmaﬂitdﬁaderhy(:@e o@lm&pbaﬂﬁrumgr ophones, 20speakers, disk drives,
CD-ROM drives, and flash drives. O her types of input/output devices can

al so be used. [0021] Conputer readabl e nedia, such as the data storage

et 39 OB e oA ShED SomBNgHEN B EXAITRL EredtOTRHb K, geadabl e
medi a ca e conputer sto S0me |a and conmuni cat1on rrea%

Comput er cbk:mmalge rbelbystdnm (N)Qjﬂehldpmylsand:sal 01v d0281d encarranero nwolmdrit Iser,vers
renovabl e ngﬁnon renovabl e ]gzgﬁl a i Ierrent edlée‘a gny met hod or technol ogy
for storadd MOERF EYaCHEHS & Cé‘éne@ YT R ¥EYEB1 e i nstructions, data
structures, program nodul es or other data. Communication nedia typically
enbodi es conputer readable instructions, data structures, program nodul es
or ot her [8tY Inrexampl erolehdimenssl thaclaensd UHallOZ;mwomuéng‘.é¢\fi¢®rsuﬁlawe or other
transport, nechani sm and jncl ude ti.on deliv nedi a. JThe term
roauPar A SO gha rle et Rss BpRi RS Sacens ikl £RG it

charact erdlighis 491 SER @h idhadtdaputioutsid @bvidesTR e Fal ﬁocml@nﬁ@aﬁcpwf RrMation in
the signal. WO 2009/ 158108PCT/ US2009/ 045558 100221 Among the plurality of
i nf or mat idste HereEedeoes. enda geiverisdorietye device is a client operating system
("OS") and client applications. The client OSis a programthat nanages the
har dwar e and software resources of the client system The client

app:c i cat i[00:&0]uTyﬂlbasnﬁdgeurpasﬂmmsndbﬁdetkaa@b@drﬂgrmtuse lﬁhﬁlay&fl&ctr@plﬁhmct ly
performtasks specifie t he user the clients 1 QU 102

i ncl dde OREASES: %}Eéiﬂé@ﬁ, {%};ZrBQl\é;siﬁi% anq §ﬁ%h drig T8{58: hoélger\mea of input/output

devices can also be used.

[0021] Computer readable media, such as the data storage device, provides for data
retention. By way of example, computer readable media can include computer storage

25  media and communication media. Computer storage media includes physical volatile and
nonvolatile, removable and non-removable media implemented in any method or
technology for storage of information such as computer readable instructions, data
structures, program modules or other data. Communication media typically embodies
computer readable instructions, data structures, program modules or other data in a

30  modulated data signal such as a carrier wave or other transport mechanism and includes
any information delivery media. The term “modulated data signal” means a signal that has
one or more of its characteristics set or changed in such a manner as to encode information

in the signal.



processing prograns, that arc used to create and edit docunent files. One
exanpl e of such an application is Mcrosoft Wrd from M crosoft Corporation
of RednomalQ 2vépsisBregt on. Ot her exanpl es of such appl i cat POmAIS2008/03355%
applicable. 10[0023] The network device enables the clients 101, 102 to

send and r iye data to/fromthe server 104 through a network such as a
LAN or t 10073} Srwee .theCRIH@Lthgt]r}Pg&@P’é‘%l} ey PBithe frda BOrgROSVIED !, 2 A5 ar e
possi bl e.o0Bddkyhe (quﬁ%ﬂtcli&ﬁraﬁﬁlﬁ élligﬂs.'ﬁh@clfeh{ OS3€4 ¥Rerddh lat hdnages

accessi bl e through a network. The 15docunent server 104 stores a plurality
of fil es.thThedwafd dndsottanrd meduncks off dterclisof sywrame Hspilicoatppbesioandtidacunent s,

as descriped furth herein . T ocunent server. 104 controls access to the
docunent Sheresp g b RERELY Wy Tl SRR T BRsr e TEbs BieRE P e
docungnt «empRry thtQdicdN0bel0Rasatdond drithdte 8bftwireAbPRULBAS, isB¢h &'wé@n be part
of an Internet-based shared docunent system An exanple Internet-based

shar ed ddEoeRssing Bieerans, that arcgpiorapa and edibflement Bles pOne gkamsple pépuch

Server 1 MpEiaa ¥ b BLEP Roks MBI AR ol O BEREBAR, S SRRMET,
Cor por at i@ther Xahpilcs@dRiichgapptativns acedsdapplisstde. 25 [ 0026] Figure 2 shows an

exanpl e docunent 200 that is rendered by a word processing application 201
on exanple client 101. [0027] In the exanmpl e shown, the docunment 200 is

or ganjiyz eg?gﬁ] OTRk: ﬁ)ét{v%ﬁé . etv}'ce%fnaﬁlgﬂhiegﬂénts 361 ,q%’i :59 Q&ltd%qldQ‘§c(§>§\% aita‘,)ﬂa%rcﬁlq 2
g , y. A t I

t hr ough respective section corresponds to an editable piece of a
docunent .thdypvadlOdthroagls e attwank swh dse [aky os tHepatetnadf Oshed ocnfigmitions dor

exanpl e paragra , adi ngs,, drawi ngs, tables, etc. A document may contain
only one‘E%E @%ﬁﬂﬁféﬁfﬁﬁéw%?@ea tabl e or a single paragraph or sentence.
WO 2009/ 158108PCT/ US2009/ 045558 100281 Al ongsi de each section of the

exanpl e docunent 200 are exanpl e user controls 222-232 that display the
names of [0824]sThihdocamentseryasdOftys bkuschor thaistaeecssibby thomugh Thetveorhnihe

docunment 200 al so in es ex l. e ess,controls 242-252 that display the
ncce0s pelRmErSRe D ROLHERs FELFG S eSS LB ReR an et Baior & act i on
control s x8fcatd9dnd ftlunRatsNid ddsbiebddSarthdrdetcdk ETRNGoRciPicyv&egi fi C
actions for the docunent section. The specific actions may include

assi gni ngontialsgeeassrionthe deeumants stered byttheyervesdP4. mar ki ng t he docunent
section reviewed, marking the docunent section conpleted, etc. In

[0025] In example embodiments, the document server 104 can be located within an

20  organization or can be part of an Internet-based shared document system. An example
Internet-based shared document system is a SHAREPOINT® team services portal server
services provided by Microsoft Corporation. An example shared document server is
Microsoft Office SharePoint Server 2007 provided by Microsoft Corporation. Other
configurations can be used.

25
[0026] Figure 2 shows an example document 200 that is rendered by a word processing

application 201 on example client 101.

[0027] In the example shown, the document 200 is organized into a plurality of sections,
30  designated as sections 202 through 212, respectively. A section corresponds to an editable

piece of a document. Typically, a section can be any subpart of a document, for example

paragraphs, headings, drawings, tables, etc. A document may contain only one section, for

example a table or a single paragraph or sentence.



addi tion, the exanple docunent 200 al so includes exanple dynam c controls
262-272 that define rules for dynam cally changing the access perm ssions
for a secwDanowofsstoRe 10 docunent. OQther functionality f®@CTUs20000MISE®I S S
possi bl e. The controls may include text boxes, |ist boxes, pull-down |ist

boxes, ic¢ or any. other user jpterface contro es that nay be

appr opr | JBB28I Gi5Pefids radhrsect %F%e@%ﬁm%%naé%é XIE(?FWPB CIsoAonGel | j st
the nanmes0f) R UsGaythe HERESoFARMRhAIIE cHYERR! lab(th@fih%’cﬂég;eét%. ke
section 202-212 of the docunents. For exanple, if user A and user B are

cur r ent | yexentptel dogument 300l R0 acloflest remptscasnentcontrdle 2AxAe3 that dysley te and user
B are listed in t.he uaﬁr qgntrﬁlt€2i SO tFat.eveQ%one iha&.has t@e ggcunent
200 open ‘Can° SEETPHAL UsEF" KRG UsEr'Bd ECHOR PRI Ut PRGOS 8¢t i on
202. A usen th pelis ialsettoltPkdihe@f inidrB §pRiftOLioR M or BIRCAdcametiRBridhe user
makes changes to the docunent section, 20for exanple by typing in the

docunent Hecprafic aftoosmaythdude ssiainsahailedingms sestion franpthe sscre matkied s
242- 252 indi . - i it tion of the
Gocunnnt BoBoakRal BEASKEER L S0 R, R SRR donfy SFE N0 |

read/ wri tagditioayihe wxanply docond 200 aibynclida dxanply dnsmitcoatcls2-2CR gyt user
25access(§ernissions may. be possjible. [0031] In exanple enbaodi nents, the
names of define ey or dypanigally chepging dhe agseseTpispmsr gsctontHdhdocunent

sectijgn ado%yﬂ%ﬁtplﬁ}{ , uﬁét%n&@@{)fgffh@%{?ﬂr&s %‘ss%ﬁl%: THd cﬁﬁ@é&?%&ggﬁ@?&’é {IRNts,

the nanes of users with rea y access y not be or exanpl e
30i f t he Hoixsy, lisf bess hpulisdovan liss bbxasgicod O3y offee nisa intsefacd @naskiygoedaf ul |
control, the user has full read/wite access to the section of the docunent
and, in dB% RS YWORKE user can use any aspect of the user interface. For
exanple, with full control, the user can change the formatting of the
docunent. When WD 2009/ 158108PCT/ US2009/ 045558 a user has read/wite
control, [0029]ukethe hemmple slabwwr, itheeusgecoritrodd B12-23 last dheotanoy ob thetuser efaservent |

PR S g e e b e T

Changes A aM G§@ Bt cély Mty OaTET02 EFthy dRRIiBNS $hORamdsitE ub&er a@n
insert comments to a 5 section of the docunent but cannot alter the text

wi t hin t Hecrided lbitedon thhescaeeniral AE2 swhancyassenedmthapierossment, 200ipeciser can
view the o SH @ &ber Nh%d%?&%%%ﬁé{}w anngs (HERKGIAMBC NS, éogl(sai'rd%rglﬁzd

cannot insert any coments. nNo~ access perm ssion,
sect i ons tobe adiiag urddoimem\sedtivhn wigcnvthewed heakbocHdlgestertbe ddoameaxkanbde, there
may be confidential information in a docunent that one or nore users are

not p&r mifet enine By GRINerRdpeIUEeN(#fEHOBr esented to a user, one or nore

sections of a docunent may be redacted to prevent a user fromviewng it.
This is illustrated by shaded sections 206 and 208 in Figure 2, which have
been def i[A83]afhaaccasqesmistions siue acdest tumtrioded4d? -2 Pnindioare tlendxoatit neewhsh

confidential sections nm t be dis at all to a 15user that j s not
OGRS A R e A RS RO S oA
full control, read/write, review only, comment only, read only and no access. Other user

25  access permissions may be possible.

[0031] In example embodiments, the names of all users with any level of access
permission to the document section are displayed via user controls 222-232. In example
embodiments, the names of users with read only access may not be displayed, for example

30  if'the list of such users is long.

[0032] When a user is assigned full control, the user has full read/write access to the
section of the document and, in addition, the user can use any aspect of the user interface.

For example, with full control, the user can change the formatting of the document. When

6



may be redacted if a user is not permtted to edit them For exanple, in a
docunent that includes both engineering and financial sections, the

financi alweeoctywsssmy be redacted when an engi neer is PCemusagvhessglocunent
and the engi neering sections may be redacted when a financial person is

v 00, L SR 20 E Y ST ST I TS
docurent defoyient B ARAGIMIRTORRASANARY NORIARKIBL REATLBH! Piket ofn t he

docunent). This nay be done on a section by section basis or globally for

t he enti meaktohangastto thEecusent th cesgagked Nassicommlegydikeulresk @hangss or ed on a
docunent 55ergq&wg{a@%5] The gsq& access p rm ssions escriq§ can al so be
enf or ced WG REL wWSrR “RBRHEELTViPEYISALL; 5?1%%?1“ GEEPS Pt EsT 9% t o

sect i gns pttich SRR ARG AButRAnERGREChE Fext Rethal the Béctdn D HHRcBmapP | WERRL i on
or stored within the docunent. In this way, the access 30 perm ssions can
be used ifad ¢y ppineiption, shajisst erndet dae socbpn ohibic deewnask but canpetangle & t he
docunent i . 36] The action controls 282-292
permt tﬁ%5%§%r0ﬂ§L§§%§Q%H§%g§¥$?%h%%ggbn regardi ng the docunent section.
For exanple, the user may wish to obtain updates to the docunent 7 WO
2009/ 158108PCT/ US2009/ 045558, secti on, from one or nore ot her_ users_ that my
be editi 1803HeWABAPASRESs PeERIPHAN SETRIRSCEIOBP ofdoGynaat sy dhbevighghlede t hat
the uger JIBAe FbPoldifIdlQRUETRRY REChHANH hiorBRSoRn I GurhDfar HRAGSnorEX her
exanple actions that the user may nake 1 nclude sending an email to a user
or i nst antsewessagipegnidtedsevietvo Thicredorouthat gesenteddb harseaohd onmo@rsectpmssi bl e.

5 10037] The, dynamic controls 262-272 arc used. to define.rules that permt
Phe aceesd Mot etItneb bR B GAT s e mbicu et T dyaRresd Ry hange

when a USHRJQIARBG®96and 2% in Fighr®X 3R Hehave BeerPdcTiRE §s HS 8ERsRY sbifc
desi gnated reviewers, but a user may not want the docunent to be revi ewed

until it dfgshecewepl. dnhedme embadinexnsmrpdrdidentiddietms maginohbd displapedat attdp ks a

secti,Qn of docunent onpl et e, the access rmssion for.a,revi ewer
dynanseanss bros 8RR ARE el 1B S TP AR s She e REh oSl b pens
and begi nfaekl tedided 1@ Wy ABNEcr@@hd th REit Uskel. Eaex¥mpW, thedsanfcasiendi ng

exanpl e coaut hori ng control 222-232 to deternmne who else is currently
15edi t i ngn¢lndes\bath engnasaipg ot §nyicial hectigos theAranch) pectians ay bpecdasisfl may

know one O T & ALOSL JHSEHS oA Mcin R hRRErREYecBRANRES vl Rdhoblie Ot her

r
users have made
when a financial person is viewing the document.

20
[0034] In example embodiments, user access permissions and rules may be assigned and
edited by an owner of the document (i.c. the person or persons having ownership
permission for the document). This may be done on a section by section basis or globally
for the entire document. The user access permissions and rules are stored on a document
25  server.

[0035] The user access permissions described can also be enforced without network
connectivity. Assigned user permissions to sections of a document can be cached in the
client's software application or stored within the document. In this way, the access

30  permissions can be used if the client is disconnected from the network or working on the

document from a different computer.

[0036] The action controls 282-292 permit the user to take a specific action regarding the

document section. For example, the user may wish to obtain updates to the document

7



user nmakes any additional changes. The user can indicate via exanple action
controls 282-292 that the user wants to view the changes of one or nore

ot her usew®,20emids8i0B t hose users have desi gnated that thecr/ush@agessgan be
shared, the changes made by the one or 20nore other users will be displayed

on the docunent shown to thﬁ user 1003%4 I n eﬁgngle errbodlrrentgPe t he user
al so has SCHETFQR{ORF Of merg of efetsPidhafieny ieeddting the daeyraenfseqyiog o Hie yigker s |

Wen ed'Hh&gwﬁhQQ§Mﬂ@ﬂﬁdm&ﬁﬁm%ﬁ@ﬁxﬁﬁﬁd@ﬂ$ﬂ%@@&mﬁ&ﬁ%&ﬁﬁ@wﬁﬂﬁﬂﬂﬁﬁwﬂ&%'| those
changes are in a state with which the user feels confortable. In one

exanpl e 28karhisctis néither azamipls eosesdhatiboyeser thag m@ennéede@@némgmn@mdMe action
control 282-292 t eci.f use t.h, whi chan shared. In

ot her dnanigeadariun s Bandn el PeREETPE o BeMranges i th

ot her susers, the flrst user highlights the section of the docunent to be
shared and clicks exanple Share button 205 on the user interface. This

noti fi es [P0 1dbecideamieeoniils 2642 1vae vedidngeBne plesibatdwemitélit acsesst i on
d i cki |
docurert RSB RIS MO BRI EIRGH, RS S gubBE !

secti on ab&ng®s ek@yplbgorkivdmtge usdrhiiay Ibmdbﬁgméd&ﬁeivﬁ:ﬁ&rsﬁlbﬁt Ppossitaly@eot WO
2009/ 158108PCT/ US2009/ 045558 100401 In addition to exanpl e Share button
205, the ‘B304 M5 docymept toheapyigwed wntd ot is sempleéss. dn a@feé%wlé cobedinkit. o203

and gp exanm| ﬁt’%%' Sgaléﬁutf (ﬂ)cgl%ﬁt abGnf @ac@@éé oPHIsLiBR fdsPRGIAL €S as a

stan ard save utton oW ng the user to save C anges Into client or
server nelynayicalipwkanges friomacsdvdyopervadw omlydoes not result in sharing
updates with 5others. The exanple Assign button 207 permits the owner of
t he docunent to assign access perm ssions to other users. 100411 Figure 3

shows an [STPlhcRIRAL dFRA! wff bifloa R he 30AnIA 60, INCIL e GoRULhori ng of

an exanple docurment section 306. To th€ left of the exanple document
10sect i omoaewoadmg@xample@oas@on@g)mmmﬂ 82323 tRdRerdiispivhy chgist duerentyres  of

mo ers curr nt | coay t hor | t he d section n this exanple, the
wo d3er Sl BN alo @ AR R I s Rntrly dSR IS I hEF v RbR TRET DO < ar e

ex arml e afkeIScrs and il Svadl b sc32Ry athgeXMAPIhE odfet LSls BARIHRIcHcRR8the316.  For

user Heidi Craig, the exanple access control 314 is shaded to indicate ful

access. Fer maless anp grdiHersl sbinges.hEhenwrpieindeesda exmnlopction3potplis a

diff I
hape of Yo T Euls BRERS Vi) bE AREESBroldbiMIZouTROR. TRTIANGE000] e

exanpl e astistave dapigmtes tBa8heiddinpey dintbetsheredishe cliangsemedd bythe oae onor e

actigns to be taken r rdi ng the docunent section. In an exanple
enbod rrerﬁlore\ﬁlqgﬁ Upgie: ngg gq; displ%yed on the document shown fo the user. P

[0039] In example embodiments, the user also has the flexibility to decide when to share
edits with other users. When editing a document, the user may not want to share changes
until those changes are in a state with which the user feels comfortable. In one example

25  embodiment as discussed above, the user selects an example action control 282-292 to
specify a user with which changes can be shared. In another example embodiment, when
the user wishes to share changes with other users, the first user highlights the section of
the document to be shared and clicks example Share button 205 on the user interface. This
notifies the document server 104 that changes to the document section document are to be

30  shared. In example embodiments, clicking the example Share button 205 may bring up a
list of users with which the document section changes may be shared. Other

implementations are possible.



20 noves a nouse over an action control (for exanple the action control 308
for Heidi Craig), a list of available actions 307 is presented. In this
exanpl e ewbadivesstos i f the user selects the exanpl e act iPOm/U30@90F558
obt ai ni ng updates, the user will obtain updates to the docunent section

f Hei t hat Heid desi d f i I f th | ect
the examPes otk S SR P e e 205 oo, Slackpla pist T IS RS o ¢ he
25docure iy, SeehIIEibhoPEISHRY Sbxtirle Keidl pfcR07, The HSHOSIvARkEEL S

exanpl e action 313, the user can send an enail Heidi Craig. Moving the
nouse ov é03tdpera@saﬁpls@ndmﬁ| save bwtony allovang tlfecuseu@aaVér drangerdetosdignperovi des

the sane set of acti for Tom Ander 0043 [,n anot her

onbodr mererver st Bfvefin PEResatper Tl PEES IR b s SR har

provi des qhdrs SThdéxagtpdé A6sigi Blittdn T 7USerhits f %Wneeame ideBihént k@kssamt | on
controls are possible. 10044] Also shown in Figure 3 is an exanple dynamc

contr ol 3@@wsvn@m@x@wﬁp@ﬂuyn&ﬁ$c control 322 allows the user to dynamcally
change access perm ssions to the 9 WD 2009/ 158108PCT/ US2009/ 045558
docunent section and to specify conditional access permi ssions. In this
exanpl e, [nhﬂ]dylrgafa' Tshoentah@ka@gl’ dntbodireit of ol dvsurhdns 800 ot striraredexpanded,

the exanpl e dynam ¢ control displays.an_exanple |list of users 324 that have
access peqow@gﬁl%g FoFxaple @@&ﬁﬁpbse%%%%ﬂ%@@tl?fbﬁf o sxanpple flogHBEHE t he

exa”ﬁ'oe Y3&tion 330764aré @xa?ﬁﬂl@ﬁge‘?(éontrr&§3 G383 v@&gﬁr{%tggh%ei thvJohl%E suser is

shown. For exanpl e, exanpl e user ara I's selected, the dynanic
cont rol Cﬁ’lﬁrenﬁy muutlfwmgelxqodxmderént wecitrowin thisanphplcathc ews upas picdddidn | i st

328. ssion list 328, exanpl e access ernl i 330
(o AccedsH B s B33Pk ASOr Rir Nt ME34 W arEls FEre g M 31 Bhcoss
to this da%ﬁ‘éﬁ@rﬂble%‘%ﬁ&ﬂ SBhtro'l:sOSOSt Bi& F‘d&ﬂi’s‘?ﬂﬁmdl @r%QEé&aHﬁﬂé%c%éés%n‘?r@P i's

clicked, the dynamc control 322 is 10 further eXpanded to provi de a neans

t o dynaniddli$ shadbdtiedmetcdsld ag@ssn IggivsersTom Anidstsomftheertaniple mqesmcs)nsslz is

dISp| rovi |nta|n| he curre cess

per 19t oRoS F LGB Pl BB TR A B bbb e A 807 e e
t he Sectngﬂl$ﬁanﬁgDQQM&QQGQQAmHQa@Q@&ggymhﬂat the current No Access

perm ssion for Sara White is to be nmaintained until the docunent section is

designated for sharing by the user. \Wen the

[0042] The example action controls 308, 316 permit the user to select one or more actions
to be taken regarding the document section. In an example embodiment, when the user

20  moves a mouse over an action control (for example the action control 308 for Heidi
Craig), a list of available actions 307 is presented. In this example embodiment, if the user
selects the example action 309 for obtaining updates, the user will obtain updates to the
document section from Heidi Craig that Heidi has designated for sharing. If the user
selects the example action 311 to share updates, the changes the user made to the

25  document section will be shared with Heidi Craig. If the user selects example action 313,
the user can send an email to Heidi Craig. Moving the mouse over the example action
control 316 for user Tom Anderson provides the same set of action options for Tom

Anderson.

30  [0043] In another embodiment, the action control 308, 316 is a pull-down list box that

provides a list of choices for the user. Other embodiments for action controls are possible.

[0044] Also shown in Figure 3 is an example dynamic control 322. The example

dynamic control 322 allows the user to dynamically change access permissions to the

9



15exanpl e Section Shared option 334 is clicked, the dynamc control 332 is
further expanded to provide an exanple list of Then options 336, indicating
access pewOi2e®/iB8R8t hat can be set once the Section ShaPeu/iset0onsssEcurs.
In the exanple, the Comrent Only option 338 is selected, indicating that

the access pernission for user Sara Wjite will .dynam cal.ly change from No
Access ¢ GloeliAREhECa) PdiRepee éoa%l&aﬁ\a/%ﬁfceé%_e?fr% 19@%@@%&@&3%31@ or
shari ng. &Rl coRfbP7 d AN ik QUL EWhenieBp e @ XATBL A ATBOMHTEN!

changes nmay be di spl ayed above the docunent section so the user may see
t hem bef mostrataksmaysamexanhgietlisb nhiiscedd 2sthatdwve hovess parmidsone kerrthd exagapdeiment

300. In the ex | e u t 300 he user, Vi Sacti o ontrol 316, nakes
2t equestREBT Ao Gu it Bt O deRTRuiTS e S soner P iR Rnder son.  The
updat 8s 4R6makien dbStRhta)edis IREVE HACIERRIC, FR&hmBR B306Sard WehikkSEX6 ifBy observe
t hat Tom Anderson changed the | ast sentence in docunent section 306 and may

make addiselesieal the Hamgeis covtrelia2dpfuthenexpsaded torsheiyn axgreplaecesper IO e
Q her exa}{EPBS’S.efﬁ%%ﬁfnﬂ?egcéesfsg)%nﬁipﬁoéﬁ%]tes"z%' & Téjac%ksss%%is&fonggeﬁggorl ng
e. For “exanple, g anges may

changes are possSi € cobauthorin e di spl ayed

adj acent A@ctés thaded nidisiagitlon SaheWaik thectlyrae nd as@ss ioahisaocsiaml y
i ncorporated into the current section., W) 2009/ 158108PCT/ US2009/ 045558 I n
exanpl e SREHE %ty cxpanple, ihacceamermigioni 3R ds shakehehe hmin oty BReihr oughs

and derd il i : e he one
o e bl pankdi A proh e AR S0 BURAREARIGApad AtcttifimbaBR A R0l 1O

al so gl odahtilypsehetI? is daphgsd, pravmliak thooditen of sengaining thx eumpdne aesrbodi ment s,

t he changes can be .received aon a per section basis or fo tQFéfntire
docunent .PiB0#81 Ugfl ?Iﬁcéﬁé‘ﬁ%%o‘f & XA el doctinert™ e%ﬁ\iFéFt PN nor e
detail . Tﬂlﬁr&lxo%'ﬁﬁh%%@’o Qﬁ@ffﬁﬁﬁgthl%%iggﬁtl\l@fkcb&g &391%%§si6’rg?0r‘%ra!mﬂhﬁe @Lpt‘é‘b%ent S

502, a docunent perm ssions” nodul e 504, a docunent update processing nodul e
506, and maidemgdentil theddeyrneny seasonliedSiBatedforstanpg &y documenVhsothe s

rendered to a, user. mg n re t. is received from pl i.cation program
on aq él i eefz&mp%?%eﬁéﬂn ﬁaére(z 8%9%’2%4_ 18 cﬁckeﬁ, the dynamic LOhES ABRs ket
expanded to provide an example list of Then options 336, indicating access permissions
that can be set once the Section Shared action occurs. In the example, the Comment Only
option 338 is selected, indicating that the access permission for user Sara White will

dynamically change from No Access to Comment Only when the document section is

20  designated for sharing.

[0045] Referring now to Figure 4, in an example embodiment, changes may be displayed
above the document section so the user may see them before making any additional edits,
as shown in the example document 300. In the example document 300, the user, via

25  action control 316, makes a request to receive updates to document section 306 from Tom
Anderson. The updates 406 are displayed above document section 306. The user may
observe that Tom Anderson changed the last sentence in document section 306 and may

make additional changes to the document section as a result.

30
[0046] Other example embodiments for the selection and display of coauthoring changes
are possible. For example, the coauthoring changes may be displayed adjacent to the

current section, below the current section or simply incorporated into the current section.

10



15[ 0049] The exanpl e docunent perm ssions nodul e 504 stores the access
perm ssions for each section of each docunent for each user. In sone
enbodi merwe,20aEssW8cess perni ssions are stored wthin eaCh/usoaemessss | n
ot her enbodi nents, the access perm ssions arc stored separately from each
docunent (for exanple.on a server or in a database nd are |inked, to the
docunent .1 &SRB GATDRBiSURS. dFierighd egddiions By 58%%%31&#%@?@%@@3%@ ncl ude
full conty@kminfgad/ write, review only, comment only, read only and no
access. Ot her user access perm ssions are possible. [0050] The exanple
docunent perm ssions nodul e 504 al so enforces access perm ssions w thout

net wor k ctivit The doc t perm ssions nmodul e 504 achi eves,this
25ent or oMb by et S dBC R B uRE e R IR TR e e e R B o
perm $si Qihgngds Gre@HREFslBled! Mhe US® mANsd @bbaly seRthEHan &St em whothave
accessed the docunent. The docunent perm ssions nodul e 504 updates the

client cashe. dyesamrarmpodimentst the chenass saples iecels o a phaiggeon Wnerpritle user
goes of flj . ent cache is checked to determ ne the extent to which
t he usertggﬁmg%pgmgéé?ions of the docunment. 30 [0051] The exanpl e docunent
updat e processi ng nodul e 506 keeps track of all changes saved to a docunent
by users. The docunent update processing nodul e 506 al so keeps track of

whi ch of P8 eFighenydeowsrthe eresinihdeamap]seaverddft in mopedaipihr Boe Gispwlot her

user Tyl \V et - chicking a
buttgg oﬁgfﬁgkﬁgg?%r3@?%6g@%%@%%%%%%%ﬁﬁ%%%%&%g%ggggﬁlnte#?gﬁggbg%resenting
savi ng. HowdNe 504, allesems@wpdate paorgesn@medulotS 0Gewhd aadoaiinail rendevingt her user s

until a user desjgpates the chan to be shared. |In exanpl e.enbodi pents, a
user can TRRHAS SO AR BRI ASEHTBAT B i TGRYG S HECBHACA THFY ISBEEVEhs of a

dOCU”Ent1ﬂﬁﬂaﬁhbﬂk%ﬂ&nﬁnﬁHﬁﬁQﬂaQHmhhéoH&ﬁ%eHB&ﬁﬁ&ﬁPe representing sharing.
I n ot her exanple 5enbodi ments, the user may designate that a docunent

section is to be shared via an action control button adjacent to the

docunent ion. The.user nay al so.designate that the entire.docunent is
Lo baendPE1 Phonie SR s SRR e b e e S R e
exanpl es @vh YectiGh BeEachripb@xeitifat ¢RA%s@! &n POES bbedimbRLOA8 3t cctie exanpl e
docunent update processing nodul e 506 al so processes requests from a user

to obtai rPcemishigasaiqrtiicd withineagl degwstant f noigtambodinents theptecsiser request s
may be faq%ﬁnfs%{meé‘r%*Ag)ggcﬁ%gﬁ{&?elﬁﬁr‘&h{ S ¥b&urfithe AGE 'relyga!}nlpgggﬁ LQbnQf of {18y My be

made fo e entire e exanp € processi ng nodul e
506 det erditdbesc)whd afe laked toths dofurhdir. dacursdnbocaiffigcntpdat &desand provi des
t he ypdated changes to thglexanple i i

20 permissions can include full control, read/write, review only, comment only, read only and

no access. Other user access permissions are possible.

[0050] The example document permissions module 504 also enforces access permissions
without network connectivity. The document permissions module 504 achieves this

25  enforcement by caching the access permissions on the client. The access permissions are
cached for the user and for all other users who have accessed the document. The
document permissions module 504 updates the client cache dynamically when the access
permissions change. When the user goes offline, the client cache is checked to determine
the extent to which the user can edit sections of the document.

30
[0051] The example document update processing module 506 keeps track of all changes
saved to a document by users. The document update processing module 506 also keeps
track of which of these changes are designated by a user to be shared with other users.

Typically, a user saves changes made to a document by clicking a button on the user
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15docunent rendering nodul e 508. The user requests are nmanual ly generated
so that the user can be in control of when the docunent is updated. This
prevent s wbheoeytssi8i on where a docunment section i s updatret/uskodomszsssiser i s
editing it, possibly overriding changes the user made. 20100531 The exanpl e

docunent rendering nmodul e 508 renders the docunent for display to a user on
a client . cedr&e\gfﬁ@mngr%wag-r %ﬁe‘f%&ﬁ?sé SAEH ’égeétaé%’&‘&r%a‘%%?l){%bﬁﬁ ©rface

control s shGhs@S uhBid uRPYESenatdsThe BRNES B sRAtkd - APMNHISImBRKSEnt Q di spl ay
user access perm ssions for each sectron of the docunment and to display the

nanmes of ussetas makcessh adesgutivobs haghlighengowurrenere stetioab pér deguenanthodi ment s
custon1deijgnedlﬁﬁptrols na%.?e 25used. #Ber Lnteh£%§e controls may al so be
used to defFiRE 4oiFRY of Hic Wt RISt fAEesrt b agBR u M HAT P ¢ used to
dynamiscal dnybodIAEIE tIRCERS fap AeiThSaé HASa den@nak Hettion id dScusskd YRemadction bei ng
performed. 10054] The exanpl e docunent rendering nodul e 508 al so

i ncor por avagodniios hdiasent 30 theplegrmentiseefinn shegispimay elhe deragnatethet thihese arc
updat es ; V. t rver 4 d
dos: gnat o, MeRRLS o DR PrRANELr Bhed IR (o A MM ARG, o

changes t@as@lkioalys @het iaglaoauasnt ardpadsiked revi ew changes or comments.
The exanpl e docunent rendering nodule 508 typically renders text edits
above the section of the docunent in which the edits were nade so that the

currgpt C i | j adj acent
o gt i d P o R o et SRS it o
may be pdsirh hanedo dbfaireclanptsymadao S ddeugenefrémshionsisan. Ehang eequesaswc har t

for a nethod 600.for coauthoring a 5docunent. At erati on, 602, user
opens a_ dBBUNBHAIGRT Sach qosHimenetonva dbAttorwnthSdheY BaY ke ggidg enihe

server, |isef ghesd THEQafBat d&ﬁ&enﬁﬁﬁ@@?r@@éﬂ? #0A0R F08dclRBinds §hid e
di spl ayed on one or nore sections of the docunent. In addition, the nanes

of ot her sast@ms ofithe ddicaprntycad bomptited amtpnorides theyipidatad changds wabaexanaple he
secti.Qqns pf the docunment e re accessing. 10 [0056] At gperati.on 604,
the Uder BeppORREEERadies rhRER R mahfBelo SRR B RS For a
section. Jsef caaXnpkentrdlfof kihen Usedoch@dsnilitlupdL@NtTIAS ple@tnta tiRaahhttdh whdte user
can make full edits to a section of a docunent, includingrchangin

8

f or mat t i rigddcomentiscidetisiupAatedyhdeatuserds edifipg &, peassibliseverh gé’@%ﬁ@éﬁg‘eonl y
access, Hﬂ?”ﬂgﬁ{ can only insert 15comments for a section of the docunent
but can not edit any text in the section.

20 [0053] The example document rendering module 508 renders the document for display to
a user on a client. The document rendering module may use standard user interface
controls such as text boxes, list boxes and pull-down list boxes to display user access
permissions for each section of the document and to display the names of users accessing
sections of the document. In alternate embodiments custom designed controls may be

25  used. User interface controls may also be used to define rules for each section of the
document that are used to dynamically change access permissions depending on the user

operation being performed.

[0054] The example document rendering module 508 also incorporates any shared

30  updates from users into the document. These are updates made by users that were saved at
the document server 104 and designated to be shared with other users. The updates may
include edited changes to sections of the document, tracked review changes or comments.
The example document rendering module 508 typically renders text edits above the

section of the document in which the edits were made so that the current user can easily

12



100571 When the user has conpleted the operation appropriate to the access
perm ssion for a section, the user may wi sh to share the changes made to
one or nowe 28@xtSBwAs of the docunent with other users. RCTases@vi#zs88 606,
the user identifies the updates to the 20docunent that can be shared. For

exanpl e, the user may highlight the sectjons that can. pe shared. In another
exanpl e, hECHLe me%ﬁn%ﬁ%ayggﬁ@y§NEW@SaﬂPCﬂﬁaaﬁ§§9niﬁ%ﬁ%ﬂ0%¥m%$eration 608,
the user mQldvel 88 ckiifpld QEIBOBMnBE NG dhREMmal B pbiaphdd difdripdat es are

avai l abl e for sharing. This can be done, fof exanple, by clitking a button

on the user 25 interface representing sharing. As another exanple, the user
may clic utton jndicating t al | change to t docunent arc to
e shar ed "0TERETG F00G H S ghitite Beer PO BoRROG ArRat BRATE ot fy t he
documgnt ®ehMelit. AtdpPRESH BUE, a UsP§Rhs Aot iiferi8a dlign€ ditel ddguhbg, docunent ,

t he nanes of other users who arc also editing 30 the docunent are displ ayed

f or each obédpedifopfa doReMEYEATFERLS oqgﬂniz%ingt@&qctm% heresspoyinesionh €t t s fr om
A R R T i e

operation user nane of anot her user
or doubl etledriuslrs are difygayrdron thé decupidne rtypissly. adddesytoithpdeetigmtetthon net hods
arc possible. WO 2009/ 158108PCT/ US2009/ 045558 [ 0060] At operation 612, the
updat es fIOSHIENLNGIHHERRFISEAL ot her users are obtained and di spl ayed on the
docungnt. The updates arc typically displayed above the section the user is
editing along with the nane of the other user. Oher inplenmentations are
possi bl e.[0656081ppdEatgur 47 ths hisevspeafiorex apgrhttortsicomo stemttwitlothe acerss hod 700 f or

coordi nati ng. the coaut hori of a dacynment at docunent server. At
oper at | o HISIONH T destione dLE Sx4sehl s 16 Miegher s AUAGUH G SRIGH e WSk urment

that are ghow&d fhiNediGo AQEMBYL aSRCUBEnt e LRREY &fahglﬁg ?&ﬂlatﬁr%efof‘ﬁféﬁs of
users currently coauthoring the document are stored at the document server.

10 [ 0062]se@tionodéy enitrast, f@Ghe tiva heoermement cofy adeessdthemsemtan onheinsgger access
perm.ssions for gach section of the docunent and the.names of users
oautNor 1yt B e dPr it Buinsht 08 A ied oGy el i P e Socument for

display to a user on a client. The user access perm ssions and the names of

users coaut horing sections of the document arc typically 15di spl ayed using
st andar d [04¥H Whee thcaser kasrronplaedihe wpergtior spprapae to the gecohpRragigsron

pul | - do I . O Ry I i I ossi bl users

make c h\zgﬂr;fa%aé g%célgﬁ’ﬁgé 8%ec u nV'E”,S ﬁ?dn%lgg%gtglﬁ%ggs glra ge gbt (?)Ifeeog n?(ﬁ © % %ggﬁ%)(o:ﬁ%% nt

server atdoop@e@tvitnothSBuscHowepkrativh €06 tanges idehafieothe apdittadoltke f or shari ng
ntil

Hnt! 20  document that can be shared. For example, the user may highlight the sections that can be

shared. In another example, the user can choose to share all updates.

[0058] At operation 608, the user notifies the document server that the identified updates

are available for sharing. This can be done, for example, by clicking a button on the user
25  interface representing sharing. As another example, the user may click a button indicating

that all changes made to the document are to be shared. Other ways to designate sections

to be shared and to notify the document server are possible.

[0059] As the user is editing the document, the names of other users who are also editing
30  the document are displayed for each section of the document. If the user wishes to view

the edits from one or more other users, the user identifies the one or more other users at

operation 610. For example, the user may highlight the name of another user or double

click on the name of another user. Other implementation methods are possible.
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20 designated as such by a user who nade the changes. [0064] When a user
determ nes that changes to the docunent arc available for sharing, at
oper at i orw@200%13810docunment server receives a notificati @eaTfuseomobissgl i ent
that identifies the updates to be shared and to nake those updates

avai l abl e ot her user 0 request . 25t he 0065] At, operation 712,
The. docurihgols w@ratr%lc@i%ﬂﬁ@ ugﬁ%@aﬁgg&tﬁ? mﬁecﬂ]%te%r S AlipaRifiasd f3 t he
docunent di%ﬁ’ BY%nQREJQUnTERE. eTIRE (Ratcd AR (Spicdifedid G EIYo Ethel REMLT @RdGLed at
operation f%wtonincqrgbrate tHgﬁgﬁ%red§gﬁa2§égﬁhequesfedésbo [_0066]r

Al t hough it hditisgblosg withetht eamb athsether dessc Qthadmplenicatigivagercppesbiti ¢ to
structural features and/or nethodol ogical acts, it is to be understood that
the subject matter defined in the appended clains is not necessarily

limtaed tjgosferisRRCT {HowslfaknpR Mwdhek Fordemethb®9d0 faRe¥Rlindsak ey , t he
specific features and acts descri bed above are discl osed as exanple forns

of i npl erfeAvthAGNE plee docuimen! at aNpaNmER! sehar mdopesation W2xthcriver agessut abl e on a
conput er p%}é%{sgi%h%{%ﬁr.egég%{ %?ﬁ ot e?@oc%m%ﬁgéﬁg?%% sweﬁngh&&&h ¢ Hvysqs, the

conmput er ‘Sys avin east one orage devi ce 5comruni catively
coupl ed tapetitioh §8$thenamey sfagsSicagenthy ¢oauthbeingeicddudumeniure stord: at the
accessi ng the docunent, wherein the docunent is organized into a plurality
of secti GWSUMEHASETI-ng first user access pernissions associated with a
firstgsection of the plurality of sections of the document, wherein the
first user access perm ssions define an 10extent to which a first user of
t he pl ur d0063] Af opsatic Wenthacossstsaf the dicusent, thenisaf accéss permissions for

cach section of the document and the names of users coauthoring sections of the document
are used to render the document for display to a user on a client. The user access
permissions and the names of users coauthoring sections of the document are typically

15  displayed using standard user interface controls such as text boxes, list boxes or pull-down

list boxes. Other implementations are possible.

[0063] As users make changes to the document, those changes are stored in the document
server at operation 708. However, the changes are not available for sharing until

20  designated as such by a user who made the changes.

[0064] When a user determines that changes to the document are available for sharing, at
operation 710 the document server receives a notification from the client that identifies the
updates to be shared and to make those updates available to other users who may request

25  them.

[0065] At operation 712, the document server receives a request from a user for updates
to the document made by one or more other users. The document is then rendered at
operation 714 to incorporate the shared changes requested.

30
[0066] Although the subject matter has been described in language specific to structural
features and/or methodological acts, it is to be understood that the subject matter defined

in the appended claims is not necessarily limited to the specific features or acts described
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plurality of sections of the docunent; recei ving second user access
perm ssions associated with the first section of the docunent, wherein the
second uswO 0exEB8B8per m ssi ons define an extent to whi clrCa/tse@ondgssaser of
the plurality of users can access the first section of the docunent;

15di spl ayin dynam ¢ captrol adjacent to.egach section of the docunent,
wher el n tyal?egﬁ%% e Rehes BF RGO G Brfes BT oY s Sl B St £ ng
one or NMypHEEHSHYNRESRInL thESai@r dynam cal ly changing one or nore user
access perm ssions assocCiated with the given section of the docunent; in
response to a selection of the dynam c control adjacent to the first
section, 20 setting custom zed rules for dynam cally changi ng the second
user access perm ssions for the first section upon satisfaction of a

condi tion; receiving first updates to the first section of the
docunent, wherein the first updates are nmade to the first section according
to the first user access perm ssions; receiving a request fromthe first
user to share the first updates with the second 25user, wherein the second
user is specifically selected fromthe plurality of users; receiving second
updates to the first section of the docunent, wherein the second updates
are made to the first section according to the second user access

per m ssi ons; receiving a request fromthe second user to share the
second updates with a third user, wherein the third user is specifically
selected fromthe plurality of users; 30displaying a first user control
indicating that the first user is accessing the first section of the
docunent, di spl aying a second user control indicating that the second
user is accessing the first section of the docunment; determ ning that the
condition has been satisfied; and in response to the determ nation,
dynam cal |l y changing the second user access

15



perm ssions for the first section in accordance with the one or nore

custom zed rules. 2. The nethod according to claim1, wherein the first

user access perm ssions and the 5second user access pernissions include a

| evel of access selected fromthe group consisting of: full control,

read/ wite, review only, comment only, read only, and no access. 3. The

met hod a&@&i’r‘bﬁﬁ@‘mﬁe{; ®laim1, further conprising: 10receiving a request from
the first user to receive the second updates; and only displaying the
second updates when a request to share the second updates with the first
user was Ir ecelvmethod exéutabhetrha corapuer system foo cetratharing a tloeurent bg énpri si ng:

15recei vi chapges to the first user.access permssions.associated wth
Che 11 r PRl PERSEs TR o erie™ MRS ot ae dAanb Al 100 User “access
perm ssi @&ﬁnﬁlﬁfc'aﬁﬁel?c@l&ﬂlécﬁfo@iﬂﬂea@@@tﬂ&kode@sii@hﬁﬂ thd'@efhioll ebmpfiSingcan access
the first section of the docunent. The met hod according to claiml,

wher ei n af t er aedgssing thetdogwentewherein the dequneant isprgamszeggniorasplueatit fon of t he

docunent ectti%gs.fi rst updates are not available to the second user until the
first usér serids a request to share the first updates with the second user.

6. The net hodraetdiglfiRRguded addesy Porhissions hivetiakaWith $1idgsection 6f theng a request
fromthe second user to receive the first updates; 25determ ning that the
request PBIaliyPEsacHens ofithe dogyanant Svhgrein thefirskeseparsessRermigaions defdeadd; and

di SPY@YT BRhNG WHikIPA P U BF the plurality of users can access a first section of the

plurality of sections of the document;

receiving second user access permissions associated with the first section of the
document, wherein the second user access permissions define an extent to which a second
user of the plurality of users can access the first section of the document;

15 displaying a dynamic control adjacent to each section of the document, wherein the
dynamic control for a given section is selectable for setting one or more customized rules
for dynamically changing one or more user access permissions associated with the given
section of the document;

in response to a selection of the dynamic control adjacent to the first section,
20  setting customized rules for dynamically changing the second user access permissions for
the first section upon satisfaction of a condition;
receiving first updates to the first section of the document, wherein the first
updates are made to the first section according to the first user access permissions;
receiving a request from the first user to share the first updates with the second

25  user, wherein the second user is specifically selected from the plurality of users;

receiving second updates to the first section of the document, wherein the second
updates are made to the first section according to the second user access permissions;

receiving a request from the second user to share the second updates with a third
user, wherein the third user is specifically selected from the plurality of users;

30 displaying a first user control indicating that the first user is accessing the first
section of the document;

displaying a second user control indicating that the second user is accessing the
first section of the document;

determining that the condition has been satisfied; and
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7. The method according to claim1l, wherein the first user access control
dynam cal |l y 30changes from an access |evel of "no access" to an access

| evel of "review only" after the second user perfornms an action that
satisfies a second condition, wherein the action conprises marking a
section of the docurrePt as_£o | et e. 8.Al&o ut er tﬁ%sten%f or co-aut horing
a document by RGN thy deferpivatian. dypaspically, ghanging) the, 34e0Rd USep ECesS i ng

uni t;  angderisdi@aTbr MR Firdabaiontin h8@RdARY Weh the BRI heRuvBhizedauRbed to the
at | east one 5processing unit and contai ning conputer-readable instructions

that are executed by the at |east one processing unit to performthe

foll ow ng. ste ‘:é mﬁf;hlﬂd%c? rlgﬁ%iftg g@ir{qﬁ Oﬁigfe:r%net@t ft'\;%%ﬂeéreaicges% ?)gm(ﬁgﬁ&{ge 2N ti)es

organi zed i nt fIrst *lser access

per m $si gadnd W aB¢els péttnidsidislindleds a RESIOTacRP Silebtabironshelgoupe an ext ent
to which a first user of the plurality of users can access a first section
of the premrsitingpf:dhll sertreloigad/yiite, fevieny onle aemment ordy. gpadeilhind 10j r st access
cont rol g&jegﬁent to a first user control, wherein the first access control
identifies the first user access perm ssions; recei ving second
user access perm ssions, wherein the second user access 15perm ssions

define an extent t ich a second user of the plurality of users can
access a3fi rsﬁ—ﬂgéﬁ%}ogpﬁcﬁqrd{qgéoﬁﬁﬂpéb f‘{_r?‘eb?or%@&‘ fons of the docunent;
di spl@ying a ?&Ef%f]%a%%gﬁés% fioBthe ?ksﬁ?@ér%f&%iv%‘%%@se%@ﬁc? atiCingcont rol

wherein the secon Ss contro entifies the second usér access
per m ssi ons, whlgrdesphaytingetht isecnd mpdateawhass rageestits siaonthe aacbntllwpddtes st access

control ar ifferent fromthe
w1t?1 tﬁe I‘lrst user was receweg.

4, The method according to claim 1, further comprising:
15 receiving changes to the first user access permissions associated with the first
section of the document, wherein the changed first user access permissions define a

different extent to which the first user can access the first section of the document.

5. The method according to claim 1, wherein after the first updates are received to the
20  first section of the document, the first updates are not available to the second user until the

first user sends a request to share the first updates with the second user.

6. The method according to claim 1, further comprising:
receiving a request from the second user to receive the first updates;
25 determining that the request to share the first updates with the second user was
received; and

displaying the first updates.

7. The method according to claim 1, wherein the first user access control dynamically
30  changes from an access level of "no access" to an access level of "review only" after the
second user performs an action that satisfies a second condition, wherein the action

comprises marking a section of the document as complete.
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20second user access perm ssions and the second access control;

di spl aying a dynam c control adjacent to each section of the docunent,
wherein the dynam c control for a given section is selectable for setting
one or nore custom zed rules for dynami cally changing one or nore user
access rm ssions associated with the given ctipn .of the docunent; 25in
res ponsggt 0 ais‘iﬂ TSHSIER fgﬁ%‘)'ﬁl‘ffﬁ‘éﬁlﬁ%a &Qﬁﬁ‘}e&}Fg%ﬁfﬁ'&lﬁY OEBSe[r%e first
section, c&@pfisingt custom zed rules for dynam cally changing the second user
access permssions for the first section upon satisfaction of a condition;
recei ving firstleagone processinghmit prdt section of the document, wherein the

first updates _are.made to the first secti.on. accordj first user
access perm 33618?% ;°n§g?‘tgété)f%ﬁeﬁlﬁvge’rcé)&ﬂlé%qw%urVS&Ctoﬁgfe? iq? g}% aftjis%?t dtng share the
firstsupgaicessing it dndobRaAAEcifRIter-WAGIbE Mstnit@ions tHangke esedutédbystheat fi cal |y
selected fromthe plurality of users,  receiving second updates to the
first selwpiomeproqepung vl ipererfonpibe llgwingstepscond updates are made to the
first section ac | . r . 1.5k ; eiving a
request fromt he(&gségagﬁ% thés)gé&?%e%g’ﬁ’gr%ge#ﬁge %03’@%%@?‘5%%3@&?&3&9?%%“ rd user,
wherein the tbfsedtiosser is specifically selected fromthe plurality of

users; di splayipng the first user control indicaLing that the first user
i s accessing t he $5eHang UBEUICHACHHS PHBISIESuhgremdhg éﬁF%@ﬁrﬁ@ceﬁshe second user
cont¥®l indicating.: i j th cl section of

t he glgcurrent ; B%]%g%ﬁﬁeﬂggﬁgﬁgﬁﬁgV@%‘%{dﬁft‘lﬁgﬁ&ﬁgg%ﬁ% is?'?tc{ g%‘fsré ; and in
response to tbheesked Brsirseraibn ofithegyurahityadiséationh afithie dgctrhentsecond user access
perm ssions for the first_section in accordance.with the Qveime(r)erint re

cust om zed rul es displgying a first access control adjacent to a tirst user control,

first access control identifies the first user access permissions;

receiving second user access permissions, wherein the second user access

15 permissions define an extent to which a second user of the plurality of users can

access a first section of the plurality of sections of the document;

displaying a second access control adjacent to a second user control, wherein
the second access control identifies the second user access permissions, wherein
the first user access permissions and the first access control are different from the

20 second user access permissions and the second access control;

displaying a dynamic control adjacent to each section of the document,
wherein the dynamic control for a given section is selectable for setting one or
more customized rules for dynamically changing one or more user access
permissions associated with the given section of the document;

25 in response to a selection of the dynamic control adjacent to the first section,
setting customized rules for dynamically changing the second user access
permissions for the first section upon satisfaction of a condition;

receiving first updates to the first section of the document, wherein the first
updates are made to the first section according to the first user access permissions;

30 receiving a request from the first user to share the first updates with the second
user, wherein the second user is specifically selected from the plurality of users;

receiving second updates to the first section of the document, wherein the
second updates are made to the first section according to the second user access
permissions;

18



9. The conputer system according to claim@8, wherein the first user access
perm ssions and the second user access perm ssions include a | evel of
access selected fromthe group consisting of: full control, read/wite,
review only, comment only, read only, and no access. 15 10. The conput er

system according to.claim first, us ce si ons
include a |evel B?Ceﬁ'é%%’éeqf’fﬁ\tg] I"ﬁertﬂéhﬂgghet ?ﬂijz‘mﬁié es“g &t of
access when agRneket vardi® tl’ﬁ:aehirétlée@(ils sp%@iﬂalﬁwel&@émﬁrthesmafaﬁ@ éogsersdi ng to
claim 10, wherein the condition is conpl etion of a task. 12. The corrput er

syst em accor di ng displaying the 8rst weescentmoltindicdtingshatiie first user iaccessingtibe nane of
the first user rs1d t he cg)nd user control is the nane of the second user.
13. The corrpuiré %‘%’Pé)& SP@F?I to claim8, wherein the first access

contrpl and the aﬁ,@m@mgaﬁ@@@%n@agﬁrrc@htr@m@dnéa&mrgqﬁmﬁ@sbcaﬁd 1920 DSaccédthgwher ei n
di fferent access_perm.ssions are represented by one of: different col ored

i cons, di ff er Sistfirstigatéen efdbadocuaantidi f f erent shaped icons. 14. The
cormputer System el d{ggthﬁtoch%&{ﬂl& nds e %F?%tmﬁ? jSi ng: recerving a

request fromthe Secon G Tece Ve T u dates; determ ning that
the request t i mbpunse tdihe detemrhindticl dgsarichily é@gﬁgabmbcumnsewaecesecei ved;
and displaying the first updates. 15. A con'ﬁut er storage nediu not

consi sti ﬁanaw%psrfeﬁ@rzéwéeﬂwan@F@ﬁ%ﬂme 3 the eRRFdNoRg TFRPUEd IR ecut abl e
instigicti ons that when executed by a processing unit 5 performa nethod for
co-aut horing a docunent by a plurality of users, the method conpri sing:
accessi n§. t he THecomputer sydmmcnrmﬁptodﬂmmﬁgmherandregﬁam werladcadso a pl ur aI ity
of sections;. r.eceiﬁ ng flltfft user access, SS Fﬁns associ at

Lot e L BrRsieT ] AR St et eEB RBIoB s DB By IEved GE BTN S IR ¢ he

first USE{e AEGEShsRBAGTHE ThIPBS AR AWk, SR bnlyOcMuneRt Gl Irsaatorﬂlﬁer of the
plurality of users can access the first section of the docunent

and no access.

15
10.  The computer system according to claim 8, wherein the first user access
permissions include a level of access that dynamically changes to another level of access

when a condition is satisfied.

20 11.  The computer system according to claim 10, wherein the condition is completion

of a task.

12. The computer system according to claim 8, wherein the first user control is the
name of the first user and the second user control is the name of the second user.
25
13. The computer system according to claim 8, wherein the first access control and the
second access control are represented as icons, and wherein different access permissions
are represented by one of: different colored icons, different shaded icons, and different
shaped icons.
30
14.  The computer system according to claim 8, further comprising:
receiving a request from the second user to receive the first updates;
determining that the request to share the first updates with the second user was

received; and
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recei ving second user access perm ssions associated with the first section
of the docunent, wherein the second user access perm ssions define an
extent to which a second 15user of the plurality of users can access the
first section of the docunment, and wherein the second user access

per m ssi ons are F”“?féeﬁt frd)mthe first user access perm ssions;

di spl ayi ng a YRGSt BRdasi acent to each section of the document,
wherein the dynam c control for a given section is selectable for setting
one or nore custom zed rules for dynam cally changi ng one or nore user
access péd.ni s4dicmpuiss staragstraeriving notichasisfingaf axgodidated data signalhandiocunent ;

in responseto a s ct i f. the dvpnam c.cont.r ] . he first
sect s on. CRA BBl Skt inbQEHy A s e o BRa R R DR e cona user
access ppérfaratd Metholl@br ddButhdrirla &RGHcANbLPPRIrARY bfhikes, temetho@ condi tion;
receiving first updates to the first section of the docunent, wherein the
first 2568RR¥%L-are made to the first section according to the first user
access perm sgi X LA . : ir to share
The Tiror updiiSaing e dppub ELMIGOR B SRl s el dthalfls

speci fi cedctipnssel ected fromthe plurality of users; receiving second updates

to the first section_of the docunent, wherein_ the second updates are nade
to the first SEEVING{IEUSST /FCAY REGNISHENS asariated 3d aafgléb%egtl PHibEsi ons:

301 eqpi Vhhghifly bEQURSHS it INBRfirbusecEss JafmREI6RNGARGAL es wi th
t he tﬁﬁi rg usgSrI, V\/ne(?ﬁesign tﬂ%&{aﬁ}e?g%g%gerlﬁl?‘% lsr%)tcelgi f?ccrga Sld; seﬁect ed fromthe

pl ural i t gxtert tosnich a first user df thelphyality odl ubdrs sdn acsess thofitst sdctiondf thet i ng t hat

t he firsh user is accessing the first section of the docunent;

di spl ayi ‘éwﬁ“qn_f’r st user access control indicating the first user access

per m ssi ons agicai¢fidisebshd ier ddcERlpeHAR 0PN @hted with the fis? Bdclivh BgtiR second
user control indicating that the second user is accessing the first section
of the ddewmsnt, wiBdiis thessgrongl wesasessdensissions defins apetenpio whigh eaedong t he

S ecop§i USSE! of ﬁ]%ep?l?rality of users can access the first section of the document, and wherein the

second user access permissions are different from the first user access permissions;
displaying a dynamic control adjacent to each section of the document, wherein the
dynamic control for a given section is selectable for setting one or more customized rules
for dynamically changing one or more user access permissions associated with the given
20  section of the document;
in response to a selection of the dynamic control adjacent to the first section,
setting customized rules for dynamically changing the second user access permissions for
the first section upon satisfaction of a condition;
receiving first updates to the first section of the document, wherein the first
25  updates are made to the first section according to the first user access permissions;
receiving a request from the first user to share the first updates with the second
user, wherein the second user is specifically selected from the plurality of users;
receiving second updates to the first section of the document, wherein the second
updates are made to the first section according to the second user access permissions;
30 receiving a request from the second user to share the second updates with the third
user, wherein the third user is specifically selected from the plurality of users;
displaying a first user control indicating that the first user is accessing the first

section of the document;
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per m ssions adj acent to the second user control; determning that the

condition is satisfied; and in response to the determ nation, dynamcally

changi ng the second user access perm ssions for the first section in

accordance with the one or nore custom zed rules. 10 16 The conputer
user acce

storage nediu cordi to claim15, wherein.t firs

per ni ssi ons aH]Haﬁﬁlélg&ghﬁ%g“ﬁSS&@BHQE‘%‘@WH%@F Eﬁg “is?féf]‘:&%fé Psf"?%%}%’rs of
access sghaedneth the Rttube QhYP consisting of: full control, read/wite,
revi ew only, comment only, read only, and no access. 15 17. The conput er

st orage nedi udisplayingdi segondouset enntrol Bididating that thesaganidgiserys accessing theor i ng
fourth u§ acﬁices e m ssions associated with the first section of the
docunent | % are 313??'1’1 user access perm ssions define an extent to

whi chsa fourt Rispk fng%&c@fd&%&ﬁadcb@ dohfrsltingiegdingothe 8écohb @setactesent , and
wherein the fourth user access 70 permi ssions I nclude a | evel of no access;

and r edaé@rlnngsl(tﬂﬁ@dﬁcﬁlﬁtto thecser@md user ¢anitoliocunent from vi ewing by the fourth
user. 18. Thgetg&l;rpl %atstﬁé)&g%? ({Egg::%{&gg a?nﬁdl ng to claim 15, furt he_r

conprising: recervi n a reqgues ange the first user access perm ssions
associ at ed W irhretfuis? bf the gbteaighiion) d@ﬁarhi&@ll}ddmngﬁigtthe weend user abeeschanged

first user access. perm ssions define a different extent to vgg the first
user canPaEHsienstpptheifirgsectionin gecosdance Wikidhe AR Qr MOrEUSPREZ &t er
stor gge medium according to claim15, wherein after the first updates are
received to the first section of the docunent, the first updates are not
avai | abl €6.30t @h¢ bempetensiorags aredinnt adcotdieg foi dlaitm L evhepmthe fastrseuasesst o
share the fi,rst u esvvl h the
perm1ss?ons agg ahe secon user access permissions include a level of access selected from
the group consisting of: full control, read/write, review only, comment only, read only,
and no access.
15
17.  The computer storage medium according to claim 15, further comprising:
storing fourth user access permissions associated with the first section of the
document, wherein the fourth user access permissions define an extent to which a fourth
user can access the first section of the document, and wherein the fourth user access
20  permissions include a level of no access; and

redacting the first section of the document from viewing by the fourth user.

18.  The computer storage medium according to claim 15, further comprising:
receiving a request to change the first user access permissions associated with the
25  first section of the document, wherein the changed first user access permissions define a

different extent to which the first user can access the first section of the document.

19.  The computer storage medium according to claim 15, wherein after the first
updates are received to the first section of the document, the first updates are not available
30  to the second user until the first user sends a request to share the first updates with the

second user.

20.  The computer storage medium according to claim 15, further comprising:

receiving a request from the second user to receive the first updates;
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second user. 20. The conputer storage nedium according to claim 15, further
conprising: receiving a request fromthe second user to receive the first
updates; 21 determ ning that the request to share the first updates
with the second user was received; and displaying the first updates
adj acent to tggte;nllirmsntg tﬁaGtctﬁé roelglugsft tcg Ql%redt?l(e: lfirrrs‘c%rlljtpdates with the second user was

received; and

displaying the first updates adjacent to the first section of the document.
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