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MESSAGE BROADCASTING BASED ON TRUST LEVELS AND RESOURCE 

LIMITATIONS IN A MESH NETWORK 

BACKGROUND 

Field of the Various Embodiments 

[0001] The present invention relates generally to computer science and network 

communications and, more specifically, to message broadcasting based on trust levels 

and resource limitations in a mesh network. 

Description of the Related Art 

[0002] A mesh network typically includes multiple electronic devices (referred to 

herein as “nodes”) that are organized in a mesh topology and connect to one another 

either directly or indirectly in a dynamic, non-hierarchical fashion.  In a mesh network, 

the nodes cooperate with one another to route data to and from the different nodes 

within the network as well as to and from devices outside the network.  Mesh networks 

are becoming increasingly common in a wide variety of applications, including, and 

without limitation, home security and home automation systems, home network 

systems, smart grid systems, and other “Internet-of-Things” systems.  

[0003] As with any network, security can be an important consideration when 

configuring and operating a mesh network.  For example, without having sufficient 

security protocols in place, a mesh network can be disabled for an extended period of 

time simply by broadcasting an insecure packet within the network that winds up 

propagating throughout the network to most or all nodes.  One issue with mesh 

networks, though, is that many mesh networks include a heterogeneous collection of 

electronic devices that can vary greatly in computational and power resources.  For 

example, some nodes within a mesh network may be configured with significant 

processing capabilities and wired power sources and, accordingly, be considered high-

resource devices.  By contrast, low-resource devices, such as remote sensors, may be 

configured with limited processing capabilities and may be powered using only 

batteries.  Because such differences can exist with a mesh network, the various 

capabilities and characteristics of the devices and channels within the network are 
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relevant to overall network security.  Network security for many conventional mesh 

networks, however, is based only on the capabilities and characteristics of the devices 

in the networks having the lowest levels of functionality.  Such approaches can 

decrease the overall level of network security. 

[0004] In an effort to combat security vulnerabilities, some conventional mesh 

networks implement cryptographic techniques to encrypt and/or authenticate the 

messages transmitted between nodes within those networks.  For example, mesh 

networks may be configured with asymmetric (public-key) or symmetric cryptosystems.  

One drawback to employing symmetric or asymmetric cryptosystems in a mesh network 

is that substantial computational and power resources are required to perform the 

associated cryptographic algorithms at each node, which can adversely affect overall 

operation of the mesh network.  For example, when a mesh network that includes both 

high-resource and low-resource devices uses asymmetric cryptographic algorithms 

between nodes, the limited computing power of the low-resource devices can result in 

substantial delays in sending messages.  Such delays can be problematic in “real-time” 

mesh networks.  Further, executing the cryptographic algorithms of symmetric and 

asymmetric cryptosystems can quickly deplete the limited power resources of the 

battery-powered nodes within a mesh network.  Consequently, when sensitive 

messages are broadcast to low-resource devices within mesh networks that implement 

these cryptographic techniques, the networks can experience performance issues 

resulting from authenticating and/or encrypting messages at the low-resource devices 

and/or can experience dropped secured messages at the low-resource devices, which 

can decrease overall network functionality. 

[0005] As the foregoing illustrates, what is needed in the art are more effective 

techniques for broadcasting messages securely within a mesh network. 

SUMMARY 

[0006] One embodiment of the present application sets forth a computer-

implemented method for transmitting messages within a mesh network comprises:  

receiving at a first node included within the mesh network a network message that is to 
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be broadcast within the mesh network; determining a security key type based on at 

least one of a resource parameter associated with at least one neighbor node included 

in the mesh network or an attribute of the network message; securing the network 

message with a security key of the security key type to generate a secured network 

message; and broadcasting the secured network message to one or more other nodes 

included in the mesh network that are directly connected to the first node. 

[0007] At least one technical advantage of the disclosed techniques relative to the 

prior art is that the disclosed techniques enable a specific node within a mesh network 

to select a security key type that is based on the computing and power capabilities of 

that specific node when securing a network message for transmission within the 

network.  Accordingly, with the disclosed techniques, encrypting and/or authenticating 

the network message, and therefore the security of the network message, is tailored to 

be compatible with the resources of the sending and/or receiving nodes.  Another 

technical advantage is that the battery consumption caused by low-resource nodes 

executing asymmetric and symmetric encryption and authentication algorithms and the 

message latency associated with such nodes executing asymmetric encryption and 

authentication is avoided without reducing the security of broadcast messages sent to 

other nodes in the mesh network.  These technical advantages represent one or more 

technological improvements over prior art approaches. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] So that the manner in which the above recited features of the various 

embodiments can be understood in detail, a more particular description of the inventive 

concepts, briefly summarized above, may be had by reference to various embodiments, 

some of which are illustrated in the appended drawings.  It is to be noted, however, that 

the appended drawings illustrate only typical embodiments of the inventive concepts 

and are therefore not to be considered limiting of scope in any way, and that there are 

other equally effective embodiments. 

[0009] Figure 1 is a conceptual illustration of a mesh network configured to 

implement one or more aspects of the various embodiments. 
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[0010] Figure 2 is a more detailed illustration of a node of the mesh network of 

Figure 1, according to various embodiments. 

[0011] Figure 3 sets forth a flowchart of method steps for transmitting messages in a 

mesh network, according to various embodiments.  

[0012] Figure 4 sets forth a flowchart of method steps for broadcasting a change of 

trust level in a mesh network, according to various embodiments. 

[0013] For clarity, identical reference numbers have been used, where applicable, to 

designate identical elements that are common between figures.  It is contemplated that 

features of one embodiment may be incorporated in other embodiments without further 

recitation. 

DETAILED DESCRIPTION 

[0014] In the following description, numerous specific details are set forth to provide 

a more thorough understanding of the various embodiments.  However, it will be 

apparent to one of skilled in the art that the inventive concepts may be practiced without 

one or more of these specific details. 

[0015] Figure 1 is a conceptual illustration of a mesh network 100 configured to 

implement one or more aspects of the present disclosure.  Mesh network 100 includes a 

plurality of electronic devices (referred to herein as “nodes”) 120, which are organized in 

a mesh topology.  Mesh network 100 has decentralized node associations, and 

generally does not include a central server or management entity to dictate the mesh-

network topology.  Instead, nodes 120 of mesh network 100 communicate with each 

other via zero, one, or more intermediate electronic devices or nodes.  In operation, 

each node 120 communicates with one or more communicatively adjacent nodes, 

referred to herein as neighboring node(s).  In some embodiments, neighboring nodes 

are nodes that are directly connected to each communicatively (via a wired or wireless 

connection) without an intervening node of the mesh network.  Frequently, 

communication between two nodes 120 in mesh network 100 is via one or more 
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intermediate nodes 120, and is referred to as “one-hop” communication, “two-hop” 

communication, etc. 

[0016] In the embodiment illustrated in Figure 1, mesh network 100 is 

communicatively coupled to one or more external networks 105 outside mesh network 

100, such as the Internet.  For example, in some embodiments, mesh network 100 is 

communicatively coupled to external network 105 via a gateway node 121 (also referred 

to as a border router or an edge router).  In some embodiments, mesh network 100 

further includes one or more leaf nodes 123 that are each associated with and/or 

included in an electronic device, but are not configured to actively route traffic to other 

nodes 120.  Thus, a leaf node 123 and the associated electronic device can 

communicate via mesh network 100, but generally do not include the capability to route 

traffic in mesh network 100 beyond forwarding to the adjacent node 120, such as a 

parent router 122.  For example, in some embodiments, one type of electronic device 

associated with a leaf node 123 is a battery-powered sensor. 

[0017] Gateway node 121 includes a second interface for communication with 

external network 105.  Gateway node 121 is configured to connect to an access point 

130 over external network 105.  For example, in some embodiments, access point 130 

may be an Ethernet router, a Wi-Fi access point, or any other suitable device for 

bridging different types of networks.  Access point 130 connects to external network 

105, and enables communication between nodes 120 of mesh network 100 and one or 

more cloud services coupled to external network 105, such as a manufacturer back 

office 140 and/or an operator back office 150. 

[0018] Manufacturer back office 140 is associated with a particular manufacturer of 

one or more electronic devices included in nodes 120, and is configured to provide one 

or more services to and otherwise communicate with such electronic devices via mesh 

network 100.  For example, in some embodiments, manufacturer back office 140 

communicates periodically with such nodes 120 to setup the electronic devices of the 

nodes 120, send hardware-specific notifications, poll for errors, provide firmware 

updates, and/or issue specific commands.  In some embodiment, manufacturer back 
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office 140 is a source of manufacturer credentials for nodes 120.  In the embodiment 

illustrated in Figure 1, a single manufacturer back office 140 is communicatively coupled 

to mesh network 100.  In other embodiments, multiple manufacturer back offices 140 

may be communicatively coupled to mesh network 100, for example when a first group 

of the electronic devices of nodes 120 is manufactured by one manufacturer and a 

second group of the electronic devices of nodes 120 is manufactured by another 

manufacturer. 

[0019] Operator back office 150 is associated with a particular user of mesh network 

100, and is configured to communicate with and/or control nodes 120 via mesh network 

100.  For example, in some embodiments, mesh network 100 is a smart-grid or other 

digitized utility network, and operator back office 150 is associated with the utility that 

operates mesh network 100.  In such embodiments, mesh network 100 facilitates the 

reporting of energy, gas, water, and/or reverse-energy readings from and the sending of 

notifications to the various meters and other electronic devices coupled to nodes 120.  

In some embodiment, operator back office 150 is a source of customer-level or 

operator-level credentials for nodes 120.   

[0020] Alternatively or additionally, other cloud services (not shown) may be coupled 

to external network 105 and provide services related to and/or using the devices within 

the mesh network 100.  For example, in some embodiments such services may include 

connecting end-user devices (e.g., smart phones, electronic tablets, computers, etc.) to 

the electronic devices of nodes 120, receiving, processing, and/or providing data 

acquired in mesh network 100 to end users, provisioning and/or updating the electronic 

devices of nodes 120, and the like. 

[0021] Nodes 120 can include a mixture of battery-powered nodes, alternating 

current (AC) powered nodes, nodes that are AC-powered with battery backups, and/or 

nodes that are AC-powered with uninterruptible power supplies.  Further, in some 

embodiments, some or all of mesh network 100 is implemented as a wireless mesh 

network (WMN).  In such embodiments, electronic devices of nodes 120 are capable of 

wirelessly communicating with other electronic devices.  Such electronic devices may 
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include a network interface for a cellular network (UMTS, LTE, etc.), a wireless local 

area network (described in the Institute of Electrical and Electronics Engineers (IEEE) 

802.11 standard or Bluetooth from the Bluetooth Special Interest Group of Kirkland, 

Wash.), and/or another type of wireless network.  Alternatively or additionally, in some 

embodiments, the connections between nodes 120 mesh network 100 can include 

wired connections.  In light of the above, communication and/or data transfer in mesh 

network 100 cam be implemented via any technically feasible wired or wireless method 

or protocol, including, for example, an Ethernet network, a public switched telephone 

network (PSTN), a power line network, a local area network (LAN), a wireless local area 

network (WLAN), Bluetooth, Z-Wave, ZigBee, INSTEON, local wireless 900 MHz 

communication band, 6LoWPAN, and the like. 

[0022] Figure 2 is a more detailed illustration of a node 120 of mesh network 100, 

according to various embodiments.  In the embodiment illustrated in Figure 2, node 120 

includes a router 201, a processor 202, a power source 203, a memory 220, a 

component 230, I/O devices 240, a transceiver 250, and, in some embodiments, a real-

time clock 204. 

[0023] Router 201 enables routing of messages to and from adjacent nodes 120 of 

mesh network 100.  In operation, router 201 employs credentials 221 (stored in memory 

220) to authenticate the identity of adjacent nodes 120 as a member of mesh network 

100.  Further, router 201, in conjunction with processor 202, employs credentials 221 to 

encrypt, decrypt, and/or authenticate communications in mesh network 100 as 

described herein.   

[0024] Processor 202 may be any technically feasible hardware unit capable of 

processing data and/or executing instructions associated with the operation of node 120 

and/or the component 230 associated with node 120.  Power source 203 may include 

one or more of an AC power source, a battery power source, an AC power source with 

a battery backup, an AC power source with an external uninterruptible power supply, or 

any other power source or combination of power sources. 
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[0025] In various embodiments, processor 202 can generate one or more 

encryption/decryption/authentication keys for communications with neighbor node 

devices of node device 120.  For each neighbor node device, processor 202 can 

generate a key for messages to be sent by the neighbor node device to node device 

120.  Node device 120 can send to the neighbor node device the key generated for the 

neighbor node device by processor 202, and can receive a key generated by the 

neighbor node device.  Node device 120 can send secured (e.g., encrypted and/or 

authenticated) messages to the neighbor node device using the key received from the 

neighbor node device.  The neighbor node device can send secured messages to node 

device 120 using the key generated by processor 220, processor 220 can authenticate 

and/or decrypt the messages using that key or a corresponding asymmetric key.  

Processor 220 can generate keys in accordance with instructions programmed in 

hardware (e.g., programmed into the processor 220) and/or software (e.g., in a software 

application 242).  Node device 210 can store keys generated by processor 220 and 

keys received from neighbor node devices in memory 240 (e.g., in key store 246). 

[0026] Memory 220 may include any technically feasible memory device or devices 

configured to store instructions for the operation of node 120 and/or credentials 221.  

Thus, memory 220 may include one or more of a random access memory (RAM) 

module, a flash memory unit, a hard disk drive, or any other type of memory unit or 

combination thereof.  Generally, memory 220 includes at least one persistent memory 

device capable of storing credentials 221 when node 120 is powered off.  Real-time 

clock 204 may include any technically feasible device configured to provide accurate 

time, such as a time value traceable to Coordinated Universal Time (UTC). 

[0027] Memory 220 includes one or more software applications 222.  The one or 

more software applications 222 include program code that, when executed by processor 

202, may perform any of the node-oriented computing functionality described herein.  

The one or more software applications 222 may also interface with transceiver 250 to 

coordinate the transmission and/or reception of data packets and/or other messages 

across mesh network 100.  In various embodiments, memory 220 may be configured to 

store protocols used in communication modes, equations and/or algorithms for 
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identifying metric values, constants, data rate information, and other data used in 

identifying metric values, etc.  Memory 220 can also include a key store where keys for 

authentication, encryption, and/or decryption of communications (e.g., messages) 

between node devices can be stored. 

[0028] In operation, software applications 222 can implement various techniques to 

optimize communications with one or more linked node devices 120, such as 

neighboring node devices.  In various embodiments, node device 120 is configured to 

transmit data messages to the linked node device and/or receive data messages from 

the linked node device by selecting a common communication mode from a plurality of 

different communication modes that is supported by node device 120 and the linked 

node device.  More generally, node device 120 can be configured for multi-mode 

communications.  Node device 120 can communicate with a linked node, manufacturer 

back office 140, and/or operator back office 150 using any of a plurality of modes.  The 

particular mode used for a given transmission depends on the particular circumstances 

of the transmission (e.g., the type of data message, the intended recipients of the data 

message, etc.).  Examples of such communication modes include, without limitation, 

unicast, broadcast, and multi-cast. 

[0029] Credentials 221 are used by node 120 to authenticate the identity of 

neighboring nodes 120 as being a member of the mesh network 100.  In addition, in 

some embodiments, credentials 221 can authenticate a specific trust level of 

neighboring nodes 120.  Thus, in such embodiments, credentials 221 may include 

credentials for multiple trust levels.  For example, in one such embodiment, credentials 

221 stored in node 120 may include authentication credentials for a lower trust level 

(e.g., a manufacturer trust level), authentication credentials for a higher trust level (e.g., 

a vendor trust level), and authentication credentials for a highest trust level (e.g., a 

customer or operator trust level).  In some embodiments, credentials 221 include one or 

more symmetric authentication and/or encryption keys and/or one or more asymmetric 

authentication and/or encryption keys. 
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[0030] In some embodiments, manufacturer trust level authentication credentials are 

stored in memory 220 at a time of manufacture of node 120 and/or component 230.  In 

some embodiments, vendor trust level authentication credentials are stored in memory 

220 after the manufacture of node 120 and/or component 230 but prior to installation of 

node 120 and/or component 230 in mesh network 100.  In some embodiments, 

customer trust level authentication credentials are stored in memory 220 after node 120 

and/or component 230 is included in mesh network 100.     

[0031] Component 230 is an electronic device that is associated with and/or included 

in node 120.  For example, in an embodiment in which mesh network 100 is a smart-

grid or other digitized utility network, component 230 may be one of an electric meter, a 

street light, a traffic light, an element of an automation network, and the like.  In an 

embodiment in which mesh network 100 is associated with a home monitoring or home 

automation system, component 230 may be one of a security panel, a door lock, a 

window lock, a camera, a video camera, a motion sensor, a temperature sensor, a 

noise sensor, a humidity sensor, or any other monitoring or actuation device (e.g. a 

switch, control panel, thermostat, sump pump, or other home appliance or utility control 

device).  Thus, in such embodiments, mesh network 100 collects data from, transmits 

notifications to, and performs operations with a plurality of heterogeneous devices.  For 

example, mesh network 100 may enable load-balancing operations within a digitized 

utility network or home automation operations within a home automation system using 

the plurality of heterogeneous devices.  Such devices may be battery powered or 

constantly powered, have high-resource computing capabilities (e.g., a network 

interface card) or limited computing capabilities (e.g., a battery-powered sensor), have 

different manufacturers, and/or different dates of manufacture.  Thus, the nodes 120 of 

mesh network 100 can have widely varying computational and power resources 

available. 

[0032] I/O devices 230 include devices configured to receive input, devices 

configured to provide output, and devices configured to both receive input and provide 

output. 
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[0033] In operation, a node 120 receives messages from and sends messages to 

neighbor nodes in mesh network 120.  Depending on a current trust level of the node 

from which the message originates, a node 120 (referred to herein as the “sending 

node”) may broadcast the received message to all neighboring nodes, in some 

instances with instructions to forward the received message to the neighboring nodes of 

the neighboring nodes.  To ensure security in mesh network 100, each message sent 

by the sending node may be authenticated and/or encrypted.  According to various 

embodiments, a sending node determines an appropriate security key type (e.g., an 

asymmetric encryption key, a symmetric encryption key, an asymmetric authentication 

key, or a symmetric encryption key) to employ when sending a broadcast message to 

multiple neighbor nodes.  Specifically, when sending a broadcast message to multiple 

neighboring nodes, the sending node determines whether to employ an asymmetric 

security key, a symmetric security key, or no security at all.  In the embodiments, the 

determination is made based on an attribute of the network message, a resource 

parameter of the node, and/or on a resource parameter of one or more neighboring 

nodes. 

[0034] In some embodiments, an attribute of the network message that can affect 

the determination of security key type is a trust level associated with the network 

message.  For example, in such embodiments, a network message that is received by 

the sending node may be at a sufficiently high trust level in a hierarchy of possible trust 

levels that broadcasting of the network message requires a certain level of security.  In 

such embodiments, the certain level of security may correspond to encryption and/or 

authentication via a symmetric security key that is employed between the sending node 

and the neighboring node receiving the network message.  Alternatively, in such 

embodiments, the certain level of security may correspond to encryption and/or 

authentication via an asymmetric cryptographic (e.g., encryption or authentication) key 

that is employed by the sending node and requires the neighboring node receiving the 

secured network message to execute an asymmetric cryptographic (e.g., decryption or 

authentication) algorithm to authenticate or decrypt the secured network message.  In 

either case, according to various embodiments described herein, the sending node 

authenticates or encrypts the network message with the appropriate security key and 
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sends the secured network message to neighboring nodes that have sufficient 

computing and/or power resources to authenticate or decrypt the secured network 

message. 

[0035] In some embodiments, an attribute of the network message that can affect 

the determination of security key type is a forwarding status of the network message.  

For example, in such embodiments, a network message that is received by the sending 

node may be indicated to be a broadcast message that is to be sent to all neighboring 

nodes of the sending node and to all neighboring nodes of the neighboring node.  A 

higher level of security is generally assigned to such broadcast network messages.  

Thus, in such embodiments, the higher level of security may be satisfied by the sending 

node encrypting or authenticating the network message via a symmetric encryption or 

authentication key and, in other embodiments, the higher level of security may be 

satisfied by the sending node encrypting or authenticating the network message via an 

asymmetric encryption or authentication key.  In either case, according to various 

embodiments described herein, the sending node encrypts and/ or authenticates the 

network message with the appropriate encryption or authentication key and sends the 

network message to neighboring nodes that have sufficient computing and/or power 

resources to decrypt or authenticate the secured network message. 

[0036] In some embodiments, trust levels associated with a particular network 

message are included in a hierarchy of possible trust levels.  For example, in some 

embodiments, a lowest trust level in such a hierarchy is a manufacturing trust level, a 

higher trust level in the hierarchy is a vendor trust level, and a highest trust level in the 

hierarchy is a customer trust level.  In some embodiments, for a device to be 

established at a manufacturing trust level, the device is verified to include manufacturer-

generated credentials.  In some embodiments, for a device to be established at a 

vendor trust level, the device is verified to include vendor-generated credentials, and in 

some embodiments, for a device to be established at a customer trust level, the device 

is verified to include customer-generated credentials. 
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[0037] In some embodiments, one or more resource parameters of a sending node 

can affect the determination of security key type employed by the sending node.  

Examples of such resource parameters of the sending node include a computational 

cost of encrypting or authenticating the network message at the sending node, an 

amount of time needed for the sending node to encrypt or authenticate the network 

message, an amount of memory used to encrypt or authenticate the network message 

at the sending node, an amount of power used to encrypt or authenticate the network 

message at the sending node, or an indication of an amount of power remaining at the 

sending node. 

[0038] In some embodiments, one or more resource parameters associated with a 

neighboring node can affect the determination of security key type employed by the 

sending node.  Examples of such resource parameters associated with the neighboring 

node include a computational cost of decrypting or authenticating the network message 

at the neighboring node, an amount of time needed for the neighboring node to decrypt 

or authenticate the network message, an amount of memory used to decrypt or 

authenticate the network message at the neighboring node, an amount of power used to 

decrypt or authenticate the network message at the neighboring node, and an indication 

of an amount of power remaining at the neighboring node.  Additionally or alternatively, 

in some embodiments, such resource parameters of the neighboring node include a 

number of resource-limited neighboring nodes that are adjacent to the sending node.  In 

such embodiments, the sending node may determine a neighboring node to be a 

resource-limited node based on a status indicator provided by the neighboring node 

and/or on information describing the neighboring node that is stored by the sending 

node, such as current battery life of the neighboring node. 

[0039] In some embodiments, an indicator of an availability of an asymmetric 

encryption or authentication key at the sending node can affect the determination of 

security key type employed by the sending node.  Thus, the absence of such an 

indicator can cause the sending node to employ symmetric encryption or authentication, 

or no encryption or authentication at all rather than attempting asymmetric encryption or 

authentication when sending the network message. 
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[0040] Figure 3 sets forth a flowchart of method steps for transmitting messages in a 

mesh network, according to various embodiments.  Although the method steps are 

described in conjunction with the systems of Figures 1 and 2, persons skilled in the art 

will understand that any system configured to perform the method steps, in any order, is 

within the scope of the embodiments. 

[0041] As shown, a method 300 begins at step 301, where a sending node of mesh 

network 100 receives a network message for broadcasting within mesh network 100. 

For example, the network message can be a routing message for mesh network 100, a 

current time broadcast, a message that is associated with a firmware download for a 

node 120 of mesh network 100, etc.  In the embodiment shown in Figure 3, Method 300 

is described in terms of an embodiment of mesh network 100 that operates with two 

trust levels (e.g., a manufacturer trust level and a customer trust level) and includes 

customer registration operations (in which a manufacturer trusted key is employed to 

receive a customer trusted key) and other operations.  Embodiments can be 

implemented in any other technically feasible configuration of mesh network 100. 

[0042] In step 302, the sending node determines a security key type to be employed 

by the sending node for broadcasting the network message received in step 301.  As 

described above, the sending node determines the security key type based on one or 

more factors.  In some embodiments, some or all of the factors are parameters of or 

inputs to an algorithm for generating a determining value.  In such embodiments, the 

algorithm can be a tunable weighting algorithm that can weight each factor individually.  

Thus, in such embodiments, an instance of the tunable weighting algorithm can be 

modified during operation of mesh network 100 to generate a different output.  

Additionally or alternatively, the tunable weighting algorithm can be different in different 

instances of node 120.  Thus, each node 120 can have a different determination 

process for which security key type is determined in step 302. 

[0043] One embodiment of a tunable weighting algorithm is shown in Inequaltiy 1, 

where coefficients A – G are configurable values; KeyAsymmetric is a binary value (0 or 1) 

indicating whether there is an asymmetric key available in the sending node; DataForward 
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is a binary value (0 or 1) indicating whether the network message is to be forwarded to 

other nodes; MemoryUsed is a value indicating a quantity of memory used by the sending 

node when encrypting and/or authenticating the network message with the asymmetric 

key; CostCPU is a value indicating a processing cost for the sending node when 

encrypting and/or authenticating the network message with the asymmetric key; 

PowerCPU is a value indicating a power cost for the sending node when encrypting 

and/or authenticating the network message with the asymmetric key; PowerRemaining is a 

value indicating an estimated quantity of power currently remaining for the sending 

node; and NeighborsResource-Limited is a number of resource-limited nodes that are 

adjacent to the first node: 

A(KeyAsymmetric) + B(DataForward) + C(MemoryUsed) + D(CostCPU) + 

E(PowerCPU) + F(PowerRemaining) + G(NeighborsResource-Limited) > H (1) 

[0044] In the embodiment illustrated in Inequality 1, when Inequality 1 is true, i.e., 

when the left side of the Inequality 1 is greater than a predetermined value H, the 

sending node employs a symmetric security key, otherwise the sending node employs 

an asymmetric security key.  As shown, in some embodiments, multiple factors can 

influence a determination of which security key type is employed for sending the 

network message received in step 301. 

[0045] The particular factors included in Inequality 1 and the mathematical 

relationships between the factors are presented herein as an example only, and can be 

readily modified for a specific configuration of mesh network 100 by one of skill in the art 

upon reading the disclosure provided herein.  Further, in some embodiments, some or 

all factors affecting the above-described determination of the security key type may be 

implemented via any other technically feasible approach.  For example, in some 

embodiments, the sending node can implement the effect of one or more factors on the 

determination to use an asymmetric security key via or more if/then statements or other 

logic.  Thus, implementation of the effect of one or more factors on the determination to 

use an asymmetric security key is not limited to a value-generating algorithm. 
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[0046] In step 303, proceeds to step 321 when the security key type determined in 

step 302 is an asymmetric security key and to step 331 when the security key type 

determined in step 302 is a symmetric security key. 

[0047] In step 321, the sending node determines whether data in the network 

message is to be used for registering with a customer, such as operator back office 150, 

to receive a customer trusted key.  If yes, method 300 proceeds to step 322; if no, 

method 300 proceeds to step 323.  In step 322, the sending node uses the asymmetric 

security key that is a manufacturer trusted key to encrypt and/or authenticate and 

broadcast the network message. 

[0048] In step 323, the sending node determines whether a valid customer trusted 

key that is an asymmetric security key is available to the sending node.  If yes, method 

300 proceeds to step 324; if no, method 300 proceeds to step 329.  In step 324, the 

sending node uses the asymmetric security key that is a customer trusted key to 

encrypt and/or authenticate and broadcast the network message.  In step 329, the 

sending node drops the message. 

[0049] In step 331, the sending node determines whether data in the network 

message is to be used for registering with a customer, such as operator back office 150, 

to receive a customer trusted key.  If yes, method 300 proceeds to step 332; if no, 

method 300 proceeds to step 333.  In step 332, the sending node uses the symmetric 

security key that is a manufacturer trusted key to encrypt and/or authenticate and 

broadcast the network message. 

[0050] In step 333, the sending node determines whether a valid customer trusted 

key that is a symmetric security key is available to the sending node.  If yes, method 

300 proceeds to step 334; if no, method 300 proceeds to step 339.  In step 334, the 

sending node uses the symmetric security key that is a customer trusted key to encrypt 

and/or authenticate and broadcast the network message.  In step 339, the sending node 

drops the message. 
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[0051] Method 300 can be advantageously implemented in any mesh network, 

particularly a mesh network that includes heterogeneous nodes and/or Internet of 

Things (IoT) devices, in which a secure broadcast desired or required. 

[0052] Figure 4 sets forth a flowchart of method steps for broadcasting a change of 

trust level in a mesh network, according to various embodiments.  Although the method 

steps are described in conjunction with the systems of Figures 1 – 3, persons skilled in 

the art will understand that any system configured to perform the method steps, in any 

order, is within the scope of the embodiments. 

[0053] As shown, a method 400 begins at step 401, where a sending node of mesh 

network 100 sends a network message to a neighboring node within mesh network 100. 

In the embodiments, the network message is associated with a process in which the 

trust level of the neighboring node in mesh network 100 is changed from a first trust 

level to a second trust level, where the second trust level is a higher trust level than the 

first trust level.  For example, the network message may be associated with the trust 

level of the neighboring node changing from a manufacturer trust level to a vendor trust 

level or a customer trust level.  In such an example, the network message may include 

credentials from operator back office 150. 

[0054] In step 402, the sending node determines, based at least in part on the 

network message, that the neighboring node has changed from the first trust level to the 

second trust level. 

[0055] In step 403, the sending node broadcasts a network message to one or more 

other nodes in mesh network 100 indicating that the neighboring node has changed 

from the first trust level to the second trust level.  In some embodiments, the other 

nodes to which the sending node broadcasts the network message are adjacent to the 

sending node.  Thus, nodes 120 of mesh network 100 can be notified quickly and 

securely that a particular node in mesh network 100 has changed to a different trust 

level. 
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[0056] In sum, techniques are provided for transmitting messages in a mesh 

network.  Prior to broadcasting a network message a sending node in a mesh network 

determines a security key type based on one or more resource parameters of the 

sending node and/or of a receiving node.  In some embodiments, the determination of 

security key type is further based on one or more attributes of the network message.  

Once an appropriate security key type is determined, the sending node broadcasts the 

secured network message to one or more adjacent nodes in the mesh network. 

[0057] At least one technical advantage of the disclosed techniques relative to the 

prior art is that the disclosed techniques enable a specific node within a mesh network 

to select a security key type that is based on the computing and power capabilities of 

that specific node when securing a network message for transmission within the 

network.  Accordingly, with the disclosed techniques, encrypting and/or authenticating 

the network message, and therefore the security of the network message, is tailored to 

be compatible with the resources of the sending and/or receiving nodes.  Another 

technical advantage is that the battery consumption caused by low-resource nodes 

executing asymmetric and symmetric encryption and authentication algorithms and the 

message latency associated with such nodes executing asymmetric encryption and 

authentication is avoided without reducing the security of broadcast messages sent to 

other nodes in the mesh network.  These technical advantages represent one or more 

technological improvements over prior art approaches. 

[0058] 1. In some embodiments, a computer-implemented method of transmitting 

messages within a mesh network comprises:  receiving at a first node included within 

the mesh network a network message that is to be broadcast within the mesh network; 

determining a security key type based on at least one of a resource parameter 

associated with at least one neighbor node included in the mesh network or an attribute 

of the network message; securing the network message with a security key of the 

security key type to generate n secured network message; and broadcasting the 

secured network message to one or more other nodes included in the mesh network 

that are directly connected to the first node. 
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[0059] 2. The computer-implemented method of clause 1, wherein the security key 

is stored at the first node. 

[0060] 3. The computer-implemented method of clauses 1 or 2, wherein the security 

key type is one of an asymmetric encryption key, a symmetric encryption key, an 

asymmetric authentication key, or a symmetric encryption key. 

[0061] 4. The computer-implemented method of any of clauses 1-3, wherein 

broadcasting the secured network message to the one or more other nodes included in 

the mesh network comprises broadcasting the network message to a second node 

included in the mesh network that is not directly connected to the first node. 

[0062] 5. The computer-implemented method of any of clauses 1-4, wherein the 

resource parameter associated with the at least one node comprises at least one of a 

computational cost of encrypting the network message at the first node, an amount of 

time needed for the first node to encrypt the network message, an amount of memory 

used to encrypt the network message at the first node, an amount of power used to 

encrypt the network message at the first node, or an indication of an amount of power 

remaining at the first node. 

[0063] 6. The computer-implemented method of any of clauses 1-5, wherein the 

resource parameter associated with the at least one node comprises at least one of a 

number of resource-limited nodes that are directly connected to the first node or an 

indication of the availability of an asymmetric encryption key at the first node. 

[0064] 7. The computer-implemented method of any of clauses 1-6, wherein the 

one or more other nodes include at least a second node, and further comprising:  

determining from the network message that a trust level associated with the second 

node has changed from a first trust level to a second trust level; and in response, 

broadcasting a new network message to a third node included in the mesh network , 

wherein the new network message indicates that the second node has changed from 

the first trust level to the second trust level. 



 
 

20 

[0065] 8. The computer-implemented method of any of clauses 1-7, wherein the 

second trust level comprises a higher trust level than the first trust level. 

[0066] 9. The computer-implemented method of any of clauses 1-8, wherein the 

attribute of the network message comprises at least one of a trust level associated with 

the network message or a forwarding status associated with the network message. 

[0067] 10. The computer-implemented method of any of clauses 1-9, wherein the 

trust level associated with the network message comprises one of a manufacturing trust 

level, a vendor trust level, or a customer trust level. 

[0068] 11.  In some embodiments, a non-transitory computer-readable storage 

medium including instructions that, when executed by one or more processors, 

configure the one or more processors to perform the steps of:  receiving at a first node 

included within a mesh network a network message that is to be broadcast within the 

mesh network; determining a security key type based on at least one of a resource 

parameter associated with at least one neighbor node included in the mesh network or 

an attribute of the network message; securing the network message with a security key 

of the security key type to generate a secured network message; and broadcasting the 

secured network message to one or more other nodes included in the mesh network 

that are directly connected to the first node. 

[0069] 12. The non-transitory computer-readable storage medium of clause 11, 

wherein the security  key type is one of an asymmetric encryption key, a symmetric 

encryption key, an asymmetric authentication key, or a symmetric encryption key. 

[0070] 13. The non-transitory computer-readable storage medium of clauses 11 or 

12, wherein broadcasting the secured network message to the one or more other nodes 

included in the mesh network comprises broadcasting the network message to a 

second node included in the mesh network that is not directly connected to the first 

node. 

[0071] 14. The non-transitory computer-readable storage medium of any of clauses 

11-13, wherein the resource parameter associated with the at least one node comprises 
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at least one of a computational cost of encrypting the network message at the first node, 

an amount of time needed for the first node to encrypt the network message, an amount 

of memory used to encrypt the network message at the first node, an amount of power 

used to encrypt the network message at the first node, or an indication of an amount of 

power remaining at the first node. 

[0072] 15. The non-transitory computer-readable storage medium of any of clauses 

11-14, wherein the resource parameter associated with the at least one node comprises 

at least one of a number of resource-limited nodes that are directly connected to the first 

node or an indication of the availability of an asymmetric encryption key at the first 

node. 

[0073] 16. The non-transitory computer-readable storage medium of any of clauses 

11-15, wherein the one or more other nodes include at least a second node, and further 

comprising instructions that, when executed by one or more processors, configure the 

one or more processors to perform the steps of:  determining from the network message 

that a trust level associated with the second node has changed from a first trust level to 

a second trust level; and in response, broadcasting a new network message to a third 

node included in the mesh network , wherein the new network message indicates that 

the second node has changed from the first trust level to the second trust level. 

[0074] 17. The non-transitory computer-readable storage medium of any of clauses 

11-16, wherein the second trust level comprises a higher trust level than the first trust 

level. 

[0075] 18. The non-transitory computer-readable storage medium of any of clauses 

11-17, wherein the attribute of the network message comprises at least one of a trust 

level associated with the network message or a forwarding status associated with the 

network message. 

[0076] 19. The non-transitory computer-readable storage medium of any of clauses 

11-18, wherein the trust level associated with the network message comprises one of a 

manufacturing trust level, a vendor trust level, or a customer trust level. 
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[0077] 20.  In some embodiments, a system comprises:  a processor; and a memory 

storing instructions that, when executed by the processor, cause the processor to 

perform the steps of:  receiving at a first node included within the mesh network a 

network message that is to be broadcast within the mesh network; determining an 

encryption key type based on at least one of a resource parameter associated with at 

least one neighbor node included in the mesh network or an attribute of the network 

message; encrypting the network message with an encryption key of the encryption key 

type to generate an encrypted network message; and broadcasting the encrypted 

network message to one or more other nodes included in the mesh network that are 

directly connected to the first node. 

[0078] Any and all combinations of any of the claim elements recited in any of the 

claims and/or any elements described in this application, in any fashion, fall within the 

contemplated scope of the present invention and protection. 

[0079] The descriptions of the various embodiments have been presented for 

purposes of illustration, but are not intended to be exhaustive or limited to the 

embodiments disclosed.  Many modifications and variations will be apparent to those of 

ordinary skill in the art without departing from the scope and spirit of the described 

embodiments.  

[0080] Aspects of the present embodiments may be embodied as a system, method 

or computer program product.  Accordingly, aspects of the present disclosure may take 

the form of an entirely hardware embodiment, an entirely software embodiment 

(including firmware, resident software, micro-code, etc.) or an embodiment combining 

software and hardware aspects that may all generally be referred to herein as a 

“module,” a “system,” or a “computer.”  In addition, any hardware and/or software 

technique, process, function, component, engine, module, or system described in the 

present disclosure may be implemented as a circuit or set of circuits.  Furthermore, 

aspects of the present disclosure may take the form of a computer program product 

embodied in one or more computer readable medium(s) having computer readable 

program code embodied thereon. 
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[0081] Any combination of one or more computer readable medium(s) may be 

utilized. The computer readable medium may be a computer readable signal medium or 

a computer readable storage medium. A computer readable storage medium may be, 

for example, but not limited to, an electronic, magnetic, optical, electromagnetic, 

infrared, or semiconductor system, apparatus, or device, or any suitable combination of 

the foregoing. More specific examples (a non-exhaustive list) of the computer readable 

storage medium would include the following: an electrical connection having one or 

more wires, a portable computer diskette, a hard disk, a random access memory 

(RAM), a read-only memory (ROM), an erasable programmable read-only memory 

(EPROM or Flash memory), an optical fiber, a portable compact disc read-only memory 

(CD-ROM), an optical storage device, a magnetic storage device, or any suitable 

combination of the foregoing. In the context of this document, a computer readable 

storage medium may be any tangible medium that can contain, or store a program for 

use by or in connection with an instruction execution system, apparatus, or device. 

[0082] Aspects of the present disclosure are described above with reference to 

flowchart illustrations and/or block diagrams of methods, apparatus (systems) and 

computer program products according to embodiments of the disclosure.  It will be 

understood that each block of the flowchart illustrations and/or block diagrams, and 

combinations of blocks in the flowchart illustrations and/or block diagrams, can be 

implemented by computer program instructions.  These computer program instructions 

may be provided to a processor of a general purpose computer, special purpose 

computer, or other programmable data processing apparatus to produce a machine.  

The instructions, when executed via the processor of the computer or other 

programmable data processing apparatus, enable the implementation of the 

functions/acts specified in the flowchart and/or block diagram block or blocks.  Such 

processors may be, without limitation, general purpose processors, special-purpose 

processors, application-specific processors, or field-programmable gate arrays. 

[0083] The flowchart and block diagrams in the figures illustrate the architecture, 

functionality, and operation of possible implementations of systems, methods and 

computer program products according to various embodiments of the present 
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disclosure.  In this regard, each block in the flowchart or block diagrams may represent 

a module, segment, or portion of code, which comprises one or more executable 

instructions for implementing the specified logical function(s).  It should also be noted 

that, in some alternative implementations, the functions noted in the block may occur 

out of the order noted in the figures.  For example, two blocks shown in succession 

may, in fact, be executed substantially concurrently, or the blocks may sometimes be 

executed in the reverse order, depending upon the functionality involved.  It will also be 

noted that each block of the block diagrams and/or flowchart illustration, and 

combinations of blocks in the block diagrams and/or flowchart illustration, can be 

implemented by special purpose hardware-based systems that perform the specified 

functions or acts, or combinations of special purpose hardware and computer 

instructions. 

[0084] While the preceding is directed to embodiments of the present disclosure, 

other and further embodiments of the disclosure may be devised without departing from 

the basic scope thereof, and the scope thereof is determined by the claims that follow. 
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WHAT IS CLAIMED IS: 

1. A computer-implemented method of transmitting messages within a mesh 

network, the method comprising: 

receiving at a first node included within the mesh network a network message 

that is to be broadcast within the mesh network; 

determining a security key type based on at least one of a resource parameter 

associated with at least one neighbor node included in the mesh network 

or an attribute of the network message; 

securing the network message with a security key of the security key type to 

generate n secured network message; and 

broadcasting the secured network message to one or more other nodes included 

in the mesh network that are directly connected to the first node. 

 

2. The computer-implemented method of claim 1, wherein the security key is stored 

at the first node. 

 

3. The computer-implemented method of claim 1, wherein the security key type is 

one of an asymmetric encryption key, a symmetric encryption key, an asymmetric 

authentication key, or a symmetric encryption key. 

 

4. The computer-implemented method of claim 1, wherein broadcasting the secured 

network message to the one or more other nodes included in the mesh network 

comprises broadcasting the network message to a second node included in the mesh 

network that is not directly connected to the first node. 

 

5. The computer-implemented method of claim 1, wherein the resource parameter 

associated with the at least one node comprises at least one of a computational cost of 

encrypting the network message at the first node, an amount of time needed for the first 

node to encrypt the network message, an amount of memory used to encrypt the 

network message at the first node, an amount of power used to encrypt the network 

message at the first node, or an indication of an amount of power remaining at the first 
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node. 

 

6. The computer-implemented method of claim 1, wherein the resource parameter 

associated with the at least one node comprises at least one of a number of resource-

limited nodes that are directly connected to the first node or an indication of the 

availability of an asymmetric encryption key at the first node. 

 

7. The computer-implemented method of claim 1, wherein the one or more other 

nodes include at least a second node, and further comprising: 

determining from the network message that a trust level associated with the 

second node has changed from a first trust level to a second trust level; 

and 

in response, broadcasting a new network message to a third node included in the 

mesh network , wherein the new network message indicates that the 

second node has changed from the first trust level to the second trust 

level. 

 

8. The computer-implemented method of claim 7,  wherein the second trust level 

comprises a higher trust level than the first trust level. 

 

9. The computer-implemented method of claim 1, wherein the attribute of the 

network message comprises at least one of a trust level associated with the network 

message or a forwarding status associated with the network message. 

 

10. The computer-implemented method of claim 9, wherein the trust level associated 

with the network message comprises one of a manufacturing trust level, a vendor trust 

level, or a customer trust level. 

 

11. A non-transitory computer-readable storage medium including instructions that, 

when executed by one or more processors, configure the one or more processors to 

perform the steps of: 
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receiving at a first node included within a mesh network a network message that 

is to be broadcast within the mesh network; 

determining a security key type based on at least one of a resource parameter 

associated with at least one neighbor node included in the mesh network 

or an attribute of the network message; 

securing the network message with a security key of the security key type to 

generate a secured network message; and 

broadcasting the secured network message to one or more other nodes included 

in the mesh network that are directly connected to the first node. 

 

12. The non-transitory computer-readable storage medium of claim 11, wherein the 

security  key type is one of an asymmetric encryption key, a symmetric encryption key, 

an asymmetric authentication key, or a symmetric encryption key. 

 

13. The non-transitory computer-readable storage medium of claim 11, wherein 

broadcasting the secured network message to the one or more other nodes included in 

the mesh network comprises broadcasting the network message to a second node 

included in the mesh network that is not directly connected to the first node. 

 

14. The non-transitory computer-readable storage medium of claim 11, wherein the 

resource parameter associated with the at least one node comprises at least one of a 

computational cost of encrypting the network message at the first node, an amount of 

time needed for the first node to encrypt the network message, an amount of memory 

used to encrypt the network message at the first node, an amount of power used to 

encrypt the network message at the first node, or an indication of an amount of power 

remaining at the first node. 

 

15. The non-transitory computer-readable storage medium of claim 11, wherein the 

resource parameter associated with the at least one node comprises at least one of a 

number of resource-limited nodes that are directly connected to the first node or an 

indication of the availability of an asymmetric encryption key at the first node. 
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16. The non-transitory computer-readable storage medium of claim 11, wherein the 

one or more other nodes include at least a second node, and further comprising 

instructions that, when executed by one or more processors, configure the one or more 

processors to perform the steps of: 

determining from the network message that a trust level associated with the 

second node has changed from a first trust level to a second trust level; 

and 

in response, broadcasting a new network message to a third node included in the 

mesh network , wherein the new network message indicates that the 

second node has changed from the first trust level to the second trust 

level. 

 

17. The non-transitory computer-readable storage medium of claim 16, wherein the 

second trust level comprises a higher trust level than the first trust level. 

 

18. The non-transitory computer-readable storage medium of claim 1, wherein the 

attribute of the network message comprises at least one of a trust level associated with 

the network message or a forwarding status associated with the network message. 

 

19. The non-transitory computer-readable storage medium of claim18, wherein the 

trust level associated with the network message comprises one of a manufacturing trust 

level, a vendor trust level, or a customer trust level. 

 

20. A system, comprising: 

a processor; and 

a memory storing instructions that, when executed by the processor, cause the 

processor to perform the steps of: 

receiving at a first node included within the mesh network a network 

message that is to be broadcast within the mesh network; 

determining an encryption key type based on at least one of a resource 
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parameter associated with at least one neighbor node included in 

the mesh network or an attribute of the network message; 

encrypting the network message with an encryption key of the encryption 

key type to generate an encrypted network message; and 

broadcasting the encrypted network message to one or more other nodes 

included in the mesh network that are directly connected to the first 

node.  


