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1 CONDI Tl ONAL ACCESS DATA DECRYPTI ON SYSTEM Thi s
invention relates to a conditional access data
decryption system These type§ of systens are used in
particular in the field of digital pay television. In

this case, t L gjt r '

towards the ngggﬁégéhakggg%@Aﬂ&éﬁ?ﬁﬁﬁé§%§?§%€ﬁbe
able to control the use and define the conditions for
this type of use. This enciphering is achieved thanks
to Control Words that are changed at a regul ar

ThiliReMRdn rélatéd te@ddnyitibrRl ¥Ress dataddngforsssemds, al though
notably longer intervals may be used) in order to

m?estyge%ce?f ?#e&?std%? (L:rfeéfl @g.ljaé dré{g Zelg ?dIBI %1 t%%%/rgloﬁ’ lln this case, the
difitairdatat strete transmitpest te\dargs the dgtevigiantis envapteddo ardeidp baeplgdo control the

utgg %rtu# g(%ﬂh@ rtr?g%oﬁdlﬁ&ﬁtfoﬂ 1Aid g}r?]:g ?ﬁl ﬁfﬂe Ll'Mls %ﬁcrﬁl@ﬁné tséa‘;étﬁrg}vér?ﬁhanks to Control
VFs ot eras et pom "Rt e (ismYBonioet, B ah Horsions. athoush

natatllydorgec intérta)s magd beaised) it roedeusceurssuade any rattétatcalmrnghg discover this
Sfdilbigy operations are carried out in a security

3 gwﬁe (SO that is generally in the formof a snart

card, reputed to be inviolable. This nodul e can

I pridﬁrefior the regeiver tohs\2hla te dfg'ythpfeergfyptegretrsgn d\iltp étase yontrol -words, the
latiat @gy aére dndeﬁbrﬁhehﬂ)e of B@edtiéain. in Afontrdl andsisagesofECM) eencrypted by a key

p%ﬁg {u ﬁg{o St@%tr?nsp%s%ﬁ gm‘{t&h E%@?&?% é%@ﬁ%nt éeﬁthé éndvaegecfujit)? gmdute of the

L[sﬁrgmgt In éa;mtnessegwégggmratloqmarg cprrrgﬁput@hﬁ s%rrmglg(gswnat is generally
iritheRer @raf dnfdit cféﬁ:ﬁﬁiéiﬂr%ﬂ t6 Eé’h@dlofabl@t THi®RGdile En thé glher bfith@removable
tthe secur|e§ dul H&IE pssibilities are al so

YR CRL Ucﬂe%g efj Pf& of decryption keys. 20

In the follow ng, "event" refers to video or audio

At fthr tiras afribie eleBtion b @t eontrol gnesgagealECHHNE isprepfigcarimibie seurity module

(Qé}""fﬂ?alt fhle N ﬁ:{bcbéss%lé%tbé@ﬁﬁg pRESEAS HHid Eightt Qart b& mi&ASYMA by authorization
ontr

hod of event  bei
r%‘??é?%f’ﬁt («E&ﬂ'@ythsh ag) rth'ﬁdlgé* Fﬁeo F@%ﬁvd@g@%a‘ﬁhﬁ ew%?aes are also
idegieabia sveld ay ik isending of deayrtiomkeydccounti ng for the use
of such events is today based on the principle of

IR lflbes'ﬁ:rlb\gbé O"everﬁ"nre‘i‘ér‘g t@@ld@b’ FQ@&S (RF eQXIﬁHESMIQJ) &ftent or data (game

paynent time unit. Subscription al
ARG TBheEPe) MNhts Seeritchpeerdng 18 ﬁ'ée HPWHdP%tmd of control-worde,
editl bumt being Bsie b eSerichypted iy tohe BY mbleeetrelwendss eaafichaving a determined
v%ljéit?ﬁﬁra Lde user to obtain these channels in plaintext
' e rlght |s present in his/her security nodul e.
Li kew se, P055|ble to define the rights for an

8@

Asgrimting éoué'he use of Such aves & todet BRSPY O H"”°'F1'Pe°f3%Pba%’P°“ on the
futhagCal eiérs brltnDayhm@hiby (Reuehase, for exanpl e) and

this event will be managed specifically by this right.
{ [ k :
S,ulgscrip[r(?n I_a\ﬁ;cfwes %%Wo#&?t%hn H? sgg o payhgrbr rBore drffusron channels

tt@nsmiﬂmg rﬁ@sg ee@mﬁi gyd ahowethe ysee rout!)é%n thess enanpels Hh@'alﬂ'éxt if the right is

glehihtigdismecicditpaolisle t he actual consunption of the
user. Therefore, for exanple, a unit will be debited

L%«ewise, it is possible to define the rights for an event, such as a film or a football match. The
user can acquire this right (purchase, for example) and this event will be managed specifically by
this right. This method is known under the denomination "pay-per-view" (PPV).

With regard to payment by time unit, the security module includes a credit that is debited
according to the actual consumption of the user. Therefore, for example, a unit will be debited
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each mnute to this credit regardl ess of the channe
or the event in question. It is possible, according
to the techni cal inplenentatidhs, to vary the

accounting unit, either in duration or in the val ue

S e PR 2L oS SR w50 109 IR b on o rosowe
a:mmsgﬁotthetéchrﬁcammmentdtlonse@sag'ehe( &ChIntidg ggit, gither dmduyation or in the
vERBbRtife bl tar%af‘e@ nﬁré%n WE%PH&% ?He§c9 tﬁJ‘ﬁ‘ar&ﬁ&gﬂsttb @Bspt the invoice to the

required is contro sent back to the
tYP@@éPYP@W%@B@& At the time of t he decrypt i on of

control words, it will be verified if a right

FocH06liradseabet (&CM) €oax0t 88y Cottaln theaostraywesibut alst e conditions required
fgfetﬁﬁacgﬁtrol 'wcb Cfpfoeﬁ'c? Qn%nt bgclI Enethé ‘?&é‘vbh%ecgmub\tethe-g% of tp]e decryption of

contro user unit
PR wenlp»atw'& b# vw@et)tt@t'elﬂt\?ésomtﬁ@o dGriceess condifiong pien & the message
icprasant nesk dddudy maBdE.0l message ECM that is encrypted
by a transm ssion key. In order for the right to be

e con tI wlorrh |ts gzgllysrtgtcl% J:I't&/ thgq.l?; Lﬁﬂt vt( n tl‘?e @Anl %@We%ls control
i Ato aut hor | za
worrd eh‘omtelrleck,le @u:phttqt meewe REM that I&ﬁwe@@tilby aérﬁcwﬁt'webjy
a different key, called right key (RK). According to
Iﬁor‘ﬁ@ﬂdﬂhé agNtebe BayenNndlhé dadGritP Modlé 6 i {]Kn@:&llf( Rab@ivhidghis module by

are nec t an :
R s mes<opn LA i oty Eoeb Rl Baf il erBlypfla g o afern
@y@mrht@yﬁmallty of control - vvords (CW, - the
control nessage(s) ECM containing the control-words

AcEMNing M8l aliABWR GRS FRQNYI diffURIRB, theAfiebe follbliflg elements are necessary to
correspon ht stored in the security nodul e

[

d&FWB\ﬂ”r‘?ﬂe'gﬁggg' "?tf”i’%at ion of said access 20
€onie datoredatedith theckyemtyeptrymed by srtecams pbifalityroé cenpokwords (CW),
desed Ehed, rﬂP&\ége(é‘)r I?CIWcSﬁtQtﬂﬁthhéicdntrHWdéjﬁz\@)f and the access conditions
relat|vely equi pnent.” They are |inked t
opdf&ting or visualization device such as, for
eX angptresponding Irighti storediniye saearntg mphiula amca\thtlgﬁme Virdfigatineof said access
notco%tcow ded to be able to be noved easily. Therefore,
|t 'S ot possible to nove one's own decoder and

:@ connect it to another television and acquire
T@e erfetion sygems of the iypp Spsagbed abome argPreieBbERt m%%ﬁ‘sltpe?fsfe'af've'y large
efqﬁipﬂtbhtVG'th BRMiKBS t@lsh adperilifg A VRuAizAtRh LdeNick isieh as, for example, a

t H%{‘ﬂb?}g'ﬂ?a“ﬂ? rcgtﬁe -Fﬁgy Lfrﬁgp at%rg\ﬁqe%gﬁgg ?%‘9 ‘toot\f%[ng\‘?edaeasily Therefore, it

is potwossitlié I9anale one's oye denogéri apd ismply eenneahit k angther television and acquire

RheNVrBSts Lﬁﬁhérfﬁohae ﬂ'ﬁthé/ F&Qéﬂt‘dﬁtéi@i reRiviy ?ehv inétRliaSions have a return line
man ag enent cent

P09 GUBPHRFALED FROrDE APSEER BHERBA G NG T frselsions tat
Hake amemagiaesiotnot gateraly Have amaterfaed alipavingt ser-fieedly ggramunication with
thg'n%nggn%?‘hé'n? cﬁntFe WS rakt ﬁ'{eelfegﬁr? lirsd Cﬁdé deEiHJj tfort&nﬁ\ﬁﬂié'a{ & between the

cgunc u ts SInp rapl Furth ernore, In
cpdef [7ad henrawggvgttéwﬁtre DNrot PSRt bty 20 iy ceyg. it is therefore
difadult, to abfire AR righs singRysana nabidif eEuakirnotel, madlli thel known systems, the

strtezgnstt'zf1 gon?alr% | I thtai thL ccg)lmol %ﬁs%gée%ua%d Er%u&%tﬁ)r&g@h n%?ﬁ%ggﬁngmate from

own su Cri ons,
F gpigee edurcesthisk menﬁﬁasotssowrr rhseriptipnsy entt'°t§ dgingezble to offer a range of

Qageiyt‘ung%mqrﬁemntgb@ceganagenent centre has been
i mproved in systens all ow ng the | oading of 35

nct ual. r hts This t ) rihb
RR ] WS BooinialeiRli fis SR ATbAeD f ERErs 308 ne i of
mpetu@imiahtse Thidityrg efesyeten is dteﬁ¢rtbsql ihthed)$ patgnt %P%F%ﬁga Thig document
RRETDEP bagsteMantRing Jal&8IdeLsioR centres for data or encrypted events, intended to
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3 transmt these events to an operating system such as
a television or other display nheans. These events are
associ ated on one hand to a umique identification
nunber and on the other hand to a decryption code. The
al so cl udes din cent
BHGHEofs &ftnls]E pt PiSha Sito Beorcat b EByhn S My means. These
evelss eief dsseriateshomenewand ¢F a gaigie iderification supbdrand @nthe ether hand to a

o@@@ﬁﬁbﬁtdogé" ngg §9sterﬁ 2HBGHEIRey S Q’Jad% %Qﬁ}% tbQNI'ﬁ’dhOé#é IErﬁnsmltted before the

t
a0 Asheerie yd%ﬂ&ﬁ@o%ﬁ%ﬁ%ew ek B ‘ﬁﬁi‘% 13 geeHtion code.
Whaenha aserawishek ap lacquire aigttsi to diecrgtte ¢riveypledeaventfl he/sie calls the loading
c@h‘t@%& HEar*sth %VSA?ﬁmHL%horh%{a&A?&ué’“s%HP%stQ t@l@ﬂ’WnBeandTnﬁlcates the

| oadi centre tran ecréttlon cod t he
'@ﬁw@fmh%nmbeé 61 oyt wﬁ@%ﬁmmﬁa ERCTILCT) B%\Paf"n% corjig twansmits the
debiyptiont doe lop &@i dv@ntaip Raestioh 3o tHeadEMinRatidn Sppacties. troturtahe loading

%DH%’&@IB tra Crrggnﬁlshc g %%Wa Ou'é a%? PF ng}ser] %Vt@ﬁﬁﬁ?%@eﬂi %dbroadcasted, the

er I on cod
deegrehbasthe dggnintion ensd aod m@wrﬁ &en bergrcepted ane Wﬁqfaﬂfm ves
a certain nunber of constraints. In particular, as the

THRCE R Fﬁﬁol@é&d& cérairl ﬁ@fﬁlbéf&iﬂ cORbtrdM ! Irﬁpérﬁaﬂéﬁs&s tHetdchyptlon code is
i nconveni ent or, t

rohel o8 MR red Rt R s R ETRos NP Sp Ve cbls, BAIE sE¥E Bhept, This code
rofst témain theesame fahthe epiire slaration of tiscanbrtc khis prasentha@ davheck from the

dBfnt ¥ e O seS ik Iak laYeonParisdn GR rés%ﬁf’bysieﬁlst e c&{tl‘%ﬁﬁéﬁjs used for the
ystens, the control -words used for the 15 enC|Q eri
I

aHiane1o @%F?Wa@ ofRYEME &rehanqed ah @&avaéﬁ that, R VY Moy ﬁ?g?f’x'matew 2
tcalsatanygs. f rom approxi mately 2 to 30 seconds. In the
system according to US 5,901, 339, several diffusion

I %‘ﬂ-:*lt gﬁﬁén‘f"é@com@nﬁ Cdf g 9693%1 |s¥ve% %lf!ugéﬁi 'CQrQregea?é E&nea_tgb $o only one

fusers nust
'?ﬁ%ecqnﬁ%u Thig RjeH R aswwarnﬁ@hg" *fw élﬁ@eésawew Riaggi g cryptographic
&k rfthe YdmhEBbadisg dedtre,avhiobid morah optinial situation withtrispeetsp eedurity.
to security. 20 This system al so presents other
'I%IELOJ Et%g'lrgl egeﬁlsa%r%q fw&tcgrﬁfnpé fe'iaxed tgl 8]?% 6@% htanl?cfa the transmission
transm ssi g code b t he
qf §ecHenyplios repeeeb%mepntth%ioa@@s centrg @pde Lsers d@aqqer Egapigd out by means
dP ¥ td1BRBBe Me via 4 @Ie@ﬁMbﬁthbut%@thﬁn@arfseT HDIADHE thbttito tlatively easy to

R
|Qa:d1ﬂg| ceatre odoesii roh disposeh et acle adateetionCrelating totthee Idemmj requesting the

rfyﬁﬁb‘;ﬁ dof G i Sos%%[éttﬁ %séjfﬁﬁscoﬂé’tbn g §&er OfhisR¥ans that once it has been
Orrfat|0n relatin deco

estin
%?ewsﬂgdfqaaﬁ t%a%cwnt'?"g P%depfeg Sebicre Grabgel it ehesireoge  deeryat an
evant odaatadiegally. Thi s neans that once it has been acquired
| egally, the decryption code can easily be transmtted

fq@ &tcnrﬁF td@%EdﬁJ Rnil F\%@féﬁ/metaﬂh e 286 e chtlonal model of a

ocunent ni cal Revi ew' t
ch@gorﬁ acgw sysiemnt qi@anbepgﬁfgqepbwgpb[?]soqjépndétpng access systems intended in

ﬁbﬂmdlhi O MRady-Tag ARss syyteine Mise deswavelbdsnetidr, araeety fi-st level security by

ts%P J:q%?rolorglescég%ql Etw QQEL Q&c%ﬁé %va%%g gﬁth%%ﬁc{mﬁgﬁs%&es%M In one

ese stens
Qiéf@rsy pariagts, the aﬁmltgwnahac@qss |S)ss\m isdetener iy beyysedesiprytaggously by several
oAftidral aBRES aRes dﬁ@érﬁ%@sm@% &Ieﬂ&rﬂied Usllides, in particular, a right
aut hori zati.on ness g@%or { ese

TRECRBR Yo es ity S s EnhAE e R pssases emw
admaht artkwizstiop b;ansmmnalsyetemdureapgmle dor eapgergtiiga control-words  for
(gicfpf,%grﬂ%d,@g@,@yast em as described includes, in

particular, a right managenent system respon3|ble for
generating and sending the authorizati on nmessages EVM

35 and an aut horizati on managenent system responsi bl e

for generating control-words for enciphering the

diffuser data. 4 In all the exanples represented and
described in this docunent, each diffuser is

associ ated univocally to a right managenent system It

S not p033|ble to aSSOCIate onIy one dlffuser to
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Thi s system does not solve the problens connected to

the sinple displacenent of the decoder and to the

acqui rement of punctual rights® nor the probl em of

communi cation between the user and the managenment

Igf%ﬂ:tﬁ% eé&@%%ﬁ}’eﬁ@%@égﬁé E%ﬁe"ﬂg‘% anﬁqgv o ,: agcrh‘rj_l :?s%nk Tc’s associated

wiwetatinte hatght aranagesidnt syseendi It 3l mtepdsetmj tagsdcigte only one diffuser to
%é?'Qltrlgﬁ@nwe @H)éntasgétgﬁ@ dn %%rygtteh%c&@‘rfé tcthis Fdd&&rh%ﬁ Ré Bse of one or

m Si fI'es the manhagenent o
Bele S9ReP |p§9’r’td§r5a‘f‘ totplly traéwfersffmtth% UgArt I f8Ftothe i F@””&’h ghoose one
dpbifatt 8r glodet, @ie/she €afi diiyl dhbysetztsehive il @as dne oy naraoieesorng
opti mal security so that the data obtained by a user

Hl-d a)rs]t'éf-neéb%g%f Qcﬁveathtg?&)%[Fﬁqsrb%qnééfe‘aqg He SAP E%ﬁsg%@%ﬂéﬁ%f the decoder

ot her Ins are ac
%16 riel thei asauiremept efsppnglyelJichisc pef jbe BW%SV‘SQ"@HE“WH'P%“°§)P§P“@FF the user
dnilea@iagemgit cénte, di f fusi on centre arranged to diffuse
data encrypted by at |east one control word, " at

1lh|s mven(t){)]ne m%'&aqf? %I\?gé tIQeQI%&tEaci% o?ﬂ%e%s{e%sdlhftnéjﬁﬁ?r art and produce a

nessages fel a

sa&te@stbamneasulb be riisplased @ndjased op G)ractlafﬂly R rasiepiag Operatlng device.
Fﬂjﬁﬁérﬁ%ré ﬂﬁs&%@&f sldlerh §|ﬁ'@)ﬁﬁes l&%aﬁér%géﬂérﬁ oﬁtﬁé bYdREE fgHiaitahe level of the

rypt ast on
iSion cuizcanystees wragta-Togp df irteR by e, S Eecurty so tha
toe déta @btaindd bh@ uspezrat integdeddvn z deterrimadatereder zewhot be vkt on another
doctdde decoder conprises-a nmodule for the reception and
ecryption of encrypted data and 25 of a nodul e for
t he managenent of access rj to this data, these .
ThgeriI8S 787 REMBIRRS PEat 15 L PETRES e degoglop gpgtem. this system
impldmketingei ng connected to the operating device and the

naEagaGM§an'.&gﬁtpe %rﬂhgecﬂg dﬁi?ilgéa&]egggn &W%hﬁ%ﬁ@ ccyﬂtl%mord

t he reception e nmana nt "no e I ncl udes
a Secaifeasy onforanagemshiprente ﬁgaraaea P qiffuss RrpRNet MesRaperelated to the
Bunb&har%@&ngrﬂbﬁthalab&% M@arkas urﬁdrme(;idgg cgnnect i on
etween sal an cen t he r \4
030 oep e ERRTTE R CTERds” Featirtborkitiisl B 4
t hé] cotifcedrr apanged do Mbﬁa@asnmg@éthandcrvmecadatewlaﬁpd between the

Pr eV edifusiol @etR A Rid SPRrahg ddecONnt r ol - wor d('s)
ccordlnﬂb%o the contents of the personal nessages, C

Agcterizedinthat e reception nodul e receives the
encr ytpé éecodert @mprisegi aabdute)fof themetdptiordarfof desiyptioncef rencrgpted data and

via gyf] Hﬁhu[&qwﬁ'rﬁﬁgé%nlt opgcécequigﬁtg% W@Q@”ﬁl@ge modules being

nmodul e recel ves t sona messSages t hr ough
managdweeally SRRePl MoepeRIRTEesie RelNneaRIREiRg (e PP?f@t'”g device and the
Thi s thénegehk@moand behg anshgaa ta@adnunickle Witk theakteption module,

rd fe retﬁéo%%ggvgoﬂtlegt f eﬂ?le ?n%ﬁ: eg 2 ﬁ%ﬂﬁ a’jl%é&ﬂe Q(Brjngrﬂlngfa umquehldentlflcatlon

di S an
number and data allowing securing the connection between said management centre and

the security module, this security module being arranged to verify the content of the
personal messages and to allow or prevent the decryption of the control-word(s)
according to the contents of the personal messages,

C and in that the reception module receives the encrypted data originating from the diffusion
centre via a first communication line, and the management module receives the personal

messages through the management centre via a second communication line.

This invention and its advantages will be better understood with reference to the description of
different embodiments and enclosed drawings, in which:
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5 ™ Figure 1 represents an overall view of a first
enbodi nent of the system according to this invention;
and A Figure 2 is an overall View of a second
enbodi msnt of the invention. Wth reference to these
ur the systemrel t|n hIS

o5 ST JereRert Foverabvia of & S i BodrPorE O S 3o gegpraing to tis
to dnrﬁ\fenmn emtrypt ed data, at Ieast one managenent

P/Mﬁgu}élz & dnanga w%\g off HcHﬁ(?erﬁﬁHdMn‘t ghd AlerliBP Sages

nd process the management of access ri ghts to

encrypt ed data, an operating device 12 e .
Wik Erderenreals) Besen Fguiehcihg salimaigteting, iy i B csisptaly includes 2
diffusian gedtrd 00 derangealt toadifflseasricrypted date, tat ddast loee @mraggmand centre 11

a?)r%ﬁ@ed tg Hﬁ‘ugé éJg\‘ﬁ\? i 3n fifelld 8@5 ﬁdﬁﬂndﬁ%ﬁyﬂhg %aﬁ?&e?neﬁ?& access rights

assi C I Ce usln arti cul
tg gpesyited data.TaN epepaling devies b ipipnded t?a’ﬁadquS?%t%%@}Weéoda*a and &

defsd®r 1T Bearigad W Rcight dt bast clabart slpeattsptaalfdagour se, on
t he vvay in which it nust be used. In the followng, it

'1th cH’HJs%{t %{e eV| 10t %ra ctanct I doaaﬁé?,%ansbcfu% glgsg J]?&%lc%%glgtc'aﬂgélar in particular

cess S1 on S
smedjltaa Toisrreae sargmits wdatgtin jthe ersnPleg felfm |Tﬂi'ag'@§lraﬁtjth§oftﬁ% depends, of

b8 ondRd ﬁay‘sﬁ %icfn'ltcinds@bé LhHeS IR Q{etfblbeIr@rklt lléls.lﬂgé‘ratﬁocﬁthﬁﬂhbeata is used
SKI e

naatcongtmngl 3(93?33 teI%\Fmocﬂ syptggasil' ﬁ%ﬂ%eb %:tﬁtfs rB?de Ll!p oflwdeo I?:ontents CT, that is
te nay gfimnegkshand reants Otifer d&a spavificdd thisoradisulandseagap alsothedncluded, as is
@e?lngﬁ%r( tgaosle @klﬁaﬁn e €fis dA8 P 5AbEY ofOpat &riit! §tencrypted by means of

di nent control-words cw are transmtted
C&H‘r‘éﬂ‘@ﬁ?ﬁf‘ééref%‘%asw (EREN #iefigsson centre at the sarre
time as the encrypted data. According to another
febrai ne atfirst eimesdimentnihe ebrtiwbwarsls carard tamiritteds Bdanbgnctyhted form, by
t@gﬁgﬁtﬂp%trg %'t] tHeS arb tﬁrﬁe dd'fe %H{:‘rh}f@c} g&g Rlcoldlt§ ¢ ?%H&trt—‘f?l embodiment,

e, contro i's speCifica
th%ﬁﬁag@ta)'-ale@é rcan h@d'g@ﬁea by HhgteRIBEeTRI £R1TH; 1A G 5 ftnafve'é%‘t?f the control
rﬁ@s@a@e @BbriskRhe ontrdingorélas SrBciiedlly aranagirodaihg kes p@lped! pertaining
grhel%enat SmaquMtehor' zation nessage (EMM in the case
TRECBERECTO messages (ECM are not specific,
t hese personal nessages allow ng access to the data
Theclegepinalips "eersenat mgprage Tiearesesit ?rbﬁuttmwat'qnsm@iﬁgeaﬁw@@ in the case

wHepdlink ﬁbﬁrm%g@s @) %Mot E]Qectflb ehésRGRRbhA Md¥Balék @llowing access to

Hn By WhsidroecT gt HE E0p? a6re S3cPh igh s gesspgg ond sentto e
reeaption moduie pérerally sethe efbrgptadifoayesrethét the pontrel-werdsrpanmot be copied at
tg@qg%,agn[j)ge,ttlg@a geyent centres 11 are responsible

ﬂ a

for managi ng t CCess ri ghts to the data They can

each manage different t of r arti

m?bQE?qgﬁWf%BhgﬁntrﬁtﬂﬁdPQ[§|8éE 'L_VSE"E rag}ap%rp Btﬁ%?nﬁﬁlare responsible for
rmargingabe ansss Irughtsrtdema tiataaTlyecap édch snarlabeyhfbrat;lb types of rights, in
ﬁgrtfcmaﬁ é)ts%}g)tlgr% O, @Hérgﬁrch§%| &%bﬁﬁﬁﬂﬁgﬁ%r&eﬁ-mmle\fe this,

ntende eco ers in uest 1 on
taaealaq fiffgsedbe Feréeswq'r@ aythogzatigh "@atﬂggx%(ﬂﬂ\ﬁ)a'ﬂtee%edt fgr fhpglecoders in
gatwnl 0 be transmtted. In the chosen case of
condltlonal access tel evision, the operating device is
oeple?a“h%kig\flcr? 1-5h| %gccg%gws%ﬁédg#}gé E)dtﬁé thangH Itrﬁns]ﬁtté fn the chosen
ege pbqonti'h@ah%tﬁaﬁépﬂem'%thetqﬁeratmqﬂﬂ‘@etSoa tﬁ'@&'é'g% to t h| s
data. The right nmanagenent nodule is 35 produced in
BieCdecBdenay ifchidés b modele @asdrlttye raptibh end ddcrypiigm of the data and a module

*é‘l %ir %eOMgrL%ePtgntnaqﬁe tht%ag&eg toathig%ial. &he right management module is

produced in such a way that it is easily movable. It can judiciously be made by means of a mobile
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6 tel ephone. The managenent nodul e al so includes a
security nodule 16. This reception and decryption
nodul e can conpri se standar di zZ%d conmuni cation means
wi th the managenent nodul e. Therefore, the reception

tglg&mng JI'I% %1% %ﬁg@&gé@%%{s?ﬁﬁ%ﬁa|aeseé;gr y&o Inla’%: r]fl?us reception and
d&etopitgemadieasap eohaiise signdandizesicéomreyringtione meane with ghe Fnanagement
héiulNenérésie, Bk ré‘beﬁ%ﬁ'nllo%ul'é% &PEAS 65 mtEE@tﬂg%htﬁ%h?ﬂMna ement module.
oper at or can allocate storage areas that WI be t

activated b araneters for each mana

Afiiloped ety Boola Fen compr e saRES enpg LT e Fom Rayogpent conte.
Iamelmse pha mohilentelestagesthé ENdghont dyeratataat iaflacat stavageodreas that will be
tﬁé}leacfﬁ\lrg?éhcté) ;pa%meﬁg‘rg ?JrQE&anérﬁggljﬂgnﬁXrﬂeeﬂé%@ Eéhﬁie@aéc’for example, a

ven credit case

derptiogi ke &f @H’tor'é?f@ﬂ anespages WML e @Wt't'%t'%?fém %Hbécr'ber according to

thé§jsferBiRtain Yo s4id Pafagementuantrs) dudven arcreli). i nply to
increase the flexibility of use, it is possible to

|F?'Eh Qeethgfd;%?&{t 8;‘3%&8&@991' gvgl[h {onrﬁ%%ii{lﬂ%\ﬁ%e&d?g aﬁt%%“r{ohﬁ%n module or

han evera
%@leipe'dcra@sedh@ figxibilityrefaise, 'hﬁcpeﬁ%iﬁe ofide pANBeRiedechnplogy that allows

thé) @eduBity P Bdule? oHER ftd b§ %h&hgée%aryabt ftﬁ seldrél t8Mbe used at a time. These

ABPle3Ron Ba eroF T 44 01 AP PR PG CRIRELEY faf o pPorBoriae reacer o
tbe vieanagiensamt urodtthe argol @l mgresmmmacfaimemﬂdwng the implesnentetien of several
s%@&rny &BHtﬁes‘@ﬂ@%éonﬂﬁlrﬁHfsrb%é Zath i m%ﬁégﬂ:b 'iﬁ"é hitGbrikBtions originating

from one of managenent centres. It is also
fE?Gé%’}ecﬂfg‘et”'(‘)arﬁp?N‘F'ﬁée €8ard or anot her support

i ncl udi ng several chips, each of them nmanagi ng
|aulst disr pasabieot providega Barkli anganbthensuppert dfclutling seesralgenipeneach of them

Hrngsagth&hia oﬁsyt?ﬁlngfl m%tée Xfllgg qr'r%q@gérr%ng bérﬁxjegsﬁ'ﬁs fyﬂe of security

dg e security nod

rapduiede Fisgipsed ieFigwe a1 weerihe fefarensedbar e several |

contains a unique 20 identification nunber (UA} and

Tiat secnetytraddule) ort eéach e th@magialee Nvhebethbree sreldevedat, hcontains a unique

Eﬁknﬁ&u%‘ ﬁ&rﬁ?%gﬁﬂiogﬁior il % rn%rtgqﬁedmtaﬁ)eg%&m%ﬁ%t £1 with which these

raedsep e aﬁhcala@qw@ropmatun@ﬁe n’é@%@@@s tatRgforgrbeio galeite gotain and decrypt
4 élmoﬂzéfﬂﬂ a&@%@t(mmbﬁ natih@ ﬁoﬂad Raneabictehifs, th data related to this

TRPRPIEY SHRR/TH! PPEAA AR BEPT iR L8 SN iR poranin t
tbe managerrent deotre Exfanplagpleaan enviphpiingrkiengr kg;de@llogng;tﬁlgéormation of an

ﬂc'pﬁ&’\n@%e&hﬁnsf 4aiibaRy He éH?mg&ioﬁ%@hﬁgﬁrtﬁéqgwakﬁjémehhbétre and the
data al'l owm ng%t he connecti on

:ie@WM gwgy{a tq Sg%‘fﬂ‘ Alc(]‘or%gjﬁﬂ %ne[ %\f l%ta%"é’b’ﬁre nggment Ehe authorization
rAeGagati FNM tape see taatthe aadwmityerooisilecintao cinonypitd fctrllmeby means of a key which
%‘gg%rﬂoﬁa&ﬂ e Qs ﬂ%ﬁ%geﬁw nﬁe SAE6n R Jnl'}ﬁlﬁ@&'lw da{%n number UA of

I'n an encry nmeans of a
tHie sestity mestule- Byins ey an auhotizatim a@és?@ﬂfecew biba B9y Module cannot
B \@ell Bl thﬂhérdﬁlﬁ.llef F @ theinfdie, Wﬁf@lﬁéd HAdu ndtltbstainipg Ui dafa pertaining to

b S 3o BRI B R R corir

ms:bmeﬁagq:urt hernore, a falsi f| ed nodul e not contai ning
the data pertaining to the management centre cannot

ma@em&thlu@aﬁsl mamagesagﬁmsm&ea krhart 8ard ReRRAMendef to be used

C ! ai d nessa
S ATl R, & PHRERTRET <2l (0 ae RSyl gt e payment i
assuied wherean wenhls sequestell. Fudizarmorer thig afivestbg weernf thegpahagement module
ésnantJléc‘fsroM@}fursé s TP 848 RishBn LikRr 8 YdTBrBhce ¥ iSPigure 2.
assured when an event is requested. Furthernore, this
all ows the use of the managenent nodul e as an
el ectronic purse. This type of card is shown under the
reference 17 in Figure 2.
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According to one enbodi nent that inplenents several
managenent centres for data diffused towards the

recepti on nodul e, provision i s’ made to add descri ptive
information to said encrypted data in order to allow

he user to connect pRropri ate a
AcETEiFa 1o ohE emoreny et alerien SRR naBe R ERI log oete arfusec
towards thia seqepticmpniodyte, prodiaior ist ogdertd add nescnmtwagtfcpr@atmutglseld encrypted
c@t@ﬂtd on‘dibls@é ANGH 1 USSR 1 SURHRL: Gwith THRE éb‘bﬁfpné’téﬁn%@@ment centre. This

her choice andlnltlateacormrulc%&n b dul
d(‘?é?ﬂpt"@ '”5’§“"I’tl9ﬂgs ianspitied feom E‘@dﬁ?ﬁptw‘ %8 w§[ﬁgp‘ ?t"?”ag'”g moclile
dnbelispigets bd yaifl vratieOTts: user uar akedlis/héri choicerand fiitimiena communication

vgﬁrét Ee%ge Thi I?ri?dgsstﬁ%{ha'ts'e&ﬁ‘lt)} @B&ﬁé@lpggﬁb thb Qe&ﬁ‘g) fbhét’iﬂnst l%qwred by this
escri eo or
L were. | Thisedeseriptiys ﬂ@r@afmnegtsaddtﬁn 40 2asFrieg g video or audio

dPEIULS E6rizEs b BIEPhaed drafternbitysl atRiFest OThiscatidrels b vill@rused &dr interaction

the recepti.on, of {
B aofe b Hyflon Wosh S GAMAE 8 redeBfor o B ol ifhore nocessary
fprea;e@slt@mfam{addtatﬁyptl on nodul e 14 of the data can be
directly integrated into the television apparatus 12.

e r&é@pﬁorﬁéﬁd&lecr‘yﬁhdﬁrrﬁ&fulet 2 fenadt# cdrobd @fb@tlﬁlﬁ@@bﬁkﬁdﬂﬁio the television
e eV S on

a}%g%rg ug t oS tgéﬁ,grh?rdﬁjbta BP 8 _eLéo rgh%echg%erd dérﬁ%t tﬁls ?ype o“ %Ievnsnon it Is
autﬁcleetsipmav:h thg mapagdmentimedule tiS endsthe rights lspreesporeting to dve desired event.
f%ep&aﬁ'tﬁ}é%e'vﬁ%gm@& ﬁgﬂn %Hy aaafgﬂégte‘ahl}ﬂpmﬁl'eﬂﬁﬁgﬁ set. This embodiment

tel evi si on_set i's schemati C,y

ip P‘F’t?%t"?i‘t'é'&i“ﬁ“ﬁteﬁ"gﬁ'ﬂtéfef AsztetdatgctP ABIPY adirstapEpUs “mbokiment, it can be

ragticaupt GigeRIing et oali betdnnedtéd bahe hﬂwshﬁﬂd}@ nugane bf a connection cable or
e EVdeS ti isti

SRS, B R BB g B Wi on e

telavigions. t el evi sion. This al |l ows the sinple use of this

i nvention on existing televisions. The system

BeGH6Eh BGcdr@ngd lehd iNWRBEH dperatgal Me@dlowingtvag f ol | owi ng

way: 20 As mentioned previousl y the video content CT

adny . f
A oL L 08 b A BT Bl k) R RGBS 10 o ancpt
datee Smmttamstuskwh@(f@t C@W“-‘tﬂ*ﬁi’td'fﬂégs ttveecﬁmtr&eferdt(@ cwelilifgA deen used to

é&@g&qﬁ@datmfbn% J68EKisNdsIH BSe dafa &SR (ﬂﬁ\ﬂlﬁorﬁf adcB$s system, for example,
condi tl on

e ot ud & S Fircd ot AU LBEBEIT SR Py e subect o o

rfgbt, itvsfirstmecassay $o atgqumjtb]selgtlt The latter cayba givent byj aspr*fa1peﬂttent card in the
rﬂ&%@&ﬁ@ﬁthcﬁd@leaﬁ)q Wt @ah B %aﬁé@ o tﬁt-ghrﬁoétﬁ’é th8hksCiBEoRfhunication means

gl ven by paynment card In

ShotRSP dnetmock i arofong g1 eneaie e T PEIoRELRGE e AgRess s
to communi cati on neans between the nodul e and one of

I loedembonatgainéet autrerizaties meisaged EMM wiichagié slidvhthe alecrgstion of the control

Wv\ﬁ.neh&s% qt?rrtl‘l% ge&‘%l@h gf Ihlaedaﬁuértboﬁ'\%% \%ham%ﬁ&agteﬁe event, the

ecryption o e control
iRERPGRN enf Arseiemmpdyie 4 EREDIREET § SPTEHNIGHIOR Mlth §a¢ QT Ki§management
dehiess. 1AB @raviotsif hieriinedth®fecéftion encealb cat be a micdite flepbone. In this case,

c%ﬂ%ﬁp g st%glltsh?{:byglglwégga kteﬁﬁﬁ%mcnk%i‘%&re%p@mg% 'tr?eaélff 'ﬂ:n centre. The

revi ous
¢heise job theceventifer wiiehelheiuser wighes|te agquife e rightfplpimagde by Means of a pre-

k@ér&é&‘%u“ |e@ct¢ Sbtﬁn GRS, mer@QQIbt&t@ttolaSpditﬁijlabhunﬁtbﬁi‘dmhb{e keypad of the

S e P SRR e S50 S3RR"Sblded B Mt r v
¢hoeeruis earried sttcattet navingpréssed & Nelidafiqphitey ondhenkaypahgf the tgfephone. This
thh@z&tfoﬁ rn%@é&eg ad%%eeus@a&ﬁryﬁﬁﬁ'b?nn%s ohe k@? Bb‘pendmg both on the

relatin ar nunmber on't

vl 'eetq@wé'ﬁﬁdﬁebewé\ %Wﬁlst?&tﬂ%é“"é'f‘gtﬂ@ 8 i 2T iTng to the
masgagentcentreespondi ng to the event 35 chosen is

carried out after having pressed a validation key on

t he keypad of the tel ephone. This authorization

nessage i s advant ageously encrypted by neans of a key

dependi ng both on the unique identification nunber UA

of the securlty rmdule and on the data pertal ning to

o o o s o .
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In a first enbodi nent, the reception nodule 14
receives, originating fromthe first diffusion device
10, the encrypted data CM/(CH)Sby nmeans of

control -words as mell as the control -words cw 5

hense l s elves th hZalho
heRgi ot PP R F rrnaneT BH7 e Rl B memple. on an oute
crfﬁwtlaﬁysorlcﬂrectlvhmemeteépttq fbﬁ tetmydighe 14 transmits the
control -words cw to the right managenent nodule. This

1h bairse @?n§§d|r99ntctﬂ9 r&@ptfbﬁrnﬁddﬁﬂ 1QU&cemés 'B?i |ﬁ§tln@ffrohﬂf16 st—‘ﬂiffuswn device
Oy —
Vol enpEreds ?%@ cl"h ) o eqn@ §°@E? PRED MdPHgT B'€t Fpairor-words ©

tharastlves hb saiso  hegwigesh denaatbarizationdmessagec EMM oh@natlmgsfrons one of the
r% o&ASR cehilR ‘PIO fwé %ceﬂﬁ‘o%srﬁm OV anfis 3Gk Qérﬂ%ﬁ\ﬁé'ﬁg cNo the right

esecurlt e I n such a way as to extract de
BRREST RSKe: Efw tranSEnissign & DeFaTigch 4 by I‘T}fﬁg?rPft'Ffé"ﬁe giradio waves,

fomexafhRRU Thie r@ﬁterqate@ememomdeepmﬁﬂbsmgatt the tribiets fcoeeppemtngy to the event
c‘ﬁ%sda% I,er Eef»eﬁas rt]q? dD %r?e%tly? flf ttrﬂ? % 2 ?steo tﬁ&%on{tﬁ?%%%&s ECM are

ul e en Uses 'sa
nrmswt"ammcurﬂmew%ﬁépch hwapoeierexyad ithel eontrelyvogds cw. The latter are

tﬁ&‘P@rﬁﬁisnﬂfmpddtrﬁmade quafaeiidueRdy borrdshoridmigr tt e fréhuEh@UD@ed for the

AP hedel “%%bg&tﬁ% o 47 PBEOPLfrenaed Zoio- s o decnptne

dam:aﬂd\zmrbrydetthwewerghb@ermnagerrent devi ce 15. These
streans are processed as previously and the decrypted

Eﬁiaé Rebohd! ERbsHFhdrt egchbﬁlaﬁ’!aﬁ\} rlFu@t?‘étect & FRere ecent 's@é!am contalmng the
device. This sxsten1a %gctlon of a

eq
nREyptef dataq He) contrel MRSERACE 2B @e i ougss9es | L?s@ae%%eby the rights
ramagbraére \degit®ns. Thesd btecacrasee phocessed e poaivasly eo® fiei dearypted data is
14.0.S. ] the television 20 set, it

tFQHgM,ttE? [‘hg’ld"ﬁ?)& [Utﬁ@FegE%fgg'd%‘qu&t he rmnagerrent rmdul e 15

to have access to an event. | n thi

Tiswsteds dpys fgrProfughian oéﬁéﬂeememnah'ﬁ@as"vﬁaﬂfm’gﬁ?{% pRd thapgan be used
dnaaﬁ; télméjom&nag edsethefethé H&ta rédeptiondwaiufeoid is integrated into the television
% ait|t al If (? %rjist ?% ﬂlrsrgo%%t%rg gﬁs-:l rh%%éer%n? %BIQ%E%@BaJe %&ésﬂg an event. In this
wayethawvstraw@ foresiers arg elininatpd Fydleeripreg iR daot Ff@h@P"%G@@é@fscentres are

L%)é&tf&%thoﬁkaﬂ@@ nfé@£Hg6§’ hr{av\/afed&ffs?érﬂ fAACHhY %%ddlﬁﬁhdnh%ntre increases the
ra
PBeR Herahoities in AR R e Pt Bl ik aiEte

nodul es will preferably be secured For this, thepe
Sinee chintrblewards apﬂaﬂedwpgeqo'rnotbednar@serusmjahoquleaaesbtlreelsm'@ed towards the

rBHﬁ)tl@rfiJanJlé) ﬁﬁ?&n@ﬂunﬁcﬁﬁorﬁ&ﬁhﬁehtt%sb' Rd maﬂlﬁest\blﬁ @%Pféﬁﬂﬁﬁe secured. For

is ca t hese procedures are a
tP'éc*Bﬁﬁ.afﬁndlﬁﬂampélﬂaﬁa r?fdﬁaawémte‘ﬁ%&b? gair RH“%CE%WE? gecurity unit
ok thédecotigrp én thfs qase, 1thesg pravediess arelEppliedrpebyseh itoatriception\dodule and
tﬂg]rr%g? g%dblg %%ﬁé PIQ ogttltﬁg %BS? ;:Ia'?iﬁb |§ Iagscribed in application WO
contro S are not ssem nat ed towards ot her
WﬁgBﬁﬂion and decryption nodules, and in a di agram
with two levels, that is to say mhen the contro
INRBER e guariée tHae theesosipsialordsydpe not dissemirategetneatis othet reseption and

n Ly a

%g@P%%%%Ie%bﬂ%ﬂg a cq)a:?"a?rp lﬁﬁﬁioqg\rg‘sr {ehg% Pgo g%c I%ﬂ dhe contrﬁl message is
e Wﬁmh tyrpothe enaaagement QWtrﬁL@”fd@Wa@‘é@ﬁ ehipurfioa kegpertgining to the
dRB/p SRS TRis tkBE isCirBétly GincdtiRd Srafie Hefriion GiidaletinB §s titigue for each
control -words cw are sent through the nanagenent

e or in the simlar case where an event is
encrypted by nmeans of one single 9 key which is sent
Indhe pase yders the gortat meesaggs ECHeRRAgdINGRe eantrphwords gy gre sent through
HBRRESGERTEht GRé biEin BR¥inhiRE cas8 WhareQin\edEnt GdtichyPled b9 FidandisF one single
encryption pertaining to the unique key of the
decryption nodul e, then an encryption pertaining to
the tel ecomuni cati ons system between the managenent
centre and the security nodule to the security nodul e
of the managenent nodul e.
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5 Therefore, if this nessage were intercepted by a
falsified security nodule, the control word obtained
woul d be unusabl e for another Yecryption nodule as it
remai ns encrypted by the uni que key of this nDduIe
According to one enbodi nent, the connection

KoK MhYRRiA FERtet% thASaRHTYY BIREMIS ¥ ABARRAEMER CePliRy 5%5 gnagement cenlre
#pPliEs| el apgvent cohibol aird) tanCeneryptidni mentaining to 3he reéquef keryeof the decryption

I ble t t
R
maﬂagemﬁm centprandghe sasyrity @Oﬁ@fﬁé‘) e satiticmeduie ¢fHige management module.
THReRAGE R Mis m%g@ Wére liRSRONSE By La0fAies tsefUtdy mobul®N@e control word

P58 B2 DT b U b SR o vriue

kepof thistrwdole. bl ack jack and the owner of this type of
management nodul e can play interactively and in rea

Adc@f@mg viaegfy Sﬂhbgﬁ%éjﬂ € tHeS conhB&iok %&Wééythﬁeﬁaﬁgement module and the
| enented for 15 the conditiona

B BAHOE B AT THEODSERN P Loyl Byesie to sansm

c@ppiandsainl relationl to thehimmgey prel efentapiiffuseiby tha diffubien cergiendhis function is
éﬁé%hﬁn ahGEviARB AR enfABAIEor r&p%&@ to E&stlons

3etern1ne t he |dent|ty of the carrier

managenent nodul e or at the ve east hat t

Ip op Ia@phc@gons Hey Byages qlﬁgseﬁlatﬁ\gggﬁinﬁ d%cgﬁefr gre reql dregqeésongmatmg from

qbiadighmeosddhizs reddttel @ rblaak (hek andrthei avabeesf thikitge of management module

éag&)%yqﬁgila ve&%ny}?re%ﬁt%@ gvhe?eger ﬁe?shg'réo‘lﬁ@ sé—l.rcurlﬁI means |mplemented for

ona ccess ecr t1on Sy stem
the apnditions| gecess do giopfcasted ﬁ'a@éﬁ'ﬂ 8o (bfoase% far iy éfaet% aPP"Catw" In this
tohhef Ewépfpnekﬁib.a 108 GaMS Rdinkyd & theaastagement centte 0 order © ddlermine the

%%‘I\{VQ cfff"ffs%ar?)eér ikﬁgﬁfg}%ﬁ%na %%%nltga%/‘%p H S//ﬁﬁy]l% ﬁt a( %@&quer is solvent.

Tmenamgagm’mcmre@llomﬁ@medmtaW@ cegiep A sppuicates &nis infogpation to the
&Qprpating device (12) intended to render usable said
encrypted data, and » a decoder (13) arranged to

decrypt at |east one part of the encrypted data,

pl aced 10 between the diffusion centre (10) and the
operating device (12),
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characterized in that  the decoder (13) conprises a
nmodul e (14) for the reception _and decryption of
encrypted data and a nodul e (35) for the managenent
of access rights to this data, these nodul es being
physically different, the r?gﬁﬂﬁéon nodul e (14) being
connected to the operating ice (12) and the
managenent nodul e (15) being arranged to comuni cate
with the reception nodule, ™ the managenent nodul e
(15) includes a security nodule (i6) conprising a

NI qUSonditieN hédeb £ @t @él:rywmﬁ&te(nUﬁ\)s s@&dm@eﬁ@ns’ﬂd ow ng

i:%tj :%Qiglit Ne gn ]eqoétalg"%EQﬁd| tf’m%i 3?18 e(tirg?ateg gﬁ m? IPeast one control word

secur(ety nodul e being 20 arranged to verify the
Coﬁt eftieft oh@%ﬁﬁémlceﬁﬁsﬁaggﬁaﬂg%@% S8 pBREndi Onessages (ECM,

| ow or event "t he decr t|on t he
cont rHMiS E‘éﬂdé? th@(f%)“a%’&%‘ntg @eSFH‘elaﬂ%m(?BW%tﬁ‘t‘ d¥f: t he
pers cmedperaﬂﬁ@a@g:esuz intetided torredideatissblecsaldeneppted tatamid| e
( fi% J %&%dgreﬁlt gﬁfﬂ%&? X%‘é&pfét @?Qrdng bﬁ@le Jngfprfﬁg,edata, placed

usi on ce ni cation

and t hebwaen ARa@ifsion camteUl® and e opeetinggeyice é12)t he
mfa&mabdnﬁﬁaages (ECM EWMV) through the managemnent

centr a _second

deE'ryt ?lg?ﬁ‘f)dg ?ﬂ"?&'ﬁ%rad?]ﬁ lﬁ‘?@ugf ai m fcep étmafg'gjc%eerl zedOf encrypted
i n t hdeta arvea mommtﬂﬁmt fhermeanpeerogné f adsessrrightse ifindata, these modules
nodul 1§ %sn@élg &ﬁé@enﬁﬁﬂé‘%‘c@ﬁﬁ% rﬁ&ﬂél @I4f Qéhg |c§nr%cted to the operating

conmuni ¢at 1’ on ans of wave

decr yisVice A1%Pae g ’HE%P@PWd“Td&'ecq@i '?ﬁ'“_ﬁ aftaﬁa?dat& WRIgipate with the
i n t hateptirempdgd)t s  managenent nodul e (15) is a nobile

el e%ﬂgr}ﬁ nﬁé &?tn"i‘oo‘a%cﬁggﬁrtcﬁlgeéﬁsge%mt?%fy ﬁ@) thmprlsmg a unigue

cI ai erized he seturi t%%
(16) iPerdiication numben (4A) cand; eaia ralionipg GALUIAG §am?°t%‘r between said
tel enhéma)gelaeﬂ @intrk EAH ar theS bBLAY EmeduRA (16D ethisakavurtly module being

a mang t , r
se Cur?r?ivg a‘f‘?gﬂ tﬁg ‘Srb? t oé@ﬂer éeé%p ﬁg%&gﬁés ﬁi‘crﬂfg I':tl\mﬁ) and to allow or
aut horreveat thg deerggion gltbe camtmiwastl(skiaivhiaaeprdiag éarigtcontent of the personal
cent r@essades, O- System according to clainms 1 to 4,
characterized in th usi.on cen
ar Harfjddn et dhe Rl amdv'8|(4ter§%%vgea§ht eawpf%l %%? PLgipRjing from the
t he cdiffision| cewne (03 \via( & fids} cammunicetiom dine, tand e m@oageiment module (15)
MESsS h EfledddgdsNECHRER [ﬁ%ﬂghm&% @r%t]:ﬁt centre (11) via a
corrgggéo\h% t?%%ﬁ&guthor?zgt?on rreg]zsage EMV) . g an
Syst efpcart@rmungater iffaims 1 to 4, char acterl zed in
that the managenent centre (11) is arranged to diffuse
Der sobath deegsting egstero ppedrding 1 ddie 1C chanaclerizest oh(that the whrmmunication
th SHENR ' Rlnication b

{eRGreRaRA TRl (14 ine' BindgBRERGHRRIe (901 € chiplnicaton by
meansvavaveSecuri ty nodul e and rreans to transmt this
control word (cw) to the reception nodule (14). 7.
$yst ematacm@ms\g styﬂera| atcdording @hataiet €r chEddcterizddnd thie the rights
rece e 10 (14) includes a
rﬂﬁna& men cry%t(gbg BE&%B%%B%ghﬁto the control word
(cw), this key serving to encrypt

Data decryptlon system according to cldim 3, characterized in that the security module
(16) includes identification functions necessary for telephony and at least one storage area
pertaining to a management centre (11), this area comprising the security parameters for

reception of the authorization messages (EMM) of said management centre.
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the control -words at the managenent centre (11) before
their transm ssion towards the managenent nodule (15).
8. Data decryption system accdr di ng to claim1,
including at |east two managemant centres (11),

§ har a§ys%H né%%f mg ; gt)?almgq _anan:%rl cp F ﬁ1a( 11169) diﬂltlSIJn Eentre (10} is

managi‘ng |ncIu secur parane
#riangedte drf@e@mntrghn@ﬁsagehie(EQMO n@r\wr@mmtmcqmé@lsva@@@) (cmMepd in that the

&Fdoﬁél'?ﬁés'sé&sfbrr&%éytédflﬁrrtﬁ@ha R&Rtre ¢AN kb pbrlh-anauthorization
Dat a @Mptlon system according to clains 1 to 8, the

BFFPUS tentre (10) being arranged to transmt
descriptive informati on of the encrypted data,
& har alystem awedrding ta Haitnst1hp 4, characterizetian that thedhamperoery centre (11} is

an%ﬁ&e%Stﬁrd\fqu@ Eer%&%l F‘n%&éelaé mlgh% He CARTINDFRS RN tH’é‘% delurity module

he” managenent 1) IS responsi bl
(P! T MSTeB e SR ({ '@v'asma"%wodereémw UriaRirmeseapey i ntended for
daltiesebm g edmsEndTehnk & ttahbhit tHish@nira ot (cleto e racapéorgeddule (14).
to establish conmunication with the nmanagenent centre

{11) éﬁt 8#5%%%9&5 é& 9Ia|ﬂ'pé Q:hQraEHx?iz@cPi‘hnﬂét' tﬁ@fe’c@ﬁloﬂ%ﬁé §9§¥ptlon module

s ecry 1 on S em accord one
‘h)é"‘ﬂﬂdé% Pynigue pegryption Eﬁr’vaﬁpal'ﬂdé? fheegntrql WPH‘a(PW)f Huﬁ key serving to encrypt

the CRpirdl Ndradn et EGRC Mapbdepent@dite ((D4heford ihalr eanatmadion towards the
into the o &{aﬂéng device (12). 25 11. Data decryption

"§?/nsa Eadt to claim1, characterized in that the

reception and decryption nodul e 514) i ncl udes
&t andatel dewybtion Ayatam aeeordng terelging 1 vinalydingrat leaainiwg erasagement centres

(TP ¢h&rattbAzed th tmttneasécsaﬁ@nhmm (aumi of @S WBhagiiy Moclié €15) includes
can |

te Wi t
ld{s){ 8§raﬁnf% I% éit'ne gtlo&e@r\ﬁstquk‘q}(@gq énrﬁsg%cge(glknhna’ c%nglnatlng from
diffeserd mabégenentsentiess(1t) ai ns, characterized in that 30
t he managenent nodul e (15) includes neans to establish

9€l mitlﬁié Hdc ?ﬂan\éyEerlt B&of et bléﬁ&s”p%ﬂse tr(él-éﬂ‘fum&rh'c&tre (10) being

IO PRSP Pt MOTERIGN P P BTG A P SHgERGFRY I tha s e
avoins éndideigng oevasshsy fdnehe estetdishroent b doeugitakion with the management
centre (11) that is responsible for the authorization of this data, and is transmitted to the
management module (15), the latter being arranged to establish communication with the
management centre (11) in question to obtain the authorization message (EMM).

10. Data decryption system according to one of the previous claims, characterized in that
the reception and decryption module (14) is integrated into the operating device (12).

11. Data decryption system according to claim 1, characterized in that the reception and
decryption module (14) includes standardized communication means with the management
module (15} so that a reception and decryption module (14) can interact with a plurality of
management modules (15).

12. Data decryption system according to one of the previous claims, characterized in that
the management module (15} includes means to establish a matching key with the reception
module (14), this key being intended to encrypt and decrypt at least the control-word(s) (cw)
transmitted to the management module {15) towards the reception module (14).



