WV%H.A UNIFI ED FRAME FORVAT BACKGROUND, OF .THE | NVENTI O\t Thi's invention
Tet-at®s to bi |l e conmuni cati on Fﬁﬂwt é%sﬁ¥¥ayng encrypted information data
t’hr ough, abdye all, a radio interface between a riobile station and a base
station therefor. A nobi | e communi cation system or network of this type is
al ready known. For exanple, one is spe ~in Chapter 5 of Bel | Core
Techni cal Reference TR-1NS-001313, | g% }“Cbt@ber 1993, "General Criteria
for Version 0.1 Wrel ess Access Cbnﬁh‘lcatéen Sy} ems (WACS)". In the
manner which will |ater be descri bgd/in ghe ter\ tail, a nobile

communi cati on system conprises a bgge bq%;endlncg'face bet ween a base
station and a base control statlonbihﬁ;a ra@&p | rface between the base
station and each nobil e station. T', iJstation is connected to a
fixed communi cati on network. Each o*v~ raptrol station and the
nmobi | e station or stations ; Sy l'?}g ?h Bﬁr term nating
encrypted informati on data sen roug“ Fas e sFa I'On Interface to and

fromthe base station and thrﬁ&@m Arﬁw ﬁ#ﬁﬁ’# f6RmhROM and to the
I pl'ex fas on

nobile station in a time division Belng processed in a

BACKGROUND OF THE INVENTION:

This invention relates.to mobile communication
for transmitting encrypted information data through,
above all, a radio interfacé between a mobile station and
a base station therefor.

A mébile communication system or network of this
type is already known. For example, one is specified in e
Chapter 5 of BellCore Technical Reference TR—INS-061313,
Issue 1, October 1993, "General Criteria for Version 0.1
Wireless Access Communication Systems (WACS)".

In the manner which will later be describéd in
greater detail, a mobile communication system'comprises a
base,station interface between a base station and a base
control station and a radio interface between the base
station and each mobile station. The base control
station is connected to a fixed communication network.

Each of the base control station and the mobile station
or stations cqmprises a terminating unit for terminating
encrypted information data sent through the base station.
interface to and from the base station and through the
radio interfacé from and to the mobile staﬁion in a time

division multiplex fashion. Beling processed in a



- Z station, such encrypted infornmation data are herein called station
encryﬁ;ed I nformati on data. The base station conprises a transmtting unit
for transmitting the station encrypted information data through the radio
interface. The base station interface conprises a digital transm ssion
channel for transmtting base station interface encrypted information data
of a predeterm ned transm ssion capacityéin accordance with a frame fornmat
or structure. Mre particularly, the data& are trans- mtted in nultifranes.
It is possible to understand that each nmultifrane is conposed of at | east

brul ti - E ' ' - f . Each
one sl o EoGlnE L AR TSR RTE afl BUBTERHIATES. o
predeterm ned by tlé&”@@étiJK'eeﬁ%fﬁtéQ%tiﬁfofﬁﬂi dathameppynglAGRNI Zi ng

bit between the ase station an base control station. The second
through the Ndtatlides dehisrees é'5€£|ah§knlﬂtﬂﬁéeﬁhiﬂﬁﬁaﬁr ¢ rdaBanditAGhon

.types of the digital transm ssion channel. The predeterm ned transm ssion

capacity is twleatlatine efcifdtédi LhforMd6idhi 848a 8Rftohghd4ndbiradio I n
correspondence, the digital transm ssion channel is one of three "digital
subscri ber |ingsterface. - . .

The base station interface comprises a digital
_transmission'chhnnel for traesmitting base station
interface encrypted information data of a predetermined
transmission capacity in accordance with a frame format
or structure. Morelparticularly, the data are trans-
mitted in mﬁltiframes. It 15 possible to understandlthat
each multiframe is composed of at least one.submulti-
frame. Each submultiframe %s composed of twenty frames.
Each fraﬁe is composed of first through N-th bits, where
N represents a predetermine& bit numberf The first bit
is used as a frame synchronizing bit between the base
station and the base control station. The second through
the N-th bits haye been used in different manners

" depending on types of the digital transmission channel.

The predetermined transmission capacity is |
typically one of 144 kbit/s, 776 kbit/s, and 1.544
Mbit/s. 1In correspondehee, the digital transmission
channel is one of three."digital subscriber lines"
(hereafter referred to collectively as a DSL channel), a
"high bit-rate digital subscriber line" (hereafter called
an HDSL channel), and a "digital subscriber line 1"
(hereafter called'a.D81 channel). When either the HDSL

channel or the DS1 channel is used, the frame comprises



Qhereafter referred to collectively as a DSL -channel), a "high bit-rate
di gi tal subscriber line" (hereafter called an HDSL channel), and a "digital
subscriber line 1" (hereafter called a DS1 channel). Wen either the HDSL

channel or the DS1 channel is used, the franme conprises 3 an additional
bit which precedes the first bit for use as a framng bit of the HDSL or
the DS1 channel-and will herein be called, a zeroth bit. In conventional

frame formats or structures for these channels with the zeroth bit of each
frame excluded fromconsideration, it is possible to understand that each

nultifrane is g#oEReRtdal 51081 BReddddSEne Nei het DSkt 2Rd rt RgeHASE

channel s and of first and second submiltifranes in the DS1 channel, the

second submil & £xiantiify PIOC eS| Cige LSS, | 6511 bOXL { £h&AABLT An@AGALL
mul tiframe. For the DSL channel, the predeterm ned bit nunber is equal to

ei ghteen and iremimlbé ccal hedya szerdh Rch of the HDSL and the DS1
channels. For the DS1 channel, 'the first through the N-th bits of the
second submul tifrane akre coneentitonahtframg ciggmabe dundgtrdctndes for

ni nety-second bits if the bits in each frane of the ,
these channels with the zeroth bit of each frame excluded

from consideration, it is possible to understand that
each multiframe is composed of a single submultiframe in
the DSL and the HDSL channels and of first and second
submultiframes in the DS1 channel, the second sﬁbmulti-
frame succeeding the first submultiframe in each
multiframe. For the DSL channel, the predetermined bit
number is equal to eighteen and is equal to ninety-six
for each of the HDSL and the DS1 channels. For the DS1
channel,*the first through the N—th bits of the second
submultiframe are ninety-seventh through one hundred and
ninety-second bits if the bits in each frame ef the
multiframe are serially counted with the zeroth bit
excluded. ' i |

For use in the conventional mobile communication
system described in the foregoing, a conventional base
station comprises a base station transmitting or
receiving and sending unit for transmitting base station
encrypted information data from and to the base station
intexface in base station interface encrypted information
data. A radio interface transmitting or receiving and
sending unit transmits mobile station encrypted informa-
tion data to and from the radio interface in radio

interface encrypted information data. A base station



nultiframe are serially counted with the zeroth bit excluded. For use in
t.he canventional nobile comunication system described in the foregoing, a
conventional base station conprises a base station transmtting or
receiving and sending unit for transmtting base station encrypted
informati on data fromand to the base station interface in base station

I nterface encrypted information data. A npadio interface transmtting or
receiving and sending unit transmts nobile station encrypted informa- tion
data to and fromthe radio interface in radio interface encrypted

information debavetrsdidne pYotds¥ing vhiOMYH NP d6vetEJol NbbtRLRESSES
conversion between the base station interface and the radio interface

encrypt ed i nf theabase @iladidmorintrfdtd ad anetadnal 170btE8ce

comuni cati on system a conventional base control station conprises a base
station intereaceyprtads dinfiomatdont davratransnitting control station
encrypted information data to and fromthe base station interface in base
station interface enc®on a$€ inorthe iconvemtdonal onebble scaminunieatippt i on

system, a conventional base control station comprises a
base station interface transmitting unit for transmitting
control station encrypted information data to and from
the base station interface in base station interface
encrypted information data. A control étation encryption
processing unit processes conversion between usér's and
control information data and the control station
encrypted information data. A control station conversion
processing or control station number processing unit
processes conversion beéween the control station
encrypted information data and the base station interface
encrypted information data by using radio frame numbers.
For use in the conventional mobile communication
system, a conventional mobile station comprises a radio
interface trénsmitting unit for transmitting mobile
station encrypted information data to and from the radio
interface in radio-interface encrypted information data.
A mobile station encryption processing unit processes
conversion between user's and control information data
and the mobile station encrypted information data. A
mobile station conversion processing unit processes
conversion between the mobile station encrypted
information data and the radio interface encrypted

information data by using radio frame numbers.



proce55|ng uni t processes conversion between user's and control information
data and the control station encrypted information data. A control station
conversi on processing .or control station nunber processing unit processes
conversion between the control station encrypted information data and the
base station interface encrypted information data by using radio franme
nunbers. For use in the conventional nobilge communication system a .
conventional nobile station conprises a radio interface transmtting unit"
for transmtting nobile station encrypted information data to and fromthe

radio interface in radiqhd HEHVEHRA HM WD d " SHiBL i ét&fabfn!aﬁ

station encrypt I on pr ocessi ng uni t processes conversi on etvve user and

control i nfor matompricad ananithte¥E 488 idohvelrdliion) Hice Y ethé nﬁ&é@%t&@igﬁt a.
A nobil e station conversion processing unit processes conversion between

the nobil e st atinderfiasre)pt dthe rintrerfiscen coaive kb henTBdio @S FRER a
encrypted information data by using radio frame numbers. The .
conventional mpeEdeteIminEd Atiadd cay susbernp f dpiividval i base f stations

conversion unit in the base station interface. The interface converS|on
unit is used WS gsed collectively as the above-mentioned base

station. The individual base stations will hereafter be
referred to simply as base stations. The interface
conversion unit is therefore interposed between the base
stations and the base control station and divides the
base station interface into a base station side interface
connected to each base station and a controi station side
interface connected to the base control staiion.
For e conventional'interface conversion unit, the
| base and the control station side interfaces may comprise
a common digital transmission channel. Alternatively,
the base and the control station side interfaces comprise
different digital transmission channels. In any event,
the base station e}de 1nterface 1s for a base station
side interfade enerypted ;nformation data of a base
station side frame fqrmat. The control station side
interface is for a control station side interface
encrypted information data of a coﬁtrol-station side
frame format. Depehding on the circumstances, the
interface conversion unit may be included in the base
control station with the control station side interface
of a negligible interface length. Such an interface
conversion unit is used when a base station frame format

and a control station frame format are used in the base



py edeterm ned station nunber of individual base stations are used
collectively as the above-nentioned base station. The individual base
stations will hereafter be referred to sinply as base stations. The

i nterface conversion unit is therefore interposed between the base stations
and the base control station and divides the base station interface into a
base station side interface connected to each base station and a control
station side interface connected to the base control station. For a
conventional interface conversion unit, the base and the control station

si de interfaces {@iord Pid SEn 2 kO DR dé&ié@éltéegggaﬁ%eb ehanpake

Alternatively, the base and the control station si I nterfaces conprise

different di gigtutdmnemesHhosa ChRroshst1dn ®dWa CaRat folhenbagensialli on
side interface is for a base station side interface encrypted information

data of a basestdtatdwnesdrgpiednenfornation "dataniiestribatli baforde
interface is for a control station side interface encrypted infornation
data of a contredpexttaively si déndernnthé oeircumdegrcdspgtha Lheerface

ci rcunst ances, the interface conversion unit may be included in the base
control stati cenversior woht rprocesses rcanvershonrbatween thachhisgi bl e
i nterface length. Such an interface conversion unit is used when a base
station frame SRR Fide E6ame ofoxmat i for riheebasenatabienyfzamen t he

base
format and the control station frame format used as the

control station side frame format.

It would have been noticed in the foregoing that
parts in different stations are referred to by using a
common name. For example, the base station interféce
transmitting uni£ is used in both the base station and
the base control station. In the base and the base
control stations, the base station interface transmitiing
units are different units. The common name is, however,
used because it is believed that this would give rise to
no confusion.

In the conventional mobile communication system,
no attention has been directed to unity of the frame
formats used in different types of the base station
interface, namely, used in the DSL channel or channels,
the HDSL channel, and the DS1 channel. As a result, it
has been unavoidable for thé base station and the base
control station to use particular control of the base
station interface depending on the types of the base
station interface. It has also been indispensable for
the interface conversion unit to resort to specifié

control on processing conversion between the base station



6. stations and in the base control station for the base station encrypted
infornation data and for the control station encrypted infornmation data
descri bed before, respectively. Under the circunstances, the interface
conversion unit processes conversion between the base station side frame
format for the base station frane format and the control station frane
format used as the control station side fganme format. It would have been
noticed in the foregoing that parts in different stations are referred to
by using a common nane. For exanple, the base station interface

transmtting Ugidei BramedrbRmBet Bnlinenbagsnetali gRadiént 38 deass-aafent r O
station. In the base and the base control stations, the base station

interface trangothmatng units are different units. The common nane is,
however, used because it is believed that this would give rise to no
confusion. In the convEntrtbeximomebihethenvonveationady sobilen@anntuemitcasn
has been directed to unity of the frame formats used in different types of
t he base statiblonns¥stene, thanuber'sséufommabiopSdatiaaand tde centrdl,

informa;iqn data have been encrypted on the radio
interfaée, némely, into the radio interface encrypted
information data, in the base and the mobile stations by
using the radio frame numbers and by sending the radio
frame numbers from tﬂe base control station to the base
station on the base station interface or on the control
and the base station side interfaces. The conventional
base station does not, however, send the radio station
numbers to the base control station as the base station
interface or on the base and the control station side
interfaces. Whereas, a difference may be present in a
propaga;ion delay between a plurality of transmission
_lines of the base station interface. Under the circum-
stances, the radio frame numbers sent from the base
control station to the base station and thence to the
mobile station may not necessarily be coincideht with
radio frame numbers which are presumed as presuhed frame
numbers in the. base control station to correspond to the
radio frame numbers sent as actual frame numbers from the
mobile station to the base station. As a consequence,
the control station Qrocessing.unit did not necessarily
process correct conversion from the base station
interface encrypted data into the user's information data

because the processed frame numbers are used in place of



fhe HDSL channel, and the DS1 channel. As a result, it has been unavoi dabl e
for the base station and the.base control station to use particular contro
of the base station interface depending on the types of the base station
interface. It has also been indispensable for the interface conversion unit
to resort to specific control on processing conversion between the base
station 7 side frame format and the cogtrol station side frame format.
Furthernmore in the conventional nobile communica- tion system the user's
~information data and the control information data have been encrypted on
the radi o i nt ethacactnakeEyamennumbeestadi o i nterface encrypted infornation
data, in the base and the nmobile stations by using the radio frane nunbers
and by sending the radf® thaneonuebtionaionobhdebasmmualicadiont aeitoonkg t he
base station on the base station interface or on the control and the base
station side ifRERraeRileTREAtIADMBYORAL BEGctbearRddodSaameonumbems,er
send the radio_statio unbers to_the base_control station as the base
station interf%BesB?pgﬁgPﬁeggﬁsﬁagiﬂ tALeERRER oV ithathgn efcqypted
information data based on user's information data issued
by an attendant to or a user of the mobile station. In
this event, the radio frame numbers are transmitted only
between the base station and the base control station and
unidirectionally from the base station to the mobile
station or stations. This has given rise to difficulties
for the base station and the base control station to deal
with the encrypted information data sent ffom each mobile
station to the base control station.
Due to disadvantages éescribed above, the
conventional mobile communication system, the base
station, the base control station, the mobile station,
and the interface conversion unit have not been capable
of correctly operable. In order to somehow put these
devices in correct operation, -cost has become objection-
able. Maintenance and operation of these devices have
been troublesome.
SUMMARY OF THE INVENTION:
It is consequently an object of the present
invention to provide a mobile communication system of a
WACS type which is inexpensive and easy to maintain and
put in operation and in which it is possible to encrypt

user's information data even when radio frame numbers are

used as encryption keys.



interf.aces. Whereas, a difference may be present in a propagation del ay
between a plurality of transm ssion lines of the base station interface.
Under the circum stances, the radio franme nunbers sent fromthe base
control station to the base station and thence to the nobile station may
not necessarily be coincident with radio frame nunbers which are presuned
as presuned franme nunbers in the base congrol station to correspond to the
- radio frame nunmbers sent as actual frame nunbers fromthe nobile station to
- the base station. As a consequence, the control station processing unit did
not necessarily proces3tchbsr anbthemvebdect H£othile ilbvantdioai iteon prawidece
encrypted data into the user's information data because the processed frane
nunbers are usdnepibeacemphnicagiphesystenl whiche isuferthe typene

conventional npbile comunication network, each nobile station may not use
the radio frandeferbeed 8Rdsfipy yhight Acundfied frameadormath ishaisadramt ed
I nformati on data bangggn user's information data _issued by an attendant to

or a user of thE2R$H B9 ePSKRYPLRY; Apformakion; data, @n, & bage #whAfdkan ar e

transmtted onfy, eoce

It is a different object of this invention to
provide a base station which is for use in a mobile
communication system of the type deécribed and which is
1nexpensiye and is easy to maintain and to put in correct
operation.

It is another different object of this invention
to provide a base ¢ontrol station which is for use in a
mobile communication system of the type described and
which is inexpensive and is easy to maintain and put in
correct operation. |

It is still another different object of this
invention to.provide a mobile station which is for use in
a mobile communication system of the type aescribed and“
which is inexpensive and is easy to maintain and put in.
corfect operation. !

It is yet another different object of this
invention to provide an interface conversioh unit which
is for use 1n'a mobile.commuqication system of the-type
described and which is inexpensive ahd is easy to
maintain and put in correct._operation. .

Other objects of this invention will become clear

as the description proceeds.



bet ween the base station and the base control station and unidirectionally
from the base station to the nobile station or stations. This has gi ven
rise to difficulties for the base station and the base control station to
deal with the encrypted information data sent fromeach nobile station to
‘the base control station. Due to di sadvantages descri bed apove, the
conventi onal nobile comunication systemj;g he base station, the base
control station, the nobile station, and the interface conversion unit have
not been capable of correctly operable. In order to sonehow put these

devices in correct operataegor@antehastheafmspliceCcbirorniablihvdfidgnance
and operation of these devices have been troubl esone. SUWRARY OF THE

| NVENTI ON: It therenisqpenvidednaohpbdileotomhanficatdon isyeddn on to provi de

a nobile comuni cati on system of a WACS type which is inexpensive and easy

to mai ntai n angopRrighngpar hasensaadion dwhienfare bepwssinblac Hasesncr ypt

user's information data even when radi o frame nunbers are used as

encryption key8tation and a base control station connected to a fixed
communication network and a radio interface between the
base station and a mobile station, the base control
station and the mobile station comprising terminating
means for terminating station éncrypted information data
sent through the base station interface Fo and from the -
base control station and through the radio interface from
and to the mobile station in a time division multiplex
access fashion, the base station comprising transmitting
means for transmitting the station encrypted information
data through the radio interfaée, the base stat'ion
interface comprising a digital transmission channel for
transmitting base station interface encrypted information
data of a predetermined transmission capacity in
multiframes, each multiframe being composed of at least
one submultiframe, each submultiframe being composed of
first through twentietﬁ frames, each frame being composed
of first through N-th bits, where N répresents a
predetermined bit number, the first bit being used as a
frame synchronizing bit betwéen the base station and the
base control station, wherein the second through the N-th
bits are used in transmitting the station encrypted

information data through the base station interface and

the radio interface.



It is another object of this invention to provide a nobile comrunication
systemwhich is of the type described and for which a unified franme formt
is used on transmtting encrypted informati on data on a base station
interface. It is a different object of this invention to provide a base
station which is for use in a nobile communi cati on system of the type
descri bed and which is inexpensive and i §4easy to maintain and to put in
correct operation. It is another different object of this invention to
provi de a base control station which is for use in a nobile connunicatlon

~system of the type desﬂi'Qééoi‘adnlé@'ﬁi‘t,hsa'&f}.‘EEE h\{eaQE@c'ts ?a
"mai ntain and put in correct oper ation. It is stil anot fer ent Obj ect

~of this inventimvedvienpvinera FBbprevsaedi #MbdbbCBths1bar FBseuse ambil e
. communi cati on system of the type described and which is inexpensive and is

easy to maint awobilel putmanicatient spstentcomprising jebaseoshar1din f er ent
object of this invention to provide an interface conversion unit which is
for use in a nttexfacenipeteaenobheybasen statient apd debasiebednardinhi ch is
| NEXPENSIVE ANg ation donmedied to'a Fixtd communication necwork and a
radio interface between the base station and a mobile
station, the base station comprising base station
interface transmitting means for transmitting base
statipn encrypted information data from and to the base
station interxface ih base station interface encrypted
information data, radio interface transmitting means for
transmitting mobile station transmission information data
to and from the radio inierf;ce in radio interface
encrypted information data, ;nd base station conversion
processing means for processing conversion between the
base station encfypted information data and the base
station transﬁission information data, wﬁerein the base
station conversion procéssing means comprises radié frame
- number processing means for processing radio frame
numbers in the base station encrypted information data
and in the base station transmission information data.
In accordance with another different aspect of
this invention, there is-provide& a base coﬁtrol station
for use in a mobile communication system comprising a

-

base station interface between a base station and the
base control station with the base control station
connected to a fixed communication network and a radio

interface between the base station and a mobile station,



@ her objects of this invention will becone clear as the description

pr oceeds. 10 In accordance wth an aspect of this invention, there is
provi ded a nobil e conmuni cati on system conprising a base station interface
bet ween a base station and a base control station connected to a fixed
communi cation network and a radio interface between the base station and a
nmobi | e station, the base control statiofgand the nobile station conprising
term nating nmeans for termnating station encrypted information data sent

t hrough the base station interface to and fromthe base control station and

through the regdboph8beebateol 88heNEnt CohpLiZPHY Badkalitahion a tine
di vision multiplex access fashion, the base stafion conprising transmtting

means for trapAteifacg thansihdttdngeneanpt £6ri Liransmiitdindaicontiycaugh t he
radio interface, the base station interface conprising a digital
transm ssi on shabheh épcrypaedninfongabler datai do amdefirame tévec bastecd
informati on data of a predeterm ned transnission capacity in nultifranes,
each nul tifragbabdpngintepbeced dnh hasecatatibon dobexifiaicer smsrypted

. subnul tiframe being conposed of _
information data, control station encryption processing

means for processing conveision between user's and
control information data and control station transmission
information data, and control station conversion
processing means for prodessing conversion between the
control station encrypted information data and the
control station transmission info;mation data by using
radio frame numbers, wherein the control station
conversion processing means comprises radio frame number
processing means for processing the' radio frame numbers
in the base station interface encrypted information data
and for the user's and control information data.

In accordancé with still another different aspect
of this invention, there is provided'a.mobile statiqn for
usé in a mobile communication system comprising a base
station intérface between a base station and a base
control station connected to a fixed communication
network and a radio interface between the bése étation
and the mobile station, the mobile station comprising
radio interface transmitting means for transmitting
mobile station encrypted information data to and from the
radio interface in radio interface encrypted information
data, mobile station encryption processing means for

processing conversion betwéen user's and control



first through twentieth frames, each frame being conposed of first through
N-th bits, where N represents a predetermined bit nunber, the first bit
bei ng used as a frame synchronizing bit between the base station and the
base control station, wherein the second through the N-th bits are used in
transmtting the station encrypted information data through the base
station interface and the radio interfacg3 In accordance with a

different aspect of this invention, there®is provided a base station for

use in a nobile conmunication system conprising-a base station interface
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communi cati on and a' ra asé - station and a

mobi | e stati onyp #diGnDEEN SaRLL O & if@rgkg@fgnSéaﬁbggsga%ﬁkkﬁﬁgssin

transmtting nmeans for transmtting base station encrypte ornatlongdata

fromand to thfedins st AproCes S5y 86hve s 1o oL @EEANLhB! Rbbadg encrypted
i nformation data, radio Iinterface transmtting nmeans for transmtting

nobi | e st ati onsgdtis ene Oypt &d oL B gt fon a4 a aadal tAe mbBiladistation
interface in radio interface encrypted.information data, and base station
conver si on transmission information data by using radio frame
numbers, wherein the mobile station conversion processing
means comprises radio frame nuﬁber processing means for
allowing use of any one of the radio frame numbers on
précessing conversion from the user's ahd control
information data to the m§bile station transmission
information data.

In accordance with yet another different aspect
of this invention, there is provided an interface
conversion unit for use in a mobile communication system
comprising a base station inﬁerfaée between a predeter-
mined station number of base.sﬂhtions and a base control
station connected to a fixed communication network and a
radio interface between each of the base station and a

“mobile station, the inteiface conversion unit being
interposed between the base stétions and the base control
station to divide the base station interface into a base
station side interface connected to each base station for
a base station side interface encrypted information data
of a base station side frame format and a control station
slde interface for a control station side interface
encrypted information data of a control station side

frame format fof conversion between the base and the

control station side frame formats, wherein the interface



Qrocegsing means for processing conversion between the base station
encrypted informati on data and the base station transm ssion information

- data, wherein the base station conversion processing neans conprises radio
frame nunber processing neans for processing radio frane nunbers in the
base station encrypted information data and in the base station

transm ssion information data. In accordafice with another different aspect
of this invention, there is provided a base control station for use in a
nobi | e conmuni cati on system conprising a base station interface between a
base station epuvehsioasanddntooripdissis dirame [Edimatasenverting méahson
connected to a fixed conmunication network -and a radio interface between

t he base st at fox geavensdion deimeernm first) plhwrabbty coht sewbmylbii-on
conprising base station interface transmtting neans for transmtting

control stati &xamesr gft dde Maserdtialdamiesd deo Trame rioanat apdeassarpod

interface in base station interface encrypted information data, .control
station encryBiRFALAY: o&sisnPirdidE rages, ofc dhg RPRLFRESHaR1ieR: fidR

user’s and Corfi:"trra.mme ! Jr(l)nrar{a,t 'w Qardeatt%eansdec%%rg rp(?l!uzs'éfltl_fr) niérgqnggisgboghe

first plurality times the predetermined station number in
each multiframe.

BRIEF DESCRIPTION OF THE DRAWINGS:

Fig. 1 is a block diagram of a general mobile
communication system to which the instant invention is
applicable; |

Fig. 2 is a block diagram of a conventional base

control station for use in the mobile communication

system depicted in Pig. 1;

Fig. 3 is a:block diagram of a con§entiona1 base
station for use in the mobile communication system shown
in Fig. 1;

.Fig. 4 is a block diagram of a conventional
mobile station for use in the mobile communication'system
illustrated in Fig. 1;

Fig. 5 1s a schematic representation of a
conventional frame format of a base station interface
encrypted information data used in the mobile
communication system illustrated in Fig. 1;

Fig. 6 1s another schematic representation of the
conventional frame format iliustrated in Fig. 5;

Fig. 7 is still another schgmatic representation

of the conventional frame format depicted in Fig. 5;



khf ornmati on data, and control station conversion processing neans for
processi ng conversion between the control station encrypted information
data and the control station transm ssion information data by using radio
frame nunbers, wherein the control station conversion processing nmeans
conprises radi o frame nunber processing neans for processing the' radio
frame nunbers in the base station interfgge encrypted informati on data and
for the user's and control information data. In accordance with stil

anot her different aspect of this invention, there is provided a nobile

- station for use in a nppjl egCcPEMINL§8LK Of1 SYSARHEOHPHASENBoRLRBIE Station
i nterface between a base station and a base.control station connected to a

~fixed communi cataofomnetdPrisantn aar adbolé NéSihas Echet WREByshemb @B ok ald on
and the nobile station, the nobile station conprising radio interface

transnitting neEDssfpatédabanFiging andiie a&¢edbraingneoyphedmbobamemiti on
. data to and fromthe radio interface in radio interface encrypted
“informati on datf, thebihstantit iovernhtogpti on processi ng nmeans for processing
conversi on between user's and control 13 .
Fig. 9 is a block diagram of a base station for
use in the mobile communication system mentioned in
conjunction with Fig. 8;
Fig. 10 is a block diagram of a mobile station
which may be used in the mobile communication system
mentioned in connection with Fig. 8;
| Fig. 11 is a schematic representation of a frame
format used for base station interface encrypted
information data in the mobile communication system
mentioned in cénjunction with Fig. 8;
Fig. 12 is a schematic illustration of a detailed
format of the frame format depicted in Fig. 11;
Fig. 13 is a schematic illustration of another
detailed format of the frame format shown in Fig. 11;
Fig. 14 is another schematic representation of
the frame format mentioned in conjunction with.Fig; 11;
Fig. 15 is a schematic illustration of a detalled
format of the frame format depicted in Fig. 14;
Fig. 16 is a schematic illustration of another
detailed format of the frame format shown in Fig. 14;
Fig. 17 is still another schematic representation

of the frame format mentioned in connection with Fig. 11;

and



Lnformation data and nobile station transm ssion information data and
mobi | € station conversion processing nmeans for processing conversion

bet ween the nobile station encrypted informati on data and the nobile
station transm ssion information data by using radio frane nunbers, wherein
the nobile station conversion processing neans conprises radi o franme nunber
processi ng neans for allow ng use of any one of the radio frane nunbers on
processi ng conversion fromthe user's andygontrol information data to the
nobil e station transm ssion information data. In accordance w.th yet

anot her different aspect of this invention, there is provided an interface

conversion unit for usepig, a180d | £ BLUERIMHIGRI+OR S¥SAEMEOEPELEENY a base
station interface between a predeter- mned station nunber of base stations

and a base contecwivestsdommmbinndst atsé dm the ablshbheruedmann beatddbmor k and a
radio i nterface between each of the base station and a nobile station, the
interface conveR¥&itRP UMfatiraer imtepRetinn wekkh tFg baBe stations and

t he base control station to divide the base station interface into a base

station side interface qu PRIEHE FREFERRED FMBRIEERESe station
AR Rt U TR AR T Mg
interface correspond as follows to the figures in the Chapter 5
cited heretobefore.
Pig. 1 t0 Figure 5.0-1 and Figure S5.3-1; Fig.'s
to Pigure 5.3-~12; and Figs. 6 and 7 to Flgure 5.3-6.
Referring to Fig. 1, a mobile commuhication
system comprises in general a predetermined station
number of base stations and a base control stationm 21
connected te an exchangé office (not shown) of a fixed
communication network 23. In the example being illust-
-rated, a base station 25 is depicted. 1In a service area
of the base station 25, a plurality of mobile stations
are present elther moving or in standstill. As a
representative of the mébile stationsg, a mobile station
27 is depicted. Between the base station 25 and the base
control station 21, the mobile communication system may
comprise an interface conversion unit 29 which is
1llustrated in Figuxe 5.4-1 of the above-mentioned
Chapter 5. |
The mobile communication system comprises a base
station interface 31 between the base station 25 and the
~ base control station 21. When used, the interface
conversion unit 29 divides the base station intexface 31

" into a base station side 1nter£éce 33 connected to each



gncrypted information data of a control station side frame format for

conver,si on between the base and the control station side franme formats,

wherein the interface 14 conversion unit conprises frame formt
converting neans for conversion between a first plurality of subrulti-
frames of the base station side-frame format and a second plurality of
submul tiframes of the control station sige frane format, where the second
plurality is equal to the first plurality tines the predeterm ned station

nunber in each nultifranme. BRI EF DESCRI PTION OF THE DRAWNGS: Fig. 1 is a

bl ock di agramo® the)dmvenlstatlidms ,C @O ia@a tihe) kasd astdoiomi 245, tdrdai ast ant

I nvention is applicable; Fig. 2 is a block diagramof a conventional base

control stati eontoolustatidhentsriare Gdmeooinrected siystidme depseted in Fig.

1, Fig. 3 is a block diagramof a conventional base station for use in the

nobi | e conmuniceatined Statdmsidn i WAio intEinface |37 alg|krkweengthe of a
conventi onal : .

’ base station 25 and each of the mobile stations, such as
the mobile station 27. Such interfaces 31, 33, 35, and
37 are for transmitting various signals in the manner
described in the following. When transmitted from the
fixed communication network 23 to the base control
station 21, therefrom to the base station 25, and thence
to the mobile station 27, the signal will herein be
called a downward (going or sent) signal. When propa-
gated from the mobile station 27 towards the fixed
commuhication network 23, the signal will be called an

- .
upward signal. When destined to another mobile station
currently present in the service area of the base station
25, an upward signal may be sent from the base station 25
to this other mobile station as the downward signal.

It will be presumed for the time being that the
interface conversion unit 29 is not interposed in the
base station interface 31. In this event, the base
station interface 31 cdmprises a digital transmission
channel of a predetermined data transmission capacity.

- Typically, the base station interface is composed of
three DSL (digital subscriber lines) channels, each
having the transmission capacity of 144 kbit/s.
Alternatively, the base station interface 31 is composed
of one HDSL (high bit-rate digital subscriber line)

channel of 766 kbit/s. As a further alternative, the



nobil e.station for use in the nobile communication systemillustrated in
Fikrg. 1y Fig. 5 is a schematic representation of a conventional frame f or mat
of a base station interface encrypted information data used in the mobile
comuni cation systemillustrated in Fig. 1; Fig. 6 is another schematic

representation of the conventional frame format illustrated in Fig. 5 Fig.
7 is still another schematic representatiygn of the conventional frame
format depicted in Fig. 5; 15 Fig. 8 is a block diagram of a base

control station for use in a nmobile communication systemwhich is

i[lustrated i nbas@. sla8iéni $ndeseaeeNd1t @saBoRPBAdETER! ook bQQ!UH¥q¥Eal
i nvention; Fig. 9 is a block diagram of a base station for use in the

nobi | e conmuni sabsonibgst 2imeen)i ehadned 6enjubali sBiw/sh Fig. 8, Fig. 10
is a block diagramof a nobile station which may be used in the nobile

communi cati on system nBafeomédgi hocBhgecRi whthi FigFki 9. cOntEngoukllyi s a
schematic representation of a franme .

' referred to, a conventional base control station 21
comprises a control station encrypt processor 39 supplied
with downward radio frame numbers (RFN) and downward
user's and control information data (INF). 1In general,
the downward user's information data are sent from the
fixed communication network 23 by users'of the network
23. Together with the downward control information data,
the downward radio ffame numbers may be generated in the
base control station 21. Using the downward radio frame
numbers as encryptiné keys, the encrypt processor 39

i encrypts the downward user's and control informationldata
into control station downward transmission 1nf§rmation
data.

A control station transmission information
controller 41 compiles the control station downward
transmission information data and the downward rédio
frame numbers into downward control station encrypted
information data in compliance with a base station
interface frame format or structure which will presently
be deséribed; A control station transmitter 43 sends the -
downward control station encrypted information data to
the base station interface 31 as downward base staﬁion
interface encrypted information data.

From the base station interface 31, a. control

siation receilver 45 feceives_upward base station



f.ormat used for base station interface encrypted information data in the
nobi | e, conmuni cati on system nentioned in conjunction wwth Fig. 8, Fig. 12
is a schematic illustration of a detailed format of the frame format
depicted in Fig. 11; Fig. 13 is a schematic illustration of another
detailed format of the frame format shown in Fig. 11; Fig. 14 is another
schematic representation of the franme forygt nentioned in conjunction with

Fig. 11; Fig. 15 is a schematic illustration of a detailed format of the
frame format depicted in Fig. 14; Fig. 16 is a schematic illustration of
anot her det ai | edtbafarie ehddyptednmfommionh@ata fadivpwadrdd contrdY is
still another schematic representation of the frame format nentioned in

connection witBtRtdon]l encaypted lihfpatlion dat al ody disitnarpoésemed
i nterface conversion unit for use in the nobile comunication system
mentioned i n c&rpmecUswess.h FiqpntgolDEleipn e ien PREFERREDLON

EMBODI MENT: “Sone of the draw ng figures nentioned above )
controller 47 separates upward encrypted user's and

control information data from the upward control station
encrypted information data as control étation upward
transmission information data. Supplied through a
connection 49 with the downward radio frame numbers as
decrypting keys, a control station decrypt processor 51
decrypts the upward encrypted user's and control informa-
tion data into upward user's and control information
data. The upward user's information data are sent in
general to the fixed communication network 23. For use
as the presumed frame numbers in the reception
information controller 47, the downyard radio frame
numbers are used besides in the encrypt processor 39, the
transmission information controller 41, and the decrypt
processor 51. | |

Referring to Fig. 3 with Figs. 1 and 2Jcontinuous-
iy referred to, the base station 25 comprises a base
station downward receiver 53 for receiving the downward
control station encr?pted information data from the base
station 1nterfacel31 as downﬁard base station encrypted
information data. A base station transmission frame
controller 55 processes the downward base station
encrypted information data into base station downward
transmission information data by recompiling the base

station interface frame format into a radio interface



correspond as follows to the figures in the Chapter 5 cited heretobefore.
Flg 1 to Figure 5.0-1 and Figure 5.3-1; Fig. 5to Figure 5.3-12; and Figs.
6.and 7 to Figure 5.3-6. Referring to Fig. 1, a nDblIe.connunlcat|on system
conprises in general a predeterm ned station nunber of base stations and a
base control station 21 connected to an exchange office (not shown) of a

fi xed conmuni cati on network 23. In the exanple being illust- rated, a base
station 25 is depicted. In a Service are f the base station 25, a
plurality of nobile stations are present elther noving or in standstill. As

a representative of the nobile stations, a nobile station 27 is depicted.
Bet ween t he bagsexrsiadfi on 25 and the base control station 21, the nobile
conmwuni cati on system may conprise an interface conversion unit 29 which is
illustrated in Figure A dabeofstidtdcabdcenward arehstiianiear 57 fEwisihe e
conmuni cati on system conprises a base station interface 31 between the base
station 25 andb@ase Eégéigshﬁknmn@wqﬁ|nmqngmisan9m defermatd omdatiaace

conver si on unlﬁpg |d s the base station interface 31 into a base

station side i a3 as6h Fidtdon gupieger 59 to a base station

antenna 61 as downward radio interface encrypted
information data. The antenna 61 propagates the downward
radlo interface encrypted information data to the radio
interface 37.

Through the radio intexrface 37, the base station
antenna 61 receives upward radio interface encrypted
information data. Connected to the base station duplexer
59, a base station upward recelver 63 receives the upward
radio interface encrypted inform?tjon data as base
station upward transmission information data. A base
station reception frame information controller 65
processes the base station upward transmission
information data into upward base station encrypted
information data. A base station upward transmitter 67
transmits the upward base station encrypted information
data to the base station interface 31 as the upward base
station interface encrypted information data.

Referring to Fig. 4 with Figs. 1 and 2 continuous-
ly referred to, the mobile station 27.comprises a mobile
stéiion antenna 69 connected to a mobile station duplexer
71. The mobile station antenﬁa'GQ is for catching the
downward radio interface encrfbted information data
propagated through the radio interface 37 from the base

station 25 and for propagating the upward radio interface



17 of the base stations, such as the base station 25, and a control station
“interface 35 connected to the base control station 21. A radio interface 37
i s .between the base station 25 and each of the nobile stations, such as the
nmobi le station 27. Such interfaces 31, 33, 35, and 37 are for transmtting
various signals in the manner described in the follow ng. Wien transmtted
fromthe fixed conmunication network 23 to the base control station 21,
therefromto the base station 25, and thence to the nobile station 27, the
signal will herein be called a downward (d%ﬁng or sent) signal. Wen propa-
gated fromthe nobile station 27 towards the fixed connunication net wor k

23, the signal I ol nal t|ne t o the
nobi4 e station cugrté%q'l Y presern%%#h f‘f@ |5‘5’ j'(5’1‘Sit aascees atil.'%él
25, an upvard shigalod e daRRNled oy m%ebéiaatoa; 0 25 to this other

nobi l e station as the downward signal. be presuned for the tine

being that the interfacconmucted ¥o uum.at maama Ratiivee quARGkd 1Xe dase
station interface 31. In this event, the base station interface 31

conpri ses a di gmobiler stsrtism mecéla:rurehsofreaemmietaﬂ diovankatat anobile

transm ssion capacity. Typically, the base station interface is conposed of
station encrypted information data the downward radio
interface encrypted information data directed to the
moblle station 27 being illustrated. A moblle station
reception information controllexr 75 processes the
downward mobile station encrfpted information data into
mobile station downward transmission informatioh data in
which the user‘'s information data may be encrypted at the
base control station 21 by using the downward radio frame
numbers. A moblle station decrypt processor 77 decrypts
the m;hile station downward transmission information data
by the downward radio frame numbers for use by an
attendant to the mobile station 27 into the user's
information data which may be initiated by a user in the
fizxed communication network 23.

In the moBile.station 27, a mobile station
encrypt processor 79 processes upward usér's information
data supplied thereto by the attendant and upward control
information data into mobile station upwérd transmission -
information data by using upward radio frame numbers
which will presently be described. A mobile station
transmission controller 81 complles the upward
transmission information data and the upward radio frame
numbers inte upward mobile station encrypted'information

data. Connected to the mobile station duplexer 71 and to



three DSL (digital subscriber Iines) channels, each having the transm ssion
capaci'ty of 144 kbit/s. Alternatively, the base station interface 31 is
conposed of one HDSL (high bit-rate digital subscriber line) channel of 766
kbit/s. As a further alternative, the 18 base station interface 31 is
conposed of one DS1 (digital subscriber Iine 1) channel of 1.544 Mit/s.
Referring to Fig. 2 with Fig. 1 continuoagly referred to, a conventi onal
. base control station 21 conprises a control station encrypt processor 39
supplied with downward radi o frane nunbers (RFN) and downward user's and
control infornthe onolbble ¢taEion| hrgpamiasjionheodbmnlded 8der 'as makfidrerat i on
- data are sent fromthe fixed comuni cation network 23 by users of the
network 23. Todfedakienulransmnittiennidr feedattbe npwardampbileasiation
- downward radi o frane nunbers may be generated in the _base control station
~21. Using-the %Rﬁ%ﬁ@&ﬂdréﬂfBrFPgﬁﬁnnaﬁﬁér§°a§h9nﬁpyéﬂﬁn§tﬁé%991ﬂﬂ§Qﬂﬂ#34n
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data. : : :

In Figs. 1 through 4, the mobile station
reception informétion conyroller 75 comprises a memory
device (not shown) for keeping, as a stored frame number,
one of the downward radio frame numbers that is processed
thereby at a time instant. A predetermined time interval
after the time instant, the memory device may supply the
stored frame number to the mobile station encrypt
processor 79 for use as an upward radio frame number.

In the upward controi_station.encrypted information data,
this upward radio frame:number'reaches the control
station reception information controller 47. A time
difference between .use of the above-mentioned ohe of the
downward radio frame numbers in the control station
transmission information controller 41 and arrival of the
upward radio frame number at the con£r01 station
reception infofmation controller 47 depends on a
propagation delay which is unavoidable in the radio
interface 37. It has consequently béen necessary to use
the presumed frame number in the control station
reéeption information controller 47.

Turning to Fig. 5 with Figs. 1 through 4 conti-
nuously referred to, a conventional_framé format or

structure will be described for the station and the



A control station transm ssion information controller 41 conpiles the
‘tontrol station downward transm ssion information data and the downward
radio franme nunbers into downward control station encrypted information
data in conpliance with a base station interface frame format or structure
which will presently be described. A control station transmtter 43 sends
the downward control station encrypted information data to the base station
interface 31 as downward base station int&3face encrypted infornmation data.
From t'he base station interface 31, a control station receiver 45 receives
upward base station 19 interface encrypted information data as upward
control- stationiBherfpredensrypied dnfaabatiop datagipr conmestdopwith

nbers, t ' ti ' ' t 0l t
pW? élsegggtiggﬁé%giiﬁéi%%a%%%ﬁ?PEFQP%PéfffSE%%ﬁ%a r %&hf%ﬁé R
[ : | .
transm ssion i n?grgn%%llﬂggqég?fgﬁggg%ﬁ?‘%gﬁt ﬁFoggﬁ glgcghgegtgi g%ﬁfygﬁ %ft he

gm\gg;g ! ‘g“fi O FiPER EHPBAGH FWeHPdeYR! FPEMKEY InddcalBl Yertidelqy WETnyP!
a left side, each having a frame length of 125
microseconds.

Each frame is composed of first through eighteen-
th bits indicated horizontaily along a top side. 1In each
of the first through the twentieth frames, the first bit
is used as a frame synchronizing bit or woxrd (SW) between
the base station 25 and the base control station 21. The
ggcond through the eighteenth bits in each of the first
thrdugh the tenth £rames and ;he second through the
seventeenth bitgs in each of tge eieventh through the
twentieth frames are used for payload (PL) piimarily on
the radio interface encrypted information data. In each
of the eleventh through the twentieth frames, the
eighteenth bit is used as a maintenance bit (EOC) between
the base station 25 and the base control station 21.

In the mannexr which will later become clear, the
payload comprises, in thé ra&ib interface encrypted
information data, the user's information data and the
control information data. Radio frame numbers (RFN) are
transmitted as parts of the control information data
through the base station interface 31 from the base
control station 21 to the base station 25 and not from

the base station 25 to the base control station 21.



decrypts the upward encrypted user's and control informa- tion data into
upward user's and control information data. The upward user's information
data are sent in general to the fixed conmmuni cation network 23. For use as
the presuned frame nunbers in the reception information controller 47, the
downward radi o frame nunbers are used besides in the encrypt processor 39,
the transm ssion information controller 44, and the decrypt processor 51.
Referring to Fig. 3 with Figs. 1 and 2 continuous- |y referred to, the base
station 25 conprises a base station downward receiver 53 for receiving the
downwar d control statimncther yipiati ndifis eig 06 daithfFogst he BAReughadi on
- interface 31 as downward base station encrypted information data. A base

© station transmrasiiomdusie veferoed ero 55 ractesseionak fvameafdrinase
station encrypted information data into base station downward transni ssion
i nf ormati on datidlbype lerpribed fore e statadonnandt theatnterfasef or mat

into.a radio interface 20 format. A base station downward transmtter 57
f eeds t he encrypted information data in connection with each

multiframe for the HDSL channel. Each multiframe has a
frame duration of 2.5 ms and is composed of first through
twentieth frames, each having a frame length of 125
microseconds.

Each frame is composed of first through ninety-
seventh bits. In each of the first through the twentietn
frames, the first bit is used as a framing bit (F) for
the HDSL channel. The second bit is used as a frame
synchronizing bit (SW) between the base station 25 and
the base control station 21. The third through ﬁﬂe tenth
bits are used as maintenance bits (EOC) between the base
stntion 25 and the base control station 21. The eleventh
through the thirteenth bits are reserved as reservation
bits (RES). The fourteenth through the ninety-seventh
bits are used for payload (PL) on the radio-interface 37.
The radio frame numbers are used in the manner described
in conjunction with Fig. 5. .

Still furthér turning to Fig. 7 with Figs. 1
through 4 continuously referred to, a conventional frame
format will be desnribed for the station and the inter-
face encrypted information'data in connection with each
multiframe for the DS1 channel. Each multiframe has a
frame duration of 2.5 ms and is composed of first through

twentieth frames, each having a frame lengih of 125



base station downward transm ssion information data through a_base station
dupl exer 59 to a base station antenna 61. as downward radio i nterface
encrypted informati on data. The antenna 61 propagates the downward radio
interface encrypted information data to the radio interface 37. Through the
radio interface 37, the base station antenna 61 receives upward radio

I nterface encrypted information data. Connected to the base station

dupl exer 59, a base station upward receivel 63 receives the upward radio
interface encrypted informati on data as base station upward transm ssion

i nformati on data. A base station reception franme information controller 65
processes the baserssatondsupward transm ssion information data into upward
base station encrypted information data. A base station upward transmtter
67 transmts the upwar dBgebeframei &5 onspype@dofnEdrsht tbrodghaone t he base
station interface ward base station_ interface encrypted

h
i nf or mati on datBaR éﬁ? ??&ﬂgn%geFrgthﬁrqn¥%1$rgsThE &hgst Héﬁtiﬁuﬁ&?d ?§
referred to, the g@i :%?% ?ﬁ % conprises e st tlon ant.enn
connected to a %ng Ry UpFeXcthg DS1 aﬂBﬁ Pe ? &t FEACR 8Rfa 69
s or Cateht nouhdendoupyeedonafl 810" SEL AggegneLyLeds! D{RLABLRED ! 2

propagated thro ace rom
bits (SW) between the base station 25 and the base

control station 21. The third through the tenth bits and
the ninety-ninth through the one hundred and sixth bits
are used as maintenance bits betwéeh the base station 25
and the base control station 21. The eleventh through
the thirteenth bits and the one hundred and seventh
through the one hundred and ninth bits are reserved as |
reserved bits (RES). The fourteenth through the ninety-
seventh bits and the one hundred and tenth through the
one hundred and ninety-third bits are.used for payload on
the radio interface 37.

The radio frame numbers are used in the manner
described in connection with Fig. 5. It is possible to
undexrstand when the first bit is exéluded ffam each frame.
that each multiframe is composed of first and second
submultiframes, each composed of ninety-six bits in each
of the first through the twentieth frames.

Reviewing Figs. 5 and 6 with Pigs. 1 through 5
continuously referred to,sit is possible in Fig. 6 to
understand. that each maltiframe is composed of a single
submultiframe compéising-nihety—six bits in each of the
first through the twentieth frames when the first bit is

excluded. It is also possible in Fig. 5 to undexstand



station 25 and for propagating the upward radio interface 21 encrypted
Inforimtion, data to the radio interface 37 and thence directed to the base
station 25. Connected to the nobile station duplexer 71, a nobile station
receiver 73 receives as downward nobile station encrypted Information data
the downward radio interface encrypted information data directed to the
nobil e station 27 being illustrated. A nm@pbile station reception information
controller 75 processes the downward nobile station encrypted infornmation
data into nobile station downward transm ssion information data in which

the user's i nfubathaidadh ik Nfvake B Wotpoyédios e dbsfle onibmhlsiati on 21
by using the downward radi o frane nunbers. A nobile station decrypt
processor 77 deamepteonsiss oy |ef s ighteend didtvearih teasls oBstlve £hfstnati on
data by the downward radi o frame nunbers for use by an attendant to the
nmobi | e st at i ovbrpugh dhehetwentieth ffxamas.i oTheae IFh thannebe anetiated -
by a user in the fixed comunication network 23. In the nobile station 27,

a nobi | e st at MEPef@iRCRBERR He Heldade L xpnamiseien ' shannrelnafi on
: the base siation interface 31. Consequently, it would
not be difficult for the interface conversion unit 29 to
process conversion between the frame formats for the HDSL
and the DS1 channels. Conversion between the frame
formats for three DSL channels and the HDSL or the DS1
channel has, however, been next to impossible.
| Referring now to Fig. 8 with Fig. 1 again
referred to, the present invention will be described.
Similar or corresponding parts are designated hereafter
i by like reference numerals and ;re similarly operable

with likewise named signals unless otherwiée specifically
mentioned. It should be noted throughout the following
that the mobile station 27 supplies the radio interface
37 with upward mobile station encrypted information data
together Qith an upward radio frame number in the manner
which is described heretobefore and will later be
described in greater detail. According to a preferred
embodiment of this inveﬁtion, the mobile communication
system is not different in structure from that
illustrated before with reference to Fig. 1.

In Fig. 8, a novel base control station 21 ‘does
not comprise the connection 49 described in conjunction
with Fig. 2 and comprises instead a control station radio

frame number processor 85 having a processor input



data supplied thereto by the attendant and upward control information data
i nto nobile station upward transmi ssion information data by using upward
radio franme nunbers which will presently be described. A nobile station
transm ssion controller 81 conpiles the upward transm ssion information
data and the upward radio frame nunbers into upward nobile station
encrypted information data. Connected tg;the nobile station duplexer 71
and to 22 the nobile station transm ssion controller 81, a nobile
station transmtter 83 feeds the upward nobile station encrypted

i nformation dalexrmimalh@onudted il ithe FInUHA G ASLdere b fhi adi 0

I nterface encrypted information data. In Figs. 1 through 4, the nobile
station receptinfoxmatdomtdart mailtew|47eanth o PRdEhson JRIPUY CemhLRal not
shown) for keeping, as a stored frame nunber, one of the downward radio
frame nunber s conaedted ter ddur dantaradb\s tatt iont idecryst gntocesgpsedel er m ned
time interval after the tine instant, the nenory device may supply the
stored frane A@¢b&eceptiion rgfiammatiion condmolisr FbausseessEs fthe use as

an upward radi o frame nunber
P upward control station encrypted information data into

the control station upward transmission or reception
information data which are upward user's and control
information data encrypted at the mobile station 27.
From the upward transmission information data, the radio
frame number processor 85 separates or reads the upward
radio frame number for supply to the decryp; processor
51. Correctly using the upward radio frame number, the
decryét processor 51 recovers the upward user's and.
control information data.

Referring to Fig. 9 with Figs. 1 and 8 continu-
ously referred to, the base sta}ion 25 additionally
comprises a base station radio frame number processor 87
between the base station transmission and reception frame
controilers 55 and 65. From the downward base station'
encrypted information déta processed by the transmission
frame controller 55, the radio f;ame number processor 87
reads the downward radio frame numbers for storage

~ therein as'siored £rame numberé. By the reception frame
controller 65, the stored frame numbers are added to or
used in the base station upward transmission information
for éonversion into the—upward base station encrypted

information data.



In thg upward control station encrypted information data, this upward radio .
frame nunber reaches the control station reception information controller
47. A tine difference between use of the above-nentioned one of the
downward radi o franme nunbers in the control station transm ssion

i nformation controller 41 and arrival of the upward radio frame nunber at
the control station reception infornatiogéxnuroller 47 depends on a
propagati on del ay which is unavoidable inthe radio interface 37. It has
consequent|ly been necessary to use the presunmed franme nunber in the control

station reception i”f°§€?EEQQn§°gbrﬁhb?r167w1IHr%E§%.tQ,F@Q-5%&“4'1 Figs. 1
ried to '

t hrough 4 conti- nuously refe a conventional frame format or

structure willcoRtdRa6us09drbeeririd that tRE ABB11RE statddn HemaLe
encrypted information data in connection with each multiframe for the DSL

channel . Each comprisema hebidenshhtibangadibafirafmedhuhbe npriovbdsor 89

conposed of first through twentieth franmes indicated vertically along a

| eft side, eachandngng prbcessolredgphtoteifiinailc conmemtdsi to the mobille
station reception information controller 75 and a
processor output terminal connected to the mobile station
encrypt processor 79. If used, this radio framé number
processor 89 1is operable like the base station radio
frame number processor 87. The moblle station radio
frame number processor 89 allows ihe mobile station
encrypt processor 79 to use any one of the stored frame
numbers in encrypting the upward user}s information data.

Reviewing Figs. } and 8 through 10, the mobille
station 27 need not use the upward radio frame numbers.
In this event, the mobile station 27 produces the user's
information data the above~mentioned predetermined time
interval after the time instant of reception of the
downward user's and control information data and sends no
upward radio frame number or numbers to the base station
25 through the radio interface 37. Even under the
circﬁmstances, the base station radio frame number
processor 87 adds the upward radio frame numbers in exact
coincidence with the downwafd radio frame numbers
regardless-of the difference in the propagation delay.
Referring afresh to Fig. 11 with Figs. 1 and 8

through 10 continuously referred to, a novel frame format
or'structure corresponds to the conventional frame format

illustrated with reference to Fig. 5 and for use in the



‘Each frane is conposed of first through eighteen- th bits indicated

‘hori Zontally along a top side. |In each of the first through the twentieth
frames, the first bit is used as a frame synchronizing bit or word (SW

bet ween the base station 25 and the base control station 21. The second

t hrough the eighteenth bits in each of the first through the tenth franes
and the second through the seventeenth bits in each of the eleventh through
the twentieth frames are used for payload,gPL) primarily on the radio
interface encrypted information data. In each of the eleventh through the
twentieth frames, the eighteenth bit is used as a mai ntenance bit (EQCC) -

bet ween the basfobibéi OomRénpeaLiéf SPsCet WeiNy SLBuseRatéd.| NFblkeuw@nner
whieh will | ater become clear, the payload conprises, in the radio
i nterface encryads ethe nfoamat synchuonizing bk, ' théphalntenanceabitandhehe

. control informati on data. Radjo frane nunbers (REN) are transmtted_as
parts of the ccﬂﬂYJoq’a nidpdethenliken the Rit RREDEES cAZERAGALLARELAY e 31

fromthe base con %aL%on 21 to the base station 25 and not fromthe
base station 25-% ‘F"I‘l*ee rarertheges i on 21. 24

Among the first through the eighteenth bits in
each of the first through the eighteenth frames, the
first bit is used on the frame synéhronizing'bit or word
{SW) between the base station 25 and the base control
station 21. Thé second bit is used as the maintenance-
bit (EOC) between the Bage'station 25 and the base
control station 21.° The.third through the eighteenth
bits axe used for the payload (PL) on the'radio interface
37. _

_ : _ i

! ! Turning to Fig. 12 with Figs. 1 and 8 through 11
continuously referred to, the payload for the downward
information data is depicted in detail in connection with
the DSL channel. The third through the eighteenth bits
of the first through the nineteenth frames and the third
'lﬁrough the thirteenth bits of the twentieth frame are
divided into first through third equal parts, each part
consisting of one hundred and five bits. In the
twentieth frame, the fourteenth through the eighteenth
bits are reserved as reservation bits (RES). '

In each of the first through the third equal
parts, the bits will be couptea from the first frame
to the twentieth frame and in each frame in the ascending
order from the third bit to the eighteenth bit. Starting

from each leading end, fourteen bits are used



Further turning to Fig. 6 wwth Figs. 1 through 4 continuously referred to,
a conventional frame format will be described for the station-and the

i ntterface encrypted information data in connection with each nultiframe for
the HDSL channel. Each nmultifranme has a frane duration of 2.5 ns and is
conposed of first through twentieth franes, each having a frame | ength of
125 m croseconds. Each frame is conposed of first through ninety- seventh
bits. 1In each of the first through the twgntieth frames, the first bit is
used as a framng bit (F)  for the HDSL channel. The second bit is used as a
frame synchronizing bit (SW between the base station 25 and the base

control stationc@lle¢hdvelyr dst iy eygichrbailkeayhcbides (8ve)Uipd1dding
mai d enance bits (EOCC) between the base station 25 and the base control
station 21. ThetBregechdhst whdghh axiec uskidr tecnepriseatather dosmwatd radio

reservation bitg %SESAI The fourteenth through the ninety-seventh bits are
‘used for payl oal*{Be) ymber. (RE¥) o | Fpdlpuingshesme foumtoen id-snutisa s

are used in theb nner. _descr.i % con unction w 5. Still further
turning to Frg ggﬁnFﬁeFPﬁgd °FhP38§h° aBBﬁ%lﬁﬁSﬁslyFPgFEPFeJ°9&°Win9-

Lol et b BIFRE0L BB ek, U cdeR Bef | hahyRESO" AR LS o T
of each part, one bit is used as the power control bit
(PCC) for the mobile station 27.

Further turning to Figs. 13 with Figs. 1 and 8
through 12 continuously referred to, the paylocad for the
upward information data is used as follows. The first
through the third equal parts are defined like in Fig. 12
with the bits similarly counted in each'part.-

Fourteen bits are for radio link measurements
(RLM) described in the Chapter 5 mentioned hereinabove.
Following, ten b;ts are used for the slow channel (SC).

- Further following, eighty bits are used for the fast
channel (FC). At a trailing end, one bit is used as the
upward radio frame number which may be added at the base
st.at.ion 25,

Referring to Fig. 14 with Figs. 1 and 8 through
13 ‘continuocusly referréd to, another novel frame format
coxresponds to the conventional frame format described
with iefgrence to Fig. 6. Excluding the youngest or
smallest numbered bit which maf now be called a zeroth
bit in each of the first through the twentieth fraﬁes.
each multiframe is divisible now into first and'Seeond
;ubmﬁltiframes I and II, each cemposed of forty-eight
bits in each frame. ‘These bits will be renumbered into



jultiframe for the DS1 channel. Each multiframe has a frame duration of 2.5
nms and is conposed of first through twentieth frames, each having a frane

| engt h of 125 25 mcroseconds. Each frame is conposed of first through
one hundred and ninety-third bits. The first bit is used as a fram ng bit
(F) for the DS1 channel. The second and the ninety-eighth bits are used as
frame synchroni zing bits (SW between the base station 25 and the base
control station 21. The third through thegtenth bits and the hinety-ninth

t hrough the one hundred and sixth bits are used as nmi ntenance bits between
t he base station 25 and the base control station 21. The el eventh through

the thirteenth piist atiirdigh onerbyRgigtRNE €£yvent h through the-one hundred
and.ninth bits are reserved as reserved bits (RES). The fourteenth through

t he ninety- seventh bitEnagachpudhifbame); echanzierethhbihr baghseleasnehe

hundred and ninety-third bits are used for payload on the radio interface
37. The radio fFEARIG LS s (B} cfaSctbe HRFe ohaneeldesEni eaghi AEcbhgect i on

Wth Fig. 5 Ite] P85 L fe Second submultiframes, the first bit is
used as the frame synchronizing bit (SW) between the base
station 25 and the base control station 21. The second
bit 1s used as the maintenance bit (EOC) between the base
station 25 and the base coﬁtrol station il. The third
through the forty-fourth bits are used for the payload
(PL) on the radio intexface 37. When the interface
conversion unit 29 is used, the forty-fifth through the
forty-eighth bits are used as maintenance and control
bits (C) therefor. When the interface conversion uﬁit 29
is not used,.the foriy—fifth thiough the forty-eighth
bits are reserved as: the :eserv?tion bits.

Turning to Figs. 15 and 16 with Figs. 1 and 8
through'll continuously reférred to, tﬁe first through
the forty-second bits of the first through the twentieth
frames are divided into first through'eightﬁ equal parts,
eéch consisting of one hundred and five bits. In each of
the first through the eighth equal parts, the bit will be
counted from the first frame to the twentieth frame and,
in each of the framés, from the third bit to the forty-
eighth bit. Along a top side of the first through the
twentieth frames, these bits are indicated afresh by
numbers 1 through 42. - |

Fig. 15 is a detailed frame forxrmat for the

payload in the downward information data. As counted



understand when the first bit is excluded fromeach frame that each
multifrane is conposed of first and second subnultifranes, each conposed of
ni nety-six bits in each of the first through the twentieth franes.
Reviewing Figs. 5 and 6 with Figs. 1 through 7 continuously referred to, it
IS possible in Fig. 6 to understand. that each-nultiframe is conposed of a
single submultifranme conprising ninety-six bits in each of the first
through the twentieth frames when the firgg bit is excluded. It is also
possible in Fig. 5 to understand 26 that each multifranme is conposed of
a single subnulti- frame consisting of eighteen bits in each of the first

t hrough the twestaeting rfoms.a Theadimdlemhoitel of agachset thél Lrsyel y as -
thedigital transm ssion channel of the base station interface 31.
Consequent | y, ithT@RgR e oiohihequak pawtancfowrteenceit®nazesi on unit

29 to process conversi on petween the frane formais, for the HDSL. and t he DS1
channelos. Conve?cgl‘}gﬁctb;g‘ﬁ/&nuﬁﬁ‘g 35 Jrhe (AfREeR 1‘?‘-ﬁr‘é‘éd?)8ts%ﬂbnnel s and
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frame numbers. Following, ten bits are used for the slow
channel (SC). Further following, eighty bits are used
for the fast channel (FC). At the énd of each part, one
bit is used as the powei contiol bit (PCC) :or the moblle
station 27.

_ Fig. 16 shows a detailed frame format for the
payload in the upward information data. Starting from a
leading bit in each of the first through the eighth equal
parts, fourteen bitge are used Sor t+he radio link
measurements (RIM). Following: te; bits are uséd for the
slow channel (SC). Further following, eighty bits are
used for the fast channel (FC). When three bits are used
for the downward radio frame numbers in the manner
described in connection with Fig. 15, a trailing bit in
each qf the first through the third equal paris is used
to indicate the uﬁward radio £rame number. Such trailing
bits are reserved as the ieservation bits (RES) in the
fourth through the eighth équal parts.

Referring to Fig. 17 with Figs. 1 and 8 through
is continuously referred to, still another novel frame
rorﬁdt corresponds to the .conventional frame format
iTlugtrated with reference io'rié. 7. Like in Fig. 13,
each multiframe is divided into. first through fourth

equal parts. In other respects including the détailed



referred to, the present invention will be described. Simlar or
correspondi ng parts are designated hereafter by |like reference nunerals and
are simlarly operable with |ikew se nanmed signals unl ess otherw se
specifically nentioned. It should be noted throughout the follow ng that
the nobile station 27 supplies the radio interface 37 with upward nobile
station encrypted information data togethgr with an upward radio franme
nunber in the manner which is described heretobefore and will |ater be
described in greater detail. According to a preferred enbodi nent of this

i nvention, thesrahe | ofRAUANESAL LRE gaﬁ&&a& S1R0thdi GbRhRAkAl Bnd! kel Ure
fromthat illustrated before with reference to Fig. 1. In Fig. 8, a novel

- base control sipwaod ZddilocSrané SaRPersye ide 6HNDAALYREAu4d Beseriilked in
conjunction with Fig. 2 and conprises instead a control station radio frane
nunber processsimBbahainngachpobceeofirsputhrougl thenfoalctbonnected to
the control station reception information controller 47 and a processor -
out put ternm nasukbmphttfvames TheIZonIib) andtIVnaddcippeapghoodsibe 51. The

reception information controller 47 Erocesses t he
] first through the eighth equal parts.

Reviewing Figs; 11 through 17, the novel frame
formats are unified in common to each of the three DSL
channels, to the HDSL channel, and to the DSl channel.
The detailed frame formats are also unified. The
reservation bits are used only where it is iﬁdispensable
to use. In addition, it is possible to uée the
reservation bits afresh as the maintenance and control
bits for the interface conversion unit 29.

Referring afresh to!Fig. 18 in addition to Figs.
1 and 8 through 17, a novel:interface conversion unit 29
is used between the base station side interface 33 and
the control station side interface 35 for use in-
processing a bidirectional conversion in the frame format
between two sets of the three DSL channels (3DSL) and the
HDSL channel used éollectively as the base statioh side
interface 33 and the HDSL channel used as the control
station side interface 35, between two sets of the HDSL
channels'(ZHDSL) used altogether as the base station side
interface 33 and the DS1 channel used as the control
station side interface 35, and-between four sets of the
three DSL channels used altogether as the base station
side interface 33 and the DS1 channel used as the control

station side interface 35.



upwar d, control station encrypted information data into the control station
upwar d- transm ssion or reception information data which are upward user's
and control information data encrypted at the nobile station 27. Fromthe
upward transm ssion informati on data, the radio frane nunber processor 85
separates or reads the upward radio frame nunber for supply to the decrypt
processor 51. Correctly using the upward_radio frame nunber, the decrypt
processor 51 recovers the upward user's 34d control information data.
Referring to Fig. 9 with Figs. 1 and 8 continu- ously referred to, the base

station 25 additionall {o rane, nupber
processor 87 between t ]P%ase S atl W%nﬁaﬁésn%alsgp%%f‘fi %’%‘é‘b{'?gﬂ??flane t
controllers S5%vanédmbor R dgw p. mat i on
data pr ocessedyl?}the trg%snrﬁi% ane cont rﬁ}l? E% &qée ?ng% frgﬁe
nunber procesapredatendfind® SONWEE hursli© Jf BEsd WDLL Foh 9" 25t Q'i:ége

therein as stored frame nunbers. By the reception frane controller 65, the
stored frame msedefomnreadidessd Cont e Gtdtidie PRSE BAatpAEaLLERhEned

transm ssion information for conversion into the upward base station

encrypt ed i nf stiddtlioon rdwikeer is equal to the above-described number of
sets. It will be assumed in the following that two base
stations 25 are connected to two sets of either the three
DSL channels or the HDSL channel.

| _ In correspondence to the two base stations 25,

the base station side interface 33 transmits first and
second downward and firs£ and second upward base station
side interface encrypted information data. The first or
the second downward or upward base station side interface
encrypted information data have a base station side frame
format. The control station side interface 35 transmits
downward and upward control station side interface
encrypted information data of a control station side
frame format.

The interface conversion unit 29 comprises first
and second base station side transmitters 91 or, more
particulafly, 91(1) and 91(2), connected to the base
station side interface 33. As the first and the second
downward base station side 1ntéiface encrypted
information data, these transmitters 91 send first and
second downward base station side encrypted information
data having the base station side frame format in common.
Connected t6 the base station side interface 33, first

and second base station side receivers 93 or 93(1) and



28 Referring to Fig. 10 with Figs. 1, 8, and 9 continuously referred to,
ihe nbbil e station 27 may conprise a nobile station radio frame nunber
processor 89 having a processor -input term nal connected to the nobile
station reception information controller 75 and a processor output term nal
connected to the nobile station encrypt processor 79. If used, this radio
frame nunber processor 89 is operable |ike the base station radio frane
nunber processor 87. The nobile station ra8i o frane nunber processor 89
allows the nobile station encrypt processor 79 to use any one of the stored
frame nunbers in encrypting the upward user's information data. Review ng
Figs. 1 and 8 t%H?62yhreceivacthebELsstt andothe 7saceddnupward baseupwar d
radi.o franme nunbers s_event, the nobile_station 27 produces the

user's infornat?%ﬁtﬁﬁégﬁiaé éBEVEfﬁEﬁtFBﬁ%ﬂPb?édéPSPﬁFﬂéﬁ°PiﬁétPnﬁérva
nf or et on dat i ora 2a8seREER EPash befe FLREThA Bife FREBERE (o (e
cirounst ances. TRESERSL1oNCAREd! PnbBLRy 68 wlas ERL IRk Srane. (e
upward radi o fresEndTOpespeBLE¥aL{. COi NCidence with the downward radio
frame nunbers

Connected to the control station side interface
35, a control station side transmitter 95 and a control
station side receiver 97 sends upward control station |
side encrypted information data as the upward control -
station side interface encrypted information data and
recelves the -downward control station side interface
encrypted information data as downward control station
side encrypted information datﬁ, respectively. The

I downward and the upward controi station s;de encrypted
information data have the control station side frame
format in common. ‘

A conversion unit frame format converter 99
converts the downward control station side encrypted
information data into the first and the second downward
base station side encryptgd.inforﬁaiion aata and the
first and the second upward base station side encrypted
information data into the ccnt:ol station side encrypted
information data. It .is now readily possible for the
frame unit converter 99 to process cohversioh between the
base and the control station side frame formats. The

novel interface conversion unit 29 is much simplified in

structure.



rregar dl ess of the difference in the propagation delay. Referring afresh to
Fig. 11 with Figs. 1 and 8 through 10 continuously referred to, a novel
frame format or structure corresponds to the conventional frane format
illustrated with reference to Fig. 5 and for use in the 29 nobil e
comuni cati on systembeing illustrated. For use as the frame synchroni zing
bit, the maintenance bit, the payload, a the like, the bit nunbers are
~additionally indicated in parentheses. Anmong the first through the

ei ghteenth bits in each of the first through the eighteenth franmes, the

first bit is used on thgiiéeaPR1SYDAPERDIGH Wal £ nAL \ea&db(eg\éfjd*é%fc‘ﬁ%& he

base station 25 and the base control station 21. The secon is used as

t he mai nt enancen bépe¢ X3 Sohyeactibr WEcK &!8bLenp2drandelh@mpbasa nedit I Ol
station 21. The third through the eighteenth bits are used for the payl oad

(PL) on the ratherénf cahdcth87novalnbaget st&tijon}2baiseh cbngxoll stat i%n,

t hrough 11 continuously referred to, the payload for the downward

|nfornat|on(kﬁ@bi%ﬁd%b@b#@d.lﬂrdmeafbrmmtsonaadtinhewfabe conversion
unit, it will now be possible for one skilled in the art
to carry this invention into practice in various other
manners. Above all, it is possible to use the encryption
keys either in place of or in combination with the radio
frame numbers. When the radio frame qumbers are not used
as the encryption keys, it is possible in the mobile
communication system of this invention to use mobile

stations currently available on the market for use in the

WACS system.

i



Lhe DSL channel. The third through the eighteenth bits of the first through
the nimeteenth frames and the third through the thirteenth bits of the
twentieth frame are divided into first through third equal parts, each part
consi sting of one hundred and five bits. In the twentieth frane, the -
fourteenth through the eighteenth bits are reserveH “ﬂﬁls“lmﬂ' Hu bits
(RES) In each of the first through the th37d equal w il be
counted fromthe first frame to the twentieth frame’ ard i'n &ach frane in
the ascending order fromthe third bit to the eighteenth bit. Starting from
each | eading end, fourteen bits are used 30 collectively as a

synchroni zi ng code YC |nclud|ng three bits which are used to represent
the downward rdgd T(Ir%aré' ’RFN) Fol | owi ng t hese fourteen bits, ten

bi t ed for sl ow.,channel Furt her follomnn b|ts are
u!se?i ?gre ?gst chan?\el (IFC)rK] 1g:lt%ne)e 'H’p‘ @J&P'ba?’fs i %T: 181pged as
th th tati,on 27 er_tur to
Lhe Poyer ot biledde 40 Ve BBl U802 s ELELREb H bMG

payl oad for th%ontrol station connected to a fixed communication

network and a radio interface between said base station
and a mobile station, said base control station and said
mobile station comprising terminating means for
‘terminating station encrypted information data sent
through said base station interface to and from said base
station and through said radio interface from.and to said
mobile station in a time division multiplex access
fashion, said base station comprising transmitting means
for transmitiing.said‘station encrfpted information data
through said radio interface, said :base stat;bn interface
comprising a digital transmission channel for
transmitting base station interface encrypted information
data of a predetermined tranémission_capacity in
multiframes, each muliiframe being composed of at least
one submultiframe, each submultiframe being composed of
first through twentieth frames, each frame being composed
of fifst through N-th bits, where N represents a
predetermined bit number, the first bit being used as a
frame synchronizing bit between said base station and
said base control station, wherein the second through the
N-th bits are used in transmitting said station encrypted
.information data through said base station interface and

said radio interface.



pmard information data is used as follows. The first through the third
equal parts are defined like in Fig. 12 with the bits simiar ty—counted in
each part. Fourteen bits are for radio link neasurene ummﬂ cribed in

t he Chapter 5 nentioned herei nabove. Follow ng, ten bi E@, !fhe
sl ow channel (SC). Further followi ng, eighty bits are (sefi f
channel (FC). At a trailing end, one bit3igs used as the upmard radi o frame
nunber which nay be added at the base station 25. Referring to Fig. 14 with
Figs. 1 and 8 through 13 continuously referred to, another novel frane
format corresponds to 2he Bomebhleosamminbextionnsystemcasbedadimed in
reference to Fig. 6. Excluding the youngest or snallest nunbered bit which
may now be cal¢kaim Yersahdbbasenstathoonfinberfacet compuighinghe twentieth
franmes, each nultlfrane is divisible nowinto first and second
submul ti frame<Cellprtively as gaifoddtalbal forayseigaloni e banneéaﬁhﬁﬁﬁane.
These bits wll be renunbered into 31 first through forty-eight Its.
In each mul tif§eRRETipRr ZLiBenchppnels  seachshaying 144 kbits/s as said

predetermined transmission capacity, said at least one
submultiframe being one in number, said predetermined bit
number being equal to eighteen, wherein:

the second bit is used as a maintenance bit for
said base station and said base control station;

the third through the eighteenth bits being used
for the station encrypted information data transmitted
through said base station interface and said radio -
interface.

3. A mobile communication s§stem as claimed in
claim 2, said base station interface: encrypted
information data being downward base station interface
encrypted information data transmitted from said base
station to said mobile station, wherein the third through
the eighteenth bits of the first through the nineteenth
frames and the third through the thirteenth bits of the
twentieth frame are divided into first through third
equal parts with the fourteenth through the eighteenth:
bits of the twentieth frame used for reservation bits,
each part consisting of one hundred and five bits, twenty-
four bits of said one hundred and tive bits beiné used
for the control information data 1nc1uding radio frame
numbers, eighty bits of said one hundred and five bits

being used for encrypted data of said downwaxrd base



framng bit (P) for the HDSL channel. In each of the first and the second
submul tiframes, the first bit is used as the frane sythLQﬂL;Lﬂg_QLL_Lgy%
bet ween the base station 25 and the base control station 21. The secon it
is used as the mmintenance bit (EOC) between the base Hm mulﬂ",mnwe
base control station 21. The third through the forty-f e i ed

for the payload (PL) on the radio interfagﬁ 37. '\Wen the interfdce®
conversion unit 29 is used, the forty-fif through the forty-eighth bits
are used as nmai ntenance and control bits (C) therefor. Wien the interface

Conver i on_Uni t 28 | n"Bhe i3Phle  Bic L5 1A d¥ AU 4G, Tld Y521 OB

bits are reserved as: the reservatio Its. Turning to gs. 15 and 16 with

Figs. 1 and 8 t$40806nd4neRaiedUdn! FiveiBIte bd g tdided idSta tguweh the
forty-second bits of the first through the twentieth frames are divided

into first throcoiteoyhtihitgbat paidsmolebld statsion ng of one hundred and
five bits. In each of the first through the eighth equal parts, the bit
wi Il be counted from thé-fidAsmobllercommnicatdon systan % ekalned Imch of

the frames, fromthe third bit to the forty-_eighth bit. Néﬁ? a top side
of the first thFiAHR ?heRQERLR tiNTee s of, 2%l d) tveent - SoRE Bt 289 esh

by numbers 1 thiough; 32%afh % 42 ' hfodlt a1 AR JAFY A Yaild' Fadto

frame numbers. | |

5. A mobile communication system as claimed in
claim 2, sald base station interface encryptéd
information data being upward base station interface
encrypted information data transmitted from said mobile
station towards said base station, wherein the third
through the eighteenth bits of the first through the
nineteenth frames and the third through the thirteenth
bits of the twentieth frame are divided into first
through third egual parts with the fourteenth through the
eighteenth bits of the twentieth frame used for
reservation bitsg, each part consisting of one hundred and
five bits, the twenty-four bits of said one hundred and
five bits being used for the contr§1 information data of
.sald user's and control information data, eighty bits of
.said one hundred and five bits being used for encrypted
data of said upward base station intérface encrypted
information data; one bit of saia one hundred én¢ five
bits being used in said first through said third equal
parﬁs for radio frame numbers. |

6. A mobile comun.i.éat.ion system as claimed in

- ¢claim 1, further'comprising an"interface coﬁversion unit'_



Qayl oad in the downward information data. As counted 32 starting froma
| eadi'ng end bit of each of the first through the ei ghth equal parts,
fourteen bits are collectively used as the synchro mﬂ!L
including three bits used to represent the downwar dﬂ“ﬂ'lﬁll““ﬂullt rs.
Following, ten bits are used for the slow channel (SC). ‘Fufth®r ¥ol’l ow ng,
eighty bits are used for the fast channeto(PC). At the end of each part,
one bit. is used as the power control bit (PCC) for the nobile station 27.
Fig. 16 shows a detailed frame format for the payload in the upward

i nformati on dhetweRmrsakd) basen stakteh mpdisaid basé ocbnthelf statibhr ough
‘'the eighth equal parts, fourteen bits are used for the radio |ink

measur enent s ("N_ ivids 1swddasersationintertreer inhe base andnnel (SO).

Further foll ovm ght its are used for the fast channel (FC). Wen
three bits aré: ?%ﬁo%&%r@?%ﬁﬁ@q@an%h%u%ﬁ%alntfﬂésﬂéﬁﬁépn

d bed t 15 t I a the first
tﬁfglrjlghet hlent (k:nchrr'll gqiug pa?‘{]% s%%d?%a{(ﬁl |n€ *h%*‘ﬁbﬁﬁ?dsiéﬁl o frane

nunmber. Such tnaidiflfhes being a high bit-rate subscriber line channel

having 766 kbit/s as said predetermined transmission
capacity, said at least one submultiframe being first and
second submultiframes, said predetermined bit number
being equal to forty-eight, each multiframe further
comprising a zefoth bit for use as a framing bit in
common to said first and said second submultiframes to
precede the first bit of said first submultiframe,
wherein: '

the sécond bit is used as ajmaintenance bit
between sald base station and said base contr61 station;

the third through the forty-fourth bits being
used for the station encrypted 19formation data
transmitted through said base and said control station
side interfaces and said radio interface; ' .

the forty~fifth through the forty-eighth bits
being used as maintenance and control bits for said
interface conversion unit.

7. A mobille communication system as claimed in
claim 6, said base station interface encrypted
information data beiqg downward base station interface
encrypted information data téansmitted f;om said base
station.to said mobile statibn, wherein the third through

the eighteenth bits of the first through the nineteenth



bits are reserved as the reservation bits (RES) in the fourth through the
ei ghth- equal parts. Referring to Fig. 17 with Figs

continuously referred to, still another novel frane r s to
t he conventional frame format illustrated with refeﬂ h ] |£ i ke in
Fig. 13, each multifrane is divided into first thro cOuy Uy I arts.

In other respects including the detailed4qy 33 frane formats for the

payl oads in the downward and the upward radi o frane nunbers, use of

i ndividual bits is simlar in each of the first through the fourth

submul ti f ranesfnames  and |theanthind arlirdugleadte afhiteeéhtiitbibsooghthbe

ei ghth equal parts. Reviewing Figs. 11 through 17, the novel frane formats
are unified i twenti®th Erang afe tdividedd s Timstetsrowght dbghEBL
channel, and to the DS1 channel. The detailed frame formats are al so

uni fied. The &E@Ll RAGE piith gach partofopngred ¢f ore|hundpedsanfe to
use. |In addition is possible to use the reservation bits_afresh as the

mai nt enance a Vc?olrﬁjrttﬁ' gt eriqie hiks 9 824 e hepdredtang five

bits being used for the control infofmation data

including radio frame numbers, eighty bits of said one
hundred and five bits being used for encrypted data of
said downward base station interface encrypted
information data, one bit of said one hundred and five
bits being used as a power control bit for said mobile
station.

8. A mobile communication system as claimed in
claim 7, wherein three bits of said one hundred and five
bits are used in said first through said eighth equal
parts for said Fadio frame numbers. '

9. A mobile communication system as claimed in
claim 6, said base station in;erface encrypted
information data being upward base station interface
encrypted information déta transmitted from said mobile
station towards said base station, wherein the third
through the forty-fourth bits of the first through the
twentieth frames are divided into first thrbugh eighth

' équal parts with each part composed of one hundred and
five 5its, twenty-four bits of said one hundred and five
bits being used for the control infq:mation data, eighty
bits of said one hundred and five bits being used for
encrypted data of said upward base station interface

encrypted information data, one bit of said one hundred



Qefer@ing afresh toiFig. 18 in addition to Figs. f—and-8-through 17.-a

novel “interface conversion unit 29 is used between ' si de
interface 33 and the control station side interfacéu " ﬂﬂﬁﬂ?gﬂl&ﬂi
processing a bidirectional conversion in the frame or L * sets
of the three DSL channels (3DSL) and the HDSL channel used collectively as
t he base station side interface 33 and thhg HDSL channel used as the control
station side interface 35, between two sets of the HDSL channel s (2HDSL)
-used altogether as the base station side interface 33 and the DS1 channel

used as the coatdofiseabits bedagi nkedf anes3ba gagsketnedaghowaigets of the
three DSL channel s used. al together as the base station side interface 33
and the DS1 chehgkethueduaispartscbetingl usedt for zsaddoi frambananbers. 34

Li ke in the conventional nobile communication system of the type
illustrated with referé&fee Aomppdle] commpnidatieni syegtemansos ladmed iof

base stations 25 are_used for each base control station 21. The
predet er mi ned S$1atMohs nfkbthersceppaising: ap hpbesfacec crprerFione undt

. i i,n,the follow n hat two base -
sets. It wll ggtggggnggid bgse statgon gn& said base control station

to divide saild base station interface into base and
control station side interfaces, the digital~transmission
channel.of said base and said control station side
interfaces being a subscriber line 1 channel having 1.544
Mbit/s as said predetermined transmission capacity, said
at least one submultiframe being first to fourth
submultiframes, said predetermined bit number being equal
to forty-eight, each submultiframe further comprising a
zeroth bit for use as a framing bit in common to said
first through said fourth submultiframes to precede the
first bit of said first submultiframe, wherein:

the second bit is used as a maintenance bit
beiween said base station and said base coﬁtrol station;

the third through the forty-fourth bits being
used for the station encrypted information daté
transmitted through said base and said control station
side interfaces and said radio interface;

the forty-fifth through the forty-eighth bits
being used as maintenance and control bits for said
interface conversion unit. .

11. A-ﬁobile communication system as claimed in
claim 10, said base station interface encrypted

information data being downward base station interface



stations 25 are connected to two sets of either the three DSL channels or
the HDSL channel. In correspondence to the two base stati : base
station side interface 33 transmts first and secMﬂ irst and
second upward base station side interface encrypt meﬂﬂ"ﬂwa The -
first or the second downward or upward base station’ si‘deti nser

encrypted informati on data have a base shgtion side frane fornmat. The
control station side interface 35 transmts dowward and upward control
station side interface encrypted information data of a control station side
frame format. dieryptedfhtformavtosi ditanitarémibtpd Feemf said badesecond
base station side transmtters 91 or, nore particularly, 91(1) and 91(2),
connected to tstabitor teasabd mokbilenseatiow, 3ghereinhbhei thil rdndhiriomgh
second downward base station side interface encrypted information data,

t hese transn1t%Qﬁsfqmﬁteﬁ@uFthsPibﬂdOEe%@ﬁdfﬁ%%hmghaobabetbﬁaﬁﬂ@ﬁhﬁ&%@
encrypted informati on data having the base station side frane format in
common. Connect&?led 2FR dhuided inty it therpgheeighth pgual,paridond

i on si r iver r 1 n
base statio Swfﬁh gggh Sé§t9§o£p0328 gfabSL hundred and five bits,

twenty—four bits of said one hundred and five bits being
used for the control information data including radio
frame numbers, eighty bits of said oné hundred and five
bits being used for encrypted data of said downward base
station interface encrypted information data, one bit of
sald one hundred and five bits being used as a power
control bit for said mobile station.

12. A mobile communication system as claiﬁed in
claim 11, wherein three bits of said éwenty—four bits are
used in said first through said eighth equal paris for
radio frame numbers. |

13. A mobile communication system as claimed in
claim 11, sald base station interface encrypted
information data being upward base station interface
encrypted information data transmitted from said mobile
station towards sald base station, wherein the third
through the forty-fourth bits of the first through the
twentieth frames are divided into first through eighth
equal parts with each part composed of one hundred and
five bits, twenty-four bits of said one hundred and five
bits being used for the control information data, eighty
bits of salid one hundred and.five bits being used for

encrypted data of said upward base station interface



35 93(2) receive the first and the second upward base station—stde———

interface encrypted information data as first and sec
station side encrypted information data sharing the" bH ,tm !Ilframe

format, respectively.. Connected to the control statioh SQde-lmtesfa 35,
a control station side transmtter 95 and a control station side receiver
97 sends upward control station side encragpted infornation data as the
upward control station side interface encrypted infornmation data and

recei ves the downward control station side interface encrypted information
data as downwaeHdctyhtedl infermepionddasacr 9peecdiitniodr malidoomattaindred
respectively. The downward and the upward control station side encrypted

i nformati on da®RAnkd¥et Ritsoheding Eﬁaﬂléﬁ spdd flaed thyemgh saddhnon. A
conversion unit fégge forgat converter 99 canverts the downward contro

station side eft? 8IPALoPAEEBohOFaradin: STERS PPNR?%%Kithe second

downwar d- base station side en i, nf or.mat i on a and the first and
t he second upward baseigfatﬁ %aég g&ﬁ&Ppr8a PﬁFb PP into the

control - stati ogonhtlf180¢iXR! 8¢t BhOLERRL01H8! 8 palse %6.%3_\’:[0 e AR5S! Pl @

for the frame unit converter O process c nversi on Ween
between sald base station and a base control station

connected to a fixed communication network and a radio
interface between said base station and a mobile station,
said base station comprising base station interface
transmitting means for transmitting base station
encrypted information data from and to said base station
interface in base station interface encrypted information
data, radio interface transmitting means for transmitting.

i base station transmission information data to!and from |
sald radio interface in radio interface encrypted
information data, and base station conversion processing
means for processing conversion between said base station
encrypted information data and said base station
transmissioh information data; wherein sald base station
conversion processing means comprises radio frame number
processing means for processing radio frame numbers in
said base station encrypted information data and ih said
base station transmission information data.

15. A base station as claimed in claim 14, said
base station encrypted'information data comprising |
-downward and upward base'station encfypted information
data, said base station interface encrypted information

data comprising downward and .upward base station



pase and the control station side frame formats. The novel i nterface
conviersion unit 29 is nmuch sinplified in structure. h|§\\\\\\\
i nvention has thus far been described in specific conjun @Mﬁ

preferred enbodi nent thereof and the novel base station, base

station, nobile station, frane formats, and interface conversion unlﬁ u
wi Il now be possible for one skilled ingghe art to carry this invention
into practice in various other nmanners. Above all, it is possible to use

t he encryption keys either in place of or in conbination with the radio

frame nunber sin¥BehRat8eehadiyptblaANREBYINRELSn 288 LAY randthidt dd Ex0IeraHd | ONn
keys, it is possible in the nobile comunication systemof this invention

to use nobil etetadidnbaser seatlipnatate2bhce pnrebpectivell yf,orsaise radide

WACS system 37 WHAT IS CLAIMED | S: ,
interface encrypted information data comprising downward.
and upward radio interface encrypted information data
transmitted from and to said radio interface,
respectively, and including base étaﬁion downward and
upward transmission information data, respectively, saild
base station interface transmitting means comprising a
base station downward receiver for recelving said

- downwaxrd base station interface encrypted informatiqn
data as said downward base station encrypted information
data ‘and a base station upward transmitter for
transmitting said upward base station encrypted
information data as said upward base station interface
encryptgd information data, said radio interface
transmitting means comprising a base station downward
transmitter for transmitting sald base stétion downward
transmission information data as said downward radio
interface encrypted information data and a base station
receiver for receiving said upward radio interface
encrypted information data as said base statiqn upward
transmission information data, said base sta;ibn
conversion processing means comprising'a bése station
transmission frame controller for processing said
downward base station encrypted information data into
said base station downward transmission information data

and a base station reception frame controller for

processing said base station upward transmission



1, A nobi | e communi cation system conprising a base station-dnterface
Betmeen a base station and a base control station c to a fixed
conmuni cation network and a radio interface between w,g& m n and a
nobi |l e station, said base control station and said lﬂ
conprising termnating neans for termnating station encrypted fnfbrmation
data sent through said base station intenfgace to and from sai d base station
and through said radio interface fromand to said nobile station in a tine
di vision multiplex access fashion, said base station conprising
transmtting neAfSrmatibhadanat Lheo said fpehranbaser whladd dnfciiddptosd dat a
through said radio interface, said:base station interface conprising a
di gital transnisfoomathenndhther wheaxein saildgrbdde Strameomumbexr f ace
encrypted information data of a predeterm ned transm ssion capacity in
mul tiframes, cbrocessingrmeansciisgfosnpesdingf for sigragenass gianed frane,
each subnul tifrane being conposed of first through twentieth franes, each
frame bei ng cofpasednym PFﬁsﬁhﬁhF@@éﬁ firapeppugbexseused gy sasichibage
predet erm ned bit nunber, first bit belng used as a frane synchroni zi'ng
o

bit between saftabieB §F8P? sgdgns gogtpeldel RPy Brosessing ein the
T O e 38 50 B b A TR e B o
sald base station downward transmission information data
and for delivering sald stored frame numbers to said base
station reception frame controller for use on processing
sald base statién upward transmission information data
into said upward base station encrypted information data.
16. A base control station for use iﬁ a mobille
communication system comprising a base station interface
between a base station and said basejcontrol station with
sald base cdntrol station conngcted to a fixed
communication network and a radio interface between said
base station and a mobile station, said base control
station comprising base station interface transmitting
means for transmitting control station encrypted
ihformation data to and from said base station interface
in base station interface encrypted information data,
control station encryption processiﬁg means for
processing conversion between user's and control
information data and control station transmission
information data, and control station conversion
processing means for processing convérsion between said
control station encrypted information data and said

control station transmission.information data by using



sald radi o interface. 38 2 A nobi | e communi cati on Systenmas clainmed in
clalml sai d base station interface conprising coIIec &Iﬂ s said

digital transm ssion channel three subscriber line cha FH!”]”M"’
one

144 kbits/s as said predetermnmined transm ssion capacitys
subnul tiframe being one in nunber, said predeterm ned bit nunber belnb
equal to eighteen, wherein: the second tnﬁ Is used as a mai ntenance bit for
sai d base station and said base control station; the third through the
ei ghteenth bits being used for the station encrypted informati on data

transnitted thradgb FaafeDaumberal,i Wheria! bata JhtsRd aflid nterface.
3. A nobil e conmuni cation systen1as claimed in claim2, said base station

i nterface: encrypnedrsmbnrp&bb@@sd&bambehagcdﬁﬁ&ﬂ%ﬁél%#&idﬂﬂﬁdﬁé1ﬁﬁﬁﬁé£ace

encrypted information data transmtted fromsaid base station to said
mobi | e st ati onprebeseingt heanlsi foxt procgbstihg eagiitoc Brdmdiduinbdrd hien i r st
t hrough the nineteenth frames and the third through the thirteenth bits of
t he ‘ sald base station interface encrypted information data
and for said user's and control information data.
17. A base control station as claimed in claim
16, said control station encrypted information data
comprising downward and upward control station encrypted
information data, said base station interface encrypted
information data comprising downward and upward base
station interface encrypted information data transmitted
to and from said base station interface, respectively,
said user's and control information data comprising
downward and upward user's and cont;ol information data,
said radio frame numbers comprising ‘downward aﬁd upward
radio frame numbers, said base station interface
transmitting means comprising a control station
transmitter for transmi;ting sald downward control
station encrypted information data As sald downward base
station interface encrypted information data and a
con£r01 station receiver for receiving said upward base
station interface encrypted information data as said
upward control station encrypted information data, said
control station encryption processing means comprising a
control station encrypt prqéessor for proceSSing said
downward user'é and control information data by said
dpwnward_radio frame numbers into control station

downward transmission information data and a'control



twentieth frane are divided into first through third equal parts with the
fouttéenth through the eighteenth bits of the twentieth frame used—for

reservation bits, each part consisting of one hundrelﬂ,mﬁlmli :
twenty- four bits of said one hundred and five bits /iR m,@,?@ﬂ;e
control information data including radio frame nunbers, ‘ei §hty f said
one hundred and five bits being used for 4gncrypted data of said downward
base 39 station interface encrypted information data, one bit of said

one hundred and five bits being used as a power control unit for said

mobi | e stationstd4tiod ge8kyptCHHBEEEEaLI 88rSYEbedsaing FoMEdIN st 18,
wherein three bits of said twenty-four bits are used in said first through

said third partpwandstrdnsadseibnafmfommhtion HatA bybhisladd @swnwaal i on
systemas clained in claim2, said base station interface encrypted

i nformati on daradbei igaupwanubbaseintat sahdi npwafrdc asen sy @nel] doxftoraiat i on
data transmtted fromsaid nobile station towards said base station
wherein the thipformablgn 6ptaei gaidepontrplsstptipa tonyensiadugh t he

" processing means comprising a control station
transmission information controller for processing said
contro; station downward transmission information data
and sald downward radio frame numbers into said downward
control station encrypted information data and a control
station reception information controller for processing
sald upward control station encrypted information data
into said control station upward transmission information
data, wherein said radio frame number processing means is
for reading said upward radio frame numbers from éaid
upwérd controlzstatioh encrypted information data: for
supply to said control station decrypt processor in place
of said downward radio frame numbers.

18. A mobile station for use in a mobile
communication system comprising a base station interface
between a base station and a base control station
connected to a fixed communication network and a radio
interface between said base station and said mobile
station, said mobile station comprising radio interface
transmitting means for transmitting mobile station
encpypted information data to éhd from sald radio
interface in radio interface encrypted information data,
moblle station encryption processing means for processing

conversion between user's and control information data



fourteenth through the eighteenth bits of the tvventumm_m',
reservation bits, each part consisting of one hundr mﬂﬂm the
twenty-four bits of said one hundred and five bits being used for

control information data of said user's d control information data,

eighty bits of said one hundred and five Dits being used for encrypted data
of said upward base station interface encrypted information data, one bit

of said one humﬁemdosﬂﬂefsxstbbhstbahgﬂiyéfan'ﬂnﬁe'%-ﬂt kbR datOUgheal d

third equal parts for radio frame nunbers e conmuni catl on system

as claimed in ﬁéﬁiﬂé1st£uibheéoﬁ989§16hnﬁr@@esalﬁPfﬁ@&nQOE%&fﬁfabéagin
40 between said base station and said base control station to divide said

base station icbevémskohnbetwesn sadldcmobibDé station endeyplied faces, the
digital transm ssion channel of said base and said control station side

i nterfaces beiimgfarhaghohi datat andubatdi bebiléenstabdonelt Haasmigsiam kbit/s
as said predeterm ned transni ssion

information data by using radio frame numbers, wherein

sald mobile station conversion processing means comprises
radio frame number processing means for allowing use of

any one of said radio framé numbers on processing
conversion from said user's ané control information data

to said mobile station transmission information data.

19. A mobile station as claimed in claim 18,
sald mobile station encrypted information data cbmprising
downward apd upward mobile station enc;ypted informatibn
data, said radio interface encrypted i;formation data
comprising downward and upward radio ihterface encrypted
information data transmitted from and to said radio
interface, said user's and control information data
comprising downward and upward user's and control
information data, said radio frame -numbers comprising
downward and upward radio frame numbers, said radio
interface transmitting means comprising a_mobile station
receiver for receilving said downward radio interface
encrypted information data from.said radio interface as
said downward mobile étation enc:ypted information data
and a mobile station transmitter for transm;}ting said
upward mobile s;ation encrypted information data to said

radio interface as said upwarq radio interface encrypted .

information data, said mobile station encryption



capacity, said at |east one subnultiframe being first and second
Subnutiti frames, said predeternined bit number being e ual to foral

each multiframe further conprising a zeroth bit for Hi'l! !l'“ji
common to said first and said second submul tiframes

bit of said first subnultifrane, wherein: the second b|t S used as a

mai nt enance bit between sai d base statiqg)and sai d base control station;
the third through the forty-fourth bits being used for the station
encrypted information data transmtted through said base and said control

station side a9y MhrRR Choigit O g e oM e (it QI Yadd iy t hr ough

the forty-eighth bits belng used as mai rit enance and control bit's for said

interface conypeiotiedsdinifior procdBling robTeNistitivh dwhtfard cl aimed in
claim6, said base station interface encrypted information data being

downwar d base tataatsimdrs s iire rifreferneatciorptdat a ivyo nrsding s alisd aldwmwesndtt ed from
said base station to said nobile station, wherein the third through the
ei ght eent h bi traddio thnane mumherugita leaid dovasrard user's and control

informapion data and a mobile station encrypt processor
for processing said upward user's and control information
data into mobile station upward transmission information
data by using said upward radio frame numbers, said
mobile station conversion processing means comprising a
mobile station reeeption ieformation controller for
processing conversion of said downward mobile station
encrypted'information data into sald mobile station
downward transmission information data and a mobile
station transmission information controller for
p;ocessing conversion of said mobile siation upward
transmission information data and said upward radio frame
numbers into said upward mobile station encrypted
information data,‘wherein sald radio frame number
processing means reads said downward radio frame numbers
from said mobile station downward transmission
information data for arbitrary use as said upward radio
frame numbers.

| 20. An interface conversion unit for use in a
mobile communication system comprising a base statidn
interface between a predetermined_statlon number of base
stations and a base control station connected to a fixed
communication network and a radio interface between each

of said base stations and a mobile station, sa;d



41 frames and the third through the thirteenth bits of_me_iwentleth f—F—&H’E
dr'e"di*vided into first t hrough eighth equal parts with each

of one hundred and five bits, twenty-four bits of said mﬂ

bits being used for the control i nformati on data i ncl ud

nunbers, eighty bits of said one hundred and five bits belng used for
encrypted data of said downward base stagjon interface encrypted

i nformati on data, one bit of said one hundred and five bits being used as a
power control bit for said nobile station. 8. A nobile comunication system
as claimed inicnt@nfiate Wonvarsidh amit beinlg dSaukrpesdiirbettdeemdsdide bits
are used in said first through said eighth equal parts for said radio frame
nunbers. 9. Abasie Isdatdionmiaged isald rsemcantoicdl retchtidor | o ndbyidai d base
station interface encrypted informati on data bei ng upward base station

i nterface encB@itedass Gtaddian ntierfacmdmta & Basa satklopbintexfaceon

towards said base station, whérein the third throug@ﬂ;he fortg fourth bits
of the first O¥RsFHadhda gaah hase statdon £of 3 ¢ AtieRS18Rough

cLanth equal Rl oldd Seh Aol CONRSER] O I WP el LhEoh
side frame format and a control station side interface
connected to said base control station for a control
station side interface encrypted information data of a
control station side frame format for conversion between
said base and said control station side frame formats,
wherein said interface conversion unit comprises frame
format converting means for conversion between a first
plurality of submultiframes of said base station side
frame format and a second plurality of submultiframes of
said control étation side frame format, where said second
plurality is equal to said first plurality times said

predetermined station number.



hits being used for the control information data, eighty bits of said one
hundréd and five bits being used for ‘encrypted data of said upward base
station interface encrypted informati on data, one bit of said one hundred
42 and five bits being used in said first through said eighth equal parts
bei ng used for radio frame nunbers. 10. A nobile conmunicati on system as
claimed in claim1, further conprising angpnterface conversion unit between
sai d base station and said base control station to divide said base station
interface into base and control. station side interfaces, the digital
transm ssi on channel of said base and said control station side interfaces
being a subscriber line 1 channel having 1.544 Mit/s as said predeterm ned
transm ssion capacity, said at |east one subrmultifrane being first to

fourth submulsh i F&a i r(ﬂﬁ\?ﬁf? ! .th'ﬂ[fb r?@i ﬁ%&@i

forty-ei ght,lv%égﬁ SU%ITUL??IB?IFQWE ur ﬁiec?&g%dr?hpri Sl ng&'gtJ zer%]?h i @%‘@R%QT%

a framng bit in common to said first through said fourth subnul'tiframes to
precede the first bit of said first subrmultifrane, wherein: the second bit

i's used axBSTRACIenance bit .

A mobile communication system of the WACS type is disclosed in which frame formats are
unified for DSL, HDSL, and DS1 channels. In addition, each novel base station (25)
comprises a radio frame number processor (87) for adding, to upward encrypted information
data directed from mobile stations (27) towards a base control station (21), a radio frame
number (RFN) which is used in downward encrypted information data transmitted from the
base control station (25) to one or more of the mobile stations (27) and may not necessarily be
used in each mobile station (27) on issuing the upward encrypted data.

j Fig. 9.



et en sai d- base station and sai
‘t’ﬁ ;

d base -control station;

the third through

orty-fourth bits being used for the station encrypted I nformati on data

transhitted t hrough said base and said control

said radio interface;
used as mai ntenance and control

11. "A nobil e comunication systemas clAi2red in claim10

nobi |l e station,
first through the

station side interfaces and
the forty-fifth through the forty-eighth bits being
bits for. said interface conversion unit. '

sai d base station
i nterface encrypted information data bei ng downward base station interface
43 encrypted information data transmtted fromsaid base station to said

‘wherein the third through the forty-fourth bits of the

entieth frames are _divided intg first through ei ghth

equaf parts with ek h part_conposed qf5bne hundrg and five b 2ds, 523
twenty-four Hig ai d 8fe hundregd and)8ive bft%’besmg'used fol th
control infor : ' Iudln o lfq ame '&_E%Ebts f FREEDY
one hundred gnd2 sed Aoy ém‘/ﬁ ovwrvatNE T -
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sai d gne hundred and five bits being used as a power control bit for said
nmobi I'e station. 12. A nobile communication systemas clained in claiml11,
wherein three bits of said twenty-four bits are used in said first through
said eighth equal parts for radio frame nunbers. 13. A nobile

conmuni cation systemas clainmed in cl &@/h2l1, said base station interface
encrypted information data being upward pbase station interface encrypted
information data transmtted fromsaid nobile station towards said base
station, wherein the third through the forty-fourth bits of the first

t hrough the twentieth frames are divided into first through eighth equal .
parts wth each part conposed of one hundred and five bits, twenty-four
bits of said one hundred and five bits being used for the control

i nformati on dat nund cu ad—fivey bits bei 5
i on é 44 encr%fga
4yi-and Egg —being used |

for encrypt iat
informatio ng 'Ei
said first thr¢

for nunbef s.
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14. A base station for use in a nobile communication system conprising a

base station interface between said base station and a base control

station

connected to a fixed comruni cati on network and a radio i nterface between

sai d base station and a

nobil e station, _said base station conpr

i sing base

station interface transnitting neans fof/tfansnitting base station
encrypted information data fromand to said base station interface in base

ntaod

“station interface enc

means for transmtting
fromsaid radio interfag
and Rase station conver
bet ween sai d base stati
transm ssion infornatig
processi ng means conpri
processing.radio franme
data and in said base S
station as claimed in ¢
data conprisi ng downwar
data, said base station
downward and upward bas

10 1314

pted—nforrattofr—data—radio—tnterface—t
base station transm ssion information dég
ce in radio4nterface encrypted informat
si on processi ng means for processing cof
on encrypted information data and said |
n data, wherein said base station conver
ses radi o frame nunber processing neans
nunbers in said base station encrypted

| aim 14, said base station encrypted inf
d and upward base station encrypted infd
interface encrypted infornmation data cd
e station

PL

tation transm ssion informati on data. 1§.

ransmtting
ita to! and
i on data,
ver si on
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si on

f or
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45 interface encrypted information data transmitted fromand to said base
station interface, respectively, said radio interface encrypted information
data conprising downward. and upward radi o i nterface encrypted information
data transmitted fromand to said radio jnterface, respectively, and

i ncl uding base station downward and up®ét¥ transnission infornation dat a,
respectively, said base station |nterface transnlttlng neans conpr|5|ng a
base station downwarde APHA 3

transmtting said upwar{d base station encrypted information daja as said
upwar d base station intlerface encrypted information data, said|radio
interface transmtting jmeans conprising a base station downward transmtter
for transmtting said base station downward, transm ssion information data
as said downward radioiinterface encrypteda nformation data anq a base

station receiver for regceiving said upward radio interface encqypted
information data as sai|d base station upward
=
0
S i
(o]
e
3
L N
T
i < [
n —
4 = s QO
O) w ‘-_
I~ a.
@ LL
" o~ !
: o :
X
™®
A n
i
- o
o
&
o
L
™ -
~ %
— W

-— T = = = — = O\

—
—



franspission information data, said base station conversion processing

nmeans conprising a base station transm ssion frame controller for

processi ng said downward base station encrypted infornmation data into said

base station downward transm ssion information data and a base station

reception frame controller for processing said base station upward

transm ssi on 46 information data i B¢Yb2sai d upward base station encrypted

i nformati on data, wherein said radio frane nunber processing neans is for

reading for storage as stored frame nunbers the radio frame nunbers used in

sai d base station transm ssion controller on processing said dowward base

statjon encrypted |nformat'43 data into sai4ff base station dg\BﬁNard

transmi ssi on i nforma sald stored fra

to said base station controller ke on roces '
or TEXiIF dafa int @g

b tat | tr &
ase station upward jtr CONTROUER dont ro PEEQ&:E OFb use inla

station encrypted in .
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CONTROL RX INF ~| DECRYPT
1 STARX ~ CONTROLLER PROCESSOR [ INF J
{45 47f | {51
RFN
PROCESSOR
20~ ' -8

FIG. 8

:7'61 | DOWNWARD TX FRAME DOWNWARD |__
- TX ] CONTROLLER RX )
57 s Uss
DU- . . RFN . o
pLEXER [~99 prRocessor [~ 87 '
| % 567
UPWARD RX FRAME | upwarD ||
RX | CONTROLLER T
. 5~ -

FIG. 9



sai d base control station connected to a-fixed comunication network and a
radio interface between said base station and a nobile station, said base
control station conprising base station interface transmtting neans for
transmtting control station encrypted,i %ornation data to and fromsaid
base station interface in base station {E erface encrypted information
data, control station encryption processing neans for processing conversion

bet ween user's ang—controt—tnj or n nd ¢ on

transm ssion i E![_gr i tal] anfd c I ign Coﬁﬁ{-éi or} proce&S 7
means for p %&g gél haéé%ﬂ' r olM on ypt ed

i nformation data p ng r ol i[ssi ®PAI RKor ign data Ry
usi ng 47 radi ol frane nunbefs, herein sai trol statio ver si on

processi ng nmeans conpri-s£s radib frame. hunbgg.processi ng pgeans fdr
processing radi o frame nunbers ¢ n sald base zpati on int er.?gce encryf)nad

information data and for fard user s pnd control information {data. 14. A
base control station as c|ainmggen cl pim 16, said control steti@ﬁ}en ryptjed
information data PROCESSOR [ 89 PLEXER
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i conpri sing downward and upward control station encrypted infornmation data,

‘sai d*base station interface encrypted information data conprising downward
and upward base station interface encrypted infornmation data transmitted to
and fromsaid base station interface, respectively, said user's and control
I nformation data conpri si ng downward and ﬁ ward user's and contr ol

i nformation dat said radio frane nunberb conpri sing dpvmyvar% and upward|
radi o frane .nt ers., ai-d-basse Qi‘QfInDJIJ erface-transm-tti S 8
conpri si ng1 contr al station USX&M er for fransmitti hg sdl down\L\/ar d
control st%tlo‘ﬁcéh@yot ed information data as said downward base station
interface ®rjcrypted informati on data and a control station receiver for
recéiving 4gid upward base station i nt_erfl%f@%ncrypt ed informati on data as
sai d upwargl [control station encrypted inf ion data, said control
station engrlypti on processing means conpri S|ps@Ca control station encrypt
processor r processing said downward user b Td—contT ot T oTTTEt |W
by said dpé'vﬁmard—r-ad'r-o—f—ra-lﬁ%ru o—coht+o—stattor—dowrward SC(10)
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statian decrypt processor for processing control station upward

transm ssion information data by said downward radi o frane nunbers into
said upward user's and control information data, said control station
conver si on processing nmeans conpri sing control station transm ssion
information controller for processing §2|1 # control station downward

transm ssion inforn tlg dataand—Ssar d—downwar d—Tadi o frame nmuapbers i nto
sai d downward contrfol “qtati on encrypted i nformation data and ajcontr ol
station reception ijnforlmati on controller for processing said upward control
station encrypted ijnforlmati on data into said control station upward
trangm ssion inforat®dn _data, wherein said radio franme nunber|processing
nmeans is for reading sgid upward radi o frane nunbers from sai djupward
control station endryptied i nforrmati on data:for supply to said gontrol
station decrypt prdcesdor in place of said dowward radio franmg nunbers.
18. A nobile statidn fdqr use in a nobile comrunication systenr ¢onprising a
base station interflace|between a base station and a base contrpl station
connected to a fixdgd ccm‘runi cation network and a radio interface between
sai d base station gnd §a| d nobile station, said nobile stati on:corrprl si ng
radio interface &ansmiytting neans for transmtting nobi I e stafion
encrypted informatilon data to and from sa|£ radi o
n
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interface in radio interface encrypted information data, nobile station
encryption processing nmeans for processing conversion between user's and
control information data 49 and nobile station transm ssion information
data, and nobile station conversion processing neans for processing
conver si on between sai d nobile station9%Hd& ypted information data and said
nobil e station transm ssion information data by using radio frame nunbers,
wherein said nobile station conversion processing neans conprises radio

frame nunber processing-reapstorrallowng use of apy one-of sajd radio
frame numbers on proceﬂ‘s;inggnnbsio:h i s ajs| cmtrol _
i nformation data to sai ¢ nobi e§ ati ti& s Bs i nf ofaEt D data. 19.
A nobile station as claimad81 pi m | st atfgon ancr ypt ed
i nformati on data conpri $i ng|dpwnward angd up i lle stgptf on encrypted
I nfermati on data, said fadi nteffacg gncr rmatj on dag a
conpri sing downward andjup ] raflio | nferflce ed j nfornfati on data
transmtted fromand tojsai adip infeffac [ er' s} and cjontrol
i nformati on data conpqgsing bwnwar d B up, t S anj—contf o
z z
o o
(o
w
5 SEE: 5
(& O & Z;
> > > >
0 n 7] w n
N - - - Tol
Sl |~ |2 ) a
L N N\
R8I BB B8 IBL 8
' OS] (] OISl 37 Ol 37 N
slBl"Gl 2 BI*E B g R B & O
KiEl @ = Q = Q =l Q
Q o (&) o.|. Q a &) (s
7] . n 7] n LL
L0
= P Z P
LL LL. L. LL
o o o i
e
o < - <
Z = N N’
) o &) O
o >
7 7 7 »



i.nformation data, said radio frane nunbers conprising downward and upward
radi o frame nunbers, said radio interface transmtting neans conprising a
nobi.l e station receiver for receiving said dowward radi o interface
encrypted information data from said ridig interface as said downward
nmobi l e station encrypted information d 412nd a nobile station transmitter
for transmtting said upward nobile station encrypted infornmation data to
said radio interface as said upward radio interface encrypted infornmation
data, said nobile station encryption 50 processing nmeans conprising a

nobi | e station decryp§|prodgqsq€E|f or |@od€$si nioiolEl e sigti (B downwar d
transm ssion informati gn dgta bglusi n@sany doymyard| r adi®o| f rafre nunbers
into said downward usegrl's d@d cgapt r oliQil nfRd mat fcon ¢t a a% a fpbil e station
encrypt processor for proce%%ing sai ¢ "gpwar d usBt' s and $Bhtrol information
data into nobile statign ugwgrd trangmjssi ¢n.i nf rmati on| data by using said
upward radi o frane nuniers,| dai djnobi station ¢onversi pn| progessi ng neans
conprising a nobile stgtion rjecepti of iinfoymatioh coptroll er fpr processing
conversi on of said dowjward bi lle stlafli on] =~ [ [
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- e a

encrypted information data into said nobile station downward transmi ssion
I nformation data and a nobile station transm ssion information controller
for processing conversion of said nobile station upward transn ssion
information data and said upward radio franme nunbers into said upward
nmobi l e station encrypted information data, wherein said radio franme nunber
processi ng neans reads said domnmard-#&d#g frame nunbers from said nobile
station downward transm ssion information data for arbitrary use as said

upward radi o frane nunbers. 20. An interface conversion unit for use in a
mobi | e comuni cayi @] system conprising g base Stg@fron rnterface betwegn a
predeterm ned statioh nunber of base stgtions jand |a base control statifon
conffected to a f{xed|conmuni c&ion netwdrk and a rjadi o i nte¥face betwgen
each of said base q%ations and a nobile |stati n,g?aid 51 interface
conversion unit pei T sai d |ba tattrons—amd—satrdase
control station (o d|lvide said base stat|lion interflace into a base stat|i on
interface connecfed fo each base stationf for § bage station side
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i nterf-ace encrypted information data of a base station side frame format
and a control station side interface connected to said base control station
for a control station side interface encrypted infornmation data of a
control station side frame format for cggyfﬁsion bet ween sai d base and said
~control station side frane formats, wherein said interface conversion unit
conprises franme format converting neans for conversion between a first
plurality of subnultiframes of said base station side frame format and a
second plurality of subnultiframes of said control station side frane
“format, where said second plurality is equal to said first plurality tines
sai d-predet erm ned station nunber
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