METHOD FOR SHARING RIGHTS OBJECTS BETWEEN USERS 5 [01] This application claims
priority of Korean Patent Application No. 10-2003- 0057901 filed on August 21, 2003 in the Korean
Intellectual Property Office, the disclosure of which is incorporated herein in its entirety by reference.
BACKGROUND OF THE INVENTION 1. Field of the Invention [02] The present invention relates to a
method for delivering all or part of a rights object (RO) to users. 2. Description of the Related Art 10
[03] Currently, wireless | icafi 0Jogi | ing, and handheld
or portable terminals wit emgg%(gnﬁﬁﬁn%%lﬁﬁ%ﬁmr&v@ ySe dﬁs%qud%r%ée;/ﬁgry ay life. A great
number of additional features have been included with mobile phones. For example, monotone

melody mobile phgnesrgre hsingisnlaceghwitbfishardiasladyimehilephanes AN a2-pharshnelody

mobile phones. More 15 recently, mobiles phones providing 64-chord ring tones have been developed.

Also, demand @bt mOBEEshhbneddthiadhvitoscanyitaledisatarh. Txereity O fdnéRI or
portable multimgglig, lermstalhdave 9@8%&6&@%@&@%%@%%t§@ref@%€y fields or companies
engaged in providing related contents or services, such as ringing Sound downloads, ring back tones,
entertainerd' or characters’ photos or B O/ Bk Mol GG a5 movies and sports, are
rapidly growing. In the|paskigni@etiRiQxiding services were usually free of charge. However, the
trend is changing toward charging for these services. At an early stage, a fundamental problem for
content providé&]wag BKBIFY RETHBIIF B BréehiEns Epgriy T rib s RifeRidddidkers. To
this end, the copspit PreYjdefiss@ld distributors have devised several 25 mechanisms based on piracy
prevention technology. Today, introduction of digital rights management (DRM) schemes that manage
ROs flexibly and convéniBft RGN FOR{SHMIL the DRM scheme has enabled encrypted content
to be freelydistiigytedCerrbisays, &peevsntmecreaipignt frasmexestiting the aeptenidefare puprngsing

the RO associated with it. The freedom in distribution of content enables the users to forward
a Vancing, and %and%e?(fn or portablfe term?nals w?th enhanced muﬂ?medla eatures are
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widely used in everyday life. A great number of additional features have been included
with mobile phones. For example, monotone melody mobile phones are being replaced
with 16-chord melody mobile phones and 32-chord melody mobile phones. More
15  recently, mobiles phones providing 64-chord ring tones have been developed. Also,
demand is increasing for mobile phone terminals with a digital camera. As these
handheld or portable multimedia terminals have become increasingly sought after,
industry fields or companies engaged in providing related contents or services, such as
ringing sound downloads, ring back tones, entertainers’ or characters’ photos or pictures,
20  and moving images such as movies and sports, are rapidly growing. In the past, content
providing services were usually free of charge. However, the trend is changing toward
charging for these services. At an early stage, a fundamental problem for content
providers was extending their ability to prevent illegal copying of contents offered to
users. To this end, the content providers and distributors have devised several
25  mechanisms based on piracy prevention technology. Today, introduction of digital rights
management (DRM) schemes that manage ROs flexibly and conveniently is growing.
[04] While the DRM scheme has enabled encrypted content to be freely distributed to
users, it prevents a recipient from executing the content before purchasing the RO
associated with it. The freedom in distribution of content enables the users to forward
30 the DRM content to friends or family who they want to share it with, thereby allowing

for proliferation of high quality content, its distribution and advertising carried out by its
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30 the DRM content to friends or family who they want to share it with, thereby allowing for
proliferation of high quality content, its distribution and advertising carried out by its 1 users. In order to
play the encrypted content, the recipient needs to have an RO associated with the content. In other
words, the recipient is not allowed to execute the content forwarded from another user without
purchasing the RO. [05] FIG. 1 shows a conventional process of distributing the DRM content. 5 [06] A

first user 101 receives ncrlyd%te co ten%grovidedb achtFnﬁgrovider 130 for execution. ile the
an

encrypted contént can be ?ree]fy ftal é%i{ ed At Hltg rsatE eggé%l}:tia & With t & Botitent 1s

needed to execiste theedawichabatenitdithel thghdirstarder thd terggjursis fourdhasas ) thex&@drdm a
rights issuer 100 in order to te the content, the rights issuer 100 transmits the requested
B PR T R R R R

(purchased) RGO Irst user 01IS en entit cu € content and enjoy
multimedia inforddadtioEontainedsthergine nf@ilaOmoedisefidss uder b9 1he BRIMfisohiwith the content as

the result of ex ing ¢ ame and wants to share the content with, a friend who is a ecgdf ser
102, he fira a0 T e e B e B e A P e
an RO to execeredtteoencViple dhvoenenpted siveidifrom the fliestyugenstoitted hod dsonbutsbran0015

holding o RO gesacipted Wil he saBient feauasts Mediantadssysr 1004avasmhesROE

t
execution. The secon%user 102 can receive the desired content directly from the content provi
300 as well as fldhrehnpchirsipgieha®s) b8 Rhé&corvestithsb TRIWeppsdenterrsasnia Rrgonteahnot

allow a service jis&s f?ts%'@&f@r%iﬂﬂ%&%ﬁ’scﬁ{%er%ﬂﬁgs{@de(%%‘f%ﬁs RN THW IR ANOIEH IS, Tg

address this 20 problem, Japanese Patent Laid-open Publication No. 2003-58657 has proposed a
method f&9 shaheiycatidehse aseaste the eoreahandipnamotnelinesiaiatarvenasops Foke\iRgEen.

Storing informag 0”(%89%@”r’ﬁ@?%@ée1i61%@59{?51%@%8&!48%%%&?59V{H@Fé’éﬁﬁ%t_@g?e%‘ﬁtﬁﬂggﬂ&h

user or terminal; 2. Upon request for transfer from an assignor, creating an encryption ke

encrypting infoitag bW 2 iicEhsate he GRAHSRE A adirienthy e érotisaneyseh Q?n@h‘ﬂ%?ér\@ﬁ‘ypted
information fromprivaie.AremiaRUPIC AeR (SRR ISRWRY (Re e0STYPLORdM (R LPe @SRI9%n RO

to execute the encrypted content received from the first user 101. The second user 102,
15  holding no RO associated with the content, requests the rights issuer 100 to transmit the
RO for execution. The second user 102 can receive the desired content directly from the
content provider 300 as well as from the first user 101.
[08] The conventional DRM approach shown in FIG. 1 cannot allow a service user to
share a rights object needed to execute the content with another user. To address this
20  problem, Japanese Patent Laid-open Publication No. 2003-58657 has proposed a method
for sharing a license to use the content with another user that involves the following:
1. Storing information on a content license in a private area of license
information database for each user or terminal;
2. Upon request for transfer from an assignor, creating an encryption key,
25  encrypting information on a license to be transferred using the encryption key, moving
the encrypted information from private area to public area, and issuing the encryption
key to the assignor;
3. Delivering the issued encryption key from the assignor to an assignee;
4. Upon request of the assignee to transfer the license, authenticating the assignee
30 by checking whether he/she has the encryption key that has been issued to the assignor;
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3. Delivering the issued encryption key from the assignor to an assignee; 4. Upon request of the
assignee to transfer the license, authenticating the assignee 30 by checking whether he/she has the
encryption key that has been issued to the assignor; and 2 5. Upon this authentication, decrypting the
information on the license to be transferred with the encryption key and moving the decrypted
information from the public area to a private area for the assignee. [091 The proposed approach
makes it possible for usef holcﬂ]n? a |tl ense tto exacute t5 content fto tratnsfer th?hlicrf:nse totangther
user. In other words, the us Pis alloWed 10 'Share” the Trdehse 1or the OWined' cOntelst wi n%ethé)rs.e[m] In
the conventionataapfetoad hy hlowisy emaygoiie rkdicandens singpdse ddor e edn arfageadt toy afrcomtert
provider and a ser l%ra%gtgg sa;P%Tgnr%gq%riﬂagg@sqtion on the license resides only in the server. In
other words, th8'Servermust Be Yivolved in s arlngg%ethe license among users. Furthermore, upon

request for trandgfe} frobhahpeassighepptheclsenderspitepastivdn ficatesstitehoddjuest. [ideasdsotexeansfer the

cense for e canlell o e @SHIRe, DS ASRIANEL REeNES A1 ARRIORTRIG. SReNAIOB KEfIQm the
server and delivers”the same to the assignee. The assignee is then authenticated with the encryption
key for use of the kogtenfoinhthiswnay ctheendmitntitead. approach requires a complicated process 15

for transferring licgnsg, S - E 1 g tinv ovi a
method for freelltyiﬁ]raniﬁiﬁ}engyan Q@ﬁﬁ%aﬁ%t@ o} jlg%-tL go%,%i%%ﬁ%%%ﬁé@;@éﬁ E\:éoigteZnt,
between users aR3gkdcbydingoaient aspadenhtidedppesnt phvibatiomahend ihprofidawEomerhdbefor 20

sharing rights aRIegts ARRRAIRY YHIRCOIRRL 16 MSINRE KOMPIEING: GBI AVANL ARSHAQ be

transmitted to a second user within a limit of the rights object held by a first user, the rights object
issued byl& riglths iBeeisecrpeasivees froFHERetAOr G sE AmerHFSt it tiRpsFofo Avarditg astecorsatdd rights

object to the segng User fAlelerably (e aIBOITHIRS CANRISERENERLRG, R Ugs:PRIGREUSING
a public key of the second user 25 before transmission of the rights object. Also, the first and second
users preferablgssignee, the assignor receives an appropriate encryption key from the server and delivers

the same to the assignee. The assignee is then authenticated with the encryption key for
use of the content. In this way, the conventional approach requires a complicated process
15  for transferring the license.

SUMMARY OF THE INVENTION

[11] The present invention provides a method for freely transmitting and sharing a
rights object (RO), needed to execute specific content, between users.
[12]  According to an aspect of the present invention, there is provided a method for
20  sharing rights objects associated with content, the method comprising creating a rights
object to be transmitted to a second user within a limit of the rights object held by a first
user, the rights object issued by a rights issuer or received from another user, and the first
user forwarding the created rights object to the second user. Preferably, the method
further comprises encrypting the rights object using a public key of the second user
25  before transmission of the rights object. Also, the first and second users preferably
transmit information on the limits of the rights objects held by themselves to the rights
issuer at every predetermined period.
[13] Backing up the RO for the user on a backup server not only ensures rapid
recovery in case of loss or failure of a portable terminal but also can reduce the
30  processing load of the terminal.
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transmit information on the limits of the rights objects held by themselves to the rights issuer at every
predetermined period. [13] Backing up the RO for the user on a backup server not only ensures rapid
recovery in case of loss or failure of a portable terminal but also can reduce the 30 processing load of
the terminal. BRIEF DESCRIPTION OF THE DRAWINGS 3 [14] The above and other features and
advantages of the present invention will become more apparent by describing in detail exemplary
embodiments tiﬂ of )f/ith referenc‘ae 'i% the gttachegl d awitn S inf\/ﬁpich: £15 FIG. | iIIustE es a
conventional process oP %%lf%ﬁﬁlﬁg %oﬁfeﬁ?llﬁr%lsc?fbltg \r’fbthfl 5 Mah: reen%ln%n(ﬁﬁ f?)vrlma?;cf%? FIG.
2 illustrates a pronesspphietediiy deaadbiist it uking] & xighdaoh jecb(fd e netd e forette st ftecDéMo
content accordingt an e od}ment of the present invention; [17] FIG. 3A illustrates a document
format of the R8 shown in f’@’.lig,s[i%]wll—nf 3B illustrates a document structure of the RO shown in
FIG. 2; 10 [19] HY. 4Al(ustrdtesrdesument fotiveds pbaesRA digatadiby cocodifiyingadhikgR fghtether
users; [20]FIG. 4B illustrat ument structures of an RO created by modifying the RO for other
users; [21]§;IG?Eﬂ?§§tr}1§%§%ﬂpr clze%gl%%creating, distributing, and managing an RO needed 15 to
execute DRM ddfifentid€corditlytoaterotheresabodineertofeanprdsenbutimgntongbisdohRz] KRG
llustrates & progese plereaing sekiSiruing 8RR NSRIR IR cxeRuI RN anien agsording to
another embodiment of the present invention. DETAILED DESCRIPTION OF THE INVENTION [23]
Preferred embddithentdGf #feipretertsinviogtioenifonoa betbesddiskenin detdf. 20 with reference to
the accompanyjing) drawkyas, [A4LFIG; 2 dlSHRIRS GRIGRESPAE REAY AR Migtrifuting a rights object

(RO) needed to execute DRM content according to an embodiment of the present invention. [25]

Referring ¥8 FIGLY, a fit6t ukbioirpes slossarcat Aghitgisisiéen (RO rresisdobyympdifying the RO for
other users;
[20] FIG. 4B illustrates document structures of an RO created by modifying the RO
for other users;
[21] FIG. 5 illustrates a process of creating, distributing, and managing an RO needed
15 to execute DRM content according to another embodiment of the present invention; and
[22] FIG. 6 illustrates a process of creating and distributing an RO needed to execute

DRM content according to another embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[23] Preferred embodiments of the present invention will now be described in detail
20  with reference to the accompanying drawings.
[24] FIG. 2 illustrates a process of creating and distributing a rights object (RO)
needed to execute DRM content according to an embodiment of the present invention.
[25] Referring to FIG. 2, a first user 201 possesses a rights object (RO) issued by a
rights issuer. The RO currently held by the first user 201 represents rights to play
25 encrypted content for a predetermined number of times. A non-limiting example is
described whereby rights to play encrypted content up to 10 times may be granted.
When the first user 201 shares the RO containing the play rights with friends, i.e. second
and third users 202 and 203, the second and third users 202 and 203 are allowed to play
the encrypted content. That is, the first user 201 creates ROs that specifies rights to play
30 5 times and rights to play 3 times based on the RO defining the rights to play up to 10
times. Thus, the first user 201 is allowed to play the content twice. The created ROs are

forwarded to the second and third users 202 and 203, respectively. In a preferred
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rights issuer. The RO currently held by the first user 201 represents rights to play 25 encrypted content
for a predetermined number of times. A non-limiting example is described whereby rights to play
encrypted content up to 10 times may be granted. When the first user 201 shares the RO containing
the play rights with friends, i.e. second and third users 202 and 203, the second and third users 202
and 203 are allowed to play the encrypted content. That is, the first user 201 creates ROs that

specifies rights to &I)%Y %%tSrttS!}rgusg?Sr%%é}%%sﬁg ztlgé/ 3 times b seg an the RO deflnln% the ri h%géo play

up to 10 times’® If"hus, efi t51% §§/ tt?lé) &on etHPFvsvi%%q hténéersea sdRELSfe

forwarded to thessecpabliard yhiod thsacsipiansc203] sadpbativelysi0? prefeffScddefoboditaéns, the
ROs representing the rights tg play 5 ti an imes are encrypted . using public s of th
recipionts (secul Ac T LB GRS A0 S5 A e S b SRR R0 anc
203, respectiveROwhighginheirnsdaetyktthe Eoorppded BO susiygedhdOsepretdoey sinRoravanding dhe

encrypted ROS,plevents A inaerzed i

art flro usig.the RPS Prc—:-fel abl}/ the ROs are
electronically signed'with a secret Rey of the sen er Pl%t usejrﬁ?(ﬁ?rfeore t?gtrgcs)lrlﬁ%s'% ns,%v]ﬁ(irwg]e\?ents

forgery, tampesaugtakdydehidhofseadamibsionsarti) spdding siseifsehOnbecthetenmniysér2od.has
been satisfied \@/A}E%tgs}egnﬁrg%%l(i? 15%@3@98}9% 61%%@’9@9&38”% {désing the RO received from the first

user 201, the thir creates an RO representing rights to play once based on the RO
representing ridAfd to Plasetlicetbind fanewa?ts thas cheeeshRiad avidurtheusesnRoafterhplR@gntlst be

electronically sigpeaang &RGLYPIRYREIRES HENUTURAIE (o | DGR ORISR GRENHRY SR {gsnOt

limited to a play count but may contain play duration. In this case, a new RO Is created by dividing the
play duratifn inteca@yeralR5 saresciig ightd e tleteenas basied) pctbeldtOrenecsiaidemtiabisnison.

[28] FIGS. 3A apl 3R,jlistle A40rHMan iqunghape stuaiytugh thigdRAehowihin fiGnasRpterring

to FIG. 3A, <rights> contains <uid> and <KeyValue> which specify a contents object ID (cid) of the
RO and a key \ARGE g IDhiéenadeand sy esiadpecdansagistieively. <permission> contains various

permissions <pjayp, <P} AN IEMRYERACRIGY CIRY- 1ARFMAYE the ContantyEE SRR ach
being restricted by <constraint>.
play duration. In this case, a new RO is created by dividing the play duration into several
15  parts, which is constructed as being included in the present invention.
[28] FIGS. 3A and 3B illustrate a document format and structure of the RO shown in
FIG. 2. Referring to FIG. 3A, <rights> contains <uid> and <KeyValue> which specify a
contents object ID (cid) of the RO and a key value with which the content is encrypted,
respectively. <permission> contains various permissions <play>, <copy>, and <move>
20  to play, copy, and move the content, respectively, each being restricted by <constraint>.
For example, <constraint> for permission <play> may be <count> that means the number
of times the content is played, <duration> that means the time during which the content is
played, and <datetime> that means a certain date or time after which permission <play>
expires. In FIG. 3A, <constraint> is the play count of 10.
25 [29] FIG. 3B shows an example of a document structure of the RO. Referring to FIG.
3B, the RO includes constraints, metadata, permissions, and a rights issuer’s signature.
The constraints contain ID of the RO and key value, the metadata contains information
on version and issuer of the RO. The permissions contain various permissions to play,
copy, and move the content, and the rights issuer’s signature indicates an entity that
30  issues the appropriate RO.
[30] FIGS. 4A and 4B illustrate document formats and structures of an RO created by
modifying the RO for other users. Referring first to FIG. 4B, user A holds an RO issued
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For example, <constraint> for permission <play> may be <count> that means the number of times the
content is played, <duration> that means the time during which the content is played, and <datetime>
that means a certain date or time after which permission <play> expires. In FIG. 3A, <constraint> is
the play count of 10. 25 [29] FIG. 3B shows an example of a document structure of the RO. Referring
to FIG. 3B, the RO includes constraints, metadata, permissions, and a rights issuer's signature. The
constraints contain 1D of the.R{O ar}‘ﬁj keg/ vaIugbth((la met@edata containsdi forcrlnatit n OpVve sion and
issuer of the R Yfﬂea%nerrorﬁ%asﬁ)ﬁg Eontaiivarious poenrmlsfl%rr%l%%l% %y,e (I:Icl)ff:)y,1 ANt move 'theé c%rnetent,
and the rights isgihes'ssighatutiecingipaipsaa eotitynthap 30 is6uamihe dppropriate Betef3@hFRESE. 4A
and 4B illustrate document formats andstructures qf an RO created b ifying the for other
Cero. Reforrm T er N EHE Iy LB hae i e e € B Sh o R B R e
on the permissionsidafimet iththRRPswetidl dre righitsssaglaththesapAroprate aoROnteppetontidgimes,
the user A greates a epresenting rights to play 5 times in order to moeve the created RO, to user
B, 1 this case. 8 SR A PR ED & B B B SRS
representing 5 speciightth¢o plagificatinmess awdeelbas throveserem ofltimgightbsaptay Seiriodscindatder to
specify the modjficati t e uri e t periedi ta_fr ISSi jth the
rights issuer. Mq(i%{ggg%é g%“tﬁﬁ?‘h%ﬂé%ﬁéégﬂgbi |estt Hé%gtr?%{{é%r%%ﬁ?@geﬁécggaééﬂgm%gﬁﬁg?nd
permissions spbeifpatractheiaihfis weeplBy Sidipersifsianstpeni f dbeldthe aaghyts tiveplge S AisighBate

appropriate colymg %&Qgiﬁatiégtz&,ﬂ?ﬁé( ﬁ?ep“%”ﬁgh‘éeﬁ@aa‘if‘gfﬁﬁﬁﬁé“@o[ﬂ%”ﬁ%"]‘ﬂ?&l%at@Qﬁﬁ‘tetﬂgﬁre

hand, metadata of the RO created for the user B Specifies that the RO has been received from

user A, an@ perhfissiohves e arads shaghed dscpligns tmietéteuahﬂyhanﬁgmt@rﬂétmﬁ%é?@ fgiéede that
the RO has begp greaied BYsHaeiHsetfe IHeRRheauaH e iigusenBis fRewardeg g NrslB and

content is executed within constraints imposed on the permissions defined in the RO. 15 [31] FIG. 4A
illustrates docuiAdiatatEsan RO erbaed fortiber BIEAWROWMRFIGIdBagibahdelddifiad RO

for user A. Theypggified R@CaRiaRs A NeH:RETRISHIN SMAYESBERIMIRGFLY eI ERRE IR Aights to
play 5 times, user A's signature, and other
content is executed within constraints imposed on the permissions defined in the RO.

15 [31] FIG. 4A illustrates document formats of an RO created for user B, as shown in
FIG. 4B, and the modified RO for user A. The modified RO contains a new permission
<move> specifying movement of the rights to play 5 times, user A’s signature, and other
information. The RO created for the user B specifies the rights to play 5 times, user A’s
signature and other information.

20  [32] FIG. 5 illustrates a process of creating, distributing, and managing an RO needed
to execute content in a digital rights management (DRM) format according to another
embodiment of the present invention.

[33] A first user 501 holds an RO specifying rights to play the content up to 10 times.
The first user 501 creates two ROs representing rights to play 5 times and rights to play 3

25  times and transmits the same to second and third users 502 and 503, respectively. As a
result, the remaining RO currently held by the first user 501 contains rights to play the
content twice. When the third user 503 creates an RO representing rights to play once
and forwards the RO to a fourth user 504, the remaining RO held by the third user 503
contains rights to play the content twice.

30 [34] However, the first or third users 501 and 503 may create an RO beyond the limit
of the rights to play defined in the RO held by themselves, or forward a legally created

RO to many users at a time i.e. by tampering with software with malicious intent. To
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information. The RO created for the user B specifies the rights to play 5 times, user A's signature and
other information. 20 [32] FIG. 5 illustrates a process of creating, distributing, and managing an RO
needed to execute content in a digital rights management (DRM) format according to another
embodiment of the present invention. [33] A first user 501 holds an RO specifying rights to play the
content up to 10 times. The first user 501 creates two ROs representing rights to play 5 times and

rights to play 3 25 times and transmi e to second and third users 502 and 503, respectively.
A rosult neH SN BCFELITEty 0 55 T ol as B Ao B B . Etent
twice. When thésthind50$est50gutiestas ancR@lsefesextingleightsiteplayagrfoewanttfeivardsRios RO to

a fourth user 504, the .remainin hel the thir er 503 contajns r(i%ﬂs to the content
oAt i et s o A R sa i Sty g D
rights to play defigedvieryhecROohélieby thgmselves, or forward a legally created RO to many users at

atimeie. Qyt ri ith soffware-with malicious iptent. To vent.the illegal use.of ROs held by
the users, e 0N modt b ot Sal s REPh o S N bR R Ra e
the users may fmtwara tHeir lowin ROghetdRBehidhtbyissudr 50¢ earch tniehaldeby R isightatsduer-at

predetermined #H&%HL- Lvaly ﬁ%sgd?s‘égélgg‘f( ‘is%f&@gﬁcrg@(é& %@%%E&'\JR@E@@ fﬁfé"’r?’éefl after

a long period of time, there may be a diScrepancy between the limit'of the RO y each user and
that held by thetidgbmitisduty. l@coghtenissust thik) disEhepancysisltopetipdelatsentesa petiodiovibad/hich

the RO is transpifted o e HolisissHEF a0 pRatilR, ARINSPEUGHRHERSE St URHIC IRAGAfric

decreases, but possibilify of discrepancies increase. As the period decreases, the traffic 10 load
increases! Gut prrskibisastisdBtrepsitidy aédisespa8sl desispeterable to encrypt the created RO

using a public kay0f 1 QCINEDL, FaSH USRIt AR LANREU RS SR WPHRBIROREG IOl RRBRACSSLh
Uniform Resource Locator (URL) where the encrypted content is located to other users together with
the RO associai&dl SAniransptiberencrypted content or an address or Uniform Resource Locator (URL)
where the encrypted content is located to other users together with the RO associated
with the content.
15 [37] FIG. 6 illustrates a process of creating and distributing an RO needed to execute
DRM content according to another embodiment of the present invention. A first user 601
can store an RO issued by a rights issuer in a backup server 640 connected via a wireless
or wired network. As described above with references to FIGS. 2 and 5, the first user
601 can directly create the RO and forward the RO to second or third users 602 and 603.
20  However, in the illustrative embodiment, the backup server 640 creates ROs for
transmission to second and third users 602 and 603 in order to reduce an excessive
computational burden of electronic signature and encryption. That is, the backup server
640 creates the respective ROs for the second and third users 602 and 603 based on the
RO of the first user 601 stored thereon. The created ROs are subjected to electronic
25  signature and encryption. The backup server 640 receives a secret key of the first user
601 for electronic signature and public keys of the second and third users 602 and 603 for
encryption from the first through third users 601-603 and performs the electronic
signature and encryption on each RO using these keys.
[38] Meanwhile, the first user 601 forwards an address or URL of the backup server
30 640 to the second and third users 602 and 603 so that the second and third users 602 and
603 can download the created RO from the backup server 640. Here, the first user 601

does not necessarily forward the address of the backup server 640 but may instead
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15 [37] FIG. 6 illustrates a process of creating and distributing an RO needed to execute DRM content
according to another embodiment of the present invention. A first user 601 can store an RO issued by
a rights issuer in a backup server 640 connected via a wireless or wired network. As described above
with references to FIGS. 2 and 5, the first user 601 can directly create the RO and forward the RO to

second or third users 602 and 603. 20 However, in the illustrative embodiment, the backup server 640

creates ROs for transmissian {9 sgeond %’&daﬂéig?n‘%é%?e%0802“%?688%”fr%qet{}é%%%‘fc%e% exegesive
computational burden of electronic signature and encryption. A& iS; the Bac up SERRIB40 reates
the respective Ritdslion thensedtahd smokthirtheisaresndQdridroQ3doased anlthes, R&pettivelfirst user 601
stored thereon. %ecr ted ROs are subjecte el nic 23.signature and encryption. The pbackup
Sover 640 recvEs a LOESE RIS of B E o A Bl R R S e
second and thinpubersag@2iarnticcBakop sercrpéith Famlibdifisstiterot@h tAihd dsedsusel 6603nsmd
performs the electronic signature.and encryption on each RO using thes ﬁe S+ [38] Meanwhile, the
Fret user 601 T RO o ATOL e e B By R e R i v
602 and 603 sdhatefldesasoHd and third users 602 and 603 can download the created RO from the

backup server . Heyr, jrst user - e il the.address, o up
server 640 but %@y in‘z\@g‘gﬁ%églﬂfg%tﬁ%glj?%qf %%e?rﬁogeﬁ%ﬁsdﬁ %gﬂ{ uggegrg lg(%g gﬁ% 6%1%%%?2%#@
backup server 6a@sat tivshusanspictecstmkatdhheighisdnd kdlbiedonzeies 60Rtanid 88, After

respectively. [3g].THRSREPRB LY Qlﬁdh%%rﬁﬁgzt%‘goﬁpe%{nﬁé’h@ﬁ?wa&'?%ﬁ%ehreﬁ%eﬁ‘é%q Roked %@Ck' up

the same in the backup server 640 like the first user 601. The third Usér 603 may 5 create an RO for a

fourth usei0s04wittinghethackapkap seprdr o caiithe fivstivper S0ArsuRenteldolds itbe IFigho]tvealywhile,
since the first usgr 601 USRGHUS RigY féﬂi&%&ﬁ@gﬁ&ﬂ%@ MO0 BT EARJISIAUSEE GPLLpiently

has the rights to play the encrypted content twice. After the first'user 601 again has played the
content, rights &Py fieehgvieseie@hl HAdRe Pk uD skitsin Ghe wheripesBitiersea oW Hseasethdirst

user 601 currentlyihilds e sighisdaiRnisRlayeReaIPTE (ihiaJissigRancy can be solved by
automatically backing up a play
[41] ~According to the present invention, users are allowed to share their ROs with

15  other users within the limits of the ROs without server’s authentication.

[42] Furthermore, the present invention ensures safe use of the purchased RO using a
backup server for backup of the RO. When a memory or processor of a terminal does not
have sufficient capacity to create an RO, the present invention can solve this problem
using the backup server.

20  [43] Although the present invention has been particularly shown and described with
reference to preferred embodiments thereof, it will be understood by those of ordinary
skill in the art that various changes in form and details may be made therein without
departing from the spirit and scope of the present invention as defined by the following
claims. Therefore, it is to be understood that the above described embodiments are for

25  purposes of illustration only and not to be construed as a limitation of the invention. The
scope of the invention is given by the appended claims, rather than the preceding
description, and all variations and equivalents which fall within the range of the claims

are intended to be embraced therein.



count of the first user 601 in the backup server 640 when the first user 601 accesses the backup
server 640 and there is a discrepancy in the play count. [41] According to the present invention, users
are allowed to share their ROs with 15 other users within the limits of the ROs without server's
authentication. [42] Furthermore, the present invention ensures safe use of the purchased RO using a
backup server for backup of the RO. When a memory or processor of a terminal does not have

sufficient capa g%g,relat% ea&go, the present invention can solve this problem using the backup
server. 20 [43] Sent invention has been particularly shown and described with

reference to preferred embodiments thereof, it will be understood by those of ordinary skill in the art
that various changes ih form Andetlstdifernbaring rigide dhisetirnwitbiotid dapuetintgftononhuisipigit and

scope of the present inyeptign,as AINBLAY I 6JMANING HAME JRAIEINE. {0 De;kRdEFSiRod

that the above described embodiments are for 25 purposes of illustration only and not to be construed
as a limitation dfght ipRieatibaldTine asitsparsst tHbeimantiohirepiveredypihe Hpbendeclirrscrseder
than the preceding, gﬁémgpﬂg& apgl all variations and equivalents which fall within the range of the
claims are intended to be embraced therein. 8 What is claimed is: 1. A method for sharing rights
objects associated withedhteRteeistiig: e semedightieRisfbée theeepadsiftied to a second
user within a limit of the rights object held by a first user, the rights object issued by a rights issuer or

received 5 from another useThenghdhidirst eearforwritheg tompreatedrghisiabjest taghe seaand
user. 2. The method of cl)ai 1, fu tHer comprising encrypting the rights object using a public key of
the second usePBRGHEAPL e RISSIdReCHHE NS LRG3 PHE IRBPEHOF ET B Rhrther comprising
the first and second users 10 transmitting information on the limits of the rights objects each hold to
the rights issuer at a predetéfheinedthatiod. daifihe misthioa ebobpinsifg farthérsomprisiogndlestronically
sighing thﬁ) transmitting information on the limits of the rights objects each hold to the rights issuer at

a predetermined period.

4. The method of claim 1, further comprising electronically signing the
created rights object with a secret key of the first user before transmission of the rights

object.

15 5. The method of claim 4, further comprising encrypting the rights object

using a public key of the second user before transmission of the rights object.

6. A method for sharing rights objects associated with content, comprising:
backing up a rights object held by a first user on a backup server coupled via a
wireless or wired network, the rights object issued by a rights issuer or received from
20  another user;
the first user accessing the backup server and creating a rights object for a second
user within a limit of the rights object stored on the backup server; and
forwarding an address of the backup server so that the second user can download

the rights object created within the backup server.

25 7. The method of claim 6, further comprising encrypting the created rights
object using a public key of the second user in the backup server before transmitting an

address of the backup server to the second user from the first user.



created rights object with a secret key of the first user before transmission of the rights object. 15 5.
The method of claim 4, further comprising encrypting the rights object using a public key of the
second user before transmission of the rights object. 6. A method for sharing rights objects associated
with content, comprising: backing up a rights object held by a first user on a backup server coupled
via a wireless or wired network, the rights object issued by a rights issuer or received from 20 another
user; the first user ac ssingjtpe ba up server anéi e ting a rights obljﬁct oras cond user within a
limit of the rights object stored on'teBac uﬁ gler}lver; and Torwar |rllsgm§n addréssof the Ogckld%ersserver
so that the secoradsusietricaimtownt@adoihberijhis ol jhet iigbatedjuvithiadh ddldakupesaghesr iRber .aT he
method of claim 6f falé{hrenrmclgmégrilsilag encrypting the created rights object using a public key of the
second user in ?tlt]?eebacff(up server before transmitting an address of the backup server to the second
user from the first user. 9 8. The method of claim 6, further comprising the first and second users
transmitting informatich on thEmnetaedhefriglimopjebisaachomameitmgheleighesicdbestemniag the
predeterminied perjad. 9o tbesRetheahof clail Re{Hinee sauRksing slestioncelVesisning the
created rights object Wlt%l a secret key of the first user in a backup server before the first user
transmits the adeRegawsmHes thadddicsepfdheduskiserster i die $ecomdaifiethod of claim 9, further
comprising encrypting the rights object using a public key of the second user before transmission of

the rights object to the] zeconmhéIseEHOI®F claim 9, further comprising encrypting the rights object
using a public key of the second user before transmission of the rights object to the

second user.
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