COVMUNI CATI ONS SYSTEM PROVI DI NG EXTENSI BLE PROTOCOL
TRANSLATI ON AND CONFI GURATI ON FEATURES AND RELATED
wWORIDSORB9s-i el d of the Invention [0001] The pr eBENUS2004/005729
invention relates to the field of communications
systens, and, nore particularly, to comuni cations
systens using nultiple operating protocols for data
access operations and rel ated nmethods . Background of
the I nvention [0002] Software clients operating on or
in conjunction with a conputer systemare often used
to access data stored at a server with which the
comput er system can establish comruni cations, such as
through a I ocal area network (LAN). In many instances,
the data on the server is accessible only through a
particular protocol, which in turn tends to limt a
user to a particular client. Simlarly, a particular
type of client is typically configurable to operate
with only certain types of servers or protocols. In an
e-mai|l system for exanple, in which users have
associ ated nai | boxes on a mail server, a particular
protocol and often a particular nessaging client is
required for email access. There is no single standard
nmet hod for accessing e-mail stored on a server.
Instead, there are several inconpatible protocols
def i NEPNONEGADBIRNS cFERIVEM RROVGIDINGZ RKTENARRIE PROTOCOL
[0003] Each ZTRANGHGATION &NDeGONZETECUBAIAQNaREATURES
application may have AND REXRTEIRMETFHODS es and needs.
For exanple, a POP client accessing a mail service my
require a list of unique identjfiers (ULDs) fromthe
server, whereas a = ot only the
UquOOQQH als@h% %%%E%%E 1%v%%%&bﬁpr%ﬁ%W%%rtglE%%tfﬁgid of
require not only U D and subject, but also information
r eg@odintg Leesdage swisgiemst i end, dabee papticaleelyet ¢o

communications systems using multiple operating
protocols for data access operations and related

methods.

Background of the Invention

[0002] Software clients operating on or in
conjunction with a computer system are often used to
access data stored at a server with which the computer
system can establish communications, such as through a
local area network (LAN). In many instances, the data
on the server is accessible only through a particular
protocol, which in turn tends to limit a user to a
particular client. Similarly, a particular type of
client is typically configurable to operate with only
certain types of servers or protocols. In an e-mail
system, for example, in which users have associated
mailboxes on a mail server, a particular protocol and

often a particular messaging client is required for e-



When devel opi ng a service that can handle all of these

needs, it would a nore efficient use of bandw dth and
WEe@soEIg power, both on the server and on aPCHU§®D4/005729

data system such as a mail store, if only the

necessary attributes were requested and returned

whenever possible . [0004] Anot b ' h
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client mght request that a nessage on the server be
del atedsehomel eincimsi et of prehove by defined Hey tTamlous
of the.req the.service.has to wait until the POP

uest ,
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thepett®r hanghch hea tegsapeoshold ehbeadedes by an
i mredi ately in response to _a del ete request,

tely | 000
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application perfornmance. To inprove performance, it

of t eaquikesa sehse ¢6 cacheeredehtsfienm &UHash Sroprethe
to nore quickly respo to,a follow - on.r t
neSEFTSht . PP et At BBt G b FriRenbr gL Ratis oA [f ne
appiisa} i Bt CansgUh Ckhyjose. UR abskavpi bablesenolyent may
Even caching the data on disk can lead to disk,sgace ,
probeansre 10b0eplytUIR andospbierbl ePth atgesiniormation

mul %gg%‘dg@éﬁ?gggggssowgingeysndi hfecentncapabhbbliesc.

or Suppor erent nechani sms for querying
i nf whenat denelbpihbi 8 saseiceoteatanaguhekiiyebatdmef these

convol ut ed, when attenpting .manage mul tiple_an

T Perant  ibquaet: opBerePab8i A atE B BfngMfarn ana
apppegehgesihgveoheen devel epednéosepreyi dhigon a target
comruni cati ons” bet ween systens and devi ces_usi ng

di f flekensyepenasiialy pFotoBals. stRESsuéh approitR Pgcessary

set forth in.U s PaLent -Nay 8r61p212,L8 HEREvEL

al . 25 ' whi6R 4 Fransgoglng proxy server receives a

reqpeskiboe.content froma client nachine.
[0004] Another problem is that each of these clients
may require slightly different behavior in response to
a request. For example, a POP client might request that
a message on the server be deleted, however, instead of
removing it at the time of the request, the service has
to wait until the POP client issues the QUIT command.
For a WAP client, on the other hand, the message should
be deleted immediately in response to a delete request.
[0005] A further problem that frequently occurs when
building an application has to do with memory
consumption and application performance. To improve
performance, it often makes sense to cache results from
a data store to more quickly respond to a follow-on
request from the client. If data is stored in memory,

the application can quickly use up all available



The transcodi ng proxy server retrieves the content

froman originating server. The retrieved content is
woe@siogilgas in a first format type. In response POI/ES2004/005729

determination that an increase in efficiency would be

obtaLne? by allowing the client to process the content

in the first format type prior to transcoding th ,

coﬁl‘%?ﬁrfi’nt%v%ns%%?}ﬁjo‘%/?o*f}ﬁ%té)‘?%e?n t%esslf r%?‘%g]o%% go disk

Pr oxys SeryLspe&aMls the content to the client in the

first format type. [0008] Furthernore, in response to
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format type and sends the content in the second format
to teeslient.[0009] Despite such prior art

app s, further protocol _tr ' r
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of the foregoing background, it is therefore an object
of #p@ PerEsent TRiRAtFoRIEHEDY o@Pﬂ%aBl%%rﬁﬁ%Y%%?f%ns ne

Sysé&@hPéﬁﬂ%Q&Bﬂ enhageed, pper 8t i HYsPrpLeEQE No. 6,615,212
conversi o eatures and rel ated nethods. [0011] This

andtot bettabgeces, , f éatwhésh andradvepdigesPrexy server
accordance with the present inventi are '
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plurality of different operating protocols, and a
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determination that an increase in efficiency would be
obtained by allowing the client to process the content
in the first format type prior to transcoding the
content into a second format type, the transcoding
proxy server sends the content to the client in the
first format type.
[0008] Furthermore, in response to a determination
that the client does not have content processing
software for processing the content in the first
format, the transcoding proxy server sends content
processing software for the first format type along
with the content in the first format type to the
client. The transcoding proxy server then transcodes
the content from the first format type into the second

format type and sends the content in the second format

to the client.



al so use at |least one of the plurality of different

operating protocols. The system may further include a
w@e@soe@bs i nterface device. In particul ar, theP@Frosmooh05729

interface device may include a protocol engine nodul e

for comunicating with the plurality of data storage

devj ces using respective operating protocol.s, an
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respective proxy nodule for communicating with the
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one common core se he proxy
nodpd@s0] [ 0012) ~Adshi toDnale yfotdpofnpritaengrquoky it is
nodul e may al so i ng¢l ude onfiguration file nodule .
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set of configuration fiJes for custonizing the core
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plurality of data storage devices, and/or renderlng
dat eapéoetihg protatpty. ofhe system may further include a

protocol interface device. In particular, the protocol
interface device may include a protocol engine module
for communicating with the plurality of data storage
devices using respective operating protocols, and a
front-end proxy module coupled to the protocol engine.
The protocol interface device may further include a
respective proxy module for communicating with the
plurality of mobile wireless communications devices
using each different operating protocol, and at least
one common core service module coupled to the proxy
modules.

[0012] Additionally, the front-end proxy module may
also include a configuration file module coupled to the
front-end proxy module for storing a plurality of

different sets of configuration files relating to



nobi |l e wirel ess communi cati ons devices. |n other
words, the front -end proxy nodul e advantageously may
wheoossedItni t h numerous types of operating protPCDUS2004/005729

yet still use comon core services to route traffic,
aggess data, and/or render dat a. This provides greater

e |C|enC|es s wel | reduced co 0
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handl ers for processing t hereof . Moreover, the
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service nodul e may al so include an extensible mark -
up bangiagéatxabpleegthenmodul e coupled to the
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[00 aspect of t e invention is for
i nt eefraceng anplurakebgepingoBpate @pretbesplurality of

g?ggg é&gtaggglgggl88%m$%£ga%18|urgg%ggegf ggtgther words,
the front-end proxy module advantageously may be used
with numerous types of operating protocols, yet still
use common core services to route traffic, access data,
and/or render data. This provides greater efficiencies,
as well as reduced complexity.
[0014] The at least one common core service module
may include a plurality of handlers for interfacing the
proxy modules with the protocol engine module. More
specifically, the plurality of proxy modules may
convert access requests from the plurality of mobile
wireless communications devices to common access
parameters. In addition, the front-end proxy module may
also include a flow controller module for receiving the

common access parameters from the plurality of proxy



devi ces. The nobile wi rel ess comuni cati ons devi ces

and the data storage devices may each use at |east one
wohoog/opl4es al ity of different operating prot ocoPGT/UTINe4/005729

met hod may include providing a protocol engine nodul e

for comunicating with the plurality of data storage
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modul e may include a respective proxy nodul e for
conpuotcabl negnevitd mb@dupd unay | CYUHIN D¢ 15 S| R sEOmUON

connugic tions d@Vins usi ng each different operating
pr ot BEof F2andP At " 7%€ast one common core service nodul e

couppedst o t heyprexymebdul €se dhelarsthoshemyommon core
furtherincl ude Eroviding a configurgtion fil e nodul e
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include a’front -end proxy nodule, a protocol engine
nmodukenséndmattonéi gEBAT) oangihe module, Bprefxample.

Descri pti of the awi ngs [0018] FlI i
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is a schematic block diagramillustrating_the protoco

i nteefinde devi sbosinghe BPAHFBALEN PENESBYSRERFOf FIG

L ARl OOl B Copa et eermL

profpomsdul e af method aspect of the invention is for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices. The mobile wireless communications devices and
the data storage devices may each use at least one of a
plurality of different operating protocols. The method
may include providing a protocol engine module for
communicating with the plurality of data storage
devices using respective operating protocols, and
coupling a front-end proxy module to the protocol
engine module. More particularly, the front-end proxy
module may include a respective proxy module for
communicating with the plurality of mobile wireless
communications devices using each different operating

protocol, and at least one common core service module

coupled to the proxy modules. The method may further



the protocol interface device of FIG 2 in greater

detail. [0021] FIGS. 4 and 5 are schematic bl ock
wale@gnamss i | | ustrating an al ternate enbodi nent POf/US2004/005729

comuni cations systemin accordance with the invention

I mpl ementing an extensi ble proxy architecture simlar

to that of FIG, 3. . [0022]_FIG 6 is chenat. ¢ bl

di ayt ‘gq R attethat & %%O%f%t]zee e olfloecoﬁboro%e

i Nt efd e devd £ PfmddiBe Zod 023 idd G plumelBity of

schematic bl ock diagram further illustrating the

pr ol bElt r ey ¥R | @05 LIy ikt ocbted nterdEg to

devic %P% |0t e ﬁ%%@&t {@%Lgtesl £
the(?lef%%e{%%lﬁo érgé icg gfegsc emat | c&{)l ock di ageraasm one
of asmmabit et esembiock mesduld. t he prot ocol engine

nmodul e and i nterface conpecto

modul es of, FIG 7
[00bef G ' & iBF G QRPh A T B OO Tl h e T tidnce
anof e @hd efnad o esbah cPidd he pProtecotdipt ety aciule
device of FIG 2 . [0026] FIG 10 is a schematic bl ock

di agrdne afryeecahtheinel tednbt e Fhorli pRmtlFIrahen file

proto interfa e : 7
R
pr oé e&@blé nties fases deva ceomputd Grr@adalp DO28Fd FlnG 1112

is aflowdiagramillustrating operatjon of the fro
e EPES FB BF GFNF RE SIENE | DOPHT L HB 1A% TEHLT] By
di agham gb! ystrati ngnQ g%f@ig( Oflo @14 Nea CorpUat6at éRBne
systemof FIG 5 . [0030] G 14 is a f]low diagram

i | |l msdundei ngndpereaenbhgetathen pfbtocePdiheer f ace
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illustrating o

i nt eobagp conpestor Hedal eshehatl& block[903gtakl & 4

'S gogggx&géggéggwé;égg%rfﬁlQgcordance with the present
invention.
[0019] FIG. 2 is a schematic block diagram
illustrating the protocol interface device of the
communications system of FIG. 1 in greater detail.
[0020] FIG. 3 is a schematic block diagram
illustrating the extensible front-end proxy module of
the protocol interface device of FIG. 2 in greater
detail.
[0021] FIGS. 4 and 5 are schematic block diagrams
illustrating an alternate embodiment of a
communications system in accordance with the invention
implementing an extensible proxy architecture similar
to that of FIG. 3.
[0022] FIG. 6 is a schematic block diagram of an

alternate embodiment of the protocol interface device

of FIG. 2.



operation of the protocol interface device of FIG 9.
[0033] FIG 17 is a flow diagramillustrating

wopesaries of the protocol interface device of PEI/GS2000005729
[0034] FIG 18 is a schematic bl ock diagram of an
exenpl ary nobile w rel ess comuni cati ons device for

use P t he ent .invention. Detailed Description of

t he @&%&grred%éﬁgogiﬁﬁh@éSf@ﬁggﬁﬁfh?lﬁFéséﬁ@gFﬁybﬁFF$ﬁer
wi | 11 ldow the tdesc ihize ¢ riior: oflulehyy iher gicb@hlelc MWt protocol
refeéince to the,accogpan ing drawi ngs, in which

pr eff S FEd 3EF0 SGVHESt §Tof e 3i AvEninGe réeees vonnecTiirs

I NVeRbh9R ST Rgwever, be enbodied in many different
forms and should not be construed as limted to the

enbd@ORddt s sELGR ot hsher eichemRatibeb)l obhes@agram of an

enbQdinents are. provided so that this disclosure wll
be gﬁgg%ﬁaheaﬁﬁbggﬁﬁﬁ eP%aﬁ SWPIEPTPEPLy SBghRey mPRBLe and

scopetef-fube icovestiter heduheseoskipked;in the art.
Li ke _nunbers refer to |ike elenents throughout, and
pri hd9R8d at i 0B I&nd it RpEehprik@cnbilatkodiageansed toill
i ndj i o I ternate enbodiments
Tur oy g ow tooET a1 ongegi Rt B Ph] BERE Pk 1ot erface
i ncHadeseaopr 8f6¢cok.i nterface device 14 that provides

st orage_devi ces or

acc ap ality,of dat ,

sys?éﬁ%%TG, 1%?&20?6Tﬁ§ éoﬁﬁﬁﬁ?@BFFoﬁ%°§§s?éﬁ?16m_Of yet
i || asbtBtivelyeknetydespaaphuhal bky+RE SPBPYRLEAt [P0 Fa e
devi ces, nanelgGa nmobil e wirel ess communi cat1 ons

devigBlee aﬁqF eoﬁﬂunications.device 12 connected to
the[édé#?”‘V'ﬁlé.mﬁgeﬂsCQ”PES%!89%95%%“§%%ﬁ%ggéﬁggggé

various nobile wreless conmuni ca
usedpénattonr dintkewbrbtbhel i hveatfone se¢hcasor rIc. 2.

per dat a sistants (PDAs), cellul ar_tel ephones,
etcf8§§§Lxeonﬁ$y bt e w + &Y ed52 ¢t LasF pasing

devoserddi ol babtge f BFopELa M tHr ﬂ%&?f@tofn%f@yi§ﬁ
is described in the exanple provided bel ow w t
ref O@ERE to H& 13.1idbrebler, dibxanph esl biistaethg

COMPUDELAL 0NSF the communications system of FIG. 5.
[0030] FIG. 14 is a flow diagram illustrating
operation of the protocol interface module of FIG. 6.
[0031] FIG. 15 is a flow diagram illustrating
operation of the protocol engine and interface
connector modules of FIG. 7.

[0032] FIG. 16 is a flow diagram illustrating
operation of the protocol interface device of FIG. 9.
[0033] FIG. 17 is a flow diagram illustrating
operation of the protocol interface device of FIG. 10.
[0034] FIG. 18 is a schematic block diagram of an
exemplary mobile wireless communications device for use

with the present invention.



devi ces include personal conputers, telephones, fax

machi nes, etc. O course, nunerous wired and w rel ess
waelewsozE9say be used, although only two are shPOEUB2004/005729

the exenpl ary enbodi nent for clarity of

illustration.[0036] The communi cations devices 11, 12
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a wisetiesise conmurRaidtéon tetswrenddlingnt e traper othigd so

net wor ks, as [l (e.d., a lic..sw I
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appf £l atedi Pycthose skl seshbé ot henarinvgOBd] Thechose
various functions and operations of the protocp

i nt ekfhted dewi Ble 13T hr el bFRFRVABEYS | Tt eheht et 5 elements
sof L way at] QEibh £04] HALtiOle prime
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i || ustavibnebyebusddesot hedsoft @asemel aeneseBEnNEHeln
comuni cat | ons de%ices 11, 12 and the data storage
devEB8TRBC 180981 "B fiuni cati ons bet ween t he

pr Oﬁéefﬁhn?nhsm aserdevi te ddcothentoaniiohsasionsm 10
devices 11, 12, and the data storage, devices. 16,

18, .
20 anelpdeterabrgtoralainraefareadnst @or k4 (WARY BHRKIdes
as the Internet. . That.is, th lL.caki gps i deyi ges
11,afﬁeﬁﬁyggoﬁnﬁ%nggékgﬁ?% ?ﬁggg?g?%§§| interface
devigetddsvis,t he, | ader ke, cammnotedtabosesyahansdOt oo

may Lhe protocal T nterface deylge.¢omuakealanthiBat 18ns

devices, namely a mobile wireless communications device

11 and a communications device 12 connected to the
system via a wired connection. By way of example,
various mobile wireless communications devices may be
used in accordance with the invention, such as personal
data assistants (PDAs), cellular telephones, etc. An
exemplary mobile wireless communications device 11
suitable for use with the present invention is
described in the example provided below with reference
to FIG. 18. Moreover, examples of wired communications
devices include personal computers, telephones, fax
machines, etc. 0f course, numerous wired and wireless
devices may be used, although only two are shown in the

exemplary embodiment for clarity of illustration.



storage devices 16, 18, 20.[0038] O course, other
i npl ementati ons are al so contenpl ated. For exanpl e,
wo b@speabocol interface device 14 may be inpl eP€nUSINOH/005729
a private network that also includes the data storage
devi ces 16, 18, 20, the communicati ons devices 11, 12,

or he ta storage devices.and t .
conﬁﬁﬁ?égtion YeVT e %ﬁEﬁ?n?rQ%Y%ﬁﬁémil1tl%rEXH%F?%QY
not eglethaé $HEPL LS ent i dmyeNtionch Satd SOFWWRYrd inddielks or
to any_ particul ar connection or conmuni cation scheng.

[ 0030P 1 That Heka Shak e Hve c&id 96, 11 800G ok datdh

to c h .clie : ;
e L A L i R T

cl i eatssareocoafa gerabt@ 40 cie ect | iyoae cebstiverdaiia

types of data stor i ces ey, are .often data
sys?Eﬂ?%%%cé?Y%c%§aggbgﬁ%bla%%e%&fg%FO%@PrﬁﬁﬁwQ?ﬁ§FCOl
bri eftyrpheyededee oI tTEsEArsyi1D8d constiai aed will

el ectronic devices such as the nobile wireless
conrpRteal #ba Hewt caudh, comueRbedt i ponelsVhebral so
CSOHEESSe ANLLEOPTURLEANLO0, CLRRSE COALALLEMSALESs,
may preclade the rnstall'ation and operation of

sof ¥imack khienhst hawemgetbiel sanky capaon | id i BEG asl those

commonl used on. desktop and_| apt op conput er, syst ens
forcw_]siﬁfy'nﬂ’e‘? Ihfja‘ﬂﬂFf?Bﬁ?nmdepé tﬁ%@?}%@éf?aﬁ%r{“ 1le
nul ;i pLe=5of t¥mhen cthenbss f Qvacsess) N dasarstof&gelient
devi ces associated with different protocols is

f easppienieatedskibh bhe Paptepotorpeeiagystenkce 14 via
proyi di t] - I t.Qn

Donbi PR ,nc L 00p! pEUROOE!y 00 SYinage oxnes
dat acsivorRgeadevetes (46qg. 18a 20baie sereshedl eclspngne
different_ operating protocols or access s

. A .
suchetvREXpABEObI OF ntRP f 2RESHRSF te 33 %%ﬁggggza?$ﬁgClated

dat gy stQragesfeyi 6§SiA6¢nd8ar20 via an operating
protocol supported by respective data storagedevices,
and[pP3Vi des Bacaveolohe fonmbhPrat foAscdevateong, ofpthe

Viap%o£8%8$03£¥grggggn&e%fygpfﬁtggeoggéféiggly implemented
in software operating thereon, or in conjunction
therewith. The protocol interface device 14
illustratively bridges the software clients of the
communications devices 11, 12 and the data storage
devices 16, 18, 20. Communications between the protocol
interface device 14, the communications devices 11, 12,
and the data storage devices 16, 18, 20 are preferably
via a wide area network (WAN) such as the Internet.
That is, the communications devices 11, 12 may
communicate with the protocol interface device 14 via
the Internet, as noted above, and so too may the
protocol interface device communicate with the data

storage devices 16, 18, 20.
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protocol. The protocol conversion functionality of the
protocol interface device 14 provides a unified
wap@soaabs t 0 support access to nultiple types PET/USL084/005729
system A s described in further detail below the
protocol interface device 14 provides an any-to-any"

bri et ween_di ff erent otocols or a cess sch .
[ Ooa(%%’%w pr'ot ot I m e(?tﬁ'é JRATEA T 13y E\?Seod
in damtdpsidet@l Ipdd Sltape, s m&it&d:@bomseﬁme
protocol interface device 14 bridges different types

of &FHEMI Jeﬂatmwlsb%lewe@nwﬁw di i faerzé?ﬂV%%ﬁpééeiafO%t%at
storage devi cess 4 Jg&aﬁz'é%@f @é%xﬁi@@éﬁi@mls dg® the
2 8 are Sy

storage devices 2 stens/ servers for
stocmmmmmﬂemii@mwcﬁemu¢e$ehhﬂI32 doviewdr ,the cdioulskorage
be noted that the present |nvent|gﬂ?|s not I|n1ted to

mai PR RrRRE Ces. R At HP e VISR effs D4, I,

28 BAMRPOris Sndifd esentooneratd N s ObPEUnOri RESBSTon is
schene. Mre particularly, the nail_ system 24 supports

Qut imoko V‘é@yAbJaresisecé OWA) any hea e} FukyBs t GPR DB 5P s
M crosoft Ilcatlon Progranm ng I nterface
(NM?? ?n%ndéfﬁ% systen128 supports a proprietary
pr of0e®8] suchhasdihatsﬂsgmgéydévEmesmﬂﬁ}n1&3 Z0QYore

for exanple. [0042] The protocol _interf S

i | 93kra ?v%?ya?ﬁ%%%%%éb% Fhronto e pr %i%ﬁ9#§i {?%RF
The it i c8P8oRE OXyv Byl £1 ) | {astABthyvedy ddi6d UslesStware
proxy nodul es 34, 36, 38, 40 which respectively

suppblentheaﬂ¢r@¢@§sgw©®¢l@at¢oﬁlFEQﬁbmo¢C%®ﬂ$ﬁce¥¢ﬁ9n

Post OFfic I rn e
Accéggeﬁr% ﬁ&ﬁég %v%%gg?wpég % $§§§@? fata
Pr ogp@@ém(kﬁ&&ifi@roﬁmﬂwmu @gﬂea\ifhcpl a:encﬂss{:f)ﬂél@ii
The front -end proxy 30 al s communicates with a

pr oPBEBF L EngPRES mleTe BRI tARELpF oY ocdt SPRF e el e
32 &!LQE?&@EE@ %cé@%mcﬁh§s PEQPIHELBTY I RLDESL Of

he mai | system 28 (and other protocols, if desired)
|ntooamﬁnnﬂatlgonﬁevlbeelﬁwthr©ﬁ@8$®©npow%hd PEBRYY

resources, and communication channel characteristics
may preclude the installation and operation of software
clients having the same capabilities as those commonly
used on desktop and laptop computer systems, for
example. In addition, while the installation of
multiple software clients for accessing data storage
devices associated with different protocols is feasible
for desktop and laptop computer systems, providing
multiple-protocol support on such constrained devices
may not be possible.

[0040] The data storage devices 16, 18, 20 are
accessible using different operating protocols or
access schemes. As such, the protocol interface device
14 accesses the data storage devices 16, 18, 20 via an

operating protocol supported by respective data storage

11



nodul e 30. To this end, a respective interface

connector nodule may 70- 77 (FIG 7) be coupled to the
w@e@soz@bs engi ne nodul e 32 for each of the opeP@r/Ufz04/005729

protocol s used by the nmail systens 24, 26, 28, as wl|

be di scussed further below In a preferred enbodi nent,

the front -end,proxy. modul e 30 _and th rotocol. engi .
modUF B %25 ar &k J%?%Jrcg%)% 7 C 2 xpandabl %oﬁgg%%%%trﬁ’r%ﬁ] at(i]eeeVlce
addiij onal vopes atd $18e P DEOCOI Sers- ¢ ngyobesd@perating
avai l able, as wll also be discussed further bel ow

[ 0024t PR bpeFad i RFOT @CRs eFOEREIERR HUNGT 1 PRl brY o the

8; %P§t8@$i §ﬂ§é§f§cg4de@§ce2§4t§¥&$§ﬁb§lée@ﬁ%ﬁég&mﬁre

'S comruni cati ons device. For exanple, a
br osseroach at orokipEo mi r &t esss coommwnl tHplont views cef data

comrunj cates wi.th the oxy. nodul e 34 to, access
t heSHaFFMsyat e Fﬁgﬁ%ﬁiépi%ﬂ%%%ﬂsééﬁa% s??h%?idﬁ%e
recgiyedchy 1hee VAR-Or @xyidd B ep£onves eghi Moy -ato-any”

format conpatible with the protocol engine nodule 32.
Confuhfigat Pordepot WeEhc F PRt fRBAECCRRY PF oXGCRDIUT P FeeS -

andrbbes pr ot ofRl SAGLOS, L & 3281 e pr el e ably

ach#eve via a co n interface protocol, which may be
a ptbpusetatydpint beother datesiabhi BEhéd pubhs cnoted
protocol . J0045], The, protocol engine nodule 32 then
traﬁ??g?est%ﬁepﬁ%E%gglC%ﬂ%%ﬁg§c%rg?%%??uggi%ﬁ%gges
recgiyedrEremipesf s ontomendi B& OXyn 80EE €c89 witl a
protocol associated with the mail systemto be

accés§éarent gtypevef oflathesharaosyseehred) Inpaba
;ef$%¥8%F£5935tQﬁbg§i$e§¥5tgﬁgéesgoraﬁén@ébi@@ésﬂg?SZG, 28

neéw nessages, cal endar appoi ht nent’s, tasks,
et caredependnagsenveéhe part stotangnaiécsyshen)mait hee-

features that its access tocol supports,, and the
nat@?élbf ﬁﬁ@egﬁﬁesﬁtcﬁﬁﬂﬁia B?en?rﬁﬁs g?gdtﬁﬁtgr?ﬁ%nt
COMRPhAt Bhf agenPr ol 969t candot hiansf sy Eedmt ctbesfroath of
-end proxy. [0046] The active proxy nodule (i.e., the

WAPtpeoxglhoaureend 24, t BE, pRBsenpPexhfph el fharent

for%%%%a%?%g protocol or access scheme. More particularly,

the mail system 24 supports Outlook Web Access (OWA),
the mail system 26 supports Microsoft Messaging
Application Programming Interface (MAPI), and the mail
system 28 supports a proprietary protocol, such as that
used by America Online (AOL), for example.

[0042] The protocol interface system 14
illustratively includes a front-end proxy module 30.
The front-end proxy module illustratively includes
proxy modules 34, 36, 38, 40 which respectively support
the Wireless Application Protocol (WAP), the Post
Office Protocol (POP), the Internet Message Access
Protocol (IMAP), and the Hypertext Transfer Protocol

(HTTP) for communication with clients.
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received data, or at least portions thereof, for the
requesting client. Further commands fromthe client
wae®@sab@es t ransl at ed by the protocol interfacePdBEUSE4/005729
14. Access conmmands from other types of clients are
simlarly processed. It should be noted that severa

mai | ens accessed in r onse to a single .
acce[soztyz? nmand, e\/\,h%(;roen a Use ey :@gkﬁ F i ieates with

mai leb e ceeeds driyiougnddia Prag.0atle igHAIJR0e HRMIGE module
14. [00Q47] The protocol interface device 14 thus

al | o‘%ﬁsQﬁ#”egrjrtastelfsi%rdib@ﬁfpérrreﬁtheoﬁpﬂrlw;my?tmm@qlo of
acc s tSYs s , i al sq use .
dif?gﬁéﬁgﬁgggﬁgiing préﬁ%@%ﬁgﬁgﬁggggﬁnﬁﬁhﬁ%n §'§%§RI§§)

nov &N tdeleetiormerteatospagaid,e fuettth thand rein@WenfObroxy

examl £,; t hat e.generated at a client affect t he
dat gE)S &reeg%at Z;]‘{Ohéc i S0 sBereSPECIFe 2gtieadessd of

copicesnefctiohe mdatd e Eﬁ@OU@h7WhQEQCQtQ§OEei%E%?ﬁ%ﬁgto the

device 14, a client conpatible with any one o .

pr oRF rSFelesnginesmodyge 38 iforprevhded abeespetrating

or e ebitkh i ¥stens ;24 8, ,4Thg cl i,ent ,

itng? gd%a%tggggugpi %%e %gtsgégsgétzéhegchggs as will

pr obscdlii sousseleferabsacballed . Wrhhat be cfaickcsy $h88HShent ,
syst em prot ocol

t accessed. [0048] Since t mai | .
aﬁdggﬁe%% PgﬁFHSE858§%Imﬁ§8§engs BedcShABaPrBEecol engine
f eatioielsuppottrebekweaRibe BrOLQEAhSaPBY P8 accommodate
di fferent. For exanple, aPOP client does not support

t he28ahelPBatuPBSrasiOMAPTThecPhterbatbepr beoonk used

g ' le 32 t
RSB b by oAl o 900, ZopybPERARFY BBST GRECPERoBe

abIé0964ﬂepre§anbpardé$bnedanu55era@&egéégoéohailbox on
-supported, el ements or features for a desire
B! k8 HB5: Beot ¢

d
operati Bt Beot. SKBFEMEpeti f PEal #§, threusbnfbhent

i nt epFarerpr e6hop0k Esmphet erabbysa é@i&g.rfgfeéggﬁpfél a
protocol -supported elenents for the nost "capable

pr ot BEoPTPHAL| ANt Aemphésenyiexdaps eyommtnication device
communicates with the WAP proxy module 34 to access the
mail system 24. Access commands or instructions
received by the WAP proxy 34 are converted into a
format compatible with the protocol engine module 32.
Communications between the front-end proxy module 30
and the protocol engine module 32 are preferably
achieved via a common interface protocol, which may be
a proprietary protocol or an established public
protocol.
[0045] The protocol engine module 32 then translates
the access commands or instructions received from the
front-end proxy module 30 into a protocol associated
with the mail system to be accessed (e.g., OWA for the
mail system 24). Data received from the mail system

(e.g., e-mail messages, a list of new messages,

13



provi de the broadest possible feature support. Further
still, the common interface protocol may support a

wo edos/02@at ure set across all supported prot ocoPGT/UBT004/005729
desired. [0049] By way of exanple, the common
interface protocol may be a proprietary prot ocol based

on t ased stri buted Authqring and Versionin
(e o PR EST R e o BF t FRERCANEGPh The

r equestt iusiing: stch & 6oEnn ivMerfaae fUOHoGH! l't% access
provi ded as progranrllstrn%l#l bel ow. Thi s exenpl ary
f

aut FRERAECRY GvERagiEst ansuttihee naltiuews Otfhéh@r @tqgmis command
i nt %!'rfea({:%a%es\'i'act%dlﬁnltt%et&%ea%to%%tﬂ C3ted Ay 2 c§ Srrg\;ogg& and

system using a user ntifier and passwor
by d&nsserferamd itio alhso fretti-evels paoxgat f ol der and

basi abilities of a target nmjl.box on the nuai
syst@“ﬁﬁ$0050] éﬁﬁl&FV%NhHGQuﬁ@qdés@ irnthe WAP proxy

acceiodanee 3 tirin &née %@/ég enkas&d npQ WYDR Hiht %frﬁ%% S the
protocol is set forth bel ow as programlisting # I'n

accérFaidednideayhicg péutlienst pespdnsisyéheaear, |ﬁbmxthe
iti ot inbox i.n a
reque es&qggc%ﬁﬁggk aﬁﬁ%tﬁen E%mmag tegFgm,&ge calent are

wallbo are querie I't
queriled. tArotsherteeXxaypltee prprovodednhelr@wcas dprogeany .
for a folder search_request in

I #3, whi i
aLiéF&%ﬁEecﬁpph%gﬁl%598r8ﬁ§ﬁflEMEGSM§§D§91965§eére

conmemilatekf peecrkekacols BeEgl gapki sbhrek %HQ‘EO d6Lsan
for a given folder isreturned in response to th

reqiiedt. systams| Mgy Sppreceased by thesensbrtbed smngle
th h t
bty BUTEE OUB 0L 1T LEBRUESL SRR

be "'used as wel

themamﬂbmaraccbsentsrbagd Bht phRbtbabe Qﬂtér@ﬁ@ésaeVlce
reqyests in all enbodi nents. For exanple, in sone
enb0diments the protocol interface device 14 nay

i nclpgde7gor CQHE“?E@@B@OW‘EHieﬁerglH@gl S ﬂggﬁﬁggtbgﬂows

engi ne nodul e shown) that pronpts the protoco
engphéGHEGUU§lEQ d@féggeegaogenes$ageprbbocoéspEotaueess

usegﬁ fﬁgghtg§sgghg EXStEQB 3& Zgicg afso use different

predetermn
operating protocols. Access commands such as move,

delete, create, send, fetch, and view, for example,
that are generated at a client affect the data stored
at the mail systems 24, 26, 28 instead of copies of the
data. Through the protocol interface device 14, a
client compatible with any one of the proxy modules 34,
36, 38, 40 is provided access to one or more of the
mail systems 24, 26, 28. The client itself
advantageously need not support the access protocol or
scheme associated with the mail system(s) to be
accessed.

[0048] Since the mail system protocol and the client
protocol need not be compatible, feature support

between the protocols may be different. For example, a
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intervals, as will be appreciated by those skilled in

the art. The protocol engine nodule 14 woul d then
weompme@Ebe wWth the front -end proxy nodul e 30P€DUS2004/005729

provi de the aggregated nessages to the respective

software clients, as described above. Additionally,

the front, - en roxy nodul e 30 .need not_c¢c '

di rEet | ?r/]ljvﬁ}?ih ‘?Ch crb%mlsn‘ipc?acﬁ%n edeilalu%eesfﬁa%rm}ljeg"l Faﬁg ZQVYA'
enbdi Mt Sy plotBol NE@adhsomamitad eidtes@i tdngine
via an intervening mail system or server, for_ exanple.

Thusoduke t3 nd et eﬁ%@%ﬁf%ﬁﬁn@%ﬁﬁYcWP@#&ﬁrﬁpnﬁﬁule

i's e ;

tr SF Ty e ST R Y SR €S B dopired

i nteuwedt ngt Nt bt ses -esypdi tdd i el druemt prowi Hestutes for a
nmessages to the q@gro riate foggunicatiqgg.de¥'cehtqg

wi | $e 5 58 HRPRERTEET A6 BPT LR IR G 1P The dtS

Her &oaleh Nint &eed EONL roedieh DI OX Vp Fet £8P awlk dedise

the appropriate protocol (s) supported by such

i nt eepensenyt nall Beeverot vruReRPHERH cat PR Ehef @i e most
005214, 1% Nod, £0r pr oyl 19 Agcesselane ekamaldfy of

datacs?%rage evi ces, such as systens 24, 26,

28, pusih@et bige poodadett i pwesflate Systens ldupgort. Further
illustrated in FIG 11. Be inning at BLock 110 full
anatbtssr cHAFRATBP dHREE T 5O FF rRECTRTRT VBYY [UPRPTeKP

111¢ . Thgr8CEEES26PHBRNG D s@i3bArt Sdt hAHBb8GBE, | NE adddibred.
common I nterface protocol, at Block 112. An access

conb@Pd9is t hBy vamnef aewarpBe ockha 139mmaR olateraface
! I [ .\ t
oy oRETLAESL iRy R SR RYEE P byl PEQDBL LNt EF 10 e

exappbebasEQ0D3kt Ohbtibed ortiehohand, addt dersitnang| GiedDAV)

into the client protocol, at Block 113. endi ng upon .
t hePpaFpredt afnf 8%ePes Shppor BH Y %ﬁ@%&leﬁ?qgesg using

progoepl 5 QBﬁMth9§€eP9£Eé0?§o@5cébei§a§§ovided as program
corresponding to elenents of the interface protoco

t haliaténgupper bedowy Thescekemplprpt aebhengécation

tra?%hﬁégg ggﬁkggetghioageghe protocol interface device 14

to be authenticated by a mail system using a user
identifier and password provided by a user, and it also
retrieves a root folder and basic capabilities of a
target mailbox on the mail system.

[0050] An exemplary inbox reguest in accordance with
a WebDAV-based common interface protocol is set forth
below as program listing #2. In accordance with this
routine, responsive to an inbox request, the
capabilities of the inbox in a target mailbox are
queried, and then its contents are queried. Another
example is provided below as program listing #3, which
is for a folder search request in accordance with the
aforementioned WebDAV-based common interface protocol.

Here, a list of subfolders for a given folder is
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The protocol interface device 14 may generate an error

responsive to a non -supported operating protocol.
woReos/opEpg i cul arly, non -supported interface pPCL/OSING/005729

el enents are preferably ignored or processed according

to a default or error -processing schene. Transl ated

access nds or data hen transferred to_a data
systenﬁ%?“gP&Pl§ﬁFPO§FeB% %Bff4reﬁﬁﬁ§tcoﬁglW&#ﬁgbﬁhe

i uptoratcad tret ed thBlseck kiid)kq iH0QP4] aT4r RWAG querous
addltlonally to FIG 3, an exenplary enbodi nent of the

f r ot heEh F SR SnBddl ersgaits onswrdes bei begd ?heWEﬁént
- end o5y m)gt&' él%%iﬁll bUStERLIVehY i g%’ “%%}t%g\%eprcﬁl%nts

nodul es a renderer
ext@@@ﬁbm@tsuwhesheetdbaagaagesbraeqﬁesﬂatuan51QXSLT)

eng nDduI a nenory or tenplate store 48, a
roﬁW%@ ér ﬁ@&uFéa@@Xean&nhéﬁ@FeP§bQ§ém69§ﬁ the

[Oowbtecmnqm@rae@\éedee@@@ RUOKY oAUl 434,536, 38,
40 effectively "fronts" the protocol engine nDduIe 32

and COFaNsiigpés Wé§bécﬁ|P@lépégaprngggmeget@bs gogine

dif n r a MAP y
oalPeEts, (B kAT el PER AR s R, BRPERESS) <ngiae
of teduhandRets Eagréaatenmbbeabesnfoﬁ Yekpdotttentisers
tar%eted or d| on dgéicgs such as cell phones
"u

and *PBRs FPK Béﬁ §§§eWﬁk 8:of8apt| BaSHeEBRBIBET

the1§@€EVB&@XYa§0W@QmeBESa bpekuding Epetﬁbgg’skllled in
control l er module 50 and tﬁe renderer nodul e

r en8ee ééﬂ:a Chet RECEBEMLT @qqnnedmbyluﬂ.helwopopidt bheh.
| DD BSbpSRa BRIk ULAL ¥ 80X A0RA0EAURDRRSL L 30 Ll bproviae

| ust ate front -end prox

proXhenaquegSﬁed3ﬁes38ge§0tﬁakﬁé usepettihe sapewgpEe
services to route traffic, access data, and render

dat S11PRTS heF ABPEEibefieaPeRaer AAdkbéanally, NeeTront-
engbﬂ@ gggﬂbemééuléegﬁlﬁé@dnﬁgPrMoﬁﬁuni&9@é089£é8£igrglth

nodul e and handl ers 52a -52n provide a conmon c
serVh@ecﬁmmunécﬁblonﬁedeQstntﬂulb@ B84, aBB, eB8oddfents,

but it may instead communicate therewith via an
intervening mail system or server, for example. Thus,
in the case where an aggregation engine module is used,
the aggregated messages may be first transferred by the
front-end proxy module 30 to an intervening mail
server, which in turn provides the messages to the
appropriate communications device, as will also be
appreciated by those skilled in the art. Here again,
the front-end proxy module 30 would use the appropriate
protocol (s) supported by such intervening mail server
for communicating therewith.

[0052] A method for providing access to a plurality
of data storage devices, such as the mail systems 24,
26, 28, using the protocol interface system 14 is

illustrated in FIG. 1l. Beginning at Block 110, an
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The only differences between translations by the

di fferent proxy nodules 34, 36, 38, 40 would be in the
waeomsiogae@at i on of the flow controller 50, the PERUB®0£005729

52a-52n, and the XSL tenplates used to translate the

data into its final form It nany cases, the sane

hand| 52a _-52n e re- betmeen by
var%bg%§%%6§§mﬁ€€upgsd§2 %§§St4ﬁecﬁ§vﬁpllaﬁe3100k 111.

appreei atced sty dohese ds ki ld@@al A st Readkst atE@03 Al Dyihiend
operation, .a data access re&uest froma client is
pas SSHICE LRE SASBCEpPRLEChlox P tnBdark 342.38n 38Cess

usi Rgretandard (aRehanis aE%ﬁ t%ﬁo%k'ﬁ&% Egkgcglda%or

a WAP client, for exanp paraneters ar passed via
queﬁw8§em|pgoan@bdraﬁebnumaedabhe& thee dMAR BKBX¥m to be

dul e denti f whi ch
GoRFLFEce S ChFJors DU SREnHe Roml FYFGFHoRf . tah

act@Q@mPQQntlfler (which identifies an action to be
perforned) , and any paraneters based on data in the
reqd@9631i n t k8 Ehsecshewapanthedesapbretraandated into

acticanl donkhEl 6r8.ALs passed L BSIUBLYALELATLOL, he

orm O her aneters uery str
pacpagédcumam éepananstenppbsted[BQSBLeTbelaﬁtlpeotocol,
en calls the flow controller 50,

le th
pas?%%é gH8§8 PRECLGBAt Pfi BRe dAB2pSPARBERPRALEE. tThe

f| owiepsheel ber theokstuprhhe ?Eeﬁeeana&ﬁaéaageeguggerted
t he congonent and action identifiers and construc

t hePHKaf ?eﬁliﬁa§spﬁ9t9ﬁ@lparanﬁrénslasedrgunmngsthbsastep.

Con?BEUﬁEBEoEBE n§F8¥@gc lé@bﬂgetﬁi Hg?ﬂég%%%%ggtan error

exanpl e, rocesses

usi mgspodat ael ayea ﬁEthuﬁ@otﬁegabp@tatmﬁ@rﬁEbt@Bol More
needed, f or esponse. [0059] For mail system access,

forp?ﬁEfSH&EIEYhenﬁ%f5“P89EF6€oﬁﬂﬁﬁFE%@%sPﬁP¥ﬁCPﬁeelementS
pr ok ee0hrergi-a81 POgYh s 32 £9rp98¥eg§§8r§9§gg 1£S' 599

¢
to the contents of ?he user's mai l
addfegaubboRr ﬁbroéXBnQCQSSthﬂﬂﬂhemﬁlOﬁBaMﬁl@t@dh&@cess

CO”BSH&QLés”8¥ ggtgsgggl{ﬁggdtransferred to a data system
or a client, at Block 114, thus concluding the
illustrated method (Block 115).

[0054] Turning now additionally to FIG. 3, an
exemplary embodiment of the front-end proxy module 30
is now described. The front-end proxy module 30
illustratively includes the proxy modules 34, 36, 38,
40, a renderer module 44, an extensible stylesheet
language transformations (XSLT) engine module 46, a
memory or template store 48, a flow controller module
- 50, and handlers 52a-52n.
[0055] As noted above, each proxy module 34, 36, 38,
40 effectively “fronts” the protocol engine module 32
and translates respective operating protocols for

different client types. For example, a WAP proxy module
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for different types of information, such as

information related to authentication services and a
wag@s/02@9srai | account. The handl er 52a then deR¢T®S2004/005729

whet her the request should be forwarded to anot her

handler, or if its results should be rendered. [0060]

for ti.0 ed back by the andl ers 52a -52n
teranl y-i %1 rglacd'rﬁlfbricq’ e or more of the
or g. hen‘ldlS@(s IB‘BHJ-I“SEQ:UT:LQTE tkfeorfcﬁ?frﬁfﬂﬁ MMIA I WM BRs _Qfargeted

extensi ble mark - | anguage (XM.) data. The active
pr oﬁPWF&%m iCgsheUdnder e ldpdlioness and PDAs A

passidyg p?!he st d Nt Jqurge, Jocale in oqfr %tel %%me proxy

name of ate to be rendered, and
Qut mﬂmmrhs,Themrle:wmgerthm)cﬁﬂoer %ntmmm weeiQfe 50 and

t he XSLT engi_ne 46,. ren the page into the

Qut PutstT élé’% = SFh & (%Jtlﬁu?@l& ar’ﬁqnéie?fhgﬁ‘tﬁ‘r Vi d8¢ ferime
cl i erdquliy-ddheaehieveop @usoRdyl e using the client

pr ot ocol . [0061] The above system provi des a generic

appl i09&R6Ion f Caee Rerk 1osiliaaivh g dvle telggesisc benefit of the
nod@y@g§% Qnf g& | uLe tha

i nplenent \garcrcost fglfonec ee(q?p\)/ I ioggt Plgﬁi%ﬁ%f rlégs ru&L'th dfe S26he

| mpecant moeiatlier 84i,s 36hat38a Maseaskets akef wicthenahinky core
may be defined for simlar services and then extended

to ﬁFngﬁgs & LenFEcéradfdtit pEorERcERAal PR{ render

requaated tre bithky W@EU%”E@hearghﬁ%@e§eﬁ$ﬁﬁge w&thkgLﬁ
gi ven i npl enent ati on, the flow controller 50, th

han@Pgiges pgdugen 46angrapleke m&m@racégssfﬂawepoateoller
fuI ersi bLe 0 e 0062 \Nth this in
g%d%ﬁ% B! DLEd 58588 % gE SZL %SFV | 98p98800re

supporting rand Rew servic
defeemwgc&ndodnﬂbeﬁemtthg phexgamadhayer34deﬁsnlas the.
congae flow a di screte actions within the system

PRV Ao ESRTFEFI BEtHEANI EX8DFlatarasdeyi AhAg

anddl Fekeapat brgxt,hg aﬁ&egfgqe Wit haghegpe :
t he ﬁenderer ﬁodﬁ%e 24 t he ofhg? hggd%ggggp%% Engthe

a né@ﬂﬁyﬁefétl@nleﬁtthﬁtﬁlaw exhstrpheseb0i cehenushidsrs
”HKBEQ gbﬂ9ra8339985x58 templates used to translate the

data into its final form. It many cases, the same
handlers 52a-52n will be re-used between by the various
proxy modules 34, 36, 38, 40, as will be appreciated by
those skilled in the art.

[0057] During operation, a data access request from
a client is passed to the appropriate proxy module 34,
36, 38, 40 using standard mechanisms for the client
protocol. For a WAP client, for example, parameters are
passed via a query string and/or form variables. The
WAP proxy module 34 determines a component identifier
(which identifies a target item such as a mail folder),
an action identifier (which identifies an action to be
performed), and any parameters based on data in the

request. In the case of WAP, the component and action
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extendi ng actions within, the flow controller nodule
50 and handlers 52a -52n to support additional client

wo 2008q204pd functionality, and defining and  PCT/US2004/005729
i mpl ementing the interface between the client and the
system (i.e., the renderer nodule 44) . [0063]

Qperation_of the front roxy nmodule 30 to P ffo m
prot oot it ens| &k oﬁﬁa?§e‘$u3rlif 'S JELTTY e WY hoF espect

to pRebl 9ck i agram of tid Gudedy Serimy oofféhe are

il lustrated operations have been described in detai

abopackaged t huso wi | bapamefederl b only briefly bel ow
undug, re I

O e e

nmodybet 841186, 568, pdfsiay HBlook 14.idémt atress and

request istranslated into the comm Bf%# erface

pr oPBEBIERST oheShr FBF el bPY t HR™ HaMt SokS 59R thY
B'°Qég§8§r1£QQ6ﬁ£néﬁé§ ¥Saresei ¥ @ﬁ@ﬂ%aaﬂdVgﬁtﬂ@h|
syst 24, 26, 28 in response to the request, at Bl ock
123id&htsfiara, amﬁlchnhbsu@t$eb@§ heedler anBRasEad| HE®

i nterface r 0 g
nDd9F§a§§QeF§ Fendefe e? %Hgggugégﬁr %ggtéﬂ 2
cligBingathBl nekdiab, szhusScancéudmpgethEhlb!hsndheedwould

nmet hod (Bl ock 126) . Dependin gog t he artL? ker

f eaPUPESSEAPpEPEelcHYSPhe BFIERAt3p 6?60%$y95nly

por 5@8@rOEngBEer&enCQeé8§9099kng tesgbgBENt S Of the
n interface protocol that are supported by the

cI|QQDSﬁﬂotochramelﬂeﬂdetem accepansfarednsiphce, the

or  BPSedcui o beBr AP AR o bt e Brobrrar SPornccHodule

prOQQS$ngaﬁ?hQﬁEorQStmehedeabﬁEé to[ﬁﬁéSbohteshsubﬁ the
be noted that the extensible, conmon core s 1
ar chisead sura1dPokhe CRABRAAIen8T pREXY SREAGPE Bofﬁﬁyexamp -

al sa he used+fighsdy ggﬁ'%&ﬁegfc@RﬁbhgﬁEboﬂé Paecs¥gR11ished

applrcation is to address various shortcom ngs of the
dlsﬁ@maﬁ&fﬁemb@dstuped oé hespondttionHTFRCheggedngormation

from?Lated % au%%en%lcatlon services and a user’s e-mail

account. The handler 52a then decides whether the
request should be forwarded to another handler, or if
its results should be rendered.

[0060] All information passed back by the handlers
52a-52n is preferably in a common format, such as
org.xml.sax.InputSource, for example, a provider of
extensible mark-up language (XML) data. The active
proxy module then calls the renderer module 44, passing
along the InputSource, locale information, the name of
the template to be rendered, and an OutputStream. The
renderer module 44, making use of the XSLT engine 486,
renders the page into the OutputStream. The
OutputStream is then provided to the client by the

active proxy module using the client protocol.
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Referring nowto FIGS. 4 and 5, a Wb data access

system 100 havi ng an extensible architecture in
wae@sneEsee Wi th the present invention is now PCT/US2004/005729

descri bed. The conponents of the Wb data access

system 100 conmuni cate bi-directionally, and they

il td vel y.include a user request 101, a Wb
servgﬁk%dz, a%BF%iﬁxgﬁﬁ\ﬁ%gifﬁﬂf”éh%}Qﬁ? Ex IS B
contapgllieya tSiyst emmabRfio {K0GGAN MR Rard iqwsanly, the

user request 101 refers to a user "using a web browser

or WSS Pl et BT 1ol lieaq UARIC) a amsh igegd ure, ¢hatf rom a
PDA 61, 1R&{sQnAl B - r st_.i s nade,

(e MR CSTvar "03pr e et e ST He PG PR L R ey e One
ser Vg okl4rds siesttsirteche sWelhase v @z sE0 2 eith off Geessiib@ality

the_request. For ¢ ari,sqn purposes, the proxy server
104 "Rer €5 &%d‘fﬁ“&%%n?&msﬂa‘ﬁﬂ% EREVBIGE0EH itheer paEended
devitee pkbvdicRC 4ssed akave - spReikhe eheRSiR8 ity required
controller system 106 woul d be inpl enented as a

sof tRafe ldyddie lemgnti & gdiveon servilwes offjithdni en guiveh

t he 1pr9 rver,, asyw ld, be reci.ated by _those

M i g%ﬁ?’s%%?ﬁ%&% AR R
pr oRgasélungr ah@4 candhextensi bkeesentagklr-enrsysuem,;106
coul d. be Lgﬁlenented in different physical devices or
ser?é???sﬁ ee?ﬁnﬁﬁg;afﬁéé}FfThe proxy server 104
provioge=ia prasess tafi spkavidhag %%Béﬁit%gsg%égﬁd new
items available on other servers rch aré sl ower or

nmor ESEESEGr €AMPAYeABIVYS VES deéésdngThedpioryementéng the

104 ASSEPLS AL ook 0,8 RECLSRLBLS! oMl L porpeo

recelves a u or“suc
preticxiand Waoksnf ohet Bgstesul(tiBg, URhel A1blSchatabiler
cache. éf %?ynd, it rgtutns t he document i nmmedi at el

& f efBHed

ot hBPGP el e'%HFPan?Pﬁeinﬁﬁm@n§éﬁqeﬁhesavgérface

a capYhi Bnthecsashe, (and. [ etHENSehlicto:! ugst er
The pages retSrned b§ the proxy gerserrlggdggg gg}. On the

eith hegtagnd,psugynahingia naWutgpeThé prLoxytseiveran

L04- By GQITUOLERLE W1, 3001 LSRN BRI YeIR QL B
extending actions within, the flow controller module 50
and handlers 52a-52n to support additional client-
required functionality, and defining and implementing
the interface between the client and the syétem (i.e.,
the renderer module 44).
[0063] Operation of the front-end proxy module 30 to
perform protocol translation is further described with
respect to the block diagram of FIG. 12. Certain of thei
illustrated operations have been described in detail
above, and thus will be described only briefly below to
avoid undue repetition. Beginning at Block 120, an
access request or command is received at a proxy module

34, 36, 38, 40, at Block 121. The access request is
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speci fic enbodi nent, the extensible controller system

106. [0068] More particularly, the conponents of the
w@e@sp2@es ver 104 illustratively include an agpeEy§1064/005729

server 202, a renderer nodule 212, an XSLT engi ne

nodul e 214, and a nenory 216 for storing a series of

tenpl at e siml]ar ta those descri bed above. The
co%%aerh%slsa%?éntﬂgt%x&é%s‘?%‘%o%ollﬂfr%ﬁaeq'e RER@RoL by one or
106imet ¢I0ef afhQCidrodl dBp 35800 A& S8rd@s ©fa handl ers
206, also simlar to those discussed above. [0069] The
aggr PRY ser Vit 0is geagairiad thiompraoapisemgnagfl system 24,
i ncoyg ngpg nf.or i S ' t g ,other .
com%’e%%%%r%é%ﬂ%e%?ﬁ%% gp’erat {e FE#- This
r endérisa t héhrats Hasartlidedtdy ivdem andrestatdert fiortmtchel R@®mmon
render.er dule 212 ggggf se of the XSLT engi ne

SReceds

modui™s 14 Gh P HPICHYs F1ORS medveifod@. is
216 dendearuier (Bl wagar) [V PetTheRIFLIHL SBMERT ot

o
202 sends data to the action nmap 204, which maintains
t he a1tk d2%/ g IeHdIcEs a Hdsbusiinessdtegl methoche

syst ti 204 j nteracts w.t.h seri es of
hand efgﬁggg&ﬁThe ﬁangFég'f%)%hFi% f@&tﬁﬁgaﬁgt;%a &S
208 stupproattrace\y itifeo ratalenan pirfca@catihelondat cSRUERS of the

210. Epe ot her data sources 210 may include, for
exafi e S FEPNEH W atta 2 Llemeiitve cdalthsr eoymosy iagprface

| nf rldcn felat e d QuPS ¢ Ot $1Yf MSeLt protocol are
applications (e.g., e-mail, cal endar or contaé¥3 , Of

a prOVICSIteM v ARRNEde tadt hdoni-cappor teer intes fand

dat | atjng -t ser. _account. [0071] The system ,
fun f%%ﬁgkﬁy%ﬁggfﬁgga%ﬁgé%eséﬁEOF%daoékﬁrggeésﬁgeﬁccordlng

requesta Hefaulhi &1 equest prdceeeeinyedcaknkhe sWehoted
server 102, which passes on to the proxy server 104
foranggessing usi ng standard nechani sns for the

protieeeis] For rexamplgq %e\’%;c[egql&ﬁﬁ"t waul %g@éﬁ%ﬁglg‘ﬁp

paranmeter query string and/o ormvari ab
aggregara sergerse2@2ceoapohentcohirehefpitory fsenteendi0froxy

module 30 may also be used for a variety of
applications. One such application is to address
various shortcomings of the disparate methods used to
respond to HTTP requests from a Web application.
Referring now to FIGS. 4 and 5, a Web data access
system 100 having an extensible architecture in
accordance with the present invention is now described.
The components of the Web data access system 100
communicate bi-directionally, and they illustratively
include a user request 101, a Web server 102, a proxy
server 104, and an extensible controller system 106.
[0066] More particularly, the user request 101
refers to a user using a web browser or web application
to request a web page (e.g., from a PDA or personal

computer). Once the request is made, the Web server 102
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determ nes the conmponent ID, action ID and any
paraneters based on data in the request. Using the
WG 2008/030488 exanpl e, the conponent and action | DBCHIS2004/005729
passed in the query string or form Al other
paranmeters in the query string or formare packaged up

i nt neter lList.[0Q07 The aggr egat e rver 202
theg”%ﬁ%%%%?héﬁﬁhffgﬁe%gp %%2 &f-© esggwgﬁsaﬁﬁeaSSlSts the
contitedd |serrvaysti@P 106 paddcpasses takongquletl Dyognd
paraneter |list. The action map 204 | ooks up the

apprOPPPat e RaRdirers2oe +he Prexyomspsient 184dhaeei on
|Dsf%&%tﬁ%ﬂ%t%Q%Hﬁa&h%oh@ﬂgl?%PFB$%§|ﬁgﬁgpgaeggggggggsl4

as arguments to the construc r
pr odésses sekle abegeestndushrgekhendabael apat r3@8ctosystem

t i nf ti d f . nse. The_data
oy a8E 0B T ey AP EOE TR RO R Ruri SRIEGRFoRRARLaaERRT 1o

sourees calrl agatedjwhthiBnt HerRetwar Kk 8k yexternal i

the network. The ha%dler 206 then dec?gesymhether't%g will

r eqh8s EPEKEGLateE Pyr Wbpdedskdlamdt har thandker 206¢ourse,

i f ks sbesu should be,re d 13} oLf _the .

sys%enfdecigggoto rég e?h%hgg§%§aée%%grdg9g pedpgEkggsible

f r opetiigohdndl eys268, 1Dackotiddt he ampilenefapd204, dafderent
ate server 202 of the proxy_server 104.

back,to.a rgg
Thepggﬁﬁgggt J&FF8r °502°FRERScaf PE BRa™PéRder er

modybee2312, wehehpi-aypkesribe XohToepgingsmdyle-2l4 ¢
and any.necessarg tenpl ates to render the data into a
F

vi eR@Blrédédngpaachei srostpuegesithen aveutaetlet ont heher
Web 0 r t ata as a_viewable web
Ség(fggg %R%F%& %?St %EOWQ? gr mazé%t rﬁﬁiurf%(ﬁm:el}ﬁ%ve to

page as a resu e user Teq
var eogssst effiei pvokyedeirne pr b0esstogpYEbURBS aw Ush Ng

t he exteniible controller system 106 wll now be
f ur PREFL3EsBFPhed - WRA! r &F eF@ReEVED I LEI4sSt Mpp® Such a

parnkgul@tlytriﬁgspéfaeﬁ@nb£é££§t£ﬁ&e§o§ﬁsgfgﬁtfﬂe
detail the processing and interaction of the proxy

seryepulbingndRthenextenkdbie canteol I&rfoysdeniidObeturns

ThetﬁXSESQﬁﬁégwlPﬁgégfayéiy,abgggéw{ggufgtfé%ghe;hig from
the remote server, saves a copy in the cache, and
returns it to the requester. The pages returned by the
proxy server 104 can be either static or dynamic in
nature. The proxy server 104 may communicate with
application servers or data servers, and in this
specific embodiment, the extensible controller system
106.
[0068] More particularly, the components of the
proxy server 104 illustratively include an aggregate
server 202, a renderer module 212, an XSLT engine
module 214, and a memory 216 for storing a series of
templates, similar to those described above. The

components of the extensible controller system 106
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request is sent to the Web server 102, which passes
the information to the proxy server 104 for
w@e@sosEdhg. The proxy server 104 invokes the BOOUSZHAL/@5729
server 202 for processing.[0075] The aggregate server
202 determ nes whether a context is available, at
Block 02 .S _avai ystemw ||
t he X et@ﬁ'ﬁgt&Pﬁem?ﬁegﬁﬂs €§E05k5§6éfs OthFFdﬁ§rs
not 20631 laalloe sihe agy slehwisle dfisksis sedeabgvihe
context at Bl ock 304, and then continue onto the step
008 Hhe | BSe a0IBEGSK 23661 Ve 2821 P6A LPDTENFhe
Co QQﬁ%%51Rga %B%%mqh egn%%Eng %gea§$353g5e}h§%eonto
al ong wit e request paranefters and of m
dat@thamecpa©ba@ad3|mbm amsémtahnpe The gahﬂemed module
tog g% k 308. %ﬁ i,n oke noceggre IS
cal %84 ¢6 §§§ 3 d&c4 &%add Qgﬁt LEWpPeF $@Fmat.
to tone a@hug&e&amoagéeob1bhﬁa@égeu%bbbg egat kahlrebngine
system 106. This invoke procedure will pass
i nf B1osdicoR Ifepdi ARNgREGeEhargnemppetean faom she memory
code, e d context info to the action
ma %%SEQ%T%%%E%?ighew588%O4 | ooks up the action, at
BIodWOSDO an@hdetgprenesewsetrhrer 22 aehdendexists, the
at ck 312. t hen es to the next

steﬁ &O&epgpn#8§ wﬂgﬁﬁgrmﬁﬁgtﬁ&ﬁ§oﬁ PeglPFesl tlow and

aut hentiieat iaB, patiBbagk 1346 hh the Q?Eteﬁ d@ﬁé Qetlon
exi st, the systemretrieveS the defaull action,

Bl 0&8RP3204 &ﬁ§e¥ﬁ§ﬁ5d§ﬂ§hnﬁné§rmﬁéthérhﬁhdlaﬁﬁl8ﬁ6h The
i e k 771 At t
reqyi, %ﬁ;%?%ﬁ%”ht&%&& L1 gggg 1308, Epge tlcggrégée

poi nt’, e action oes not require au
the1&¢stmﬁtdehefmbmesthéraﬂytaequa&tssaQEOpemdengthak data

Bl ock 320. |f the ag¢tion does require_authentication,
thes§§§F§ﬁ1?HgnmagtéPﬁiH9§ mﬁ@?h@?aﬁﬁéecoﬁM@x?OFSWPH data,

an @Uhhﬁﬂgkggﬁe?rék?t?oragn§|9ﬁ50§$§t15£ Egﬁaﬁgatﬁétthe

is in an autheniicated state, the systemt
det@pﬂtﬁ@§8mhétheeraappémest1DSSpéadgng eamaB&ocka3eﬁdar

HowgyeLonklothe gentext o i$<08h:hg ABradhRentigated otion
services and data relating to a user account.
[0071] The system functions by having a user send in
a URL as a user request 10l1. This request is received
at the Web server 102, which passes on to the proxy
server 104 for processing using standard mechanisms for
the protocol. For example, a WML request would pass a
WAP parameter query string and/or form variables. The
aggregate server 202 component of the proxy server 104
determines the component ID, action ID and any
parameters based on data in the request. Using the same
WAP example, the component and action IDs are passed in
the query string or form. All other parameters in the
query string or form are packaged up into a parameter

list.
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state, the systemreturns the request to the
retrievedefault action, at Block 314, until

wa@edokerupEat i on is accepted. [0078] At Bl ock 3R0Or/Us104/005729
systemdetermnes if a request is pending. If a
request is pending, the system executes on the pending
req nd | S st age, .d rmnin et her a
progg§§2%s |n%§%eug%r%%aéﬁo§§ 358 QP? ePe%& tge

pendictd.ont heps e mrexeeueascaribhe a@ht@@l@@@ system 106
val i dates on the envel ope data, at Bl ock 322, g

pas§§§-€8ﬁ§@§la98n9h§hﬁaﬁ&5eﬁHQOGaFQméﬁéétélﬁﬁe dbei eption
hanglagr 20at 1BLR&K %ZQheCﬁ$§r5?§1§%E'Hangﬁggog9gi%+ﬁethe

created, it is initialized Bl ock 32
sysp@mppﬁentd@mérHnmegnwﬁ®shendbaohgtmunﬁsptheeﬁahdger,
i s aI d handl er

is rea 8 tgF BF&éwe EES ﬁﬁdafﬁ8m§§gFe OdgggrﬁpﬁégruCtor

whetTher hanplege296i pridegeederhat rBhoekt346siHGWRYEr data
I f background processing is not allowed, the system
t herr2¥fdc @98t ot Hather dRTRaRGLESPD BESBRECKO336, rafronSse.

the@h%eHHEﬁleQ%rr9§§|%1l§tr@kgggvésgnfggﬁémkgbnQrgmeother

system at Bl oCk 346 the system determ nes
pr ocless Bgumnesh61Qué@eatbﬁ WhEhpnotbssnbswomktbe external

gque t th term et h t act.i on
con%Pethe HF%§P5E %g% Pg? gbécg§§n Qeﬁﬁﬁe?anﬁEher
quetee trbgnekt subauHSbetfb@wbbaeaue@ean@&h@kOﬁEnaﬂér 206,
and then determ nes whether the action handler is

confFeté, 156 B?é&kt85@hOPé98©F rengpsedet i on handl er
'S _GapRbgle. LhecpusLoULLA! RS Lle.actipnohapdlet ., the

result, at Bl ock the action
conﬁhéﬁe;Stpassyéténomethenhahhéepeadsngbaehdeo the action

Lt Bl ock, 354. The out f th
11 1epr 8P3a aRCBPaCks 95300NAUS5R (PEVEF nPRg BF1 RAF BROXY

actse@veandbqr resuUbbgeEgRendsagvEENgepernesULL) 1Wi Lhe
be used to determ ne whether to render the result, at

Bl 06R1G84er[ DogeieMBLE, pahiFrbularpyest hber ¥8LIt engine
themé&ﬁ@é 214 and any necessary templates to render the

data into a viewable output. This output is then
returned to the Web server 102 to serve the data as a
viewable web page as a result of the user request 101.
[0074] The various steps involved in processing Web
data using the extensible controller system 106 will
now be further described with reference to FIG. 13.
More particularly, this diagram illustrates in greater
detail the processing and interaction of the proxy
server 104 and the extensible controller system 106.
The system flow begins with a user request 101. This
request is sent to the Web server 102, which passes the
information to the proxy server 104 for processing. The
proxy server 104 invokes the aggregate server 202 for

processing.

24



illustrated at Bl ocks 332 (return result) , 352

(return action handler result) and 354 (return pending
WO evdero4pesul t) are used to determ ne whet her POI/D8200€005729

the result (Block 334) . If the systemdecides to

render the result, the system sends the data fromthe

ext ensi{fl£& co oIIer tem 106 t ro serv

404 @dﬂr]ende?@le( t?qutfae( SC Seétvc?dt(%%g % Ji"%é]es Whether a
r endesrefe ;O AH %\%]_:_Z..abﬂee @ﬁtt Blice K B2 passed o @ h8apie,
V‘éb server 102 to display the result, at Block 342, as

ddpporissten tHd lugwmve équédre 1Kt H&mé:o mifnet tide IDs

syst éﬂﬁg r“ﬂf f% % Jygffgﬂﬁt I¥§%tem will
i nst ea ecl d to forvvar e reques tO ano

act ifonrHandieert dthoro@nmtng att I oS 30, efrid ehes
the | D keys, retrieves the envel gpe

dat £ ORI T R 3 A i Fhét UGS e afr otk 99

act ifofs ftiBloclo IHY cHpotisiempMdde 1000 afsound Rt of
this point until a decision to render a result iIs

ul t ithee elvptagoefinase DBl @dt@D@BWlt[hOM@] rHEelesiove
-deserihed Jref hog, ielyves, using a,5i nal e source for

def irni'ng t e conp one t'he sy
partemwllwpeermmﬂlgmmeretdweo@@lmee [ ettamsmmﬂk f3|0I8e but
ot he C‘:ngrmts coyld he used as well, as wll

be
appr ed byt HOYERKPICEGIR St HE gAllethity a@scéhe
wouldgh tdefifg the eede dfat @@Mees 2loe troe%%%Sta’cttl%% map

URL syntax and parareters, tenplates or code used to
gené&ld eft Wél@r espensd ler Ctohﬂértoédf@@stsysm 96 .r Glitlisng

i nf b 0 h e for exa

Codgqy% ed&.%hé%ﬁgq ggﬁ 15F8ﬁm %ﬁ%%ahnlng to

par aimet emveefdpma t ia@n adtd ows eddey 'ﬁ:h% @mtpemem gpeahe
the acti on handl er pass the correctly
typ%eé%ﬂ&f? Condhsadstéont FeP 1284| -t Thgr action map 204

Progessisng, the e%rt%et eng pckyd glbyp%n'dnfd‘e[t@'in'lﬂres
al | ow ng for strongly typed data. “The paraneters may

al so'hieg heef ithed aad iopt iegnalt sor arte@tl,lolcad 31Phe Itfenpl dbes,

?;qhggg!a%eﬁg%%% %Se%he n %@e% %he r S%%E%% % %t&er the
action requires authentication, at Block 316. If the
action does not exist, the system retrieves the default
action, at Block 314, and then determines whether the
action requires authentication, at Block 316.
[0077] At this point, if the action does not require
authentication, the system determines if any requests
are pending, at Block 320. If the action does require
authentication, the system then determines whether the
context is in an authenticated state, at Block 318. If
the context is in an authenticated state, the system
then determines whether a request is pending, at Block

320. However, if the context is not in an authenticated

state, the system returns the request to the retrieve
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attenpt is nmade to generate a response other than to

what was defined an error is generated. [0084] The
waowsoz4voul d al so define the routing informtPCHUSHN4/005729

the request. Often tines, it is desirable for a

handl er to performwork within its scope and then hand

of f d anot I o.allowit .to.perfaorm ,
its vvorL. af/\%vlzcg}?’ ifgrecrt e ﬂaﬁ%éér uarﬁlgnpatust}ie& ton 1s
contaagledted.omet hi ng not defined in the source, an

err I.s,-generated. [0085] Qther variations are al so
posgﬁrooqé] For %jﬂﬁ‘:[é( $hf ISR 5 tesad neiverdv e
geneffudit R 'sedomgise st iy fhe S_Désﬁveéﬁdi CYE system
request routing may be separated fromtHe act udl

pr o E&&siIUig ofort Hdse peagliest seq@estr @ind [jowpss tcherext

han by e.c onent of the system not by each
han%t(;%%.e’ﬂ?ge eaﬁﬁ“&%rn S e ?lyrr?ﬁefsaﬁ? tlfe queue, at
contlaldkerd4en I war deayieeguast fe®damet,hemeharndier,

Thus, incom ng data nmay be kept in a known state for

t he PIFRHTES £TpaS AatdrY egde sl ide¢8s| ovetthenehiver ope
apprRach v fo0r Gi r-ol. £l thro

system V\her%e@ol\r?gs{hggdzﬁe%ng% E%%%ts cal t%\gr%o{%ﬁe;&%%ahgﬁgrler
di r @86 o sréetiet $heorlkctishni hangietherntapioeac324. Once

i nvQlve eepi ng_t.he handl ers rel atively small _and

S| rr%lh\eé Saf%&t‘)%i él%nt °E WS CIPREE t e AdndPetiegdigeseat
and Biocafre 326 .r ecei vi ng requests and calling the
appropriate business logic to gather the desired
resdPPd2]anot & vasitat shenndslessikespivhgtbgehbackground

han%&%&e@%%ﬁ%eq50%19%%e3§55t @g@c%pggsqo | gbi ogof the
task, allow ng the results to be rendered of forwarded

on backheonext hhaddkeer 1s[ 0082k eA, f aitt Béockasiadtl i end the
i nval ves i ding _an nsi bl e nmechani,sm f or

hanér‘/ﬁnﬁmfré‘%&f“é%ﬁaw )é ChafdPECFARELSt PnEBEEE a8t

wel B1as8kgBae.ouekelei® Wt BAUkgReGARl PEcB¥EE Yy is not
conpl ex. Wen | oading the system the user is able to
speéﬂﬂ?wﬁdprﬁﬁﬁrﬁyﬁﬁém then processes the action handler,

at Block 330, and then returns the result, at Block
332. Revisiting the system, at Block 346 the system
determines whether a process is in the queue. If the
process is in the queue, it then determines whether the
action is complete, at Block 350. If the process is not
in the queue, then it submits it to the gueue, at Block
348, and then determines whether the action handler is
complete, at Block 350.

[0080] If the action handler is complete, the system
returns the action handler result, at Block 352. If the
action handler is not complete, the system returns the
pending render result, at Block 354. The output of the
steps illustrated at Blocks 352 and 354 (returning

either an action handler result or pending renderer
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secondary action map. In this way, generic business

| ogic and control flow may be specified by the primry
waedoso4pmp while still providing the user w tPCEUS2004/005729

met hod of adding or nodifying the functionality.

Anot her approach is to provide the devel oper with a

enerd chaniis ongdi i C to | Qng
?unﬁ%ﬁgﬂggqﬁggﬁéq%iqgﬁ%fgﬁbgggggFﬂ%g ?ﬁéﬁ%ﬁﬁﬁgo-ﬁﬁﬁ9er the
enaflesstltthe adevElasger334 speci fy background processi ng

i handl er 1 evel, or at the entire system
?Bo%ﬁdﬁﬂeaab%}ée— BELTI LG TR erSich & SUdrtr 61l éhej steps
par tildulsarday cat vantageous 3Bor (@deessiAag Sh9rt GaFi \rlt\n%l%lturn

in Wb or HTTP -based applications. O course, it

be &3 Capprediiatedasyilithogads B4 dd sitmrnheeadtinghatnder

t hi ar.chi u .ext end t o, support

ot e ade ot TP e b A d { ChFrolie S80er| the
[ooggpuiarﬁﬁd@CWOWSMO.FE@.thea&y&kb&fﬂ%&@d@@bﬂélE@ﬂﬁer the
of the protocol in%erface device 14' is now descri bed.

In EREYHT usPFafdd teMbSaRAsnt N eafp tre ftes: §heoeataasable

st ocage rdevieee sysueh adet he WBL! pygleae g4y 48365nd
28" , are defined in configuration files stored ina
confrPGEESI 6hef PREast aEeBdpCHeABPy 31' thel mehHesewaypdule

f [ ient .c 0 applicatian, devel oper
canZa2d) 188, Sataotohrer hise2l, BRBr: FBL' PEgufreuSEoto o
supposprlaletbki ertuflo; whi Bhotk ms,mbtheﬂesb@%@]tg\ the

ich be, part of the front -en
o7 o8y ChofREEC36' 10L" oFCHPAFAr 0! BoRPBNEHPLOR! ARCides Tot to
prOk@ﬁ@briBh@rié§§lge¥hgehé§'ins@ggang§§§8§§1yggkggwgrd

a user to specify a primary and secon _ ( _
conFRQuFaereAtf FPesnothen setboahgnddati orapironessieg,

' LE r fined in_it_-wjl

over Prae thome KL ETREERS PRt mrs BUAFK QIS on

fiIeetfhésealtbasemheluperdéﬂaﬁpﬁﬁlﬁyo@kcgss,S@ﬁdoﬁhen
es and then tweak themto fit a particular

{ ﬁ;f‘gigrgﬁt 9Pi bhs FRRBIP Mt R 0VEF Lo 0N F gﬁlcsa@k oPLOi | Bee
mays pet shof 801 f 0o Pr QLSS NG OPST &L ons: At different, oo

network | ayers.
to render a result is ultimately accepted, at Block

334.

[0082] The above-described method involves using a
single source for defining the components within the
system. In this particular embodiment, the source is an
XML file, but other formats could be used as well, as
will be appreciated by those skilled in the art. This
source would define the code that handles the request,
the URL syntax and parameters, templates or code used
to generate the response for the request, and the
routing information for the request, for example.

[0083] The code that handles the request, along with
the parameter definition, is used by the system to

create the action handler, pass the correctly typed
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For exanple, configuration files for data |ayer
operations for interfacing the front -end proxy nodul e
wa@osamd9pr ot ocol engi ne nodul e 32' nmay be st oPE€HUS2004/005729

the menory 31' , as well for upper network |ayer
operations perfornmed by the flow controller nodul e 50,

for sxamy figurations files ma

be used agﬁﬁgﬁTFggg%%%%FC%éi%%grg%ié?e 6yPF885581n - The
ski [Hag@riaterive larctlude0@92k Ancontfiaguoat iaon ohithe &bso

preferabl y specifies the_jnplenentation class that is
crgﬁ%&%%@éyha%ﬁeg;%ﬁgaregbgngérﬁﬁe SiPvBRYr gfesbe defined
Thi s.smakes onfala o3l Fek@ il ernko tehbahthy ¢hanrge1tRes are
behavi or of an object in a data nodel, or even

conmpiséCelty epIeaeé s thecaerragsbeavi heandqsesengli an
(o peashneatert o 2 b SOSOLLLEL LD By rugn <o

configuration a combina

pr opéeti @ss dedeveboper ecanrhavegsuehagegat er contro
over ry c%gsu tion and resgonse/request .
per formance. [0§98P FAcaligrtfoflseofef§licathenrpitésg

al san@blrewtacusebrt enspeeihhiysul brpbs reguest sfoL a
gi ven resource. This makes it possible to support data

systéRETaPLR dPrf ar BAndiequest presponsectbr matsinAnts
exeggbﬁéyaﬁenggggzﬁgﬁﬁro%kl8?h§r850¥éﬁ§gp ggggﬁggdler to

programlistin s configurati
sui eabbw fiorta datéstar etshabrsuppontsead, VeBDAYe handler

inte%%ace ag dgscgssed above, or in the case of the
pr ot GESIPF Rt £Pf AR dE9PEECL4L0  SampEhi BB onOBNgeAENEHatn

supppet soar¥ebDAY tnt6Ff agegchioweyey, it could be used
for other types interfaces/data stores as well. [0094]

It §ABBPY al setbernvaetathens 2neadliseipossiblée For
a1 56 SBBET Ty A CommEna oY it NEFS BT IS A ghven Lo

al so speclfy a conman i

r esbBLEe. £Fhi ssal hovisit heheiseystonpendoEsven) tidhest
di fferent gger tions on q%given resource type, as NII
be HPPretyafed By THOREA KT | fremihe ctwal processing of

those requests. Control flow is then handled by one
component of the system, not by each handler. The
handler would then simply ask the controller to forward
a request to another handler. Thus, incoming data may
be kept in a known state for the life of a particular
reguest.

[0086] Yet another approach involves enforcing
control flow through the system where one handler does
not call another handler directly to do its work. Still
another approach involves keeping the handlers
relatively small and simple. That is, this will limit
the handler’s purpose and scope to receiving requests
and calling the appropriate business logic to gather
the desired results. Another variation involves keeping

each handler focused on one task, and upon completion
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[ 0095] Operation of the protocol interface device 14’
using configuration files wll now be described

wo cooslozrotni th reference to FIG 14. Begi nni ng BPCT/BS0k005729
140, an access request or command is received at a
proxy nodul e, at Bl ock 141. The access request is
translated into t common i nterface pratocol a
hanﬂfe?h%zz\a@%Qn?f]Z?wﬁ%c%’iﬁe,s % Jér)%?%er err%%é) et

Or PBFRa£Q@8di guradione fhées hddvethat is received
fromthe data system (Bl ock 143) in response to the

reql@@871 and AnfeRthres W FEABODENYFHIS I RERH (Y an
t he i nt » Pr o '
e SSIRIbLOL S R phote Lt Rglosel englrean
rendenétle atm8iorke 1ddedfgars, wehl sas sydoneowkt htime
referegce to one, or nore conf%gﬁrati

fi . Th
r entieFRAYF eRPONEERY SOYRERY r S0 hedl” t n?rhlei e%?]e%? “the

(Bl 96Kt ddD) thet HisiSr COHCANTE Ngo t e bl Fiis gt Bk ARt hods,

at Block 146. [0096] Referring now additionally to

FI GGegongdapy pret bedl nangi Fe Hpdel 8282 981¢rHowpeiness
desc¢rj bed._] i T, i ,
GeSSrhiEtaLn LULPSL febi Loy The SH0LoEoly o0l 06, o inery
i nt ectAcr mapnesibe aoill esrd0idTgthia¢ commumwitlata method

W th_various mail tems using different, profocgls.
Theohr SHBLEY BRGTAGIEHLE S50 aPeaCht ShTHbey a banamRE
intgphasgcXMsand MebPRYe £RE @xa8Dbgerthathtiegeneric
clients, through the front -end Erox nodul e 30, use

to mechesivar Fousraappndeesurtsckionkonl oper GnoHag
| KEqLRLLEevLac.pnly Lbg. eapeqll 2l hnader o ol DevnlBiLe

ermni ng eésencé and size of attachnents
Wi t bagt ddowvnbpadi g shesidyebhacghtyuelifproeassinylat
operations are perforned_direct|ly on the, source, and

onI?iFH§re§s€ﬁ?35Frd$?§e%s PEt?FZV%ﬁ.eT5b§9]SXﬁEem'

Proteegk) engi fge"REYLE-32sHEBc8N2PRAODE1 At 8oRRLoRI R is
plurality of interface connector nodules 70- 77 to

accesstacmhbkluceduantagepusf foheaddnnesing fbduresmings

70_iE7Wg£eg%rﬁ?&¥—ggggargp81%8Q?98ns. Of course, it will
be also appreciated by those skilled in the art that
this same architecture may be extended to support other
types of non-HTTP based applications as well.
[0089] Turning now to FIG. 6, an alternate
embodiment of the protocol interface device 14’ is now
described. In the illustrated embodiment, all requests
to a data storage device, such as the mail systems 247,
26’7, 28’, are defined in configuration files stored in
a configuration file store or memory 31’. In this way,
for a given client category, an application developer
can easily regquest only those properties required to
support the client for which it was written.
[0090] A resource manager, which may be part of the

front-end proxy module 30’ or a separate component of
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application progranm ng interface (APlI), such that
adapting the protocol engine nodule 32 to support a
wmewspe@docol anmounts to sinply adding a new | PCEUSH0€005729
connector nodul e. The connector nodul es 70- 77 may be
witten in Java, for exanple, although other suitable

| angyages. QA JY104LeG, S Ry ﬂaelg{é_l eb?l.4use%'d67e9‘ﬁl%raalelous y

syst em performance and avai i Ty ray roved,

}‘or das_ﬂlamnal ea,d mmrmn/:siietgﬂwlat ippjhimad}yna[milglgglsd]cbndarly set of
oadbal anced pr ot oc engi_ne machi nes. 3] Results .
reCQQﬂﬁiqﬂfﬁqﬁ9ﬂ) ol Tngi FEHOIGEY Sondigmraféon file

mai 11 5 e 1245, 26y 38 Rl cBldnidedtihe ot hanshatad 1i R rride
the common interfaceé protocol for translation into a
cl i émosss ghseritidedriot dbel priimamgycessdrigurandon file. This

tra 1. SSI t cl.ient. T results c i_cat ed
bac%agg%§ %ﬁfe%ﬁ%ﬁkg e%ﬁ&?&%§h€|ﬁ8éeoﬁF3 8§t§eﬁﬁchﬁ§sand
requéstredwiayp it hdieal itentfitDat pacericespendipdek@ntation.

f eat 3&; that are supported by a nmail sﬁsten1protoco

but W8Py a HMOrERVEEr oCoRSI GivER tEeNt Fanskamey et 6tored
Fhef%@”%&%cb%%%h@a%%eQ%Qﬁgﬁglatbﬁﬁffkggﬁtahé%w%§k layers.
i gnored or handl éd according to a default or error

pr odessiexgmpdiee meondd gngedéd cabdvé es[ @d@0HaRamitlyed of

or kool sl ancusig Lhe pLotocel. < ne il

I'nterface connec

des @0 bedawiptrbtreber enge nkomblGlLe132/ BegiynBengtatred in the
Bl ock 150, %Q access request or command IS received,
at BFBORY181 ' TRE Heddsdorelhvetr netvpaksiaved presagions

b%%@br%ﬁ@p%&t%ﬂeb$lEQecbﬁE9%gl@§tﬁoaﬁiéegb,a%oglOCk

pr o
152. Data is received fromthe data systemin response
to ehempdguedtheat tBpesk of58pndndurrttieontr dhdkat ady be

into_the co interface _protocol, at B|lock 154. |
Furgﬁgr Fa%gﬁgfigﬁ 8ﬁaﬁh8gd3P8rFﬁéagﬁdcLyegpoﬁ?oﬁgé6ﬂed
may ibetper terned, if necessary, at Bl ock 155, and the
data transmtted to the client at Bl ock 156, thus
condP88rAg t hé rrridorarédonrethdd, absoBPsEekeIBRLY

specifies the implementation class that is created to
handle the response to a given request. This makes it a
simple matter to slightly change the behavior of an
object in a data model, or even completely replace it.
Caching behavior and strength for each regquest may also
be specified in a configuration file. With a
combination of these two properties, a developer can
have much greater control over memory consumption and
response/request performance.

[0093] In addition, configuration files also allow a
user to specify multiple requests for a given resource.
This makes it possible to support data systems with
different request/response formats. An exemplary
configuration file is provided below as program listing

#4. This configuration file is suitable for a data

30



[0101] Again, depending upon the particular features
supported by the client protocol, only portions of the
W@l 2108/0239% espondi ng to el ements of the comon Peit/Esfoaves729
protocol that are supported by the client protocol are

transl ated. As descri bed above, non -supported

| nt erd Ace Q! %3%$o%l@%ngw q_%ée%l}%rceed As disc#gsed

processed acco gto a aul't "or error ‘processi
schervd, 0 H2)iTure rgpseowft aHe Gratocan dldteyrtale® device
enballdi,rrent of .t he .above -descri bed protocol_ conversion
nod

e "art HTER e T 6w dede SUBER T te Pe TV
protiop@lr enal nerdrdde 32 takas tﬂéeufs@'dnf‘z{i: %thher types

uni versal proxy (UP) servlet nodule 80, and eac

i nt effted sletter Shodgise a®1wedd,. 83 and a respective
provi nodul , 6, _are assocj ated w,th .

di ffﬂeog)g;ﬁ] operlgtt %ﬁlﬁuﬁ‘%otagg& & IRy e%hal%USﬁnataéﬂﬁiltlon to
exarglee cartenti fflersentspeicdtfdel $oar Qh@/\&,edd%%e,a@délser
POP. Further or different protocols may be supported

by 61 EdFehdRTgpiov iFd&TEBRReCOl S rpdists 1 destiifl apgiven
appre@iaired byrihosa 19kid ked h%e&h%oag%rfEQ%P%h1%951%
common interface protocol, such as the proprietary

i nt siifffearepitotopesiatdeser icdbed ahioee, relsoudResdyylegt as will
nodyl e t incom comon - format .requests and

tran%s é—ﬂ?}g)sr e%ﬁ%%eldn% étglglsée, Sl]fs'f:ir%& e &i‘tel fed -

i nt of0dcds, t opchetiinheifaceeCprdeci-en MReehes 814831 ce
Theslgl? servl et nodul e 80 al so_takes _the results of
t hesd c&SrE % reTHdONEEs 1oRe FAlilSEo WedhmBR v Hensiescribed

r equestSe rEaGR HC QUFRR HREMRL, @%@ueﬁﬁ.iﬁgbgqﬁang et Red i
URL. "It nmay al so

request and a path in the formof a
i nclldde an AMCcedscumamesthatr gooviedds igddietiedrnad at a

1y,  bel
e 200 SRR S 618071 RaPe L Ca pr BoPdSE HoR &5

84- t@Gnkoatedchnsuppoet ednilinl 18YstreaCRr -0€0ko1ThE -
provi ders take care of handling the calls nade by the
UP &R meauPre™802tABdoskokA2, eddkhprefraencRagoaone or

CoNpRGL eBn AMRLCR13KeS16BLE pata that is received from
the data system (Block 143) in response to the request,
and which has already been translated into the common
interface protocol by the protocol engine module 327,
is formatted into a response and rendered, at Block
144. Again, this is done with reference to one or more
configuration files. The rendered response is then
returned to the client (Block 145), thus concluding the
illustrated methods, at Block 146.

[0096] Referring now additionally to FIG. 7, the
protocol engine module 32 will now be described in
further detail. The protocol engine module 32 provides
a framework to incorporate various interface connector
modules 70-77 that communicate with various mail

systems using different protocols. The protocol engine
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of communicating wth the source mail box/account on a

target mail system Initially, the connection wl|l
W@k®s/0a9g he provider. [0105] The interfaces uBErUR2004/005729

the UP servlet 80 and inplenmented by the provider

nmodul es 84- 86 define a |oose folder hierarchy. In

fact, 1489 E@QRI e [l ection

col | eé:ltuit ons of@l.delscOo ,&n%?e!ét Zam%é%%l e%gltr%:ssace X(ML and

f ol debDAM, & coortsaatp]l o, 0rc hexangplee cldleraiy, Q:ﬁﬁ%rug(ﬂlattale

|te to be r presented Each item has a defined type

51@ “rFaﬁn EFEHC O i me tO AFGSSterRAdE USomail

eaChactc\éﬁﬁ idemdieldes i r n

that are avtcgéu | abl é’qféjr thgtlrbt%ysgelqg%r Hegc%l%&qfr%c?n%ys the

| t erﬁﬁsmtl}@és heagsidsestfi arevomaitlemsd aied eprdwviices the
£nynerat e tol}e |te g‘vggltfhl é% gp%degé@q%%%]lng

The connegct nt errace ITD

conTmremaayt o Chrl gthll@ lé?fs_eﬁ\dn&:t M0 dulog 8@ tHQnEO AN i3t rmed

with different provider nodul es/interface connector

mod H&€ CESame e dhife SPGB SRod GRes ORdy &Sy Sismedhadt data is

subset xafevidae protocol and/or may only support a

single folder (collection) of itens, as in the case of

POP.LO0@¥37] TW@%@QO@O@O@W@@@nn&n n@)delﬂfpal 3.2y usesman

for praoce f ol The  UP servl et
%grgg) rec& Ves tohe ré) ué l%é(nfffl {h&Efére connector

retmm@me&soﬂoeﬂeaﬁesath%s@p@r@Qﬁ&ah@c@bﬁ%tdﬁﬂl of the

/connecti on. The UP servlet nodule 80 then calls an

appFOpFrEste ™ oA gsddO7dr PepkeraP lyufsPPest a common
assggpatlethoﬁqh o8 aRheLEAGR LORARE! QhpFRIULEL, thar
passing a targep i1 sys ent| i er, as a ORL
thaﬁdW@elMQCK@@e@rpmopbé eognna frodmat Béqmeseupﬁbet a new
|n erf onnect i on, noduyl elretggns a reference to
58 ERSEN It EnERTE 1 ¥h8FoPde? PhRterPaEETERE

repb@&ﬁ@b&o&hQOGQQQeSEﬁ@ tehdettokNmbls18kMbesy may be

i mpl enentation (e.g., POP) , a S|n%le obj ect could ge
t he"rAtérPadd deNRecter exampler a

languages or protocols may also be used. Overall system

though other suitable

performance and availability may be improved, for
example, by providing multiple dynamically load-
balanced protocol engine machines.

[0098] Results received by the protocol engine
module 32 from the mail systems 24, 26, 28 are
similarly translated into the common interface protocol
for translation into a client-supported protocol, if
necessary, and transmission to a client. The results
communicated back to a client preferably include only
data that was requested by the client. Data
corresponding to features that are supported by a mail
system protocol but not by a client protocol may be

translated into the common interface protocol, but it
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nodul e and al so represent the mail box folder. [0108]
The UP servlet nodule 80 uses the returned fol der

wo edosoznee to make additional calls to satisfyPeTES2004/005729
common format request. For exanple, if the UP servl et
nodul e 80 needs to retrieve a specific item it may
first [l a.,"get f r" function, passi.ng the
Feqigst ARl S e e pHsr e PR 1% perauit
t hemprcaldrar 'yelcddsemy fsuhehiegn asagaitkdpassiveg t he
URL. The results of the call(s) are then formatted
i nt d 9P Uppr oy Mt A PfaPr odGe lad RS L addA @y sdPFedhe

in rJABER I @sRAMRE mdd21Q9B2! tanW il the fdR.t %ot(r)lpl%ctor

provi der nodul e/interface connection nodule t
i nt @osivdte sa TIRIFassedhown dgsd ridedr witthe rafprepceate FIG.

referrence. .Thi.s wi |l t..b onpl i cat ed because.the

pr o%ie%er%&&leﬂi ntengz%cc(]eg gg?})nec? [ 8ﬁ:creﬂ§§ulr§qbllgg\';i d&s

t he ddhlirian itsheddeisted)| aceB1be aslly URe tkaksanyequest
i nterface cqonnecti,on nodule will be required to know
abodtS it¥anslatgd igtwe BDRO§OsPe §empprsted By fthe target

provider /s/%%%f;t 0N 51831 aB8g apthe iQer%c‘Mig%idn f_*r'aﬁ the
hi erarchy/col | ections are unique, the provider wll be
abl datte rsersdlere ino relseonser éot theemeniesta ‘ageBlock 153,

function. s called. [011Q] .The, provider nodul es 84- 86
o L a1 S0 TCEINAEIT o IHSHUTEE SPITES TRSPEiRbty
suppeidt o olQotatf @ldesk 1654 .0muy tack08irah@ldehionS of the data

supported, then inbox, calendar, and contact itens (as
apprepia & &L ishduPd e ciote i YWREh PR rifRgePo| d&r nefressary,

the%ta@QOE%:H%Sac%%%SE%%edBQ%OQQQn%mRE?EHCQb_%ﬁgiEﬁient at

[0111] Tn accordance wi th one aspect of the invention,
a siBigick, 1ddyarthagecwsciechagi simet 0 ldceésstedr netihod, at

typ of pratocols is provided. This nechani sm
supg%f% gﬁgyfull functionality of each data system

protiea@i]f or SigRiihar kepeapablhe upbherhePbatesehgarafdatures

degrades when a specific data system protocol feature
supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
translated. As described above, non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme.
[0102] Turning now to FIG. 8, an alternate
embodiment of the above-described protocol conversion
module architecture is now described. Here, the
protocol engine module 32 takes the form of a universal
proxy (UP) servlet module 80, and each interface
connector module 81, 82, 83 and a respective provider
module 84, 85, 86 are associlated with different
operating protocols. In the illustrated example, the

different protocols are OWA, IMAP, and POP. Further or

different protocols may be supported by corresponding
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is not supported by a client protocol. Requests

received in a common fornmat are translated into a
w@e@giozigrd pr ot ocol specific format before forwee™UsZN04/005729

the request on to the destination server. Responses

fromthe destination server, which are in

pro i i fi r mat I translated a
ghQﬁéC%%ﬁ%%% %ﬁﬁ%ﬁﬁ %%g: Z%EAW%QC anlsﬁ¥¥br e#:%y
cI|mmOanEREEMKSuppGﬂkedﬂﬂumtlonal|ty for a speciflc

nodul_e, V|n the client greater contro
ver SR T gl & SOTER SIS A6 N BOFOder S8 25 the
al s@Hyvicdety A Gt Wridien it Qie%lé[.’l‘e.%refd LReveOMBR p

protocol format, directly or through proxy, can
easﬂ?fﬁ%ﬁﬁnmﬁﬁud@bégktﬁ&@@nynﬂamungt@p@mmmﬂﬁ@amat requests

concer det ai-l s of .the tor
pro%%’ % pro egbﬁ%%ﬁoffgﬁ Re#erpﬁhﬁgﬁ Tide
ad&ﬂhhmnﬂdqpstot%l@heQ;na@Qﬁbe@ epbodicrent molutllke 81-83.
pro ?PO| |nterfa%§ devi.ce 14' ' is now descri bed.

L SELYES H@@H&ﬁt8Pn?&§ﬁaﬁa5ﬁsa§§§cF&?é&bw OF
e- ”&'h'es%c%%llrltss ahQ Beraecessedat hnQug thﬁ%np %8&91%3' ,

interface device 14' ' is stored In a data store
" 'ﬂﬂgwﬁﬂtS-a@@@@npommb@rﬁwmm@m peefiesibliycilndesdes manhod

o R SRR Y BRE LeRBROS O e CUAEL s 6r Bogos o0

Sccount. ] cord

nay1helaﬁka®@e¢Mmyd@@uﬁ@@@umhatd@QBWﬁd@%,a&d@hlaﬁa@n
e-mai | address, or a user nane associated with the

pr oPGE6S CetSr £2Ce QévFééufﬁ ' such that all e-nai
aCquﬂb4nnfOr@%hb%ﬁth%&l@afbb@BMaEh%S@@Ssb%v@é@uﬁﬁgui@ 80

the data store , for exanple. Were access
pr oftbeale @@p@oPKONSdEMemgdméefaﬁ 86| fermeirkhasoppntrsed

on he mai te 24' ' 26" ', _the per
-acggéntsys nﬁFOSHC y &ﬁ@lﬁagvﬁ§FF55§§F§nFage of

i nf ot o mn@ueauuegmhh@ agetabiog peet0eel fiodule 80. As
supported by each nmail system 0115% A data store 91'

' SEOPYEE - aSPrEt PEPVAREToPEFaki RENPEEEHEB) sWBlPPoERKES care

by the RrlAteht8RG A8th the source mailbox/account on a
target mail system. Initially, the connection will also
be the provider.

[0105] The interfaces used by the UP servlet 80 and
implemented by the provider modules 84-86 define a
loose folder hierarchy. In fact, it may be
conceptualized as a collection of collections of items.
An item can be a message, a folder, or a contact, for
example, or any other data item to be represented. Each
item has a defined type (e.g., mail, contact,
appointment). An interface for each type of item
defines the properties and actions that are available
for that type of item. A folder item includes a
collection of items, and provides methods to enumerate

the items within a folder.
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nodul e 32'', and corresponding netrics (i.e., ranking)
representing protocol preferences. These netrics are

w@ adosir@ved based on capability criteria, suchr@wUs1ve4/005729
degree to which features of each mail system 24" ',

26' ' are supported by a protocol and the security
| evel pr C xanpl_e. h |te
al s 01%6&86d gﬁ% %OppegéogpﬁgﬁerFa%% ﬁﬁosg sk??lg§a¥rOVlde

t he aacommon tag datatditoU® SErvietONAdwasl @0t ypi cal ly
have a hi gher netric or_ ranking than MAPI, and | MAP
woulCOTgERE ARy Hé tPafRéd SRrge ProRARePOPOdRAER/ dRtERERCE

dat 23RS r9%odul e 21" Somgaﬁoﬁﬁebqgkeggghﬁgs Rggtonly

exanple, in a database on a local har I sk or her
menmgmp lgmentre apsobset! cifntéef acetdevilcend4or' magr cohya

file serv r W t.h i ch.the ro col erfac devi ce
ComaiREeEEes sthete Thate DERLgRkisP oo EeRSensS in
det e reset @ rwWebeh mai |l box (es) or account (s) the
command or instruction relates, and then accesses the

per [0302dunt TheoPRELCORPH £RE @At §XSTBFargocommpy format

det%%@h%%twg%bE%%dEDE% Ran QR FGEeHs QEQE?%@gﬁFéu%ﬁeao

supported for each account to be accessed
accessepvesotbe msq&apporaed 1themthhatrptmueueb [o%:y
selecteg. thr han one § Brotogol IS Up
supporeed st & etﬁ895886&ﬁFe Pﬁ8ﬁl ﬁ5 FPBEGELL“Bngl A&
nodglkev3dt modtgesgesthbe datasstarepfioprible “get
determ ne whi ch supported protocol is preferred or
desipé@erén@rtﬁéméggﬁoﬁvéétapatééépcm@ Rdt Hethi §hest

met 1 n t
e Nt e T Ry S
thesw&tbmsy@heﬂuzﬁer,,shhﬁPassapUEﬁetabtywaelentédded in

over 0117] Th r ot oc I tenf ce _device 14" '
huS5 FOREoHoEBEEaTo P RESRDT | "Bt BRe a4t Copgection

US'ﬁgd@lQDQEtﬁﬁﬁgbberé@@@@hh%dtﬁr@bﬁ@obbjgbﬁoﬁﬁﬁtthe
protocol interface device 14' ', a client conpatible

wi t RRApIentehaher ey dewdinésriace andprepreggnts, the
d
oo Ecardad B36esS 1R 908 QEnERLE:CLnbIgulBtLtion (e.q.,

POP), a single object could be the interface connector
module and also represent the mailbox folder.

[0108] The UP servlet module 80 uses the returned
folder reference to make additional calls to satisfy
the common format request. For example, 1f the UP
servlet module 80 needs to retrieve a specific item, it
may first call a “get folder” function, passing the
requested URL, and after it has the folder, it will
then call a “get item” function, again passing the URL.
The results of the call(s) are then formatted into an
appropriate format, such as XML, and returned in an
HTTP response.

[0109] It will be up to the provider

module/interface connection module to interpret a URL
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The client itself need not support the access protoco

or schene associated with the mail system (s) to be
waewmensok [0118] A nethod of data system acceBGI/US2004/005729

protocol selection using the protocol interface device

14'" is now described with reference to FIG 9.

Baqinni | d i . |
Fromaeit dn Arpts e A R B A G e Hhas
(Bl ock 1162t as tcomphididatrededelradatea thys emvticde

accessed in response to the command supports nore than
onenﬁE%g§§n JE6E. PPIES Tt itRe FodHd SO vdssabltee URLs in

SUPQQ&i%Qx%EOEQ%@e.i@h%ﬁb%gye@Rlﬁkh%EO%%ylgﬁterf ce
O herwi se, the one supported protocol is selected, at

Bl oclenheR:tikac modatle syidtleinel seawdessedousinoey wheut is
sel egt.ed ,prot [, Bl_ock 165, thus,concl uding the
illus fa@g& ﬁ% %5GP%%F rgcﬁefgéé%ﬁﬁng e than one

dat areysiden/icenhe dee caccassadnagt e phet oxols sekechi ene
steps illustrated at Bl ocks 162 -164 are preferably

rep FEY /€8 SFAL LTSy STEMINIGEEY] the SROUFdepewill be
not ggh1hals the ALt @e0knANE IRLLIC jdaka,Bkar & Sletis

but one exanpl e exenplary of a protocol preference

r anKiung ttieshiisqge lilkat- may be used in accordance with

t he pr. nt i ntion.. Protocol prefegences may b
inhé@éﬁ?ﬁin t#é%opggyﬁﬁﬁropoﬁuﬂfgt%3f%§uﬁﬁﬁrﬁgger%ace
pr otcotwles:t ibar mexianplse 81-8820cFurbber etibberiaat kabt
metrics or overall preferences may al so be considered
wherOd6ieget itdg 08 Lpr 6t 666, TPREeEryps SEPEPLERE. f then inbox,

wWhi G 1he-access copmanRd i chngcqbue l5@cqf
pr ot ocol Séfection. V%erel?ﬁe%aggésgpggéﬁgﬁgQFz si6hild be
recéitepd fwridmia PBRtclficéder fidr theanplke, towaby atckheible

enh%gped eature%ﬁsugported by OM cannot be
repres@nfed d RTBERPor SPPaRSter to the device. If a

userrohagjonl y ranectypeaadteClient oher aapeessorgthie
protocol interface device 14" ', then the per -account

i nf eFYRDICdR ey Bénddapt edVestprEEPEst NERBAR}FE &P access
Cli%%Ei%ﬁstobEgiBftB§okE§Elgfi§u8985&8gd. This mechanism
supports the full functionality of each data system
protocol for similarly capable client protocols, and
degrades when a specific data system protocol feature

is not supported by a client protocol. Requests
received in a common format are translated into a
provider/protocol specific format before forwarding the
request on to the destination server. Responses from
the destination server, which are in provider/protocol
specific format, are translated back into the common
format.

[0112] A mechanism for a client to query supported
functionality for a specific provider module, giving
the client greater control over how it generates

requests to the provider, is also provided. Any client
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protocol based on the type of client. OQtherw se, a
further step in protocol selection nay be to determ ne
wao b@swoypes of client fromwhich an access requeBCT/UUS2004/005729
received.[0121] Alternatively, a nost capabl e protocol

supported by a data systemto be accessed may al ways

be ected, a ' i bili t th .

oo RSN AR ISR SRR igperty
t he a itdtouigh kampteed;,duamgatsrid s pativarieofa datsa tt@ any
the client protaocol. Portions of data_corresponding taq

el efBit's ST {8 £OPHTOSCo 1 tordt A& DS (rhSoced@ils

by tJ¥e +¢ld @i 1P A0l A ddraPl@ii @Y p AIRJRAS non
supported interface protocol elenents are ignored or

prodédded accdiedionying acdefaiditionaddyorpidEesi,ngnother
SCh%@%@dﬁ%&%@ o@e%%kglE%t%%%ﬁkﬁ%%ﬁr%%k%n%ﬁv%%%eq4'! is now
access servers thr ouglﬁD proxi es. S0 ThéS atency is

of t elespasiddd.elRereqr raleat edniad 1t he coandi Aalfichaef ohhe

col l ectign bejing accessed (e.g., nunber of email

mes SEFES At ah et 198 WeitG CdEdSs&odPe. aasamised perough

evi deRt friamddie ;Held awdag [esell Al on,; <t ke Resent 4 data
i nventi on provides an apparatus and techni que that nay

be wSedehYW He Phexpetro agiopanithé ndlorawntt ithe pidelfesiabi y

trggltjﬂt %d%%l la%Cti'n%n bei,ng a %%sed is smaller an it

{
ViSO OFST exanpre A froxy Smdy SSREWPEMYY ChE 100
nostsuppeeitleESIagesh R-amai klkeounwhi | e the mail box
itsel f has 2000+ nessages. The present invention

advdfld§dous| ReLOr6Rs hitdeprgky 550561 8% 'amsiair
SUb%%&a%%eﬁh%yc%kl%%Eb%%t!H@%n%??i@§4p%%%%n%%dﬁhgeLﬁ%il

client 1nlied of the entire collection wthou
si griddiresist, iorpdet at oskelre nager agsperiaérdewift@128 bmoeocol
par t.i

v AAGLRTY SRYaara of “Che “BPGt M3 o fitent 2E°unE

deviie@okflat'ion ForoWadesehibeduscerenal byospeakifdihe data

when a data access request is received froma
store 90’7, for example. Where access protocol support
is the same for all e-mail accounts on each of the mail
systems 24'’, 26’'’, the per-account information may
include mail system information indicating the
operating protocols supported by each mail system.
[0115] A data store 91’’ stores a list of all
operating protocols supported by the protocol engine
module 32’’, and corresponding metrics (i.e., ranking)
representing protocol preferences. These metrics are
calculated based on capability criteria, such as the
degree to which features of each mail system 24’’, 26'’
are supported by a protocol and the security level of a
protocol, for example. Other criteria may also be used
and will be apparent to those skilled in the art. In
the data store 91’’, OWA would typically have a higher

metric or ranking than MAPI, and IMAP would generally
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client, the protocol interface device 14" '' accesses

one or nore of the data systens 24' "', 26" ''.
WoWeNZI498 N sone cases accessing the data systROEUSIN04/005729

providing a response to the client m ght otherw se

cause timeouts for certain cIient protocol s, and

t S r of .a client
wrt o Sa it Wan OB mh 36 Bk ShiEn e e

t he 9 ése®l’dspegt bef lttipé.emle‘meretjj orfpxce&batpﬁqwl@ gAYy

be sLQ d at the protocol interface device o

whi &7 ng?‘ﬁe Es@daP g&f@ 9é§§oﬁ§eoﬁhﬁ§smeP@¥Z§fF the
Nbr@r@abbeUh@&bffabﬁed%%QE@CQM’ennge gogukglézserver
polls the data systens 24" "’ eterm

whetHé Wﬁéyhcﬁﬁﬁeﬁ?pyo§pérenﬁatéaDEedevaseOCDamedlcates

W t RS th h n ure
the?gg?%]userghgrg¥§5§§?gu§§8£n Pﬁg EFO? coI%{etermlnes to
i nt ghfiabemdévior (24) or byceahabk)shhBgcamMggH gecount

t ed there t for exanple. Polling is
SEZE§F§E§§ ﬁ@Pmehﬁaeﬁn aBdoFA8Rcec@PERea pbel PAg-account

i nt en¥akmathenpehl tAE HQE§r§§8§en§M'bet EEQEEﬁlne whether
predeterm ned polling interval, or an adaptive po
|nt@PVélthﬁatoeanabeeadjDS@E@Cbased enp?petaﬁlﬁgr each

e Jurrenc articular events, as
Cpn?b%ggggp?éc%gteggéss?ﬁosgfs??EYeﬂn?na?ﬁ%sﬁrPrO%OCOl is

[ 01eaﬂapbnteéspbhse tha@ pobtodsonms heepéeteeol WEBHE NRore
iven data system 24" "'

r et ﬁ#ﬁ% aa?aai:te  Pprtagol eﬂa%tsmerteenfMehlnefam@unt
t hatheanthe ﬁ%@go&ergﬁéiﬁQQméaflgT% ’}t§g§es§$s @herdata

protocol interface deviCe 14 ese d
i deﬁ‘t@ﬁ%e?%’ eomehesmmedwtbycm heugzp@rm@lpmtg@ml 1s

Lrac the dat a st nmenory 92'°
dlg 3 cu %tr(lhlf1 e (%ocaorll n%u% ‘%/eed fi?mto%%tly “en
det’etnen meghdet h@étﬂﬁcw @ﬁt@mﬁﬁ@ {§fs@1é@@éd afﬁoﬁttﬂ{éqﬁall
in any of e, data systens_ 24’ . \Were

dat ¥ Syt e’ 24 OWA By pre%ﬁ%ﬁ@iﬁnﬁ¢l%ﬁﬁﬁiwmweﬁcMAPI, and

exargt e;nd hea pT 0§ ol exgine | & Freferapt a
querlesnallﬁéxes assgglated Wi t eacﬁgﬂser %cw%lgﬁﬁe%Fe
f oroegmi FOP.

[0117] The protocol interface device 14’’ thus
allows access to the mail systems 24’’, 26'’ using a
most capable supported protocol. Through the protocol
interface device 14’’, a client compatible with any of
the proxy modules 347/, 36’’, 38’', 40'' is provided
access to one or more of the mail systems 24’7, 26’
The client itself need not support the access protocol
or scheme associated with the mail system(s) to be
accessed.

[0118] A method of data system access protocol
selection using the protocol interface device 1477 is
now described with reference to FIG. 9. Beginning at

Block 160, an access command is received from a client
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access through the protocol interface device 14''".
For each nmail box query, a mail systemreturns, at a
worRevsaemaps a | i st of unique identifiers (U Ds) PCT/US2004/005729
associated with e-nmail nessages stored in the mail box.
[0127] A current UDIlist is then conpared with a
prevjoys 4D 4ldist Af ¢, .maj.|.hox .i_n St o 2'
"to deté}&$%e mhethé#kﬁgﬂﬁﬁ%gggbé§ ﬁ%@% gégﬁcgtgggg as to
i n whetied Eechatdatze syaitlens yot @@ adcergwdness agepoake to
detected, an ert is preferably sent to a user's
c|i3%? 5P RS FHEROSI Se Gt e thSdu 08 e3 #oce sispprotocol. If

COOQﬁLaHH@m\MHJM&ﬁﬁ;E@%&%l@eﬁ% oPLL MBI e 39" 5

(or another conponent of the protocol interface device

14' selectadd e BdockeAB 4L Dthiegwiisre| tidiengneheupparted
nes j o, he _Ul tor 2' ' 0128 e_ .
of ?ﬁgﬁﬁggg'ggnﬁgge gﬁ?’aggegg%gpeﬁg ro%§CPsb€%8m%X§¥Sm 1S
| i sticwg seeddatsa nigt ¢re celeently psbeoedlat adabaock 165,

systens, especiall ere_the data itens are nessages
stoFE&SoﬁoﬁﬁﬁPd§§§¥§ﬁg.lilgsaééE@ﬁb@Gtgﬁéve?ttﬁéocg 166.
proyeeel engienenapdulhe 32ts sRRkkR Qeetefbgnééceéséﬁ? the
data systens 24' '', 26' '' t0 detect new data Itens
bas®FosRcRll isstlegtionDstsper édlistirhgedl BtsBbrek92162-164

Ther.ef.o otocol .interface device 14 has a
Iocgﬁel%EFFEEQE?QU%%gegFegaEQriF@ 9ﬁ§? FEPESLt or ed
at t[lee18at a syst enbu2d’ be, ndbed thhe kast ptbEBcbheand

data syste were polled. [0129] In accordance with
themﬁ§é§8n a5§p§59@8f9Fﬁe Fﬁv@H%i@ﬁ? £K8IPL-6t 6EeMPlary of

enging ragRdebe %éféieﬁ@%rE§ﬁ§§nﬁh€eéhﬂﬁsgeL%E€£iﬁgy be
fromthe UD store 92'"" when a™"view itens” or
si misad abcessordguest wiishr ebei pedsefhi $nseotédnUl Protocol

lis ich is accurate to within e current polLling,
int%F?aF%gpgth%ﬁyr ?u%ﬁéar?8£tﬁ8 %Eﬁu@g??ﬁ@ngl?gn?.ngt
Thi sfpsappdesed ﬁh@ho&@$é¢rfbﬁsﬁﬁﬁﬁ§%§09 t han

accessing the_data systens 24" '', "' when the
s

reqh8e0is reEuribar asiweriapehappretracedobyoranabl
skiblkedel-BntBE ALY 2150 be considered when selecting a

protocol. The type of client from which the access
command is received may also affect protocol selection.
Where the access command is received from a POP client,
for example, many of the enhanced features supported by
OWA cannot be represented in POP for transfer to the
device. If a user has only one type of client for
accessing the protocol interface device 14’’, then the
per-account information may be adapted to reflect the
type of client or to limit the list of supported
protocol based on the type of client. Otherwise, a
further step in protocol selection may be to determine
the type of client from which an access request is

received.
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[0130] In the case of a POP client, for exanple, the
client times out if no response to a request is

wOo e@eiozEes wi t hin 30 seconds. Wiere the POP cl i BOI/UBR04/005729
operating on a nobile w reless comuni cations devi ce,
| atency within the wirel ess conmuni cati ons network can

cau lLays t ar nificant relatjve to this
riRagTaays RIge AR VRl | acRBbe EebohiE bRRbocSL
asseeipabed W b Br@&tﬂlBgs@eﬁtﬁbeﬂeuh@cbb§bdlﬁay always be
response to a data access request is particular
advaftagéeds Bnrdt Reyelngpapasfibsdanar ©§WGEVeﬁthS@h@Cted
absg@%%sgf %8%% %h”@n&o@ﬁ%r EBE%CO% Eﬁg%?%g%?sggnﬁﬁe

time enhantes the user experience at a
redaediiegtt he Wamﬁlbdnﬂubeh@eEmaaemdtmgnaoﬁaﬁatactesshe

request and r cel a r.es on e.. [0131] A s descri bed
asd oo Pabipea Ll BoFFa bR e Ctedara: Eor5eaPPRAAENES

polbuegeh@%ebfakhevmﬁee&hscét9&660959 Lhat h§ep59¥%gﬁged
toaclient in response to a data access request

prob&c@beeﬁéﬂﬁ@tnﬁéetécgi are pirehelabkyd, pwhEse@ﬁenon—

dal g PRLRNLS) nddy rare2BrorobB1 0B BLILDE Rt RER 108 o

store I'S™StI accur at new
beeprsteseédahctbeddagatsyataﬁfah124or er26r' prétBeeing
the | st poll, then a new UDIlist is sent to the

clié eMhi's furt her polling of the data systens 24’

[5@22] 'SGB%EEQEW?dsEbEQ@hgaceQﬁghﬂg bectheaccess
polllng Interval or initrated by the data access

reqeesverpoiBzpuph wrirbPkibe.appreci ahedlehancyhés often
prﬁ??@& vg§ CrbBEe?QtéS'%%e%h%lﬁa¥ae%%igg oga%he

ata’access requests ypes-d

acces3d leeqteat detiny bhecpeeedassedgby ﬁtﬁbérceﬂpememns
or nodul es of theprotocol interface device 14" '

eanﬁPéag§ﬁcHnd5F§ Q@&%ggxrgaﬁggt§C§?§S?génsﬁ§tﬁalllPe

necessakyc ?xohh%hérQeﬁlo@mﬂgpagéxrﬂggybﬁ SPhe' préfent
descri bed above. [0133] The protocol interface %eV|ce

14'lhvenhepebprawhdas avcepparottheaddt heshsigns that may

24'£é u%ga'by %ﬂe proxy to give the client the illusion
that the collection being accessed is smaller than it
really is. For exaﬁple, a proxy may show only the 100
most recent messages in a mailbox, while the mailbox
itself has 2000+ messages. The present invention
advantageously allows this proxy to select a small
subset of the collection that can be presented to the
client in lieu of the entire collection without a
significant impact to the user experience.
[0123] More particularly, turning now to FIG. 10,
another advantageous embodiment of the protocol
interface device 14’’’ 1is now described. Generally
speaking, when a data access request is received from a

client, the protocol interface device 14’’’ accesses

one or more of the data systems 24777, 26’’’ . However,
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provi des for reduced response tinmes for various types
of data access requests. Through the protoco

w0 paosiot@ese device 14" "', a client conpati bl e RET/IS2NY005729
of the protocols handled by the front -end proxy
nodul e 30" '' is provided access to one or nore of the

dat PR N I_i.ent ] |_f _need not. ..
supggf¥§% e 5%%§§§C§%%F&€§iE%% ?gﬁ%wgyggéggigpgdgﬁoyﬁdlng
t he adatess ey stee (oS )ch24 'c1'ien26 mi'ghtto i catdeesedusas timeout s
not ed above. [0134] A nethod of reducing response

ti M 6° O RECESE A Equéds Lakidrg tthen desired
pr otRGH Hﬁﬁﬁ?ﬁﬁﬁead%%b&eo%4é'blﬁ%nQOWfQ%§C%'Q%%d@%%hhas
respect to FIG 17. Beginning at Block 170, a data
accEeeY squdst Yied 1 dveiavedraienBleowikd th7 theApresent aspect
det ergm.nat i, 1. $.then nmade,. at, Bl.ock 172, as_t
mhe?ﬁgﬁﬁlaﬁgﬂﬁgiﬁfnénfegoaﬁﬁedgg a"s cé&ssggﬁﬁgs?t the
(i . @rotaddiDikitetr)faice ldetdldey 14t or ecthidhe ma ysbehudatato
isin alocal store 92' "', then the stored data is

pr oSSt & SSRETEEqd®ESng client, at Bl ock 173. After

t he [9honqd daﬁ\d%rléa%al%%g%utl%%r:l%/dm fhed pté:%ttc)p:%lc 'ehg?g)e fbdule

if no such data hasS been storéed, the data syste
24' '32' '36'polliso thiei chteheydaeasa@désds r 8§Uést treldatesmine

is | | ed, Bl ock 174. [0135 opt.ional _step.of .
detggﬁﬁﬁggg%%ﬁgtﬁgFrF glggﬁlggkdﬁggaré§8P§eESFHClated with
resperse tthad pakvk beed tharenurEromorhacskesedndatar.

may then be performed at Block 175. If _so, this neans.

t hat! SEHér @TiSs CRBWGRES s L8 EBSoRTORECRAt ANspsEaresyievice

24' 1471265y oceR@ LR dat 3 eeel ued Rt géegaistea the
poll is provided to the'client, at Block 176. It iIs
al s¢hlegealilty, sttoreexanpilke #afldisgoriedRreferablBl pekformed

177, _thus cancl udin hthe illLustrated ne hog gBIogi.
178} SCOPIORTE WAy of BRAMPPE, HACA ACCoL POt biRY
and irglhedscaeeqr Beng keadspeptsdetctrhenkaveBtiogngnay

be applied to other types of data storage devices than
mai Fr$pdveds, C&ndNofREPLpVEt Besldnandnaeeusd sbREnesn be

thag ihase sBackhl 6! bpedgethibed abeygnand shgun in
occurrence of particular events, as will be appreciated
by those skilled in the art. |
[0125] In response to a poll from the protocol
engine module 32’’’, a given data system 24''’, 26''7
returns data items, or at least data item identifiers
that can be used to retrieve the data items, to the
protocol interface device 14’’’. These data items or
identifiers are then stored by the protocol engine
module 32’’’ in the data store or memory 927'7.
[0126] In particular, the protocol engine module
32’''’ may determine whether new data items for a user
are stored in any of the data systems 24777, 26777,
Where the data systems 24'’’, 26’’’ are e-mail systems,

for example, the protocol engine module 32’’’ gueries

41



the drawings . [0137] Additional features of the

i nvention may be found in co-pending applications
we@niosn@es COMMUNI CATI ONS SYSTEM PROVI DI NG REDUZEDUS2004/005729

ACCESS LATENCY AND RELATED METHODS, attorney docket

nunber D 494; COMMUNI CATI ONS SYSTEM | NCLUDI NG

PROT | NTERFACE FOR MULT| PLE OPERATI NG PROTOCOLS

AND"RE EBSNE?ﬁéﬁéatﬁﬁtHﬁﬁgye&&Ek&Feﬁuﬁﬁéﬁlgprﬁésfor e

COVIN CATLENS  SXSbENHPREM D-NE-BETENRL Bl-EaPBORS ke
TRANSLATI ON FEATURES AND RELATED METHODS, ~at t or ney

docRé& "hunber Bash7machiNENAICATYONS BYSTENYSETH DATAIDS,

ST =V, | A Al
RELATED NENEEE! &t £aFtes aoRaloniRBer bIcEs 1010%)
CCNNHHbGAEk@NSWSYSTENhBBCVthH@gNHLEtorbAYEREBhe mailbox.

EXTENSI BLE PROTOCOL | NTERFACE AND RELATED METHODS,
at t d9%@y Tdockét CRERBEF BLB03isindSCERRONFERTRERS With a

SYS Byl NG Ubl NG PROTELGL 1 | NTERFACE, DEV £E-PREM DL NGe
ENHANCED OPERATI NG PROTOCOL SELECTI ON FEATURES AND

RELAZED' NEwH@BSeraﬂn@rwéytbggkeEannbeagES495vetheen

di.scl mh h h d
ot GEREhY P81 B Bnle HEXAVALE T BLI0] AR EXBRD! 4Fy "Biinc

-heh@sﬁBQEEEaWErdb@%&tédﬂﬂuﬁl@dbt®n§sdp!éﬁ@réBQ9 tbBat to a
can be used_in the present invention,is furt
des&FfBed Fhiché @yaﬁb epﬁéﬁaﬁp&n?Hgﬂaﬁewgﬁeéeta2#fé.ln

18. cThecdavica %@QQI@%@U%@%n% eaasbgex§299du@ek§bb0arQor
1400 and an out put device . The output device

shownoithea dpmpbaanGOG thhlphOt@CpﬁeﬁetabEyca flailice

gr aphi, ¢, h er. Lypes f t put . devi ces . my

o En e Tvery ate, FRTERY REH! BibsorhgTaas PR thgopers
conm@s@aQewnﬁbletbhedheastng 1200sapdei 92coupl ed

bet ween the keyboard 1400 and the display 1600. The .
prod@d28dg detieecfstbecBrELOFS™IRE BpérafFERSEf OPREations

ﬂLZ?IZ é@?g gégék%ﬁéfeghéaQXGEQEhs088E§Eh9T¥ Et&?gd at
ponse to actuation o eys

on théakeybbamd, 1460cbyaflhy ubere the data items are
messages stored on mail systems. As described above,
the protocol engine module 32’’’ polls one or more of
the data systems 24’''’, 26’’’ to detect new data items
based on a list of UIDs stored in the UID store 92''’,
Therefore, the protocol interface device 14’’’ has a
local listing of UIDs of data items that were stored at
the data systems 247’’, 26’’’ the last time the data
systems were polled.
[0129] In accordance with the present aspect of the
invention, the protocol engine module 32’7’ retrieves
the stored UID list from the UID store 92’’’ when a
“wview items” or similar access request is received.
This stored UID list, which is accurate to within the

current polling interval, is then returned to the

requesting client. This provides a much faster response
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[0139] The housing 1200 may be el ongated vertically,

or may take on other sizes and shapes (i ncl uding
w@b@swtebs housi ng structures) . The keyboard PEH/US2004/005729

i nclude a node sel ection key, or other hardware or

software for smﬁtching bet ween text entry and

t el gpheny i %’H rabﬁh p;}lgﬂa h%f ?%%'a S Itle%st B /PLOCBSSING 1y

devi ce 180 e dévice’1000 are
shomesahae;mtstcalsi yeaeifle@, B8 wihas®d relpideiated by
|cat| subsy em 1001; a short -range
]ﬂﬂé' 2¥320: t he keyboard 1400 and

the [@'13@]33/ 1@910,th@3| QG Widteh J0ther c'lri%lr‘ltt/ O%Eu%xam le, the
devi ces 1060, 1080, 1100 and 1120; as well as nenDP

devicddent1 66.mer1 80 tarid m@rm@@yo@ﬁﬁeKOd@vw@@u$@b5y§tens
120%@0&&%€@DW1t%1%?%|C% n%shSW%refe g%g%g%tgwgen%ags

conmmuni cati ons deVI ce aVI ng vol ce

COW@@@E@&Um@n©ncapabkhﬂbl@ixeﬂ@sad@bhh@ﬁacbhﬁoﬁ@bﬁbﬁice,
devic 1OOOM§ﬂ$ﬂgrably has _t he capablllté
icC4&tre Totth&r "dEREGEST COPRLBFSaFiignshaetwork can

Int ernel dQi4L +Qper atrlengl%ﬁtfg@aa@f tr\é,@ %l%eggt ed;hy

the processing device 1800 i's preferably stored in a
per diigtidmd gespenssuthings The fbashrnEﬁBppn$£6®;mbut

may her pes of nenory vi.ce

aagggg on%% Wit ?reﬁféﬁngr 2 Pr&F Q&@ A48 eﬂ@nﬁﬁ?ponse
In addatdama Swﬁb%@l3@@@%@&81sSpa@tﬁbﬁldelyc@dvantageous
appllca ions, or parts thereof, may be tenporarily
| oad@d tPREE &YP6PalH| §C8PaFaOSsuEReas lphéheanlERnCe of

aCC%%%h"%H%%yceﬁéMka&%Qg QO%HEEEEaFEQB%nébgﬂﬁ enhances

recei ved by the nobile dévice may a be store
thetRANMﬁtgoeXP@IAEhC@hetpaocéssnngbgewed3018©0thenwalt

ddi.t. { { t t f t bl
cce bt Poh=areEhr EREPE Hpfl PERE: ORe-T306AALES00RPEN  ho

devireeel®98g é @ég@@hg@n1ned set of applications that
control basic device ogeratlons such as data and
voi ¢d818dAnuni &8t PeRsTi300A2RATC1300B, skayeBeUlRstasteds

on Lheurate to within the polling interval. When the
stored UID list is provided to a client in response to
a data access request, the protocol engine module 32777
preferably polls the data system(s) 2477'', 26’’’ to
determine whether the stored UID list is still
accurate. If new items have been stored at the data
system(s) 24''’, 26’’’ since the last poll, then a new
UID list is sent to the client. This further polling of
the data systems 24'’’, 26’’’ 1is performed either
according to the polling interval or initiated by the
data access request.
[0132] It will be appreciated that the preceding
description relates to “wview items” or similar data
access requests. Other types of data access requests

may be processed by other components or modules of the
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devi ce 1000 during manufacture. In addition, a
personal information nmanager (PIM application may be

wo pwsabdse’l duri ng nanufacture. The PIMis prefCHDE2004/005729
capabl e of organi zi ng and managi ng data itens, such as
e-mai |, cal endar events, voice nmails, appointnents,

and ﬁr%%%d&le”ﬁrd‘:e%c%l Me%@e' Gal,i,on igg, Al Son@nr 1&f el @AY gara

capabl e of sending and receiving data i Yt éne "a
Wi r elagsss meatagprds th4 Glre %mﬂhamﬂﬁeﬂ" hﬁen@dwsﬁa@@,lbgwﬁhe

are SS i ntegr nchroni zed and updat ed
vi a ﬁ?lgmﬁ%#g§§”%% &%% mytﬁstﬁ§%ﬁ§ﬁ19§ GHeM s
cor rexsadi ng TRt HridieEe 15t ared Al ASRQQIAL Qi /Wirt Rrd repy
host conputer system [0143] Conmuni cation functions,

|nc@&éFW@‘Géﬁﬁsén&0v6ﬁ@ed@@@nﬁﬁﬁ@@mSoﬁé"éne2§érforaed
t hr e G H%'tlons subs%s%enmlo

pos |ny r ough "t he or?Spran e %% at 6ﬁ§us types

subsystdera Eh@e@&wmemu@atBOn?h&bﬂ@%stﬁﬁl#@@lob&@'ﬂﬁ%érface
a recelver%%oq transn1tter 1520, and one or nore
and

ant &Yas 1 a1§éeen|ncaagﬁﬁeéﬁe #H&h any of the

con@&@t@@bu@n%a&ahéﬁs%ﬁnt%go%r%h%ﬂeh@Cb%@%? flodule 30777
processi ng nodul e, suc a |g|ta St gnal processor

( DSRF P5801dsAd aceesls §QCphbaD@rm©méspf16@$ dihe systems

spesishi¢ des,gn a [ t.h

con%ﬁnlcét?§ns suggﬁs?gn1ng Ege SﬁgeﬁPtuﬁgﬁpPﬁE the
conauneeatp@@&oneEMBEksbﬁemhlébsbb@aﬂ@alMﬁtﬂevhéedéggo
is int % operate. For exanple, a nobile device
1006Y ﬁél 4é" arcéfini E8t PEnSCSEBESFSY eAS1D0EEd above.

deSW@ﬂQd]to opefrataow b EQ@uB@H%Ggé%§g%sED?HﬂggAgéknhata

or General Packet Radi o Service
comRliALERt POASSAernarksfsandiabsbhdeprrghedol oinperatee

et o hes 47 oAb A s BT BeRVL “PCEEoRStE bpcFIG. 17.

cxhBEgﬁypeSgoﬁtdauaCanM7vp|aedaeéma&&éssb@éauégﬁaigte
and |nte%rated may al so be utilized with the nobile
devFEES1066 aFO?&ﬁFkh%?ﬁnr% aetessipafiprehBntBevaryde, at

dep@mgbﬁglqﬁonaghgot%H@tﬁérCaggynb8§£i89n§y§5egkeFggta

exanple, in
access request (i.e., a UID list) is locally stored.

Where such data is in a local store 92'’’, then the
stored data is provided to the requesting client, at
Block 173. After the stored data has been transmitted
to the client, or if no such data has been stored, the
data system(s) 24'’’, 26’’’ to which the data access
request relates is polled, at Block 174.

[0135] An optional step of determining whether the
polled data received in response to a poll is different
from the stored data may then be performed at Block
175. If so, this means that there is new data stored on
the data system(s) 247’’, 26’'’, and the data received
in response to the poll is provided to the client, at

Block 176. It is also locally stored in the data store
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t he Mobitex and Dat aTAC net works, nobil e devices are
regi stered on the network using a unique persona

WO d@snedspeat i on nunber or PIN associated with EG[UHSZ_004/005729
device. In GPRS networks, however, network access |s
associated with a subscriber or user of a device.

PRy gevi Ceaﬂ d?cflprlerf eg:LHt s co% %ngr ﬂﬁg{sggated

modul e, commonly referr’e as a
to @%@W@ﬂda«ﬂiqu}mis )networ k. [0145] Wen reqU|red

net egi st atlon activation procedures have
bee%&?’r@l ete r?oﬁglelxé'm@é'\ﬂ'c af@o@%&f%@n@t@ﬁ@ and

reCGﬂéﬁhdﬁgnﬂﬂﬂdﬁaﬂdg“%dﬂa PRl S OVve ¢ 1%9%%%QB%3%L§ﬁ
network 1401. Signal's received fron1t e conmmuni ca ns

net iR 14D £ oy tiftea dnviperen @ £1 510 cars¢ oregiee dletva diefse than

rec r A V|des far

anpﬁk’q %y%% frg%%%%bye&bﬁﬁOtgﬁﬁngF8ﬁ SFCPESr Prgemes
Chaﬁman:ﬁﬂdﬂﬁIsm&cuﬂmcall@n@eﬁﬁfl@bﬁoa&b@%'@%daﬁﬁb%ﬂ in
to qdigital conversion. Analog - tod-igital conversion
of t C&VEF -si gnal all ows the DSP 1580 to perform

mor q oaam! ex %@@H%ﬁb%%ﬁ'Q%%th%%%tb?n%hesﬁﬁggﬁtlon may be
denodul ati on and decoding. In a simlar

si gA&UEd dnheorpansiinet egpild celiéonet wmtktléal ?)rs E 1580
d e
P R o SR PR s PaREn REbuPEnL 85 chsr 1P Rncy
dlgﬂN@lRE@AEE@lM@TEODEerStQBIn%ye@@@RQY HAmeeRrvensiLoen,
ification and transm ssion to the

@W@g’FC@HIH&SMWTWOiN?éPDﬁEﬁmBRQé"pCQLaINﬁ@RFACE FOR
antﬂnm@1$§QOOPhﬁiﬁﬁhGl@R@?@b%@@”A@@ QEBE@E FHODS,
comruni cations signals, the 0 rOVI or

conﬁﬁépraﬁytﬁ@cketenusbelS@D 4ad; tﬁ@MMUHmSHTEDES $520EM

. . : |
o PRSPTBIS e, 2R rRa s BBEk (RO ERCAP I TRANSEARERS PhRRGkEs awo
adapELREED MEmHODBLedttbfﬂé%hdaék@ﬂaﬁtﬁbsﬁlﬁDCQGﬁf0|

algarithnms inmplenented in the DSP 1580. [0147] In a
datgoggﬁﬁﬂﬁﬁgg@NénéYﬁﬁﬁﬁ,WéTHeE%TQeHTORAGE DEVICE

INTERFACE PROTOCOL CONNECTORS AND RELATED METHODS,
attorney docket number ID-506; COMMUNICATIONS SYSTEM
PROVIDING MULTI-LAYERED EXTENSIBLE PROTOCOIL INTERFACE
AND RELATED METHODS, attorney docket number ID-503; and
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE
DEVICE PROVIDING ENHANCED OPERATING PROTOCOIL SELECTION
FEATURES AND RELATED METHODS, attorney docket number
ID-495, the entire disclosures of which are hereby

incorporated herein by reference.

EXAMPLE
[0138] An exemplary hand-held mobile wireless

communications device 1000 that can be used in the

present invention is further described in the example

below with reference to FIG. 18. The device 1000
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signal, such as a text nessage or web page downl oad,
is processed by the comuni cations subsystem 1001 and
WO g00500p4P8 t 0 t he processi ng device 1800. The rRCEUSB®O4/005729
signal is then further processed by the processing
devi ce 1800 for an output to the display 1600, or

L ARAkIAR) ¥ 1Ousa0e A AU LALY 1908l 1000k pu

A devi ce user nmay a mpose tens,
emaideviess 4§69, Tsiengutpetk epbaaed shéa a@d/aoalss@my 1600,

th a liary 1/0O ce 1060, such as a touchpad,
?ocﬁ%% ivkﬁéﬁréé FﬁEﬂQVI 8&8 géﬁpgéﬁeLGPheptbﬁﬁgtﬁpeS of
I nputatgeri cevithe ﬁ@§p9§%@rg§E§vbﬁ9”Eenﬁ¥1EQ%§8beA

transmtted over the communi cation3 networ 1 via
t he PEGRRTRILES! idéﬁécgu%?gt ém to0taihed48}ithanatiei heusing

o RO BRE Aty oaphelap=eheRo ha: s Pahnan s4PPonga the

nodglseiegpﬂsﬂhatThecpmwedssuggaasvaee 080PUEch®r8ls the

speaker 100, naI fortransm ssion are
gensPaf841hny og ﬁpﬁrngB 8Y11560, ArgevRati 98 Ubpceverall

audbpeké@h&ﬂbéfstﬁgsmo§ﬂ§g ée§1éeV9b§§ n§§59%§ onse to
recordin subs%sten1 may also b e inplenente Br"the

devﬁeéui don ¢ bamstpanthehéembsgray14600byayha|sgeb
din tlons fo X
0 ng% g; theT¥§e ?u?fﬂg“?ba APV i Ry %g??ga{?ﬁ Vg?tlcallyl

dur ati mayotéka Mﬂlﬁéhéalblz@sraﬁﬁhﬁﬁay@éc@lﬁ@iﬁdlng
- range conmuni cati ons

rel ate nL rmati on. The short
subgég?ﬁh? ﬁa%?%%l%%nﬁEﬁP%EP¥%ﬁ beTQ@eheYh@aﬁ@bmﬁﬁ include
dthCﬁoéQOQeﬁ@QtPéﬂeke§roéfngﬁﬁefyﬁ EiFaDe oge¥$§ tware for

whi ch need not necessari | simlar dgv i ces
exafpl ching @ﬁbw¢¢@ngext0ﬂmunycamdoMslspwmmyt@mtﬁpy

d associated circuits and
conbabEor s ! O LG RV or (g eomiy 5 | e S0 SD

t mmmiﬂ&rﬁ@ro£OWM@]@il@rddWiéb Sigod afty sh&pabl ed
systens and devices . [0149] Many nodifications and
ot heS P IhdotEaehy siy FIG. 18. These include a

communications subsystem 1001; a short-range
communications subsystem 1020; the keyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201.
The mobile device 1000 is preferably a two-way RF
communications device having voice and data
communications capabilities. In addition, the mobile
device 1000 preferably has the capability to
communicate with other computer systems via the
Internet.

[0141] Operating system software executed by the
processing device 1800 is preferably stored in a
persistent store, such as the flash memory 1160, but

may be stored in other types of memory devices, such as
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the invention will conet o the mnd of one skilled

in the art having the benefit o f the teachings
w@e@sonesl i n the foregoing descriptions and tPEI/US2004/005729
associ ated drawi ngs. Therefore, i t i s understood

that the invention i snott obelimtedt o the

f nts sed, and.that nodifications
2Eg%g§%%' Séqg?brintegﬁgdof glﬁléaFnélﬁ&@geweﬁﬁpﬁnt In
theaﬁ@mﬁidm f styhe cappefadad rel, aispeci€aupyles cBr ogr am

Listings ProgramListing # 1 - Exenp Iar¥
Aut RERLCALIOR SRe e §B TPROPRENBOLUp SBMT PR/ terpDaprhly

?L;QBbdeBTQQ%% an%oﬁé%HQecg%%ggt Lvpgr AL AR s ccess
svr ZeEgry. dSEH . ééBOGoﬁﬁmmunﬁtaa&ssb 8&paallsaakéuidst* by

* %k k% —****** x UP SY

X_ uﬁﬁ%\/\%ﬁﬁéﬁlecﬂ@é t BPde a%iﬁPNgﬁEﬁ%éﬁ?dllBs sheafélt 1180.
Mozi[otlae4. 0 (caepatrobkesiMgl Bebise Y8040WSnNIq5:i0) on to

Connection: Keep-Alive Host: |ocal host: 9080
Cbnﬁ@ﬁtOE@ﬁQFHHQGé&SEQ%n¢HV§ﬁéP§ﬁ+"§n9b155<§Rppgpﬁpndof

xm B8 Fel= PAYbp1icat 300A-1300N th 1000. A

xm ns: h—"ﬁttppflégﬁeﬁggsnﬁcroso%t conT hot Hai nylce

xn1@geﬁﬁﬁémmugeﬁeﬂa$.bﬁtpppﬂhcétlons that control basic
="um schenmas: cor i roxy" .> <D: prop>

E E'un|vgrﬁ$!g
<hn188ﬁ ScPEPLALARTEal EHGRr 7S SRARj BOANKPASE
<hncomhesi zaghehsnhesbx shan 09bbBX/ RashBESEALREII23d on the

device 1000 during manufacture. In addition, a personal
information manager (PIM) application may be installed
during manufacture. The PIM is preferably capable of
organizing and managing data items, such as e-mail,
calendar events, voice mails, appointments, and task
items. The PIM application is also preferably capable
of sending and receiving data items via a wireless
network 1401. Preferably, the PIM data items are
seamlessly integrated, synchronized and updated via the
wireless network 1401 with the device user's
corresponding data items stored or associated with a
host computer system.

[0143] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,
a transmitter 1520, and one or more antennas 1540 and
1560. In addition, the communications subsystem 1001
also includes a processing module, such as a digital

signal processor (DSP) 1580, and local oscillators
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<hm sentitens/> <hmdel eteditens/> <hm drafts/>
<hm mnsgf ol derr oot/ > <up: cor por at econt act s/ >
wokeosmxp@es | / > <h:sig/> </ D:prop> </D: propfi nd>P¢IIUS2004/005729
207 Multi-Status Set- Cooki e:
JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935; Pat h=/ ups

Dot e Va0 T Ay OO T 30 5 T G I S Lo of

Coydil'a ]comﬁm]ﬂca;terwsarmb]sy@”ceanqmblng‘" ld@ire&déht upon the
"DAV. "
X R e e R G i i GaltroRpbi e device 1000

X”‘G§;QL'ﬁgdﬁéﬁﬂ33n$§é¥§t%nd%%r example, a mobile device
xm ns: a="urn: schenas: cont act s.

xm AL rERy Airsthsieas: ompaiilca tiinss :smbsyrsiesc 1e0ds . m

il <D S nse - ™
D %ngg?t p: //|°£S’ga|ah§stm§886ﬁ&p¥/o?/lr5% af Pata TAC™ or
<B [Eetpstadt Padledt MauSHEERPVEcE 20PRK<MBbstiat ¥sk s
< prO >

<h ARSI TH-oS GEaMpsker 9686) @psrl RBOXOaERMtionbprsate

<hnh§ﬁﬂﬂ@§@>%ﬁi%.Q%EQ%@bh%%tV%Q%%/%%%%ﬁgkeg% %%%UBNkworks,
I ON_URL/ </ hm sendnsg

<hmssisiht jatse AR t ﬁDm,OC@MROSPCQOSG/SMpS/eSent Other types of
lte /</hm ent.i tens>

<h m@%s §f 5P Ger P d6E>REEFOF FPoc RPRs 6288861 §pers ARtREGREST/

| demagota? s€/ Bep@p iskb: p&@ﬁsitate>m6b@1teealei%%>1000
</ D.nul tistatus>Program Listing #2 - Exenplary Inbox

Requ@d4duer y NESMEK €5686F| reRsd reREQUESYary depending
upon the type of communication system. For example, in

the Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.

[0145] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna
1540 are routed to the receiver 1500, which provides
for signal amplification, frequency down conversion,
filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580

to perform more complex communications functions, such
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OPTI ONS /ups/ I NBOX/ HTTP/ 1.1 User-Agent: Mzilla/4.0

(conpatible; MSIE 5.5; Wndows NT 5.0) Connection:
wKe@pAHXl4p8/e Host: | ocal host: 9080 Cooki e: PCT/US2004/005729

JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935

Content Length: O RESPONSE: HTTP/ 1.1 200 OK al | ow

ﬁéiﬁégg&cfgkloh QggEaeggﬁEEE ?DELEgEﬁl ggxggnner,

<ur Bl@ﬁh@ﬁa‘éocbéptjdélhyﬁi’éaé@f@dytb@ShQS\ﬁ@fEh:MOl are
Content-Type: text/plain Content-Length: O Date
06 RE§C2883914€20: J8odra e vapd %aeﬁ%dbo%t%@q Di?s%58°

Wsaﬁaeéré”théﬁ% oRERESL Eﬁgpﬂé\!'?sﬁy@éék'\'@% for

HTTP/ 1.1 Range: tows=0-24 De 1, noroot Brief
Pradirgitao- tacheaIbgteunvéypEonteﬁréqutncy up conversion,

P FRESH CA User ent: Mzilla/4.0
(GO Rf B0 VAT B AT bon by AloTR NE Bh 57 BBt f oo
KeepohiiMechesbn hetabhrsia89800. 00Kt Rorks) via the
JSESSI ONl D=C70CD1AED7D2BE210B34D93F7ACD6935

ContefenpRengPhR9-586 <?xnl version="1.0"?> <D: propfi nd
Xg}ﬂgi@giDAV 1%”3881998 EQ éfggggglggtBgﬁﬁuﬁlcatlons

urn: schenas: mal |

xm adgoptsur hhechehnt580r pramidessabpr ogyt zo Do pr tpe

<D:%ggé§vé?:&§68lggé/the transmitter 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.
[0147] In a data communications mode, a received
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received
signal is then further processed by the processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I/0O device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.
[0148] In a volce communications mode, overall
operation of the device is substantially similar to the
data communications mode, except that received signals

are output to a speaker 1100, and signals for
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<D: i shi dden/ > <hm read/ > <hm hasattachnent/ >

<hm i nportance/> <m from > <m subj ect/> <m date/ >
wopsiozdes et ed/ > <D: get cont ent | engt h/ > PCT/US2004/005729

<D: content cl ass/ > </ D: prop> </ D: propfi nd>RESPONSE

HTTP/ 1.1 207 Multi-Status Content-Range: rows 0-8;

total =9 Content-Type:. text/x Tr ansf er - Encodi :
A BatsS e d CoBAGS 5803 Y A0 0 SR B i 8e P 0RP-
Apaghe c&p¥et &kl vos2¥NMorvengiens/d. Qubsystems, such as a

encodi ng="UTF-8"7?> <D: mul ti status xm ns: D="DAV: "
xm NO1GE=TgERagehERESTEBNIuRIPEYSERPr ORGY also be

X”‘&%p&%ﬁ%%@éﬁcBﬁ”@ﬁécéb%ﬁéériboo. In addition, the
xml ns:a="urn: schenmas: cont act’s:

xm ngspieyuleodcheraslbbt praukilized in voice

xm ns: " yrn; schemas: mai | header: ">

<D: CORPURLERLGES6- BOPPy c SR REPRRYE> oD 8B bBHs BB

<D. hgehrhihp o/ hoeahhosl: BA80LUPShENBOXEE62R963: 2 voice
K/'D: href > <D: propstat> <D:status>HTTP/ 1.1 200
OK<fBldt atgssthprpivepse call related information.

<D: yi.d> b a . 4 <LDuid>

S it Raeaea3ngRaddnntatagt eal AR ISt D bl es
<hmcoradrlcbhdoneddtween the mobile device 1000 and other
<hm hasat t achment >O</ hm hasatt achnment >

<hnPrAFFeaRc E¥EEFRM PhpFYaReds which need not

necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for
communication with similarly-enabled systems and
devices.

[0149] Many modifications and other embodiments of
the invention will come to the mind of one skilled in
the art having the benefit of the teachings presented
in the foregoing descriptions and the associated
drawings. Therefore, it is understood that the
invention is not to be limited to the specific
embodiments disclosed, and that modifications and
embodiments are intended to be included within the

scope of the appended claims.

Computer Program Listings

Program Listing #1 - Exemplary Authentication Request

PROPFIND /ups HTTP/1.1
Depth: 0

Brief:

Pragma: no-cache
Content-Type: text/xml
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<m fronmepMail Delivery Subsystem &l t;

MAlI LER- DAEMON@ol . conp</ m frone <m subj ect >Ret ur ned
woraiosn204ser unknown</ m subj ect > PCT/US2004/005729

<m dat €>2003- 08- 05T23: 12: 48Z</ m dat e>

<up: i sdel et ed>0</ up: i sdel et ed>

<D: gets QgL | engt h>3247</ D: get cont ent | engt h>
svr_@g.ﬁgma?sm e&a&af@mmaimkm%@&ﬁi@&* RgageskiLpant ent

| asscus/dyng: efsg </ Dr propstat > </ D:response>

<D: XESP REFRESH_CACHE: force

<D: iXr e NEWQOK/1 ocal host : 9080/ ups/ | NBOX/ 6623954;

K/ Duhereﬂfgant<mplla¢ms¢campatlbla MBIt A5 YRGS NTH.00

OK<LCpnneetipniSeep<ve r op> <D ui d>51073b22a28c28201

5bc Bot4ow@tese®89 D: ui d> <D: i sf ol der >0</ D: i sf ol der >

<D PQWF'H&@?@@@%) i shi dden> <hm read>1</ hm r ead>

<hm, m%r% n) >O</ hm hasat t achrrent >

<hnkb Qup RPOT tan As:h="http://sch mas mlcr oft.com/hotmail/"
b hEd mngmrms EhEEcs phmﬁ? e

Test # pﬁgpb -French 't enpl at e</ m subj ec
<m dat<ameMdcts8- 05T23: 10 30Z</ m dat e> <up: i sdel et ed>
</ up: i<cohehiehexl>
<D: get<oorieusme/Fengt h>1577</ D: get cont ent | engt h>
<D: corfh@iEsAss>ur n: cont ent - cl asses: message</ D: cont ent
cl ass><h@}"E9°|‘6/|>op> </ D: propst at > </ D r esponse>
<D:res
<D: hr g @@@ﬂﬁ{“ , ocal host : 9080/ ups/ | NBOX/ 6623926;
1</ D h g f Rleididopst at > <D st at us>HTTP/ 1. 1 200

K</ D <§ﬁ1%tréf§ﬁ <D prop>
<hm:msgfolderroot/>
<up:corporatecontacts/>
<h:maxpoll/>
<h:sig/>

</D:prop>
</D:propfind>

HTTP/1.1 207 Multi-Status

Set-Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935; Path=/ups
Content-Type: text/xml

Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:muiltistatus xmins:D="DAV;" xmins:up="urn;schemas:corp:universalproxy
xmins:c="urn:schemas:calendar:" xmins:a="urn:schemas:contacts:"
xmins:hm="urn:schemas:httpmail:" xmins:m="urn:schemas:mailheader:">
<D:response>
<D:href>http:/localhost: 9080/ups/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<hm:inbox>http://localhost:9080/ups/INBOX/</hm:inbox>

<hm:sendmsg>http://localhost;9080/ups/AOL_MAIL_SUBMISSION_URL/</hm:sendmsg>
<hm:sentitems>http://localhost;9080/ups/Sent Items/</hm;sentitems>
<hm:msgfolderroot>http://localhost:9080/ups/</hm:msgfolderroot>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>
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<D: ui d>b072c3748cef f 1320f 9f a746f 797e64b</ D: ui d><D: i sfo

| der >0</ D: i sfol der> <D: i shi dden>0</ D: i shi dden>
w&kovsozags>1</ hm r ead> PCT/US2004/005729

<hm hasat t achment >O</ hm hasat t achnent >

<hm i nportance>1</ hm i nportance>

<m f rom>J ohnsm t h@lenmo. con</ m from> <m subj ect >Re:

npox Request

<up: du%@eﬁ Je?? p@ﬁ'ﬁﬁ%; sdel eted>

1927</ D:. get cont ent | engt h>
frcl ass>ur n: cont ent - cl asses: nessage</ D: cont ent

N amlm@zupg/mmiﬁrm gpstat> </ D response>

<D: IUs&PARE € Mozilla/4.0 (compatible: MSIE 5. 5; Windows NT 5.0
<D: @oedestidrt gedp-Alveal host : 9080/ ups/ | NBOX/ 6623922;

K/ DHastelpcalhoBL:9980pst at > <D: st at us>HTTP/ 1.1 200
OK<[ppide: dﬁﬁ%&loamnggmAEszBEm 0B34D93F7ACD6935

<D: Fresntie1eBdbs9555d33971aeal2c09be5021</ D: ui d>

<D h%%gggi%md D. i sfol der> <D: i shi dden>0</ D: i shi dden>

D get

read>

<hmam15é?>‘r Ef Dhﬁb%sﬁé EalrEhEBELETE BMOVE, SEARCH
<hnmyhdFReFrt RR&HRR Fo'iqa rcgearch
<m bbﬂéﬁt}mw%ﬁ/ 15 ront <m subj ect >Re:
xxxEWhentRengtH'ert #1</ m subj ect >
<m BateeW2q08-A08 200 TB006 :;MPIZ</ m dat e>
<upSeryerefpsachelSQotaind i sdel et ed>
<D get cont ent | engt h>1930</ D: get cont ent | engt h>

ontentcl ass>ur n: cont ent - cl asses: message</ D cont ent
cI asEnespages iy @5% D: propst at > </ D: r esponse>

REQUEST:

PROPFIND /ups/INBOX/ HTTP/1.1

Range: rows=0-24

Depth: 1,noroot

Brief; t

Pragma: no-cache

Content-Type: text/xml

X_UP_REFRESH_CACHE: force

User-Agent Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 586

<?xml version="1.0"?>
<D:propfind xmins:D="DAV:" xmins:hm="urmn:schemas:httpmail:" xmins:m="um:schemas:mailheader-"
xmins:up="urn:schemas:corp:universalproxy">
<D:prop>
<D:uid/>
<D:isfolder/>
<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<up:isdeleted/>
<D:getcontentiength/>
<D:contentclass/>
</D:prop>
</D:propfind>

52



<D: response>
<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6623915;
WEe@®skew@ds> <D: propstat > <D: stat us>HTTP/ 1. 1 200PCT/US2004/005729
OK</ D: st at us> <D: pr op>
<D ui d>55bc30adf b4f b66f 3d11b0416c82b701</ D: ui d>
E%B/é@i%md D: i sfol der> <D: i shi dden>0O</ D: i shi dden>

<hmcgﬁt§,qtpg gﬁtgng hasat t achnment >
<hnmcbreRLTy @&a;rﬁl/ m 1 nportance>
<m f]'fa(ﬂﬁféd. §iRg: chu@itedo. conx/ m from> <m subj ect >xxxFWD:

Re: Daestved bs/Auy 2005 8028 GMT

<m Getver>20B8e O8ycdd3T23: 05: 27Z</ m dat e>

<up: i sdel et ed>0O</ up: i sdel et ed>

<D g@tr@d%'éﬁ’f"f'@" grepsingt\y Pﬁ'@?”get cont entl engt h> )
c% a] d n&?&éﬁt\/ e :CO g@i‘:@a ="Urn:sc §m£r§ﬁ|prm' "

= S,
E%g, %@; SC;%? SRS SIS ESCES ot P
ran?7>0 8</ %ontentr

<D: thfrg "ocal host . 9580/ ups/ | NBOX/ 6623910;
1</ D r€f>ﬁcl9 | RScIRSS:8b 0/ P B NB @653 68T RH:nk-2 00
OK</ Di<BX(Rbpsst

<D: pr opBdiatus>tHTOPH df 224 b6 IBa&dS-7 54f 90f e6dc8bf 4f </ D: ui d
> <D: i sfloprdesr >0</ D: i sf ol der >

<D: i shi del&ws3erFobpetyardspia3atina MéeadeI<Phyidrr ead>

<hm hasatR-&eRsERcD Qﬁ?'ﬁ?ﬁ hasat t achnent >

<hm i npo} Q'ﬁ'ﬁﬂ 1Q7/ﬂ1‘ﬁh rtance>

<m f r orJ SIS A f LSRG <m subj ect >Re:
Test #1- gg;M p
<m dat e> m ngé%ry @g] s%atag%?WI\ﬁjﬂﬁlt_lﬁ?DAEMON@aol com></m:from>
<up: i Sdeirﬁ*&l&ﬁ’eh@ﬁewmeh { (@efGixnown</m: :subject>
<m:date>2003-08-05T23: 12 487</m:.date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3247</D:getcontentlength>
<D:conteniclass>urn:content-classes:message</D:.contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>hitp://locathost:9080/ups/INBOX/6623954;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>51073b222a28¢2820115bc80d42e8cBec</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All -French template</m:subject>
<m:date>2003-08-05T23:10:30Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1577</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623926;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>b072¢3748¢ceff1320f9fa746f797e64b</D:uid>
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<D: get cont ent | engt h>1258</ D: get cont ent | engt h>
<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D: cont ent
W@ b@s®204¢8 D: pr op> </ D: propst at > </ D: response> PCT/US2004/005729
<D: response>
<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6623909;

é/é)/ Br 2{ ggfspogé)erp .<§2%0der<>D: statuus>HTTP/ 1.1 200
<D: ui d>oeﬂa§%§ T hO586bt 9d86873f 498</ D: ui d>

<D i sf ol dighnRshREhEbaRm hasRabu-aden>0</ D: i shi dden>
<hm r eadzArsihyorta®@s P /hm:importance>

<hm has akmdohrphtsrd@aemb.asat/mgohept >

<hm i mpormsnbjectiRe: kxrFW Ret Bastb/m:subject>

<m f r onPF O IREROFD2OMSZinT.dater> <m subj ect >Re:

Test #1<FYRisdgigtedzp<up:isdeleted>
<m dat e>2 :@9%3@?:1 < %I@?QW%Q?@Q;ZD, ontonfolases
<Up: i Sdg/b forag Sapurpg ? —Pgasgs.message .contentciass
<D: get gghtpaL.engt h>1241</ D: get cont ent | engt h>
<D: canp-edabsisass>ur n: cont ent - cl asses: message</ D: cont ent
cl ass<p:rebdangd>0p> </ D: propstat > </ D. response>
<D: r es{inmshttp://localhost:9080/ups/INBOX/6623922;1</D:href>
<D: hr efDspropgtat? / | ocal host : 9080/ ups/ | NBOX/ 6605332;
1</ D: hr €9:states; HirTEfist 200-0KD:statwsris>HTTP/ 1. 1 200
OK</ D: stl&pge> <D: pro

Jshiadeén

<D: ui d>60R Y9244
(IS
§ F? %r}%é fead>

<D: i sfol
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from=>johnsmith@demo.com</m:from>
<m:subject>Re: xoxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:06:45Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1930</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623915: 1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>55bc30adib4fb66f3d11b0416¢82b701</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>1</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:05:27Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3254</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http:/localhost:9080/ups/INBOX/6623910;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>

>
B BTSRRI ALy Ui d>
\PBI9REr > <D i shi dden>0</ D i shi dden>
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<hm hasat t achnent >O</ hm hasat t achnent >
<hm i nport ance>1</ hm i nport ance>
wapaosozmvaol nbr security@ol . cons/ m frone PCT/US2004/005729
<m subj ect >Security Notice to AOL Menbers</ m subj ect >
<m dat €>2003- 08- 01T23: 00: 58Z</ m dat e>

<up: i SdeE|§:‘h%d6‘7@6(2%56%8%@@37%@6%&csbf4f</D:Lfid>
<D: get compamiidepgitizhildL</ D: get cont ent I 'engt h>

<D: cont eab:ghRgs>0&/D:isHyeent - cl asses: nessage</ D: cont ent
cl ass> <kldnpradpb</ih.iRapr opst at > </ D: r esponse>

<D: r es pofiyebasattachment>0</hm:hasattachment>

<D: hr ef >Rm:prRortensex] e impo08GLrps/ | NBOX/ 6567082;

1</ D: hr ef3:-Tem>iohesputh @dsma:ponat/mtfigasHTTP/ 1. 1 200

OK</ D: st ZPEEIF 5 ?#1'AH<.ImZSUbJ§Ct>

<D: ui d>f 4 qug elaa A g b5 e05</ D: ui d>

<D:i sf ol gefpalisrddnd fﬁg’iﬁﬁ%gﬁ):%?of%n Jden>0</ D: i shi dden>
<hm r eadg. dide@irn:&chten -@%@i A &/Brcgnteﬁ'{t ass>

- hasat taphrggent > <hm i nportance>1</hm 1 nportance>

<m f r cui>pebsetyber i nf o@wol . conx/ m frone .

<m suli):espor€m ng Soon -AOL 9.0 Opti m zed</ m subj ect >
<m d&Passpa>07- 25T21: 15: 227</ m dat e>

<up: i SPdIret ipsineapstPatNAIPeANRAX/6623909; 1</D:href>

<D: get"CRIPRSHAT h>10012</ D: get cont ent | engt h>

<D: gont< ﬁ’%@‘ﬁﬁg}ﬂrﬁ:?&8%({%1@@}'%?5%3: message</ D: cont ent
class> <[Arqr ; 2 ; ponse>

</ D: mul t4E%‘gg;f&g,%ﬁg%ng%_g%bgdﬁ%sje’gﬁgf%éiégnp| ary Fol der
Sear ch RafidssdenSehBRnlghdd-es of fol der: REQUEST:

<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1</m:subject>
<m:date>2003-08-05T23:04:13Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1241</D:getcontentiength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6605332;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>6060b944e60256c814498af29e5f0e47</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aolmbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01T723:00:58Z</m;date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>5137</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6567082;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
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OPTIONS /ups HTTP/ 1.1 User-Agent: Mzilla/4.0
(conpatible; MSIE 5.5; Wndows NT 5.0) Connection:
wKe@pAHXl4p8/e Host: | ocal host: 9080 Cooki e: PCT/US2004/005729
JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 0 RESPONSE: HTTP/ 1.1 200 K all ow
OPTI ONS¢p. j5PFI ND, MOVE, DELETE, BDELETE, BMOVE,
SEARCH dasiliig>f47b72c8¢1aa91458f40181fce3b5e05</D:uid>
<ur n: scheproideeoR/BoMer-sal pr oxy: basi csear ch>
Cont ent - Jy:peiddéreRt/Dpdhiddan-Cont ent - Lengt h: O Date: Wed,
06 Aug 2008reb@>@n2@&aGMI Server: Apache Coyote/ 1.
Sear ch f ghm:hagatiohgmentREQUESISaSHARON / ups HTTP/ 1.1
Dept h: 1<%WEP8ﬁ3'BPTWhm th’PFt ﬁh no cache

Co m fo@ co Il a
(CSLSQE. %:%% 0 ggg %/héaWﬁ%tct.on

e85 NS gz/b%%%m%m@@wss

JSESSI (]\IL
Cont ent - J:@&théhtcla% . offEnt-M&ds84: ABssade U édntentclass>

<D: seargbpegsest xn ns: D="DAV: "

xn ns:4B:propststehenmas: cor p: uni ver sal pr oxy" >

<t : bafiespaseh> <D sel ect ><D: pr op><D: ui d/ ></ D: pr op>
<D: pfRypeitigtatéent ent cl ass/ ></ D: pr op>

<D: pr op><D: di spl aynane/ ></ D: prop> </ D: sel ect> <D: frone

Program Listing #3 - Exemplary Folder Search Request

Capabilities of folder:

REQUEST:

OPTIONS /ups HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost: 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 0

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

Search for folders:

REQUEST:

SEARCH /ups HTTP/1.1

Depth: 1,noroot

Brief:

Pragma: no-cache

Content-Type: text/xml

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost:9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 922

<?xml version="1.0"?>
<D:searchrequest xmins:D="DAV:" xmIns:t="urn:schemas:corp:universalproxy"=>
<t:basicsearch>
<D:select>
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<D: scope> <D: href>url </ D: href > <D: dept h>1</ D: dept h>
</ D:. scope> </ D. fronmr <D:. where> <D: eq>

woopoEssD: cont ent cl ass/ ></ D. pr op> PCT/US2004/005729
<D:literal >urn:content-classes:nmailfolder</D:literal >
</ D: eg> </ D:where> </t:basicsearch> </D: searchrequest>
RESPONSE;. (i8I 8- dia/2 < %%Z?;/UI ti-Status Content-Type:
t ext / xnkp. bt -EdntRRRUL DB prdpbunked Date: Wed, 06 Aug
2003 1823 iogS<riipl mgsa/oéagehe Coyote/ 1. <2xn
ver si onb'sdlefl> encodi ng="UTF-8"?> <D: nul ti st atus
xm ns: =frédAy: "

xm ns: upEseape> schemas: cor p: uni ver sal pr oxy"

xm ns: c=<RihrePyeveme> cal endar: "

xm ns: a=<HApReHeMderdtnt act s: "

xm ns:!@‘%{fﬁiﬂ?schen&s: httpmail ;"

xm ns: j& schemas: mai | header" > <D: response>

<D: hr et 3jkap: / /| ocal host : 9080/ ups/ | NBOX/ </ D: hr ef >

<D: pr opskghropshh: sdnhtterbH B/ plopt 200 OK</ D: st at us>

<D: pr op><gieti-drtRaEnlnédsaadiichcPo8 k>

852021a§b&3dx/ D: ui d>

<D: comt/emtheleass>ur n: cont ent - cl asses: nmai | f ol der </ D: cont
ent cl<dpgsicseprclt spl ayname>l NBOX/ </ D: di spl aynanme>

</ D epFEchegupesst opst at > </ D: r esponse>

RESPONSE;

HTTP/1.1 207 Multi-Status
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:multistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="urn:schemas:calendar:" xmins:a="urn:schemas:contacts:" xmins:hm="urn:schemas:httpmail:"
xmins:m="urn:schemas:mailheader:">
<D:response>
<D:href>http:/localhost:9080/ups/INBOX/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>c90d66b2362a1a0bc3df1852021a6f63</D:uid>
<D:contentclass>urn:content-classes:mailfolder</D:contentclass>
<D:displayname>INBOX/</D:displayname>
</D:prop>
</D:.propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/VOICE-MAIL/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>cabbce34709ab79d2ad2d5334d998272</D:uid>
<D:contentclass>urn:content-classes:mailfolder</D:contentclass>
<D:displayname>VOICE-MAIL/</D.displayname>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #4 - Exemplary Configuration File

<resource
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<D: response>

<D: href>http://1ocal host: 9080/ ups/ VO CE- MAI L/ </ D: hr ef >
wWEDopozEst at > <D: st at us>HTTP/ 1. 1 200 OK</ D: st aPCBEES2004/005729

<D: pr op>

<D: ui d>cabbce34709ab79d2ad2d5334d998272</ D: ui d>

<D: cont SRbL& g]é_surhl &t&qgltag cl es mai | f ol der </ D: cont
ent cl 3gela E Hﬂé .d| spl aynane>
</ D: pr,@%ngécgﬂga@@@gnatore A, sponse> D: mul ti status>
Pr ogr adachdsténghg-"d'd - Exen'pl ary Configuration File
<resour cecontent cl ass="urn: content -cl asses: mai | f ol der"
| ava(ﬁr%lssth@(dwd‘f@&mmﬁmﬂ'exy data.inpl. Mil Fo]derl npl "
r esponﬁ@é%h@d "Bigfon=" Qalueitt hegt r engt h="0'> <r equest
met hod=epfROPENHEL '@t%@mﬁ%rvaﬁléﬂﬁM/Bmi"/ef ' val ue="t" />
<headel"AgrEameBERINT - Ty prlve=yhnqieot ext / xml "/ > <header
name= iﬁéé aﬂi'na'{)gﬂ.. r%”gel no 8' ?*‘I°¥VS fgﬁéﬁﬂﬁﬁf?@&eﬁnﬂﬁ&"
val ue =Y Ttha eaﬁ"
="5b pXfdue= no cach
nams " XRIR 1 RERSESHGACHE"  val ue—"for ce" />
<body><¢f):GO¥FhA] <?xm version="1.0"?> <D: propfind
xm ns: D= BAWs:D="oAivits: hnm="ur n: schemas: httpmai | : "
xm ns: mE" ¥mins:Bodgmesherpas Hitpadiet :
xm ns: up=Xmipgims trssreMesasibeadent ver sal proxy" > <D: prop>
<D: ui d/ > g]jnqs 4FoyrgEshesas:teamon:universalproxy™>
D:prop>
<D:uid/>
<D:isfolder/>
<D:ishidden/>
<hm:read/>
<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m.date/>
<upisdeleted/>
<D:getcontentlength/>
<D:conteniclass/>
</D:prop>
</D:propfind>
>
</body>
</request>
</resource>

Iue—"forr d er
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<D: i shi dden/ > <hm read/ > <hm hasattachnent/ >

<hm i nportance/> <m from > <m subj ect/> <m date/ >
wopsiozdes et ed/ > <D: get cont ent | engt h/ > PCT/US2004/005729

<D: contentcl ass/> </ D: prop> </ D: propfind> ]]> </body>

</request> </resource>THAT WHHCH IS CLAIMED IS: 1. A

conmuni cati ons syst LSing: [ty of data
st orage devices éaoﬁ%@?ﬁgigﬁ ?gag&g%ﬁg#_éa plurality
of different operatd ngompotioetlisnd Pl idomHising:
mobi | e wirel ess communi cations devi ces for accessing
sai d plurality? dt-Watle st fagiatoevi e emdlascteusiang
at |easiy one pizdihepd lﬁ'ﬁlé ;ﬁilﬂ{alqi'tv ey Aherald ng
protocols; and a protocol interface-device conprising
a prarocsiirengretamdid;e f or conmuni cating with said

plurality of data starage Vi ces usi,ng respective . )
operating pr otaocpglusr,a_(ialaﬁg’r &%“@ﬁ)&aﬁ quﬂ ETHHEGtLons
t0 shivl qu0tfnola @i dedule ARG L0MY oY Rt storage

respective proxy nodul e for communicating with said
pl urtRAGR ORISR Wsidiesd demainicrst iadnshdeviloeslity of

different operating protocols; and
a protocol interface device comprising
a protocol engine module for
communicating with said plurality of data
storage devices using respective operating
protocols,
a front-end proxy module coupled to said
protocol engine module and comprising
a respective proxy module for
communicating with said plurality of
mobile wireless communications devices
using each different operating protocol,
and
at least one common core service
module coupled to said proxy modules,
and
a configuration file module coupled to
said front-end proxy module for storing a
plurality of different sets of configuration
files relating to different allocations of
resources of the at least one common core
service module.
2. The communications system of Claim 1
wherein said plurality of different sets of

configuration files comprises a primary set of
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usi ng each different operating protocol, and at | east

one commobn core service nodul e coupled to said proxy
woaalozrds and a configuration file nodul e coupP@UBI®04/005729

said front-end proxy nodule for storing a plurality of

different sets of configuration files relating to

dlff I ocatlo S resourc s of . the at | east one
SE%QéPg %érV|ceTnDduPrreSp?ﬂ 18 n%%n?85?|5%§ource

syshemboﬁtﬂbaiapérahebﬁsp sabidapkecahdsyyokedi 6Eerent
sets of configuration files conprises a primary set
of c6RAPEGEFARF &AM FL LSS cEPEeSPORENAGLES EBPeCPEROLPBRULCE

a'|9§@5b981896§§&k99§on§0d a secondary set of
configuration 'es for custom zing the core resource

al | ocation opératiBnhs. cBnmThécgbimoai sgstemsosysiammol
east on mon core, serv

moall B PET B Hofti hgPFabhrcoRRtABor Cai dop by Hodtle is

nmodgbesrandisgi draret eCoktRBGhNE2MBAPLExy mdBBles and said
conmuni cations systemof Caim1 wherein said at |east
onePEBRABAL cBreiBerppedlfndul e is for accessing data

from said plugalitynof OaLanoLal A0S dEVLLES orSc1ThE

conmuni cati ons systemo aim n said at east
onewbensbn caié serlegetnodeal ecimsohocorendervigedaddule is

for sald lurali f bile w.,rel ess. conmu ati ons
devigés3C es%ﬁ%gcﬁﬁﬁﬁn?gg?lBﬁﬁdsgi?ﬁﬁ}%?yc?g ﬁ?&a storage
whegetyhceaid at | east one conmbn core service nodul e

conprises a plurality of handlers for |nterfaC|n% sai d
proxy nodul esowi t hTB&i gopraréealiengi peshedupe. Claimel

CO”WHQ&Q@B'QQ§dS¥§tEQgQ£ g%@'BBmmon core service module is

for rendering data for said plurality of mobile
wireless communications devices.

6. The communications system of Claim 1
wherein said at least one common core service module
comprises a plurality of handlers for interfacing said
proxy modules with said protocol engine module.

7. The communications system of Claim 6
wherein said plurality of proxy modules convert access
requests from said plurality of mobile wireless
communications devices to common access parameters; and
wherein said front-end proxy module further comprises a
flow controller module for receiving the common access
parameters from said plurality of proxy modules and
selecting desired handlers for processing thereof.

8. The communications system of Claim 6
wherein saild plurality of handlers and said protocol
engine module communicate using a common interface

protocol.
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wherein said plurality of proxy nodul es convert access
requests fromsaid plurality of nobile w rel ess

W@ ormsri4g@t i ons devices to commobn access par aneCEUS2004/005729
and wherein said front-end proxy nodul e further
conprises a flow controller nodule for receiving the

cConmDN access, par afet e@#@#%g{n%f%lr %gﬁ Yoo Ofc RIQX W

nodul es and sel ect1ng € or processing
t hergofheB. cdher Lotma N cadn dase s ystdm of LG aten@erating

wherein said plurality of handl ers and sai r ot ocol
engW%%hn%%%@ég%%%%nmﬁ%éﬁﬁﬁLﬁﬁréfﬁp?ﬁné%ﬁﬁiﬁhgr%%b

prq% P11y JPESOMTRINGLALI oS SHeh@il &t 3 dvices.
further conprising a renderer nodul e for cooperating

with said prok§. nobhe esorrout beaiat omiait 2y $em s@f flaim 9

I | ] f bi | i rel [ ' '
2SSk L EbLL L) £95 COMERLSNY dRASe com

CONPRiy BhE0nEHuBXt ehgh D@ s katd upehdagemgeodudd.)
engi ne nodul e coupled to said renderer nodule. _11. A

protocol intetfaceAde¥Peerebrinheeticei dgrtCoplirttality

of | L £ el AU, CEE | fevi,cesiaih a

plugg %%ga%%ﬁ§a§2§%§grage di%i@gi% the nobile wireless
connumivgat cansonevieescandvitie daphustbitbgecfedadtrsstorage
each using at, | east. one of lurality. iffe
opegﬁYfﬁagpr%?%c%?g? ?h%l%?g?o%o O?%é%%?%%gé%%vééigces and
CONPRESHAD: 8tPFOLOCEEVEAGE NEa B End 05t Chamsini cat i oif) a
wth the plurality of data storage devices usin%&

r espéBrpvet ppef ati AEcHPBE 0eBFE2 L ERE rBRE O eRdS prb%§

gﬁfgkstsegflfgtépfééédd 9§chbm§99gf§gand conpri si ng

spective proxy nodule for comunicating with the
plurality of appibeowpbietegineonndnieafponsomeyitesting

oL 082 L1 oL POL Oper 3L 19, ProLgeche PO 2oL 5
respective operating protocols;
a front-end proxy module coupled to said
protocol engine and comprising
a respective proxy module for
communicating with the plurality of mobile
wireless communications devices using each
different operating protocol, and
at least one common core service module
coupled to said proxy modules; and
a configuration file module coupled to said
front-end proxy module for storing a plurality of
different sets of configuration files relating to
different allocations of resources of the at least one
common core service module.
12. The protocol interface device of Claim
11 wherein said plurality of different sets of

configuration files comprises a primary set of
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coupled to said proxy nodul es; and a configuration
file nodul e coupled to said front -end proxy nodul e

wo o00582@98 Nng a plurality of different sets of PCT/US2004/005729

configuration files relating to different allocations

of resources of the at |east one common core gfrVICi1

nod : : rotocol  interface device of aim
V\he:r%eclﬁqnfliga%\}r peourfa |Jteysooc%ér&tefsrfpeornecﬁjtn%§tos Gtre resource
confd lgurettiiam fddeasatcianmpy,i sesl & pddmdarsetset of

of configuratiaon fi{ﬁs corresponding to core resource

al | &3 i S dde gfore resource
confd gt i fddeasdinLcustoni zing the core resource

al l ocation operations. 13. The protocol interface

devi ce of d ailm-11 Thisemgiot csmild iatt drfaste ;maermm:cfn Claim
COr e -Senv| le i.s . for .at | east one of routin
tra?f]ghﬁé%ﬁéggggﬁfﬁtpﬁﬁfftnﬁ é?qggysﬁ%ﬁ?;ﬁ%ﬁﬁﬁéﬂ module
engiine fmdulte 1 cactessien® Matoa Hiremtirhe mlualtdaerofsaig
data storage devices, and rendering data for the

pl uPAIFRYy i 18 hiSPei%e £5 CEoFRIn iC@ginen S1ogkMlicges

14. sBrediokoerld Bhenf a6 davi:eq6f daidm.11 sphergn

said at |east one commpn core service nodule conpri'ses

a plagivdicetsy @ﬁdhaﬁ@w@ménﬁodatﬁtépta¢hngpéam®lnm%xpf mobile
nodul. ith id _protocol engi.ne nodule. 15. The

pr ow&%%ll\glsr?t g%%angglgg\;ilggso%e%lgieﬁ].14 wherei n sai d
plurality of proxyThedpresoeenyentca¢eess de®quests claim
froqlth plyrality of nobile wireless communications
devided 5e&8nﬁ€ﬁda€$e§§a§5r8ﬁ§t@P@@Pén@OWﬁeﬁ§KWl§§lmodule
frogbnend sRE0XY Eﬁ@%hgtgubkhﬁanaﬁgE%'%%§ %n@%@gacing said
controller nDduFe for reéeceiving the common ‘acCess

par @FeEgr sofindmss wild hplardl pbrptoftopr exyimedmbes land

| ecting desired ndlers fo rocessi ng thereof. 16. .
Z?ngthodgfor Fﬁferﬂggiﬁéogoﬁpgrgpg?ﬁ%GFeHQEWFEG of Claim
W r elesbegeiiuBacat ponsadevkces Wrbhyamphunaki t¥notrt

data storage devices, the nobile wreless _ .
access Yequests from the plurality of mobile wireless

communications devices to common access parameters; and
wherein said front-end proxy module further comprises a
flow controller module for receiving the common access
parameters from said plurality of proxy modules and
selecting desired handlers for processing thereof.

16. A method for interfacing a plurality of
mobile wireless communications devices with a plurality
of data storage devices, the mobile wireless
communications devices and the data storage devices
each using at least one of a plurality of different
operating protocols, the method comprising:

providing a protocol engine module for
communicating with the plurality of data storage

devices using respective operating protocols;
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communi cati ons devices and the data storage devices

each using at |least one of a plurality of different
we@p@sarispg) protocols, the nethod conprising: prPOWUSI004005729

a protocol engine nodule for communicating with the

plurality of data stor age devi ces using respective

oper ati ng prot ocol S, cou a front-end proxy nodul e
to the protocof® aEdngﬁ%ts S &H'Oé%‘/pé%(o}% prodyie

nDdl{ix&;’d‘d}j‘olCQjﬁ'gmi@aidn@g;lvgﬂd”g the plurality of mobile
Wi rel ess communi cati ons devi ces using each different
operating protocol 2 &fFraciiass prony codvee dome

e S SRR R A A, P o

front-end proxyimodidse dootnstieritigns plavrialdst Yasdhg each
different sets confi rathnflles relating to
different all c?éﬁﬁe(ﬁ%lto p@e@&dﬂﬂeé’r@f Qe ra2iCeast one
commpn core servi ceumdulse. JLE dEH%mﬂPQQ&% Ve rFi¥eMrbaule
wherein the plurality of different sets of

confi gur at i on GURdS e diepithse Praxyr mrainl eset agid
configuration.fi] re tQ core . resource

al | ocati on op rrjatvlqgir%glgJr an%%%l}q‘ %%ﬁﬁé étleofmdu ¢ for the
confirgurtateinon pirickgs nfodit 1 eu Soarmistiong ntgh & eQfeanesguicge

al | oc%t per tions. 18. The nethod of Caim1

wheFgi rfetrﬁél At EaStt GRELLONIGH 108 & 1d6vited akdadl &0 s

f or qatr feeasi: %QQO@%tﬁ%%E'BQ E%%EE&%e@ebﬁe%ﬂet%% @%§é¥ one
modul es and the protocol engine nodule, accessing ta

f r oFCIHe D ICOE Sl ISy véfedadudeosr age deV|ces and

rendering datg-for e r y rele
connunlcatlong devF%gsmgké %Tﬁg ﬁgﬁﬁgd &f EF§ %ﬁe
mhepéumaﬂh&yabfld&iﬁe@@ﬁtceﬁﬁeno@OanSQQME§@16ﬁd@h§es

comprises a plurality of handlers for interfacing the
prggymﬁgggpéga pr1ma¥y set of configuration flleg

corresponding to core resource allocation operations,

and a secondary set of configuration files for
customizing the core resource allocation operations.

18. The method of Claim 16 wherein the at
least one common core service module is for at least
one of routing traffic between the proxy modules and
the protocol engine module, accessing data from the
plurality of data storage devices, and rendering data
for the plurality of mobile wireless communications
devices.

19. The method of Claim 16 wherein the at
least one common core service module comprises a
plurality of handlers for interfacing the proxy modules
with the protocol engine module.

20. The method of Claim 19 wherein the
plurality of proxy modules convert access requests from

the plurality of mobile wireless communications devices
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with the protocol engine nodule. 20. The nethod of
Claim19 wherein the plurality of proxy nodul es

W@ ommsmei9mccess requests fromthe plurality of PeDDBE10684/005729
Wi rel ess communi cati ons devi cesto conmon access
paraneters; and wherein the front-end proxy nodul e

further co rise ol £ end
rec%?v?ng he*Co héég%%gggééraﬁﬁéers #%%%19%6 front-en
p'Upﬁbkyym@éupéOXWIﬂD@ﬁ|@Gmﬁﬂﬁseslacflﬂw destretler module

handl ers for processing thereof. 21. A co
D SEEDFECALEL U TAS] FYTBORTRTeeS 5 e hohtr B fohtrBsthe

for iﬁ£§[£§§'89dﬁ rLUT Abhit Ye 8f afBbEL Bt { £ €86sired
nlcatlons evices wth a plurality of data

stohagéldES|ﬁes prhecapbiyetbrepess comuni cati ons

devi ces and t daf a_st or e . USi
| east one of gf uga? T u@%? ??é?@% %%g%a ,Hgvﬂﬁg
DrOb@ﬁphﬁertQﬁe@@ﬂ@blérmb@adablEOﬂeﬂnuarﬁanpngsangluaallty
prot ocol engine nodule for comun

|cat|n9 F
pl uPal PPYLibe Whralessr agRTHRYFRESCRS AF %SgﬁeW% e

Ope?ﬁhkgglggo ?085§a QtEEQQE 88491 BLOXY+ABRAYLEBi COURL edless
e protocol engine and Conprl Si ng a reSpeCtlve

proxpmmndubetionscdﬁnmneaaandgthﬁtﬁatﬁesbpaﬁﬁﬁlﬂ?VéﬁeS

| t d
i { PERENC=GBar AF RGERPoPBEore ang. Arorbhd: B8, 8% ierent
corgpsehyieg pedubeoteyptrd tompheeproxydabiel rediand

a configuration file nodule coupled to the front-end
pro%?mﬁﬁéﬁﬁégfor storing a plurality of different sets

of configuratio rgkbgélr@h?&h@gmbeuﬂbfE@Eeebmmunlcatlng
al l ocations o esources of the at | east one common

cor @iser vheepindaléty22f Théacehpuree dewadabl 8saBdi um

of d ain1%1 wherein the Iu%ali&g.of different sets of
respective operating protocols;

a front-end proxy module coupled to the
protocol engine and comprising
a respective proxy module for
communicating with the plurality of mobile
wireless communications devices using each
different operating protocol, and
at least one common core service module
coupled to the proxy modules; and
a configuration file module coupled to the
front-end proxy module for storing a plurality of
different sets of configuration files relating to
different allocations of resources of the at least one
common core service module.
22. The computer-readable medium of Claim 21
wherein the plurality of different sets of
configuration files comprises a primary set of

configuration files corresponding to core resource
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configuration files conprises a primary set of
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wherein the at least one common core service module is
for at least one of routing traffic between the proxy
modules and the protocol engine module, accessing data
from the plurality of data storage devices, and
rendering data for the plurality of mobile wireless

communications devices.
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