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P.ACKET NETWORK

The present invention relates to a packet network and to elements and
hosts therein.

5 Prior to sending any information across a traditional connection-oriented
_network, a user is allocated a circuit, either by provision or by on-demand
signalling. During the allocation phase it can be arranged for the circuit to meet
user specified p'erformance criteria and this is typically controlled by the
connectio_n admission rules. Consequently, once an appropriate circuit has been

10 established information can be sent between host machines to a specified Quality
of Service {QoS}.

In contrast a traditional connectionless network has no requirement for
circuit allocatio_n and such networks do not incorporate connection admission
control. This has the result that, during periods of . network congestion, the

15 meeting of performance criteria, and thus the satisfaction of Quality of Service
requirements {such as end to end delay and delay variation) cannot be guaranteed.

It is now becoming increasingly clear that future networks will need to
support services akin to those provided by traditional connection-oriented networks
and also servic_es akin to those provided by traditional connectioniess networks.

20 Furthermore, it will be essential for those services to be supported ‘with minimal
complexity and within acceptable performance trade-offs.

For the past decade, the vision for future broadband multimedia networks
has been that they would be based on Asynchrohous Transfer Mode (ATM)
technology and the associated networking standards. However, during the early

25 stages of standardisation, it was decided that ATM networks would be connection-
oriented and not support a native connectiohless mode of operation. Also ATM
standards have tended to concentrate on service class optimisations, rather than
taking a broader network view. For instance optimising bearer utilisation does not
negessarily require the bandwidth utilisation to be optimised for each individual

30 service c_Iass supported. More broadly it seems likely that applications are likely to
evolve at a more rapid pace than is feasible for networks to track.

-Potentially undesirable aspects and complexities of traditional ATM service

for future networks include:
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» Statistical multiplexing within a service class requires complex connection
admission control (CAC) based on leaky bucket source traffic descriptors.

¢ Buffer size needed to achieve zero céll loss is indeterminate when using
statistical muitiplexing.

* The fixed ATM cell size is unlikely to suit all services.

. » In a switched network a signalling phase is required irrespective of the traffic

type and potentially this could create a performance bottleneck for some types
of connectionless traffic. _

e Cell header. size is a further bandwidth overhead in addition to that already
imposed by any higher layer protocols {for AALS adaptation the cell header
- wastes ten percent of available bandwidth, for other AAL’s it is higher).

Traditional IP networks have evolved from the concept of connectionless
transport methods which to date have offered users only a "best effort” service.
However, a new service model, a so called integrated services (IS) Internet, is now
being proposed and addressed by the IETF (internet Engineering Task Force)
Integrated Services Working Group. '

The IS Internet will support a number of service classes with particular
QoS provisions. ' '

The principal service classes being pr'o'posed are:

Guaranteed Service (GS), which s'upports' a guaranteed :b‘andwidth and
well defined delay bound; - o

Controlled Load {CL) which supports a more loose guarantee of bandwidth;
and the traditional Best Effort (BE). |

The term flow is used'to_dehot‘e a stream of one or more packets
produced by a given application and transmitted with a particular QoS requirement.

To support the provision of different .sérvice'classes, in contrast to the
present day TCP/IP protocol suite, the 1S Internet will require flow state
information in all the network routers.

So far formal analysis has concentrated on the Guaranteed Service class
for which it is proposed that the guaranteed delay bound will be ‘met by using
token bucket traffic deécriptors in the CAC algorithm and scheduling schemes like
Weighted Fair Queuing (WFQ). Although absolute delay bounds are guaranteed by

this approach, it appéars that they could be excessively pessimistic and under

certain circumstances result in unnecessarily complex processing (i.e. under some
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circumstances the potential benefits may be outweighed by the additional
complexity). o
" Should this prove to be the case, alternative and more simple solutions
giving more realistic delay bounds will be desirable.
5 Potentially u_ndesirable aspects and complexities of Guaranteed Service for
. future networks include:
¢ The delay control.offered by WFQ may become negligible when GS is operating
under conditions of time contention rather than bandwidth contention (i.e. no
statistical multiplexing). _ _

- 10 « Ailthough WFQ gives both bandwidth shari_ng and strict flow isolation, the need
for this may diminish as . the buffer backlog bound decreases and/or an
apprbpriate up_pér limit is imposed on the maximum datagram size. .

. Statisﬁ'cal multiplexing within the GS class requires complex CAC based on
token bucket traffic descriptors. )
15 e Resource Reservation Set-Up Protocol (RSVP) signalling is required to establish
whether or not the requested end to end delay bound can be supported.
« At present WFQ is applied on a per flow basis so it is computationally intensive
and this may lead to a potential performance bottleneck as network speeds
_increase and/or datagram sizes decrease (less time .to compute datagram
20 scheduling).
| Furfhermore. traditionally telecommunications networks have been
designed on a basis that network usage patterns and traffic statistics are well
understood and relatively stable parameters but it is now becoming obvious from
the growth of the Internet and the way in which it is being used that these

25 parameters are becoming increasingly uncertain. It is also anticipated that this

trend is set to continue well into the future.

Consequently, future network designs must be robust enough to cope with
these uncertainties but they should not be at the expense of utilising unnecessarily
compiex;nétw_ork control techniques. Present indications suggest however that

30 fhis may:w_ell happen in the area of QoS performance guarantees.

According td the invention, th.ere is provided a packet network element
comprising at least one input for receiving flow based packets; at least one output
of predetermined bandWidth; wherein a received packet is associable with a first or

second class of service; means for directing each received packet on the basis of
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its class to a first or a second corresponding packet buffer, said first packet buffer
being allocated a predetermined portion of the output bandwidth; said second
packet buffer being allocated the remain_ihg pdrtibn of the output bandwidth:;
bandwid_th requirement deterrh'inatio'n' means  for determining a bandwidth
requirement associated with at least said first ‘class flows; means for allowing
admission of the first class flow packets to the first packet buffer if said
bandwidth requirement can be met; and rheans fo’f directing packets from the first
and second packet buffers to an output. _

In this way a comparatively simple network element architecture
advantageously offers a service: similar to that associated with a traditional
connection-ou"iented network tb.'.a furst class of'packets but offers a servicg similar
to that associated with traditional connectionless networks to a second class of
packets. '

Preferably,. séid means for allowihg admission is operable to apply a peak
rate test, allowing admission to the first buffer if the currently unused portion of
said predetermined portion of the output bandwidth is able to meet said peak rate
bandwidth requirement. '

In some circumstances, this allows the formulation of a fixed delay bound
whilst avoiding fhe potential processing bottienecks that may limit the throughput
of more complex scherﬁes - first class flow packets‘ admitted to the first packet
buffer will be provided the guaranteéd delay bound. Furthermore this is achieved
without per flow scheduling and herce’ prp\/ideé for scalability which is of
immediate and recognised concern in building large networks.

in more generally applicable embodiments, said means for allowing
admission is operable to apply said peak rate test and to apply a buffer-fill test,
allowing admission if said first packet buffer has sufficient space to accept another
flow. '

Such embodiments have the advantage thét"they can provide a guaranteed
delay bound even when only a small number of '_firs't class flows are handled by the
element. The buffer-fill test is likely to be unnecessary in high-speed core network
elements that handle a large number of first class flows.

In preferred embodiments, said admission allowing means is arranged to
allow admission of the first class flow packets to the first packet buffer only if the

number of flows the first packet buffer is sized to accommodate minus the number
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of flows currgntly accommodated is at least unity and if the free portion of the
output bandwidth allocated to the first packet buffer minus the proposed peak rate
flow bandwidth requirement is greater than or equal to zero.

In this way more particular admission control rules may be effected as to
provide the guaran_teéd delay bound for first class flow packets admitted to the
first packet buffer. _

Further preferably means are provided to admit first class flow packets to
the second packet buffer if they were refused admission to the first packet buffer.

In this. way a ‘soft failure’ is provided for the admission control such that
packets which have not been admitted to the first packet buffer may be admitted
to the second packet buffer for forwarding for the duration of the flow or until
such time as they may be admitted to the first buffer.

Some embodiments have a. class determining means for determining
whether a received packet is associated with a first or second class of sérvice.
This is required in elements where the association of a packet with a given class is
not determinable from, say, the interface on which the packet arrives.

Yet further preferably said class determining means is arranged to read a
class identifying portion from a said received packet.

In this. way ’signalling on the fly’ may be effected which advantageously
removes the need for a separate network signalling phase.

Yet further preferably said bandwidth requirement determining means is
arranged to read a peak rate flow bandwidth requirement information portion from

a said received packet.

Again, in this way ’‘signalling on the fly’ may be effected which

-advantageously removes the need for a separate network signalling phase.

_ Yet further preferably said bandwidth requirement determining means is
arranged to determine particular peak rate flow bandwidth requirement .values for
respective single packet flows.

In this way single packet flows may be flagged for particular treatment.

According to a second aspect of the invention there is provided a host
element for use in association with a packet network comprising: means for
generating packet based flows and for associating each flow with a respective
selected associated fir_'st or second class of service; a first packet buffer arranged

to receive packets associated with the first class of service; means for controlling
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the first packet buffer size; a second packet buffer arranged to receive packets
associated with the second class of service; and means for directing packets from
the first and second packet buffers to-an output arranged to ensure that the first
class packet flow rate does not exceed a selected peak rate bandwidth.

In this way a host architecture advantaQeo‘u‘sly provides for the creation of
flows with a strictly bounded peak rate bandwidth removing the necessity for more
complex traffic descriptors. _

Preferably means are provided for writing the selected associated first or
second class of service into a class identifying portion of said packets. '

In this way packets may be created such as to'provide for ‘signalling on
the fly’, advantageously removing the need for a separate network signalling -
phase.

Further preferably means are provided for writing a peak rate flow
-bandWidth ‘requirement information into a peak rate flow rate bandwidth
requirement portion of said packets.

Again in this way packets may b‘e. created such as to provide for
‘signalling on the fly’, advantageously removing the need for a separate network
signalling phase.

Specific embodiments of the present invention will now be described by
way of ekample and with reference to the accompanying drawings in.\;vhi'ch:

Figure 1 illustrates different architectural configurations of network
elements; _

Figure 2 illustrates different network architectures including the network
elements illustrated in Figure 1;

Figure 3 illustrates relative delays in a network between a sending host
and a receiving host as a function of differing network implementation;

| Figure 4 illustrates an exemplary packet structure for use in conjuhction
with the above; _

Figure 5 illustrates an éxemplary"host architectural configuration;

Figure 6 illustrates a comparison of two traffic shaping schemes; and

Figure 7 represents an exemplary flow profile.

A sending host and a receiving host are connected by means of a network
comprising elements o;' nodes and interconnecting links. An application running on

the sending host produces data packets or datagrams, the term ‘flow’ being
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applied to. denote a stream of one or more packéts produced by the application and
transmitted With a particular Quality of Service (QoS) requirement.

The service requirement of each respective flow is chosen for the
purposes of transmission across the network as one from at least two defined
servicé classes with associated Quality of Service (QoS) levels, typically one of
either a so called bounded delay class or a so called best effort class.

If the flow is to be transmitted across the network in bounded delay mode
then the network must be able to deliver the constituent packets end to end in a
time bounded by the maximum stated delay. If the flow is to be transmitted
across the network in best effort mode -then the network will deliver the
constituent packets without a maximum delay bound being specified.

A choice of which of these modes. to employ will lie with the application
running on the sending host.

A number of network elements or nodes of alternative architecture are
illustrated in Figures 1(a) to 1{d). These elements or nodes may, for example, be
implemented using well known router technology, a typical example being those
available from Cisco Inc. |

The network element (1) illustrated in Figure 1(a) has one or more packet

input ports (2) connected to input links {not shown) to receive packet based
flows.
. As each network element (1) will support either bounded delay or best
effort network modes of operation, a mode identifier (3) is provided to determine
for each packet received from an input {2) with which one of the two modes the
packet is associated and then to direct the packet to an appropriate packet buffer.
A single mode identifier (3} may be provided in respect of all the input ports or
alternatively more than one may be provided.

One or more first packet buffers {(4) of predetermined size, associated with
the bounded delay mode of operation and dimensioned so as to accommodate a
certain number of flows, have one or more associated packet identifiers (5)
through a particular one of which the packet passes before admission to one of the
buffers (4).

This packet identification may then initiate further processing in a
processing element (é). As a result of this further processing an admission

decision, typically a connection admission control (CAC) decision may be made as
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' to whether or not to admit the packets of the new flow to one of the first buffers

{(4).

One or more second packet buffers (7) of predetermined size, associated
with the best effort mode of operation, store those ‘best effort’ packets directed
to it or them from the mode identifier (3). ‘Bounded delay’ packets may also be
directed to the second packet buffer if they have been refused admission to the
first packet buffer as will be discussed below:

Each of the first and second buffers (4, 7) have buffer playout elements
(8, 9} which are controlled respectively by one or more scheduling elements {10).
Each scheduling element (10) is controlled by means of an appropriate scheduling
algorithm.

Each buffer playout element is connected to an output port (11,12} which

" thence connects to an output link (not shown).

With physically distinct output ports, ‘the scheduling will in fact reduce to
completely independent scheduling of the respective buffer playouts (8, 9).
The output ports (11, 12) associated with the one or more bounded delay

buffers (4) and the one or more best effort buffers (7) respectively are allocated

. predetermined shares of the total output bandwidth.

As discussed it will be clear that although schematically only a single input

(2) is indicated in Figure 1(a), each such n_etwork. element (1) may have multiple

-inputs (2) as to receive flows from several hosts or other network elements.

Similarly, the network element (1) may have multiple outputs (11, 12) ,

whereby a single bounded delay buffer (4} will exist for each bounded delay mode

-output port {11} and similarly for the best effort buffer (7).

If the associated output links {not shown) are physically distinct then
scheduling will be completely independent. If, however, the output links for the
bounded delay and best effort traffic are merely virtually separate then, depending -
on the technology, a range of multiplexing options may present itself."

Yet further it is to be noted that the bounded delay and best effort buffers
{4, 7) may also Ee virtually rather than physically separated.

The network element (13} illustrated in Figure 1(b) is similar to that shown
in Figure 1(a) but is provided with one or more first and second input ports {14,
15). Consequently thé explicit mode identifier (3) of the Figure 1(a) depiction need

not be utilised as the sets of inputs {14, 15) themselves may now be thought of as
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associated with the bounded delay and best effort modes respectively. However
an explicit mode identifier (3) of the Figure 1(a) form may still be useful to act in a
policing function to ensure that all incoming packets are of the correct mode.

Each of the first input ports (14}, associated. with the bounded delay
mode, is therefore directly connected with a packet identifier (16} with associated
additional processing element (17) as discussed above with regard to Figure -1(a) '
before connection to a bounded delay buffer (18). Each of the second input ports
{15) associated with the best effort mode, is connected directly with a best effort
buffer (19). '

As with the Figure 1(a) depiction there will exist a bounded delay and a

- best effort buffer (18, 19} with associated buffer playout elements (20, 21) and

scheduling element (22), for each respective bounded delay and best effort output
port (23, 24).

The network element (25) illustrated in Figure 1(c) is similar to that shown
in Figure 1(b) in terms of input, packet identifier, additional processing, bbunded '
delay and best effort buffer elements (26, 27, 28,.29, 30, 31) but is only provided
with a. single set of output ports (32) associated with both the bounded delay and
best effort modes. For each such output port {(32), a dual buffer structure (30, 31)
will be provided. Consequently for each output port (32) the respective bounded
delay and best effort buffers are played out by a single buffer playout element
(33), under the control of a scheduling element (34), which is then connected to
this single output port {32). _ _

Since the two buffers (30, 31) share the same output port (32),
completely independent scheduling of the playout will not be possible, so more
complex scheduling algorithms may be required to control the buffer playout
element (33) and performance interactions between the two modes might occur.
A range of suitable scheduling approaches are known.

Simple priority scheduling always selects the next packet from the first
buffer (30), if the first buffer {30) contains at least one packet. In this way the

best possible service is given to the first buffer (30) in respect of complete

packets, Where the bounded delay traffic is a small proportion of the total, the

effect of this on the best effort traffic may be relatively minor. -
Where the value given by the maximum best-effort packet length divided

by the link-speed is small compared with the specified value of delay bound for a
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node, or is otherwise acceptably low, behaviour of best-effort traffic may be said

. to exert little influence on the bounded-delay class traffic. Where this is not the

case, ‘suspend-resume’ scheduling may be considered as an alternative to simple

- priority scheduling.

‘Suspend-resume’ scheduling of best effort packets will allow transmission
of a best effort packet t'o.be suspended as soon as a bounded delay packet is
available for transmission. Thus best effort packets are effgctively fragmented on
the data link layer to accommodate bounded delay packets.

Finally, the network element (35) illustrated in Figure 1{d) is provided with
the one or more first inputs ((36) and hence mode identifiers {37) and associated
packet identifier, additional processing, bounded delay and best effort buffer
structure (38, 39, 40, 41} of Figure 1(a) and the single set of outputs (42) and
hence single buffer playout elements (43) and scheduling element (44) of Figure
1{c).

It will be clear that the ability of the network element (1, 13, 25, 35) to
offer the bounded delay mode of operation will depend on ensuring that the sum of
the peak-rates of all contending flows does not exceed the fraction of the output
bandwidth allocated to bounded-delay traffic. Specifying peak-rate bandwidth for
a flow shall be taken to mean that the host generating the flow is required to
shape the traffic in terms of packet. separation time as if.the'hos-t's output link
speed were constrained to the spéciﬁed peak-bandwidth. The means to control’
the peak-rate sum may be either appropriéte dimensioning, or the application of
CAC rules. However, control of the peak-rate sum is a necessary but not always
sufficient  condition to provide bounded-delay operation. Depending on the
particular configuration of the element, it may also be necessary to control the
number and packet-size of bounded-delay flows. _ '

_ Equations 1A and 1B below represent a multi-packet delay bound for an
element, where: /ink_rate is the operatihg speed of the output link being
considered, mux_ratio is the ratio of output port' link-speed to input-port link-speed,
N, is the number of input ports carrying: Bounded-delay (BD) class flows and
which are driving the output links, My, is the maximum number of bounded-delay
flows, [, - is maximum size of bounded-delay class packets, and [, the

maximum size of best-effort packets:
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1 max . . mux  rat i()( .Nllmr.\ - lVip) “ lhe -
—ee 3 ]+ (Npoes — TR 1 = = + for mux ratio< N,
link__ rate { ( ){ o o Ml'(lvﬂmrs-l) : L wax | . - i »
and
)

. / _ S :
max be 1 . .
—t N, + . ‘or mux ratio =2 N, Eqg. 1B
link_rate { Plnax l 4 - ip (£g. 1B)

It will be clear that an understanding of Equation 1A and Equation 1B or
similar expressions together with_ pe_ak-rate bandwidth control, can be used as the
basis for CAC rules whereby new flows can be tested as to whether they can be
admitted without violating a _sbecified delay bound. These particular equations
represent the worst-case distribution of flows across input ports.

Equations 1A and 1B are sufficiently general to apply to a range of -
situations. - However, at certain particular cases of iﬁterest they reduce to a
simplified form, and for the purposes of illustration, two examples are given. In
each example the term l ye/link_rate has been assumed small enough to be

neglected.

Iif mux_ratio = N, Equation 1A reduces to:

lmm: * jVi,.r ( E 2,
link _rate d

In this case the delay across this el.en.went is bounded automatically, in that
a delay bound can be set even with no. knowledge of the actual number of flows.
This might represent the case of an access node, where the bandwidth available
on outgoing links has been dimensioned to accommodate the sum of the

bandwidths of all the incoming links bearing bounded-delay traffic.

If mux_ratio = 1, and Ng,.s > >N,,;>> 1, Eq (1B) approximates to:

l

max *

N Jlows

—_— (Eq. 3)
link _rate
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This might represent the case of a core network node with equal input and output
link bandwidths and more than four (for exarripie) sets of input and output ports.
In this case, bounded-delay operation is no longer automatic in that some degree of
5 control is needed over flows admitted to the bounded delay class to ensure that a

delay-bound can be guaranteed.

A peak bandwidth CAC test may be expressed by Equation 4:

P .+ P k. aecum . .
lelll k. < 1 (Eq. 4)

P k_alloc
10
Where P, g, is the peak-bandwidth of the new flow requiring admission to the
Bounded Delay (BD) class, Py 4ccum is the sum of the peak bandwidths of all
currently-accepted BD flows, and Py aoc 1S the total bandwidth ailocated for BD
~ traffic. This describes the test made against new flows in checking that the sum
15 of the peak-bandwidths of the new flow and currently-admitted flows does not
exceed the allocated bandwidth. The term Pe atoc May be chosen to be less than
the link-rate in order to guarantee a certain level of bandwidth for the best-effort
class.
In the case described by Equation (2), and given known restrictions on N,
20 and [, the test described by Equation {4) may be the only necessary condition
for CAC. '
In the case described by Equation (3}, in addition_ to applying the peak-
bandwidth test, it is also necessary for the CAC process to restrict Ny, t0 some
' value, Npows s in Order to establish a delay bound. However, by defining a
25 minimum peak-bandwidth, P, w,. Which is taken to be the minimum peak
bandwidth with which any flow can be assdciéted, the restriction t0 Nyow anoc
occurs implicitly in applying the peak-bandwidth CAC condition. Thus, Nyows stes is

restricted t0: Py y0c/P min @and the delay bound, Tyoua is then:

3 0 T, v - lmax N Nlhm'.'t_nllm' i (Eq. 5)
o link_rate .
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It will be evident that in this example a required delay bound could be
chosen by a.network operator by specifying [, and P min.

It may be desirable under some condition to obtain better utilisation of the
BD class by using knowledge of each individual flow’s maximum packet size.
Thus, as well as indicating its peak-bandwidth requirement, each flow could also
specify a maximum packet size, /', representing that for the ith flow. For the
network elements with equal input and. output link speeds, and taking into account
differences in maximum packet sizes of different flows, the delay bound may be
approximated by a more general form of Equation(3):

A |

—nax : (Eq. 6)
;link_rate e

where the summation is over all flows admitted to the buffer. In this case, explicit
control of flows is now necessary. This can be achieved by applying a further
CAC condition on packet-size which must be met in addition to the peak-rate test:

'+ 1

max WaX_ercciem

l

IN
u—

A{Eq. 7)

afloc

Where / jax acoum iS the sum of the maximum packet-lengths of all currently
admitted BD flows, and l_,,.” is the maximum permitted sum of the maximum
packet-lengths of ﬂows._ It is clear that this can be chosen by a network operator
to ensure a specified délay bound, and corresponds to a bound on buffer-fill for the
BD queue. _

Further to considering the CAC rules for admitting multi-packet flows into
the BD class it will be evident that fhese rules need to be slightly modified for the
special case of single packet flows. For the conditions associated with Equation
{2) the CAC process checks whether or not there is: sufficient spare bandwidth to
accept a new flow, but the concept of describing a single packet flow in terms of
a conﬁnuous peak-rate parameter is meaningless. Nevertheless, some means of
admitting flows as short as a single packet is needed that will ensure that the
bandwidth allocated to the BD class is not exceeded. One suitable technique is to
assign .a peak-rate parameter which expires a suitable time after the flow has
ceased. There are various possibilities for choosing a peak-bandwidth value, and

one example is to use the P, ,, concept discussed earlier. . A particular P, ,, value
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rhight be chosen as part of the network design process and CAC would then be
pre-configured to default to using this value as the bandwidth parameter for single
packet flows. Under 'these operating conditions the bandwidth admission test for
a single packet is exactly as described for multi-packet flows except that P, 4,
{(Equation 4) would be replaced by Py i, Viz

Pk__min +Pk'

| ireeum

<l |
Pk_ullm- (Eq. 8)

For the conditions associated with Equation (3) CAC also checks that
there is sufficient spare buffer space available and applies the CAC rules described
b\} Equation (7). This type of CAC approach of implicitly limiting the number of
flows is still applicable for single packet flows, and for networks using the Py_min

concept described earlier, Equation (7} is directly applicable for both single and

multi-packet flows.

However, the independent dual test CAC approach could enable more
elaborate CAC methods to be considered than is possible with-the P, ., approach.
One example of such a method is where the CAC processor, which maintains
running totals of the available buffer space and bandwidth, allocates either all, or
some proportion of the spare bandwidth to each new sin'gle packet flow. In the

case where a proportion is allocated, the amount may, for example, be made

‘proportional to the ratio of packet-size to-available buffer space. Using either of

these approaches does not affect the form of any of the previous_ CAC tests, it
simply results in particular instances having slightly different definitions for the -
CAC parameters and values.

" 'An additional benefit of this approach is that it also enables simple FIFO
scheduling to be used, thus avoiding the complexity and -significant processing
overhead associated with schemes such as WFQ. Imposing a maximum packet
size is particularly important when using FIFO scheduling because it also
determines whether or not an acceptable level of bandwidth sharing occurs across
all flows. _

By way of example, when an initial packet in a new flow is received, the
packet identifier (5, 16, 28, 38) having identified the packet as such may cause
additional processing to take place to associate a peak rate b‘andwidth requirement

with the bounded delay flow. This additional processing might, for example,
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involve the calculation of a bandwidth. requirement on the basis of a delay
requiremént proposed by the user.
' Further processing. in the processing element {6, 17, 29, 39) may then

determine whether the first buffer {4, 18, 30, 40) and associated output port (11,

123, 32, 42) are able to meet the CAC conditions and as a result of this may decide

as to whether or not the new flow may be admitted to the first buffer (4, 18, 30,
40). _

It will be clear that the identification between given flows and .associated
peak rate bandwidth requirements might be made in a number of ways.

Naturally there exists the poésibility that any new bounded delay flow will
be refused admittance to the first buffer under the CAC rules.

One approach to dealing with this possibility is to admit flow packets
refused by the CAC rules to the second buffer, to be dealt with on a best effort
basis. At the same time an appropriate ‘connection refused’ message may be
relayed to the source. Subsequent packets from the same flow may continue to
carry ‘connection request’ signalling information to ensure the continuing
possibility that the flow may EVehtually be admitted to the first buffer.

" In the most simple situation, worst case delay occurs at a network
element when the buffer contains a backlogged packet from each admitted flow,
so the worst case bound is equal to the suin of the largest paéket size for each
admitted flow, divided by the output link speed. Thus, reducing the maximum
allowed packet size for the bounded delay class has an inversely proportional
effect on the number of sessions that can be accommodated whilst achieving a
specified delay bound. This effect may be considered when selecting a maximum
permitted packet size for the bounded delay class.

Once a flow has been accepted, the nécessary state information is stored
in memory {not shown) and it remains there until t'he flow terminates, at which
point an erasure process is initiated either by soft-state methods or by a pre-
defined packet identifier. '

Once a BD class flow has been admitted into the network, irrespective of
whether it is a single or multi-packet flow, bandwidth and/or buffer space have

effectively been reserved, and these resources must be released when a flow is

~ terminated. The reserved resources could be released by either time-out

mechanisms or specific requests. An example of using the specific request
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approach is one whereby the final packet of a flow initiates additional processing
within the node to release its reserved resources. However, because flows are"
admitted on a peak-rate basis, this dictates that the resources cannot become

available for re-use until the time lapse since admitting the final packet reaches a

- particular critical value, designated T e.s. The value of T, IS Variable and this

is because it is dependent on both the size of the last packet and the flow’s peak-
rate. For multi-packet flows, T,,.... is equal to
'i
Tmulh _pkt __ "lust_pucker
release - P

k _flow (Eq. 9)

However, if there is a specified maximum allowed packet size for the BD class,

Treease COUld be made independent of packet size by using
Tmulh pkt - lmux

refease -
P
k __”(JW (Eq . 1 0)

~ However, this would be at the expense of reducing resource utilisation efficiency,

with the actual reduction being directly dependent on the maximum allowed packet
size. An advantage of this simplification, however, is that T, can be calculated
as part of the CAC process which could then start a release counter, which on

reaching a value equal t0 Ty, Could decrease the value of [, seeum DY @n

amount equal to //,,, and the value of Py accum DY @n amount equal to Py g,-

The release procedure for smgle packet flows is identical to that described
for multi-packet flows, the only difference bemg that when calculating T ge.ee the
Pi siow term is replaced by the appropnate bandwidth term. For instance, when
using the Pk_,,.i,,l, concept, as discussed earlier, all resource release computations
using P, 4w would use P, ., instead. .

It wi_ll be clear that once a flow has been accepted, flow packets
subsequent to the flow header packet need not carry an indication of the peak-rate
bandwidth requirement of the flow.

_ As discussed peak;rate CAC is used because it gives a deterministic bound
on worst case buffer size, and hence it bounds worst case link delays to values
determined by both the _maiximum packet size and the maximum number of

simultaneous users. Consequently, packet loss can be prevented by using the
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worst case sized buffer, and link delays can be reduced as necessary simply by
imposing an appropriate Iimit_ on maximum packet size. The use of buffer size less
than the worst case will introduce a statistical probability of buffer overflow and
consequent packet loss.

It is to be noted that CAC rules may be defined to enforce the provision of
a combination of zero pac_ket loss, together with an absolute or “"worst-case” delay
bound, which will represent the greatest delay that could ever be seen under any
conditions {(other than some failure).

A slight qualification to this statement is necessary because the bounds
hitherto referred to as "worst-case” are valid only when the flows at the ingress of
a node are peak-rate shaped, but it is well-known that the inter-packet spacings of
a flow are likely to become perturbed as it propagates through the network. This
results in occasional transient increases in peak-rate which could under some
circumstances theoretically result in the “worst-case” bound being breached. The
consequences of this are either packet-loss (if the buffer is dimensioned exactly to
match the worst-case delay bound) or increased delay, if the buffer is larger than
the worst-case delay bound.

However, in a well-designed network, and where the peak-rate sum of
bounded-delay traffic is somewhat less than the servicing rate provided by the
scheduler (priority queuing is ideal in this respect) any such transient fluctuations
in peak-rate may be sufficiently limited so as not to breach the delay bound.
Indeed, rather the reverse, and in many instances the conditions at particular nodes
may be such that the worst-case bound is in statistical terms, overly pessimistic.

It is therefore not suggested that it is always appropriate for CAC to be
take account of the worst-case delay bound because this bound becomes
increasingly pessimistic as -the maximum number of flows that can be
accommodated increases. Rather, we believe that CAC rules can in some instances
be relaxed somewhat,-all.owing more flows to be admitted, and that CAC'might be

applied in at least three ways, according to the location of a node:

Where the required delay bound is equivalent to a relatively small backlog of BD
packets (for example, on a low-speed link), admission control is based on a

combination of a "pea_k-ra_te sum test”, and a “worst-case delay test”.
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Where the link-speed is such that the servicing time of an individual packet is
sufficiently small compared with the requiréd delay bound, statistical

considerations may Ie_ad to the conclusion that only the “peak-rate sum test” need

be applied.

Between these two extremes, it may well be app}opriate for admission
control to be based on a combination of a “peak-rate sum test” and a “statistical
delay bound test”. The latter is based on admitting flows up until the probability of
exceeding a specified delay exceeds a certain {small) value.

Futhermore, in relation to the peak-bandwidth sum test, it may be
considered practical to apply a degree"of statistical multiplexing, particularly for
nodes which are intended to carry large numbers of flows. This entails allowing the
sum of the peak-rates for all admitted sessions to exceed the allocated peak-rate
sum for the bounded-delay class traffic, based on the knowiledge or likelihood that

hosts will for some of the time, generate traffic at a level below their specified

‘peak-rates.

it is anticipated that future networks will most likely support a mix of best-
effort and bounded-delay traffic, in which case the use of peak-rate CAC for the
bounded delay class will not necessarily lead to poor link utilisation. The reason
for this is that the best-effort mode may adapt from the 'QiVén predetermined
shares to use any spare bounded-delay mode bandwidth. Effectively, this means

that the bounded-delay mode will have a guaranteed maximum amount of the total

~ bandwidth and that the best effort mode will have a guaranteed minimum amount,

which on average will be larger as determined by the bounded-delay modes
utilisation statistics. A similar situation also exists regarding buffer utilisation, as
will now be explained. ,

if the bounded delay buffer is dimensioned so as to avoid any packet loss,
on average it would appear to be excessively over dimensioned if the network only
supported bounded-delay traffic. However, when supporting both modes of
operation, any unused buffer space could be released as necessary for use by the
best-effort mode. One implementation of this feature could be to use particular
levels of buffer fill as metrics for reclaiming / releasing buffer space. Hence it
ought to be possible ';o dimension the total buffer space such that a reasonable

level of buffer utilisation is achieved but without having to accept a certain
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probability of packet loss. Another way to view this is that rather than the
bounded-delay mode having a finite probability of packet loss, as is usually the
case, it becomes instead the probability of the best-effort mode giving up some
buffer space.

. Through the use of appropriate combinations of the network elements
depicted in Figure 1{a) to 1(d} a variety of network constructions are available,
supporting both best effort and bounded delay modes, as illustrated in Figures 2(a)
to 2(c). .

Again, as discussed in respect of the’ network elements, it will be
appreciated that whilst only a single path between the sending host and receiving
host is indicated, in fact the network elements 1a-1d will have connections with
many other constituent nodes (not shown) of the network.

In Figure 2(a) an ingress node (1) based on the Figure 1{(a) node
architecture and an egress ,n_ode {25) based on the Figure 1(c) architecture allow
connection to physically separate respective connection - oriented and
connectionless networks.

Figure 2(b) shows a similar network example to that of Figure 2(a) but

'utilising a number of nodes {13) as shown in the Figure 1(b) node architecture to

effect connection between the Figure 1(a) node architecture ingress node (1) and
the Figure 1(c) node architecture egress node (25).

Figure 2(c) depicts a network formed only from elements according to the
Figure 1(d} node architecture (35).

it is to be noted that CAC might only be performed at a single node or
subset of nodes rather than at every node. It might be practicable, for example, to
apply CAC at only the ingress or egress nodes.

~ An important feature of the invention is the ability to remove the need for

delay negotiation when setting up a bounded delay mode flow. This is achieved by
reducing network delays to the point where they become a negligible part of the
overall end to end delay. As discussed several factors impact delay at an element
but fundamentally they are determined by the speed of the output port link and the
buffer fill which in turn depends on the maximum packet size and the CAC rules

{i.e. the maximum allowed number of simultaneous users and the level of

statistical multiplexing).
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Purely schematic examples of variations in relative delay as a function of
these parameters are as indicated in Figures 3{a) to 3(c).
Figure 3{a) shows a schematic’ representatioh of the component parts of

the overall end to end delay for a particular network configuration containing a

number of network elements having ‘a range of link speeds supporting only

connection mode flows with, by way of example, a maximum packet size of 1
Kbyte and using a statistical multiplexing ratio of 2.5. It is clear for this particular
example that the overall end to end delay is dominated by the network link delays.

However, comparing Figure 3(a) with Figure 3(b) shows how these delays
reduce when CAC prevents statistical muitiplexing (i.e. instantaneous bandwidth
requirements never exceed the amount allocated) and comparing yet further Figure
3(c) with Figure 3(b) shows the additional reductions achieved with a five-fold
reduction in packet size. It is immediately clear from these comparisons that at
some point the overall end to end delay makes a transition from being dominated
by link delays to being dominated by host délays. |

A further factor which influences link delay is the proportion of the total
bandwidth allocated for connection mode operation. For instance, in our particular
example the delay reductions achieved by decreasing the packet size are also
representative of those that wouid result from reducing the bandwidth allocated to
the bounded delay class from 100% to 25% of thé total output link bandwidth. .

From the preceding discussion it follows that for the bounded delay class
of operation the combination of no statistical muitiplexing (peak rate dimensioned

bandwidth), small packet size, high link speed and a bandwidth allocation that is a

- small proportion of the total will enable link delays to be kept to a minimum.

An advantage of operating within the regime dominated by host delays is
that applications should be able to control their own end to end delay simply by
setting appropriate operating conditions without any need for the network to be
involved but of course, ultimately this will depend on the application requirements.
An example of fchis might be the determination of a nominal frame size of data
which will be of use to the receiving host yet will still lie within a tolerable delay

regime, occasioned by the frame fill/reading time. It is to be noted of course that

‘the utility of the invention is not limited to operation in a regime where host delays -

dominate. An advantageous regime will also result, for example, where all delays

are equal, bug low.
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As mentioned, the identification between given flows and the associated
peak rate bandwidths may be made in a number of ways. Resource Reservation
Set-Up Protocol.(RSV_P) defined_by the |IETF provides one such means. The RSVP
Path and Resv signalling messages would operate as normal, using Tspec and

Rspec fields to. identify the BD class flow and the peak rate requirements, Py you,

~ for this flow, these signalling messages being passed hop by hop towards the
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receiver and then hop by hop back to the sender. For a node applying the peak-
bandwidth CAC rule described in Eq.4 each hop b_ac_k to the sender would compare
the sum o_f the requested bandwidth, Py you. .and the . existing accumulated
bandwidth, P, .ccums to the total bandwidth allocated on that outgoing port {sender
to receiver direction} for BD class (P, a0). It would also ensure that other
applicable CAC rules were applied in a similar manner.

Iif CAC is successful then the peak bandwidth for this flow, Px_tiow, and the
associated flow classifier are stored in the node together with any other
parameters used for CAC control. This state is refreshed by RSVP messages as
normal. Receipt of data packets could also be used to refresh this state. This soft
state would therefore be removed if it was not refreshed and the  associated
bandwidth and flow counter modified accordingly. It will be clear that
identification of flows which have passed CAC is required to police traffic and also
to ensure that when flows cease, the corresponding changes in key utilisation
parameters are recorded, for example, the correct Py g, Vvalue is removed from the
'outgo_ing port total, Pk_,.,'cu,,,. RSVP reservations for IP v.ersion 4 are identified by

source address/destination address/port triples which act as the flow classifier. IP

version 6 has the notion of a single field called the flow-id. Other classifiers

relating to groups of senders or receivers (address prefixes), traffic type (port
number/transport protocol) or other identifiers such as ‘tags’ are well known a;'id
could be used to provide an aggregated classifier. Multiple flows can be easily
aggregated in the CAC and signalling processes of our invention by simply
summing up the total peak bandwidth of the aggregated flows and storing this as
an aggregated classifier, and also sending this aggregate_d.total peak bandwidth,

P« now Value to the next downstream node. The mode identification process may be

-accomplished in many ways and in this case could be part of the general ‘out of

band’ RSVP signalling and classification process.
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i CAC fails then the classifier state is stored but no resources are

allocated. This classifier state is used to divert incoming BD packets from this

- flow into the BE buffer at this node to protect the ‘other accepted BD flows in this

node. Downstream nodes in which this flow passed CAC can still put this packet

back into the BD class. RSVP messaging could ensure that the customer is

informed of an incomplete reservation or other protocols or diagnostic tools could

provide this feedback. The customer could at that point decide to cease the flow

due to the BD class request failing, which would result in the classifier state in all

" nodes timing out. If the user continues to send BD packets then in certain nodes

(failed CAC) they would use the BE buffer, then at some time later resources could

betome available in that node, which on refresh of the CAC process would lead to

~ this flow being admitted to the BD class. ‘A number of algorithms are possible for

this, but one example would be that failed flows in a node are searched on a First
Failed First Served basis to find the flow(s) with P« _iow Which can fill up this newly
released resource. The best algorithm will depend on other factors such as the
billing model, the number of different flow types and the target utilisation of the
node.

Policing could either be done at all nodes, or only at the ingress and egress

© nodes of this delay-bounded network when sufficient capacity has been provided

20

25

30

for the traffic matrix and the allocated amount of BD class capacity. The policing
would act to ensure that the BD class flows kept within the declared maximum
packet length énd peak rate, and also to implement functions such as packet
counting, reservation policy and billing. '

Routing changes would result in the packets for this flow using different
nodes and the refresh mechanism would be used to invoke CAC in the new nodes
whilst the soft state would ensure that the old nodes returned the previously
reserved bandwidth.

An alternative implementation would be to use so called ‘On the Fly’
signalling. This avoids the use of RSVP and the associated round trip delay by
using the first packet to signal the required parameters for this flow, and one
implementation is described below, with reference to Figure 4.

. The flow .pack'ets (45) are defined to have a header portion with a number

of fields and a data carrying payload portion {47).
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The first two header fields (48, 49) carry the source and destination -
addresseé, these being used to route packets across the network in the usual
manner; .Other well known fields may also be included. -

_In the most simple embodiment the mode identifier field {560) is used to
distinguish between best effort and bounded delay mode packets. The packet
identifier field (51) is used to indicate packets of particular functionality.

The additional processing information field or fields (52) is used to indicate

‘to network elements information such as the effective peak data rate that the host

has selected for its bounded delay mode flow.

All -of these header fields (46) may be specified by the application.
Alternatively they may be specified by the ingress node on entry to the bounded
delay network. The payload portion of the packet (47) contains the information to
be transported across the network to the destination host. |

In this way, having régard to the network element embodiments described

with respect to Figure 1, the mode identifier may carry out the mode identification

- by means of reading the Mode ldentifier field (50) in the header of the received

packets (45). In similar fashion the leading packet of a new flow may be used to
initiate the Connection Admission Control (CAC) procedure. The packet identifier
having identified the leading pabket of a new flow from the Packet Identifier field
{51) may cause the proposed Bandwidth requirement to read from a leading packet
header Bandwidth field {52}, whereupon the peak rate CAC decision may be made.
Other such parameters could be acquired in a similar fashion.

Thus bounded delay class flows may be established without a sebarate
signalling phase, using 'signalling on the fly’.

Similarly, a particular. packet identifier could also be defined for the
purpose of sending intermediate packets within a flow for additional processing
thus enabling applications to dynamically adjust their end-to-end delay
requirements as necessary.

All packets could include the mode identifier for the BD class. However,
the mode identifier could be taken from the first ‘signalling packet’ and stored
(cached) as part of the classifier, and then recovered whenever a packét matching
the classifier is receiyed and used to put the packet into the correct buffer.

Altern'atively, the mode could be statically configured for specific classifiers and in
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particular for aggregated classifiers to automatically provide BD class for VPN

_configurations and for specific traffic types such as Intérnet telephony.

With ’signallipg.on the fly’ the’ first packet in the flow includes the

associated peak rate bandwidth for the flow, P, 4, and any other parameters

-needed for CAC. A new flow could be admitted in every node on the end to end

path using the same CAC rules as described above. if the flow fails CAC then
failure classifier state is installed as before, but now a new ‘CAC Failed’ message
is returned to the sender. This could be a new ICMP code or some other means.

In addition, a ‘CAC failed’ flag is set in the first packet header so that downstream

"nodes and the receiver are also informed of the failure and downstream nodes do

not also send back CAC failure messagé‘s which could otherwise swamp the
sender. The remaining packets in the flow, which match the classifier and have
the BD mode set, are admitted into the BD buffer, but use the BE buffer in nodes
which failed the flow during CAC. Refreshing of the signalling packet, indicating
the P now value and other CAC parameters, is used to cope with routing changes,
time-out of classifier state and later admittance to resources on initial failure during
CAC. _

It is noted that with the approach outlined above for single packet flows,
there is no need to convey peak-rate mformatlon in the packet header, so the fleld
normally used to carry this information could be set to some defined defauit value,
such as zero, and be used for indicating a single packet flow.

For todays IP v 4 protocol the preceding example could be implemented by
specifying mode and packet identifier codes for use in the TOS header field. The
required bandwidth could be either pre-configured or placed in the IP v 4 options
field. For IP v 6 the mode and packet identifier codes could be placed in the flow
ID field and the bandwidth requireme'n'.c could be placed in the hop-by-hop
extension {options) header. When information needs to be sent back to the sender
host, appropriate ICMP messages could be generated, for example flow admission
refused etc. .

it is vel;y likely that some form of traffic processing capability will be
required within both the originating and receiving host terminals depending on both
type of application being used and the number of simuitaneous flows being
generated. - Therefore,' it is expected that in general hosts might also make use of

the dual buffering nature of the network elements.

T~
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An example 6f an arrangement of such a host architecture is as indicated
in Figure 5. The host may, for example, be implemented using well known Unix
work station or PC technology equipped with a suitable network interface.

In the general host configuration (53) shown in Figure 5, Application A
{(54) produces one or more flows which are to be sent in the bounded delay class.
Given that applications using this class of operation will in general generate bursty
packet flows, in some instances at rates determined by the internal operating
speed of the host rather than those of the application, a bounded delay buffer (55),
buffer allocation and packet size controls (66, 57) are provided for host
performance control along with an associated scheduling 'element (58) for flow
shaping purposes. The scheduling element (58) is controlled by an appropriate -
scheduling algorithm (59).

Because hosts could in pfinciple be simultaneously running both bounded
delay and best effort flows, a best-effort buffer {60) is provided purely to
accommodate the fact that the scheduling élgorithm(s) (59) will have been
designed to give highest priority to packets stored in the bounded delay buffer
(55). Apblication B (61) could also have similar control over buffer allocation {not
shown) and packet size (62) as showﬁ for Appﬁcatibn A (54). |

Traffic shaping is an important aspect for flows that are to be guaranteed
a delay bound, and primarily shapin'g'ehables the inter-arrival times between
packets generated by an application to be modified prior to being input into the
network. Hence, the burstiness of a pécket flow can be controlled by shaping, the

outcome of this being that a lower peak bandwidth is needed from the network

~ than may otherwise have been the case. Effectively, traffic shaping is simply a

trade-off between network bandwidth requirement and host delay, with the latter
decreasing as the former increases. To date, traffic shaping has in general been
achieved using either token bucket or leaky bucket shapers; with combinations of
both being us'ed in some instances.

It is well known that although token bucket shaping cannot prevent packet
bursts from being input into the network, it does bound the size of the bursts.
Therefore, token bucket shaping does not eliminate the possibility of the flow rate
instantaneously exceeding the specified peak-rate when the Iinstantaneous value is
calculated over any tirﬁe period that is measured froﬁ the beginning of any packet

sequence {which could bé_ a single packet) and an adjacent one, as illustrated in
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Figure 7. Based on this definition, the instantaneous peak-rate for a flow is given
by .

> e

s (Eq. 11)

where [ e IS the size of a packet in bits and the algebraic sum indicates a

instantaneous_ peak _rate =

summation across all packets contained by the particular time span being

"considered, of which t,, through to t5 in Figure 7 are examples.

When the shaping process used ensures that the instantaneous peak rate
never exceeds the specified peak-rate, tH_is is referred to below as strict peak rate
shabing. o '

_The reason why convehti_onal token bucket shaping cannot provide strict
peak-raté shaping, is that the scheduling algorithm used allows packets to be input

into the network immediately the a'ppropriate number of tokens become available.

This is illustrated in Fig_ure 6 which shows a qualitative comparison between flows

prod'uced by token bucket and peak-rate shaping for a particular instantaneous fill
of the bounded delay buffer. Given that strict peak-rate shaping never allows the
fiow to exceed the specified péak-rate when calculated according to Equation (11),

it is clear from comparing flows A and C that in this particular instance the token

“bUckefl shapéd flow exceeds the specified peak-rate. It should be noted that for

the output ﬂoWs to take the given forms. the token bucket wquld have initially
been full of tokens and the output link spegd would have been significantly greater
th_:—in the speéified peak-rate. Alsd,_ the bucket fill rate r and the P,',_,,,,W term in
Equation (12) below would bbth haV_e beén 'equal to the same value of specified
péak-rate. _ _ o

Although it is expected that a controlled amount of packet bunching will
be'.tolerable, fdr some imblementations it may be advantageous to use strict peak-
rate shaping rather than conventional token-bucket or leaky bucket shaping. This
will giVe tighter contrbl of the instantaneous peak-rate. One method of achieving
strict peak-rate. shaping is shown in Figure 6: for convenience _fhé best-effort
elements shown in Figure 5 have been removed along with those from the
bounded.delay. class Which do not contribute to the shapi.ng _p'r'oc_ess. Peak-rate

s.h.aping effectively prevents packet bunching in such a way that it is able to
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guarantee- that the_;.__f,__l_,pw rate into the network will never exceed the specified peak-
rate. A géod examﬂ;.).l.e of a scheduling algorithm that satisfies this is one whereby
the decision to input a packet into the network is based on the size of the previous
packet and the time at which it was sent. Therefore, the scheduling element does

not admit a new packet into the network until the time lapse since admitting the
previous packet, 7, . satisfies the relationship

nel

percker

T e 2 Pi_ om | (Ea. 12)

qg.
where [ ..« represents packet size in bits and represents the specified peak rate
for the flow in bits/second. Superscript n represents the packet to be sent and
superscript n - 1 the previously sent packet.

It should also be possible to implement strict peak-rate .shaping using a
token bucket shaper provided an appropriate bucket size is used in conjunction
with a different scheduling rule than presently used. For example, if there is a
specified maximum allowed packet size for the bounded delay class, then peak-rate
shaping would be achieved using a bucket size equal to the maximum allowed
pa_cket size in conjunction with the rule that no packets can be sent until the token
bucket is full. Once the bucket is full, then the buffer is played out until eiti‘mer the
token bucket is emptied or the buffer is emptied. No more packets are then sent
until the token bucket is completely full again, and so on. Using this approach for
the conditions assumed for the qualitative comparison in Figure 6 would resuit in
bunching similar to that illustrated by flow B.

However, more conventional types of shaper are not precluded including
those based on (r,T)-smooth scheduling algorithms.

Irrespective of which type of shaping is used, the host configuration (53)
in Figure 5 enables application A to select the appropriate shaper parameters in
conjunction with other control parameters such as packet size, buffer allocation
and peak flow rate. However, if this host was being used on a network supporting
IP integrated services it would use token bucket shaping, and most, if not all, of
the other parameters and those for the token bucket would be considered as
constants once they had been selected for a new flow. The main reason for this is

that some of these parameters need to be distributed within the network, and this
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~ involves initiating an RSVP signalling phase whenever they are changed. This is

not of particular concern when initially Setting up a flow, but it is otherwise
because signalling delay severely limits the rate at which changes can be
implemented. This severely limits the control that an application has over both the
host performance and its end-to-end delay once a flow is established. This is not
the case when using a network supportiﬁg-the bounded delay class.

In one simple embodiment of invoking bounded delay operation, the only
information required by the network is the flow's required peak-rate, and this can
be provided by ‘on the fly’ signalling. Consequently, the application could now
continually monitor the host performance during the life-time of a flow and adjust
as necessary buffer allocation, packet size, packet discard or peak-rate as often as
required and without any need to involve the network. This gives the application
far greater dynamic control over the host performance than would normally be
possible. For instance, if the application initially requests insufficient buffer size
for the: data-rate chosen it will now have the option of being able to discard
packets, increase the buffer size at the expense of increased delay, reduce the
packet size at the expense of reduced bandwidth efficiency {more headers per unit
time) .or it will be able to request a higher peak-rate from the network.

Whilst embodiments of the invention havg been described above in terms
of a bounded delay class and a connectionless best effort class, a range of furtﬁer
sub classes are possible.

For example, for the bounded-delay -class, if the approach is adopted
whereby new flows signal their maxfmum ‘packet sizes as part of the CAC process,
separate classes could be defined for two or more specific ranges of packet size.
By separately controlling allocations of bandwidth or buffer resource for each of
these, some control is obtained over the distribution of packet-sizes for admitted
flows, which may lead to an improvement in the bandwidth-utilisation of the
overall bounded-delay class. One potential benefit of this might be in improving
the.probability of admission for flows with small packet sizes.

A funhér possibility is that sub-classes could be established to provide
different values of bounded-delay. This could be achieved by separating packets
into multiple virtual queues within the main bounded-delay queue.

Similarly wit_hi;'\ the best-effort class, the implementation of traffic

management features such as Random - early detection (RED), priority queuing,
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IETF IntServ, class-based queuing {CBQ) and other such techniques are not

precluded.
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CLAIMS '

1. A packet network element comprising:

at least one input for receiving flow based packets;

at least one output of predetermined bandwidth;

wherein a received packet is associable with a first or second class of
service;

means for directing each received packet on the basis of its class to a first
or & second corresponding packet buffer,

said first packet buffer being allocated a predetermined portion of the
output bandwidth;

said second packet buffer being allocated the remaining portion of the
output bandwidth;

bandwidth requirement determination means_for determining a bandwidth
requirement associated with a first class flow; .

means for allowing admission of the first class flow packets to the first
packet buffer if said bandwidth requirement can be met; and

means for directing packets from the first and second packet buffers to an

output,

2. An element as claimed in claim 1 wherein said means for allowing
admission is operable to apply a peak rate test, aliowing admission to the first
buffer if the currently unused portion of said predetermined portion of the output

bandwidth is able to meet said peak rate bandwidth requirement.

3. An element as claimed in claim 2 wherein said means for allowing
admission is operable to apply said peak rate test and to apply a buffer-fill test,
allowing admission if said first packet buffer has sufficient space to accept another

flow.

4. An element as claimed in ciaim 3 wherein:
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said adm:ssuon allowing means is arranged to allow admission of the first
class flow packets to ‘the first packet buffer only’ nf

the number of flows the first packet buffer is sized to accommodate minus
the number of flows currently accommeodated is at least unity; and

the free portion of the output bandwidth allocated to the first packet
buffer minus the proposed peak rate flow bandwidth requirement is greater than or

equal to zero.

5. An element as claimed in claim 4 wherein said admission allowing means
is operable to increase the size of said free portion on the cessation of a flow, said
increase taking place after the lapse of a time period substantially equal to the

packet-size divided by the peak rate associated with the flow.

6. An element as claimed in any preceding claim, further comprising means
to admit first class flow packets to the second packet buffer if they were refused

admission to the first packet buffer.

7. An element as claimed in any one of claims 2 to 6 wherein said peak rate
bandwidth requirement determining means is arranged to read a peak rate flow

bandwidth réquirement information portion from a said received packet.

8. An element as claimed in any preceding claim wherein said predetermined

portion of the output bandwidth allocated to the first packet buffer may be
dynamically changed.

9. An element as claimed in claim 2 wherein said peak rate bandwidth
requirement determining means is arranged to determine particular peak rate flow

bandwidth requirement values for respective single packet flows.

10. . An apparatus according to any preceding claim further comprising class
determining means for determining whether a said received packet is associated

with a first or second class of service.
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11. An element as claimed in claim. 10 charactensed in that the class
determmlng means is arranged to determine whether the packets are associated

with one of a bounded delay or best effort class of service.

12, An element as claimed in claim 10 or 11 wherein said class determining

5
means is arranged to read a class identifying portion from a said received packet.
13. A method of controlling flow based packets in a packet network element
comprising:
10 receiving flow based packets;
wherein a received packet is associable with a first or second class of
_service;
directing each received packet on the basis of its associated class to a
first or a second corresponding packet buffer, _
15 " said first packet buffer being allocated a predetermined portion of a
predetermined output bandwidth; ' _
said second packet buffer being allocated the remaining portion of the
output bandwidth;
determining a performance crltenon assomated with a flow;
20_ ' i : allowing admission of the first class flow packets to the first packet buffer
if said pe’rformance criterion can be met; and
directing packets from the first and second packet buffers to an output.
14. .A_,_.host element for use in association with a packet network comprising:
25 . “'means for generating packet based flows and for associating each flow
with a respective first or second class of service;
a first packet buffer arranged to receive packets associated with the
first class of service;
means for controlling the first packet buffer size;
30 a second packet buffer arranged to receive packets associated with the
second class of service; and
means for directing packets from the first and second packet buffers to an
output arranged to enéure that the first class packet flow rate does not exceed a
selected peak rate bandwidth.
\ )
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15. A host element as claimed in claim 14 wherein means are provided for
writing the selected first or second class of service into a class identifying portion

of said packets.

16. A host element as claimed in claim 15 wherein means are provided for
writing a peak rate flow bandwidth requirement information into a peak rate flow

rate bandwidth requirement portion of said packets.

17. A host as claimed in claim 16 characterised in that said means for
generating and associating is arranged to generate packets associated with a

selected one of a bounded delay or best effort class of service.

.18. A method of generating packet based flows comprising:

generating packet based flows and associating each flow with a respective
selected associated first or second class of service;

sending packets of first class flows to a first packet buffer arranged to
receive packets associated with the first class of service;

controlling the first packet buffer size;

sending packets of second class flows to a second packet buffer arranged
to receive packets associated with the second class of service; and

directing packets from the first and second packet buffers to an output

arranged to ensure that the first class packet flow rate does not exceed a selected
peak rate bandwidth.

19. A network comprising one or more elements as claimed in any of claims
1to12.
20. A network as claimed in claim 19 further comprising one or more

host elements as claimed in claims 14 to 17.

21. A packet network element comprising:
at least one input for receiving flow based packets;

at least one output of predetermined bandwidth:
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first means for determining whether a received packet is associated with a
first or second class of service; '

means for directing each received packet on the basis of its associated
class to a first or a second corresponding packet buffer,

5 said first packet buffer being of predetermined size such as to
accommodate a predetermined number of flows and being aliocated a
predetermined portion of the output bandwidth, the currently unused portion
thereof varying with the number of flows accommodated, '

said second packet buffer being allocated the remaining portion of the
10 output bandwidth; )
second means for determining a peak rate flow bandwidth requirement
associated ‘with a flow; |
means for allowing admission of the first class flow packets to the first
packet buffer if the first packet buffer is able to accept another flow and if the said
15 currently unused portion is able to meet thel associated peak rate flow bandwidth
requirements; and
means for directing packets from the first and second packet buffers to an

output.

20
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