2 July 2004 | COWPUTI NG SYSTEM AND METHOD FOR M GRATI NG A MOBI LE COVPUTI NG
ENVI RONVENT Field of the Invention The present invention relates generally
to the field of conputing environments. |In particular, the Zdnlggeit
invention relates to portable or nobile computing within the context of a
network in which a conputing environment may be mgrated to a conputer
that is connectable to the network forlproviding a user with a consistent
conmputing environment. Background Historically, conputers were |arge and
expensi ve processors that were sited at@ps%ci al prem ses and that few

coul d af f or COMBTADN G YA RYAND M RMIGRABINGiAMRBEEt from t he
t hen powerful conputing an (ﬂ(ﬁﬁﬁsﬂ Pﬁmﬁ%q' y@s of a conputer of the
past, a user had to access%t e prem(gg's ereMl?llchonputer is sited and
take multiple steps and procedures that are unique to the conmputer in order

to operate the conmputer. Currently, through technol ogi cal evolution, one
of the successors of these |[|arge and expensive conputers is a snmall and

af f or dabl e,.nqt ebo copputer. Mdire inportantly, however, such a notebook
conput er ?é?r)ar??g%ﬁoﬁ’é’eﬁ uting power with the ability to execute conpl ex

formul ae invol ving | arge nunbers at hi gh processing speeds. Such an

evol ution in campykdset iHARIAOA kelghs g@emgﬂomﬁélbbec&ﬁFﬁtir@ Iy because of
the advent of integrated circuit technology that enables the integration of
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migrated to a computer that is connectable to the network for providing a user with a

consistent computing environment.

Background

Historically, computers were large and expensive processors that were sited at
special premises and that few could afford to own and maintain, respectively. To
obtain benefit from the then powerful computing and processing capabilities of a
computer of the past, a user had to access the premises where the computer is sited
and take multiple steps and procedures that are unique to the computer in order to

operate the computer.

Currently, through technological evolution, one of the successors of these
large and expensive computers is a small and affordable notebook computer. More
importantly, however, such a notebook computer may provide computing power with
the ability to execute complex formulae involving large numbers at high processing
speeds. Such an evolution in computing technology is made possible partially
because of the advent of integrated circuit technology that enables the integration of
electronic circuits into small electronic devices. The advancement of technology and
related skills in manufacturing and software programming and/or engineering also

contributes to this evolution.



The evol ution of conputer technology also significantly inpacts the

evol ution of network technol ogy. Modem network technol ogy all ows users who
are connected to a network to share resources that are conridely@®4t o the
network. Currently, networks can either cover a small geographical area,
such as a local area network (LAN), or a w de geographical area, such as

t he coverage provided by the Internet.2 Recognising the market potential of
coupl i ng nodem conputing technol ogy that provides for small, portable, and
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I ndustry has placed nmany nodem conputing products and ~services of sorts on
t he conputénetmariktschiadogy. Mnéemmwmrbt slogh ammuactaswhmaresenmms

currently bei rcialized.i on, the concep bil e conputing
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a conput user. who uses %Ie conput er. Rather, the m)bl | e user
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connectable. The nobile user”thus p ornms work with whichever conputer
the nobile user accesses within the network. Wien any conputer user uses a
conput er, the Emspatmplegdench Isrotja@is@mi:teyvu:@ecalhﬁen@yhbing comgwteidizedét s of
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on a rermte storage which is accessible through a network. Regardl ess of

t he st or aggrlemsatatipp af minimakdasal soragesuch @p dhereerl hprddisko harefere t hat t he
conput er Qé&ﬁhﬂﬁﬁg ﬁle%ﬂﬂ)%ctness of modern mobile computers. The modern mobile

computer can therefore be dedicated to, for example, communications and image

processing.

Another example of the products and services currently being commercialized
is based on the concept of a “mobile” user. The mobile user is ndt necessarily a
computer user who uses a modern mobile computer. Rather, the mobile user can also
refer to one that hops from compﬁter to computer within a “boundary” defined by a
network to which the mobile user subscribes or is connectable. The mobile user thus

performs work with whichever computer the mobile user accesses within the network.

‘When any computer user uses a computer, the computer user is basically
dealing with a set or sets of information through the computer’s processor. Generally,
the information is found on a local storage device such as the local hard disk or a
storage medium such as a CD ROM. However, the information may also reside on a
remote storage which is accessible through a network. Regardless of the storage
location, the mobile user fundamentally requires that the computer provides a means

of storing and/or retrieving the information that the mobile user deals with. For



of storing and/or retrieving the information that the nobile user deals
with., For 2 July 2004 3 exanple, when the nobile user hops from conputer to
conputer, the conputer user nmay either use floppy diskettes:@ROMs, card
menories, or any other formof storage nediumfor providing the

i nformation that the nobile user is dealing with. To mnimze the use of
such storage nmedia that need to be trahsported, renote storage may be
used. When the nobile user wishes to access a renpte storage, the nobile
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and an Internet, l.ink are available on that conputer. All. the subscriber
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the mail box or access a file fromthe file directory that is provided by
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basically a Wb portal account is accessible only through a Wb Browser.
This means t h&lurtehtly,\ddmedntetiat-based puaductssordesiden stichf asOMely pertasiascri ber' s
ot her local network or renote access accounts that, rrga/ exi st at . {)he of fice,
on the horgi W@ter user may subscribe provides an account with an electronic mailbox,

a personal starting Web page, and a file directory. These can be accessed from any

computer the subscriber uses as long as a Web browser application program and an

Internet link are available on that computer. All the subscriber needs to do is to login

to the Web portal account and thus is able to use the mailbox or access a file from the

file directory that is provided by the account. This is a very useful concept of

providing computer users with access to the same information and resources at all

times regardless of whether the cgmputer users are at home, in the office, or

travelling. This idea is made possible only through remote storage access.

However, one shortcoming that exists with a Web portal product or service is
that basically a Web portal account is accessible only through a Web Browser. This
means that the Web portal account is distinct from the subscriber’s other local
network or remote access accounts that may exist at the office, on the home computer,
and with any Internet service provider. Only the email component of the Web portal
account may be integrated with the subscriber’s other accounts using protocols such
as POP3 or IMAP. A practical consequence of this is that a data file cannot be

opened directly if the required program is installed on another account. Instead, such



and with any Internet service provider. Only the email conponent of the Wb
portal =~ account nmay be integrated with the subscriber's other accounts
using protocols such as POP3 or | MAP. A practical consequerfdgly@f04this is
that a data file cannot be opened directly if the required programis

i nstall ed on another account. Instead, such 2 July 2004 4 a file has to be
moved manual ly to that account first. Another shortcoming is that the
subscriber has to work with different environnent settings, shortcuts,
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di fferent accounts fromthe dll(fferent conputers. Such are conponents of a
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conventional nethod addresses the problem o? | ocating files residing on

di f f er ent the fleokiandeleels of the user interfage.dile acaeen diteeforyiaccess, ang ekpeubionofr i but es.

Fromthe fj | | be determined if for exanple a requested
fileis lg@%lfcg@&%#o%ﬁ&éﬁﬁg%g{m ‘?tglf'age of the conmputer or on a renote

storage. |If the file attribute of a file indicates that the requested file
IS stored on t ean ettahet to starane pnaof mbee «fithd dvove probdems, romteatiopstr at i ng

system of the conpute asses control o high |evel drivers to continue
processi n@%ﬁ%ﬁ&'&egﬁrﬁﬁﬁﬁ% Dol ﬁ?n"(eflgﬁall F@ﬁl?é‘safmres%\%%er, such a
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renote storage supported by conmunications protocols congruent w t he
comuni caupingdilpatoitndest IFremphofitecdribytesHecandwrdetdarmined\if fos wxamsplaacessi bl e.
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storage, a Tile system driver in the operating system of the computer passes control to

high level drivers to continue processing the request as an input/output (I/O) request.
However, such a conventional method does not address the problem adequately
because only remote storage supported by communications protocols congruent with
the communications protocols supported by the operating system is accessible.
Moreover, such a conventional method does not specifically address the other

problems.

Another conventional me‘t‘hod addresses the problem of accessing different
resources on the Web through overwriting shared libraries used by application
programs on the computer. This however implies that such a conventional method
cannot support application programs that utilize static libraries. Hence, the
application of such a conventional method is restricted to access of files by
application programs.that utilize only shared libraries. Moreover, such a conventional
method also does not address the problem adequately because there is no provision to
access remote storage on a file server. This conventional method also does not

specifically address other problems.



prograns on the conputer. This however inplies that such a conventi onal

met hod cannot support application prograns that utilize static libraries.
Hence, the application of such a conventional nmethod is res2%#¥vét¥d to
access of files by application prograns. that utilize only shared

|'i braries. Mreover, such a conventional nethod also does not address the
probl em adequat el y because there is no’provision to access renote storage
on a file server. This conventional nethod al so does not specifically

address ot her p aRheEonvéntibHaymeBd a&lirgsssfeb’ fﬁﬁqﬁéblﬁtﬁ%‘f%&eisﬁﬁ% kidet hod
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sol uti on shsitaAbte. phlew,ithis canventinsal twethott degs avespetidicalbnaddress tlendtheet t i ngs,
application.prograns and files of accounts belonging to a subscriber so
that a coﬁ@ﬂg?ﬁgt conputing environnment is achieved. This consistent
conputing environnent should be attachable to and detachable from any

conputer a conpkRar f#5@Ithé sbdiiphigr ai eg@EsH RS0l mefdh G0k heetl &fists he
conputer as long as the conputer is connectable to a network that provides
t he appr oot astaseqeaiesniution to at least one or a combination of the problems disclosed.

The desirable effects of this solution should provide a means to integrate the

environment settings, application programs and files of accounts belonging to a

subscriber so that a consistent computing environment is achieved. This consistent

computing environment should be attachable to and detachable from any computer a

computer user is using, regardless of the location of the computer as long as the

computer is connectable to a network that provides the appropriate resources.

-

Summary

Various aspects of the invention are directed to ameliorating or overcoming at
least one or a combination of the above disadvantages or inadequacies of prior art and
conventional methods. In particular, it is desirable to provide portable or mobile
computing within the context of a network wherein a computing environment may be
migrated to any computer that is connectable to the network for providing a user with
a consistent computing environment. It is also desirable to provide a consistent
computing environment according to a dynamically adaptable communications

protocol that allows transparent connectivity to Web resources, file servers and the



Summary Various aspects of the invention are directed to aneliorating or
overcom ng at |east one or a conbination of the above di sadvant ages or

i nadequaci es of prior art and conventional methods. In part3/eiReH, it is
desirable to provide portable or nobile conmputing within the context of a
network wherein a conputing environnent may be mgrated to any conputer
that is connectable to the network foréproviding a user with a consistent
conputing environment. It is also desirable to provide a consistent
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protocol that allows transparent connectivity to b resources, file
servers athe infrematigutega@dduiiles ktoked. onl remiote ftonaghisrsedeontaitist avithan fheovi de a
consi stent_computing environment wherein the information regarding files
stored on *PERBFE storage is self-contained wthin the conputer. In
accordance wth a first aspect of the invention there is disclosed a

conputi ng syst @midcrdaatahithadirkthepeot of teiifventibn thet®Ridiglgedput i ng
environnment thereto to provide a consistent conputing environnent for a
user, the cOHApiAg sy§temstps erahling thgymispafiracefameabilecomnnrbing eayismm@t and havi ng
a | ocal ComubiNghovityl CARIRAL confhfB SR Mt 15 Ar ML OB St or age,

t he conputing syStem i ncludi ng: ‘neafis Tor nmappi ng a’user-interface portion
of the nobydten beinpgubimgtabbniviremoteestiragandra Halvingl 0loed] compptiig Nng envi r onnent
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file operations on the | ocal storage; and neans noni toring and
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translating requests for performing file operations on the local storage; and means for

monitoring and intercepting a request made to the file system for operation on a file,

the request being actuable by the mapped user-interface and the file being stored on

said remote storage being connected to the system.

In accordance with a second aspect of the invention there is disclosed a
method of migrating a mobile computing environment to a computing system for
providing a consistent computing environment for a user, the computing system being
connectable to remote storage and having a local computing environment, an
operating system, and a local storage, the method including the steps of: mapping a
user-interface portion of the mobile computing environment onto the local computing
environment, the step including transferring information stored on said remote storage
being connected to the computing system, and using the transferred information for
mapping the user-interface, the step of mapping being actuated by the user; receiving
and translating requests in a file system in the operating system for performing file
operations on the local storage; and monitoring and intercepting a request made fo the
file system for operation on a file, the request being actuated by the mapped user-
interface and the file being stored on said remote storage being connected to the

computing system.



met hod of mgrating a nobile conputing environnent to a conputing system
for providing a consistent conputing environnment for a user, the conputing
system bei ng connectable to renpte storage and having a | ocad ey@fffut i ng
envi ronment, an operating system and a |ocal storage, the nethod including
the steps of mapping a wuser-interface portion of the nobile conputing
environnment onto the local computing ®nvironnent, the step including
transferring information stored on said renote storage being connected to

the conputing ?ﬁlﬁ&c%?%aﬁn@@glitﬁ%itg?d%ﬂ%cttéfecﬂﬁfn%ﬁtﬁgxth@lfc% Rlib&a 4 or  mappi ng

the user-interface, e step pi ng bel ng actuate y the user;
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system for_perf rdm [18 file o%{atici)ns hon.the I Ofa| z’@tqra e; and.nonitoring
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being stored on said renote storage being connected to the conputing
system 2 egvirgunxmdip Fcompetsgoysiane thewomputing kystan heipg senmsptabledoi nvent i on
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readabl e RrL9gL.am code neans for receivi ng .and .
anstating réquests ifi a file system in'the operating System for performing file

operations on the local storage; and computer readable program code means for

monitoring and intercepting a request made to the file system for operation on a file,

the request being actuated by the mapped user-interface and the file being stored on

said remote storage being connected to the computing system.

In accordance with a fourth aspect of the invention there is disclosed a
computing system for enabling the migration of a mobile computing environment
thereto, the computing system being connectable to remote storage and having an
operating system that provides a local user-interface and controls a local storage, the
computing system including an arbitrator means in the operating system for
arbitrating access to files, directories, and information for locating and accessing the
files and directories; an account manager means communicable with the arbitrator
means and the remote storage for mapping a user-interface portion of the mobile
computing environment onto the local user-interface using information stored on the
remote storage; a file system in the operating system for receiving and translating
requests for performing file operations on the local storage; and a file monitor means

for intercepting a request made to the file system for operation on a file, wherein the



translating requests in a file systemin the operating systemfor
performng file operations on the |local storage; and conputer readable
program code neans for nonitoring and intercepting a request™ifgefd to the
file systemfor operation on a file, the request being actuated by the
mapped user-interface and the file being stored on said renpte storage

bei ng connected to the conputing systefn |In accordance with a fourth aspect
of the invention there is disclosed a conputing systemfor enabling the

mi grati on refued jFRRLARd qﬁamgﬂﬁqeglaggyd 10 RELintdr et BhPhelISisCRITBYLL NG System
bei ng connettable to renote storage and having an operating systemthat
provi des dhd wowite sterage,i mt eedicectingtiet reqrest tolthe wnlobestbrage.or age, t he
conmputing systemincluding an arbitrator neans in the operating system for
arbitrating access to files, directories, and information for |ocating and
accessing the files and directories; an account nmanager neans conmuni cabl e
with the arbitrator neans and the renote storage for nmapping a

user - i nt erBradfDaseription obthellaawiid | € conputing environnment onto the | ocal
user-interface using information stored on the renote storage; a file

systemin the erating systemfaqr recgiving,and trans|atjin reguests for
performng fil &D ?‘%Bﬁg’i’ﬁﬁmfeﬁgc"i‘ %ﬁesﬁb&gé‘a@}n@ﬁ’dwg’ﬁtj@@%ﬁ%ﬁ ®r means

for interq&qﬁhggiﬁmyest made to the file systemfor operation on a file,
wherein the 2 July 2004 8 request is actuated through the mapped | ocal

user-interface and the file is stored on the renote storage, and
redirecting thé&igddeesontestuahdocledipgramsdaprciigg 2 dientefcc@dingtp piorefarred t he
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depictingIaN] ient according to a preferred enbodiment of the invention
connected to a LAN and to the Internet through the LAN, Fig. 2 is a block
diagramillustrating the c onents of the client shown in

g F?g. 2 ig a block d?arggam illustrating the components op the client shown in

Fig. 1 and the logical connections to the LAN and the Internet;

Fig. 3 is a top-level flow diagram illustrating the processes in carried out by
the client shown in Fig. 2 for the migration of a consistent computing environment to

the client;

Fig. 4 is a detailed flow diagram illustrating the modules of the Initiate Session

process of Fig. 3;

Fig. 5 is a detailed flow diagram illustrating the modules of the Sustain

Session process of Fig, 3;

Fig. 6 is a detailed flow diagram illustrating the modules of the Terminate

Session process shown in Fig. 3;

Figs. 7a and 7b respectively illustrate examples of the components of an
original computing environment and a consistent computing environment migrated
onto the client shown in Fig. 1 wherein the user interface, file access, directory access,

and shortcuts to application programs are provided,;



Fig. 1 and the | ogical connections to the LAN and the Internet; Fig. 3 is a
top-level flow diagramillustrating the processes in carried out by the
client shown in Fig. 2 for the nmigration of a consistent conplbviZfg
environment to the client; Fig. 4 is a detailed flow diagramillustrating
the nodules of the Initiate Session process of Fig. 3; Fig. 5is a
detailed flow diagramillustrating thednodul es of the Sustain Session
process of Fig. 3; Fig. 6 is a detailed flow diagramillustrating the

modul es of 't he pfer Biabere SRS HABraMARESMiRE MY bobohibits ofa clihfiger 72 and 7b
respectively illustrate exanpl es”of the conponents of an original

conput i ng ieplmatedenith thed'ils Momigir of Eig 2 domgroviding edetdiledrlesmriptiongfat ed onto
the client s?}i\/\@[ i n Eiﬂﬁ 1 wherein the user interface, file access,

di rect ory BetlgMonttgrand ot cuts to application.prograns are provided; 2
July 2004 9 Figs. 8 and 9 are block diagrans illustrating the conponents of

a conputer i mMEignmyiliedratdstdpdnbil-Fidpesd\umpuddr b3 wiitltheZ2nftRdiRéy o ng a
detail ed description of the File Mdnitor; and Fig. 10 illustrates a
gener al - pithpBaentionase peaferpblyimplementsd. enbodi nents of the invention are
preferably inplenented. Detailed Description A conputing system a nethod,
and a conputer program product for providing portable or nobile conputing
within the context of a network are described. In particular, a conmputing
environment nmay be mgrated to any conputer that is connectable to the
net wor k t dgsaibed Bescaipgider with a consistent conputing environment. In the
follow ng description of several enbodi nents, nunerous details are
described in or/ger tqc. rovi de_a £ t({wroulgju descri tign (%f t hese
enbodi nent s. computirlg system, a mettiod, d computer program product for
providing portable or mobile computing within the context of a network are
described. In particular, a computing environment may be migrated to any computer
that is connectable to the network to provide a user with a consistent computing
environment. In the following description of several embodiments, numerous details
are described in order to provide a more thorough description of these embodiments.
It becomes apparent to one skilled in the art, however, that the invention may be
practiced without those specific details. In other instances, well-known details have

not been described at length so as not to obscure the invention.

The advantages of the embodiments of the invention are manifold. One
advantage is that at least one emBodiment allows a computer user to use the same
application programs or work with the same documents from any computer, The
computer user in this instance has multiple network, remote access, or Internet access
accounts that are accessible through different computers having compatible operating
systems. Through any one of the accounts and using any one of the computers, the
computer user can use the application programs or work with the documents as
though the application programs or documents are installed or reside on that

computer.

Another advantage is that at least one embodiment provides a mobile
computing environment which is attachable to different computers having compatible

operating systems. As a consequence, the computer user is provided with a consistent



It becones apparent to one skilled in the art, however, that the invention
may be practiced without those specific details. In other instances,

wel | -known details have not been described at | ength so as 2i8%¥ 288 obscure
the invention. The advantages of the enbodi nents of the invention are

mani fol d. One advantage is that at |east one ent Sodi nent allows a conputer
user to use the sane application progians or work with the same docunents
fromany conputer. The conputer user in this instance has nultiple

net work, raahePefofcomBliar @bmpiiey éiﬁziroﬁﬁeﬁ@?eg'aﬁﬁ@s@wmcﬁﬁaﬁle%ﬁpa&ﬁ essible
t hrough different conputers having conpatible operating systens. Through

any one ofuserpenfigeentiatcampitersirmgt.any one of the conputers, the conputer
user can use the application progranms or work with the docunents as though

the applicat! onh RLAGK ARk AIGHTE LS ALErBahAll Sifl £BRMAGLON Lhat

conput er. Anot her  advanta east one € provi des a
mobi | e  c@ugthis thaemeiingalledvh rafbebeh@ratotvaditathe @ ofnputir i @nhedted@nput er s
havi ng conpati bl e, operating systems. As a consequence, the conputer user
is provid %ﬁ@q*4§m§£W§P§E@ -2 July 2004 10 and therefore faniliar
conputing environnment, regardl ess of whether the conputer user configures

that conputer of yfGhrthef alivdnkdbRlis AEY ANEAPEnd éin%&ﬁﬁqeﬁttprbﬁﬂ% cdEctiAyodi ment

enabl es application prograns that are installed on renpte servers to which
t he conputbetwsdes throromepiterdnd diffdsentdyees of esinata s¢rvers trongludypramid yet furt her
advant age i,s tt hat?}at | east w30 ep‘oopi gent rqvi.des coPnect | Vi t bet ween
the computdFPIAiRY ofi PrEmEications wotogpls, HBF’éEE"é@?’\}B P8° IRHBEG I il

adapt at i ORs@fcafi QBIBENA EdidtO BGva WikHlg QIIAN KOWhRETH Be réfoeRervePsidpse, the
conputer user can access a renote server within a LAN to which both the

renot e secPBPUEhAreRBRECRSHsIREAMEdYRe fanurtnicitions pteek Ingethsr _
corTun Cath PR RRAAGE Eom#ﬂe%%} ﬂgfavgl'%i'ﬂﬁ;aﬁ@&?er%leerig ohfRIcGRIRIEWA Jfser 1S
na t e e-rirewa 0]

travelling a erefore ts outsl
the LAN, another type of communications protocol is used.

A still further advantage is that at least one embodiment provides for
encrypted files stored on remote servers to be decrypted only on the computer that the
computer user is using. This provides a security measure and thus ensures that the
computer user can safely use remote servers that may be accessible to the public for
remote storage. Such a security measure remains transparent to the computer user and

the application program that is being used.

Fig. 1 is a contextual bloc;ic diagram of a mobile computing environment
network formed by the Internet 100 and a network LAN A 102, to which a number of
client computers (generally hereinafter known as clients) according to a preferred
embodiment of the invention are connected. The LAN A 102 is connected to the
Internet 100 and therefore provides the clients access to the resources on the Internet
100, preferably through a firewall. Connected to the LAN A 102 are a number of
clients such as CL A 104 and CL B 106. The LAN A 102 importantly provides the
CL A 104 and CL B 106 with access to remote storage on remote servers RS A 108
and RS B 110, which are also connected to the LAN A 102. The LAN A 102isa

typical network implementation in an organization that networks the clients and the



the LAN, another type of communications protocol is used. A still further
advantage is that at |east one enbodi nent provides for encrypted files
stored on renpte servers to be decrypted only on the conput erJulyRE t he
conputer user is using. This provides a security nmeasure and thus ensures
that the conputer user can safely use renote servers that may be
accessible to the public for renote stlorage. Such a security neasure
remai ns transparent to the conputer user and the application programthat
s being uafiste sEivers vifhis i ILRRUAY o fle RoonilhBatAmiBh gy DI | € computing
environment network fornmed by t e I nter 100 and a ne¥mork LAN A 102, to
whi ch a nengserzatibn. client conputers (generally hereinafter known as
clients) according to a preferred enbodinment of the invention are

b ovi des. i he ol oanra4 03t beEBel Y Feetlrtetosh ® RLPTR Rl abo;
pref er abl WTTH eWyleb derfver EMAbhd 2 GophaGeBldr 1 16, tuhﬁcﬂ_pﬁ&yﬁew%l@a%ya nunber of
clients such as CL A 104 and CL B 106. The LAN A 102 inportantly provides

the CL Acugizafiensyr ipdiyislyalsiand arccvelbknaven todheseskilled im e asi Iflermte servers
RS A 108 88 oR G %%eg%}ﬁﬁw&d%emn x&a‘?ﬂ&g%%&g’ﬂ{a%&rf %‘%ﬁ? The LAN

A 102 is a typ’l ca 11 on an organi za net wor ks
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t he geogr aphi ea res t he ani zation. Connected to the

| ncecner. 2hoPEks 1AL huise snfiunl! at e predn erepngufaps e fypically coneyted & thien
server 114n.a0¢160 $RRNEMcE 1 gﬂ;gierggw ch may be provided by .
organi zati ons or individuals are well known to those skilled in the

art. In addition, there are typ| cally individuals or small organi zations
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I nternet $NBCE22{5 Qb deysical network implementation in an organization. The LAN A

102 and the LAN B 122 are connected via a communications link 132, creating a
virtual private network between the two organizations. The communications link 132
is a logical communications link and may be implemented through the Internet 100 or

a direct or dedicated communications link,

A personal computer PC C 134 is also connected to the LAN A 102 via a
remote access connection 136 to a remote access server (not shown). The remote
access connection 136 is typically a dial-in connection such as one provided by
modems. Alternatively, the remote access connection 136 may also be established via
the Internet 100. Similarly, a personal computer PC D 138 is also connected to the
LAN B 122 in the same manner.

To one skilled in the art, any of the personal computers PCs A, B, C, D (118,
120, 134, 138) may be a mobile computer provided with a conventional
communications link such as one provided by a modem and a wire line or wireless
telecommunications link. Altematively, each of these PCs may be a computer at an

Internet kiosk.



Al so shown in Fig. 1 is another network LAN B 122 to which clients CL C
124 and CL D 126, and renote servers RS;£ 128 and RS D 130 are 99ﬁ£§ﬁﬁed'
The LAN B 122 is also a typical network inplenmentation in an organi zation.
The LAN A 102 and the LAN B 122 are connected via a comruni cations |ink
132, creating a virtual private network between the two organi zations. The
comuni cations link 132 is a logical communications |ink and may be

i mpl d through L 100 direct or. dedicat
communi cat 1 ons. PhAko! e pAPLSHETbe Bl poRelter 78Ry FicROSORT, (e
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(not shown). The renote " access connection 136 is typically a“dial-in
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modem and a wire line or wireless telecommunications link. Alternatively,
each of t htagardiess ofhicheves of repWINPOWS £hM) of ceppaiiblepppsatingisystemlients2 004

' i ded with
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conputi ng jseidtiabluienhd abtaciable RbmiheSRs&PERME 6F Serbdial seiRsutdh &For! 00k and
feel" of the WNDOANS (TM or conpatible operating systemuser interface,

and fil es, Pelppeastod madainingd coapigteniceonuiing cogrenmeensdhe indormation peitainingt
W NDOWS (T ARSI o] atible o etr.gti(P 4 teomc%o ut i environment is -
t heref or e ShECCREPUTIE %\Y}J{Pﬁgﬁl és B ag C%X%?ﬁ S © m?‘ﬁa&ﬁaﬁlé ISf whi chever
of the W NRM¥hnichMf BE cHRPRALISE RasQRBARUIATcNRItBID abirSithent. TRE REERPEA!
conputers the conputer user chooses to use. The conputing environnent is
at t achabl eenablesribe chmismtsha B INDO WS (THE arlvospatitlk operating systans comaputingnput er .
For environment to provide the computer user with familiar WINDOWS (TM) or compatible
operating system settings and user interface as long as the computer user connects to the
mobile computing environment network.
Every computer user who has access to the mobile computing environment
network is provided with an account for attaching that computer user’s unique or
personalized consistent WINDOWS (TM) or compatible operating system computing
environment to any of the clients or personal computers connected to the mobile
computing environment network. Hence, a corputer user may on one day attach the
personalized consistent WINDOWS (TM) or compatible operating system computing
environment to the CL A 104 and on another day attach the same to the PC B 120
because the computer user is travelling.
To attach a consistent WINDOWS (TM) or compatible operating system
computing environment to a computer connected to the mobile computing environment
network, the computer user has to access the computer user’s mobile computing
environment account through the network account, remote access account, or Internet
access account that the computer user has access to. A network account typically allows

the computer user to access the LAN A 102 from within the organization that

implements the LAN A 102, thereby providing the computer user access to remote



pur poses of maintaining a consistent conputing environnment, the information
pertaining to the conputing environmentsis updated at the sourcg Iggoo'ﬁhe

i nformati on before detachnent if the conputer user has changed th
conmputing environment. This therefore enables the consistent WNDOAS (TM
or conpati bl e operating systemconputing environment to provide the
conputer user with famliar WNDOA5 (TM or conpatible operating system

tti i nterf ts to th
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attaching that conputer usér's unique or personalized consistent W NDOAS
(TM or conrganizhtien’s feavedli rgn byerhetmceesspatoungtypeally pavides thet aongpugerakert he

clients or rsonal conputers cqnnected t he bile conputing,
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personal i zggycansicet.ent WNDOAS (TM or conpatible operating system
conputing environnment to the CL A 104 and on anot her day attach the sane
to the PC B 120Thbewapster usess amile taviraiteint accouniathitdugh agy ofthesd dca6inta
consi stent  WNDOAS (TM _or_conpati bl e operating system conputing

envi r onments AEeSEELIRAR INQIAWSIIAE reommetibisoppiating pystam Fjeraptrowaiment

net wor k, t 1 . ter 'S.mobile

Comput i ng. BB bEkrE 0nl AR e BT B B Hoei oSt € “access
account, ONabigh#ef Beshowads BES 7ACGdWREighdtad ad HOws@ 2! EIthaSRbWERS kABGATS tO.
A network account typically allows the conputer user to access the LAN A
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organi zation's firewall. An Internet access account typically provides the
conput er udesktopitdtdispdayirga wellpaper 7@ agrowgsofononsii®s) artder dietctdr® Mnappihgal so
the Inter n%o.ser vice provider's host resources.
Once the computer user accesses the mobile environment account using the

browser window 702, the computer user’s personalized consistent WINDOWS (TM) or

compatible operating system computing environment is attached to the computer. The

WINDOWS (TM) or compatible operating system desktop 704 is transformed to provide

the personalized consistent WINDOWS (TM) or compatible operating system computer

environment to the computer user.

Components of the computer’s personalized consistent WINDOWS (TM) or

compatible operating system computing environment are shown in Figs. 7B, which

includes the WINDOWS (TM) or compatible operating system desktop 704 displaying a

new wallpaper 714, a new group of icons 716, and an active window 718. The active

window 718 provides a new directory mapping 720, which shows directories on

whichever of the network access, remote access, or Internet access account the computer

user uses to access the mobile computing environment account. The new directory

mapping 720 also shows directories on the local storage of the computer the computer

user is using, and also on the mobile computing environment account.

Some of the icons in the new group of icons 716 are shortcuts to some documents

found on the virtual directories mapped in the active window 718, while some are



The conputer user's mobile environnent account through any of these
accounts is accessed using a WNDOAS (1M or conpatibl e operati,ng %%ﬁtem

I nternet. browsi ng application program e wel | - known browsi ng apE I'cation
program Net scape Navigator is shown in Fig. 7A and designated as browser
702. O her browsers, known to those skilled in the art such as I|nternet
Expl orer nay be used as well. Fig. 7A also shows the other conponents of a

W NDOWS (T tible operat. system c¢onputing,enyironnme such as
W Npovs. EoRf 0 dBRsab § pRRGHE NG &) BPke AP Ieso f1s GHRebOR AVS #5 o
wal | paper  Z@Bciakd Wit docAinehts ARE affidati G Prodrahhd 18641965 YheTRRPuRY, 710. Once the
conput er user accesses the nobile environment account using the browser
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conpati bl e operating system conputing_ environnent are shown in Figs. 7B,
which i ncFQng%enlt RETRVNISOREIeTIRpLSe 2ebAgaching tiespae Sormycappetenideskt op 704
di spl ayi ng : Y . group of icons 716, and an active
mﬁndOM/718géﬁﬁg&%%%%bgﬁaﬁﬁﬂﬂéé?yﬁﬁqg?%%f%e@‘a new di rectory mappi ng 720,

whi ch shows di r BCFigr 2,esdiggramVitlistRessalic @@mpdienR ot WRIdkle8 Gf £ SBent e PREShaRCCESS,
or Internet access account the conputer user uses to access the nobile
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directori eﬁénc-le-:t]ﬁl t% Qﬁént i288,r1ﬁer7e ]égisﬂweo modes: a user mode 204 and a Kernel mode 206.
The user mode 204 generally refers to that part of the client 202 that interacts with the
computer user or extrinsic devices, and the Kernel mode 206 generally refers to the
WINDOWS (TM) or compatible operating system of the client 202. An example of a
component of the user mode 204 is an application program 208 and examples of the
components of the kernel mode 206 are an Installable File System Manager 210 and a
Native File System 212. When the computer user accesses the mobile computing
environment account from the browser 702, an Account Manager 214 and a File Monitor
216 are invoked. The Account Manager 214 is an application program and therefore is
part of the user mode 204. The File Monitor 216 has two components: a Virtual Device
Driver 218 and an FTP Client 220. The Virtual Device Driver 218 is a hook within the
kernel mode 206 that is layered over the Native File System 212 and thus remains in the
kernel mode 206. The FTP Client 220 is another program in the kernel mode 206.
The mobile computing environment account according to the preferred
embodiment is provided by a Web portal service. Hence upon accessing the Web portal
account, the client 202 gains access to a Web Server 222 through the Account Manager

214. On the other hand, the FTP client 220, as the name suggests, provides the client
202 access to an FTP Server 224. The Account Manager 214 attaches the computer



associ ated with documents and application prograns |ocal to the conputer.
The personalized consistent WNDOAS (T sor conpati bl e operati nQJ%}’foto?m

. . . U
conputing environment is then detached fromthe conputer after the Conputer
user no |onger requires working with the personalized WNDOANS (TM or
conpati ble operating system conputing environnment. The operations
I nvol ving attaching a consistent conputing environnent to and detachi ng
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Account Manager
remote storage of the files. This remote storage is the FTP Server 224 and the Virtual

Device Driver 218 intercepts any file system requests made by the shorteuts to the
application programs to the Native File System 212. The Virtual Device Driver 218, by
intercepting these requests, is able to check these requests and determine if the target
files are available locally or on the FTP Server 224. If a target file is found only on the
FTP Server 224, the Virtual Device Driver 218 communicates with the FTP Client 220
so that the FTP Client 220 downloads the target file from the FTP Server 224 to the local
storage on the client 202. The Virtual Device Driver 218 thereafter directs the Native
File System 212 to satisfy the request for the target file by providing the locally stored
copy of the target file.

When the FTP Client 220 receives a file from the FTP Server 224, the FTP Client
220 receives an encrypted file for apparent security reasons. The FTP Client 220 thus
decrypts the file before saving the file locally on the client 202. Upon detachment of the
personalized WINDOWS (TM) or compatible operating system computing environment,
the files that are changed for example as a result of the execution of migrated application

programs are encrypted by the FTP Client 220 before the FTP Client 220 transmits the



214. On the other hand, the FTP client 220, as the nanme suggests, provides
the client 202 access to an FTP Server ;224. The Account Manager ﬁl%im
attaches the conmputer 15 2 July 2004 user's personalized WN H’ or
conpati bl e operating system conputing environnent to the client 202. The
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Virtual Deyhi@@ald si@hard @GRl uitha b c¥hbiatiftofthied | €nt 220 so that the
FTP Cient 220 downl oads the target file fromthe FTP Server 224 to the

| ocal st orage &ig. #thidustiates the BOdlesTineolVed inumalryRDeviut thelnitiatr S34i8n preeessaf t er
directs th Lve File stem 212 to satisfy the request for the target
file by prgwam&har %*muwc‘ifaﬂglmgf@ﬁé*&‘* a3YpFs GPItFH@nd RFQyidesprpess to the

Web, or Profile, Server 222. Once access to the Profile Server 222 is gained, an Invoke

module 406 assumes control and invokes the Account Manager 214. Thereafter in a
Download Wallpaper module 408, the Account Manager 214 downloads a file
containing information about the new wallpaper 714 from the Profile Server 222, and
stores the file on the local storage on the client 202.

Subsequently in an API Call module 410, the Account Manager 214 makes a
WINDOWS (TM) or compatible operating system API call to change the wallpaper 706
on the desktop 704 to the new wallpaper 714 according to the file downloaded from the
Profile Server 222. WINDOWS (TM) or compatible operating system AP calls are
generally known to those skilled in the art for providing an interface between application
programs and the WINDOWS (TM) or compatible operating system.

In a Download Icons module 412, the Account Manager 214 downloads a file
containing information for the shortcuts to application programs and documents in the
new group of icons 716 from the Profile Server 222, and stores these in the
“\WINDOWS (TM) or compatible operating system\Desktop” directory. The Account
Manager 214 further in a Download Document Shortcuts module 414 downloads



When the FTP di enf 220 recéi ves a file fromthe FTP Server 224, the FTP

Cient 220 receives an encrypted file fior apparent security regsg The

n
FTP Cient 220 thus decrypts the file before saving the file | oca?'?%gmon
the client 202. Upon detachnment of the personalized WNDOAN5S (TM or
conpati bl e operating system conputing environnent, the files that are
changed for exanple as a result of the execution of mgrated application

ted b h T i ent b the FTP Client 220
DT o B b Bl 60 e B, B 14t s b o
decryptlon“mﬁqﬁowgmm &‘%ﬂaﬁbfdOﬁ’ﬁfﬁhgsir’%ﬁg@&@g@eg&ﬁ%dt° t he conputer

user and to the mgrated applicati pr . etailed
description of fTheAspmamaManagaf21t hieenpiosfrdsads dnferrbatitinnfontheakw diteetdripvent i on,
reference i s nade {)o Fi g. -..6. Fig. S; provides a flow diagram

i 1l ustrati FPPIREd2 H}%Qow&éé\é@gnwp Wa 4dtto bpoiigdeskiopndrigesonithe t he

at t achnent GhiE r | Z: (-5M): | ble
operati ng ggésh?%%%gnput ?%ngﬁ érsléﬁr%{)%ir?gn : f@g%téﬁp%ﬁﬁ%%%?@g%%%Z
begi ns a f Dosinlqadddgsindanotdle a4$6 drohdh 4 WAND ESITOA) cﬂk@ﬁ@&ﬁble%ﬁ&aﬁ&g second
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the d i ption . cess les.in the client, 202 are carri ed
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of these. Fig. 4 illustrates the nodules involved in carrying out the
Initiate SPswicoriyenzbsand tBOETP Ajlicat 22} iara Stayh Fila Mayion moddlel 4 84Theassunes

trol ang i d the W Profile, S 222. On
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Val | paper nodul e 408, the "Account Manager 214 downl oads a e containing
i nf or mati on aboiihe Ststain Sassival proegse 30T thovin Dndetdikinfiigfs ¢caiBenceewh22 the and

stores the file_on.the |oc storage op the client 202. Subsequently in an
APl Cal | nBHUAte Sasswn Hrﬂ%esag{%"oa\ﬁﬁ- f COPRUIRRNSEE Sfﬁectwwﬁm or

conpat i bl e, 000 A5 HYeSHSI B u&dhlodt 204 NARRG el SediRltiPBRRFatdPR relation
to a file that the application program 208 requires for execution, and is provided as input
to the kernel mode 206. The Virtual Device Driver 218 intercepts the file-open request
in an Intercept Request module 502, and subsequently performs a check on the file-open
request in a Test File Condition module 504. In the Test File Condition module 504, the
Virtual Device Driver 218 checks if the file-open request is made to a file residing on
local storage on the client 202. If the condition tests true (YES), a Native File System
module 505 assumes control and in this module, the Virtual Device Driver 218 provides
as input the file-open request to the Native File System 212 for retrieval of the file.
Subsequently, an Intercept Other Requests module 512 assumes control and loops the
Sustain Session process 306 back to the beginning of the process for intercepting other
file-open requests, file-modify requests and directory related requests. Additionally in
the Intercept Other Requests module 512, the Virtual Device Driver 218 maintains

information of such requests internally.



on the desktop 704 to the new wal | paper 714 according to the file

downl oaded fromthe Profile Server 222. WNDOAN5 (TM or co atlble
operating system APl calls are generally known to those skid¥®d%%n the art
for providing an interface between application prograns and the W NDOA5
(TM or conpatible operating system In a Download Icons nodule 412, the
Account Manager 214 downloads a file H®ontaining information for the
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envi ronneModlﬁsRemEstembdléc SQ&ﬁmasss’seﬂ ¢ontral toabb ddtivoFidSystémeniduR02 for the
conput er r to use. The Sustain Session process 306 shown in detail in
Fig. 5 comrences when the |Initiate Session process 304 ends. Wen the
conputer user selects to execute the application program 208 in the user

node 204, a filiemapeTestNEreSbndiGodfioaiRtsed the'conitidhiteds tréo(ES) the that the
application program 208 requires for execution, and is provi ded as i nput
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performs a
Request FTP module 510 assumes control and in this module, the Virtual Device

Driver 218 provides input to the FTP Client 220 to establish communications with the
FTP Server 224 for downloading the file from the FTP Server 224. The Virtual
Device Driver 218 then receives from the FTP Client 220 the file and causes the file
to be stored on the local storage on the client 202. The Modify Request module 508

assumes control thereafter. -

If during the operation of the Sustain Session process 306, the computer user
decides to exit the mobile computing environment account, the Sustain Session

process 306 terminates and the Terminate Session process 308 commences.

The Terminate Session process 308 begins with an Instruct FTP module 602
where the Account Manager 214 provides input to the FTP Client 220 to propagate
modified files and directories back to the FTP Server 224. The FTP Client 220 hence
establishes communications with the FTP Server 224 for such a purpose. Thereafter,
the Instruct FTP module 602 passes control to an Instruct Native File System module
604.



request in a Test File Condition nodule 504. In the Test File Condition
nodul e 504, the Virtual Device Driver %&8 checks if the fiIe-quq %ﬁguest
is made to a file residing on local stofage on the client 202. “I'tY the
condition tests true (YES), a Native File System nodul e 505 assunes
control and in this nodule, the Virtual Device Driver 218 provides as

I nput the file-open request to the Native File System 212 for retrieval of

the file. Subs ently, an.lntercept O her ests nmodul e 512 assunes
control and Iooﬁ'gtll!‘f’E@M?%Y%‘%&F%WBW@%%@@%&W f%lagﬁeﬁﬁe?i nni ng of
t he proces [ ' Inl i: ify

oquast o apales MEWELEBE NallDe BOSTstorh 218 TRRIEMIRE S and S EIIRE Y 0

Q her Requéswsloadeduften BX TR Rervif 224udirinPelé Sestdn Segioni8ce¥n b 06.aThe
i nformati on of such requests .internally. 2 Julé 2004 18 If in the Test File

Condi ti on fiseRINEMagager2)a theginiachegninaissk B merule 00Rtyrminatassthe Virgal Condi ti on
nmodul e 506pas; I ny New Condi ti on nodul e 506, the
Virtual Devi cggglﬁ'\?g%%@%gr?gwn%n%z%’her check on the fil e-open request

to determne i AntUrgndp hedils 60@ sutGequeatle atsathel @bntidl@nd i this hbdHeithe t Ni s
session. If the condition tests false (NO, the file-open request is nade

to a file fRequnhManpecs214 ppdessdhensgw disepierytreappingl’ 20diwdugh peatessingithehe FTP

S 224 . C or age ent 202, Modi fy Request nodul e
508t hen 2S0fHE S8 PheS RLAAE - Ao ORrSE br Pl i bervamr potr 215
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202 for opening the downl oaded copy of the file. The ModiTy Request nodul e
- 508 then pHssep Mahle 608 passasivenixpittpwdRkdeptdan@jde 68.nrodul e 505. |If in the
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t he Vi rt uasysBevReeent Biréatany odltBe Profilé Beved 202undtthert dudetEsTiRe Ghoreouts 224 the

establish gi?ercr:gcyr?(.i %?r%ﬁagpys, tﬁ’g Agcog.lgteManager 214 records shortcuts to mobile desktop
application programs and documents in the \WINDOWS (TM) or compatible operating
system\Desktop directory on the Profile Server 222 and thereafter deletes the shortcuts
from the directory after a Record Application Programs module 612 assumes control
from the Record Documents module 610.

Subsequently in a Write Wallpaper module 614, the Account Manager 214 writes
any altered file for a changed new wallpaper 714 to the Profile Server 222 and deletes
the altered file from the client 202. Thereafter in an API Reset module 616, the Account
Manager 214 makes a WINDOWS (TM) or compatibie operating system API call to
reset the new wallpaper 714 on the desktop 704 to the wallpaper 706.

The Terminate Session process 308 ends with a Terminate Operation module 618
where the Account Manager is 214 terminated. The client 202 is hence restored to the
WINDOWS (TM) or compatible operating system computing environment before the
personalized WINDOWS (TM) or compatible operating system computing environment
was attached to the client 202.

In another embodiment, the client 202 supports a plurality of file access

protocols, which are implemented by an FTP client and a HTTP client in the File



FTP Server 224 for downloading the file fromthe FTP Server 224. The
Virtual Device Driver 218 then receives fromthe FTP Cient 220 the file
and causes the file to be stored on the |ocal storage on tRdulgl§ént 202.
The Modify Request nodul e 508 assunes control thereafter. | If during the
operation of the Sustain Session process 306, the conputer user decides to
exit the nobile conputing environnment fccount, the Sustain Session process
306 term nates and the Term nate Session process 308 commences. The

Ter m nat e NRag®Rk 216 n&gz&ﬁ'&%ﬁpﬁwbe,ﬁuws'\eﬁéﬁtsqayéreéBéluwtthgﬁﬁuwﬂw e 602 where
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downl oade 4 rocess 306.
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Description of the File Monitor

To enable a better appreciation of the File Monitor 216 and its operation,
reference is made to Fig. 8 for a more detailed description. The File Monitor 216
enables software 802 to be installed and run on a host machine, without requiring the
underlying files to be physically available on any of the local storage drives. Instead,
every file request from the software 802 is trapped by an installablé monitor 804 (the
File Monitor 216), which dynamically downloads the target file from a remote file
server 806 to a local storage medium if the file has not already been downloaded. The
installable monitor 804 thereafter directs the native file system of the host machine to
operate on the downloaded file in order to satisfy the file request. Even requests for a
file at an absolute path on a specific drive (e.g. a CD-ROM drive) are redirected to the
downloaded file, which is likely to reside at a different path on a different drive. The
downloaded file can optionally be removed when the software closes the file, or when
the software 802 terminates. Consequently, a host machine can run application

software 802 without having a physical medium containing all the underlying files.



application prograns and docunments in the \WNDOA5 (TM or conpatible
operating system Desktop directory on %ﬂe Profile Server 222 agglul 004
thereafter deletes the shortcuts fromfthe directory after a Recor’(j2
Application Progranms nodul e 612 assunes control fromthe Record Docunents
nodul e 610. Subsequently in a Wite Wall paper nodule 614, the Account
Manager 214 wites any altered file for a changed new wal | paper 714 to the

Profile Server 222 and.deletes the altered file fromthe clien 2.
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be accessed usin
program How threads progressing through the IFS manager interface 908, program flow

is routed to the VxD 904 rather than to the native file system 906 as originally intended.
The VXD 904 is then free to either satisfy the request and return program flow back to
the requesting thread or modify the request before directing the request to the native file
system 906.

The native file system 906 may include function routines directed towards file
rights, file locking, file transaction tracking and the like. These are of little importance to
the installable monitor 804, and hence hooks are omitted for such functions. The selected

functions for which hooks are implemented are indicated in the following table:

CreateFile WriteFile FindNextFile
CloseFile GetFilesize GetFileAttributes
ReadFile FindFirstFile | GetFileTime

CreateDirectory | DeleteFile




the nost preferred protocol, taking into account characteristics of the
current network connection such as whether there is a firewal| between the
client 202 and the renpte storage server. Description of tHe"W¥i20¥ Monitor
To enable a better appreciation of the File Monitor 216 and its operation,
reference is nmade to Fig. 8 for a nore detail ed description. The File
Monitor 216 enables software 802 to b& installed and ran on a host

machi ne, without requiring the wunderlying files to be physically avail abl e
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Internet. The user s conput er has WN onpati bl e opérati ng
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that the lknsmlelvahlmuﬁemdmheaﬁﬂxsnﬁ Tigd FTP @it ® 12 GhétS@anstifdsythé Fequeginect i on
with these operating systens. The installable nonitor 804 on the_user's

comput er Hae %%T%mﬁysﬁemfisfor‘aarw the Bl T remgstcle the FEBrserwex 9020tk EAE an FTP
client 9125;.R%1H VA& £Fa rgﬁ)oﬁgeefr%' {39 FFSLeRB: kR réﬁh, once the file has been

downloaded onto the user’s machine, the FTP client 912 saves the file to another
location on the user's machine's local storage media. Confirmation of the download is
passed to the VXD 904, together with the location of the local copy of the file. The
VxD 904 then redirects the native file system 906 to satisfy the request made by the
application 910 using the local copy, and the application 910 continues as normal.
The application 910 is unaware. that the files and data are being accessed on-line
rather than on a local CD-ROM. After the application 910 finishes execution, or
closes the file, or after a pre-determined number of uses or after a pre-determined
number of days, (these options may be configurable) one or more or all of the

downloaded files are deleted from the user's machine.

The embodiments of the invention are preferably implemented using a
computer, such as the general-purpose computer shown in Fig. 10. In particular, the
functionality or processing of the system of Figs. 1 to 9 can be implemented as
software, or a computer program, executing on the computer. The method or process
steps for migrating a mobile computing environment to a computer connectable to a

mobile computing environment network are effected by instructions in the software



The VxD 904 is inplenented in such a way that the VxD 904 is |ayered on top
of the native file system 906. The VxD 904 is inplemented as a _hook that
gets installed below the installable file system (I1FS) nmanddely 204t er f ace
908. A hook is a programm ng device that alters programflow away fromthe
original intent. Consequently, for selected programflow threads
progressing through the | FS nanager i mMrface 908, program flow is routed
to the VxD 904 rather than to the native file system 906 as originally
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intelligible speech communication in accordance with the embodiments of the

invention.

The system 28 is simply provided for illustrative purposes and other
configurations can be employed without departing from the scope and spirit of the
invention. Computers with which the embodiment can be practiced include IBM-
PC/ATs or compatibles, one of the Macintosh (TM) family of PCs, Sun Sparcstation
(TM), a workstation or the like. The foregoing is merely exemplary of the types of
computers with which the embodiments of the invention may be practiced. Typically, -
the processes of the embodiments, described hereinafter, are resident as software or a
program recorded on a hard disk drive (generally depicted as block 29 in Fig. 10) as
the computer readable medium, and read and controlled using the processor 30.
Intermediate storage of the program and any data may be accomplished using the

semiconductor memory 31, possibly in concert with the hard disk drive 29.

In some instances, the program may be supplied to the user encoded on a
CD-ROM or a floppy disk (both generally depicted by block 29), or alternatively
could be read by the user from the network via a modem device connected to the

computer, for example. Still further, the software can also be loaded into the



application and transl ates the request into the equival ent renote path name
on the file server 902. This renote path nane is then passed back to the
FTP client 912 using known event notification mechani sns. BEYRIE client
912 then translates the request into an FTP request and forwards the FTP
request to the FTP server 902. The FTP client 912 waits for a response
fromthe FTP server 902 and, once the #41e has been downl oaded onto the
user's machine, the FTP client 912 saves the file to another |ocation on
the user’ gofpafet B@tdn RGN &ther @B uiddtMabledRtdinmBhiaNng ndchaidapslaoad is
passed to the VxD 904, together with the |ocation of the |ocal copy of the
file. The ROMDroptesratethciraud, aavagnetdeptical disk, 4 radio oy infeaedOnsmisswni sfy t he

ol oat i onrboeie R ReRte, B ot eRe, DmaiRanf OBl e ¢ e

the fil es POMCURtardr swddienintéernete s dntédirets fArRludigt BMGilt h@RmM@Richs | A@al
CD-ROM After the application 910 finishes execution, or closes the file,
or after anfopeatipmieporieken Websites agd thehike. oFhesforegoing ipmerelyexemplaeP! nunber
of days, ' [ 9BRb! I fi,.t he
downloadegIel [ géggﬁgﬁgéFgﬁ%ﬁpﬁﬁgﬁgﬁhe usefﬁégﬁggﬁgﬁg. ggéﬁﬁd%? ]ﬁﬁs of

t he i nventramiced withowtfdepatihy fionpthe senpieand upirin gf the invenpof.er, such as the
general - purpose conputer shown in Fig. 10. In particular, the

functionalit r prqocessing of the systemof Figs. 1.to 9 can be
i npl ement ed )alts?n §g‘? 39655%‘%3?’“3“&0%8%@?‘1“% 55?“3[919 ae‘%‘@@ﬂ@i ﬁ‘ﬁfancoﬂwt‘?orrput er.
The net hogrelralREARS forSir8PdineOforfb R G hbBilAcIRRIHNG WiR Yhd Asht&R\YFRONMENt

to a conputer connectabl’'e to a nobile conputing environnent network are
ef fect ed mytvwaiktaraidescrbed. i ln paréiceler, tangomepingdnyro@oent 28ax hamigratedctar ri ed

out by th The [ be , ppl enent ed as o or_ .nor.e
mocul vs. 1 apS SRRMEL et HEoRRIAMR & BB Yetwrk TR FUBRRES G G184 Rprsi{l8Y
conput er cpimpgiggrRiviehment) Hdyevre/if @illBe appaddrt ke ohedkillddniattheost af viewl at ed
functions. Also, as described in the foregoin a nodul e can also be a
packaged Pfiksidssslasureathahanaengns changss apdiet wmadilieting cap hepaadawithewt

nodul es.

departing from the scope and spirit of the invention.



In particular, the software nmay be stored in a conputer readable nmedi um

i ncludi ng the storage devices described,pel ow. The software is ngfﬁbgbly

| oaded into the conmputer fromthe conputer readabl e nedi um and t heh
carried out by the conputer. A conputer program product includes a
conput er readabl e nedium having such software or a conputer program
recorded on it that can be carried out by a conputer. The use of the
conput er pCIGIMS product in the conputer preferably effects an

advant ageous apparatus for providing a | ow data transm ssion rate and
intelligible speech comunication in accordance with the enbodi nents of the
invention. The system 28 is sinply provided for illustrative purposes and

ot her configurat] . | oyvied. Wit hout. depart | fromthe scope and
Sttt of ine " A BRaBR - in SRRty Pk miRlint BRE b8t here an b
practiced include | BM PC/ ATs or conpatibles, one of the Mcintosh (TM
fam |y of PRArONAGHt EErefe ORIpYigh ceﬁ]ﬁ?maowa}li&%& SHVITORMSR fona upsTERId The
foregoing is nerely exenplary of the types of conputers with which the
enmbodi ment gorBputingsystamdeingroniesiatie toiemots gerge ayig ylocalidemputingesses of
t he enbodi nents, described hereinafter, are resident as software or a

pr ogr am r ecvirbachent) an opemtinglsyskendraing @ 1¢Gd sleraak) saidepimitiad sesehlindkdiag i n
Fig. 10) as the conmputer readable nedium and read and controll ed using

the processor 30. | ffegismeiabpingbekadittefact Peibh 0gsAThRBle doMpaiRia May be
acconplished using the sem conductor nenory 31, possibly in concert with

the hard disk dgi I , am: supplied to

t he user encode%ﬁ%ﬁnﬁ%n@lﬁg%ﬁg?dagéérﬁ@gg%eg%ggm?%g%ﬁgene%g?ﬁ)y depi cted by
bl ock 29), or aﬁterna%g%§l§. coulp e read Q%P5q§ erkfron1the network via
a rodem devi ce HORIAEPTE B femote sHpsedieing opnesietior said sytemy s3id t her, t he
software can al so be | oaded . into the 2 July 2004 24 conputer system 28 from
ot her conputer PEEABMEaREbringRetHRhlBY prid HB&netic tape, a ROM or
integrated circuit, a magneto-optical disk, a radio or infra-red

transm ssi on a file system in said operating system for receiving and translating

requests for performing file operations on said local storage; and
means for monitoring and intercepting a request made to said file system
for operation on a file, said request being actuable by said mapped user-interface

and said file being stored on said remote storage being connected to said system.

2. The system as in claim 1, wherein said connectivity between said system and said

remote storage is provided by a communications medium.

3. The system as in claim 2, wherein said information from said remote storage is

transferred by said mapping means.



channel between the conputer and anot her device, a conputer readable card
such as a PCMCI A card, and the Internet and Intranets including enail
transmissions and information recorded on Websites and the 47Ke%4The
foregoing is nerely exenplary of relevant conputer readable nediuns. O her
conput er readable nmediuns may be practiced wthout departing fromthe
scope and spirit of the invention. |In #he foregoi ng nmanner, a conputing
system a nethod, and a conputer program product for providing portable or

mobi | e conputi "lgle%ﬁtgrh'?is tnh@laﬁﬁ’@tﬁfiéreﬂfsaﬂ fiIB FlopPEd Pcrn’ﬁ)tg%Fargb hed. In

particular, a conputing envi ronhent may be m grated any conputer that
S connecttaibsﬁrrcd)tqmhe@lwmrkgdlwsapiwnng;laemser vm t h a consi stent
conmputing environment. However, it will be apparent to one skilled in the

art in view of this disclosure that nunmerous changes and/or nodification
can be made without departing fromthe scope and spirit of the invention.
25 2 July 2004 CLAIMS 1. A conputing systemfor enabling the mgration of a

mobi | e corsput i Mthe syﬂmhraeu‘melahn thehatia said raokitorihg nfead® Rthet siodifleerydt i ng
environnment for a user%lgg @rrputl ng system being connectable to renote
st or age aﬁﬁﬂ‘-ﬁét\i%’ 104 tq ccERp PR Ay d 153y Stess pashis sppedifing system and

a | ocal ?%&gtqo Saalfge ?gilllljtl ng systemincluding: neans for mapping a
user-interface portion o sai d nobile conputing environnent onto said

| ocal computing environment using information transferred fromsaid renote
storage being connected to said system said mapping neans being actuable
by said user; a file systemi n sai d operating system for recei vi ng and

Lo ot S g A BRSO BB el L 0%

system f@md@pmi@tlmﬁbmeanfsaldieyst@ﬁlaﬂdésﬁmb@ﬁéteb@i , whérdiataRl filg sai d mapped
user-interface and sajd file being stored on said renote st orage bei ng

connect ed 2Fersg BiogPcsy srdynpmizallypelectihle and dependent paiths file agprss Biotecohrt
connect i V'sLi}ﬁrQlﬁBﬁé%?d}a&?' d system and said

7. The system as in claim 2, wherein said mapping means is an application

program actuable by said user.

8. The system as in claim 2,-wherein said monitoring means includes at least two
components resident in the kernel of said operating system, a first component being
layered on top of said file system and a second component providing said connectivity

between said system and said remote storage.

0. The system as in claim 2, wherein said communications medium is a

communications network.,



renmote storage is provided by a comruni cations nedium 3. The systemas in
claim2, wherein said information fromsaid renote storage is trzi&?\%@ﬁred
by said mapping neans. 2 July 2004 26 4. The systemas in claimsg, erein
said file fromsaid renote storage is transferred to said |ocal storage by
said nonitoring neans. 5. The systemas in claim4, wherein said nonitoring
means further nodifies said request to point to said file stored on said

| ocal stordfe aftieppsaras anilann®ditiereth saidruRsd stbrags firdailditt@syegem 6. The
systemas iin.claijm.2, further including a file access pratocol for

provi di ng EIRRtegiha drst yemgte sloragsand said deraglestarigadar said dleisored e ar age,
wher ei n saighohl kéno@Sfopape. Protocol is dynamcally sel ectable and dependent
on the file access protocol of said renpte storage. 7. The systemas in
claim2, wherein said mapping neans is an application program actuable by
said user. .8. The system as.i.n aim 2, , .wherejin said ponitorin ans

i ncl udes at1§1 ea eﬁ%zem 8%%%ﬂ%fds WhELSIY 844 OPWa?%Sﬁ??Fh’éla%mQQVgs gﬁMr)ati ng
system a biesh ﬁgwhgt@@gtgﬁ | ayered on top of said file systemand a
second component providing Said connectivity between said systemand said

renmote storage. 9. The systemas in claim2, wherein said conmunications
mediumi s co ications netmork. 27 2. .July. 2004 10. sin
claimo, V\E%'r e ffﬁygﬁ%“ﬁ%%‘ilaé%mrw 11y gpd E’&Péngﬁléﬁ?ﬂ Erar@_ﬂﬁl)mgiﬁ&ﬁi on is
a first reoptempdtdlogrRrAng s9abdl apFhi@kion ptadadSsal PfirsbRintbid stbRAgk & Hboided on a
second renpte stor(g%i. 11. The systemas in claim210, wherein said

operating §y3atVsh partal aygd saibpesond igmote stogagaina File Sravster Rraterpl sgveem

13.  The system as in claim 9, wherein said mobile computing environment is a
WINDOWS (TM) or compatible operating system computing environment which
includes at least one of a wallpaper, a plurality of desktop icons, a plurality of program
and document shortcuts, a clipboard or cache, a registry, and a plurality of directory

mappings.

14, A method of migrating a mobile computing environment to a computing system
for providing a consistent computing environment for a user, said computing system
being connectable to remote storage and having a local computing environment, an
operating system, and a local storage, said method including the steps of:
mapping a user-interface portion of said mobile computing environment
onto said local computing environment, said step including
transferring information stored on said remote storage being

connected to said computing system, and



12. The systemas in claim1l, wherein said mapping neans is a WNDOANS (TM
or conpati bl e operating system application program said first renote
storage is provided by a Web portal and said second renote S¥brdYe is a
File Transfer protocol server. 13. The systemas in claim9, wherein said
nmobi | e conputing environment is a WNDOAS (TM or conpati bl e operating
system conputing envi ronnent which in®8 udes at |east one of a wallpaper, a
plurality of desktop icons, a plurality of program and docunent shortcuts,
a clipboard or Ca?“%sin@ shi@Ytanbfedtred ﬁﬁ&‘m@ati%h%?ﬁnhﬁ@in@ﬁai&'hﬁ&%@fﬁce, gHAP! NgS.
14. A method of mgrating a nobile conputing environnment to a conputing
system for pr etepdif mpppingdeiigsacerateddynaid wsey envi ronnent for a user, said
conputing system being connectable to renote storage and having a | ocal
conputing environnent, . an rat.i.n d | ocal..star , said
method i ot udi ng. t havesi B B FRlaE SRS o A Berti BBl L "2l o

nobi | e conput i Bgsten\for gerfoeming filsloperatibth drogid loeglngdthgdign@nvi ronment , sai d
step including transferring information stored on sald renote storage being
connected to said conpyting system and 2 July 2004 28 using said
transferred i nfor ma{7UHOFBE b PRPIPgadeqst magk torspiddde sysiem foist ep of

TRPPI N9 De1 N9 aGkuALEHh RIS AR bR A0 AR AR ALl RlrkRAUSStS |0

a file systern in said operating” syst orm e operations on
sai d | ocal st omagegid dikebeingstoodiongashemiott somepbeing canrcelgdés saidade to sai d
file systemfor operation on a file, said request being actuated by said
mapped user - ntcgglpﬁt&%gsyé said file being stored on said renpte storage
bei ng connected to said conputing system 15. The nethod as in claim 14,
further including the step of providing connectivity between said conputer
system and said renpte storage using a

15.  The method as in claim 14, further including the step of providing
connectivity between said computer system and said remote storage using a

communications medium.

16.  The method as in claim 15, wherein said monitoring step includes transferring

said file from said remote storage to said local storage.

17.  The method as in claim 16, wherein said monitoring step further includes

modifying said request to point to said file stored on said local storage.

18. The method as in claim 17, wherein said monitoring step further includes

passing said modified request to said file system.

19.  The method as in claim 15, further including the step of providing a file access

protocol to connect said computing system to said remote storage.



comuni cations nmedium 16. The nethod as in claim15, wherein said

moni toring step includes transferring sgid file fromsaid renngg,&E&ﬁage
to said |ocal storage. 17. The nmethod as in claim 16, wherein said
nonitoring step further includes nodifying said request to point to said
file stored on said |ocal storage. 18. The nethod as in claim17, wherein
said nonitoring step further includes passing said nodified request to
said file 89st effhe b@thothes imetahnd 9awhéaincdand prodilingf stept ineludeswelaselhgy t he step
of providing a file access protocol to connect said computing systemto

sai d renot dysdnicalesai@BleZcdess praAoQA, Al seTé%ﬁoﬂB&iBgGeﬁéldkm dal 1 Blelabeeggher €i n

said providing step includes selecting dynamcally said file access

protocol, S$aji&c3eFesd [biDsl dependent on the file access protocol of
sai d renntg storage. 21. Tﬁgﬂ%gthod as in claim15, wherein said nonitoring

step further includes |layering a first conmponent on top of said file
systemin said operating system and connecting said conputing system and
said renote, sto e using.a second ~conponent, wherein both said conponents
are resi deﬁi- i nrrgggle%@dﬁélm i 4 p JvhgrenseidigoriiesingsiepAprthariaclpdeshod as in
claim15, wherein said step of providing connectivity using said

communi cati ons medi ukayeneg adiest compenent oo tymefisatifilc spsemén vaid loperdfing The

met hod as in claim 22, wherein said mapping and nonitoring steps further

i ncl ude connect systems,aind conputing systemto a first renote storage and a
second renote storage respectively. 24. The nethod as in claim 23, wherein

said mappi ng and nmoNgéRHetg @E&Qﬁnﬁlﬂfnrgrkgi&fzmi dﬂ@lsh'lqereﬁe&rb?&ﬁ%{}%iﬁ% tkeond

conputing systemto a web portal and a e Transfer Proto rver

respectively. component,

wherein both said components are resident in the kernel of said operating

system.

22.  The method as in claim 15, wherein said step of providing connectivity using said

communications medium includes using a communications network.

23.  The method as in claim 22, wherein said mapping and monitoring steps further
include connecting said computing system to a first remote storage and a second remote

storage respectively.

24.  The method as in claim 23, wherein said mapping and monitoring steps further

include connecting said computing system to a web portal and a File Transfer Protocol

server respectively.

25.  The method as in claim 24 providing a mobile computing environment in relation

to a WINDOWS (TM) or compatible operating system which includes at least one of a



25. The nmethod as in claim24 providing a nobile conputing environnment in
relation to a WNDOAS (TM or conpati bl gyoperati ng system whi chziﬂghébges at
| east one of a 30 2 July 2004 wal | paper, a plurality of desktop icons, a
plurality of program and docunent shortcuts, a clipboard or cache, a
registry, and a plurality of directory mappings. 26. A conputer program
product for providing a consistent conputing environnent for a user,

i ncl udi ng: wallpapeput @uralised deskiep iaons, eplimngtycaifpogan dndadethentphogaagacode
means enbodied in said nmediumfor causing mgration of a nobile conputing
envi r onmentlipt@atl orCcabd hirBdstsy, ahe phi-alite chg{f@(gtb}yr}gaﬁyﬁésem bei ng connectabl e
to renpte storage and having a | ocal conputing environnment, an operating
system and a |ocal storage, said conputer program product having:

conput er readabl e program code nmeans for mapping a user-interface portion

of said nolile gonputing environ onto.said |laocal co ting.

envi ronmen B fu?‘t%‘%}P‘ﬁkﬂg’F‘tﬁf“Hd’“&‘ﬁﬁng{é’F°vﬂ@8aaﬁPESIi}P‘&gﬁﬂa}%xgaa 1 or
transferri % informatjon stored on said renpte storage being connected to
sai d corrpu?q AgSey &I &nd  conput er readabl e program code neans for using
said transferred information for mapping said user-interface, said step of
mappi ng bei ng agcompeldr uishlesnedumdermgecomputee readetld phigeam codg meamsode neans
for receiving and translating requests in a file systemin said operating
syst em f or empbodied in sagl mediemofoe taising1Bigraionsdiadndikaonfludh @ evircaREnE UL er
readabl e program code neans for nonitoring and intercepting a request nade

to said fi r i Is i j ctuat ed
EEMPUTIRTHMER! sAPE5AphRE QBteh l;dn:@mnﬁ_@étgblg ?(giéégxﬁfte S fsa%g ém@

by said mapped user-interface and said file bein 0 renot e

storage bepag LMD HRg SAYThrE2IR U orf)gra?ﬁ‘@tsﬁs%m,z it H %cengSQOAfage, said

computer program product having:

computer readable program code means for mapping a user-interface
portion of said mobile computing environment onto said local computing
environment, further including

computer readable program code means for transferring information
stored on said remote storage being connected to said cornpﬁting system, and

computer readable program code means for using said transferred
information for mapping said user-interface, said step of mapping being actuated
by said user;

computer readable program code means for receiving and translating
requests in a file system in said operating system for performing file operations
on said local storage; and

computer readable program code means for monitoring and intercepting a
request made to said file system for operation on a file, said request being
actuated by said mapped user-interface and said file being stored on said remote

storage being connected to said computing system,



31 request being actuated by said mapped user-interface and said file being
stored on said renote storage being connected to said conputing system

27. The conputer program product as in claim26, further incJ#dF¥g conputer
readabl e program code nmeans for providing connectivity between said
conputer system and said renpte storage using a comuni cations nmedi um 28.
The conputer program product as in clailm 27, wherein said conputer readable
program code nmeans for nonitoring includes nmeans for transferring said file
from said re B0 J & q:[g)dgt rogram
product as inrrgl&glie?htt%%, V\Atwl}eaﬁbgﬁﬁ)%é%%sgﬁggpiﬁ%@%%%ﬁ%%g%ogr ansﬁ(?:rgge means
f or noni t or i ng ohgeidiremoferstdragiclecimpeonseftod tonadt foppmuingajystemr equest to poi nt
to said file stored on said | ocal storage. 30. The conputer program product
as in claim?29, wherein said conputer readabl e.program code neans for
nonitoring further includes nmeans for passing said nodified request to
said file system 31. The conputer program product as in claim 27, further
i ncl udi ng 2Gonp The compesrt plalgeanp prduasdo daimeefrtheringudwgdbmpurer f i | € access
protocol to connect sai systemto, said renpte storage., 2 July 2004 32 32.
The conputeddaPle PEReam sPeameRnster providing canaectvifydiebysensaid LorPNEt er r eadabl e

program CQ?&erH%ﬂ%aiﬁ?ém&E@%&éggg{l%idggéé)(&}?ﬁ%ﬁ R:B§de§{mée| ecting dynam cally

said file “access protocol, el ng dependent on the file
access protocol of said renote storage. 33. The conputer program product
as in claim?27, wherein said conputer readable program code neans for
nmoni toring further includes conputer readabl e program code neans for

lssg'?reimngaﬁéf T %e%&%BQ@? Brtogra%] pxto(c)igctoafs it gl'al(%n E'?,l vfefhesrgi%tsgi c'opnp%%r gea%gﬁlréat 'ng
program code means for monitoring includes means for transferring said file from

said remote storage to said local storage.

29.  The computer program product as in claim 28, wherein said computer readable
program code means for monitoring further includes means for modifying said

request to point to said file stored on said local storage.

30. The computer program product as in claim 29, wherein said computer
readable program code means for monitoring further includes means for passing said

modified request to said file system.

31.  The computer program product as in claim 27, further including computer
readable program code means for providing a file access protocol to connect said

system to said remote storage.



conput er readabl e program code nmeans for connecting said conputing system
to said second renpte storage using a second conponent, wherein both said
conponents are resident in the kernel of said operating syszt Bb20%4. The
conmput er program product as in claim27, wherein said conputer readable
program code means for providing connectl vity using said communi cati ons
medi um i ncl udes neans for using a conmini cati ons network. 35. The conputer
program product as in claim34, wherein said mapping and nonitoring neans
further ingl udgHaRBASUlePpr s%hagassabﬁuﬁgurpwh&émssﬁﬁit 3gu@ewiteaalfamrest
renote storage and a second renote storage respectivel The conput er
program prboerem cade memcﬁ faf mosshnglmhlébmmgmsdomqmtmg dmmcnlb)nsmﬁlmg means

further inclu conne ctin ing. s t web port al
and o i | doterSRoTRl SplaRbieE R PRl oF RO PGS SRR bey 37 The
conput er pemMgearggeoduct as in claim 36, further including conputer

readabl e program code neans for providing a nobile conputing environnment in
relation to a WNDOAS (TM or conpatible operating system which includes
at | east one of a wallpaper, a plurality of desktop icons, a plurality of
program and docunent shortcuts, a clipboard or cache, a registry, and a

plurality sgf d'"["h%“cbf?i MteFE%%’{I ngrodﬁgt as/in ERIRYY! v@ﬂeré%%’aﬁlrﬂoﬁtgj’ut&@@ﬁabfég the

m gration of a nobil envi ronment thereto, sald conputing system
connect ablpeogramcedomeans: for mgsiteme: fusthemigeludes oper ati ng system that provi des
a local user-interface and controls a Iocal storage, said conputing system
including: an arbit rcatort x ggbll n sad erat | r}%l?i stem{.o céarbi t I’f’itl ng
access to files, diPeetrsrie 33@&%‘8? PO For it ]ﬁg AR e Cessi ng
said files and oditoe6f @id Bk systam 19 64i0WPEratiAg agédm RANS conmmuni cable with
said arbitrator neans and said renote storage for napping a user-interface
portion of said nobile conmputing environnment onto said |local user-interface
using i nformation s CePgntepFeadable program code means for connecting said computing

system to said second remote storage using a second component,

wherein both said components are resident in the kernel of said

| operating system.

34.  The computer program product as in claim 27, wherein said computer readable
program code means for prov1d1ng connectivity using said communications medium

includes means for using a communications network.

35.  The computer program product as in claim 34, wherein said mapping and
monitoring means further include means for connecting said computer system to a

first remote storage and a second remote storage respectively,

36.  The computer program product as in claim 35, wherein said mapping and
monitoring means further include means for connecting said computing system to a

web portal and a File Transfer Protocol server respectively.



said renote storage; a file systemin said operating systemfor receiving
and translating requests for performng;file operations on sai JILI?%LI
storage; and a file nmonitor nmeans for intercepting a request madé to said
file system for operation on a file, wherein said request is actuated

t hrough said mapped | ocal wuser-interface and said file is stored on said
renote storage, and redirecting said request to said renote storage. 39.
The systenBas i fThebanput@Sprogtant predudtias iniclaing36, fhither indadiag cpmpiitecol for
provi di ng said connectivity between said system and said renote storage,
wher ei n saieddibile Broaedie 86de3hedhs i #OOMiMY HinoB cdrgplﬁmg%ﬁbﬁ&hhéht $etcRaioab! e
and dependent on the file access protocol of said renpte storage. 40. The
system as |j i , I 1 . i | ication
Y ogram - aiTe SETRR (NS enibiE oGARHDLERNARER (AR of RafbyBoRy 10

i ncl udes at_J,east .t .CO nts residing in the kernel of sajd operating
system wh&f aé)ef,iarpiﬁrakgvr%gﬁ?p {EnS,) ‘érragﬁ’ %mf?%ﬁl“&flggaﬁan?m%%@& &m and
a second conponent provides said_connectivity between said system and said
renot e sto?lglg’é’ar caqhge ageaistenand aphirelityjofdirgctonirasnpingssai d renote st orage
includes at least two renote storage devices, where a first renote storage
device is logically connected to said application programand a second
renote storage device is logically connected to said second conponent. 43.

The systens@s i A whmuting Bysteth €rainablég e @ighEbH Ba H1511€ BdhputigW NDONS (TM
or conpatible operating system 44. The systemas in claim43, wherein said
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application programand said first renote storage 1S prov
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operating computing system including:
an arbitrator means in said operating system for arbitrating access to files,
directories, and information for locating and accessing said files and directories;
an account manager means communicable with said arbitrator means and
said remote storage for mapping a user-interface portion of said mobile
computing environment onto said local user-interface using information stored on
said remote storage;
a file system in said operating system for receiving and translating
requests for performing file operations on said local storage; and
a file monitor means for intercepting a request made to said file system
for operation on a file, wherein said request is actuated through said mapped local

user-interface and said file is stored on said remote storage, and redirecting said

request to said remote storage.

39.  The system as in claim 38, further including a file access protocol for providing

said connectivity between said system and said remote storage, wherein said file access



system kernel conponents and said second storage is a File Transfer

Protocol server. 35 2 July 2004 45. Thesgystemas in claim42, whgrei said
nobi |l e conputing environnent is a WNDOAS (TM or conpatibl e operating
system computing environnent that includes at |east one of a wall paper, a
plurality of desktop icons, a plurality of programand docunent shortcuts,
a clipboard or cache, a registry, and a plurality of directory mappings. 2
July 2004 pBt@EOl/RNNNGiENE Tkt ANDanEdeeDd ¢bRan the AR MEs Ardvidbl bfsaiCOVPUTI NG
ENVI RONVENT Abstract A conputing systemfor enabling the mgration of a
mobi | e compsrhdtBgtorapavi ronment to provide a consistent conputing environnent
for a user is disclosed. The conputing systemis connectable to renote
storage and has a | ocal conmputing environment, an operating system and a
| ocal storage. It also includes a neans for nmapping a user-interface
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connected to the system the nmappi hg neans bei ng actuabl e by the user. The
conput er sHSEEWfurther includes a file systemin the operating system for
receiving and translating requests for performng file operations on the

| ocal storage. There is also included a neans for nonitoring and
intercepting a request made to the file systemfor operation on a file,
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stored on a said renote storage being connected to the system Fig. 2
components residing in the kernel of said operating system, where a first component is

layered on top of said file system and a second component provides said connectivity

between said system and said remote storage.

42.  The system as in claim 41, wherein said remote storage includes at least two
remote storage devices, where a first remote storage device is logically connected to said

application program and a second remote storage device is logically connected to said

second component.

43.  The system as in claim 42, wherein said operating system is a WINDOWS (TM)

or compatible operating system.

44.  The system as in claim 43, wherein said application program is a WINDOWS
(TM) or compatible operating system application program and said first remote storage
is provided by an Internet port resident on a Web server, and said first and second
components of said file monitor means are WINDOWS (TM) or compatible operating

system kernel components and said second storage is a File Transfer Protocol server.



35 2 July 2004

45.  The system as in claim 42, wherein said mobile computing environment is a
WINDOWS (TM) or compatible operating system computing environment that includes
at least one of a wallpaper, a plurality of desktop icons, a plurality of program and
document shortcuts, a clipboard or cache, a registry, and a plurality of directory

mappings.





