; XYZ[ e3e>T46T> METHOD OF US FOR PROVI DI NG SECURE COMUNI CATI ON OF
Dl G TAL DATA BETWEEN DEMI%RU@E@WM%M invention relates to a nethod of
and appaMQ 6254 provi conmmuni cat i on of di giRCIIBAIM3het ween
devi ces. Mre specifically, *¥H&® present invention relates to preventing

i Il egal copying and redistribution of didrtally recorded data. The

i ntroduction of digjta eGRNRLRY ' ¢ o jal field has brought
consi derabl e 10 ad¥ths d BARALLS FOREROVIDING SECHRE 4| og

t echnol ogi es, not g EATTORNOF DICIE ALUBINTA BYTWERKCBHGIERS Of sound
and i mage and the € supportrng mnmearu The conpact di sk has
all but replaced traditional vinyl records and a simlar trend is expected

with the introduction of new ??iégital products ai ned at the nultinmedia and
home ent er t dinEnRRgEeHtERKRAIONgEetAtesa1q 9,mﬁ'§9§tﬂfyartdhepmf( dergProyiding sgeureo

di sk or i gi [ j:5K) ti r m 3ssQcl ated
with di gs;j t a|°F§ﬁ?‘§§%a?%§d5§§%é:fidé‘gA Betveen éégg%%bf %f%r%“%@??% S P
possi bi i ti ¢gventibn pelars Yo preaenting itlegillvopsing afd rélisttibaticnh 6ff digitally fee6dedi Ny
may be used to nmake any nunber of perfect copies w thout any degradation 20
in quality @83 he sound or image. This problemis a serious one,
particularly with the advent of recordable digital products such as the

m ni di sk or DAT, and the reluctance of entertai nnent conpanies to |icense
copyri ght wihSntdductibn bhdigitalrtedhnology i therindiviualdiedd hasbraugt easksiddradloe
introduction _into the market of new nedia products. 25 At present, the nost
practi cd | yagvantages| e the| cansumenda | sempagisei iy padeg rteghinelngdssi dwtably in

copyri ght een f tf .85 0N ope
and el Scvherdsiod & HERRLR oE Mo @iifon 30 o WP Ehady arfOHY iy b e

i ncreasi ng gupgeting mediunt qhkidofpactClisk Bacalbbungphiced eaditionilovihleresrds et .
For obvious reasons, a legal solution is less than optiml fromthe point

of view of préasimban tyendqis experteddwitly dhhinbrdugtion ofasmidigdslrpdustoaimedtay dat e

Lo B event  Yeni iR ASLES e G ARl P LRI Rlad B 8L B 0o
PCT/ | BOG/ 004at0-dislobr Hi@@tai d@saté disk) pliysRIe formof digital " handshake "

bet ween devices in the digital audiovisual system for exanple, between the
digital data, or DVD, player and the digital recorder, and between the DVD

Feotivi gt Fo S S breb g UskioPlod, AP S NY Hebiteh AP IeS'  chF o' ©F

effective ageprodictionl andt the poesibilitiesv fboiepiehcyothat afiyd tgrefedmVi A ysinglé idegital he
handshake signal is typically not protected in any way .and nay_ be easily
read and repicondingmaydesed b make any numbsar of PEHpTtEOpigs Withaut anyrdegeadatior or der
devi ce 45Nt 0. t ale] . k Fce. 10 J e

or eseni20 i fT BE Bf¥ Solnd 8t Bbec Phit BEHAREs SRR ond patHENBIT b
prior art taévent abesoftatild digidlProdivtosuch ab ir! midisk osSDIAT iafd tiegeluetincé he
unaut hori sed copying and reproduction of digitally recorded copyright
works. | n aof enteftaigmenteompanies te license conyyight Werks yrhilst thesprablem repginsthas
providing s [ cati . 'g@} t jces, said
met hod comgﬁgéﬁéj‘lﬁgiagsyei @s" %&oggcm%nlﬂ%a I %ﬂ?&oﬁ%ﬁi“ﬁ% emécﬁg'i dentifier
of a device to an independent security nodul e and perform ng device

val i dati on depending on the identity _of the comuni cated identifier.,
25 At present, the most practically available solution agatnst unauthorised reproduction

of copyright works has been a legal one, and a number of countries in Europe and
elsewhere have introduced anti-piracy legislation to combat the increasing number of
pirate films, CDs etc being brought onto the market. For obvious reasons, a legal
solution is less than optimal from the point of view of preventative action.

30
Technological solutions proposed to date to prevent the unauthorised copying and

distribution of digitally recorded data have been extremely basic, relying for example
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20 In such a nmethod, a independent security nodule is used to validate a
devi ce i nwd se26p0anpl e, a digital audiovisual system For egcanpbenosizn a
systemin which data is comunicated froma DVD player to a digital
recorder, the user of the system m ght possess an appropriate smartcard for
val idating the recorder and/or the plager before any data is transferred.
Thus, by using a security nodule to validate devices, an extra 25 | evel of
security oarthbideadfiusing some forayef digitall‘hbshake Febetweenadevivas imthe degitidnt

security nmodul e can | ead.to a hi ghl ersonalized digital audiovisyal

system F&Pglloﬁ§tl n%yé%cm[,gfgr SEURPIEs Ee% the H‘&;ﬁaﬁﬁ% %rg]é&@\ lﬁﬁyeﬁé‘n@r fisferred
froma DVI}; eflirded! thd DVEY bl & arf j fhe and 30
t el evi si or?l%{ragye\icgfc%eg’a%gcrcay&?k%é secuPlls‘l? y rrmr}h?/(eﬂ,gﬁt? ﬁgfgbles%@bfé)%sg%%g%i gital
data to behwomgmdfdin gevice tebeivingethe datacfiremrthe DIVED elayear. oSuch préeciod 2540

PCT/ 1 BOO/ Q0432 r3 _The use .of a_security nodule to validate. linked devices
al so provil@¥&veln cEgetiys against poly, the &W?é‘éwvl&Y‘gcﬂft SBINGa ety o S8CF (fB® pendent

of the Ii ' i3 ﬁrBrew ' I o0l [

i nt ercept @?ﬁ%?ﬁ?é@gﬁgﬁ%ﬁﬁ?ﬂeﬁﬁﬁﬁﬂ‘;“. ers gfﬁ?ﬁgﬁ evél g%él&cﬂgﬁdno dbe

obt ai ned aeprotexdaoeasntot cqyase e fbrbetawpds) dnhenathorised rdvotdet rdewicehiato adli vi dual
5 devices to a security . nodul e. Such security nodul es can take any

conveni enlaPP%F‘?ffdeBE?Fb%ﬁde‘Eﬂ{d?wvb‘}?ysi cal size and characteristics of the
nodul es. For exanple, the security nodul e nay be detachable, for exanple
removably insertable into a socket provided in the device or 10 a separate
modull® coMheaimdftie prosend awiention isno s9eromesksdisadsantapeseasatiatedivithlitenit to a

bank card may be used (as. or as. part of the security podul e), hut, other
formats, Briehagdesbnigues and i proyidesa teghpolegical sqlutingsagagsh theminaathoriged

o ovi dedl Do R B KB ek o BERIRE R POAVFlen! RO Gl cortarn devi ces

in the event of the system provider becom ng aware of ' 15 cloning of those-
devices. The device identifier nay take any, conveni ent form, For exanple,
the i dent 1 i%dirHagsPeet dht 5pseRt fRYenben crroxidey amethadhef quoyiding seputee

securist y . | I i { ni cat ed.
dent 1 ooytiichn BEHlHTUAT HebheokAorial, A R R B e oEROL Ty
be st or edcommanivating Yroai ohd dedes ani identifieriof e device to dieiidepersdent seyribe st or ed
inthe formof a list, the received identifier_ bein onpared with the

i dentifi eF‘EOdP{? oA PRLUPITRIRE ofelare VIIJANOY 4PeRdBE (ex; e, IeeRiity c%*f]ﬂb% ovi de
for fast anbnfhidafaSRintif] dation of the device. 25 Each stored identifier
may be associated with a respective one of a valid device or an invalid
device. Upon receipt of the identifier, the security nodule nmay conpare the
receiyed (dentifier with stored identifiers associat with i.nvalid

vt 2ls. maya mettiods o ndipSidianssenriey modbb R Lt VAR AR YCH Ty ites 30
Thus, thecsgeue i § i R UiV ' L BpIL, RS sQlterdt in! WHRAMAPT | i St
for blackfl sty ng ncl)%fhcd%rrd i an?pﬁgﬁ'gl‘;@aﬁdﬁﬁ ™aut ﬁgr?zal?i on Fi st lpsi‘ or
restricti ogmmuaicafed from WID'UD/ 2yet Go RdigitaB@Eoddst 3the -uderadf tHasystém mightveen

re-regi stered devices, only. Device identifiers intenti opal
P g possess an appropriate smartcard for vahﬁatmg the recorder and/or tﬂe pia%er before

any data is transferred. Thus, by using a security module to validate devices, an extra

25 level of security can be added to the system.

Indeed, the use of an independent security module can lead to a highly personalized
digital audiovisual system. For instance, the security module may enable data to be
transferred from a DVD player to a digital television only if both the player and
30  television are validated by the security module, thus enabling the digital data to be

viewed only on the user’s personal television.



published by third parties, for exanple, on the Internet, can be added to
the revogahhekrshd St when periodically updating the securitycrigbgbgssrn order
to prevent data frombeing transferred to or fromthese devi ces. However,
the use of an authorization |ist can also 5 prevent device identifiers
intentionally published on the Interneg. from working since these
identifiers will not be valid anywhere except in, for exanple, a hone

net wor k. The ustibfhasécnaity nodhlestd vialidatd tinkéddevides latsoyprovideearadantigetid er t han
the revocation list, thus saving nenory capacity, and is |likely to require
| ess- f r eqthehdevigrixalidation ear becoms indenendent 9 thedinkehatweernthg dewiees. Thisent i on
provi des I: at a_ between
Gevi ces, CATECOERalpHER i L Buct ol S AT Wi Obl e F1cEs

communi catghof be Bbtafird de theycareinbipasted tetwéenohe devioeswsht ifeban tid ingfviduaach
stored identifier being associated with a respective valid device, and

val i dat i ndeviens tgea/sesurifyf modwlecormuni cat ed identifier is identical to the or
one of the 15 stored identifiers. It is preferable that said at | east one
stored identifier is stored in an independent security nodule. 20 The

communi caggéh sddamty fiodiileBRin Bike GAYRBARShi Mt tfbrrh d@ﬁéﬂdﬁﬂgeéﬂs tiRSHRGIcal 48 W th

val i d devices according to the setting of a etg The flag may be stored
wi t hi n t hand sbenactegistiasdaf dhemorwleshe Ftoranxgmpﬂet, et cutity wdulq maynbriul e by

t he devic o[, e | e, ,the securit r.ecei ved

i dent i :‘/: e& }{ahle ?%r%n%e fed'é?i“[aﬁr 11 P%t sl(%(? ﬁts%%j( &Pﬁ”cﬁeﬁ\}ﬁﬂﬁﬁdﬁ‘gﬁ‘% \é%s when
the flbag hagparatt inicdulSEdrnebEd ta ik ERTRANE sbhfR da8&ed Mgt bﬂamthua%t wth
stored identifiers associated with valid devices when t |'ag has a second

setting. Thank ¢aad maxbeised éas Q;@wmuoﬁ@etsgcuritgm@uﬂﬁ)obutmrtfmmata sugler . For
exanpl e, t ake t fir for.a s ei n.a nunber
of a1 11 or BHFCMCHA B EFts, e falal possife; F5ub e Paes i nS IR A HH M ac < he
recei ved peghenkdfin %fddr %o Q@Hﬂ@&ﬁ@ righfs fpr&haé@ dy 'tE'@ Bcufite friddaks et i th
invalid devices only. | ag may take the second setting WO 001 62540
PCT/ | BOO/ Goisalidage fccntana dhmes usthe exkntr of the spstymapromisiet beaomiing awfaralef/i ces
arege the s |ng of. theflag bei ng such that the received identifier
is ¢ Srpar%lan’\ﬂﬁt ?%r(&}'l? “Sentifiers associated with valid devices onl y. 5

I n one enbodi nent, the security nodule may conpare the received identifier
W th stored |dent|f| ers associated with invalid devices when the flag has a
setting "Ohe device rd@npﬁq:remamakr:@omcmmmfnm i Bor examipley henidsntifierdnay
identifiers aSEP kated \#@ %ﬁ% 9 devices and stored identifiers

associ at e 16 SFY S RERH LY MERITNE 11 ag has a setting "1 . 10 In a
preferred enbodi nent of the invention, certificates are passed between the

devi ce
20  The security module may perform device validation by comparing the communicated

identifier with at least one stored identifier. The stored identifiers may be stored in
a memory of the security module. The identifiers may be stored in the form of a list,
the received identifier being compared with the identifiers in the list in order to

validate the device. This can provide for fast and efficient validation of the device.

25
Each stored identifier may be associated with a respective one of a valid device or an
invalid device. Upon receipt of the identifier, the security module may compare the
received identifier with stored identifiers associated with invalid devices, and/or with
stored identifiers associated with valid devices.

30

Thus, the security module may contain at least one of a “revocation list” for

blacklisting non-compliant devices and an “authorization list” for restricting transfer



and the security nodule to validate the device. The use of a certificate
syst em t owpaljegybe a devi ce can provide for secure transm peTmsoobbzef the
identifier fromthe device to the security nodule. Thus, the identifier of
the device may be comunicated to the security nodule in an encrypted
certificate, and so problens associated-with the transm ssion of
identifiers of devices "in the clear” can be avoided. 20 The certificate
may be si @hedata fter bekwaerm Pec-ragistergd deyices andy.k eDevise ddendidiess prtentipnellkey of

t he manuf [er, . Qf evigce, to.ena he aut hentici.ty of the.

cormunt carShaE s phrd ety GEevirhip e el S PRGN rrsViGa o

det er i nesist #akn péteodielly AR 1A Sedufity MRAGIRNA bidef & Srevdifl dhth $ro%h BaAE U € do
not correlate, the certificate can be rejected. 25 An equival ent key to the

private kdipnpigyedéo enfromiihesadevices Homwevencthe hsgofmpdutherizaticn listcan alseat e

e Y3 Rl SRS MR il SV BHEALRG gk P PRaBbElRe: " >
pr ef er abl yhdseiadifitieR 1Y RStEst Pilidt PEwier &ReptSinNEbraexaRele! hthynl¥othiysrkoubl i ¢

key and communicated to the securitfy nodul e. The encrypted certificate may
be subsequently decrypted by the security nodule first using a security

WD 00/ 62540 PCT/ | B00/ 00432 -6 pod i,vat e .k dl i id
equi val ent e%%I}fo(flzé gt pﬁgerpﬁg%ﬁkglygtﬁlb\éfanfx%%ﬁ g}éa%? gggv%?t{%é@%ega:‘ rom
the decryphR0saGfigt inbmeA} Bapaldite aglulhk kel Rhuitd RssBeidnt ipiRiisl eTHmy be

communi cated by the security nodule 5 to the device in a certificate. The
certil0 catm a sesondi aspedt Hbe mrbdent ikweptioh provvides eumethpd mfdprosidmey seaire

ted using.a pri f | e, t fact f th
Cocur vy iR of Zieial il el PR 9l iR R E e 5P 051 o ey
to enabl ecBﬁ?aﬁh‘é h@nideftifist OSminhiRicaRATHOLCEAL devigE bt ﬁgtlc%stt Bnd&ofed | 1 ed.

An equi val ent key to the private key may be communi cated to the device in a

certifi catdengifier,\gatiedtopsd tdentifi€r tyjnsg essopinicdavith Reyspective wjdtdaviqeubhd ¢ key
being stored.in both the.security nodule, and the device. The certificate
cont ai ni n@’alg‘i‘?ém&etgf’ gév’icﬁéﬁf ef‘iOEFXWH?/an‘L‘qeﬁﬁgﬁrn’iss'gﬂﬁwffoh@ec?é\ﬂnéé’fﬁﬁ? or to
encr Bt i ORordd\Rich@fEl@M sation being reversed by the security nodul e

followi ng 15 decryption of the certificate. This can increase the security '
of the passing of the device identifier fromthe device to the security

i or mat i niy B ng: B T of 0B Snd RosiEigsmifiel B Mok Bh i atitent (57 '
process digiutiy nfhdufe. r ecei ved from 20 another device. Thus, it is

preferable to create a secure comruni cati on channel between the device and
the security nodule. In one preferred enbodi nent of the present invention,

a rangdom punber is.generated by the device, .the random nu r_and the

Cer & 1D, catBe CommiFRG (AR il bF URPHRR sptDehRGs Rl g b

devi ce usigbgices ebiding toethe QéttihpOf G TRl IThé fAptuby be BdrdOMTIbin tE@b@ilrity t he
security nodul e. The encrypted random nunber and certificate may be

decr ypt ednisylulener may beitrapsmisted|te the pergrity moduliety theydeycet he security nodul e
to obtain the random nunber and to enable the identifier of the device to
be extracted fromthe decrypted certificate. 30 The extracted random nunber

nmay subsegyeekinipleeti! cedtyl Molile rHAFE Bompire e YecivedCidedtiTair with atored
comuni cat ed between the security nodule and the device may thereafter be

WO UBb6251ientifigys| 8ooviaed 3with 'ipvalidndeyipasewham dheldlagykased figgt s¢tting,aamtbm

nunber in_the securit ul.e. and..t he devi ce. thereby .providi a _secure
conmuni caf‘i”BﬁarFietﬁﬁ rﬁcg%lYﬁggﬂe tHier yath gt regnlab %e@&ﬁsﬁﬂa{e&g Wﬁ%dﬁié&%?*ﬁﬁjs, in a
third aspgfbn tEflRs 8aERkedondQBitingn pProvi des a nmet hod of providing secure
comuni cation of digital data between a device and a security nodule, said

met hod conprising the steps of transferring to the security nodule a random
nunber ang, an identifier of .the device encrypted b ubl i c k f the
cecuri ty FBadeE b sfcasRerplrigatates eV g et FoR SRt Mg
devi g | dgRithikehe UirstéttngPfor WahBp khéer@h alhignble? of AfffdrbAtydeReshe uséd) i dati ng
t he device using the device identifier and, upon validation of the device,

usi ng t hetheasattong ofuthd élag theingraucly hat sireredeived pientlfieris comparedouithe storest ween

the secur {dteXti 1erg léllsseocfaart]e(%l \E/Rﬁ irgv%}/ild Wvices only. The flag may take the second setting




Preferably, the device identifier is included in a certificate, the
certificawe@obexssmg 15 encrypted using the public key of thePGEIBINNIY2 nOdul e.
The random nunber may be randonmi sed by the device prior to encryption, the
random sati on being reversed by the security nodule follow ng decryption of
the random nunber. 20 Alternatively, the random number and the certificate
cont ai ni (r;% the device jdentifier nmpgy be random sed by the device prior to

encrypt i ofef a ome Yser ovRessn only pemay W@é@eb‘?esc e ‘§é@>l}hff Setting @f the
| nor oase I el stih Yo' B foRO0OTBUIRRE RVOIRE WBE Sfored JapABREC, [ Do

security axsmodihted wlﬁevﬂ&bdw\iiée,s ombglul e may communi cate to the device a random

key generated in the security nodul e and encrypted using the random nunber,
t he device decrypting the key using the random nunber and thereafter using

the key t t d t
var i o i iy GG EBbaintent W 8y sBodusf B bbb, Bt HesBivst Badiilieh o

001 62540 do6rbaliBEH ¥ Bdocibited iwifleMivalRd d8lcdshPh&rGE fidgthadRdettig tdﬂearﬁiecurl ty
modul e may be adapted to provide access rights to data recelved by t

devi ce. grmmmrarﬂm gecetvied identifiee witly bobnstoredcidertifiass tabﬁ@cmwuwnh;anwddhl edaP
ted,5.Entit t t
oD ol PR R ot ERA A, e R0 e i R a0 "

the key. dhus, ECMs transnmitted between a device and a security nodule are
encrypted twi ce, one of the encryption keys being generated by the security
nodu and therefore unique to the device and the security nndule Thi s can

provi de sj gnifi.cant FQV s.in the 1 revention.of ill yi ng
b r edi <A s xRt B ol Bt seaBiFL b SR Beisen tHESefi Y ot oo
ECM  ext r aff theeciftptrdduiawy tatfdafihkiRviseM and comuni cate to the device
the control word encrypted using the key. 15 This can enable a device such
as a digital television to descranble scranbl ed data received froma DVD

pl ayer. reover ntrol ysS_ be ed to the device in
Enct ypt edt FOh OF ST B O A SGRUNE F PR oL Seblp SHBTIBIL y
trangs t t@ﬂth’éfidéﬂiﬁieé%n@ ehd @viemonthe (Rbiritgtrhedul®f ThiE e Ydéntified be RS or e,

the storage of additional public/private keys for encryptlng and decrypting

t he cont rdgvicgomey be spmpminicatesoteathe sequrigy) mefduiehia @emccmt@cbcqrhéc@e,cmdu ty

dul d. Al h ‘d
e e e o i on b A AL b Bl
Control MasSsiO0svdiadaCM cont ai ni ng eXtended Control Managenent I nf or mati on

(XCM ), or access rights, to data, the device further 25 encrypting the
encrypt ed XECM using the key. The security nodul e may decrypt the encrypted

XEana D sarifiedlf S el o exeinid. Bribk o pRTARRRY TR SR Ther

encr ypt edofutheNBlakdFactliRY -of IHe Hovite, fohhabRCilel duthdibig %frtﬁé/c&%ﬂ:hﬁﬁ/ca?éacess
rights afforded to the device by an XECM For exanple, if the device is a

di gi tal resciificate teldei verifiadne Jdws,i ifhthe seayritynmiodule determineshthst tthQ)Nla@f any
subsequent cordi f .the, stored data OI 62
st oo st Ol e, AR 7S Bedab8ioB poh Wt the oot Al 88 Hene
expiry dafefecdd. replay, etc.

25
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An equivalent key to the private key may be communicated to the security module in
a certificate encrypted by a system private key, a system public key being stored in

both the security module and the device.

30  The encrypted certificate is preferably further encrypted by the device using a security
module public key and communicated to the security module. The encrypted

certificate may be subsequently decrypted by the security module first using a security



In order to enable the devices to function nore effectively it is desired
to provid rised or encrypted conmunication |ink bet evi ces.
The i npl eﬁle(ﬂ?oz(’tslﬂgn 5 of a secure |ink between the devices \ggﬁngﬁeﬁﬁg%d to
enabl e informati on needed to prepare or play a recording to be passed
freely between the devices. Unfortunat#ly, the independence of activities
bet ween a manufacturer of a DVD player and a manufacturer of recording

equi pment mabyopuvitk ey and sévendlyasimpesaidrequivalent keyp ta embidtre idéntifienfens
regarding th rovi sion of epcryption keys for this purpose. 10 For

exanpl e, éhﬁ)ﬁ'é‘f)]%? t%ﬁﬁﬁ*@ﬁqﬂrﬁ?mn‘% dﬁ@iypﬁﬂﬁglfi‘i?ﬁi ci ent confidence in the
integrity of security at the manufacturing site of a recorder to entrust

t he manufacturer with, for exanple, a secret symetric al gorithm key needed
by the redhedmblit keyeof thedecuityrmodulemayrte cnonymtaed bp thegsebhdtyatidnial ent
key held by the DVD player. 15 Furthernore, the separation of activities
may meke it thensdvaca incaserfificate,, Thg gertificate; ingluding the pylliceey ofcthe seauriter i s

I ‘ . . . ot
Keys. | For MUIREEAT beTHEY SR TEARH I I Wb RO A0 il kit SRRE O 0L
t he great gsdurity eeqamivleThie ceftifieptermiy also fbersigned using\the privgte Z@% teefdkler . In

order to solve such problens, in a preferred enbodi nent of the present
i nvent i on thegauthenticity ohthmeemamupicped weiicatertgtbeicrfisd c dmcequixalent key 4ad upon

val i dati ory oOf . [ [ ] ecur| e
conmmuni catﬁleesg’?gaqg Eg}dﬁ?] ¥ gtfe %m@@c@%& g(; #ﬁéeynd orﬁ% tﬂel;eld %egrfl@ag? grgcr}rélég ﬁgq}s{eecuri ty
nodul1® andygéafipyivhRkeysthe gystéif paBRCiRey buhbsbreden bottthesdyrityaodile ahd devi ce,
the first device decrypting the key using the random nunber generated

t her eby, #rddedderuni cates to the second device the key encrypted using the
random nunber generated by the second device, the second device decrypting
the key using the random nunber generated thereby, the key thereafter 30
bei ng usedht@eifitaonthiriiAg Grndenivedadrdidiet enalylte ramdbutibddybynhe Wleich priohe

devi ces and data communi cated between the devices. WD 00/ 62540 -10

PCT/ | BOO/ b 4BSryphemy e fgndomisgion being revesssdely the,eecuritis medulen{pdioming
proviides ] f Ao [Wale] Le . } ] LQi bet ween.
Gevi dds. Seftablig of hEEAHAIED FRE Al HERRMERLAMH Br B Sablthe §21Be "
gener at i ndevicé adeatifiek friym( K)devite th ehesseuifityt modwldul e and encrypting data
comuni cat ed between the devices using the random key. 5 By this nethod,
the generation of an encryption key for securing comruni cation between the

dovi ces, BB BB Veitkifl B ML, the TG S SEMEY U8} Bitothlibe' B (oo
10 Such adestdindorder) f@rrexampte, & amblethe déviexitdprecaandigitpdatslfnebived Gewi ce

i nterface i ndependent system for providing secure conmunication of digital

dat a 28et werathefederiess. Hie dyisiprpfersble fe Beatea whaus commupigater ghangigher at i ng
t he sessi : Bty eap and enabl e fast action agai nst
pi racy byB%E%gséZ&%fléé;%ﬁ{hgis% ) 6‘8 élt?%d smartcards, particularly as the
responsibility of updating security can be the 15 responsibility of a

dedi cated_smartcard provi der and not the device manufacturers. The security
modul e el eRmPREHRTECS: eanhadumentipf dhs present prveaREoN,candom aumbst igereraigtiom
nunber ge . | eVl Li . i t he
random nuﬁggrﬁ% 3%6%51%%8%‘(@%{/5@%%ﬁmé’ne:l-@(ﬁ;%ag@?%dzp%igggg% Eg‘l"%y‘iﬁggﬁ e the
resp@st i veeing neherypiedrider thendevi¢d @dingsa nablicpkdyl bf theseairity hmodwle uand vy

nodul e. The encrypted random nunber may be subsequently decrypted by the
security fRyammBicaed g the sseugtyraoqus: dhe epgrypted sandoyn myabsrand cegHicats t he

random nu ¢ I ) ctive
devi ce prllt;q(%? I%eocﬁgﬁ@rt{/ﬁfgﬁﬁ & " o?nngsiigéi%(#lrwégﬁ né cﬁg\t}gié%cteugﬁ%ﬁ%ﬁge
security wosbthia thetdndvinnginttes aydto aiabld the identifier ofMths deties to b extedctdd y, t he
security nodul e validates each device before transmtting the key to each
devi ce. THoBnHB| decrypted Geslifieda i on to be perfornmed, each device preferably
co icates an identifier thereof to the security nodule for validation of
the device 30 by the security nodule. The key may be periodically changed
by the seThé éxtyactedduhdom hliGbeeayBibséfuently be stored in the security module such

that data communicated between the security module and the device may thereafter be




WO 00/ 62540 -11 PCT/1B00/ 00432 updated, for exanple, on an hourly basis, or
after a pvedeszddi ned nunber of data packets are passed bePG@BEBI0OAES2
devices. This can provide further security to the data comruni cati on.

Al ternatively, the key may be random y changed by the security nodule, for
exanpl e, upon swi tching the device on,”'disc insertion, zapping of the 5
devi ce by er .S nt of a connegtion with e security nodul e
etc. A pr e"%‘g‘&Pg‘% aggbdgg‘%yﬁgeﬁtbyggg fﬂ’éloﬂlr@glgt?ﬁr 17 ﬁ\?@ﬁ?‘f’{fﬁ Wosdtugepﬂ%i ‘58 dFY}X% hone
net wor K SyRéreby pidedifle\tl eesreCUniBeMestEn Bk Betek® theABE)i S &R the CRBRHFET

el ectroni c devices adapted to transfer data therebetween via a

comuni catmedulé.i nk. The conmuni cation link 10 between the two devices may
take one of many forms, for exanple, a radio, telephone or infra-red |ink.
However, preferably, the comrunication link is inplenmented by connection of
the fig st e, ! ; I I L l'i nk.
15 The 11 1o, 0 BN BRUCRS Rl BSmiobroflRER il of rrovidilg i )
and/ or vi sonimuacaiioarnd digita ndataypetwdertatdevice mpdta s€ourity ahodvls saigemetholl)

cont ai ni n% a control word_for descranpling the g ta, said data and said

encr ypt ed CRERISIEEHE° stvBs Optrapsipyingifa the setrifipodule arandompumbey ang @nThe

second devj&f fHRY t -qlﬁﬂgld [ key,

separate ;{he é‘%g%ypt eﬂ%wégﬁﬁt%eggg?lg&mg%%% ca eu?bﬁ%hstga%letguri ty

modul e t henaide gairgutingGhe randencmypherdnd devige ideatikeryusinghepseate key yf hedul e
xtract the control word fromthe ECM and

may decrypt the enc ted E e E

co?lmu]rﬂ c;tgéc%yﬂ@“ggﬁlh‘gm@é%% CHPRERE IR SEViRs AGPnE ST Pt spon ¥alidptioRe key .
In this e ' Il ' Eﬁa{.ﬁ@e | ay.e second
devi ce rnal)r;Stngeﬂé ggﬂ%cg’il%sgﬁ @glﬁéﬁﬁgﬁ&\ﬂﬁﬁﬁ er raeﬂ,’i\l @é@@e‘%ﬁ%h@%%g may

nodi fy t hédetiddnahe seomnity modatecaridothe ilevicecond devi ce the nodi fied ECM

encrypted using the key. In this enbodi nent, the first device nmay be a DVD
ptayer and the second device nay be a digital recorder 30 device. In a

0 00/ 62536 PeHr BBE Bl MERGLOR RICRLHSD FRPRITAIE e el bl et ©

devi cks, satypredpsimy the publip kieg iofigheasegerityr mbgule. Nnodul e conpri si ng neans for
receiving an identifier of a device and neans for perform ng device
val i dati on depending on the identity of the received identifier. 51n a

rel ated aspgc RLEE&  al ' - 0¥ FH

provi di ngqglgctapg&@ommni&cglta}'%eegéﬂc@?g%daw gggad%gg? \?\g%dr{ e\g? C t?%.rlfﬁglhg.l’ ranged
t o recei veamiomisktiohi bdiwg referseddey ithe seoudity onqainid foltowlay ideeryptibn ddt then
depending on the identity of the received identifier. 10 In a sixth aspect
the preseftdoRyBROPHn provi des apparatus for providing secure

20
Alternatively, the random number and the certificate containing the device identifier
may be randomised by the device prior to encryption, the randomisation being
reversed by the security module following decryption of the random number and
certificate.

25

In order to increase the security of the communication link between the device and the
security module, the security module may communicate to the device a random key
generated in the security module and encrypted using the random number, the device
decrypting the key using the random number and thereafter using the key to encrypt

30  data sent to the security module.

In addition to validating a device and for secure communication of data between the



communi cation of digital data between devices, said apparatus conprising
means forwetedlsesag at | east one identifier, each stored ideptrABomodzei ng
associated with a respective valid device, neans for comparing an
identifier of a device with said at |east one stored identifier, and neans
for validating the device if the ident8fier of the device is 15 identical
to the or one of the stored identifiers. In a related aspect the present '
i nvent i on deviee and thesseewritymadplenthi sesuriyrmodue maybg adepted to pronvidermicesssi on of
digital dat% betﬁen devi %eshagd arranged to store at |east one identifier,
each st or SENSCHY resp1vsd Y fhe deYiee-ated with a respective valid device, 20
to conpare an identifier of a device wwth said at | east one stored
identifier, and to validate the device if the identifier of the device is

i dent i cal Foo axampts, tbeelevicetinay soomauhicate o ithe eeeurity rmadwevaaneicrgstpédct t he

Pt Caath baremen: Gie Mo MM Ranfnih & ot oSS it et e oy g O
means for ﬂ%)raw%é CRtthBY eh@yhiiey IRE ChéryptedOEENE Lﬁir{gaf}féoﬁéﬁ'e?unﬁﬁfs, Fevan

identifier of the device encrypted by a public key of t security nodul e,

t he secur ittapsmistebd| betweampa devios amd arsscurisy noishiley pitei engrytpited tvdoe comerafrther and
device identifier using a priva K of the securit dul e, neans for

Val | dat i ngnemBIOnEPELbanE gBReEed by tHE SUEY QN0IE 11 hoRFCHBIHE PAR usi ng
the randog.puabal the £ R ¢RGTwR prdele SR t GRABRN RRhNGRNE he
security rmgluggﬂanh ts e ?/e\%oce. VWO 00/%2540 /1 BOO/ 80452 -13 1n a

rel atlédd appaentivhef fiegakbodpying amt redistnbuwiwnddE@Msecurity nodul e arranged to
recei ve a random nunber and an identifier of a device encrypted by a public
key of the security nodul e, decrypt the random nunber and device identifier
USiNg a PriKakGASnduld By YREYPE it HBAME ECR, iedRhd thdGorfiRY Wifd Yindg t he
devi ce id(?r}]lt I%%I er,X%('(r']H&l, up%)’n 57val 1 dation of thg devi ce, use the random
nunber t o tlenECHp andnodmdmmioats toctht devioenthmeamtod svoné tneyptet hsingetbekey.y nodul e-
and the device In an eighth aspect the present invention provides apparatus
for providing secure conmmunication of digital data between devices, said
apparat us 1eTpl shdble hRRviRe\ueras h0digsl @RISR iof JesPRAHIE sGafBledSddy means .
for generating a random key and neanS for comunicating the randomkey to

t he devi ceseiveddhomevDV® playerg Mioreanges dhe cordrod myqud not dwaysrbe passed ¢al

bet ween the %Slvi CcesS Uusi n%lré he r,andom ke%'b In a rel acged as&%ct t he present

i nvent i on 4 SR COPLEHory HSEFEPAGR DS AOBAT]SA BSIBE 8 KEE PEBHAMN cat i on
of di gi t akr,dghfchl NRERVIRULASRINRRAlIBSHA IaH: HViBENBRGER S thadisape kY (SK)
for encrypting 3ata conmuni cat ed "bet ween the devices and to communicate the
r andom kewdditiondlepubdiciprivate kiyis| for entmypting @nd i dearypting be gonteslcwotdsdomni t h
reference to a. first d second device, 20,1t will be appreciated that the
e 201 nergpetiraon o Hieadrtcs (0ahe Hesufite MmoadhledPr igrRGrrL s P eBBeon a
series of such devices. Suitable algorithnms for use in this invention for
generating private/public keys may include RSA, Fiat-Shanmr, or

Di f fi e- HelAliermativelyn dhs deviab| may gamptunicatd éy thé geguritymaodule an encrypted

eXtended Entitlement Control Message (XECM) containing eXtended Control
Management Information (XCMI), or access rights, to data, the device further

25  encrypting the encrypted XECM using the key. The security module may decrypt the
encrypted XECM, modify the access rights contained in the XECM, encrypt the
modified XECM and communicate to the device the encrypted modified XECM
further encrypted using the key.

30  Thus, the security module may modify access rights afforded to the device by an
XECM. For example, if the device is a digital recorder device, these rights may

include the prohibition of any subsequent re-recording of the stored data, the number



25 may include DES type algorithnms, for exanple. However, unless obligatory
in view ovOwOW6e25dHnt ext or unl ess ot herw se specified, no gBEBIB(0/00432
distinction is made between keys associated with symmetric al gorithns and
those associated with public/private akgorithnms. 30 The terns "scranbl ed”
and "encrypted", and "control word" and "key" have been used at various

ts i : ' : , it will
be. under sP DSt fhe ecl UaRPRRy He rEpRled WP QAN pRIREL . | ™
"scranbl ed data" WO 00/ 62540 -14 and "encrypted data" or between a

"control word" and a "key". PCT/IB00/00432 Additionally, the terns
"encrypt ed Oxded to gnabledhe deyiees tgdunstipncmoregffectivelyiit issdesirad @ pravide ased at

various p ] . QU ' o] anguage, ..However,
51 w1 | aishdet SRohEM edfinghitgi Rk EREREREn fleteicks Ot BREHARR LR

bet wegn " ghar yptrdliflabatvean dhe detioecanba ised il endbds infohRstiohahictded g
"verified data". Simlarly, the term "equival ent key" is used to refer to a

key adapt prepets ecpley ptregerdmsectocheyprsead figeln betwesn the deviesse dUnfoytunatelyyi ce
versa. 10 ,Feat yres, descr.i bed. above relatin o_net hod cts of the
present i MreMIBAIGERRE B C%B'gmﬁg%ﬁ?wgﬁl taomﬁg'ﬁ)ftg?t&feﬁso agpgglﬁbg,pﬁaé'ﬁﬂ Pdcd versa.
Pref err edp{mgtddareer of _récfiﬁdiﬂ?eéiﬁlmméd%\/x%ﬁdngﬂﬁléﬂﬁfdr' thRONCcORIeH %6/ 1da8To BY Way
of exanple 15 only, with reference to the acconpanyi ng drawings, in which:

Fi gure 1 shahsr ofiproblesmseregardiig thedirgyisigh of earoption &kysiostthimpuiager e 2 shows
t he g stribution of certificates in a digital audiovisual system 20 Figure
3 sh \R/s the connection of a security nodule to a device; Figure 4 shows the

connect i ORoPlexBmPRE W iplayerRuHuachitet WRayda¥l pBRe shPfidibRMUESIRIAOOYS thbe Steps
associated with the validation of a device by the security nodul e and

subsequenirtggrty efiseiunigy stbe manofaetammgsite ob a reverdes émenthust theuhamifantaret he

- secur & SRt EicgR Pl SR MNITaS o AERBRTR B BBy P Saartorocedirngy

modul e;  Fegihfinicatibhd'Sidrites ubing theeqivdIBit g 1Rid Bpiie DYESbMger. by a device;
15

Furthermore, the separation of activities may make it impractical to envisage a
situation in which the recorder is sent to a broadcast system manager for
personalisation with the appropriate keys. For this reason, it is necessary to envisage
a solution which allows the greatest independence of operation for the player and

20 recorder.

In order to solve such problems, in a preferred embodiment of the present invention,
data is communicated between first and second devices, and upon validation of each
device by the security module, the security module communicates to the first device
25 a random key generated in the security module and encrypted using the random
number generated by the first device, the first device decrypting the key using the
random number generated thereby, and communicates to the second device the key
encrypted using the random number generated by the second device, the second device
decrypting the key using the random number generated thereby, the key thereafter
30  being used to encrypt data communicated to the security module by the devices and

data communicated between the devices.



WO 001 62540 - 15 PCT/1B00/ 00432 Figure 8 shows the steps associated with the
provi si Or\vﬁfoggfsgb”e conmmuni cati on between two devices; Fi Op "B%ﬂ'%@aﬁsnt he

transfer © bet ween two devi ces over a secure conmmrunicatl o K;
Figure 10 shows the steps associated with the setting up of a secure

communi cation link between a DVD pl ayel0-and a digital television and the
subsequent operations carried out to descranble data received fromthe DVD .

pl ayer by Adeerdinglys il 2 fourtaspecs the prosent dnvention provides iaguethed ef praviding

iated with th 1 f i.gation,link bet DVD
ol ayer - andediregmiiiciyio t Bl pafy BERUEE RO iheBoe sombriRedi out (o
descr anbl giefad fopro@fding @ beéurRiN hédulé)Midnetating fa Ridéhisked GK)ah theGhRY - 15

Referring to Figure 1, elements of a digital audioviSual 'system 10 Tor
recordal amululepidgncryptiog ddtagiomahurdeated bgtiveert theslevioes whingothe badom/syl. st t he

i nveng\/on wi |l be discussed in relation to the playing of audiovisual data
on a D player, it may al so conveniently be applied, for exanple, to the

pl ayi ng ofgyetifid Wikt aHeligenéraliéd BRlanOghcAibtUIRE IR HebiridL eOmaRMicAlog DAT or
m ni di sc récorder or even to the comrunicati on of software recorded on the

hard di sc befwezndberdeviees isTyeaformietl oyt heccuntly ovaduleain eopmenicatiompwitbgbe a DVD

pl ayer 12 for the,playback O{j digital aydiovisual. dat tared, for exanple,
on di sk ofetits Mndie keymeperaon iy perbmed mdspepdently gl gfs deVIESc i ay 14 fof
the display of the data played by the DVD player 12. The display 14 is

preferably provided in the formof a digital television. The comunication
| i nk 106 bS&uvk enmetiodpcay provide ansecdres (flexyblé andeypgradeablendayideo interfadeor

exanple, a radip, telephgne or.j.nfra-red |ink. However, .preferably, the
communi catidsAeRdeRk SYSeRRTCHONIARE 6D ABETYHFRISR Ohaisiph dal Behyeen

tel evisi 0ORePRed Bk Sifom A bEERRRR a Sndrfchi fo? Yend2hitng the 'ﬁessﬂ?ﬁ(%%//%ﬁ& mV\D

additionally includés a digital recorder 18, such as a DVHS or .
00/ 62540 thcgefPET¢4nBNOEIGRN 3Ad cpahde dast actaainggapt pyacyobythei ease ef piovidinghe DVD

| ayer 12, for_ exanple, via an |E 1394 hus. 20, The. recorder 18 receive a'
i o1 t =1 " r BBSAEH RESGRR AN Y oA FOBTHSh Of HPOR RESFOIY 38 D6 dhtiad. ~ The
reconaer 18,bAGhinALss & dHiCHCd shiaftbard HrovidiNgmdinctRh&devife miaawR¥Rikersdi gi tal

audi ovi sual "data rmay be passed fromthe player 12 to the 5 recorder 18
prior to display. Wilst the elenents of player 12, display 14 and recorder

RTINS R e RN ER R AT e
pl ayer/tet8¥ofi RBmBE&! generated by that device, the device decrypting the key using the
random number.
20
Each device may communicate to the security module the respective random number
encrypted using a public key of the security module. The encrypted random number
may be subsequently decrypted by the security module using a private key of the
security module to obtain the random number. Each random number may be
25 randomised by the respective device prior to encryption, the randomisation being
reversed by the security module following decryption of the random number.
Preferably, the security module validates each device before transmitting the key to
each device. To enable such validation to be performed, each device preferably
communicates an identifier thereof to the security module for validation of the device

30 by the security module.

The key may be periodically changed by the security module. The key may be



10 In order to provide secure communi cati on of data between devices in the
digital aw@WWRsdal system for exanple, to prevent the unZGTABIKOIERZ
copying and distribution of digitally recorded data, a validation systemis
used to validate one or nore of the de_#_ces in the audi ovi sual system prior
to any comuni cation of data between the 15 devices. A preferred device

val idatio e f hibd devi ce
and & secuEr i SR b LR b R Bl R SR 8 a8 O (y
modul e i s peskétgardpassednbelweercthetdeicesat Thisean padviidmfiirther pecorioswesthe datal n a

first stage of a certificate distripution systema certification authorit
(O 50 doPTRIECaIEy y AETABErY; FiocKuia) o0 SO Satheed dhothe BAFRY ( CF)
manuf act ur 5&1&2&%@&%?@55@& sRiRHingehe devicd oﬁé-dé&%nlé}ﬁ?xl?,fg%a;gi o | cat es

to each manuf act ur e a respective encrypted certi ( CEman
Kpub) Showevide W6theTisers esteblishinensbf a wonhextion , witinthersealritg, medut@stef act ur er

public key CEman Kpub and is encrypted by a system or CA private key CA
Kpri. To enable the contents of the certificate to be decrypted by the CE

manuf act ur gﬁﬂ :?;ﬂH% LGat . {Baﬂﬁg Ege CA
public 30 &Qg&éﬁ%ﬁg ! tggts ou %@@P?lgﬁgﬁpﬁg t e’gﬁ’%@t%ék%§/ Kpri

i s uni que the devides@rebsporalingsiovitsy aid/ sdcbad Consuther ele¥biio/devirédadapted to
PCT/ 1 B00/ 00432 In a sinmil|lar manner, the CA 50 conmuni cates to each security

provi der Srengfer cdate dheroketwaen Wig ddceamuniceiien dinker (Tha  spnxynisptieshdink at 58.

Thi s rtificat ' ' ' i i der public key SP
Kpub g(gd ibse!t‘g%céﬁ&%?‘g%ﬁ%‘ag?shﬁéggcﬁk Br%#‘{’/gf%‘g@% ,%re?&giﬂg, (3 aa% ’Belfﬁléongont ents
of the cerdrijhfraat® libR. Howeetyprictdatly, thet dbenrf@divationylink RVingiRémbitted e CA 50
comuni cates to the security provider 54 the CA public ke;i CA Kpub. In a
second st #ganestiopd the firstiandeeond devices an » husyier exgmplgch IEBRs1ARrbus

el ectroni (iﬁ)k( CE) manufacturer 52 and security provider (SP) 54 assigns
respective céertificates to its own 10 products. Each CE manufacturer 52
assigns to each of its CE devices 60 a respective encrypted certificate
Cert cEm~, (Devi ce_Kpub) shown at 62. This certificate contains, inter alia,

a. uni Hue j first dayinei mayegmmunicats txiasecenshdavirersergmivedandio and/ar viswalof t he

devi ce 15 abilit I | r . i.fica i crypted
by o eaui i B 2o dnpris S BRATmer YR e (RONE Btaidd £ 3RS LY P

of the cerfbi Béseadnsbling the ddRg Eaiptdan, andnaidéncigpied BCIMI beihg 2AcSiptdesy the t he CE
device the CA public key CA Kpub and the encrypted certificate

Cer t ~A( CErfirst dgyigs) using theke¥E manuf acturer 52. Thus, the public key Device
Kpub of the CE device 60 can serve as an identifier 20 of the device.
Simlarly, each security provider 54 assigns to each security nodule 64 a

respezd i verkengdewid idvieermay idecrypt ey date(dnldl theudneryheIVECM fng Saeckeygecurity
nodul es 66 can take any convenient faqrm dependi ng on the physical size and
char act er issparats the engippied B@ures .thtréataeamﬁﬁﬂr@pumﬁ@te de the secyrip@afelenay be

removably tﬁg gr?c%% %C’I\E s'eqer?cr%}(ég %Eing the key. The security module may decrypt the

encrypted ECM, extract the control word from the ECM and communicate to the
second device the control word encrypted using the key. In this embodiment, the first

25  device may be a DVD player and the second device may be a digital television.

Furthermore, the security module may modify the ECM and communicate to the
second device the modified ECM encrypted using the key. In this embodiment, the
first device may be a DVD player and the second device may be a digital recorder

30 device.

In a fifth aspect the present invention provides apparatus for providing secure




provided in a CE device 60 or may be a separate nodul e connected to the
devi ce 60wd qi/@asde cases a smart card equi val ent to a bank pcanmHommy32be
used, but other formats such as PCMCIA type cards are equally possible. 30
The encrypted certificate assigned to the security nodul e 64 contains,

inter alia, a unique securlty nodul e public key SM Kpub. The certlflcate IS
encrypted t he
contents o tal{e}mggﬁr%/? Etglk@&\l/\%) 00 GSgﬁgéé %%lh%é?'%g g%’glgﬁ%%g

decrypt ed mbdhdesmmpnsm/g preaus der r@élvxtg)laesdemlﬁdneofseaiemcbyandndmm 6t t he CA
public key CA Kpub and the enc ted certificate t cA(S of the
security presipraerg d ‘T‘Hiﬁ!’s"Erll ‘-H‘é‘oblﬁiﬁg ‘@I%W%‘QEWHY&?E{%?CE%’E%EW fighdul e 64
can serve as an identifier of the security nodule. 5 A signhature may be
included in any of the above certificates to enable the contents of the
certifjcatin i eclardvaspedti the presehvirvegtiste provixdes anseatirityhmodalet fot iptatidingThe
contents of the certificate nmay be signed using the key used to encrypt the
certifi catSSCUreocommupiSation OBﬂlatahémac'éefWﬁeq Hevigesyanda PIrargedolg] KeGeive st em i s
carried o t t Vi

cecur ty nogis e RS E P her i AR BRI HEERIBEE |
nodul e 64 regeic@ftratifier.t 0 t he device 60 via a communication link 70 to
enabl e the security nodule to validate that device only. However, as shown
in Figure 4, the security nodule nmay alternatively be connected 15 to two
or no cannec C 6 t s 70a,
700, VAl { i F oy SR Rl B eioh, DERRES, iR BRI pRAIARE seble
descri bed d@tﬁxﬂumeitﬁfnecsmgtﬂ dakgbet@eén dAGceEheaid appaiiats smprisg dieass fcftn be
initiated at any tinme, for exanple, upon switching the device on, disc

i nserti on,storiEpatrgashpne Klentises, é@chbgvom%iqmgépr beng a§§PF1§Wﬁéﬂih HFESBRMIVECt i on
With the Se?Hn(a)eHqumng }élgg fﬁt 80m§a?nr%0%1 cheﬁngﬂ%t bPY. (%R/ﬂ:%e\gﬂﬁg %algsat' lgllstt %ed by

t he securi ta>} securi 4" conmmuni cat es
to the dewtdred fdntilfier, %arruémledoxcﬂlfuhﬁmg:ateme%retxfﬂ«(eseed{maa)of@ie ddvecesigeurity
provi der 54. At 102, the device decrypts the contents of the encrypted
certi} catidentisat tonthemrigngiof the sieged ENWEsFi ¢ key CA Kpub of the CA 50 to
enabl e the public key SP Kpub of the security provider 54 to be extracted
from30 the certificate. Follow ng conmunication of the encrypted
certificatia £eslhted(aSpedahd prdsentt eerttn povideN@ §0M6RSHhodult FoPPTdiding/ 00432

secure communication of digital data between devices and arranged to store at least

one identifier, each stored identifier being associated with a respective valid device,
20  to compare an identifier of a device with said at least one stored identifier, and to
validate the device if the identifier of the device is identical to the or one of the stored

identifiers.

In a seventh aspect the present invention provides a system for providing secure
25 communication of data between a device and a security module, said device
comprising means for communicating to the security module a random number and
an identifier of the device encrypted by a public key of the security module, the
security module comprising means for decrypting the random number and device
identifier using a private key of the security module, means for validating the device
30  using the device identifier, and means for using the random number to encrypt and

decrypt data communicated between the security module and the device.



60, at 104 the security nodul e 64 comruni cates its own uni que encrypted
certificaveo@eIswesP( SM Kpub) to the device 60. At 106 the d%@P@%m@@égypts
the contents of the encrypted certificate CertsP(SM Kpub) using the public
key SP Kpub of the security provider previously extracted by the device 60
fromthe encrypted certificate 5 CertcA(SP Kpub) in order to enable the
publ i ¢ keyn HMidtpd bspett thépresan tnvenionpeivides@bet it module rigel foremivde
certificate. At 108, the device 60 communicates to the security nodule 64
t he encr yptraadans munbes #nd aneidentifierEpha dayins) enstypiese brm pablist ke of dhe 52, At

110, the I 6 r pted certificate

Cort -A( cer@atRbtnbi FREnd fenllGi AtBitR bk oBTIEC BB ettt ¢ ne
publ i c keyf Geetulipy indduld, halidite rthe Wetizk Uistig e devikeiRxtifiactad, {ipsn t he
certificate. Follow ng conmunication of the encrypted certi ficate

Cer t cA( CEvelidakipnbof the dawice5use dhg iragdamm mebesto  grerypt? andh aledept odat60

generates a randO{n H)ugger tﬁ' The.tranog@? nuprher . X. perforns no function in
t he vali d‘é‘?chl EYER, Esﬁi}"r{%g‘ el erﬂ?&lf e. Instead, the random
nunber X is used to generate a secure authenticated channel (SAC) between

the device 60 and the security nobdule 64. This is described in nore detail
bel ow. 20InAan Jeighth Faspens the @réent grventions podvideshaphtatusyfarf promidittgrseounber X

and the encrypted.certifica rtcE:""(Device Kpub) stored jn the device
501 1 or dETREBHEEHSD! SE s b ERBE SSFRPSEALY SRR RA e deves o
Cert 15", aaddpui&einRidahle cOfpritide Sbatsffof denMiN PMABRI ke AAneRE r¥Pt ed
certificate CertcE"', ~, (Devi ce Kpub) are subsequently 25 éncrypted at 116
usi ng t hecquinuhicatieg theivaigsumb koy t¢ the dowises,ieagh devded eifg apamgedda sherypt
comuni cated to the device 60.by.the securjt dul e at step 104, and
conmuni ca‘ﬁ%@ ComEn U %‘I?%‘He'm thedryices é’a‘ngéhﬁ\éﬂgﬁﬁﬁﬁeé'r and encrypt ed
certificate CertcE", ~"(Device Kpub} to the security nodule 64 at step 118.

30 At 120, the security nodul e 64 decrypts the encrypted bit shuffled
random nulrberrelatel aspectytht quiesent invehtien praadescErecufibe maialekfurlyrovslingy an
equi yal ent key SM Kpriv to.the pupli¢c ke Kpub. . The bit shuffling of the
Shut 1 ed TeaHmspRRImBIER o g GHEH) SPiasberitn givissh Aot Dgngd: 1 Bpesets &

Cer t CEW,&Qe&nCﬁe%M?] fbiS eh@YFine dafdt cothfiinibadd HRENEnBRE QR4RE Afa &) gorithm
used to bit shuffle the random nunber X and encrypted certificate

Cer t cEm~, ¢ddemumicatéhé randam key tot thealg¢vicas.t he security nodul e 64 to enable
the bit 5 shuffling to be reversed. Alternatively, the security nodule 64
may send to the device 60 a random nunber, referred to as a random

chal | engewidlst {12l ihOMtod Ha8 BREP HesRFibbd ittt Bl R0 Gefifst hhd 3éRniRfelcé( CEMaN
Kpub). The random challenge Z is bit shuffled by the device 60, encrypted
usi ng0t heit switube tappresiitade thatithe satne \prisiviple uieyahd usedirie riet mpda chainhef
security nodul e, reﬁ rably at the s time as the bit shuffled 10 random
number XWWP@‘B} %wﬁagis'??%sa?és"éﬁg’@e?%"(Devi ce Kpub). The security
nodul e 64 decrypts the encrypted shuffled random chall enge Z and conpares

the bit shuffled random challenge with the unshuffled random chal | enge
st ored t hSuitable algonthiesr for mselén Ensriimventiony forhgeneatigrnrivate/publigekeys maay been

huff1 ed by, t.h i.ce..60.. The.. it dul e 64 th .5, of thi
chal | engeitlop B Sty ot HiFRFHelipinsmi ool Y THanc Fep Aetiftatber X
and ggicr yﬁﬁ%%&@d& DES G Lalgbritheh( EeraamipRy bﬂo@lvérhgnlgﬁde‘ﬁ%atoF}eW{zﬁwg to

Figure 5, the random nunber is extracted and storec the security
of the context or unless otherwise specified, no general distinction is made between

keys associated with symmetric algorithms and those associated with public/private
algorithms.

30  The terms “scrambled” and “encrypted”, and “control word” and “key” have been used
at various parts in the text for the purpose of clarity of language. However, it will be

understood that no fundamental distinction is to be made between “scrambled data”



nodul e 64 at step 124. At 126, the security nodul e 64 decrypts the

encrypt edwd®oesssbi fi cat e Cert cEm-, (Devi ce Kpub) using the pobiBowiobay CEman
Kpub of the CE manufacturer 52 previously transmitted to the security
nodul e 64 by the device 60 in order tojgnable the public key Device Kpub of
the device 60 to be extracted fromthe certificate. 25 Validation of the
devi ce 60 zhg “cadryhRE datl’ dPbetWEenSE CbnitloY wikRdUARI §4k¢$r"“'. ng the public key
Devi ce Kpub of the device 60 at step 128. The securi'ty nodul e conpares the
recei ved device public key Device Kpub with a |ist of device public keys
previously stored in the security nodule. The list of device public keys
may be ge tﬂ%ﬂbfyt[}]‘t"ﬁ%n@ze?ﬁyﬁt!?é g{tﬂr%&lpdg@pd Lemt%q and Hé‘f‘rg?@,hagﬁch as
non-vol at il 1 : ' . Uk ovi der
54, The scec TR Yariblh pia inthABE o] ik JIRRUC S iy of HifnBEE, ok B G-
cont aisns dewilklee undéBtesl hatrtOfuRGameBaIQi it 8an is24 pu made bktwezn &eaagptad ed wi t h
invalid deviges and is used to blacklist non-conpliant devices. An

"aut hor i z&#aomngd;"signed datea 3d ‘eenptedslat’| anddsiprihgd data’at ed with valid
devices and is used to restrict transfer of data to between pre-registered
devices only. 5 Device identifiers intentionally published by third
parties, Sinilatynhe esmpequivaldnbkey histused anrelfer taddesy ddapteti o desgpeddton | i st
by the CA 50 when per.iodically_ updating the security nodule 64 1n order to
prevent d&REFYPIe YL {5y MENNeBEE KEL PIHVACHYETFF om t hese devi ces or cl ones of
t hesg devi ces. However, the use of an authorization |list can also prevent
device identifiers intentionally published on the Internet from working
since 10 Fesmfesidesstibeliabose yvolatingnotméiBod adpects af ydsresene kb fition Ban 4166
exanple, a hone network. A flag enbedded within the encrypted device
certifi cabe appliecht® ¥marafst apeaibcand Yige Mefddl e certificate deternines the
list with which the received device public key is conpared. For exanple,
the security nodul e may conpare the received device public 15 key with
stored pubtdferrédfanassorthaipestent ibberitivviabillchotebé deserivdis; bytwsy 6f @anipte a
setting "0", and caonpare the received device public key with both stored
publ il8~ kepBlyasdcictarenre fotthe perpRnagyRe \Arawingg g vishied public keys
associated with valid devices when the flag has a setting "1 ". 20 If the
device 60 is determned to be an invalid device, the security nodul e 64

t er m nat eFigupenshbowatthoelemiehts dfteedigiaali aridisual §ystea shown in Figure 4, the
security nodule is in comrunication with other devices, comunication with
those devices is also termnated. 25 If the device is determned to be a
val i d devj TERYE I : : ticated
channel (SR ZRRoRE i sk e of cAiTRRRP LTS S SRBULEMA SBEH U7 £
nodul2@ 64. Figure 6 shows the steps associated wth the generation of a
secure authenticated channel ,of conmuni cati.on betyween a device and a
security Hig#g & shaws the eqnagctionoof ¢ secupby mogdyletp 4 AYi%4 generates a random -
session key SK. The random session key SK is TDES encrypted at step 202 by
the security nodul e 64 using the WO 001 62540 PCT/ 1 BOO/ 00432 -22 random
nunber X FigansAishowsl theocdnnectioceff a sscurigdmodulé4o twotdeeicdsvi ce 60. The
encrypted session key TDESX(SK) is transmtted to the device 60 at step
204. At step 206, the device 60 decrypts the encrypted session key

TDESXk& SK) i Ay : EdeViseSt in
mam)r%g/ athsétﬂééggfggés%%as&ggg%sgﬁl gy Kﬂﬁvﬁpgfoggrdusedb}?@%%ryt dat a
t r ansf er r aduletand subsejeently\prowidiig sacule tbrmamuarcation petweenthe dedice Bhd the

foll owi ng val,idation of the device, key distribution is undertaken by the
security Lsuptygmedulen order to create a secure channel of communication

bet ween the device and the security nodul e. Updating of the session key
(SK) can also be initiated at any tinme, for exanple, upon switching the
devi ce onFigtes € sHowar theostepsz agptiagdowith nthe devieratdon\oft hgecirerchassdl agfl i shnent
of connection with the securjty nodule etc. 1. S Wth reference to Figure 1,
the BVD ptommpnication betwsen o devign spd ascewity medide;data to the di splay 14 and
recorder 18. The steps associated with the descranbling of data received by
a device will now be described wth reference to Figure 7, A DVD disk

t ypi cal | yFigure P slhstratey pliccdeseranbilingrafrdataGentived biviasdewipes ( ECVB) t oget her 20
with the scranbled audi o and/or visual data. An ECMis a nessage related to
t he scranbl ed audi o and/or visual data. The nessage contains a control word
(which allows for the descranbling of the data) and the access criteria of
the data. The access criteria and control word are transmtted by the DVD
pl ayer 12 to, for exanple, display 14 via the communication |link 16. 25 The
data stored on the disk typically conprises a nunber of distinct
conponents; for exanple a tel evision programe includes a video conponent,

o T T~ T S FH



WO 00/ 62540 -23 PCT/1B00/ 00432 The control word typically changes every few
seconds, vamol/&s40ECVE are al so periodically inserted in theGIdBa/IH3knabl e

t he changing control word to be descranbl ed. For redundancy purposes, each
ECM typically includes two control words; the present control word and the
next control word. 5 Upon receipt of scranbled data and an encrypted ECM
fromthe I { extr .1 h r anbl ed
data and E}a@srgsg%ﬁ&ew%x N gtl(% ségk%?%ao%gtgs@%aﬂ@hﬁ%} gf F%ﬁ r §ﬁ]ﬂp‘[6u?‘ifc&§§{lypti ng

t he ECM amnemwa¢hrtaotdevites;ne control word fromthe decrypted ECM 10 The
descranbling circuitry may be inplenented in a detachabl e conditional

access nodule 40 or CAM comonly enbodied in the formof a PCMCl A, or PC
card insert ' [ (oY Lce. r ively, the CAM
30 my Do e D SLPS RAEHSler oF ahid el BB EY b b Butgn ang

di spl @y 14inkei ng 15 communi cably |inked by any suitable comunication |ink
42, for exanple via a serial or parallel interface. The CAM 40 may itself
further include a slot to receive a smart card. In such systens, the

smartcard_contral s whet her the end. user has the right to decrypt t.he ECM 20
and 1o acELate flehalsSheikes Aotk TR, iaRriniSul oBavec s Mo e Eou
i s decryplige da¥wéenPi IPEDSHlayet landl 4 Wiidital heleGiBRnt andathd saBeqhift &RPdtioas Word
extracted. The processor 41 of the CAM 40 may then descranble the scranbled
data to sappied ouhto daseiapibdedate escetved wiranh the 12 laypatoa the digitah tlgvisidnor
examl.e, deconpressi on and subsequent display. Alternatively, the
descridnbl ARy of the data may be carried out 25 within the display 14 using
the control word information communicated to the display 14 fromthe CAM

40. In the case where scranbled data is communi cated fromthe DVD player 12
to the di §igu¢ 11 sbowsdhe St8ps 2rsogiafisd avjtiethe sgitugi wiyof @ Becunenorhasmigatien of t he

DVD di sk 30 w sh trict to th ded data. For. | e,
Che di ok HERUIRETEh r0 R, Bty e iad, SRR Teotadl) -nd s aPoseafion mpetionhe &
recorded dgtRd duPtSE&Brasits dhta FBceivdd BorRGREDVI pHYEShy He AtANdEsta&ont r ol

Managenment Information (XCM), are contained WD 00/62540" - 24
PCT/ 11B00/ 00432 is an eXtended Entitlenment Control Message (XECM which

ocei pt oRSRTEEONERA . SHEUBESDH = ST eV et F0CTEL) k CobHe Rebh
modi fi es }Jb@aﬁw dfefth] EARWRI Birdt DelIedHDRUL WY 50 PWeRFoRvill BE disesReded
data, re-encrypts the ECM and passes the nodified, re 5 encrypted ECM back

to the retordetionleei the. playinghiof awdpyisyal glata em a SN player,dit may calse r ol

wor ds, nodified XE or. descranbl £d, dat a), nay bhe passed bet.ween {.he CAM
And the. dPuRieRiFntly 05 sPLigds e ecRPnp [iedirans S BRuEs ReoS fFheiet o

t hi s Jont ekdiAEQuently reMRASPHE aDIAT 'Rl dEEPrecOideObr d¥tntto tROBFHANGRRALIOM Of any
data, for exanple, an ECMfromthe display 14 to the smartcard, a secure
aut hent i caf seftwtramedrd¢dSothetRardgligy efaa eomputer-descri bed above with
reference to Figures 5 and 6, between the display 14 and the CAM 40. In
order to create the SAC 42 between the display 14 and the CAM 40, the CAM
40 nmust str9pRally e GXABPsEall stfeﬁﬁ‘c&ﬂ’gﬁﬁe@,ad SV iayel 90 RF tHEPIEBaglIBEi C Keys
in order :rgbng?date the 15 gg’l splay 14. As shomrig}{n Fi gure E,z@?he security
nmodul e nayigite! eedinwisea data storgsl, for gparaple, on disk or tape. The DVD player is

25  linked to a digital display 14 for the display of the data played by the DVD player 12.

The display 14 is preferably provided in the form of a digital television. The
communication link 16 between the player 12 and display 14 may take many forms,
for example, a radio, telephone or infra-red link. However, preferably, the
communication link is implemented by connection of the player and television on a

30 bus, for example, a IEEE 1394 bus link.

The system additionally includes a digital recorder 18, such as a DVHS or DVD



connected devices 60a, 60b via respective communication |inks 70a, 70b. As
wel | as vwbigdatssg both of these devices, each device bei ngcyasiomeded as
described in Figure 5 20 the security nodul e can create a secure

comuni cation channel between the deviggs. Figure 8 shows the steps

associated wth the provision of secure comuni cation between two devi ces.
The provi Sieoftqef, a858d fo SAMURICSR Wit thE T VB HIayde Y2 Cor xR gge B 60D
is 25 carri e‘ﬂ‘ out. gﬁf\tter both of the devi cesergaa, 6’0%rﬁ§ve B’Z@%*‘ggﬁﬁ ated by
t he securi3g4nmcu2@®. Thetracordérel & reveives afdigitalareSordaz sibpert 306t shoemdeauri ty

nodul e 64 generates a random sessi on key SK. The random session key SK is
encrypt ed BRich infgrmpfionsis r?‘}?g&"éleig? qurﬁéégll@lﬁ&sﬁsq?‘ﬁﬁt k27 torthe ﬁfisﬂﬁ“ﬂber X
transmtt t e i t ! i val i dation
of the de\e/flhéef}I eeg’ngl 3}%% ?‘%Wyagr‘g e?éjgl l?/@gg&g%gﬁ)ﬁttg%%&%&agms@r%mt ric
al gor i3 hmresordér 88 pfibt P displagg ( TDES). The encrypted session key TDESX( SK)

is transmtted to the device A 60a at step 304. WO 00/ 62540 - 25
PCT/ 1 BO0/ 00432 At step 306, the device A 60a decrypts the encrypted session

key TDESX( [ r t ssion. ke Kin
mevory. A Bl gfefe FIRAR 1STARIY PLanEp Rl 1 h AR inded

encr ypt ed sByarhfeg',ﬁt $ecoticeiviibletilatl sonedoriall B thedd dlstentsThRY bé inefsedidrt ed to
the security nodule 64 by the device B 6Qb during validation of the device.
The encr ypaaplss 42 PERVided combimed plgyer/televisipR s¢t t ed to the device B 60b at
step 0. At step 312, the device B 60b decrypts the encrypted session key
TDES K) using the random nunber Y and stores the session key SK in
menory. 1QnTérder td peovies sedie kemnblfidatioh refNddia theBreehOdRacel idemb cligipaler a
respective SAC. The sessjon key SK can then be used by, for exanple, device
A 60a to emdioypuabigistem, farn @do prevaehthe anaitborisedicapyingnand distribugien| i nk

isi ng t e LI EGTabk dhsPR Bicipion B B4 1 LBR SRS CREAR el

al gor i t hmdesite$ ira $hel midibesUIESyétdmETlorab oy éonmaRicatitinof Hie beaéeneher ypt ed
data TDESSK(D) is transmtted to device 60b via conmunication |ink 20 75 at
step W02. davices.ep 404, device B 60b decrypts the encrypted data TDESsK(D)
using the session key SK to obtain the data D. As di scussed above, there is
no generation of session keys by any of the devices; session keys are

gener at ed Hprefettyd tbvcs ealidativy sysiehlis basBdasrethertransfeh of abvificate® bbmier 5

provi des a very sinple but yet secure nethod _of providing secure
communi catd dayidseangeiesecuratyi reedule. o Withyeferencs to FagigriZ each deyicspad S8QuTHE can

onl'y be de é}é{‘?‘%}%da ily%x@d g%ﬁgyc\@mf?&@ﬁﬁ v%ﬁ&ﬁmﬂﬁﬁﬁ&eﬁ secure authenticated

channel wi € Sa Secur
20

In a first stage of a certificate distribution system a certification authority (CA) 50
delivers encrypted certificates to both consumer electronics (CE) manufacturers 52 and

security providers (SP) 54.

25 The CA 50 communicates to each CE manufacturer 52 a respective encrypted
certificate Cert.,(CEman_Kpub) shown at 56. This certificate contains, inter alia, a
manufacturer public key CEman_Kpub and is encrypted by a system, or CA, private
key CA_Kpri. To enable the contents of the certificate to be decrypted by the CE
manufacturer 52, the CA 50 communicates to the CE manufacturer 52 the CA public

30  key CA_Kpub. It should be mentioned that the private key CA_Kpri is unique to and
held exclusively by the CA 50.



nodul e as that one device. 30 As discussed with reference to Figure 7, in
addi ti onwo@omexs4dyi ng out validation of devices and the cr QT/mi0/06435ACS,
the security nodule may transmt control words, access rights and/or
scranbl ed data to a device. Figures 10;and 11 illustrate exanples WO

00/ 62540 -26 PCT/1B00/00432 in which a security nodule sets up a secure
comuni cafy ] Hﬁh%‘@e deyi b r 9 dat a
associ at eglll\?\'}l{1 tsLlhfsP%r anb eaQ%%}'%At?ég evliﬁ{gse%t&g?gﬁer%e}?%&%ﬁ%vgpﬁ%h; §4f ?rst
exanpl e, réspestivepsnaypedi edrtificate t Gertd) €SB e mibn gshowmofat 5& Thisucertificate
communi cation. | i nk between a. DVD pl.ayer. ..and iLgital televisign and the
subsequentoBARSa g flas & SEFULHY @ﬂ?‘ﬁﬁﬁyﬂ@%@ g‘&%taﬁpgllﬂ’&% A0d dg éP%Hteg t¥ntbEhe DVD
pl ayer by -digi { i B : : i 4
determ neg APﬁréG'éltchFgFfA y‘€I¢ 'e’gd():ﬁlli'a(;blJ ¢ ﬁ??%%f‘)&ggé}fe%ig@%{da{%é/dd%é‘?g?t al TV
14, usi ngtlsd ssparigysprdeider 54 dhe EB05@ comtriunicafes ite tieesetwuritiipgoviders54 the CAhe two
devices are determined to be valid, the security nodul e 64 establishes
secure auPHBEE kewnCdu Kannel s (SACS) with the DVD player 12 and the digital
TV, using the steps as descri bed above with reference to Figure 6. As a
result of establishing the SACS, a session key SK is stored in each of the

devi ces amglaisécontiatagb of thewkitificatentisttibutidmsystey eaéi2cond@her sledivnicsi(TE) Cont r ol
System Scranbled (CSS) data,and proprietary, encrypted ECVs contai ni ng
control watERfahreRk@dsaeit) raiderdaPho hrwsigns EGsPrtive ceRjificatss vits ewvayer 12

usi nqqt he §0%§1§#Son key SK and transmtted to the digital TV via the 20
conmini caPion i nk 16. The encrypted data is received by the digital TV 14
in step 504 and decrypted using the session key SK. The scranbled data is
passed to_a denul tiplexer 90 which, in step 506, separates the CSS data
fromthe Eaeh(:Fmandenmrer §Rasugrs tonaely oftysEadeyices 6Bé§§w06%¢nqrmte¢Ac by

the digital.,. t I I 4 4 . r.transfer to
the secur F%rfll ‘\é%%ﬂ?%&ewqgsgﬁgﬂﬁ%‘}bé&gg %hag 62hc1;}_§?) éer?f?lé%g/%og{r;gnsf Eﬂ't rhé}a,
encrypt edahyidueedelid ﬁ\ﬂilic'ﬂéé%rlﬂe\d&_m@ubhﬁ)g&ﬂﬁs iwdth &e3hdidatieR HeTthé @dviey t he
security nodule 64. 30 As shown_ in Figure 10, the security nodule is
not i dAal | gapability &vecoriden Phayst.saie hrldiccemtifieate isiangryptedibysm eavivalent kel et ary
security r e ] BZINCT =0l | ejv t-he st apdardi zed
security g%r %u@@c ik-rglp s?%#@@ybgnd‘?%e%ra ypte éﬁgérﬁgscifnggt ﬁéemhcgie to BQ
decrypted, the CE manufacturer 52 stores in the CE device the CA public key
CA_Kpub and the encrypted certificate Cert.,(CEman_Kpub) of the CE manufacturer
52. Thus, the public key Device_Kpub of the CE device 60 can serve as an identifier

20 of the device.

Similarly, each security provider 54 assigns to each security module 64 a respective
encrypted certificate Certs,(SM_Kpub) shown at 66. Such security modules 66 can
take any convenient form depending on the physical size and characteristics of the
25 modules. For example, the security module may be removably insertable into a socket
provided in a CE device 60 or may be a separate module connected to the device 60.
In some cases a smart card equivalent to a bank card may be used, but other formats

such as PCMCIA type cards are equally possible.

30 The encrypted certificate assigned to the security module 64 contains, inter alia, a
unique security module public key SM_Kpub. The certificate is encrypted by an
equivalent key to the public key SP_Kpub. To enable the contents of the certificate



WO 00/ 62540 -27 PCT/1B00/ 00432 session key SK. In step 512, the proprietary

encrypt edwiCidie2840e passed to the proprietary security part ped/muabeeias: i n
step 514, decrypts and validates the encrypted ECVMs using an equival ent key
to the proprietor's key used to encrypt the ECVMs, and processes the ECM if
aut horised, to extract the control words; or CSS keys, fromthe 5 ECM In

t 516, th S k dtot t andar di zed | t 66
i chener (obe e iSRS BRT R vidte JoudieBin Ty Skh adhle 84 U A

encr P 5 . e
Cnor bt od PN B CAPKPE sl e Sherdpled Septte PO KB S MR on

key at st eprovider.athus,uhe pyblnkeéy Spadsmbh dfche sebasity moldhiker 649&anf serveussear n
descranbl i %% tPe 'Iﬁ data, At 45%0 t he descranbled data is transmitted to
di spl ay 94!deBH lﬁﬁ%fcﬁ 8 peCURRY fR9qul%e readi |y understood from the above,
controk words are always encrypted 15 using the session key SK before being
transmtted between any of the devices and the security nodule. In the
above exanlsignatire ntayrtter inkluded dsagyr ef the mbaveneedtificatdsGivienaltilie Wy eontertthef ECVe

may be contained.in XECMs together with XCM, access rights, which are
20 pr ocess(i‘ﬂ 9FFifiqaEe }S’rEIEFpY‘?Téf%%r‘{?BQE'&ﬁ é?%é’l“tﬁg*g? cf lcét)‘?anﬁlee?mﬁ?tﬁj%@ er ni ne
whet her t : 1 3 i t V, i ‘El.gure 11 shows,
in the set(.:'%ﬁ gg(%%{)ﬁirgl,gﬂbﬁesg%egﬁgm s@gé(?gﬁlge(fh\%i ?ﬁ?ﬁeﬁ%gﬁllﬁ'ﬁ%&up of a secure

comuni cation |ink between a DVD player and a digital recorder and the 25

subsequent_operations, carried ouf to descranble data. received fromthe DVD
pl ayetOpy Valdatiogiaf @ devicedn the digityl avdiayisyalsysieRpissarrind; quf byndhr exchgmge

det er mi nes : Lo - af . th 125 kbt &{.!!9! a
recorder 1 1%;?%&%%%%;:%%&3@&% aé}gdfg'%}){\egpb\ﬁ{ﬁfei e%ser encehfg |g%‘rierl 30 5.

I f the twoa dwi embodinentelie sedunieyl rhedide 64alsi chnnetted tecthei device0ddilvéa G4

est abl i shes secu,re_augihenti cat ed  channel s ( SA with the DVD player 12 and

the di gi t afORBERICRRGN HBK 7Qstengapleether sspantygm %:rt‘? yatdate dhat davias 9m¥er ence
to Figure §owfPerdad E}%g&blt ig&t‘ilgurevx,) tﬁgé%ﬁo nfo%lﬁleprgt;%gﬁ%gé@&[f;‘ be %gfn?&kédsm ng

t he SACS, a session S stored 1 n each of vices and 1 n the
15 to two or more connected devices 60a, 60b via respective communication links 70a,

70b.

Validation of a single device by a security module will now be described with
reference to Figure 5.

20
The validation procedure can be initiated at any time, for example, upon switching the
device on, disc insertion, zapping of the device by the user, establishment of

connection with the security module etc.

25  The validation procedure is initiated by the security module. As shown at 100, the
security module 64 communicates to the device 60 the encrypted certificate
Cert.,(SP_Kpub) of the security provider 54. At 102, the device decrypts the contents
of the encrypted certificate Cert.,(SP_Kpub) using the public key CA_Kpub of the CA
50 to enable the public key SP_Kpub of the security provider 54 to be extracted from

30  the certificate.

Following communication of the encrypted certificate Cert.,(SP_Kpub) to the device



security nmodule. In step 602, data conprising Control System Scranbl ed
(CSS) datwoapd2qaboprietary 5 encrypted XECMs contai ni ng copttaboowosxds for
descranbling the data and XCM are encrypted by the DVD player 12 using the
session key SK and transmitted to the { corder via the comrunication |ink
20. The encrypted data is received by the recorder 18 in step 604 and

d d usi he 10 ' SK, T | ed d i d
ol 11 pi S0apt G (F sbshety yiddll K Yommunliafes 6 PR RuE BitriiSa BERRERE © °
encrypt ed CERGIEM Kpub§ R P} EEMA LIS me&ﬁeféemeexéfggéﬁﬁﬁe%ﬁteavs dfhe

recorder 18 to the security nodule 64 in step 608. transfer to the
security mrocyptedatriificate Comts, SM_Kpehensingethy public XeCHB_Kpeb ofithersecuritycr ypt ed
by the recorder 18 usi t he sessi key. SK_geperated by t security 15
modul'e. 64 ProGat eYiSinEctteeed 157 e Bliss! SO BRBORE Plvhlid: Saiegedi vi ded
i nto & st ndar @pz RPuBPRUSHIEY toRdableGfie REBliAKE) SN KPub of (RESHNitYmBaie 68
The tw ce-eng?@gégg >2IZCI\/B are recei veg at t%{a st“mardi zed se%rrni ty part 66
in step 618 tarkd ckimactedtfeam dine eertificatg. t he 20 session key SK. In step 512,
the proprietary encrypted XECMs are passed to the proprietary security part
68 which, in step 614, decrypts and validates the encrypted XECMs using an
equi val entakeyg t et BEiPE YA bothRfuniates Yol BRI sERri®h Ghode teae d
processes j}chUXE%S/Is,&P? aut hor s"“e'%,a tooupdatse tﬁ’g XCIVI? forﬂ?égxa %H to

i mt the cenificate Gértd, (CEmanhKpib)t dfetha & mannfactypkny2t hat ddd,athe tsecyritphi bi t

any further re 25 recording of the data eftc. In_step 616, t{he nodif.ied
XECMsLYar e r@?&f@é‘? dacrygisrige &nﬁ%fﬁgi et iﬁ?ted{?am(eﬁmapﬁa\ig ysings e pidjicop
stored in it e 1 : i ta.regorded
by the reclz{%??iceéfgg{;iﬁ t&&tﬁ%ﬁ{ﬁ%@%ﬁ}%@%@?%ﬁ;@?%@ IblEnn{gaﬂt‘ Eﬁbcgg gtgﬁcan
only 30 benamfacante2 to benektracted friofn the céFifMatd. t he user has access to the

user key. Thus, playback and viewi ng of the recorded data is restricted to
the hol der of the security nodul e. WO 00162540 -29 PCT/1B00100432 I n step

618, the d [ Yy t 66
wht ch' far ERaWEle Corbineador of e Bibr el MRr A e R b o RBE
passes t hgequrity ypidatt 645GVE12 thetdeeice 0aeneress aaundorh hemBACX. Tie mardwehved
encrypted XECMs_are_ decrypted once by .the recorder, using the sessjon key at
step 620 AHMbSUERsEPERE pY funcligadn coigligatiog el e ﬁawﬁ%w ﬂmsgwtg AUl DAT
tape, for éﬁsttﬂid' Q%Eﬂﬁoﬁﬁu&%@)@{bduéeﬁ%e eYdtd QUsetlaleMauthdrtici¥ed | chBfnel
under st ood that the present I nvention has been described above purely by
way of exd8AlCbetwedn thedévicntd and thefsecaityithodide 66e Timhs desdrivied in morecope of
the 10 invention. For exanple, whilst the above exanpl es have described the
provi si on 48RP Kmuni cation 1ink between devices using an | EEE 1394
digiteyy interface, unidirectional l|inks such as 8-VSB and 16-VSB may al so
be used. 15 It is not essential for a device to pass certificates directly
t 0o a secutAttiy4ntheldeeice BOrpeefornmp b, shuffing ofi riridost nuieberck and the eddrgpted
receive data froma security podule, the first, device pass jts
certifi caP%lﬁtc_BteaCﬁr&mm@eéf@\?LK.B‘%%nSt?’iﬁé.-lﬂd'be ds¥iss c‘&t‘?’g;?/ i tomamble hecurity
an d t i rtogman(Device_Kpub). The bit shuffle
modul e f ot Athb@ ) Bhd Eftyritbd SdrtiflEat €8rt,.20(Device_Kpub). The bit shuffled

random number X and encrypted certificate Certcg,,(Device_Kpub) are subsequently

25  encrypted at 116 using the public key SM_Kpub of the security module 64 previously
communicated to the device 60 by the security module at step 104, and communicates
the encrypted bit shuffled random number and encrypted certificate
Certepman(Device_Kpub) to the security module 64 at step 118.

30 At 120, the security module 64 decrypts the encrypted bit shuffled random number and
encrypted certificate Certg,,,(Device_Kpub) using an equivalent key SM_Kbpriv to the
public key SM_Kpub. The bit shuffling of the shuffled random number and encrypted



In the described exanples, only one security nodule is provided. However,
di f ferentwgessysid Yy nodul es may coexi st within a network carquiBeechssd a
nunber of devices connected via various interfaces. 25 Each feature

di scl osed in the description, and (where appropriate) the clains and
drawi ngs may be provided independent!y2®&r in any appropriate comnbinati on.
WO 001 62540 -3 0 CLAI Ms_PCT/ 1 B00/ 00432 1. A nethod of providing secure .
cormmuni caCrificate Errhisa{DeyiceaKpeh)isdeveased 2 steP B¥2%ai d nmet hod conpri sing the
steps of comunicating fromone device an identifier of a device to an

i ndependent security nodul e and perform ng device validation dependi ng on

the i dent iy algbrittie @edwirvic shuffle i tHe randone mumber X mnd hpdrypesdocettifiaté 0 Cl ai m
1, wherein the security nodul e performs device 10 validation by conparing
t he comufictaineDrventkaubdmay be stored émthe greurth wodule; Gfetn prablg thegbit A

met hod acc¢ordi. t.0 2 cehn | ifd i 0ci at ed
wtn s roshififie e Bpet "y NGHALY, SECRuYHhERL BEBldy ol 1) hoBB3RE),

net hod acgortandomOonishir ederreth®r & MrdndemCehalienyes &, €6lldvaap tredeimrofl the
conpared with stored identifiers associated with invalid devices. 5.

A
net hod acenenibted cegif@atd Gerc OFEmanviipiyi nTherandamehatlenge oisi ik phuffledr i s

conpared with stored.identifier i i I i . A
nmet hod of Wﬁrtgei(iﬁvﬁ’é %%CWQ'P&%FW“%H? ég?:ééﬁﬁ%? nﬁf}%ﬁ% §?M(11‘g%( gy\t?é\?%%%bzg%& ces,
sai d et hedngnittedi tithe staiRity tredduld) fpreferably iah theasamel difilei 4si e WipBRIfE¢ at ed
fromone device wth at |east one stored identifier, each stored identifier
bei nd 0as s swidatre dumbeh Xaande sposypted semidicpld dertd:aa(Deaics_Kpph)daThe gequsisy devi ce

if the co ni c didentifier is 25.identica t of ..t stored
{ dentif i ofodule g‘iﬁﬁféﬁ%gh"aﬁf?&?ﬂ“ﬁ@‘gge%f%idﬁﬁ’a%ha\ikg%%egf Rl sPRBal iy °L o
stored i dgnifki $andom Thall@dei Witldthd DAGRENGEINdSACEHAlleNge BiEtdetherih $a A
nmet hod according to Caimb or 7, wherein the conmunicated identifier is

conpar ed widen te deteoninedow ilfei randor shallenge i had aen\shinffleddey theadsvise &8 ding to -
the setti of a.fla 00/,62540 -31.PCTAlI BOO/ 00432 9. t
accor di ngqﬂS Sﬁ?ﬂp%fm%‘%? prg\%fes[ g % oégllﬁ/\f\qgélg{lge éoegetv?‘rsf gléet @%t nS§‘|"}é}ﬁ‘g%ssed

bet wagn t BgpleavioCie 2arliot) BumBEUKi dnd eHoEipted Ecdtifiedte @Rh?A(CﬂEﬁhﬁingﬁB) b0. A

nmet hod according to Caim9, wherein the identifier of the device is
the device.

Returning to Figure 5, the random number is extracted and stored by the security
module 64 at step 124, At 126, the security module 64 decrypts the encrypted
20  certificate Certogy,(Device_Kpub) using the public key CEman Kpub of the CE
manufacturer 52 previously transmitted to the security module 64 by the device 60 in
order to enable the public key Device_Kpub of the device 60 to be extracted from the

certificate.

25  Validation of the device 60 is carried out by the security module 64 using the public
key Device Kpub of the device 60 at step 128. The security module compares the
received device public key Device_Kpub with a list of device public keys previously
stored in the security module. The list of device public keys may be generated by the
CA 50 and stored, for example, in memory, such as non-volatile memory, in the

30  security module 64 by the security provider 54.

The security module 64 supports two types of list. A “revocation list” contains device



5 conmmuni cated to the security nodule in an encrypted certificate. 11. A
met hod ace@y@dedsyot 0 Cl ai m 10, wherein the certificate is sipgradod/essznabl e
the authenticity of the communicated certificate to be verified. 10 12. A
nmet hod according to Claim10 or 11, wherein the certificate is encrypted
using a private key. 13. A method accotking to O aim 12, wherein an

equi val ent key to the private ke){ is comruni cated to the security nodule in

a certifi ®HPRC &ry pesoeigtedywith dyealiddeyicesand issusedyto blackist sen-gempliantkey

bei ng stor ' tc uf: by, I ice. 14.. A et hqad
accordi ng d? gicg?a‘?ﬁn J%‘é{hgﬁzﬁ@% f terc(‘a)lmngl ge‘gﬁég P %&eggﬁegﬁ)?ﬁtg&‘glﬁvaﬂgrt her
encr ypt ed deyicehendiig ised toifdsiist Gansderet ddta @We@pﬁﬂ-ﬂegs{@%ﬁ Vi URENI cat ed
to the security nodule. 20 15. A nethod according to aim 14, wherein the

encrypted certificate is decrypted by the security nodule first using a

i dul ' K d | i ng. sai d_equi.val
onabl & 1 nOirsneRasF? ByetitnAiEERRe it pAie Thoh PR orcBe Rt o
certificaksy béSadhbd t6 tH@trE'ﬂfi]gﬁ&? %ﬁb?gh% @Qw'dwgéé ipﬁi'ewdiéﬁiy”'ubﬁﬁingeih%i ficate

containing the device identifier is random sed by devi‘ce prior to

encr ypt i osgcurite matuloéd smofdsn th prevgnt date fiomal beipgt thansfeered rto toy frool hese

L0109 19 SR BRI ARE AL fe 008 Sy BSOS B O

random nupR&ien( davie Hehtifers MeeMisrAdy GRbliiHedCaH Se ARidhR! HoRY Mﬁng\%ﬁ%i fier
of the device being encrypted by the device using a security 00/ 62540

- 32 rifdul ¢hese lideantifiersywdhuotdwenvalidi anyvhdret excepteins furiexpmpleya ok, network.
PCT/ 1 B0O0/ 00432 18. A nmethod according to Claim17, wherein the encrypted
random nunber (X) and encrypted certificate are decrypted by the security

modul e i nSHapSiniikdaed Sthih the ShFpstel Aeick V@Herdasy of %@Pﬁﬁfge? o dor

nunber (X), and secondly using said public key to enable i er of
the devi cenadolebeertificatacletemines tthe listewithi wiyichdble reeeived . demicagiublid keycsr di ng
to Caiml§, whgrﬁi n the exéracted raa@gm nunmber %ﬁ(? is.stored in. the
security FRYHBEYs ehexample.dhe secughnmafulsmay somrase fierres! ISePUPHC rpdul e
to the ,deléé%@itﬁ%’or&@?ﬁlﬂ?é k&35 BB R Wit ﬁﬂ{aﬁ&@eggé‘sr \Xﬂénel‘ﬂﬁ lﬂggthaﬁa E@tﬂﬁ%imng

nunber in the security nodudl e and the devi ce. nmet hod~of provi

secur e coldijnamshicompansft thei rriceivkd dievicebpublize key widy jboth atededs publicirkeyy
nmodul e, sai d nethod conpr,ising the steps .af transferri .10 the, security 15
ot ¢ et SN A dexieds G0 sfrsbpullic ke i Bibadae a1

public keyhen the flag has a setting “1”.

20 If the device 60 is determined to be an invalid device, the security module 64
terminates communication with the device 60. If, as shown in Figure 4, the security
module is in communication with other devices, communication with those devices is

also terminated.

25  If the device is determined to be a valid device, the security module 64 generates a
secure authenticated channel (SAC) of communication between the device 60 and the
security module 64. Figure 6 shows the steps associated with the generation of a
secure authenticated channel of communication between a device and a security
module.

30
In step 200 the security module 64 generates a random session key SK. The random

session key SK is TDES encrypted at step 202 by the security module 64 using the



of the security nodule, the security nodul e decrypting the random nunber
and devi ogolodesdsp fier using a private key of the security pofiB08/00432

val i dating the device using the device identifier and, upon validation of

t he device, using the random nunber to encrypt and decrypt data

comuni cat ed between the security noduP? and the device. 20 21. A nethod
according to Cl aim 20, wherein the identifier of the device is included in

a certi L i d&@ﬁ@éﬂ?@[@@ trapsmiftedgioy theesecunty medeleiG4c By éhhéfﬁﬁigeeﬁ%r Jg@ed
i i . i 22 . A i
U119 L1e RUBIG, KRkt ADISTRKI 1 el PRe T B0 Acer 0o o

to encryption, the random sation being reversed by the security nodul e

foll ow ng decryption of the random nunber. 23. A method according to any of
d ai ms 17 Atosta266, the devine 68idscrynts thasueypsd sessircreyaRRESKEKIarsinig theat e

taining the identidi f _the devi . andomi by.~4 he, devi. [
o ench yparetm BBk oBfhered R RO R BRI oo rFog St &
fol I owi ng léégcm@g itefeafer LER! 102t MdfiDRANsBREEd AR bdn B8 dRvice 60QHAH62540
-33 PCT/1B00/ 00432 24. A nethod according to any of Clains 19 to 23,

wher ei n t secwrdy umodufe fbdul e communi cates to the device a random key (SK)
generated in the security nodule and encrypted using the random nunber (X),
t he device decrypting said key (SK) using the random nunber (X) and

ther eaf t errpis| 380w LAYt 6rokd tht AeBBE; R distMiRioR e indePtak b PRSI Y
nodul e. 25. A nethod according to Cl aim 24, wherein the device comuni cates

to t h secoodulyimomdet ® aratenseyyt ebardet of Cammnnic@n basvedvbthealgrice BOI)

tai ni trol for. d nbling d the . deyice. furth
cncrypti ndné Ak At Undhling £ S BERsian sk R el atSiebe e gl B cor i ng
to daim Qﬁme,‘mﬁé)@&rlfblé,h@oﬁ%&hih tHEPERV @ e alsk Risertide 26y ot @ deEve

extracts the control word fromtRe ECM and conmuni cates to the device the
cont rol wbydhemsery pstellishmiengof edmeitenn wak)the surity madwetetwd according to
Claim 24, wherein the device conmunicates to the security nodul e an
encrypted Extended Entitlenent Control Message (XECM containing access

rightg to ' VD eYAbi HiReur8iad bELCHASh Ng said
key (%K). ‘ggﬁg%fe;égg%eqfﬁ{)gg?eag’cwgsdi ngqj'?%r d ait%]ﬂ(é?t,yes/r\herel?éﬁkﬁﬂje secut?'ist y "

nmodul e decheyPisplayhlet amkregptdet 1XETW stepsiiassoeiatedhwitln thee descramjiling efoddtai ned in
the XECM encrypts t.he nodjfied XECM.and ¢ nicates.to the device the
et vt ou TF e ge SEGer P RS b AET UM TR TFHERERNS T 7 “*5 50,

nmet hod according to any of Clains 19 to 28, wherein data is comruni cated
between first and second devices, and upon validation of each device by the

security AoBYLxdisk pwpicadlystaresenspmigdEnts t contea) Messages (ECMs) tagethere a
rand key .S enerated,in the security and_encrypt.ed ,ysi t he
Fandai nuiey iSRS aio bl AFRN el RREOR BV Bk PORCA 5168
decrypti ngcramibied<udid akid/ob Siskd] Hie. B aissagaentalny)a senedlaved (Wgeeby, and

comuni cates to the second device said key (SK) encrypted using the random
nunber ( Ypllgesérdhedesorambiimgod damdptddeanddbe aqchss criteria of the data. The access

criteria and control word are transmitted by the DVD player 12 to, for example,
display 14 via the communication link 16.
25
The data stored on the disk typically comprises a number of distinct components; for
example a television programme includes a video component, an audio component, a
sub-title component and so on. Each of these components is individually scrambled
and encrypted. In respect of each scrambled component of the data, a separate ECM
30  is required. Alternatively, a single ECM may be required for all of the scrambled

components of a service



WO 00/ 62540 -34 PCT/1B00/ 00432 second device decrypting said key (SK) using
the randomonwaisd® (YY) generated thereby, said key (SK) thePEEIBAS/00432i ng
used to encrypt data comruni cated between the security nodul e and the

devi ces and data comuni cat ed between _?ge devices. 5 30. A nethod of

provi di ng secure communi cation of digifal data between devices, said nethod

conprisin h p i) J , r @i random key
(S i ¢ e SorRbdlrwBte Rty el Wbl ey RO, oBETG! BOWRE ot o
devi ces ugjefigdicaBy I ineétesd KeYthe 18atdlto Anabikhad @ﬁﬁ%ﬁﬂﬁ REnfr&l Grorl Modbe
wherein the security nodul e communi cates to _each device the key (SK)

encr ypt ed desiragbled: aFoprsdvndensy guxpossaneacht BdMbiypicadly ineluiesetwa kentrelvi ce
decrypting the sessian ke SK) ,Usi the ra m nunber (X). 32. A nethod
accordi ngg'chgfﬂtﬁl r?\r?f%,“ %"ii"@%%%{}? e°°8{5]$}(§’dﬂﬁ%3at es to the 15 security

nodul 5 t he respecti ve random nunber (X) encrypted using a public key (SM

Kpub) of the security nodule. 33. A nmethod according to Claim 32, wherein

t he encrypipso reagigbed senarhbled dxa dnd ageancyyptediECY frmm the Q¥ Ptplayendd) theusi ng a
private ke S riv f ecurity 2 le to obtain the r m
umber - (ot herds e ECHE e sbambil S S B ettt M unber
(X) is rangasdcpanblg éif&i&fﬁ%@éwﬁgiﬁw&waﬁa eftréc@ing B coRtroPRord fiém
random sati on being reversed by e security nodule Tollow ng decryption of
t he randothadedrgpted BCM25 35. A nethod according to any of Clains 30 to 34,
wher ei'éﬂ t he security nodul e vali dates each device before comunicating said
key (SK) to each device. 36. A nethod according to O aim35, each device
comuni catigg &é@cﬂaﬂﬁiﬁhkfdix"cﬁin%pn{apﬁeeiﬂiplérﬁeﬁtg@ i 8 CdéidchiblERERAIBoAA ack&dsi dat i on
of the device by the security nbdule. 37. A nethod according to any of

C ai ns 28 maduds 40wireCAM; emirdordyyenitiijed B theviondyic2 BAMCRE gePCodardal |y

h d by t J it d . PCT/ 1 BOQ/ 00432 38. . A t di t
SR Y A R N gt S C AR
cor respong,g Hcdify bifadte A0 SRE FBCApRANALRBE, BeCCAM R0CafdeYispay R BE@pt ed to

transfer a therebetween via a comunication link. 39. Apparatus Tor
pr ovih ng commumecabyntimkeiddst anyrsuithbld icgmmainicisivg link4ee fon edauplesss a serial

apparatus co ising.a security nodul e conprising neans for receiving an
PP or pgpaﬁlelS {ntg'face. y P g g

The CAM 40 may itself further include a slot to receive a smart card. In such
systems, the smartcard controls whether the end user has the right to decrypt the ECM

20  and to access the programme. If the end user does have the rights, the ECM is
decrypted by a processor 41 within the smart card and the control word extracted.
The processor 41 of the CAM 40 may then descramble the scrambled data to supply
the recipient device with a clear data stream for, for example, decompression and
subsequent display. Alternatively, the descrambling of the data may be carried out

25  within the display 14 using the control word information communicated to the display
14 from the CAM 40.

In the case where scrambled data is communicated from the DVD player 12 to the
digital recorder 18 for subsequent viewing, the manufacturer of the DVD disk may
30  wish to restrict access to the recorded data. For example, the disk manufacturer may
wish to prohibit any further copying of the recorded data. In such situations, the

access rights, or eXtended Contro! Management Information (XCMI), are contained



identifier of a device and neans for perform ng device validation dependi ng
on the 10wiodwisksddy of the received identifier. 40. A securPCYIBO®432 f or
provi di ng secure comuni cation of digital data between devices and arranged
to receive an identifier of a device apgl to performdevice validation
depending on the identity of the received identifier. 15 41. Apparatus for
provi di ng ;366 Ukfer@AOAEHHI SRt Conkbl Meseag@Wem vhﬁéﬁ"ﬁ,@l(}d Gaccess righ
apparatus conprising neans for storing at [east one i1dentifier, edch stored
i dent i f i erashdxtergninsbby ithet didk manhfaeturers pHpon vexeiph|of dhal XECM, thegaoes§arr
conparing an jdentjfjer . of a deyj i th sai east one stored . .

i denti fi er‘ﬁ %’gleré@sfsfq decrypis ﬂ%?a*ﬁﬁwwaﬁ%s %eé&%éwf orygxampledQmrehibit of ¢ he
device is j.dent. f rEgg:Mi 87k del : security
nodul e fordngr%{??g?n%ft@gggﬁé@o%nr?(%%%tnss%@ I giat%alryaggé:%gﬁ%gto\é&ggﬁd%vi ces
and ar$ angsdrypteds ECM badk focths trecwinderidieitei fi er, each stored identifier being

25 associated with a respective valid device, to conpare an identifier of a
device with said at | east one stored identifier, and to validate the device

if the id i £i j LS (I | 3 f ored

i denti fi eﬁgﬁhliﬁeA&isygst?@mg%gfrt&gFg@i( NG lé‘g’g{lfr g’%ggﬁ]n%%?g%ﬁ’ége%‘{’gﬁlé{%g

bet ween a dies)i may by padled beoecen thy CAMImd thei displeyildeor eeqordai 1Y) andans f or
comruni cat i nglét o the security nodul e a random nunber and an identifier of
the devi cePreblemsnfagousity mnaydisecat ks ipferfasta 8 QYRFCPINe YN PECDISMS P uri ty

nodul g, conpri s . S r I e E}QSIO 0.z

PCT/ | BOO/ %ﬁ%a%%g%%%nﬁn%%gﬁdxﬁb%eﬁ l?’d%?\tl I e&érﬁﬁﬁ égm%ﬁ%r ?64’? ethﬁey of
t he secur isnjarfeacy) bk @ecubeantBertioated ahamihel (SXIC) 426is dfdtedpasidesitibedabovewithie
identifier, and neans for usi ng)ét he random nunber_to encr%/&t and_decrypt

data conmigfesencedo igwiern and s, detraentthe displavel apr thecCHM, fo.e In prder Ao
security r i r r } kLiler of a
devi ce engggﬁ%gﬁﬁ%QégggﬁB%%?‘Eggkéﬁyﬁﬁé$§g§€F?ﬁgﬁﬁbé@?géig39?@%*k%’% random
nunber andoflexifigleiilahé simh@cardisthedist opdeviat ubky keffs inhadsreruvalidytentheul e,
validate the device using the device identifier, and, upon validation of

t he dbVi celispiael4he random nunber 10 to encrypt and decrypt data
comuni cat ed between the security nodul e and the device 45. Apparatus for
provi di ng secure comuni cation of digital data between devices, said

appar at us AORRGWS i iidFighe de e sccuding nodide midyt Ye notintated aomwosomngnoreans f or
generating a random key and neans for communicating.the randomkey to the

y .
devi ces, ronpeted dexiges S0aH0bgvia resRRGE cosmaycarion links {08.oftby T ¥EB @S bet ween
t he devi ceg;HSt key ; IJafi 00 ARy didng
Socure. conglidmtlithdSe IREAIR epch Geyibe BEalidar DU RGHELS HHUHE'S)
generZl e ahe sevdfity meyule Skh cfeate ® peruypddnguniaation’€hanneithenvesatthel dowitercen t he

devices andg to comuni cate the random key to the deyvices. 25 47, A nethod
of provi difAgrset shews dhersieps afsosteds Wi g?ﬁ@anm&latoa O SSRUER CoBpRiggtion

subst ant i %Ic{vyeeﬁ%e&e%&s.descr i bed.

The provision of secure communication between device A 60a and device B 60b is
25 carried out after both of the devices 60a, 60b have been validated by the security

module. With reference to Figure 8, at step 300 the security module 64 generates a

random session key SK. The random session key SK is encrypted at step 302 by the

security module 64 using the random number X transmitted to the security module 64

by the device A 60a during validation of the device. The encryption is preferably
30  conducted using a symmetric algorithm, such as Triple DES (TDES).

The encrypted session key TDES,(SK) is transmitted to the device A 60a at step 304.



48. A nmethod of providing secure comuni cation of digital data between a
devi ce aMD @0/e28¢lurity nodul e substantially as herein descrBQIAB00/00Y32
Apparatus for providing secure comruni cation of digital data between
devices 30 substantially as herein deggyi bed. 50. A system for providing
secure conmmuni cation of data between a device and WO 001 62540 -37 a

security pRGHpE3CH, R adMiccA Al 60addechpieine dheBptddoREsiokdy *rmxg%éﬁﬁsiﬁé- A

security nodul'e substantially as herein described. .Ay?. A@: r.A

@ A@ Auy . Aruranda@nAfurbey) X\ ¥nd stares,. the AggsionkexBK AR ner@pFu@ A , . A NS. A

Sy.AFa. A3,E.A E.AIN,.AN. A, . Al ;.A f.A3. AYNS. AYNf. A@AI N, . A; S2. As7. [ TZYU- O+p
P>

S .
{vpkfa\ W ag]¢a] 308 CaCcalioml sebdibs ad %Kaikcaﬂhﬁﬂinﬁﬁ% @E@]&éi@?&dc%gfl cajcalc

aJ ca] ca] calcalca] ca]calcalc”a]ctalcTal] x| ' 1 AA4j 5?{vpkfa\ W ca] ca]tal ca] cal]c

i'i] Ci'i] 5?] claiogeﬁ}xa:iocia]e@q esiig endaincadneey dajreshtied t thajseairith dpteag4 by cal] cau
ca] ca] cal,?D:

lell1 O Q\F#ﬂ("g@ﬁo/ﬁ%/&%ﬁ%&'&bdmf% b dhsdevisp o o Tog | UTEUSE SPEic KPR a] ca] ca

al' ' g
oL R e ol elein o Slpmesizieas S

a} Ca]U] Ci’i] BajObajecniptsthe shagpied sesajondicy AN ESYBE) vang tiecaidoat huraberdY and ca] ca] ¢
ajcajcalcC

L, .
L < <==9>>§°§@§§?k§%@ﬁﬁ%§%&#ﬁ@m QKKKKK| wr mhb] W U] ca] cal] ca] ca] ca] ca] ca

] ca] qg] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caJcalc
a] ca! K M MVMANWNOPK PPPPRYRSSTTT( TpUUVI VWW WW\KaXXXzupkf a\ W ] ca] ca] ca] ca] ca]
ca] ca] ca] Thys; ahe a¢ssmncledy] 81 Uk ¢cmbfmifed db cadic dbvded owdrcatsspéative SACaTha] ca] cal

binbcdOn] USAFArkTS] S 40 R e e o emp Ea Eice £ S9pce) PRk 459 ca cal o
?]E?ﬂ C@?]ggﬁhﬁﬁ%}&% ??%ﬁﬂ%@ﬁgﬁaoﬁﬁﬁ%&ﬁgﬁ%?fga] ca] cal] ca] ca] cal] ca]

caj] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]
cal m nxnnno5000pX

rgrsaRrrr m&eﬁmﬁ)‘i[%)‘g%gg‘\%gq’@bftﬁ? PPadevigecolrcaroRicdate D) esing thessssion | ca] cau

b e e A e A G AR e S
] ca] ca] ca{TRESnilpatitim) oakechlika] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! cr

y39t +~(| RO9~{vqgl gb] X] ]] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca! ~&=@% 9F0f ~J{vql gb] X] ]] ca

IR oS Bt i A R 0 A RS 5 A3 A R RS R
%akgg?gaA%ﬁ]aﬁakfaﬂ@almalmF%] dwlwaﬂqﬁb?@a@}ﬁ*c?m?ﬂﬁ?dﬁfaﬂ?m%@]] Ca} Cai Q

: upj.e calcalc ca].cal] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]c
a] ca] ca] c%%%%ﬁ%%?%%é’%ﬁ E"a{"‘}t@g’]‘gﬁ]ﬂé@]ﬁa] ca] ca] ca! | n] g+z*&nKa{vqgl gb] X ] c
a]J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca
]ca] ca]cal]ca]ca]ca]ca]ca! 6-HIV[j\q

i r4’l‘J] #. {}/qA%] biiéé}:]sse]d] abie}re,aﬂlwte] isaje @]snﬁiiﬁmﬂ or?lsc;;w]ogjdiegft]b&aﬁ]m'a? ?ﬁﬁ?ec%f]\w]sc aJ ]ca] ]ca

caU] ca] caU].ca] ca] ca] ca] cal.ca] cal ca] ca] ca!. 37 2 XN cajcalc

a] ca] ca] c3Sap 5}'%@?(85]“]6&?%8}‘1%']’% CEPELY &9 cﬂ]“é%?’&"a?\{g’é{?ééﬂ% ca] cal]

! I Ge fa\ -

R R i kS R b R K e Rk CRE T

ZS7[ i uz{ vigtyeen/Hipvietd aa jtivafiata]trmpmitiedatyc ane deﬁ] @:d? onlls'dw]dsiamau Pt ];b}/{z\?\]] ]Ca] ]Ca]
A ) I z! ~asvexdl Ul zu a caj ca

T 2] oa] o a1 PGS ASGRUFIEA © S50t BUEHcBles eRIEl SHLL M HDA] cal ca

l FRW f 4;

CRgs]{ \C/g} ;g} %P?@La?é%tﬁ%eﬁ%ﬁ%&cael ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] cal] ca]

ca] ca] ca] ca] ca]ca]ca] ca]ca]ca]calcalcalBUWh k M?!

{upke [V]ca]ca] caU] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca].ca] ca] caéac,ia] calj cajcalc

a] caP@a] cAF chgcussed awitle spiesaure 4p Eigws! 7, m@d@ttl,qp to carrying out validation o

u'),>{v : : a)J cal ca
Ca) bl oa] SATETRETAE PHaba B SACSUSEIEOHEPRERE e baauh Sbfd Pbas] ool cal
[u'), >{ vaicgbdsfideadmirdroset antlled fiata ke allevite aFigates dDanfl dd il lositatad:aniglesa] ca] cal
cal ca]ca]ca] ca]c]cal ca]cal]caUca]calca]ca.[TzZf H, 10%& ()-,!10% ()-3
#10%&' ()- ,!110%& ()- @ELO%& ()-109%& ()- " !10%& ()-ZYUf H*, 10%& ()-, 3
1098 ()- yy&10%?& ()- , 10%& ()- ,!10%& ()-#10%&' ()-,!10%& ()-U-Of H@
109%& ()-"' 109 ()-y&H#109& ()- $!'10%& ()-" 109& ()-!'!109% ()- 'ylO09& ()-+p s




fG@ 109 ()-9 109%& ()- ,8 109%& ()- f610%& ()-/!10%& ()-f3.#109%& ()-

*10%&' () - wolv@s4b0%&' ()-!' 1@ 109%98&' ()-,!6@ 10%*& ()-,! @ 1@e®18gorop4320 10

10! "' <L109%&' () -

HWX6M@) ! 1z#10%<<& () - @#10%& () - & d@#10%<<& ()- & Fl z#10%<& () - G Fl z#10%<
& () -G nFf#10%<<& ()-FZ[\] x| oM@ ! 1z#109%f+ @%d0% t & ()-! @YdL0% |

& ()-! T@YL0Y& ;1) - 10<< 10<< 10<<![1z#10%<& ()-'IdEMQ!' 1z#1 10%&' () -

10%&. () - im whig: @&ecqu}y&n@ule(sqtggg/&- sggure communication link between two devices

love: () SRR d i an AR B S Qi AU Qa1 O o
109%&' ()-L10%& () -] xnbC@'! @40% . ()- 10 10 10F: 10%& ()- 8 10% ()-3

710%& ()- 0 10%& ()-5?dEmbC@! 10% & ()-1 #10% & (3- 10% & ()- 10% & ()-f
10% & () - EmpoedO(shows, © a fEsbexample, the steps associated with the setting up of a

B L T eI Tope
10% & () - 3su%¥&g.(é9(( Spératiors Labed out 16 descrinitféideta Petbived Hom Y BviDpager ) - S8
109 & ()- 6f#109% & ()-4 10% & ()-1 10% & ()-0 10% & ()-' $($CH$$% %4 S4/ 10
1098 ()- Yoy tlgodigital television.

In step 500, the security module 64 determines the validity of each of the DVD player
10 12 and the digital TV 14, using steps as described above with reference to Figure 5.
If the two devices are determined to be valid, the security module 64 establishes
secure authenticated channels (SACs) with the DVD player 12 and the digital TV,
using the steps as described above with reference to Figure 6. As a result of
establishing the SACs, a session key SK is stored in each of the devices and in the

15 security module.

In step 502, data comprising Control System Scrambled (CSS) data and proprietary
encrypted ECMs containing control words for descrambling the data are encrypted by
the DVD player 12 using the session key SK and transmitted to the digital TV via the

20 communication link 16,

The encrypted data is received by the digital TV 14 in step 504 and decrypted using
the session key SK. The scrambled data is passed to a demultiplexer 90 which, in step
506, separates the CSS data from the encrypted ECMs. The encrypted ECMs are

25  passed over the SAC by the digital TV 14 to the security module 64 in step 508. For
transfer to the security module 64 over the SAC, the encrypted ECMs are further
encrypted by the digital TV 14 using the session key SK generated by the security
module 64.

30 As shown in Figure 10, the security module is notionally divided into a standardized
security part 66 and a proprietary security part 68. The twice-encrypted ECMs are
received at the standardized security part 66 in step 510 and decrypted once using the
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10% & () - C@@D& keys gre p(alsed to the st (Jarduedy secunty part 66 which
encrypts the CSS keys using the session key SK and passes the encrypted CSS keys
to the digital TV 14 over the SAC. The received encrypted CSS keys are decrypted
10 by the digital TV 14 using the session key at step 518 and subsequently passed to a
descrambler 92 for use in descrambling the CSS data. At 520, the descrambled data

is transmitted to display 94 for display.

As will be readily understood from the above, control words are always encrypted
15  using the session key SK before being transmitted between any of the devices and the

security module.

In the above example, the control words are contained in ECMs. However, the ECMs
may be contained in XECMs together with XCMI, or access rights, which are
20  processed by the proprietary security part 68, for example, to determine whether the

user’s rights to view the data have expired.

Figure 11 shows, in the second example, the steps associated with the setting up of a
secure communication link between a DVD player and a digital recorder and the
25  subsequent operations carried out to descramble data received from the DVD player

by the digital recorder.

In step 600, the security module 64 determines the validity of each of the DVD player
12 and the digital recorder 18, using steps as described above with reference to Figure
30 5. If the two devices are determined to be valid, the security module 64 establishes
secure authenticated channels (SACs) with the DVD player 12 and the digital recorder

18, using the steps as described above with reference to Figure 6. As a result of
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The encrypted data is received by the recorder 18 in step 604 and decrypted using the

10  session key SK. The scrambled data is passed to a demultiplexer 90 which, in step
606, separates the CSS data from the encrypted XECMs. The encrypted XECMs are
passed over the SAC by the recorder 18 to the security module 64 in step 608. For
transfer to the security module 64 over the SAC , the encrypted XECMs are further
encrypted by the recorder 18 using the session key SK generated by the security

15 module 64.

As shown in Figure 11, the security module is notionally divided into a standardized
security part 66 and a proprietary security part 68. The twice-encrypted XECMs are
received at the standardized security part 66 in step 610 and decrypted once using the
20  session key SK. In step 512, the proprietary encrypted XECMs are passed to the
proprietary security part 68 which, in step 614, decrypts and validates the encrypted
XECMs using an equivalent key to the proprietor’s key used to encrypt the XECMs,
and processes the XECMs, if authorised, to update the XCMI, for example, to limit
the number of times which the user may replay the data, to prohibit any further re-
25  recording of the data etc.

In step 616, the modified XECMs are encrypted using a proprietary algorithm PA and
a user key 96 stored in the security module 68. This adds security to the data
recorded by the recorder 18; the control words for descrambling the CSS data can only
30 be extracted from the modified XECM if the user has access to the user key. Thus,
playback and viewing of the recorded data is restricted to the holder of the security

module.
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It will be understood that the present invention has been described above purely by

way of example, and modifications of detail can be made within the scope of the

10 invention.

For example, whilst the above examples have described the provision of a
communication link between devices using an IEEE 1394 digital interface,

unidirectional links such as 8-VSB and 16-VSB may also be used.

15
It is not essential for a device to pass certificates directly to a security module. For
example, where a first device is unable to receive data from a security module, the
first device may pass its certificates to a second device in two-way communication
with the security module for validation of the first device.

20

In the described examples, only one security module is provided. However, different
security modules may coexist within a network comprised of a number of devices

connected via various interfaces.

25 Each feature disclosed in the description, and (where appropriate) the claims and

drawings may be provided independently or in any appropriate combination.
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a device to an independent security module and performing device validation

depending on the identity of the communicated identifier.

2. A method according to Claim 1, wherein the security module performs device

10  validation by comparing the communicated identifier with at least one stored identifier.

3. A method according to Claim 2, wherein each stored identifier is associated

with a respective one of a valid device or an invalid device.

15 4. A method according to Claim 3, wherein the communicated identifier is

compared with stored identifiers associated with invalid devices.

5. A method according to Claim 3 or 4, wherein the communicated identifier is
compared with stored identifiers associated with valid devices.

20

6. A method of providing secure communication of digital data between devices,
said method comprising the steps of comparing an identifier communicated from one
device with at least one stored identifier, each stored identifier being associated with
a respective valid device, and validating the device if the communicated identifier is

25 identical to the or one of the stored identifiers.

7. A method according to Claim 6, wherein said at least one stored identifier is

stored in an independent security module.

30 8. A method according to Claim 5 or 7, wherein the communicated identifier 1s
compared with stored identifiers associated with valid devices according to the setting

of a flag.
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10% &'5() - c8mnflini&a¥ed to the security module in an encrypted certificate.

11. A method according to Claim 10, wherein the certificate is signed to enable the

authenticity of the communicated certificate to be verified.

10 12. A method according to Claim 10 or 11, wherein the certificate is encrypted

using a private key.

13. A method according to Claim 12, wherein an equivalent key to the private key
is communicated to the security module in a certificate encrypted by a system private

15  key, a system public key being stored in both the security module and the device.

14. A method according to Claim 12 or 13, wherein the encrypted certificate is
further encrypted by the device using a security module public key and communicated

to the security module.

20
15. A method according to Claim 14, wherein the encrypted certificate is decrypted
by the security module first using a security module private key and secondly using
said equivalent key to enable the identifier of the device to be extracted from the
decrypted certificate.

25

16. A method according to Claim 15, wherein the certificate containing the device
identifier is randomised by the device prior to encryption, the randomisation being

reversed by the security module following decryption of the certificate.

30 17. A method according to Claim 12 or 13, wherein a random number (X) is
generated by the device, the random number (X) and the encrypted certificate

containing the identifier of the device being encrypted by the device using a security
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key to enable the identifier of the device to be extracted by the security module.

19. A method according to Claim 18, wherein the extracted random number (X)
is stored in the security module such that data communicated between the security
10 module to the device may thereafter be encrypted and decrypted by the random

number in the security module and the device.

20. A method of providing secure communication of digital data between a device
and a security module, said method comprising the steps of transferring to the security
15 module a random number and an identifier of the device encrypted by a public key
of the security module, the security module decrypting the random number and device
identifier using a private key of the security module, validating the device using the
device identifier and, upon validation of the device, using the random number to
encrypt and decrypt data communicated between the security module and the device.
20
21. A method according to Claim 20, wherein the identifier of the device is
included in a certificate generated by the device, the certificate being encrypted using

the public key of the security module.

25 22, A method according to Claim 20 or 21, wherein the random number is
randomised by the device prior to encryption, the randomisation being reversed by the

security module following decryption of the random number.

23. A method according to any of Claims 17 to 19 or 21, wherein the random
30  number and the certificate containing the identifier of the device are randomised by
the device prior to encryption, the randomisation being reversed by the security

module following decryption of the random number and certificate.
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5 security module.

25. A method according to Claim 24, wherein the device communicates to the

security module an encrypted Entitlement Control Message (ECM) containing a control

word for descrambling data, the device further encrypting the encrypted ECM using
10 said key (SK).

26. A method according to Claim 25, wherein the security module decrypts the
encrypted ECM, extracts the control word from the ECM and communicates to the
device the control word encrypted using said key (SK).

15
27. A method according to Claim 24, wherein the device communicates to the
security module an encrypted Extended Entitlement Control Message (XECM)
containing access rights to data, the device further encrypting the encrypted XECM
using said key (SK).

20
28. A method according to Claim 27, wherein the security module decrypts the
encrypted XECM, modifies the access rights contained in the XECM, encrypts the
modified XECM and communicates to the device the encrypted modified XECM
further encrypted using said key (SK).

25
29. A method according to any of Claims 19 to 28, wherein data is communicated
between first and second devices, and upon validation of each device by the security
module, the security module communicates to the first device a random key (SK)
generated in the security module and encrypted using the random number (X)

30  generated by the first device, the first device decrypting said key (SK) using the
random number (X) generated thereby, and communicates to the second device said

key (SK) encrypted using the random number (Y) generated by the second device, the
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said method comprising the step of providing a security module, generating a random

key (SK) in the security module and encrypting data communicated between the

devices using the random key.

10 31. A method according to Claim 30, wherein the security module communicates
to each device the key (SK) encrypted using a random number (X) generated by that

device, the device decrypting the session key (SK) using the random number (X).

32. A method according to Claim 31, wherein each device communicates to the
15 security module the respective random number (X) encrypted using a public key

(SM_Kpub) of the security module.

33. A method according to Claim 32, wherein the encrypted random number (X)
is decrypted by the security module using a private key (SM_Kpriv) of the security

20  module to obtain the random number (X).

34. A method according to Claim 33, wherein each random number (X) is

randomised by the respective device prior to encryption, the randomisation being

reversed by the security module following decryption of the random number (X).
25

35. A method according to any of Claims 30 to 34, wherein the security module

validates each device before communicating said key (SK) to each device.

36. A method according to Claim 35, each device communicates an identifier

30  thereof to the security module for validation of the device by the security module.

37. A method according to any of Claims 28 to 36, wherein said key (SK) is
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39.  Apparatus for providing secure communication of digital data between devices,
said apparatus comprising a security module comprising means for receiving an
identifier of a device and means for performing device validation depending on the

10 identity of the received identifier.

40. A security module for providing secure communication of digital data between
devices and arranged to receive an identifier of a device and to perform device
validation depending on the identity of the received identifier.
15
41.  Apparatus for providing secure communication of digital data between devices,
said apparatus comprising means for storing at least one identifier, each stored
identifier being associated with a respective valid device, means for comparing an
identifier of a device with said at least one stored identifier, and means for validating
20  the device if the identifier of the device is identical to the or one of the stored

identifiers.

42, A security module for providing secure communication of digital data between
devices and arranged to store at least one identifier, each stored identifier being
25 associated with a respective valid device, to compare an identifier of a device with
said at least one stored identifier, and to validate the device if the identifier of the

device is identical to the or one of the stored identifiers.

43, A system for providing secure communication of data between a device and
30  a security module, said device comprising means for communicating to the security
module a random number and an identifier of the device encrypted by a public key

of the security module, the security module comprising means for decrypting the
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module and the device.

5

44, A security module arranged to receive a random number and an identifier of

a device encrypted by a public key of the security module, decrypt the random number

and device identifier using a private key of the security module, validate the device

using the device identifier, and, upon validation of the device, use the random number

10  to encrypt and decrypt data communicated between the security module and the device

45.  Apparatus for providing secure communication of digital data between devices,
said apparatus comprising the devices and a security module comprising means for
generating a random key and means for communicating the random key to the devices,

15  each device being arranged to encrypt data communicated between the devices using

the random key.

46. A security module for providing secure communication of digital data between
devices and arranged to generate a random key (SK) for encrypting data

20 communicated between the devices and to communicate the random key to the

devices.

47. A method of providing secure communication of digital data between devices

substantially as herein described.

25
48. A method of providing secure communication of digital data between a device

and a security module substantially as herein described.

49.  Apparatus for providing secure communication of digital data between devices

30  substantially as herein described.

50. A system for providing secure communication of data between a device and
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