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What is claimed is: 

1.  A computer implemented method comprising: 

during a Transmission Control Protocol ("TCP") session between a sending endpoint 

computer and a receiving endpoint computer, monitoring, by the sending endpoint computer, 

amounts of data sent and patterns of data loss as data is sent to the receiving endpoint 

computer; 

periodically determining, by the sending endpoint computer, whether data is being sent 

below, at or above path capacity, based on the monitored amounts of data sent and patterns of 

data loss; and 

periodically dynamically adjusting, by the sending endpoint computer, a rate at which 

data is sent to the receiving endpoint computer, in response to determining whether data is being 

sent below, at or above path capacity; 

during sending of data by the sending endpoint computer to the receiving endpoint 

computer, the sending endpoint computer enforcing the periodically dynamically adjusted rate 

using a token bucket; 

dividing, by the sending endpoint computer, tokens of the token bucket into a plurality of 

slices; and 

pacing release of the plurality of slices and corresponding sending of data to the 

receiving endpoint computer across the management cycle, by the sending endpoint computer. 

2.  The method of claim 1 further comprising: 

during the TCP session, first executing a path characteristics measurement phase during 

which the rate at which data is sent to the receiving endpoint computer is regulated according to 

a TCP slow-start process, and subsequently, after a specific amount of data has been sent, 

executing a path congestion monitoring and rate control phase, during which the rate at which 

data is sent to the receiving endpoint computer is periodically dynamically adjusted in response 

to determining whether data is being sent below, at or above path capacity, by the sending 

endpoint computer. 

3.  The method of claim 2 further comprising: 

during the path characteristics measurement phase, tracking a Congestion Window 

("cwnd") which is grown out of the TCP slow-start process, data sent, data lost, and a maximum 
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selective acknowledgement ("SACK") hole size observed, by the sending endpoint computer; 

and 

during the path congestion monitoring and rate control phase, utilizing information 

tracked during the path characteristics measurement phase to begin an initial dynamic 

adjustment of the rate at which data is sent to the receiving endpoint computer, by the sending 

endpoint computer. 

4.  The method of claim 2 further comprising: 

during the path congestion monitoring and rate control phase, dynamically adjusting, by 

the sending endpoint computer, the rate at which data is sent to the receiving endpoint computer, 

once per management cycle of the TCP session. 

5.  The method of claim 4 wherein: 

each management cycle of the TCP session is equal to one Smoothed Round-trip Time 

("srtt"). 

6.  The method of claim 2 further comprising: 

during the path congestion monitoring and rate control phase, tracking bytes sent, bytes 

lost, and SACK hole patterns observed during each management cycle, by the sending endpoint 

computer; and 

utilizing tracked bytes sent, bytes lost, and SACK hole patterns observed during previous 

management cycles to dynamically adjust the rate at which data is sent to the receiving endpoint 

computer in subsequent management cycles, by the sending endpoint computer. 

7.  The method of claim 2 further comprising: 

during the path congestion monitoring and rate control phase, during each specific 

management cycle, determining how much data to send to the receiving endpoint computer in a 

next management cycle, based on an amount of data sent during the specific management 

cycle, an amount of data newly lost during the specific management cycle, and information 

concerning SACK holes and attempts to retransmit them during the specific management cycle, 

by the sending endpoint computer. 

8.  The method of claim 1 further comprising: 

tracking, by the sending endpoint computer, newly reported missing bytes identified by 

SACKs from the receiving endpoint computer; 
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tracking, by the sending endpoint computer, times at which identified SACK holes were 

last sent to the receiving endpoint computer; 

periodically determining a current path congestion state based on the tracked newly 

reported missing bytes, the tracked times at which identified SACK holes were last retransmitted 

to the receiving endpoint computer, amounts of data sent to the receiving endpoint computer and 

a previous path congestion state; and periodically adjusting, by the sending endpoint computer, 

the rate at which data is sent to the receiving endpoint computer, based on periodically 

determined current path  congestion states. 

9.  The method of claim 1 further comprising: 

tracking, by the sending endpoint computer, information concerning incoming SACKs 

from the receiving endpoint computer, the information concerning incoming SACKs further 

comprising SACK holes, newly reported missing bytes identified by SACKs and times at which 

identified SACK holes were last retransmitted to the receiving endpoint computer; and  

when retransmitting SACK holes to the receiving endpoint computer by the sending 

endpoint computer, giving priority as follows: first SACK hole beyond a current acknowledgement 

("ACK") point, SACK holes that have never previously been fully retransmitted from oldest to 

newest, and SACK holes that have been fully retransmitted but have not been retransmitted 

within a specific amount of time from oldest to newest. 

10.  The method of claim 1 further comprising: 

tracking times at which identified SACK holes were last retransmitted to the receiving 

endpoint computer as timestamps of recorded kernel ticks, by the sending endpoint computer. 

11.  The method of claim 1 further comprising: 

during sending of data to the receiving endpoint computer, enforcing the periodically 

dynamically adjusted rate, by the sending endpoint computer. 

12.  The method of claim 1 further comprising: 

during sending of data to the receiving endpoint computer, enforcing the periodically 

dynamically adjusted rate, while observing the TCP receiver window, by the sending endpoint 

computer. 

13. The method of claim 1 further comprising: 
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during sending of data to the receiving endpoint computer at the periodically dynamically 

adjusted rate, giving priority as follows: retransmission of a first SACK hole beyond the current 

ACK point, other retransmission data, and new data. 

14. The method of claim 1 further comprising: 

during sending of new data to the receiving endpoint computer at the periodically 

dynamically adjusted rate, dividing the new data into microbursts, each microburst comprising a 

specific number of segments; and 

sending one microburst of data at a time, with a specific amount of time between 

microbursts, thereby spreading the sending of microbursts across a srtt. 

15. At least one non-transitory computer readable-storage medium storing: 

computer executable instructions that, when loaded into computer memory and executed 

by at least one processor of a computing device, cause the computing device to perform the 

following steps: 

during a Transmission Control Protocol ("TCP") session between a sending endpoint 

computer and a receiving endpoint computer, monitoring, by the sending endpoint computer, 

amounts of data sent and patterns of data loss as data is sent to the receiving endpoint 

computer; 

periodically determining, by the sending endpoint computer, whether data is being sent 

below, at or above path capacity, based on the monitored amounts of data sent and patterns of 

data loss; and  

periodically dynamically adjusting, by the sending endpoint computer, a rate at which 

data is sent to the receiving endpoint computer, in response to determining whether data is being 

sent below, at or above path capacity; 

during sending of data by the sending endpoint computer to the receiving endpoint 

computer, the sending endpoint computer enforcing the periodically dynamically adjusted rate 

using a token bucket; 

dividing, by the sending endpoint computer, tokens of the token bucket into a plurality of 

slices; and 

pacing release of the plurality of slices and corresponding sending of data to the 

receiving endpoint computer across the management cycle, by the sending endpoint computer. 
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16. The at least one non-transitory computer readable-storage medium of claim 15 further 

comprising: 

computer executable instructions that, when loaded into computer memory and executed 

by at least one processor of the computing device, cause the computing device to perform the 

following additional steps: 

tracking, by the sending endpoint computer, newly reported missing bytes identified by 

SACKs from the receiving endpoint computer; 

tracking, by the sending endpoint computer, times at which identified SACK holes were 

last sent to the receiving endpoint computer; 

periodically determining a current path congestion state based on the tracked newly 

reported missing bytes, the tracked times at which identified SACK holes were last retransmitted 

to the receiving endpoint computer, amounts of data sent to the receiving endpoint computer and 

a previous path congestion state; and 

periodically adjusting, by the sending endpoint computer, the rate at which data is sent to 

the receiving endpoint computer, based on periodically determined current path congestion 

states. 

17. The at least one non-transitory computer readable-storage medium of claim 15 further 

comprising: 

computer executable instructions that, when loaded into computer memory and executed 

by at least one processor of the computing device, cause the computing device to perform the 

following additional steps: 

tracking, by the sending endpoint computer, information concerning incoming SACKs 

from the receiving endpoint computer, the information concerning incoming SACKs further 

comprising SACK holes, newly reported missing bytes identified by SACKs and times at which 

identified SACK holes were last retransmitted to the receiving endpoint computer; and 

when retransmitting SACK holes to the receiving endpoint computer by the sending 

endpoint computer, giving priority as follows: first SACK hole beyond a current acknowledgement 

("ACK") point, SACK holes that have never previously been fully retransmitted from oldest to 

newest, and SACK holes that have been fully retransmitted but have not been retransmitted 

within a specific amount of time from oldest to newest. 

18.  The at least one non-transitory computer readable-storage medium of claim 15 further 

comprising: 
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computer executable instructions that, when loaded into computer memory and executed 

by at least one processor of the computing device, cause the computing device to perform the 

following additional step: during sending of data to the receiving endpoint computer, enforcing 

the periodically dynamically adjusted rate, by the sending endpoint computer. 

 




