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IDENTITY AUTHENTICATION METHOD, DEVICE, AND 

SYSTEM 

TECHNICAL FIELD 

[0001] The present application relates to the field of identity authentication 

technologies, and in particular, to an identity authentication method, device, and 5 

system. 

BACKGROUND 

[0002] In related technologies, an interactive operation can be implemented 

between users. When an interactive operation is implemented between an interactive 

device and a user equipment, a user of the user equipment obtains interactive objects 10 

of interest, and a provider of the interactive object can obtain a corresponding 

interactive resource from the user by using the interactive operation implemented 

between the interactive device and the user equipment. 

[0003] In the related technologies, the user needs to manually operate the user 

equipment to complete an interactive operation between the user equipment and the 15 

interactive device. However, the user may be in an inconvenient situation to operate, 

for example, the user carries heavy luggage. Consequently, interaction efficiency is 

relatively low. 

SUMMARY 

[0004] In view of this, the present application provides an identity authentication 20 

method, device, and system, to improve user identification efficiency and accuracy, to 

further improve interaction efficiency and security. 

[0005] To achieve the previous objective, the present application provides the 

following technical solutions: 

[0006] According to a first aspect of the present application, an identity 25 

authentication system is provided, including a client device, a payee device, and a 
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server end, where the payee device transmits a near field message, where the near 

field message includes payee-device identification information of the payee device; 

the client device sends the payee-device identification information, user identification 

information of a logged-in user of the client device, and signal strength of the near 

field message to the server end in response to receiving the near field message; the 5 

server end receives the payee-device identification information, the user identification 

information, and the signal strength that are sent by the client device, and marks the 

logged-in user as a candidate user corresponding to the payee device in response to 

determining that the signal strength is greater than predetermined strength; the payee 

device receives a transaction instruction initiated for the logged-in user, obtains 10 

biometric feature information of the logged-in user based on the transaction 

instruction, and sends an identification request that includes the biometric feature 

information to the server end; and the server end receives the identification request, 

matches the biometric feature information against standard biometric feature 

information of a candidate user corresponding to the payee device, and determines a 15 

user account corresponding to the logged-in user, where the user account is used to 

respond to a transaction operation corresponding to the transaction instruction. 

[0007] According to a second aspect of the present application, an identity 

authentication method is provided, including: receiving, by an interactive end, an 

interactive instruction initiated for a user; obtaining, by the interactive end, identity 20 

information of the user; and sending, by the interactive end, an identification request 

to a server end, where the identification request includes the identity information, 

where the identification request is used to instruct the server end to match the identity 

information against standard identity information of a candidate user corresponding to 

the interactive end, to determine a user account corresponding to the user, where the 25 

user account is used to respond to an interactive operation corresponding to the 

interactive instruction, and where a user near the interactive end is marked as a 

candidate user corresponding to the interactive end by the server end. 

[0008] According to a third aspect of the present application, an identity 

authentication method is provided, including: receiving, by a server end, an 30 

identification request sent by an interactive end, where the identification request 

includes identity information of a user, and where the identity information is obtained 

by the interactive end from the user based on an interactive instruction initiated for the 

user; matching, by the server end, the identity information against standard identity 
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information of a candidate user corresponding to the interactive end, where a user 

near the interactive end is marked as a candidate user corresponding to the interactive 

end by the server end; and determining, by the server end, a user account 

corresponding to the candidate user in response to determining that the identity 

information matches the standard identity information corresponding to the candidate 5 

user, where the user account is used to respond to an interactive operation 

corresponding to the interactive instruction. 

[0009] According to a fourth aspect of the present application, an identity 

authentication method is provided, including: receiving, by a client device, a near 

field message transmitted by an interactive end, where the near field message includes 10 

interactive-end identification information of the interactive end; and sending, by the 

client device, the interactive-end identification information, user identification 

information of a logged-in user of the client device, and signal strength of the near 

field message to a server end, so that the server end marks the logged-in user as a 

candidate user corresponding to the interactive end in response to determining that the 15 

signal strength is greater than predetermined strength, where in response to 

determining that the interactive end obtains an interactive instruction for the logged-in 

user, identity information of the logged-in user is obtained by the interactive end and 

is sent to the server end, the server end matches the identity information against 

standard identity information corresponding to each candidate user, and determines a 20 

user account corresponding to the logged-in user, where the user account is used to 

respond to an interactive operation corresponding to the interactive instruction. 

[0010] According to a fifth aspect of the present application, an identity 

authentication device is provided, including: a receiving unit, configured to enable an 

interactive end to receive an interactive instruction initiated for a user; an acquisition 25 

unit, configured to enable the interactive end to obtain identity information of the user; 

and a sending unit, configured to enable the interactive end to send an identification 

request to a server end, where the identification request includes the identity 

information, where the identification request is used to instruct the server end to 

match the identity information against standard identity information of a candidate 30 

user corresponding to the interactive end, to determine a user account corresponding 

to the user, where the user account is used to respond to an interactive operation 

corresponding to the interactive instruction, and where a user near the interactive end 

is marked as a candidate user corresponding to the interactive end by the server end. 
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[0011] According to a sixth aspect of the present application, an identity 

authentication device is provided, including: a receiving unit, configured to enable a 

server end to receive an identification request sent by an interactive end, where the 

identification request includes identity information of a user, and the identity 

information is obtained by the interactive end from the user based on an interactive 5 

instruction initiated for the user; a matching unit, configured to enable the server end 

to match the identity information against standard identity information of a candidate 

user corresponding to the interactive end, where a user near the interactive end is 

marked as a candidate user corresponding to the interactive end by the server end; and 

a determination unit, configured to enable the server end to determine a user account 10 

corresponding to the candidate user in response to determining that the identity 

information matches the standard identity information corresponding to the candidate 

user, where the user account is used to respond to an interactive operation 

corresponding to the interactive instruction. 

[0012] According to a seventh aspect of the present application, an identity 15 

authentication device is provided, including: a receiving unit, configured to enable a 

client device to receive a near field message transmitted by an interactive end, where 

the near field message includes interactive-end identification information of the 

interactive end; and a sending unit, configured to enable the client device to send the 

interactive-end identification information, user identification information of a 20 

logged-in user of the client device, and signal strength of the near field message to a 

server end, so that the server end marks the logged-in user as a candidate user 

corresponding to the interactive end in response to determining that the signal strength 

is greater than predetermined strength, where in response to determining that the 

interactive end obtains an interactive instruction for the logged-in user, identity 25 

information of the logged-in user is obtained by the interactive end and is sent to the 

server end, the server end matches the identity information against standard identity 

information corresponding to each candidate user, and determines a user account 

corresponding to the logged-in user, where the user account is used to respond to an 

interactive operation corresponding to the interactive instruction. 30 

[0013] It can be seen from the previous technical solutions that in the present 

application, the server end determines users near the interactive end and marks the 

users as candidate users, and these users only need to provide their identity 

information for the interactive end so that the server end can automatically determine 



5 

 

 

user accounts corresponding to these users and perform an interactive operation on the 

determined user account. The user does not need to perform an operation on a user 

equipment of the user, thereby simplifying a user operation and improving interaction 

efficiency. In addition, an identification range of identity information (which is 

limited to the candidate users corresponding to the interactive end) can be narrowed, 5 

and the server end performs objective matching in the entire identification process, 

and no manual identification is involved, thereby improving user identification 

efficiency and accuracy, further improving interaction security. 

BRIEF DESCRIPTION OF DRAWINGS 

[0014] FIG. 1 is a schematic architectural diagram illustrating an identity 10 

authentication system, according to an example implementation of the present 

application; 

[0015] FIG. 2 is a flowchart illustrating an identity authentication method on an 

interactive end side, according to an example implementation of the present 

application; 15 

[0016] FIG. 3 is a flowchart illustrating an identity authentication method on a 

server end side, according to an example implementation of the present application; 

[0017] FIG. 4 is a flowchart illustrating an identity authentication method on a 

client device side, according to an example implementation of the present application; 

[0018] FIG. 5 is a schematic diagram illustrating a transaction scenario, according 20 

to an example implementation of the present application; 

[0019] FIG. 6 is a transaction flowchart, according to an example implementation 

of the present application; 

[0020] FIG. 7 is a schematic diagram illustrating another transaction scenario, 

according to an example implementation of the present application; 25 

[0021] FIG. 8 is a schematic structural diagram illustrating an example of an 

electronic device on an interactive end side, according to an example implementation 

of the present application; 

[0022] FIG. 9 is a block diagram illustrating an example of an identity 

authentication device on an interactive end side, according to an example 30 

implementation of the present application; 

[0023] FIG. 10 is a schematic structural diagram illustrating an example of an 
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electronic device on a server end side, according to an example implementation of the 

present application; 

[0024] FIG. 11 is a block diagram illustrating an example of an identity 

authentication device on a server end side, according to an example implementation 

of the present application; 5 

[0025] FIG. 12 is a schematic structural diagram illustrating an example of an 

electronic device on a client device side, according to an example implementation of 

the present application; and 

[0026] FIG. 13 is a block diagram illustrating an example of an identity 

authentication device on a client device side, according to an example implementation 10 

of the present application. 

DESCRIPTION OF IMPLEMENTATIONS 

[0027] FIG. 1 is a schematic architectural diagram illustrating an identity 

authentication system, according to an example implementation of the present 

application. As shown in FIG. 1, the system can include a server 11, a network 12, 15 

several user equipments (such as a mobile phone 13 and a mobile phone 14), and an 

interactive device (such as a cashier device 15 and a cashier device 16). 

[0028] The server 11 can be a physical server that includes an independent host, 

or the server 11 can be a virtual server hosted by a host cluster, or the server 11 can be 

a cloud server. In a running process, the server 11 can run a program on a server side 20 

of a certain application, to implement a related service function of the application. For 

example, when running an interactive operation program, the server 11 can be 

configured as a server end configured to implement an interactive function. 

[0029] The mobile phones 13 and 14 are merely one type of user equipment that 

can be used by a user. Actually, the user can also use electronic devices of the 25 

following types: a tablet device, a notebook computer, a personal digital assistant 

(PDA), a wearable device (such as a pair of smart glasses or a smartwatch), etc. 

Implementations are not limited in the present application. In a running process, the 

user equipment can run a program on a client device side of a certain application, to 

implement a related service function of the application. For example, when running an 30 

interactive operation program, the electronic device can be configured as a client 

device configured to implement an interactive function. 
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[0030] The cashier devices 15 and 16 are merely one type of interactive device 

configured to implement an interactive function. Actually, the interactive device may 

also be a point of sale (POS), etc. Implementations are not limited in the present 

application. In a running process, the interactive device can run a program on an 

interactive end side of a certain application, to implement a related service function of 5 

the application. For example, when running an interactive operation program, the 

interactive device can be configured as an interactive end configured to implement an 

interactive function. 

[0031] The network 12 in which the mobile phones 13 and 14 and the cashier 

devices 15 and 16 interact with the server 11 can include a plurality of types of wired 10 

or wireless networks. In an implementation, the network 12 can include a public 

switched telephone network (PSTN) and the Internet. Implementations are not limited 

in the present application. In another implementation, when the network 12 is used for 

interaction between the mobile phones 13 and 14 and the cashier devices 15 and 16, 

the network 12 can include a near-field wireless communications network such as 15 

Bluetooth, Wi-Fi, near field communication (NFC), radio frequency identification 

(RRID), etc. Implementations are not limited in the present application. 

[0032] It can be seen that in a process of implementing the technical solutions of 

the application, tripartite interaction between a client device, an interactive end, and a 

server end is involved. From the perspective of a hardware device, the client device 20 

can run on a user equipment (for example, the mobile phones 13 and 14), the 

interactive end can run on an interactive device (for example, the cashier devices 15 

and 16), and the server end can run on the server 11. The technical solutions of the 

present application are separately described from processing logic of each party and a 

tripartite interaction process. 25 

[0033] FIG. 2 is a flowchart illustrating an identity authentication method on an 

interactive end side, according to an example implementation of the present 

application. As shown in FIG. 2, the method is applied to an interactive end, and can 

include the following steps. 

[0034] Step 202: The interactive end receives an interactive instruction initiated 30 

for a user. 

[0035] In the present implementation, the interactive end can actively generate an 

interactive instruction, or the interactive end can receive an interactive instruction sent 

by another associated device. 
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[0036] Step 204: The interactive end obtains identity information of the user 

based on the interactive instruction. 

[0037] In the present implementation, the identity information is identity 

information of the user that is obtained by the interactive end based on the interactive 

instruction, and the identity information uniquely corresponds to the user. 5 

[0038] In the present implementation, the identity information may be any type of 

information. Implementations are not limited in the present application. For example, 

the identity information can include password information entered by the user. For 

another example, the identity information can include biometric feature information, 

and standard identity information can include standard biometric feature information. 10 

For example, the biometric feature information and the standard biometric feature 

information each can include at least one of the following: face information, 

fingerprint information, palm print information, eye print information, iris information, 

gait information, etc. Implementations are not limited in the present application. 

[0039] Step 206: The interactive end sends an identification request to a server 15 

end, where the identification request includes the identity information, the 

identification request is used to instruct the server end to match the identity 

information against standard identity information of a candidate user corresponding to 

the interactive end, to determine a user account corresponding to the user, the user 

account is used to respond to an interactive operation corresponding to the interactive 20 

instruction, and a user near the interactive end is marked as a candidate user 

corresponding to the interactive end by the server end. 

[0040] In the present implementation, the server end can pre-obtain and record 

user accounts, standard identity information, etc. corresponding to all users, so that 

after matching the identity information against the standard identity information, the 25 

server end can determine, based on standard identity information that matches the 

identity information, a user account corresponding to the identity information, that is, 

a user account corresponding to the standard identity information that matches the 

identity information. As such, a client device on the interactive end performs an 

interactive operation on the determined user account. 30 

[0041] The server end can provide an account registration service for a user, so 

that when each user registers a user account of the user, the user account, standard 

identity information, etc. of the user can be associated with and recorded on the server 

end. As such, the server end subsequently identifies a corresponding user by matching 



9 

 

 

the standard identity information against identity information. 

[0042] In the present implementation, when the user account corresponding to the 

user is determined, the interactive end can receive the user account returned by the 

server end, and then perform an interactive operation on the determined user account 

in response to the interactive instruction. When responding to the interactive 5 

instruction, the interactive end can initiate a corresponding interactive request to the 

server end, so that the server end performs interaction for the user account. 

Alternatively, the interactive end can initiate an interactive request to another 

interactive server end that is different from the server end, so that the another 

interactive server end performs interaction for the user account. In addition, when the 10 

server end can perform interaction for the user account, after determining the user 

account, the server end can actively complete the interaction based on interactive data 

notified by the interactive end, the interactive end does not need to separately send the 

interactive request, and there is even no need to notify the interactive end of the user 

account. As such, the user account cannot be leaked, and an association between the 15 

user and the user account cannot be exposed, thereby improving interaction security. 

[0043] In the present implementation, the interactive end can transmit a near field 

message. The near field message includes interactive-end identification information of 

the interactive end. The near field message can be transmitted based on a Bluetooth 

technology, and therefore the near field message can be an announcement frame 20 

message. Alternatively, the near field message can be transmitted based on any other 

near field communications technology such as WiFi, NFC, and RFID. 

Implementations are not limited in the present application. Certainly, the near field 

message can be sent in a broadcast way, that is, the near field message is a near field 

broadcast message, or can be sent in a way other than the broadcast way. 25 

Implementations are not limited in the present application. 

[0044] Further, when the near field message is received by a client device 

corresponding to the user (for example, a logged-in user), the near field message is 

used to instruct the client device to send the interactive-end identification information 

(included in the near field message), user identification information of the user, and 30 

signal strength (for example, a received signal strength indicator (RSSI)) of the near 

field message to the server end, so that the server end marks the user as a candidate 

user corresponding to the interactive end when the signal strength is greater than 

predetermined strength. Because the signal strength is inversely related to a distance, 
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it can be ensured that the server end marks a user near the interactive end as a 

candidate user corresponding to the interactive end. 

[0045] In the present implementation, because a user (and a client device 

corresponding to the user) is usually in a moving process, the candidate user can 

further include a user near the interactive end within a predetermined duration, to 5 

ensure timeliness of the "candidate user". The interactive end can continuously and 

repeatedly transmit the near field message, and after receiving the near field message, 

the client device can repeatedly send the associated interactive-end identification 

information, user identification information, and signal strength of the near field 

message to the server end, so that the candidate user corresponding to the interactive 10 

end can be updated, to ensure timeliness of the candidate user. 

[0046] FIG. 3 is a flowchart illustrating an identity authentication method on a 

server end side, according to an example implementation of the present application. 

As shown in FIG. 3, the method is applied to a server end, and the method can include 

the following steps. 15 

[0047] Step 302: The server end receives an identification request sent by an 

interactive end, where the identification request includes identity information of a user, 

and the identity information is obtained by the interactive end from the user based on 

an interactive instruction initiated for the user. 

[0048] Step 304: The server end matches the identity information against standard 20 

identity information of a candidate user corresponding to the interactive end, where a 

user near the interactive end is marked as a candidate user corresponding to the 

interactive end by the server end. 

[0049] In the present implementation, the server end can determine the candidate 

user corresponding to the interactive end after receiving the identification request. 25 

Alternatively, the server end can pre-generate (for example, periodically generate) the 

candidate user corresponding to the interactive end instead of determining the 

candidate user after receiving the identification request, to reduce a delay of 

responding to the identification request. 

[0050] In the present implementation, the server end can determine the user near 30 

the interactive end in a plurality of ways, to mark the user as a candidate user 

corresponding to the interactive end. In one case, the server end can obtain 

positioning information (for example, positioning information generated by using a 

positioning module of the Global Positioning System (GPS) or the BeiDou 
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Navigation Satellite system, or positioning information obtained based on an indoor 

positioning technology) of a client device, and compare the positioning information 

with an installation location information of the interactive end, to determine the user 

near the interactive end. 

[0051] In another case, the server end can invoke a database, and the database 5 

records interactive-end identification information, user identification information, and 

signal strength that are uploaded by a client device corresponding to the user. When 

receiving a near field message transmitted by the interactive end, the client device 

uploads the user identification information of the user, the interactive-end 

identification information of the interactive end that is included in the near field 10 

message, and the signal strength of the near field message to the server end for 

recording in the database. The server end can receive the interactive-end identification 

information, the user identification information, and the signal strength that are 

uploaded by the client device, and mark the user as a candidate user corresponding to 

the interactive end when the signal strength is greater than predetermined strength. 15 

[0052] Further, because a user (and a client device corresponding to the user) is 

usually in a moving process, the candidate user can further include a user near the 

interactive end within a predetermined duration, to ensure timeliness of the "candidate 

user". In particular, when the server end uses the previous "database"-based 

implementation, the server end can perform life cycle management on association 20 

information in the database. For example, the server end actively deletes association 

information that is stored in the database for more than predetermined duration 1, so 

as to satisfy timeliness of the "candidate user". 

[0053] In the present implementation, when the identity information matches the 

standard identity information corresponding to the candidate user, the server end can 25 

notify the interactive end of a user account corresponding to the candidate user, so 

that the interactive end performs an interactive operation on the user account 

corresponding to the candidate user in response to the interactive instruction. When 

the server end can support an interactive function, the interactive end can initiate an 

interactive request to the server end, so that the server end completes the interactive 30 

operation. Alternatively, when the server end supports an interactive function, after 

determining the user account, the server end can actively perform the interactive 

operation without the interactive end needing to initiate an interactive request, and 

even the server end needing to send the user account to the interactive end. As such, 
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the user account cannot be leaked, and an association between the user and the user 

account cannot be exposed, thereby improving interaction security. 

[0054] In the present implementation, "matching" can be understood as that a 

similarity between the identity information and the standard identity information is 

greater than a predetermined similarity. When there are a plurality of pieces of 5 

standard identity information, the server end can match the identity information 

against standard identity information corresponding to each candidate user to obtain a 

corresponding similarity. When a highest similarity is greater than a predetermined 

similarity threshold, and a difference between the highest similarity and a second 

highest similarity is greater than a predetermined confounding difference value, that is, 10 

when a confounding factor of another user is excluded, it is determined that a 

candidate user corresponding to the highest similarity matches the user. 

[0055] FIG. 4 is a flowchart illustrating an identity authentication method on a 

client device side, according to an example implementation of the present application. 

As shown in FIG. 4, the method is applied to a client device, and can include the 15 

following steps. 

[0056] Step 402: The client device receives a near field message transmitted by an 

interactive end, where the near field message includes interactive-end identification 

information of the interactive end. 

[0057] Step 404: The client device sends the interactive-end identification 20 

information, user identification information of a logged-in user of the client device, 

and signal strength of the near field message to a server end, so that the server end 

marks the logged-in user as a candidate user corresponding to the interactive end 

when the signal strength is greater than predetermined strength. 

[0058] In the present implementation, when the interactive end obtains an 25 

interactive instruction for the logged-in user, the identity information of the logged-in 

user can be obtained by the interactive end and sent to the server end, so that the 

server end matches the identity information against standard identity information 

corresponding to the candidate user, and determines a user account corresponding to 

the logged-in user. The user account is used to respond to an interactive operation 30 

corresponding to the interactive instruction. 

[0059] In the present implementation, the interactive end can continuously and 

repeatedly (for example, periodically) transmit the near field message, and the client 

device can send the associated interactive-end identification information, user 



13 

 

 

identification information, and signal strength to the server end each time receiving 

the near field message, so that the candidate user corresponding to the interactive end 

can be updated, to adapt to a dynamic feature of a user. Certainly, to reduce power 

consumption caused by data reception and transmission, the client device can identify 

an interactive end that transmits a near field message (for example, by reading 5 

interactive-end identification information included in the near field message), so that 

after the client device receives a near field message transmitted by the interactive end 

and sends associated interactive-end identification information, user identification 

information, and signal strength to the server end based on the near field message, if 

another near field message from the interactive end is received within a predetermined 10 

duration 2, the client device can ignore the newly received near field message. When 

the server end uses the life cycle management mechanism described above, the 

predetermined duration 2 used by the client device should not be greater than the 

predetermined duration 1 used by the server end to implement the life cycle 

management mechanism, to ensure that when the client device is located near the 15 

interactive end, the server end can mark the logged-in user who uses the client device 

as a candidate user of the interactive end. 

[0060] It can be seen from the previous technical solutions that in the present 

application, the server end determines users near the interactive end and marks the 

users as candidate users, and these users only need to provide their identity 20 

information for the interactive end so that the server end can automatically determine 

user accounts corresponding to these users and perform an interactive operation on the 

determined user account. The user does not need to perform an operation on a user 

equipment of the user, thereby simplifying a user operation and improving interaction 

efficiency. In addition, an identification range of identity information (which is 25 

limited to the candidate users corresponding to the interactive end) can be narrowed, 

the server end performs objective matching in the entire identification process, and no 

manual identification is involved, thereby improving user identification efficiency and 

accuracy, further improving interaction security. 

[0061] In the technical solutions of the present application, any interactive 30 

operation can be performed by using the identity authentication method in the present 

application, and falls within the protection scope of the technical solutions of the 

present application. For example, the interactive operation can include information 

exchange, data exchange, resource exchange, etc. The resource exchange is used as an 
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example. In a specific scenario, the technical solutions of the present application can 

be applied to a transaction process. For example, a store provides an item resource 

used for a transaction, a buyer provides an object resource (for example, a fund or 

exchange code) used for a transaction, and therefore resource exchange between the 

item resource and the object resource is implemented between the store and the buyer. 5 

[0062] For ease of understanding, the technical solutions of the present 

application are described below by using a transaction scenario as an example. As 

shown in FIG. 5, assume that user C1 goes shopping at a supermarket. When 

checking out, user C1 goes to a cashier counter with a selected item 510, and cashier 

S1 receives money for the item 510. A price tag (for example, in a form of a bar code) 10 

is usually appended to the item 510. Cashier S1 reads the price tag by using a price 

tag collection device (for example, a bar code reader) on a cashier device 52, and the 

cashier device 52 initiates a transaction instruction for user C1 based on the read 

price. 

[0063] When a payment is made based on a related technology, user C1 needs to 15 

take out a mobile phone 51 (or another type of electronic device), and display 

payment code (for example, in a form of quick response code) on the mobile phone 51. 

Content of the payment code is related to a user account of user C1, so that the cashier 

device 52 can complete a transaction for the user account, in other words, complete 

deduction from the user account. However, user C1 needs to perform various 20 

operations on the mobile phone 51 in the previous process, causing inconvenience to 

user C1, and user C1 is not always able to smoothly complete an entire operation. For 

example, when user C1 in FIG. 5 holds the item 510 in the right hand, the user needs 

to take the mobile phone 51 out of the right pocket only by using the left hand, or the 

user needs to put the item 510 down and take out the mobile phone 51 with the right 25 

hand. Consequently, the entire payment process of user C1 is not smooth, and other 

users need to wait for a longer time. 

[0064] However, based on the technical solutions of the present application, user 

C1 can complete the entire payment process without performing any operation on the 

mobile phone 51, thereby simplifying a user operation and improving transaction 30 

efficiency. In the entire payment process, an interactive operation can be 

automatically implemented between the mobile phone 51, the cashier device 52, and a 

server 53, to quickly complete the payment. 

[0065] FIG. 6 is a transaction flowchart, according to an example implementation 
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of the present application. As shown in FIG. 6, a mobile client device with a 

predetermined application program runs on a mobile phone 51, a cashier client device 

with a predetermined application program runs on a cashier device 52, and a server 

end with a predetermined application program runs on a server 53. The mobile phone 

51, the cashier device 52, and the server 53 can implement the technical solutions of 5 

the present application by using the mobile client device, the cashier client device, 

and the server end. The predetermined application program can be any payment 

application. Certainly, implementations are not limited in the present application. For 

ease of understanding, the following provides description by using processing actions 

performed by each of the mobile phone 51, the cashier device 52, and the server 53, 10 

or interactive operations thereof without emphasizing the mobile client device, the 

cashier client device, and the server end. The transaction process can include the 

following steps. 

[0066] Step 601: User C1 pre-registers a corresponding user account with the 

server 53 by using the mobile client device on the mobile phone 51. 15 

[0067] In the present implementation, user C1 needs to have a uniquely 

corresponding user account on the server 53. The user account is related to a fund 

account of user C1, so that a corresponding fund is deducted/paid from the fund 

account of user C1 by using the user account. Generally, when run by user C1 for the 

first time, the mobile client device can guide user C1 in completing account 20 

registration. Certainly, user C1 can complete a registration operation on another 

occasion or in another scenario based on an actual situation. Implementations are not 

limited in the present application. In addition, user C1 can complete the previous 

account registration operation by using a personal computer (PC) or another device, 

and log in to the account on the mobile phone 51. Alternatively, user C1 can bind, to 25 

an application program corresponding to the mobile client device, a user account 

registered by user C1 in another application program, to omit an account registration 

process and simplify an operation of user C1. Actually, any method for creating a 

uniquely corresponding user account for user C1 in the application program 

corresponding to the mobile client device can be applied to the technical solutions of 30 

the present application. Implementations are not limited in the present application. 

[0068] In the present implementation, an application program of the mobile client 

device can be pre-installed on the mobile phone 51, so that the mobile client device 

can be started and run on the mobile phone 51. Certainly, when an online "client 
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device" is used, for example, in an HTML5 technology, the mobile client device can 

also be run without installing a corresponding application program on the mobile 

phone 51. Implementations are not limited in the present application. Actually, the 

cashier client device running on the cashier device 52, etc. are similar to the mobile 

client device, and details are omitted here for simplicity. 5 

[0069] Step 602: The server 53 associates the user account with standard face 

image information, and records the user account and the standard face image 

information. 

[0070] In the present implementation, when user C1 registers the user account by 

using the mobile client device running on the mobile phone 51, the mobile client 10 

device can obtain face image information of user C1 in a registration process, and use 

the face image information as standard face image information corresponding to the 

user account registered by user C1. In other words, the server 53 can subsequently 

identify whether a certain user is user C1 by using the standard face image 

information as a determination criterion. 15 

[0071] Certainly, when a user account registered on the PC is used, or when 

registration is performed on the mobile client device without enabling a face image 

information collection function, or when the user account registered in the another 

application program is used, user C1 can independently enable the face image 

information collection function on the mobile client device, and associate collected 20 

standard face image information with the user account of user C1. In other words, the 

standard face image information may not be collected in the user account registration 

process. 

[0072] In addition to user C1, all users corresponding to the previous 

predetermined application program can obtain uniquely corresponding user accounts 25 

in the predetermined application program in a method similar to the previous method 

of user C1, and record associated standard face image information on the server 53. 

[0073] Step 603: The cashier device 52 transmits an announcement frame 

message, where the announcement frame message includes device identification 

information of the cashier device 52. 30 

[0074] In the present implementation, the cashier device 52 can transmit the 

announcement frame message based on a Bluetooth communications technology. The 

announcement frame message includes the device identification information of the 

cashier device 52, to indicate a source device of the announcement frame message. 
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For example, the device identification information can be included in a single field in 

the announcement frame message, for example, a universally unique identifier 

(UUID). Alternatively, the device identification information can be represented by a 

plurality of fields in the announcement frame message, for example, a UUID, a major 

parameter, a minor parameter, etc. jointly constitute the device identification 5 

information of the cashier device 52. 

[0075] Step 604: The mobile phone 51 receives the announcement frame message 

transmitted by the cashier device 52. 

[0076] Step 605: The mobile phone 51 determines signal strength of the received 

announcement frame message, extracts the device identification information included 10 

in the announcement frame message, and uploads association information that 

includes user identification information (corresponding to the user account of user C1, 

for example, the user account or other information), the device identification 

information, and the signal strength to the server 53 based on the user account of user 

C1 that is logged in to on the mobile phone 51. 15 

[0077] In the present implementation, a transaction scenario shown in FIG. 7 is 

used as an example. Assume that user C1 is in a transaction scenario of shopping at a 

supermarket. When user C1 makes a payment by using the cashier device 52, other 

users such as user U1 and user U2 may also wait for the cashier device 52 to make a 

payment. Near the cashier devices 52, there are usually other cashier devices and 20 

other users who wait for these cashier devices to make a payment, in other words, 

there are a plurality of users around the cashier device 52. The cashier device 52 

needs to automatically identify identity information of user C1, and determine the 

user account corresponding to user C1 when user C1 does not actively take out the 

mobile phone 51 and indicate an identity (the other cashier devices also need to 25 

identify user accounts corresponding to their own users who need to make a payment, 

and details are omitted here for simplicity). 

[0078] To effectively identify a user, each cashier device can transmit an 

announcement frame message that includes device identification information of the 

cashier device. For example, the cashier device 52 transmits a corresponding 30 

announcement frame message in step 603. Certainly, the cashier device 52 can 

continuously transmit the announcement frame message in a specific period, to adapt 

to dynamic update of surrounding users. 

[0079] The announcement frame message is a near field message and has a 
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specific coverage area M1, and therefore only a user equipment within the coverage 

area M1 can receive the announcement frame message. The cashier device 52 shown 

in FIG. 7 is used as an example, and user equipments within the coverage area M1 can 

include the mobile phone 51 of user C1, a mobile phone 71 of user U1, a mobile 

phone 72 of user U2, a mobile phone 73 of user U3, a mobile phone 74 of user U4, etc. 5 

A size of the coverage area M1 can be controlled by adjusting parameters such as 

transmit power of the announcement frame message. When there is a relatively small 

coverage area M1, a quantity of user equipments that receive the announcement frame 

message can be effectively reduced, and a quantity of subsequently determined 

candidate users can be reduced, thereby improving transaction efficiency. However, 10 

when there is a relatively long distance between a standing position of a user and a 

cashier device, a user equipment used by a user may not effectively receive the 

announcement frame message due to an excessively small coverage area M1, or 

excessive user equipments receive the announcement frame message due to an 

excessively large coverage area M1, which may reduce subsequent transaction 15 

efficiency. As such, proper transmit power should be selected based on an actual 

situation, to ensure a coverage area M1 with an appropriate size. 

[0080] Step 606: The server 53 receives the association information sent by the 

mobile phone 51, and records the received association information. 

[0081] In the present implementation, not only the mobile phone 51 sends the 20 

association information, but also all user equipments that receive the announcement 

frame message send association information to the server 53, and the server 53 

records the association information. The server 53 can record the received association 

information in any preconfigured storage space, for example, in an associated 

database. 25 

[0082] In the present implementation, the server 53 can record the association 

information by using a searchable data structure, to improve subsequent data search 

efficiency and further improve overall transaction efficiency. For example, an 

association information table can be created. The server 53 records each piece of 

received association information as one piece of corresponding data in the association 30 

information table. For a data structure of each piece of data, device identification 

information (for example, a UUID, a major parameter, or a minor parameter) and user 

identification information can be used as a primary key, and signal strength can be 

used as a value, making it easy to search for each piece of data in the association 
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information table. For the created association information table, when receiving the 

association information, the server 53 can search the association information table 

based on the device identification information and the user identification information 

that are included in the association information. If there is matching data, a value of 

the data can be overwritten based on the association information, to update the data. If 5 

there is no matching data, a new primary key can be added to the association 

information table to create a new piece of data. 

[0083] Step 607: The cashier device 52 obtains a transaction instruction. 

[0084] In the present implementation, the cashier device 52 can include a price 

acquisition device. The price acquisition device can generate a transaction instruction 10 

for user C1 after reading prices of all items (for example, the item 510) carried by 

user C1, to trigger a transaction operation for user C1. For example, the price 

acquisition device can include a bar code reader, and the item 510 can include a bar 

code indicating a price of the item. The price acquisition device can learn of the price 

of the item 510 by reading the bar code. Alternatively, the price acquisition device can 15 

include an RFID reader, and the item 510 can include an RFID tag indicating a price. 

The RFID tag can transmit price indication information (for example, commodity 

information of the item 510, or a price) to the RFID reader, so that the RFID reader 

learns of the price of the item 510. Alternatively, the price of the item 510 can be 

learned of in any other way. Implementations are not limited in the present 20 

application. 

[0085] Certainly, the price acquisition device is not necessarily integrated in the 

cashier device 52. After learning of the price of each item carried by user C1, the price 

acquisition device can send a notification message to the cashier device 52. The 

cashier device 52 can generate a transaction instruction based on the notification 25 

message, or the notification message can be used as a transaction instruction. 

[0086] Step 608: The cashier device 52 collects face image information of user 

C1. 

[0087] In the present implementation, the cashier device 52 can include an 

identity information collection device 520. When user C1 makes a payment by using 30 

the cashier device 52, the identity information collection device 520 can collect the 

face image information of user C1. 

[0088] In the present implementation, the identity information collection device 

520 collects any type of user identity information, but it should be ensured that the 
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server 53 records standard user identity information of a corresponding information 

type in step 602. For example, when the standard user identity information recorded 

by the server 53 is standard face image information, the identity information 

collection device 520 should also collect corresponding face image information. 

When the standard user identity information recorded by the server 53 is standard 5 

fingerprint information, the identity information collection device 520 should also 

collect corresponding fingerprint information. 

[0089] Certainly, in addition to biometric feature information such as the face 

image information and the fingerprint information, other non-biometric feature 

information can also be used as the user identity information here. Implementations 10 

are not limited in the present application. 

[0090] Step 609: The cashier device 52 sends an identification request to the 

server 53, where the identification request includes the face image information of user 

C1. 

[0091] Step 610: The server 53 determines a candidate user corresponding to the 15 

cashier device 52. 

[0092] In the present implementation, when receiving the identification request, 

the server 53 can determine that the identification request comes from the cashier 

device 52. As such, the server 53 searches recorded association information (for 

example, the previous association information table) by using the device identification 20 

information of the cashier device 52 as a keyword, to determine association 

information that matches the cashier device 52. 

[0093] In the present implementation, the user equipment sends the association 

information to the server 53 only when receiving the announcement frame message 

transmitted by the cashier device 52. However, the announcement frame message has 25 

the specific coverage area M1. Consequently, user equipments used by users who are 

located outside the coverage area M1 and far away from the cashier device 52 cannot 

receive the announcement frame message transmitted by the cashier device 52, and do 

not send association information related to the cashier device 52 to the server 53. As 

such, these users are not determined as candidate users of the cashier device 52. FIG. 30 

7 is used as an example. Only user C1, user U1, user U2, user U3, and user U4 upload 

the association information related to the cashier device 52 to the server 53. 

[0094] In some cases, the server 53 can directly determine user C1, user U1, user 

U2, user U3, and user U4 as candidate users corresponding to the cashier device 52. 
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[0095] In other cases, the server 53 can perform screening. Association 

information includes signal strength of an announcement frame message, and the 

signal strength is inversely related to a distance. Because there is a relatively short 

distance between the mobile phone 51 and the cashier device 52, and there is a 

relatively long distance between the mobile phone 72 and the cashier device 52, for 5 

the announcement frame message transmitted by the cashier device 52, signal strength 

recorded by the mobile phone 51 is relatively strong, and signal strength recorded by 

the mobile phone 72 is relatively weak. Therefore, the server 53 can obtain, through 

screening based on signal strength recorded in each piece of association information, 

a user whose signal strength is greater than predetermined strength, in other words, a 10 

user whose distance from the cashier device 52 is within a predetermined distance; 

screen out a user whose signal strength is less than the predetermined strength, in 

other words, a user whose distance from the cashier device 52 exceeds the 

predetermined distance; and use the user obtained through screening as a candidate 

user corresponding to the cashier device 52, to minimize a quantity of candidate users. 15 

FIG. 7 is used as an example. For user C1, user U1, user U2, user U3, and user U4, 

the server 53 can further screen out user U2, user U3, and user U4, and determine that 

user C1 and user U1 are candidate users corresponding to the cashier device 52. 

[0096] In the present implementation, there is a specific time limit requirement for 

a transaction operation. For example, when user C2 makes a payment by using the 20 

cashier device 52, a user equipment used by user C2 can receive the announcement 

frame message sent by the cashier device 52, and send corresponding association 

information to the server 53. After user C2 completes the payment and leaves, if the 

server 53 always records the association information, user C2 may be repeatedly 

determined as a candidate user of the cashier device 52. Consequently, subsequent 25 

transaction efficiency of a user is affected. In particular, as more users make a 

payment by using the cashier device 52, the server 53 determines more candidate 

users corresponding to the cashier device 52. Consequently, transaction efficiency 

becomes lower. 

[0097] Therefore, the server 53 can introduce a life cycle management mechanism 30 

for the recorded association information, to appropriately delete, for example, the 

association information sent by user C2, so that user C2 is not incorrectly determined 

as a candidate user. For example, when recording each piece of association 

information, the server 53 can record corresponding storage duration, and actively 
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delete association information whose storage duration reaches predetermined duration. 

Because the cashier device 52 continuously transmits the announcement frame 

message, if user C2 is near the cashier device 52, the user equipment used by user C2 

uploads corresponding association information to the server 53 because user C2 

receives the announcement frame message. As such, the association information 5 

uploaded by user C2 is updated, corresponding storage duration is also updated, and 

therefore user C2 is determined as a candidate user corresponding to the cashier 

device 52. If user C2 leaves the cashier device 52, the user equipment used by user C2 

cannot receive the announcement frame message, and cannot update the association 

information recorded on the server 53. Consequently, the association information sent 10 

by user C2 is automatically deleted by the server 53 after a timeout, that is, the storage 

duration reaches the predetermined duration, and user C2 cannot continue to be 

determined as a candidate user corresponding to the cashier device 52. 

[0098] For example, when the server 53 records association information by using 

the previous association information table, when inserting received association 15 

information into the association information table and using the association 

information as one piece of data, the server 53 can obtain a timestamp of an insertion 

moment of the association information, and use the timestamp and the signal strength 

as a value of the data. In this case, the server 53 can determine corresponding storage 

duration by reading only a timestamp recorded in each piece of data and with 20 

reference to a current moment, to actively delete association information whose 

storage duration reaches the predetermined duration. 

[0099] Step 611: The server 53 compares the face image information with 

standard face image information of the candidate user, determines the user account of 

user C1, and notifies the cashier device 52 of the user account. 25 

[0100] In the present implementation, the server 53 can compare the face image 

information with standard face image information of n candidate users, calculate a 

similarity between the face image information and standard face image information of 

each candidate user, and obtain a corresponding similarity set 

1 2[ _ , _ , , _ ]
n

sim score sim score sim score  ⋅ ⋅⋅  

. 30 

[0101] In one case, the server 53 can compare each similarity with a 

predetermined similarity threshold. If only a single similarity is greater than the 

predetermined similarity threshold, it can be determined that the face image 
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information matches standard face image information corresponding to the similarity. 

As such, a candidate user corresponding to the standard face image information 

corresponding to the similarity is determined as user C1, and a user account 

corresponding to the candidate user is determined as the user account of user C1. 

[0102] In another case, when there are a plurality of similarities greater than the 5 

predetermined similarity threshold, the server 53 can select a highest similarity greater 

than the predetermined similarity threshold, and determine that the face image 

information matches standard face image information corresponding to the highest 

similarity. As such, a candidate user corresponding to the standard face image 

information corresponding to the highest similarity is determined as user C1, and a 10 

user account corresponding to the candidate user is determined as the user account of 

user C1. 

[0103] In still another case, when a highest similarity is greater than the 

predetermined similarity threshold, the server 53 further calculates a difference 

between the highest similarity and a second highest similarity, and determines, when 15 

the difference is greater than a predetermined confounding difference value, that 

standard face image information corresponding to the highest similarity matches the 

face image information, and that there is no other confounding standard face image 

information. As such, a candidate user corresponding to the standard face image 

information corresponding to the highest similarity is determined as user C1, and a 20 

user account corresponding to the candidate user is determined as the user account of 

user C1. 

[0104] In the present implementation, the server 53 can determine the candidate 

users corresponding to the cashier device 52, these candidate users are users near the 

cashier device 52, and therefore a user who makes a payment by using another cashier 25 

device, or even a user who makes a payment in another store, etc. can be excluded. As 

such, the server 53 only needs to compare the face image information with standard 

face image information of a limited quantity of candidate users, so that the server 53 

can make a one-to-one detailed comparison between the face image information and 

standard face image information of each candidate user. In comparison, in a face 30 

image information identification process in a related technology, one-to-many search 

is performed on an image information library that includes many pieces of face image 

information (for example, includes standard face image information corresponding to 

all user accounts registered with the server 53) for face image information to be 
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identified, and then a detailed comparison is made on found face image information. 

It can be seen that in the face image information identification process in the present 

application, a complex operation such as search is not needed, thereby improving face 

image information identification efficiency, and a one-to-one detailed comparison 

instead of a one-to-many comparison is used in the entire process, especially the 5 

entire face image information identification process is completely implemented by the 

server 53 and does not need to be performed by cashier S1, thereby improving face 

image information identification accuracy and improving transaction security. 

[0105] Step 612: The cashier device 52 performs a corresponding deduction 

operation on the determined user account. 10 

[0106] In the present implementation, when the server 53 provides a payment 

function, the cashier device 52 can complete the deduction operation by performing 

an interactive operation with the server 53. Certainly, the cashier device 52 can also 

perform an interactive operation with another payment platform to complete the 

deduction operation. 15 

[0107] Step 613: The server 53 separately sends a deduction success message to 

the cashier device 52 and the mobile phone 51. 

[0108] In the present implementation, an electronic gate machine or a similar 

device can be further disposed near the cashier device 52. Before deduction is 

completed, the electronic gate machine can remain closed to prevent user C1 from 20 

taking the item 510 away without payment. After deduction is completed, for example, 

the cashier device 52 or the server 53 sends an open instruction (for example, the open 

instruction can be a dedicated instruction or the previous described deduction success 

message) to the electronic gate machine, so that the electronic gate machine switches 

to an open state, to let user C1 pass successfully. 25 

[0109] In conclusion, based on the technical solutions of the present application, a 

user does not need to operate a user equipment because a cashier device can 

accurately learn of a user account of the user, and effectively and accurately 

implement a corresponding payment operation, thereby improving transaction 

efficiency and security and improving user experience. 30 

[0110] FIG. 8 is a schematic structural diagram illustrating an example of an 

electronic device on an interactive end side, according to an example implementation 

of the present application. Referring to FIG. 8, in terms of hardware, the electronic 

device includes a processor 802, an internal bus 804, a network interface 806, a 
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memory 808, and a nonvolatile memory 810, and certainly can further include other 

hardware needed by a service. The processor 802 reads a corresponding computer 

program from the nonvolatile memory 810, writes the corresponding computer 

program into the memory 808, and then runs the corresponding computer program, to 

form a logical identity authentication device on an interactive end side. Certainly, in 5 

addition to a software implementation, another implementation is not excluded in the 

present application, for example, a logical device or a combination of hardware and 

software. In other words, an execution body of the following processing procedure is 

not limited to each logical unit, and can be hardware or a logical device. 

[0111] Referring to FIG. 9, in a software implementation, the identity 10 

authentication device can include: a receiving unit 901, configured to enable an 

interactive end to receive an interactive instruction initiated for a user; an acquisition 

unit 902, configured to enable the interactive end to obtain identity information of the 

user based on the interactive instruction; and a sending unit 903, configured to enable 

the interactive end to send an identification request to a server end, where the 15 

identification request includes the identity information, the identification request is 

used to instruct the server end to match the identity information against standard 

identity information of a candidate user corresponding to the interactive end, to 

determine a user account corresponding to the user, the user account is used to 

respond to an interactive operation corresponding to the interactive instruction, and a 20 

user near the interactive end is marked as a candidate user corresponding to the 

interactive end by the server end. 

[0112] Optionally, the device further includes: an implementation unit 904, 

configured to enable the interactive end to perform an interactive operation on the 

determined user account in response to the interactive instruction, when the user 25 

account corresponding to the user is determined. 

[0113] Optionally, the device further includes: a transmission unit 905, configured 

to enable the interactive end to transmit a near field message, where the near field 

message includes interactive-end identification information of the interactive end, 

where when the near field message is received by a client device corresponding to the 30 

user, the near field message is used to instruct the client device to send the 

interactive-end identification information, user identification information of the user, 

and signal strength of the near field message to the server end, so that the server end 

marks the user as a candidate user corresponding to the interactive end when the 
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signal strength is greater than predetermined strength. 

[0114] Optionally, the candidate user includes a user near the interactive end 

within a predetermined duration. 

[0115] Optionally, the identity information includes biometric feature information, 

and the standard identity information includes standard biometric feature information. 5 

[0116] Optionally, the biometric feature information and the standard biometric 

feature information each include at least one of the following: face information, 

fingerprint information, palm print information, eye print information, iris information, 

or gait information. 

[0117] FIG. 10 is a schematic structural diagram illustrating an example of an 10 

electronic device on a server end side, according to an example implementation of the 

present application. Referring to FIG. 10, in terms of hardware, the electronic device 

includes a processor 1002, an internal bus 1004, a network interface 1006, a memory 

1008, and a nonvolatile memory 1010, and certainly can further include other 

hardware needed by a service. The processor 1002 reads a corresponding computer 15 

program from the nonvolatile memory 1010, writes the corresponding computer 

program into the memory 1008, and then runs the corresponding computer program, 

to form a logical identity authentication device on a server end side. Certainly, in 

addition to a software implementation, another implementation is not excluded in the 

present application, for example, a logical device or a combination of hardware and 20 

software. In other words, an execution body of the following processing procedure is 

not limited to each logical unit, and can be hardware or a logical device. 

[0118] Referring to FIG. 11, in a software implementation, the identity 

authentication device can include: a receiving unit 1101, configured to enable a server 

end to receive an identification request sent by an interactive end, where the 25 

identification request includes identity information of a user, and the identity 

information is obtained by the interactive end from the user based on an interactive 

instruction initiated for the user; a matching unit 1102, configured to enable the server 

end to match the identity information against standard identity information of a 

candidate user corresponding to the interactive end, where a user near the interactive 30 

end is marked as a candidate user corresponding to the interactive end by the server 

end; and a determination unit 1103, configured to enable the server end to determine a 

user account corresponding to the candidate user when the identity information 

matches the standard identity information corresponding to the candidate user, where 
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the user account is used to respond to an interactive operation corresponding to the 

interactive instruction. 

[0119] Optionally, the device further includes: a notification unit 1104, configured 

to enable the server end to notify the interactive end of the user account, so that the 

interactive end performs an interactive operation on the user account in response to 5 

the interactive instruction. 

[0120] Optionally, the device further includes: an invoking unit 1105, configured 

to enable the server end to invoke a database, where the database records 

interactive-end identification information, user identification information, and signal 

strength that are uploaded by a client device corresponding to the user, and when 10 

receiving a near field message transmitted by the interactive end, the client device 

uploads the user identification information of the user, the interactive-end 

identification information of the interactive end that is included in the near field 

message, and the signal strength of the near field message to the server end for 

recording in the database; and a marking unit 1106, configured to enable the server 15 

end to receive the interactive-end identification information, the user identification 

information, and the signal strength that are uploaded by the client device, and mark 

the user as a candidate user corresponding to the interactive end when the signal 

strength is greater than predetermined strength. 

[0121] Optionally, the candidate user includes a user near the interactive end 20 

within a predetermined duration. 

[0122] Optionally, the matching unit 1102 is configured to: enable the server end 

to match the identity information against standard identity information corresponding 

to each candidate user to obtain a corresponding similarity, where when a highest 

similarity is greater than a predetermined similarity threshold, and a difference 25 

between the highest similarity and a second highest similarity is greater than a 

predetermined confounding difference value, it is determined that a candidate user 

corresponding to the highest similarity matches the user. 

[0123] FIG. 12 is a schematic structural diagram illustrating an example of an 

electronic device on a client device side, according to an example implementation of 30 

the present application. Referring to FIG. 12, in terms of hardware, the electronic 

device includes a processor 1202, an internal bus 1204, a network interface 1206, a 

memory 1208, and a nonvolatile memory 1210, and certainly can further include other 

hardware needed by a service. The processor 1202 reads a corresponding computer 
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program from the nonvolatile memory 1210, writes the corresponding computer 

program into the memory 1208, and then runs the corresponding computer program, 

to form a logical identity authentication device on a client device side. Certainly, in 

addition to a software implementation, another implementation is not excluded in the 

present application, for example, a logical device or a combination of hardware and 5 

software. In other words, an execution body of the following processing procedure is 

not limited to each logical unit, and can be hardware or a logical device. 

[0124] Referring to FIG. 13, in a software implementation, the identity 

authentication device can include: a receiving unit 1301, configured to enable a client 

device to receive a near field message transmitted by an interactive end, where the 10 

near field message includes interactive-end identification information of the 

interactive end; and a sending unit 1302, configured to enable the client device to 

send the interactive-end identification information, user identification information of a 

logged-in user of the client device, and signal strength of the near field message to a 

server end, so that the server end marks the logged-in user as a candidate user 15 

corresponding to the interactive end when the signal strength is greater than 

predetermined strength, where when the interactive end obtains an interactive 

instruction for the logged-in user, identity information of the logged-in user is 

obtained by the interactive end and is sent to the server end, so that the server end 

matches the identity information against standard identity information corresponding 20 

to the candidate user, and determines a user account corresponding to the logged-in 

user, where the user account is used to respond to an interactive operation 

corresponding to the interactive instruction. 

[0125] The system, device, module, or unit illustrated in the previous 

implementations can be implemented by using a computer chip or an entity, or can be 25 

implemented by using a product with a certain function. A typical implementation 

device is a computer, and the computer can be a personal computer, a laptop computer, 

a cellular phone, a camera phone, an intelligent phone, a personal digital assistant, a 

media player, a navigation device, an email receiving and sending device, a game 

console, a tablet computer, a wearable device, or any combination thereof. 30 

[0126] In a typical configuration, the computer includes one or more processors 

(CPU), one or more input/output interfaces, one or more network interfaces, and one 

or more memories. 

[0127] The memory can include a non-persistent memory, a random access 
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memory (RAM), and/or a nonvolatile memory in a computer readable medium, for 

example, a read-only memory (ROM) or a flash memory (flash RAM). The memory 

is an example of the computer readable medium. 

[0128] For example, the present application provides a computer readable 

medium. A computer instruction is stored on the computer readable medium. When 5 

the instruction is executed by a processor, the previous identity authentication method 

on the interactive end side is implemented. 

[0129] For example, the present application provides another computer readable 

medium. A computer instruction is stored on the computer readable medium. When 

the instruction is executed by a processor, the previous identity authentication method 10 

on the server end side is implemented. 

[0130] For example, the present application provides still another computer 

readable medium. A computer instruction is stored on the computer readable medium. 

When the instruction is executed by a processor, the previous identity authentication 

method on the client device side is implemented. 15 

[0131] The computer readable medium includes persistent, non-persistent, 

removable, and irremovable media that can store information by using any method or 

technology. The information can be a computer readable instruction, a data structure, 

a program module, or other data. Examples of the computer storage medium include 

but are not limited to a parameter random access memory (PRAM), a static random 20 

access memory (SRAM), a dynamic random access memory (DRAM), another type 

of random access memory (RAM), a read-only memory (ROM), an electrically 

erasable programmable read-only memory (EEPROM), a flash memory or another 

memory technology, a compact disc read-only memory (CD-ROM), a digital versatile 

disc (DVD) or another optical storage, a cassette magnetic tape, a magnetic 25 

tape/magnetic disk storage, another magnetic storage device, or any other 

non-transmission medium. The computer storage medium can be used to store 

information accessible by a computing device. As described in the present 

specification, the computer readable medium does not include computer-readable 

transitory media such as a modulated data signal and a carrier. 30 

[0132] It is worthwhile to further note that the terms "include", "comprise", or 

their any other variants are intended to cover a non-exclusive inclusion, so that a 

process, a method, a product or a device that includes a list of elements not only 

includes those elements but also includes other elements that are not expressly listed, 
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or further includes elements inherent to such process, method, product or device. An 

element described by "includes a ..." further includes, without more constraints, 

another same or identical element in the process, method, article, or device that 

includes the element. 

[0133] Example implementations are described in detail here, and examples of the 5 

example implementations are presented in the accompanying drawings. When the 

following description relates to the accompanying drawings, unless otherwise 

specified, same numbers in different accompanying drawings represent same or 

similar elements. Implementations described in the following example 

implementations do not represent all implementations consistent with the present 10 

application. Instead, they are only examples of devices and methods consistent with 

some aspects of the present application that are described in detail in the appended 

claims. 

[0134] The terms used in the present application are merely for illustrating 

specific implementations, and are not intended to limit the present application. The 15 

terms "a" and "the" of singular forms used in the present application and the appended 

claims are also intended to include plural forms, unless otherwise specified in the 

context clearly. It should be further understood that the term "and/or" used in the 

present specification indicates and includes any or all possible combinations of one or 

more associated listed items. 20 

[0135] It should be understood that although terms "first", "second", "third", etc. 

may be used in the present application to describe various types of information, the 

information is not limited to the terms. These terms are only used to distinguish 

between information of a same type. For example, without departing from the scope 

of the present application, first information can also be referred to as second 25 

information, and similarly, the second information can be referred to as the first 

information. Depending on the context, for example, the word "if" used here can be 

explained as "while", "when", or "in response to determining". 

[0136] The previous descriptions are merely example implementations of the 

present application, but are not intended to limit the present application. Any 30 

modification, equivalent replacement, or improvement made without departing from 

the spirit and principle of the present application should fall within the protection 

scope of the present application. 
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CLAIMS 

What is claimed is: 

1. An identity authentication system, comprising a client device, a payee device, 

and a server end, wherein 

the payee device transmits a near field message, wherein the near field message 5 

comprises payee-device identification information of the payee device; 

the client device sends the payee-device identification information, user 

identification information of a logged-in user of the client device, and signal strength 

of the near field message to the server end in response to receiving the near field 

message; 10 

the server end receives the payee-device identification information, the user 

identification information, and the signal strength that are sent by the client device, 

and marks the logged-in user as a candidate user corresponding to the payee device in 

response to determining that the signal strength is greater than predetermined 

strength; 15 

the payee device receives a transaction instruction initiated for the logged-in user, 

obtains biometric feature information of the logged-in user based on the transaction 

instruction, and sends an identification request that comprises the biometric feature 

information to the server end; and 

the server end receives the identification request, matches the biometric feature 20 

information against standard biometric feature information of a candidate user 

corresponding to the payee device, and determines a user account corresponding to 

the logged-in user, wherein the user account is used to respond to a transaction 

operation corresponding to the transaction instruction. 

 25 

2. An identity authentication method, comprising: 

receiving, by an interactive end, an interactive instruction initiated for a user; 

obtaining, by the interactive end, identity information of the user based on the 

interactive instruction; and 

sending, by the interactive end, an identification request to a server end, wherein 30 

the identification request comprises the identity information, wherein the 

identification request is used to instruct the server end to match the identity 
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information against standard identity information of a candidate user corresponding to 

the interactive end, to determine a user account corresponding to the user, wherein the 

user account is used to respond to an interactive operation corresponding to the 

interactive instruction, and wherein a user near the interactive end is marked as a 

candidate user corresponding to the interactive end by the server end. 5 

 

3. The method according to claim 2, further comprising: 

performing, by the interactive end, an interactive operation on the determined 

user account in response to the interactive instruction in response to determining the 

user account corresponding to the user. 10 

 

4. The method according to claim 2, further comprising: 

transmitting, by the interactive end, a near field message, wherein the near field 

message comprises interactive-end identification information of the interactive end, 

wherein 15 

in response to determining that the near field message is received by a client 

device corresponding to the user, the near field message is used to instruct the client 

device to send the interactive-end identification information, user identification 

information of the user, and signal strength of the near field message to the server end, 

so that the server end marks the user as a candidate user corresponding to the 20 

interactive end in response to determining that the signal strength is greater than 

predetermined strength. 

 

5. The method according to claim 2, wherein the candidate user comprises a user 

near the interactive end within a predetermined duration. 25 

 

6. The method according to claim 2, wherein the identity information comprises 

biometric feature information, and wherein the standard identity information 

comprises standard biometric feature information. 

 30 

7. The method according to claim 6, wherein the biometric feature information 

and the standard biometric feature information each comprise at least one of the 

following: 

face information, fingerprint information, palm print information, eye print 
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information, iris information, or gait information. 

 

8. An identity authentication method, comprising: 

receiving, by a server end, an identification request sent by an interactive end, 

wherein the identification request comprises identity information of a user, and 5 

wherein the identity information is obtained by the interactive end from the user based 

on an interactive instruction initiated for the user; 

matching, by the server end, the identity information against standard identity 

information of a candidate user corresponding to the interactive end, wherein a user 

near the interactive end is marked as a candidate user corresponding to the interactive 10 

end by the server end; and 

determining, by the server end, a user account corresponding to the candidate 

user in response to determining that the identity information matches the standard 

identity information corresponding to the candidate user, wherein the user account is 

used to respond to an interactive operation corresponding to the interactive 15 

instruction. 

 

9. The method according to claim 8, further comprising: 

notifying, by the server end, the interactive end of the user account, so that the 

interactive end performs an interactive operation on the user account in response to 20 

the interactive instruction. 

 

10. The method according to claim 8, wherein the server end marks a candidate 

user corresponding to the interactive end in the following way: 

invoking, by the server end, a database, wherein the database records 25 

interactive-end identification information, user identification information, and signal 

strength that are uploaded by a client device corresponding to the user, and wherein in 

response to receiving a near field message transmitted by the interactive end, the 

client device uploads the user identification information of the user, the 

interactive-end identification information of the interactive end that is comprised in 30 

the near field message, and the signal strength of the near field message to the server 

end for recording in the database; and 

receiving, by the server end, the interactive-end identification information, the 

user identification information, and the signal strength that are uploaded by the client 



34 

 

 

device; and 

marking the user as a candidate user corresponding to the interactive end in 

response to determining that the signal strength is greater than predetermined strength. 

 

11. The method according to claim 9, wherein the candidate user comprises a 5 

user near the interactive end within a predetermined duration. 

 

12. The method according to claim 9, wherein the matching, by the server end, 

the identity information against standard identity information of a candidate user 

corresponding to the interactive end comprises: 10 

matching, by the server end, the identity information against standard identity 

information corresponding to each candidate user to obtain a corresponding similarity;  

in response to determining that a highest similarity is greater than a 

predetermined similarity threshold, and that a difference between the highest 

similarity and a second highest similarity is greater than a predetermined confounding 15 

difference value, determining that a candidate user corresponding to the highest 

similarity matches the user. 

 

13. An identity authentication method, comprising: 

receiving, by a client device, a near field message transmitted by an interactive 20 

end, wherein the near field message comprises interactive-end identification 

information of the interactive end; and 

sending, by the client device, the interactive-end identification information, user 

identification information of a logged-in user of the client device, and signal strength 

of the near field message to a server end, so that the server end marks the logged-in 25 

user as a candidate user corresponding to the interactive end in response to 

determining that the signal strength is greater than predetermined strength, wherein 

in response to determining that the interactive end obtains an interactive 

instruction for the logged-in user, identity information of the logged-in user is 

obtained by the interactive end and is sent to the server end, the server end matches 30 

the identity information against standard identity information corresponding to the 

candidate user, and determines a user account corresponding to the logged-in user, 

wherein the user account is used to respond to an interactive operation corresponding 

to the interactive instruction. 
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14. An identity authentication device, comprising: 

a receiving unit, configured to enable an interactive end to receive an interactive 

instruction initiated for a user; 

an acquisition unit, configured to enable the interactive end to obtain identity 5 

information of the user based on the interactive instruction; and 

a sending unit, configured to enable the interactive end to send an identification 

request to a server end, wherein the identification request comprises the identity 

information, wherein the identification request is used to instruct the server end to 

match the identity information against standard identity information of a candidate 10 

user corresponding to the interactive end, to determine a user account corresponding 

to the user, wherein the user account is used to respond to an interactive operation 

corresponding to the interactive instruction, and wherein a user near the interactive 

end is marked as a candidate user corresponding to the interactive end by the server 

end. 15 

 

15. The device according to claim 14, further comprising: 

an implementation unit, configured to enable the interactive end to perform an 

interactive operation on the determined user account in response to the interactive 

instruction in response to determining the user account corresponding to the user. 20 

 

16. The device according to claim 14, further comprising: 

a transmission unit, configured to enable the interactive end to transmit a near 

field message, wherein the near field message comprises interactive-end identification 

information of the interactive end, wherein 25 

in response to determining that the near field message is received by a client 

device corresponding to the user, the near field message is used to instruct the client 

device to send the interactive-end identification information, user identification 

information of the user, and signal strength of the near field message to the server end, 

so that the server end marks the user as a candidate user corresponding to the 30 

interactive end in response to determining that the signal strength is greater than 

predetermined strength. 

 

17. The device according to claim 14, wherein the candidate user comprises a 
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user near the interactive end within a predetermined duration. 

 

18. The device according to claim 14, wherein the identity information comprises 

biometric feature information, and wherein the standard identity information 

comprises standard biometric feature information. 5 

19. The device according to claim 18, wherein the biometric feature information 

and the standard biometric feature information each comprise at least one of the 

following: 

face information, fingerprint information, palm print information, eye print 

information, iris information, or gait information. 10 

 

20. An identity authentication device, comprising: 

a receiving unit, configured to enable a server end to receive an identification 

request sent by an interactive end, wherein the identification request comprises 

identity information of a user, and wherein the identity information is obtained by the 15 

interactive end from the user based on an interactive instruction initiated for the user; 

a matching unit, configured to enable the server end to match the identity 

information against standard identity information of a candidate user corresponding to 

the interactive end, wherein a user near the interactive end is marked as a candidate 

user corresponding to the interactive end by the server end; and 20 

a determination unit, configured to enable the server end to determine a user 

account corresponding to the candidate user in response to determining that the 

identity information matches the standard identity information corresponding to the 

candidate user, wherein the user account is used to respond to an interactive operation 

corresponding to the interactive instruction. 25 

 

21. The device according to claim 20, further comprising: 

a notification unit, configured to enable the server end to notify the interactive 

end of the user account, so that the interactive end performs an interactive operation 

on the user account in response to the interactive instruction. 30 

 

22. The device according to claim 20, further comprising: 

an invoking unit, configured to enable the server end to invoke a database, 

wherein the database records interactive-end identification information, user 
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identification information, and signal strength that are uploaded by a client device 

corresponding to the user, and wherein in response to receiving a near field message 

transmitted by the interactive end, the client device uploads the user identification 

information of the user, the interactive-end identification information of the 

interactive end that is comprised in the near field message, and the signal strength of 5 

the near field message to the server end for recording in the database; and 

a marking unit, configured to enable the server end to receive the interactive-end 

identification information, the user identification information, and the signal strength 

that are uploaded by the client device, and mark the user as a candidate user 

corresponding to the interactive end in response to determining that the signal strength 10 

is greater than predetermined strength. 

 

23. The device according to claim 20, wherein the candidate user comprises a 

user near the interactive end within a predetermined duration. 

 15 

24. The device according to claim 20, wherein the matching unit is configured to: 

enable the server end to match the identity information against standard identity 

information corresponding to each candidate user to obtain a corresponding similarity;  

in response to determining that a highest similarity is greater than a 

predetermined similarity threshold, and that a difference between the highest 20 

similarity and a second highest similarity is greater than a predetermined confounding 

difference value, determine that a candidate user corresponding to the highest 

similarity matches the user. 

 

25. An identity authentication device, comprising: 25 

a receiving unit, configured to enable a client device to receive a near field 

message transmitted by an interactive end, wherein the near field message comprises 

interactive-end identification information of the interactive end; and 

a sending unit, configured to enable the client device to send the interactive-end 

identification information, user identification information of a logged-in user of the 30 

client device, and signal strength of the near field message to a server end, so that the 

server end marks the logged-in user as a candidate user corresponding to the 

interactive end in response to determining that the signal strength is greater than 

predetermined strength, wherein 
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in response to determining that the interactive end obtains an interactive 

instruction for the logged-in user, identity information of the logged-in user is 

obtained by the interactive end and is sent to the server end, the server end matches 

the identity information against standard identity information corresponding to the 

candidate user, and determines a user account corresponding to the logged-in user, 5 

wherein the user account is used to respond to an interactive operation corresponding 

to the interactive instruction. 


