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WHAT IS CLAIMED IS: 

 

 

1.  A mobile communication device (10) comprising: 5 

a housing (12); 

an input device (17) coupled to said housing (12), wherein actuating said input device (17) 

enables a user to transition a focus of the mobile communication device (10) between a first 

persona (110) and a second persona (120) that is running on the mobile communication device 

(10); and 10 

a first visual indicator (19) associated with the first persona (110) and a second visual 

indicator (21) associated with the second persona (120), said visual indicators (19, 21) 

configured to provide feedback to the user based on whether the first persona (110) or the 

second persona (120) is running on the mobile communication device (10), wherein said input 

device (17) and said visual indicators (19, 21) are isolated in hardware such that said input 15 

device and said visual indicators are inaccessible from untrusted code running on the mobile 

communication device (10). 

2.  The device in accordance with Claim 1, wherein said input device (17) is configured to 

display root of trust information to confirm that the mobile communication device (10) is in a 

trusted state. 20 

3.  The device in accordance with Claim 2, wherein the root of trust information comprises 

root of trust information for at least one of the mobile communication device (10) and the 

persona (110, 120) running on the mobile communication device (10). 
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4.  The device in accordance with Claim 1, wherein the first visual indicator (19) is active 

when the first persona (110) is in focus and the second visual indicator (21) is active when the 

second persona (120) is in focus. 

5.  A method of operating a mobile communication device (10) that includes a housing 

(12), an input device (17) coupled to the housing (12), a first visual indicator (19), and a second 5 

visual indicator (21), said method comprising: 

receiving an indication of actuation of the input device (17) by a user; 

transitioning a focus of the mobile communication device (10) between a first persona 

(110) and a second persona (120) that is running on the mobile communication device (10) 

upon receiving the indication of actuation, wherein the first visual indicator (19) is associated 10 

with the first persona (110) and the second visual indicator (21) is associated with the second 

persona (120); and 

providing, by the first visual indicator (19) and a second visual indicator (21), feedback 

indicating whether the first persona (110) or the second persona (120) is running on the mobile 

communication device (10), wherein said input device (17) and said visual indicators (19, 21) 15 

are isolated in hardware such that said input device and said visual indicators are inaccessible 

from untrusted code running on the mobile communication device (10). 

6.  The method in accordance with Claim 5 further comprising attesting to a physical 

presence of the user relative to the mobile communication device (10) upon receiving the 

indication of actuation. 20 

7.  The method in accordance with Claim 5 further comprising: 

requesting the user to input credentials into the mobile communication device (10), 

wherein the indication of actuation is received after prompting the user; and 
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displaying root of trust information upon receiving the indication of actuation. 

8.  A non-transitory computer readable medium storing computer-executable instructions 

thereon for operating a mobile communication device (10) that includes a processor (24), a 

housing (12), an input device (17) coupled to the housing (12), a first visual indicator (19) and a 

second visual indicator (21), the computer-executable instructions cause the processor (24) to: 5 

transition a focus of the mobile communication device (10) between a first persona (110) 

and a second persona (120) running on the mobile communication device (10) when the input 

device (17) is actuated;  

activate the first visual indicator (19) or the second visual indicator (21) to provide 

feedback to a user based on whether the first persona (110) or the second persona (120) is 10 

running on the mobile communication device (10); and 

isolate the input device (17) and the visual indicators (19,21) such that the input device 

(17) and the visual indicators (19,21) are inaccessible from untrusted code running on the 

mobile communication device (10). 

9.  The non-transitory computer readable medium in accordance with Claim 8 further 15 

comprising computer-executable instructions that cause the processor to: 

display root of trust information while requesting a response to input user credentials into 

the mobile communication device (10). 

10.  The non-transitory computer readable medium in accordance with Claim 8 further 

comprising computer-executable instructions that cause the processor to: 20 

attest to a physical presence of the user relative to the mobile communication device (10) 

when the input device (17) is actuated. 

 

 




