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Contract participants generate temporary keys for 3 target contract, whera the femporary
keys include a temporary public key and a temporary privaie key that are
generated based on an asymmetric encryption aigorithm
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Generate biockohain data of the target contract in a blockchain based on
the temporary keys
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Determine creation data of the target contract based on data oblained after signature and
the temporary public keys of the contract participants after determining thatthe contract 7 S26
narticipants sign the encrypted contract by using corresponding lemporary private keys
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Encrypt a delermined new contract by using a regulatory key, to generate an encrypled
new contract, where the new contractis determinad after contract paricipants raach
3 CONSENSUS on an execution process of a target contract offting
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Sign the encrypted new contract by using a temporary private key corresponding to the
ancrypted new contract, 1o generate the second signature dats
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Determine contract execution data based on the second signature data and the encrypled

new contract after defermining thatthe contract participants sign the encrypled new contract 7
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Blockchain-smart contract platform (signatures are verified by using tpk_Aand tpk_B, and if the
verification succeeds, a stored target contract can be updated to the encrypted new contract)
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Receive and store creation data of a target contract
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Regeive contract execution data
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A

Parform signature verification on the contract execution data by using public keys
corresponding o target contract participants
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i the signature verification succeeds, update the stored target contract io an
ancrypled new confract
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Blockchain data processing apparaius

Temporary key generation module

L-201

Contract encryption and signature
processing module
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Generate, by each confract participant of a plurality of contract participants in a blockehain,
temporary keys for atarget contract, wherein the temparary keys comprise 2 temporary
public key and a temporary private key that are paired with each other and are
generated based on an asymmetric encryption algorithm
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A

Send, by each confract parficipant of the plurality of contract participants, the temporary
public key to other contract participants ofthe plurality of contract participants
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Sign, by each contract participant of the plurality of contract participants, data information
that comprises the target contract and temporary public keys of the plurality of contract
participants by using the temporary private key, to generate first signaturs dats
respectively corresponding to the contract participant
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A

Encrypt, by a contract participant ofthe plurality of contract participants, predetermined
contract information by using & requiatory key of a reguiator to generate an encrypled
contract, wherein the predetermined contract information comprises the targst
contract, the temporary public key of each contract participant, and the
first signature data of each contract participant
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A 4

Sign, by each contract participant of the plurality of contract participants, the encrypted
contract by using the temporary private key, to generate second signature data
respectively corresponding to the contract participant
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A

Determine creation data comprising the temporary public key and second signaturs
data of each contract participant and the encrypled confract
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A

submit the creation data to the blockehain for storage
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