{Description} {Title of Invention} SYSTEM EVENT LOGE NG SYSTEM { Techni cal

Fi el d} {0001} The present invention relates to a system event
| oggi ng system which records a log of a systemevent related to nonitoring
target process. {Background Art} {0002} PTL 1 ("a conputer system

and an application program operation reproduci ng nethod") discloses "a
conputer system and an application program operation reproduci ng nethod

whi ch, when an application program abnormally ends, can correctly reproduce
a state of the application programas in an operation upon an abnornal end
of the appDeéesaipton} program wi t hout applying a redundant | oad for

r epr oduci mtltetb?lﬁ{f&{tforﬁg %M%WEVWT R@@%Gwsrﬂﬁﬁ can substantially

reduce an perati n_loa e state reproduci ng operation and an
oper at i ng{ qChploa ?G@@%} More specifically, an operation is recorded to
r epr oduce{@dod} oper ati on. {0004} When a | og of a systemevent is

ecoren 1O, CoRY LAl SRR, IRISEESSILYL OB S IHCS, o
log. {Cit K0G05%s 2 leg (}f a system event related to monitoring target process.

{Background Art}

{0002}

PTL 1 ("a computer system and an application program operation
reproducing method") discloses "a computer system and an application
program operation reproducing method which, when an application program
abnormally ends, can correctly reproduce a state of the application program
as in an operation upon an abnormal end of the application program without
applying a redundant load for reproducing the state to the application
program, and can substantially reduce an operation load of the state
reproducing operation and an operating time."

{0003}

More specifically, an operation is recorded to reproduce the operation.
{0004}

When a log of a system event is recorded to record the operation,
many unnecessary logs are included, and therefore it is difficult in some
cases to reproduce the operation from the log.

{Citation List}

{Patent Literature}

{0005}

{PTL 1} JP 2002-024055 A
{Summary of Invention}
{Technical Problem}

{0006}

An object is to remove non-target system events, and select and
record a system event required to reproduce an operation.
{Solution to Problem}

{0007}

A system event logging system according to the present invention has

the following elements including: (1) a decision target event acquiring part

which sequentially acquires a system event related to decision target



{Patent Literature) {0005} 1PTL 1} JP 2002-024055 A {Summary of I|nvention}

{Techni cal Probl ent {0006} An object is to renpbve non-target system
events, and select and record a systemevent required to reproduce an
operation. {Solution to Problen} {0007} A system event | ogging

system according to the present invention has the follow ng el ements
I ncluding: (1) a decision target event acquiring part which sequentially
acquires a systemevent related to decision target - 2 -

process; (2) a filter list which stores a filter record which associates an event
condition, a flag condition, a log write instruction and a flag operation
instruction for each filter; (3) a flag memory part which stores a flag value;
and (4) a filtering part which repeats processing of sequentially reading a
filter record of each of the acquired system event, deciding whether or not the
system event satisfies the event condition for each read filter record, deciding
whether or not the flag value satisfies the flag condition when the flag
condition is further set, writing the system event as a log according to the log
write instruction when the event condition and the flag condition are
satisfied, and updating the flag value according to the flag operation
instruction when the flag operation instruction is further set.

{0008}

The filter record is further associated with the screen image
acquisition instruction, and the filtering part records a screen image
according to the screen image acquisition instruction when the event
condition and the flag condition are satisfied and the screen image
acquisition instruction is set.

{0009}

A program according to the present invention causes a computer
which serves as a system event logging system having: a filter list which
stores a filter record which associates an event condition, a flag condition, a
log write instruction and a flag operation instruction for each filter; and a
flag memory part which stores a flag value to execute the following steps
including: (1) a decision target event acquiring step of sequentially acquiring
a system event related to decision target process; and (2) a filtering step of
repeating processing of sequentially reading a filter record of each of the
acquired system event, deciding whether or not the system event satisfies
the event condition for each read filter record, deciding whether or not the
flag value satisfies the flag condition when the flag condition is further set,
writing the system event as a log according to the log write instruction when
the event condition and the flag condition are satisfied; and updating the flag
value according to the flag operation instruction when the flag operation
instruction is further set.

{Advantageous Effect of Invention}
{oo10}
When a filter is adapted by providing a flag condition and a flag



process; (2) a filter list which stores a filter record which associ ates an
event condition, a flag condition, a log wite instruction and a flag
operation instruction for each filter; (3) a flag nmenory part which stores
a flag value; and (9) a filtering pay% whi ch repeats processing of
sequentially reading a filter record ¥t each of the acquired system event,
deci di ng whether or not the system event satisfies the event condition for
each read filter record, deciding whether or not the flag value satisfies
the flag condition when the flag condition is further set, witing the

Syst em evepdragisndnbtegctaet Grdiaal filtertdigl hdge W fldeconiStion @k iacdonditgsn t he event
condi tionggn I it} .ar LSl . dat i | ag val ue
according#?og%%ggpg33§%%§{a?i%%Qf%é&?%@%?é&mﬁﬁgﬁgpﬁéﬁglgééo g%%??%n

i nstruct i Bwtruetiogy tseethafedt iggpesible to intenfhee filferer thuepsh dthes fhagr t her
associ at efruvitel ithe e pessibldB@ercaligiifitdrfen prasddsutt tiughnghet igg fil tering
part recog%ghﬁuﬁﬁreggmgg% %fgggg%;&% vjteotthe screen inmage acquisition

i nstruction en"t RECEVERE %condition and t he flag condition are satisfied
and the s éh i mage acquisition instruction is set. {0009} A

program accor di Agcte@nt H€add 88QNkitionVEREHRBioSAYSHBHVRlAOfP UL iR 6h serves
as a syst@bngrte.%ent Io§g| ng ag*l\éste havi nﬁ: a fle| teralel 1st rvxlmoch tores a
filter relBitd i RITSRIG 4R i20Paaly SUerE & SRR B %™ FEP85RdCtddn, a I og
wWrite i nseecurrdnoa ofitlie systémgevepbr ation instruction for each filter; and a

flag menoipyip@niscyiptoR oTttRE $Fadihdg value to execute the follow ng steps
i ncl udi ngioé)(léi a decision target event acquiring step of sequentially

acquiring stemevent related to decision target process; and (2) a
filtering{Bgep oFig épBastiratpspr viewsiat gllodtrateg wpntdtald ynvieadnegt of 41 | t er
record of jeach QF ik&H; system event, deciding whether or not the
systen1ev%ﬂ; iﬁlﬁgﬁpggﬁgﬂg%event cgndi{ion for each,reqﬂﬂj%&%g{ record,
deci di ng WH8t fer "8 2bestrates@ wgw i art B ushtates p #LoeREL| gFbn when
the flag aoantdition is further set, witing the systemevent as a | og

accordi nggi:Q the k ] ruct:i.on ent 9@-9; L d the
flag condﬁlgbr?}], arlg? ’,a%vir islglfsé%é@%n% tlgﬁatt%q%lhg&? Fe\aéggvg ue altglég)?d?’ﬁg to the
flag oper&%edﬁtlpﬁs‘i@rlﬂé‘ﬁn@hpww kisfe flag operation instruction is further

set. (Adv@tgageoWss. Ef iRgétrafes! vant ithat i@Q2es apen@irhanprdessd listi on for
each filter_ an sing a fl .condition as a condition for adapting a
filter, tﬁ%?efrﬁgog.#)go%sglpgt@gv’ac_cordi ngl to the flag operation instruction,
so that itFigsbipoligi blilBustyatestevitwdbat llussrates preonBauratonf ofpgauming her, it
is al so pegstiblod thecdtedthze I nterface processing through the flag even

cequ i U1 G Rst P SMSr @GR oF vt Bt SHBPRIcPeh AegBidhitact Tehbossi bl o
t 0 adequat@jusiticn@rdeceasingrféen i nage in response to an occurrence of the
system evgnt. 7{ Briseh iPRsGhieRl BBwthat MEudr AW AGDhfiguration of filtering;

{Fig. 8} Fig. 8 illustrates a view that illustrates a filtering processing flow;

{Fig. 9} Fig. 9 illustrates a view that illustrates a configuration of a system

event;

{Fig. 10} TFig. 10 illustrates a view that illustrates a configuration of a filter

list;

{Fig.11} Fig. 11 illustrates a view that illustrates a configuration of event

conditions;

{Fig. 12} TFig. 12 illustrates a view that illustrates a configuration of flag

conditions;

{Fig. 13} Fig. 13 illustrates a view that illustrates a configuration of a flag

operation instruction;

{Fig. 14} Fig. 14 illustrates a view that illustrates a configuration of a



{0012} {Fig. 1} Fig. 1l illustrates a viewthat illustrates operating

envi ronnent of a system event |ogging system {Fig. 2} Fig. 2 illustrates a
view that illustrates a processing flow of a |ogger unit; {Fig. 3} Fig. 3
illustrates a view that illustrates a configuration of generatlng an
internal process list; {Fig. 4} Fig. "47i1lustrates a view that illustrates
an internal process |list generation processing flow, {Fig. 5} Fig. 5
illustrates a viewthat illustrates a configuration of acquiring a decision
target event; {Fig. 6} Fig. 6 illustrates a viewthat illustrates a

deci si on tsaregatinengenicqatipiorsidstantiphocessi ng fl ow, {Fig 7} Fig. 7
L USE" Al AR 164 CHL RS bldbL 3B ARG AL Ol LD STk g { T 0 6)

Fig. 8 |IIu ew t ustrates a fering processingef
{Fig. 9} PW@“3@SP%WUQBTates aviewthat illustrates a conflguratlon of a
syst em evdRig. 1{3F| Fig. 1@}illakGratekla viehuidiat allestrater iachok trbard i(LA2ust rat es a

cont i gur atign 1of gs L7 Bhshildts o (EVOEDIEL Succ h 1Lk ghag a view tha

illustrates vent con
i |1 ustrat eEig 1,6 evvF tgqa18 illlpgtaptest asvigwe dhat guw%tr@f@ﬁ @fcomflagr@@?muq i ons;
{Fig. 13} ookgutting 4 ldgUSler ates a view that illustrates a configuration of a
flag oper e{ﬁl Onlé}nStIF UthQOrhlustrates a view that illustrates an end process
monitoring processing flow;
{Fig. 20} TFig. 20 illustrates a view that illustrates a configuration of a
viewer unit;
{Fig. 21} TFig. 21 illustrates a view that illustrates a configuration of a
viewer filter list;
{Fig. 22} TFig. 22 illustrates a view that illustrates a processing flow of a
viewer unit; and
{Fig. 23} Fig. 23 illustrates a view that illustrates a hardware configuration
of the system event logging system;
{Description of Embodiments}
{0013}
Fig. 1 illustrates a view that illustrates operating environment of a
system event logging system. A monitoring target program 104 and a
non-monitoring target program 105 operate by acquiring a system event
which occurs in response to a user's operation of a keyboard or a mouse
according to an API call. The logger unit 101 acquires this system event by
means of an event cue 107 in the operation system 106 using a global hook,
and selects only predetermined events among events which occur upon an
operation of the monitoring target program 104 and store the predetermined
events in a log file memory unit 102. Further, the logger unit 101 operates
to adequately acquire and store a screen image in a screen image file
memory unit 103.
{0014}
The log file memory unit 102 and the screen image file memory unit
103 are provided in, for example, a memory area of a hard disk device.
Further, the logger unit 101, the monitoring target program 104 and the
non-monitoring target program 105 are configured to operate by being
loaded to a memory and having a program code sequentially read and



{Fig. 14} Fig. 14 illustrates a viewthat illustrates a configuration of a
- 4 - screen image acquisition instruction; {Fig. 15} Fig. 15 illustrates a
view that illustrates a configuration of a log wite instruction; {Fig. 16}
Fig. 16 illustrates a viewthat illustrates a log record (1/2); {Fig. 17)
Fig. 17 illustrates a view that illusPfates a log record (2/2);: {Fig. 18}
Fig. 18 illustrates a viewthat illustrates a configuration of outputting a
log file; (Fig. 19) Fig. 19 illustrates a viewthat illustrates an end
process nonitoring processing flow, (Fig. 20) Fig. 20 illustrates a view
that il uskéaitesbf acafpguigpddwase.of a viewer unit; {Fig. 21) Fig. 21

i1l u_straftg@ol%%vi ew that illustrates a configuration of a viewer filter
list; {Fig. ). Fig. 22 illustrates a viewthat illustrates a processing
flow of a vi eweHermnafterran pPerptippf they. logger nnifsflpagersunity ivel bpat
i Il ustrat @ss@iedr dWag. e ORRtEAEE atviow thht lIRGstEatst aproveRingd 0g@ioTghsyst em
logger unit. When the logger unit 101 is activated, internal process list
generation processing (S201) is performed as preprocessing. By this means,
the internal process list is generated. Details will be described below using
Figs. 3 and 4. Next, in decision target event acquisition processing (S202),
system events of the monitoring target program 104 and the non-monitoring
target program 105 which are operating are acquired, and a decision target
event is selected. Details will be described below using Figs. 5 and 6.
Subsequently, in filtering processing (S203), an operation is performed of
extracting an event according to a filter list and accumulating the event in
an internal buffer as a log. Details will be described below using Figs. 7 to
17. Further, until an end instruction is received (S204), the decision target
event acquisition processing (S202) and the filtering processing (S203) are
performed. When the end instruction is received (S204), processing of
outputting the log accumulated in the internal buffer as a log file is
performed in log output processing (S205). Details will be described below
using Fig. 18. Further, in addition to the processing in Fig. 2, end process
monitoring processing is operating as another asynchronous task. Details
will be described below using Fig. 19.
{0016}

First, the internal process list generation processing (S201) will be
described. Fig. 3 illustrates a view that illustrates a configuration of
generating an internal process list. The logger unit 101 has an internal
process list generating unit 301, a monitoring target process list 302 and an
internal process list 303. The internal process list generating unit 301
performs processing of acquiring an operation process list from an OS, and
registering operating process corresponding to the monitoring target process
(corresponding to the monitoring target program 104) stored in the
monitoring target process list 302, in the internal process list 303.
Processes corresponding to one or a plurality of monitoring target programs
are registered in the monitoring target process list 302 in advance.

{0017}
Fig. 4 illustrates a view that illustrates an internal process list



{Description of Enbodinents) (0013) Fig. 1 illustrates a view that
illustrates operating environnment of a system event |ogging system A
nonitoring target program 104 and a non-nonitoring target program 105
operate by acquiring a systemevent which occurs in response to a user's
operation of a keyboard or a nouse acéor di ng to an APl call. The | ogger
unit 101 acquires this systemevent by neans of an event cue 107 in the
operation system 106 using a gl obal hook, and selects only predeterm ned
events anong events whi ch occur upon an operation of the nonitoring target
pr ogr am 1Q@énardicst ?&Foeeéshﬁg fowdeFaktyianesheesiaoh @rd)d@s@hbtolg; dolguéretrdraan y duni t
102. Further Aat o] nd store
 sireon I'L?Tla 08§ &91015’ .%%{ tHé‘!féquv%gO;f}%Ee%tsﬁ? (O reﬁ)%?geq%go%i %f%ﬂrgﬁoﬁ The
log file mémﬁsy I@ﬁlwde@o;_n &he Qnﬁéab‘@lﬂe@‘?c‘?ﬂﬁa thrl@2 nYhgnyeReration ar e

provi ded iproces@lom¥apade, toa)ﬁwf%ymameﬁg threRt Dasckseissih RViInGRitofdpt her, the
| ogger uni gr ]é(g pfﬁ(%ah:hrr?%bé ?gh@e gperaﬁlégg)rrg%eqs%%laﬁgeq thﬁl r%ern ql toring

t ar get pro re conf mory

and havi ng)race@ﬁ dist rBdke %@qh@mal arq0988r gtadt d@&i is adéed texfé@ultné@lrlw}
conputing b@efékC(S405)00F€a}fthermore E@és b8ds “aﬁnomropbmmxpf)racla@ekogger

unit (Iog un|t ﬂg rates awewt

ot 1 9998 bkt el ST REie Bharoishi b S S RAB RIS ¢ 100
is acti vatwaldch sé)lemlahpady:@sbvaneétar@ewbmhtls oneptoreisgieapt¢Bdon)the s

per f or med ;& rREEHOERISNY. By this nmeans, the internal process list is
gener at ed ails will be described below using Figs. 3 and 4. Next, in
deci si on t%@t event acquisition processing (5202), systemevents of the
moni t ori ng targbt apmpogreasn st doml 4 hecordmgroiaite omdhgnt addetonpr'staram 105

whi ch are 4 Fﬁ&&tﬁdx{"gaééﬁ e%ﬂélwﬂ%d %Glfﬁ: x@aﬁﬁb%%%npﬁo%é&eﬁax%e&tspbéﬁ%e' ect ed.
Details w be descri bed l.ow using, Figs. 6. Subseq

en in
filtering Bf¥c@st myoesso "aRPIAGIORY | B A% OﬁéFaFtb‘P’néar%ﬁt % aé{liing an
event accdprhicag"t asaaf c]lasernsimst ofarttie aopevatioat itacget hereewendrded. anAi nt er nal
buffer as taill ng Figs. 7 to 17.
Furt her, g?\?ifl gﬁggn alﬁgﬁlgc})te:)%ﬁglﬁg&{rtéggg @sghgg%})(i t he deci sion target
event acq PP on processi ng (5202) and the filtering processing (5203) are
per formed. \WhenNek tBsdetciREdy m@em\;‘dxﬁ; dcqaiiitienl pesudBsihg (BRoRew sl blg of
outputtin 0g c in_t r e ilee is
perforrred%fe%craoed Ifgu'fgngrhg%:tgg?sna ‘(}50@51& B@%St%geg / ﬁ%%lglguga%g%r{l fed bel ow
usi ng Fi gacqd@rirg g flh‘éﬁlonltﬁr%@l"?nbn he bE@m‘#@éé@élhﬁﬁ 4 fheqyign targednd

ELOC els S méﬂéﬁt%dqﬁl@rlﬁé Qﬁﬁ‘ﬁm Nénd SndRedhl BAffas 5000k B&ﬂlt@iﬂﬁm%mu& t a?\ k.
talls the

Cnt or nal " SPEEBESITREE BEnaPE A5 Blatiofing TasbnProRer sk Sasc Tbed. Fi g

3 il lustrdeesion targel evertt adquiing atnes 581 cmqliings raasy Samoeveydnizomt amg an

internal RyOBESSe |inSbrdelhss bagﬁ%ndéméndl&ltﬂaa@ andéﬁsleﬁnﬁdrg@tr Qeess |ist
generatin tar roces | i st 2 and an i.nternal

it 301, noni,tori
process | %é’tr{l%ewg éﬁ‘? W@FWQI“#%B%"&&’ 0§68 5 Bl %ﬁt’i"ﬁ@quﬁir?"%@fgé’érfor s
pr ocessi ngddingahgsiprdcags @nthepetanabproesckss3is stpeifoomedn OGS, and
regi steripghopperati ng process correspondl ng to the nonitoring target
process (corre nd|n to the monitaor target program 104) stored in the
moni t or i ng targ]g‘[g %féa‘iqss% el:)4 3? H@tra%@%rmecw%béweﬁ.%\tenﬁos
Processes aC@lhBﬁﬁWQﬂd)bé‘Egilﬂg)ﬂme Birsh apéystﬁhletvynbfs auguidedrfrorg amagvg@t progr ans

are regi stel Gl ihd DE1FRIWEAE (S6b1D 2" BEIHHRE 35685 ot The 80ént' 10 PAYABEE:
(S602). Whether or not the specified process is an event of the monitoring
target process (S603) and, when the process does not correspond to one of the
monitoring target processes included in the monitoring target process list
302, the oldest system event of the event cue is erased (S604), and the step
returns to processing of S601 again. By contrast with this, when the

process corresponds to one of the monitoring target processes, whether or not



{001 7} - 6 - generation processing flow First, an operation process |ist
is acquired froman OS (S401), and the followi ng processing is repeated for
each operation process included in the operation process list (S402). Wen
operation process corresponds to one of nonitoring target processes in the
nonitoring target process |list 302 (SZOS), the operation process is added
to the internal process list (S404). Further, a process start |og is added
to the internal buffer (S405). Furthernore, processing ends when al
operation processes are processed (S406). By this neans, the process of the

moni t ori nghﬁsapgﬁé@ wiresisteasd h@em@hﬁ@aﬁm @@&de\ggtlm i@ndemé&r(sts%)oper ating

|s regist When Itﬁet hgcelsgt grrpo%lre {26 ere égl Strocégs(.) 8}1(1 ed to th Nnfe AP CESS
start |og, ‘a récording date an &t ar ppllca on as an

event typerocgss pisti(Bpe6 naﬁ?@rﬁferaap@m@@ssﬁaatvréog & gpded ftp dhoangenal a

process | Buff'eﬁpﬂ%(l'l) at DANtheasthaP haRE! Mhe@Nthledsi@edss\ial d1feRtregitOLRISS” as a
cl ass nane_of t.h @féﬁfloFﬁéarget are recorded. A configuration of a |og

will be dggx?F%gﬁl% Fig. 16. {0019} Next, the deci sion
target evéMi2lacquisition processing (5202) will be described. Fig. 5

illustrates a szehﬁ@ﬁtly lthe $f1{ea 1 xﬁ pRcEQME (I ivaN 1 dAesYbdl NBiga deci sion
01 has a deci |on nt ac uiring

target ev et ey,
unt 2501 ibustARorn R VRSY Chilr HuEUEES R SoRBERELIN e Ea e opa: 19EeEF nal
process Iusﬂ;anhanmﬁﬂh@ngnnutGﬁLngﬁharget7©®aoéssﬂ¢gskm®ﬁﬁ1uﬁhé0&eC|sion

target evepbioBarihs h{égn(%' &mﬁ%zi aqdyl o €§1 i@ag’sbh%hﬁﬁ&%‘fﬁmoé)ﬁﬁ@d%@u&‘{ ent cue
in order of _occurreénce, gtracts a ecislon target %ﬂgﬁﬁf her when

the noni tB‘?F}Pf’ga}?‘é’ngéfeeﬁ‘r% HesmaRAREY U8t HraRd tho ryeesal ding this
process t tn the filterdist#02pnodesslity GtiBAS dre sﬂere‘donﬂeﬂier{(fﬂ(iﬁ'ﬁc}essmg Fig. 6

|11 ustrat e kit LAY LGR0BLES AP HISLONOLARGRL oAYERbBGAYhST LI On

processi n om an event_ cue

ut|I|2|ngQ%HEPBHéF%ﬁdﬁwnéBBUhYm“hUPF%éf %k%%éé%”é?“&ﬁbC%V@ﬁ§°f§ $peci fied
(5602) . Witkhetecttesrtbt fldgeofapedodal €thgphefwss unst 206, ayriatethd Ngg moNi t ori ng

target Pr og eel%éa]&'? 6%%{&&)@% UnVW’%IS ts@o%]eg rggggee% g'h%% 19%}1? %&reegqgl%gg f]tlg one of

t he nonitor cesses’inc ofin process
list 302, Htemorallﬁégﬂ%mdem@vgnallbwmmé centent of ae eyenighgl dne@@@h) and
the step peffe¥ H2 hoaps@cessi ng of S601 again. By contrast with this, when
t he proce&%zayrresponds to one of the nonitoring target processes, mhether

or not
The global flag memory unit 704 of the flag memory unit 703 is a flag

which is commonly operated by each process or is compared. By contrast
with this, the local memory unmit 705 is a flag to which one process is
dedicated. Further, the global flag memory unit 704 is configured to have a
plurality of flags, and be specified, operated or compared according to a
global flag ID. Similarly, the local flag memory unit 705 is also configured
to have a plurality of flags, and be specified, operated and compared
according to a local flag ID.
{0023}

Fig. 8 illustrates a view that illustrates a filtering processing flow.
Filter records are sequentially read from the filter list 702, and the following
processing for a decision target event is performed (S801). First, in filter
adaptation condition decision processing, whether or not a decision target
event adapts to filter adaptation conditions is decided (S802).
{0024}

Hereinafter, configurations of a system event and a filter list will be

described. Fig. 9 illustrates a view that illustrates a configuration of the



this process is registered in the internal process list is decided (5605).
When the process is not registered, this process is added to the internal
process list (8606). Further, a process start log is added to the internal
buffer (5607). On the other hand, when the process is already registered,
processing i s then finished. {0021} "8 Subsequently, the filtering
processing (S203) will be described. Fig. 7 illustrates a view that
illustrates a configuration of filtering. The | ogger unit 101 has a
filtering unit 701, a filter list 702 and a flag nmenory unit 703 (a gl obal
f Lag MEND Iy s et bve?xft? and Fsteag avehd AglutRRAGtam s Bf hn 206Mt i:}fpea](cﬂhl?iehﬂ@] tot heh
above screen i i no It t i . 2. In the
filter Iist n,gggn ﬁlal%%él?ﬁryp‘yé EHB%I %‘é?@“%?@“&? ggéet(r}&?%n%ireggeﬁmg‘%%l%cessi ng.
The filt erdimepeayatien tauges stafenbtatpyan eneration| tasge napephleaterddiede,i ons of

the deci sizoRldsar 8&he ey fhe adpdrL@erdithirgs ChseNAmb! @r vat@ey dDngf tthecont ent

of the filter,, . decides. tshe, f of the lqgcal fla nmory,.,unit 705 updates
Che flag IREAHST SR3ET: PaSlRg © eablifn WBoR rofe AEndEV RV berdlion, [PIEC
screen i nmdgegeti Reotddame.ya glaiss naoB: olavhe wetiwindewlof phowoperadiapbargat of an

event in tIRtCREENARe A & Bro82nameaPtQGssNHE321 ~The gl obal flag
menory un390%5§4 of the flag nenory unit 703 is a flag which is comonly

oper at ed ch process or is conpared. By contrast with this, the |ocal

menory unit 705Figs 18 fluafyates awieshtimtellpsgetessa confitndintianed theddtemer, t he

gl obal f:ca&t.ﬁemnyerwct dém@"m&meaﬁ&%e&gﬁﬁ& i?ﬁyl%c@sls@xlﬁ)g:b@%r; xnlaf[ghtel ags, and
e specifiged, .operated,.or,. cogpar accordin obal .fla )

Sinlarl y,fﬁgeﬂfé‘qsd egps pf a filtex 1Ey eiﬂ?ﬁrtty?% ﬂit‘gr %‘f%pgag%ft?@‘wlé’ﬂgt(%"%ve a

pl ural i ty cohditicagsnddiut daditiec) binddjltoptafatieg opacdtvomfasetendosrdi ng to a

| ocal fl a%chﬁ)rsit{(gpgﬁx];uction, a_clglln%arﬁi isbREbAL §§ogawi‘i't§w1§tf\$&idd apiphrates a

filtering processing, flow. . F} ter records are sequenti al read fromthe
filter |ideAperabigiyinsha st i9-owi ng processing for a decision target event
i s perforreekd5801). First, in filter adaptation condition decision

ok Men! o0 t '
et ari on conatt fied adBBladu EE a0 b AL N ERIn ORI, Whlcter 8L
syst em evewt thaddegiean itaxgek eyenhadapnto the diltep adapration sopgdidlonsiisn

par amet er debldeanslt @ndeepRydatiadrthe ade@iion Yaget Bhvenent ddpneive, wasnaper ati on
of the opEarioaraftfth CREldi: Weh e RE b SRR RS SR SR
Cont r ol | Dthe fagprpeditiohsa fwrdditipgowhsh the fhgeeendibians Hrgenot Relot Name, a
cl ass namgepkionh® ni &R oYy T80 edvenb @o0di€lbak] on target: Root Cl assNane and a
process n%’r&ﬂPr ocessNane. {0025}
Decision of the event conditions will be described. Fig. 11 illustrates
a view that illustrates a configuration of the event conditions. Conditions
are configured to be set for each item of the system event. Except the item
of no condition, each item is decided according to AND conditions. It is also
possible to specify a left-hand match, a right-hand match and a partial
match in addition to a perfect match.
{0028}
Decision of the flag conditions will be described. Fig. 12 illustrates a
view that illustrates a configuration of the flag conditions. Except an item
of no setting, when the global flag conditions and the local flag conditions are
adaptive, it is decided that the overall flag conditions are adaptive. The
global flag conditions include a global flag ID, comparison conditions and a
comparison value. A value of a flag specified according to the global flag ID
is read from the global flag memory unit 704 and, when the flag value



Fig. 10 illustrates a view that illustrates a configuration of the filter
list. Afilter record is provided for each filter in processing order, and
the filter has itens of a filter ID, a filter type, filter adaptation
conditions (event conditions and flag conditions) and filter defining
operations (a screen image acquisitiof instruction, a command instruction,
alog wite instruction and a flag operation instruction). {0026} I n
filter adaptation condition decision processing (S802), whether or not the
deci sion target event adapts to the filter adaptation conditions is

deci ded. IhtibSesied elRfpdidin EdiRli6Rd SdBPatedl @etheCotRiarishndeant| Haswhen the
deci si on tar.ggét Vtet'ﬂ[e ﬂg%%hes vmotnrg t he ,ev gt C nd(g%il ons ng r,reatclges Wi th
the flag CSAEPS BREHe slond] fopaions e RoEREYs | JGORUHPE Parilas RDs  set
deci si on i"Botrestiel'ofi¢qual de or mwrevhan", teomdil £ ontess thaw'7smaller thapdorsi on of
the event "ERMdi kh@&RScaM bt sbetd188C bdRBArisdH Bondifiohd.! USdigd BB the VbW t hat
|IIustratgls a %gﬂ{lgil ur.atil@g of tge ?l{ent condi ti ons. Co(ri1 itions,are

conf i gur ed@o IERES fincluds R BlobAl J1ag () s(RIpRMeRre FPRAERS HADE 12 i t em of
no condi t compavaah vetemand, vdehdedalecdradflag speciibaconmdintg tng lodal i s al so

possi bl e 1Q.SHPGLfad HEh! tAMGEaTE] L mendiyIRhitheH iRt oy ang @uparti al
mat ch in adglééso%t% a perfect match. 1002 Deci sion of the flag

] 1
condi t i on§a4# gL conditions) sompared; to thecompATizgn: Yaipe, ¥ i§st rat es a
confi gur atleadedthaththefloe franaintditoorss atexaiyptivan Themaofe appleettbithg, when

the gl Pbakoﬁlhéﬂs&%&ﬂ&ﬁi%f. and the local flag conditions are adaptive, it
is deci degot t the overall flag conditions are adaptive. The gl obal flag

condi ti ondP{4¥%I ude a gl obal flag ID, conparison conditions and a conparison
val ue. A val ue Whea tfHeagosdi€ionti ad deddsdliaggmiabaddpeivgl bhadd bhathes® i s read
fromthe fl ﬂ;gﬂar I ] : -

sati sfi esg'lt8 ﬁgﬁgg%g}qﬁs c%lr%glin% ?%‘%tgﬁé’g%g%?}gg’?{]%‘;“{fﬁgﬁ k’ggncﬁ\é?]ilnggﬁ 8\gcza)l?ue, it is
deci ded t Hbg stemperefnomnto SSAY teiRFageesy © REpgpssing of the dert diltergigeprdas

" equ?: 'V@r’]lﬁkin elﬁlél@br'ri]ditibﬁﬁl&h deRiddd ﬁ@ghﬂaﬁﬁa@"(SS(%@Qlﬂﬁé stép prodegds tbhan",
"smal l er than' .or o' highek, than" c e . set..1 0 .t he.conpar i, ndi tions.
sl a1 yPREResifg fof eIk Dalhe. T3RRER (BE b HBF i CIRRILIORRSR IR L 0TS,
condi t i onsterrgternsdapitildomwroededdo rapetssimgen the nakublier recofd.ag specifi ed
accordi ng{dozoh local flag IDis read fromthe |ocal flag nenory unit 705
and the flag value satisfies the gonparison ¢ I 1\ @as conpared.to the
Compar son val qinep; tecieE P PR ohaar Bea ort B MGHIR Paseoupe
adapt i ve. efithe wiheutappiumsng oot 580¢ onpWihies obhe diltint itppe . is{ 00129} flag When
the condi b}9R8i08" €S8eD! Ag8 ReriBIAHARELYR: 18866 RpdrirsfddeRL HIRRE
according to fi Iger ada(pt ation CO@%I %on é‘fm sion pr ocessu}pg %ggOZ), t he
step ret uPH%AS tBgg TRty cEaeed: B0 fbrird Siltegngr ProRessHS eS| (EheR ecor d.
When t he tlondilteir oiype aise'cdetindig apemtiapt (38075 8052) ppérationt pwepsdogeds t o
processi ngsdi@y AN fldel ¢ QEHANRE- fort N&elelilibB" plddRBsihg (SEOWHN Gre (S803),
the step ?setu?ns to 1@551 {0 %’%gcog\eé\gﬁt%o rc()ageslsﬁns o({é ?Ihg I’(l %tﬂgfi I er
record. performed, and the step returns to S801 to proceed processing of the next

filter record. When the filter type is "final operation" (S807), flag operation

processing (S810) and filter defining operation execution processing (S811)

are performed, the oldest event of the event cue is erased (S812), and

filtering processing is finished.

{0031}

The above flag operation processing will be described. According to

this processing, a flag operation instruction of a filter is executed. Fig. 13

illustrates a view that illustrates a configuration of a flag operation

instruction. The flag operation instruction is configured with the global flag

operation and the local flag operation, and is directed to performing the

instructed flag operation except no setting. The global flag operation



{0030} Wien the filter type is "non-operation” (8804), filtering
processi ng ends without returning to 8801. Wien the filter type is "only
flag operation"” (5805), flag operation processing (S806) is perforned, the
ol dest event of the event cue is erasid (S812) and filtering processing
ends. Wen the filter type is "contin 9hg operation" (8807), flag operation
processing (8808) and filter defining operation execution processing (5809)
are perforned, and the step returns to 8801 to proceed processing of the
next filter record. When the filter type is "final operation" (8807), flag
oper ati on ipehees i g1ob41580)D aop@dratidh esm@eatdtivningnd paroperaiorexglaet | an
processin r : V. is

o ased (Sl Pk sBFAPERLALET o tHE (RLAPERy FHTEL Bl st pRLENRI THE S5
above f| agneperatingh’dtodesatengtion Valuseisdeosenytigd dor spe sead Hgetwluei s

plr Iocessi ngan(ﬂafdoﬁgn@ﬁﬁbﬁ_triaﬁﬂt NS Tttt irDBhe?ﬂaQ- viallhd @ﬁec%ﬁe&?fl@ﬂ&i@@- toFi g. 13
illustrateg a viewthat~il}lustrates configuration a eration
nstructi o sibbEF D, L' IhE ke fof MBIAEAL O RoRhe el P BRI OF
fl ag oper atubstitufien.t additionalsubtragtione matlfiphcatignd or sdiyisiet ccad bo sgbr f or i ng
the instrugihathdy, atie OBEA1L14ORPEXRRRT a0 FRIUde8th 1ddag B0 opdragioaper ation
- 10 - includqa ? glo al fla t.ID,(ﬂ(ir eratd'[on.cot $%atiqﬁ and. an operation
val ue. A fi°%3WAaK Tt PREGURRY B i e & qlﬁeecng pLgadipg 8 45 valieaag £rom
t he gl obalspetidigdrrsnomdng o the7bual flag IDpaemt theroga | flag insmogyputied0d.or t he

read ;' ag ébﬂlﬁiﬁas aﬂh@t ép&%mﬂlt @%ldlé” fclhe%Hlétre'aa ‘ﬂ[aﬁt V&Re! B?Bh@rrftbﬁgth\éal ue
speci fied accordj.ng to .the a a . In . _oper,ati.on ation,
comut at | GATRbAL gk ir ¢le AR vaindifeaccid Bebrauerehe 1AL Hat i on or
di vi si on cHire fieg selue iSupdhted ip, thisway.ocal fl ag operation also includes a

| ocal flagohfy; operation conputation and an operation value, and is
directed to reaging a fI? vaéqg_specified according to the loﬁﬁl flag ID
fromthe |ocal fiPgg2heHfo @tet’ﬁn ¢hinige oREIAHOR e&XeCHEOR pRYose§HRE VLIS or t he
read fl ag deattiBedAndinmthiseprddessingnpudeetsiag ofeaubdreem iidagefl hapivisdone
specified:; i ng e | I I - £ i ated in this
way. {003£?§ﬁ8£ﬁb£ %ﬁ%ﬁ%%%%égﬁff?%%ﬂgg%?ﬁ?ﬁgﬁgﬁéﬁg%ﬁ%hHgﬁgghP?gnR%rocessing
will be de¥dq semmand ipelyded gmeastiligr dsfigars opgrptam of tbeebBHer mige
acqui si ti axetudr udloi gdce PIACRSSIrAGNaid fccontinpnd ehels indtelidtivn Anchger ocessi ng

of a log write comrand included in a filter defining operation of the
filter are executt &d. No processing is performed according to each
i nstructi dA03% case of no setting. 100331 Fig. 14 illustrates a view

that illustrategi@ 1qantisgetetd @ewathat MGuge4tee B doABFEraALHIThE isBfeen
instructiaqn. The scr.glﬁn i e;25qUis ti on. | nst r%cté%n i%clydﬁs itens of a
capt ure saRAFE: SRBERE, FyBECHn  TRG, sPF e Jaee| ACRusHAR. MeRsbRB For mat
a range cdoclidaatiterad ofar chpture ayvhame? Stapgbetiype, aacardnpy emeigerfileat e of a
Jpg for matfo,] REGRABL AN orRat 3PkHHER chbrBiRStedFpaYtikl Jﬁ%ﬁ&féﬁ Tard®Rav, a
visibility/invisibility fof w ndow di sgl@{ ctheck: %s teck\ﬁ ag)a:ye,. and
acqui si ti SATBFeSHoN Ffgeefra OAF L07at dREFRURH WA 2 SR MPARE 8039V CiRe.
Accor di ng (te)'cDabliyt vosisilioy/invisibditit efwindove dispday ichede Is€haddiisibdeg t hr ough
an G5, andiss %téx?iiﬁgn 0B ah NG BLTEGA 4 BRAGaLhs Bf TR URULe4PF cash& Screen
i mge file, {%.4 . . : . .

According to conditions of these items, a screen image is acquired through an

0OS, and is stored in the screen image file memory unit 103 as a screen image

file.

{0034}

Identification information of a hot key can be set to an item of a
command instruction of a filter. In processing of a command instruction,
identification information of a hot key is read from the item of this command
instruction, and an operation matching this hot key is activated through the

OS.



Identification information of a hot key can be set to an item of a commuand
instruction of a filter. In processing of a conmand instruction,
identification information of a hot key is read fromthe itemof this
command instruction, and an operation matching this hot key is activated

t hrough the OS. {0035} Fi g. Y5 illustrates a view that illustrates
a configuration of a log wite instruction. In the wite type, one of
"not-corrected", "corrected" and "not-corrected and corrected” can be set.
In case of "not-corrected”, information of each item of the systemevent is

witten i H003@ internal buffer 502 as a log. In case of "corrected", an

Event | D correct gon dsah'i’u%tra?t%s '%V%EBRJ%BSE Iﬁl&s?&ét%gté %Qnﬂ?ﬁz‘é‘%mnai?f 'a:-V%Qt Nare

correction vaI ue an correction va

cor r espond e inskinchien| ol thewape tane, auenslomofigorraetefng cotpetedn apflem val ue
of a syst ¢ppevdnécted amd tdRPectéd otchar bet e4ts. Hurdaker ofl"ﬂoﬁa@x@eabd"
"not-corr rr.ect ed”

ot - cor r St EipeBlf RLEERER o e I8 sleRbBvill B R ATR EFCRRMIAIGARYy  003g)
Meanwhi | e,502 a®rif ilegir aln gasefofy CPU@C?@CO@G vpnt @ecaé@éﬁ‘l@%e‘w uEi §8. 16 and

17 i1l ust I’ENth’Yj';QM@ édi»aéctiohl \Hﬂﬁé aéxemeﬁmimg%ﬁtebaan ehlwe hed aregloed. The
| og record incl.udes COI’dI O%gdate Dat eTi ne, a

user 1D GEEF Ftbon Vﬁhé()\/'é‘ﬁef Wtriltﬁeén 1%%38&%”%3011 m IE[)ln‘(’lspa rreXtC(é?t 2Par ans, a
process nabem oPmocetEnanand anpteyg eggud pf amete@s §IVE3nt Enwoipkerat efherar get

val ue: Valiygns. arFmﬁéxathasé 3F 9Rbt- éo\ép&teﬂaam&w"mwano@mf atliogn target
state: Status, (E)ggra,tl on tar ane of the

oper at i on “PHEFR & sR@leorr (ijig‘sDaB‘? aalogh‘iofméﬁs”lpf’gﬁinnﬁf ﬁ8rr86€e|dgta}r8n target:

Chi 1 dI D, regrtleddnd wrong of a top w ndow of the operation target:
| sTopW ndggysg contr ol ID of the operation target: Rect, a rectangul ar

range of the op atl get. (screen,c ord| nat e t Rect dl e of the
operation targetied e QaBEREALAN Dha B%éF%&rfio‘%ﬁl”cg‘i’g‘@FCﬁF@ot Bl e,

handl e of 18 amd)t17vulh1:4;omte)fv1é\he thp@nl&ﬂstmtet arogafigutd tivkd nﬁgelogare‘cntda name of
a rel evantp W (¢

Snapshot Tygié%%ggﬂbr?f&llm{l emﬁoﬂiﬁ@ atl onﬁg%ﬁjﬁo%%ﬁgte P%Q a cel ass nane
of a root ARGHR Ialrseﬂ@e agent b’ fyeged, W@%@%Rﬁwef&rc%w% of the

root w nd@mef:edshﬁirﬁQEPﬁicb@Natrﬁé,(}ebrocﬁé@ﬂ)laﬁﬁoceéﬂmI’aﬁh of=trdtioandrgetcoment :

Comrent . a n n v
ef fecti veI ¥ %F?é eé?fl éper]{%%érslstg? e'ﬂﬁg ]'E]hubﬁlt IZxar’rpal?l &;&ﬁﬁ%g%ﬁg st or ed.
{0037}  state: Jtpdup.oap en@@@mnptraé%fslsamg b@%)t ot gast npgel ggbe

accunul at @gedatidnNeurabO\HaNEaeSARNIDV 4 chid deeSﬁ loif RRél opEtagmnleaﬂgbt ust rates
a view thq:{h %t)ust rﬁées confi qur ation of L%tg}beln . g?

| ogger uni hag Wf(’d’(f f| R pu{n © (?pr? %d ﬁeY o] the
above | ogl$TdpdVimdnwr g comirpl 1) 2f ahﬂjommtllontterg’ﬂil Reett fgectBogulapranigeg fil e
out put unipf tﬂéweraﬁaﬁ%a el Qbrbd S LodrBilHEN: RIoER&EhARIObf mg&)efraaaht he

:c :1 |t :r gglm) Ufg{g rIEI?ug f 61%3% tﬁe otpgx(?atgo%gtzlrlggtt ]:{ootl-alandfeeh];g(ripaof a roo‘;che ' og

wmdow of the operation target: LinkImage, a file name of a relevant screen:

LinkImage, a type of a capture screen (range): SnapshotType, a unique ID of
the operation target: ControllD, a class name of a root window of the
operation target: RootClassName, a caption of the root window of the
operation target: RootName, an end: End, and a comment: Comment. Items
which are not included in the system event can be effectively acquired as
necessary through, for example, the OS and stored.
{0037}

The log output processing (S205) of outputting logs accumulated in
the above processing will be described. Fig. 18 illustrates a view that

illustrates a configuration of outputting a log file. The logger unit 101 has a



The |l ogger unit 101 further perfornms end process nonitoring processing
according to an asynchronous task. According to this processing, that
process has ended is recorded in the log. Fig. 19 illustrates a view that
illustrates an end process nnnitoringlgyocessing flow. When the end process
is acquired fromthe OS (S 1901), the™&nd process is erased fromthe
internal process list 303 (S1902). Further, the process end log is added to
the internal buffer (S1903). 100391 In the process end log, a
recording date and, in addition, "application end" as an event type, a
speci fic riagnﬁlefoumxw ogiesi8Onainesddtispeascithe aboad lll@ fite memames:sit [1D2
"applicati S: ar a.cl@ass nane of
PP A t}feanﬁQ %%ﬁke'r%zt g%%{ﬁg%lg%uéé‘&’t O Srea § 10% 1?%

t he operat|on are record s also recor e | og
file memoripckyding 1(9"21“18%0%]&’8[5 wntthemte@nql @tffer Gappd stores th(ﬂ?@ Igg file
and the sdneefilei fonget fi tie Jag dlleneat@g it 162, above processi ng can be
dlsplayed{BM gwe viewer unit. Fig. 20 illustrates a viewthat illustrates a
conflguratlon of the viewer unit. A viewer unit 2001 reads the log file
fromthe |og fi Taenioagey unitt 1002 furtherpeaformsesndi pEQRSSS | MENFPBREL he

screen i magecdssiy ARIANNg bhhh alPdchransuPiasRUL AchrafngeeoaJm ﬁnocdﬁh@x@é ays the
screen | rrac%at pig(%cgsg‘g%soéxﬂc? Ljp str% alAed hliu ({glhg?‘ ig. |]|9all \1/1|s€w%es a lVlerwle:lll l I st 2002.

{0041} esa Ve Pates con uration
of a vi endHusgtrptesr apj end WOﬁe@omnlwrm\nrmsmer ﬂea'ch Whenethe gnd a filter

ID, filter r@él%@tlé’-tab@@lré’&ﬁ%'n{ ltl%‘@%%lﬁltﬁ@'eﬁﬂ P08k ah ekAkeldr U6l thie ar e

t t d dit t f h
assoct o o A, POl ot lirk 0 S LAY of Bt e B K P RS or
di spl ayi nghe heterogl heffadB1908042) Fig. 22 illustrates a view that

|IIustratq§0gﬁproceSS|ng f|OM/Of the viewer unit. The follomﬁng processi ng
is repeated for ch log rec of a l.o f th og fi nory unit
102 (S2201). Vi L, Phe e 6#8‘&%&8?%1%5“1%3 ﬁ@ﬁl"?‘o %‘ﬁt“%ﬁ’f‘l ter
record (S22@2psamceviehe typey aaaqba{mﬁs name dfea prdcemname 18 specifiapalatiodn

condi tiong,, ()é?sﬁ%) 'a S;gnﬁ;%ax" B 868 éaa@gmrtekgett%m@amepﬂoe&ss" Ss Bteeut ed

according'to t contr nstructi o 2204) ca when a
screen di s"fﬂl%‘ilofeﬂ"set ?ER?@%BH tREEqt P JaeRFde é ’Eh’é* gﬂ?rﬁ&fé’ QQF?’Q ﬁsm t%ﬁd and

di spl ayed lag €ty hengry anithl 62 anphrtudthotog sttt her, if all filters are
processed @%ﬁOS) and an end instruction is not received (52206), the step
returns to 01 to proceed to processing related tqo the next | og. These
processi ngs endThe lggpblenendfthe| sazeqthamagnelile pecyanyatasyin dhe ahayei ed to

all 1 ogs (psaeeez])ng (\Mebe '&ih’@l@ﬂﬁﬂ b$hé WedwaNuhS. rEcgeizoemuspfame@ssdle@hends at
t he vi EV\BI’
ds

oni ¢ can dofibitfiue Sibiheymimar besBe o A MR o'y 1
case, a | dheflog Bleafremathedpe dite rrmge"ymm‘e 1p3cispded scrpetnwemagsag@br rQMmi t ar e
dupl i cat edht QcroenOfPAeelileOfethoty BWRE 108] And d0thuts] Bf &Gnisle, displays
the screen image file according to an instruction of a viewer filter list 2002.
{0041}
Fig. 21 illustrates a view that illustrates a configuration of a viewer
filter list. A record is provided for each filter, and a filter ID, filter
adaptation conditions and a display control instruction are associated and
stored. The filter adaptation conditions are set for each item of a log. In
the display control instruction, an instruction for displaying the log is set.
{0042}
Fig. 22 illustrates a view that illustrates a processing flow of the
viewer unit. The following processing is repeated for each log record of a log
file of the log file memory unit 102 (S2201). When the following processing
is repeated for each filter record (S2202) and the log adapts to the filter



{0044) The system event |ogging systemis a conputer, and each

el enent can execute processing according to a program Further, it is
possible to store the programin a storage nmedi um and make a conputer read
the program fromthe storage medi um {0045} A hardware configuration
of the systemevent |ogging systemwi " be described. Fig. 23 illustrates a
view that illustrates the hardware configuration of the system event

| oggi ng system A conputing device 2301, a data nenory device 2302, a
menory 2303, a communi cation interface 2304, a data input device 2305 and a

dat a OutD@Hagﬁwkﬁecaﬁ@ﬁuﬁ@eﬁﬁmmaﬁcaﬁ@hhﬂ;ﬂo&g&nngaaaﬂi&onﬁﬁpny dgvi ce 2303

' gomer aRoRusEa ol B P bt mbrel n Hppdic S TR TR Y (250 e

i n the datveharemsergendidpday 28ouctimndsiisclydeientdredn ymageafileny reaad andnput i ng
devi ce 23Qlsgilyél 84@EENBNBItRId PRLRICHBHANFLStHeP AR £iRefNBreBIFREILd303 tO

f " Th t. t 4 d f
Do RS e OIS ot PSR B0 e S50 6 hdea 1o
i nput dat ®220heodabeeedutopprocdsing eel280b to shasest lag. odthese pirdéespingy or
print) datgq a{t%e;ﬁ@fl%f:ﬁn@ Whsn m&@}prép&éﬁl}gs 104 L,pgoed t& autloéso@zqgvi ile

nenor uni screen | mage | e menor uni t 09rnoni rong target
pr ogr ém VE’hen the end 1nstruct1onr}s rece?ve , processing e¥1ds at thls point oft t?me 9 9

{0043}

In addition, the operation of the viewer unit can be executed by a
computer separate from the logger unit. In this case, a log file and a screen
image file recorded in the logger unit are duplicated to a computer of a
viewer unit, and referred to.

{0044}

The system event logging system is a computer, and each element
can execute processing according to a program. Further, it is possible to
store the program in a storage medium and make a computer read the
program from the storage medium.

{0045}

A hardware configuration of the system event logging system will be
described. Fig. 23 illustrates a view that illustrates the hardware
configuration of the system event logging system. A computing device 2301,
a data memory device 2302, a memory 2303, a communication interface 2304,
a data input device 2305 and a data output device 2306 are connected to a
bus. The data memory device 2303 is, for example, a ROM (Read Only
Memory) or a hard disk. The memory 2303 is generally a RAM (Random
Access Memory). The program is generally stored in the data memory
device 2302, and is sequentially read by the computing device 2301 in a state
where the program is loaded to the memory 2303 to perform processing.
The communication interface 2304 is used for communication through a
network. The data input device 2305 is used to input data. The data
output device 2306 is used to output (display or print) data.

{Reference Signs List}
{0046}

101 logger unit

102 log file memory unit



105non-noni toring target program 106operati on system 107event cue
30linternal process list generating unit 302nonitoring target process |ist
303internal process |list 501ldecision target event acquiring unit

502i nternal buffer 1801 log filer output unit 2001 viewer unit 2002 viewer
filter list 2301 conputing device 2302 data nenory device 2303 nenory 2304
comuni cation interface 2305 data input device 2306 data output device

103 screen image file memory unit

104 monitoring target program

105 non-monitoring target program

106 operation system

107 event cue

301 internal process list generating unit
302 monitoring target process list

303  internal process list

501 decision target event acquiring unit
502 internal buffer

1801 log filer output unit

2001 viewer unit

2002 viewer filter list

2301 computing device

2302 data memory device

2303 memory

2304 communication interface

2305 data input device

2306 data output device



- 15 - {dains} {Caim1l} A systemevent |ogging system conprising
(1) a decision target event acquiring part which sequentially acquires a
system event related to decision target process; (2) a fi

which stores a filter record which associ ates an event condition,

condition, a log wite instruction antPa flag operation instructio
each filter; (3) a flag nenory part which stores a flag va
(4) a filtering part which repeats processing of sequentially reading a
filter record of each of the acquired system event, deciding wheth
t he systerfraMgn} satisfies the event condition for each read filter record,

deci di ng
the flag

ggﬁ%hep or not the flag value satisfies the flag conditio
M ton is further set, witing the systemevent as a

ter |ist
a flag

n for

| ue; and

er or not

n when
0g

accordi ng to thé sysignwevend lpgging sesteonceshprisimige event condition and the

Hag condition an e &Rt tadet aNhtURERIriNpdRSvEiLR e i 1BCERfGI<AT O the
ag opera

| nst . th | t t t '
et (& arnpaferrony Sela)dibisitred B according to ol ai m

wher ei n:

(2 mefiltert Het whadostdréssa filrer hrecord sxbich atseekiafes art éreerd

i mage acqupRditiodn 4 MSL! MldiQbn, 8Ng write instruction and a flag operation

instruction for each filter;

(3) a flag memory part which stores a flag value; and

(4) a filtering part which repeats processing of sequentially reading a
filter record of each of the acquired system event, deciding whether or not the
system event satisfies the event condition for each read filter record, deciding
whether or not the flag value satisfies the flag condition when the flag
condition is further set, writing the system event as a log according to the log
write instruction when the event condition and the flag condition are
satisfied, and updating the flag value according to the flag operation

instruction when the flag operation instruction is further set.

{Claim 2}

The system event logging system according to claim 1, wherein:

the filter record is further associated with the screen image
acquisition instruction; and

the filtering part records a screen image according to the screen
image acquisition instruction when the event condition and the flag

condition are satisfied and the screen image acquisition instruction is set.

{Claim 3}

A program causing a computer which serves as a system event
logging system comprising: a filter list which stores a filter record which
associates an event condition, a flag condition, a log write instruction and a
flag operation instruction for each filter; and a flag memory part which
stores a flag value to execute:

(1) a decision target event acquiring step of sequentially acquiring a
system event related to decision target process; and

(2) a filtering step of repeating processing of sequentially reading a

filter record of each of the acquired system event, deciding whether or not the

further
1,
creen



the filtering part records a screen imge according to the screen inage
acquisition instruction when the event condition and the flag condition are
satisfied and the screen imge acquisition instruction is set. {Caim 3}

A program causi ng a conputer which serves as a system event |ogging system
conprising: a filter list which storé3®a filter record which associates an
event condition, a flag condition, a log wite instruction and a flag
operation instruction for each filter; and a flag nmenory part which stores
a flag value to execute: (1) a decision target event acquiring step
of sequentdyatdny ed&kibatishigs ehSsng BbYieidh fb0éafhedatl giltke GbedraNdéadiggt

process; abfloney o nlPhpd gl HELENGRLER Of AEPSBLUNGLPLARSS L G2
sequentially read}ng afil gr_(ecor of ~each of tTHe acqui red sys &m event
deci di ng wieaditem eriunder s¢fe writingthe systeraevenent a dog 4espiding thshelognt

colndi ti otn_&l]gyse Qﬁfﬁgué??d Whéd athff@@@f\kﬁcord?ﬁbﬂ;f\ﬂd%@t ﬂ_atg_ &fndﬁlﬁé?tﬂ?hf I ag t
val ue satisfies,the . flag con i Qn e fllag condition is further se
Wi ing. t HEvehEPena, SRR GEE cthco dPgc ot AGrtin ST WPR. bPvatiRUct i on
when the evepuciiomdihendhedlag apeeatidmipstoretioniiedurther seft i sfi ed; and updating

the flag value according to the flag operation instruction when the flag
operation instruction is further set.



