1 SYSTEM AND METHOD FOR GENERATI NG A SECURE STATE | NDI CATOR ON A DI SPLAY

[ 0001] The invention relates generally to data protection, and nore
specifically to 5 the protection of data on conputing devices, including
nobi | e devi ces for exanple. Background of the Invention [0002] Confidential
or otherw se sensitive data is comonly stored on conputing devices. Such
data may include the contents of e-mail nessages, contact information, 10
and schedul er information associated with a user, for exanple. For |arger
conputing devices such as desktop conputers, physical safeguards may be

i npl enented to prevent unauthorized access to the conputing devi ces

t hensel ves, and accordingly, the data therein. However, handheld or nobile
devi ces may beSYSHEMIENBAMETHOD EOR € ENSRACKINCNA SEGUIEE SPATE INDICATIOR be

| ost or stol enObByA DISPLILYOf their relatively small size. As a result, it 15
is often desirable to protect sensitive data on nobile devices in order to
prevent unautjegoiyed pamtiBsntioheehOsERSSINS SGltoleBiRl MA@ spebichilycd! ar |y
after the %fvi&$s are | $t or stolen, [OOOSLprst nobi | e devices provide
devi ce- | ockl ngtf BFPLEHEhal 2 on compriReederices, insindingrmaobily devigss dorsgampleyse. A
nobi |l e device lock may be initiated manually by a user, 20 or automatically
after a pre-determ ned tinmeout period or upon insertion of the nobile

device into a ohgter, fo xanpl e. When a nobile device is in a | ocked
state, access < _ Y evented until the user is successfully
aut hent i cat ed, [dap2pnt er iQu@fiddhtialiR RIHRRVibRsifRVda6E s BGRRSy PRRIA MR compltRly
exanple. 25 Su ry of the Invention [0004] In accordance with one security

schene, when t FRYIGEE P data may inclyds dhegontegts of e-maglipesshges cantast sforgyatiomh e

device (or1@ salishedufer dférthatibiddssdt@tedfRNa 628 FINALAH 2For 1BEANModpUEng f OF

exanple) is encrypted. This provides additional security in that sensitive
dat a cannot bed§vases pushag desktop sampitsis: Rbgsiea sefeeuardsminy bevmplemetied topreventor y

store I's 30 1 CURMARKLLOMANR HEWfiinf LK Bithlsdlyes HIJHEHARES, mappd | catl ons

executing on the device are prevented from accessing sensitive data when
the data is enteigst ddoweres, bandheld or mobile dpvises may beeusideryd legs secure, since they

are more likely to be lost or stolen by virtue of their relatively small size. As a result, it

15  is often desirable to protect sensitive data on mobile devices in order to prevent
unauthorized parties from accessing such information, particularly after the devices are

lost or stolen.

[0003] Most mobile devices provide device-locking functionality to prevent
unauthorized third party use. A mobile device lock may be initiated manually by a user,

20  or automatically after a pre-determined timeout period or upon insertion of the mobile
device into a holster, for example. When a mobile device is in a locked state, access to
the device is prevented until the user is successfully authenticated, by entering an

appropriate device access password, for example.

25 Summary of the Invention
[0004] In accordance with one security scheme, when the device is in a locked

state, the data stored on the device (or a subset of data that has been designated as
sensitive, for example) is encrypted. This provides additional security in that sensitive
data cannot be retrieved in unencrypted form, in the event that a memory store is

30 removed from the device, for example. Furthermore, applications executing on the
device are prevented from accessing sensitive data when the data is encrypted, affording

even greater security.



[ 0005] While a computing device such as a nobile device is | ocked, the
device may be nore specifically considered to be in a secure state, if
data on the device (either all of the data on the device, or all the data
on the device that has been designated as sensitive, for exanple, as may
be configured) is encrypted, such that applications which 5 mght wish to
. access the data cannot decrypt the data for use. Enbodi nents of the
invention are generally directed to a system and nethod for generating a
security indicator on a display of the device, to indicate when a | ocked
device is in such a secure state. [0006] 4n one broad aspect of the

i nvention, there is provided a nethod of 10 generating a security indicator
on a display OfogdSFONPUIWKIE AdMipGeng IRE Bhdh a8 EbbBe BALA i Bokedl! ME GevieN t he
conmputi ng device, wherein the secure data, when encrypted, can _be .

decrypt ed usi nganpe megspeciiirally pensidered dnbyiay spenreigteteibdataion Be devieedgithiher ei n
the method coppstEegatt HEme USRS, 8f anl HELAL bh BY MNS&LINEs 6P RGIdEVI ce
attains a |locked state; determning if any of the secure data can _be
decrypted by asppsigve, darexanplamns maybp confteureghis cagypted isuihribat opplichiéons ilic i ng
device, whige phe. compyLd I LS il S TSl ying a
first indi céét oIr]rl It ?‘édc%%ﬁ@e?%‘taﬁ%gﬁ ‘%t&%q%e%agﬂ%?%ehgﬂ{sbtg %lf)nct Sg?!hgt | east
some of the shwent®ndegenerally dieccttd do y pitsterh 4yl rasthdddasgenemengod sebdréy one or
mor e app! i cati gg. ML) £y oFRIRMALNG iRXEGdS, folkEal O kedoRh dlcie and
di splaying a second Indi Catby TF T1°% S "deter mred Catr t he det erm ni ng step
t hat none of tketesecure data can be decrypted by any 20 of the one or nore
applications on the conmputing device while the conputing device is in the
| ocked state. BMI0O8] Desdniopt broad ssbedt hEthDirvantitgsthpRGOppviBat a methed ofr

under st andi,pg of enbodi nents af the inventi.on, and to .sho 25 more clearly
how 1 &y B STBE - FABEOAPFeer on AT a8 SomPYne S S gt ey ik 101
exanpl e, to theosdoanipamytipntngdeivengiserdin thelseqine daftd, Ghed erdcsypeedptandle di agr am

of a nobile device. in one ex le inplepentation, FIG i.S a bloc i agram
of 2 commni catrompeduSiics BiR B St B e fout aoltape ffiod; 955
FIG 3 is a bl oepriticathe ampoéf: dettrtidg whén te dbhpltig Sevied sl a Iatkbd Sate4A 1S a

flowchart illustratin te in a t hod.of generating_.a security.indicator
on determining if any %? the securer@ta can be dec%ypte by any%f one or more aﬁ{ahcat%ns

15  residing on the computing device, while the computing device is in the locked state;
displaying a first indicator if it is detenniréed at the determining step that at least some of
the secure data can be decrypted by at least one of the one or more applications while the
computing device is in the locked state; and displaying a second indicator if it is
determined at the determining step that none of the secure data can be decrypted by any

20  of the one or more applications on the computing device while the computing device is in

~ the locked state.

Brief Description of the Drawings
[0007] For a better understanding of embodiments of the invention, and to show

25  more clearly how it may be carried into effect, reference will now be made, by way of

example, to the accompanying drawings in which:
FIG. 1 is a block diagram of a mobile device in one example implementation;

FIG. 2 is a block diagram of a communication subsystem component of the mobile
device of FIG. 1;

30  FIG. 3 is a block diagram of a node of a wireless network;



a display in an enbodi nent of the invention; and FIG 4B is a flowhart
illustrating steps in a nmethod of generating a security indicator on a

di splay in anot her enbodi nent of the invention. 5 Detail ed Description of
Enbodi ments of the Invention [0008] Sone enbodi nents of the invention nake
use of a nobile station. A nobile station is a two-way conmuni cation

. devi:ce wth advanced data communi cation capabilities having the capability
to communicate with other conputer systens, and is 10 also referred to
herein generally as a nobile device. A nobile device may al so include the
capability for voice communications. Depemding on the functionality
provided by a nobile device, it may be referred to as a data nessagi ng

device, a two- M4A&Q£ﬂowéhart(iﬂshﬁﬂ1@rstdp€hﬁd)lh&ﬁ@d g geherﬁkaigaa JFREBAFdREtor on
capabilities, a mnrejess | nt.ernet. appl i ance, data conmmuni cati on

device (with of GRBHBR emep Hﬁ@ﬁ?@ﬁﬂﬁﬂ%@?ﬁmés) A nobi | e device 15
communi cat es t.he s through a ne of transcejver, stations.
[ 0009] To ai dvﬁq’g gé%i‘j ?W?(iﬁ“dﬁ‘tfgﬁ%‘l%‘ﬁ?ﬁﬁ‘ga%@\@?‘}:ﬂ?ﬁfﬁtﬂ% Ut IGicRer Bbvi ce
and how it comﬂhﬁﬁtag&hwgnlsbog_tnmEoictgyine@ﬁwnr eference is nade to FIGS. 1
t hrough 3. [0010] Referring first to FIG 1, a block diagramof a nobile
device in ofe exanple inplementation is shomn generally as 100. Mobile
devi ce 100 conprises a 20 nunber oﬁ conponent s, t he controlling conponent
bei ng m cr opr oRgtaded Desevipti bedimentsof theyvention: o| s t he over al
operation of ”Eﬂ!loh]? dev'%ﬁe%ﬁ@o&n@ﬂt@%ﬂk%ﬁ% rfaé!dé%é SMSmotiRGlaHE Ng data
and voi ce comunij cations, are performed through conmuni cation subsystem
104. Communi cafiobi saliesyst Bra-wamconspeiicatien devisssrierstvanceddamepryeinieatigb ssages
to a wirel ess pehumis a0k tﬂeﬂ:aést R %&Jﬁﬂh&&@ L'E‘H)é &%Hﬁxﬁ&tle&?st%s el €

devi ce 100, contruni cati on subs 104 1s co I gure cordance with
the G obal 1&yselsenefestediphirtia cersmyris eamabin dEGSMA mablleisrise aiay abaikbide Radi o

Servi ces (GPRS [ r,l dw de
and it is expeg%eg&ﬁﬂﬁiﬂﬁﬁgggag. 5%??%Vb%ﬁﬁ%%g%ﬁﬁéﬁgbﬁm%ﬁggéﬁ@ﬁgwgy by
Enhanced Dat a @8hil&dariceoihmepnbe (eE@f:ﬁ)to asmjdatt.dmnmagmg devizhj 4 17ar0-way pager a

Tel econmuni cat i [ Vi dar ds,_are Sti

defined. but i £ 8&%?& p%% ?l?ﬁzgt% mte?_f%%/m%mcsipﬁbs ﬁ ot & wireless Inte zg:gh%nce cﬁ

eve e srmlari
net wor k behavi data coiemunmim:d daece(with andthbtt telephonatapabilides). uAdebiit dodedy
persons sk g l5 e coﬁnrrr]lurtllga steT tﬁe?itdegiggs ougelp a ne%vrs]/ork of h‘gxtlsgglg&%tattlgnsus e any other

[0009] To aid the reader in understanding the structure of a mobile device and

how it communicates with other devices, reference is made to FIGS. 1 through 3.

[0010] Referring first to FIG. 1, a block diagram of a mobile device in one
example implementation is shown generally as 100. Mobile device 100 comprises a

20  number of components, the controlling component being microprocessor 102.
Microprocessor 102 controls the overall operation of mobile device 100.
Communication functions, including data and voice communications, are performed
through communication subsystem 104, Communication subsystem 104 receives
messages from and sends messages to a wireless network 200. In this example

25  implementation of mobile device 100, communication subsystem 104 is configured in
accordance with the Global System for Mobile Communication (GSM) and General
Packet Radio Services (GPRS) standards. The GSM/GPRS wireless network is used
worldwide and it is expected that these standards will be superseded eventually by
Enhanced Data GSM Environment (EDGE) and Universal Mobile Telecommunications

30  Service (UMTS). New standards are still being defined, but it is believed that they will
have similarities to the network behaviour described herein, and it will also be

understood by persons skilled in the art that the invention is intended to use any other -



4 suitable standards that are developed in the future. The wireless |ink
connecting conmmunication subsystem 104 with network 200 represents one or
nore different Radio Frequency (RF) channels, operating according to
defined protocols specified for GSM GPRS conmuni cations. Wth newer

net wor k protocols, these channels are capable 5 of supporting both circuit

. Switched voi ce conmuni cati ons and packet sw tched data comunications.

[0011] Al'though the wireless network associated with nobile device 100 is a
GSM GPRS wirel ess network in one exanple inplenentati on of nobile device
100, other wreless networks may al so be 4ssociated with nobile device 100
in variant 10 inplenentations. Different types of wreless networks that
may be enpl oyeshitable statkéards tha) areckaslpped,in dtfdtuee The ivirelbs 1RlkeSna0@ipOr KS,

voi ce-centric w rel ess networks nd dual lflfe?ngde net wor ks that,_can support

bot h voi ce and UXPYCAGARBHSEIT SHEWIBFWPH 00 Zrpseseni gus of grorpdifferent Badiqyns
Conbi ned dual - mi/nﬁﬁtmrcﬁaﬁmbl@qidﬂﬁﬂng Biebradicho aéﬁnetégmtécm sb&mﬁed@@ﬂe Di vi si on
Mul ti pl e Access 00 net wor ks RS 15 networks (as

menti oned abov&P QRB FeREHBCations (Wis mevemeBtr Bigocplertirse Kaanpelk arecaragle and
UMTS. Sone sl dgf sugi@ il Bsth OfcuilabhaeaNbld: %orﬁﬁm@{dfaﬁs mqiaa&es&,me&@mt exT™M
Radi o Net wor k and t he Dat aTACTM Radi o Networ k. Exanpl'es of ol der

voi ce-centric Eem@unigAionsbr ks i ncl ude Personal Communi cati on Syst ens (PCS)
networks like GSMand Time Division Miultiple Access (TDVA) systems. 20
[0012] M cropr RYdEor 10”21@11%&?ﬁ@r@kmeéwwﬁtawoaaeﬁlmtbmbﬂ%éﬂywwew such as

a Random Acce : PR uxiliary
%%N%ﬁ%?;%@n@eﬁg&%%f% ortﬁ%lh §tll<0é1 foargg%é‘%% sgeaker

i nput/out put (1/0) | _ -
118, micr ophon&etl\mele@mworksanﬁgeﬂmdamm@ﬂi“mthsnd_bﬂadm 10 frevardeli ces 124.

[0013] Somggof .t he sy st ﬁﬁﬁere% eﬁje%%/ h&fork? %apﬁé}ag%éﬁpﬁ%&@} I on-

25 rel at ed unct ons, ereas ot
on-devi ce funclfq’r@ﬁsmplaydamnmb mw&n&pﬁ@mﬁsﬂpicayexmmw&ddsskeml@r andldgl- nay be

used for both O%WD&%%a?n rs%%pgc{rt %tf u(ﬁntge%{n Qﬁ% csucll.ualga?t%oglg%)\ge;l}%e%flunct i ons

nmessage for transm ssion over
such as a cal cmphmcmt bage sthtisis. Cbmbmemmﬂ-atddﬂgetwsgksﬁr&mds,diﬂ wvamet lisied thy

Fl ash momory 1680 Rivao Hafible AP IEROU SN A Db BERLPLEY rom) “or
simlar 15 networks (as mentioned above), and future third-generation (3G) networks like EDGE
and UMTS. Some older examples of data-centric networks include the Mobitex™ Radio
Network and the DataTAC™ Radio Network. Examples of older voice-centric data
networks include Personal Communication Systems (PCS) networks like GSM and Time

Division Multiple Access {TDMA) systems.

20 [0012] Microprocessor 102 also interacts with additional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary
input/output (I/0) subsystem 112, serial port 114, keyboard 116, speaker 118,

microphone 120, short-range communications 122 and other devices 124.

[0013] Some of the subsystems of mobile device 100 perform communication-
25  related functions, whereas other subsystems may provide “resident” or on-device
functions. By way of example, display 110 and keyboard 116 may be used for both
communication-related fanctions, such as entering a text message for transmission over
network 200, and device-resident functions such as a calculator or task list. Operating
system software used by microprocessor 102 is typically stored in a persistent store such
30  as flash memory 108, which may alternatively be a read-only memory (ROM) or similar

storage element (not shown). Those skilled in the art will appreciate that the operating



storage el enent (not shown). Those skilled in the art will appreciate that
the operating 5 system specific device applications, or parts thereof, my
be tenporarily |l oaded into a volatile store such as RAM 106. [0014] Mbbile
device 100 may send and receive conmunication signals over network 200
after required network registration or activation procedures have been 5

. conpleted. Network access is associated with a subscriber or user of a

nobi |l e device 100. To identify a subscriber, nobile device 100 requires a
Subscri ber ldentity Module or "SIM card 126 to be inserted in a SIM
interface 128 in order to comunicate witiPa network. SIM 126 is one type
of a conventional "smart card" used to identify a subscriber of nobile
devi ce 100 andsystempaycsifio dbvizeapplientiond) bt gartd éherads ndd)be téannfongilploadsd inth@
things. Wthout SIM 126, .nohj | vice 100 is not fully operational for
comuni cati on YO %Stw&sm%% 1g§y inserting SIM 126 into SIMinterface

128, a subscri an a all subscriped services. Services could

i ncl ude: web b&@\lﬂfng a%"%ﬁﬁgg é“&‘ﬂéﬁn aé‘%éeceﬁﬁlcf’mn\‘i‘ﬁ’icﬁt@“ﬁﬁnf‘soﬁﬁort

Message Ser Vi CetieiBED0 afidideddited héfﬁdik&e ﬁl bN&tiSR I ipER8durés MY beelbr €

advanced services ‘%2/ include: point o field service and sales force
il

15 aut omat i dn. SogiFh é*?metha@ésaaﬁﬁoee@ewh aéH*éﬁCﬂ%ﬁF yser ofra mpyleidgyice

i nformation. Opge Toshé\%%zzﬁsmcﬂb@ﬁ %{oBﬁQdév'fbesthéqﬂir%rJ SibSeribéBidentity Mbagieup! ed
to mcroprocessor 102. In order ‘to identify the subscriber, SI'M126

contains some Pfs&IMpsdrRe ko be ingrpd g SIM infeRfaes 12807 oidal o ppBmppicate BabR| ber
ldentity (IMSI ﬂetw@t’ﬁ %angme%e%%h@&w%&ﬂnllzém!aﬁ chli®hsed o ﬁ%g%ﬁ' ber is not

necessarily bound by any sing ysi cal nobil e devi ce. 20 may
store additio nwbs‘snbbs@frmmhe dﬁ‘ﬁﬁ‘b iimwpen'malaze rﬁhﬂjmlléled]é\’/lm: H00aamoRe qther

i ncl udi ng 4glat Kk ”f!?i]m“ ion.

[ 0015] Mbbi (?ie ﬁﬂ@g m@%&@?%ﬁ%‘%’?‘%ﬁ%&%ﬁ ¥5€& gall nc‘% es aﬂg{at tery
interface 132 wih netwoei A0nPyonsriog SIM@M@@SWQE@&C@ 188 tatsbpscker t@0accBat t er y
el ace 132 uf SuSOB LS. SchARYL MO e (AR BIg el BRaBRS et o1
t echnol ogy makesiliiceofiaila Shat ]t/bssyge Smlw@MS)emaMﬁlugJe@s I\/Eaasagmg§emucso fuel
cells may provi h ower t e device Mcro e r
102 i a1 0D Pl DR Bo S a RO S QUREERER o
sof tware appl i exbmaticsh. GIMNBiihcduddey poeesidiQnd Aemety fof starfiny infoahatims Onbat

control basi ¢ 4Ryl 9RRLAL hOTRr nkelELe b0 Lol e b S T 0"

to identify the subscriber, SIM 126 contains some user parameters such as an
International Mobile Subscriber Identity (IMSI). An advantage of using SIM 126 is that
a subscriber is not necessarily bound by any single physical mobile device. SIM 126

20  may store additional subscriber information for a mobile device as well, including

datebook (or calendar) information and recent call information.

[0015] Mobile device 100 is a battery-powered device and includes a battery

interface 132 for receiving one or more rechargeable batteries 130. Battery interface 132

is coupled to a regulator (not shown), which assists battery 130 in providing power V+to
25 mobile device 100. Although current technology makes use of a battery, future

technologies such as micro fuel cells may provide the power to mobile device 100.

[0016] Microprocessor 102, in addition to its operating system functions, enables
execution of software applications on mobile device 100. A set of applications that
control basic device operations, including data and voice communication applications,
30  will normally be installed on mobile device 100 during its manufacture. Another
application that may be loaded onto mobile device 100 would be a personal information

manager (PIM). A PIM has functionality to organize and manage data items of interest



30 will normally be installed on nobile device 100 during its manufacture.
Anot her application that nay be | oaded onto nobile device 100 woul d be a
personal information nmanager (PIM. A PIM has functionality to organize
and manage data itens of interest 6 to a subscriber, such as, but not
limted to, e-mail, calendar events, voice nmails, appointnents, and task
-items. A PIMapplication has the ability to send and receive data itens
via wireless network 200. PIMdata itens nay be seaml essly integrated,
synchroni zed, and updated via wireless network 200 with the nobile devi ce
subscriber's 5 corresponding data itens st®red and/or associated with a
host conputer system This functionality creates a mrrored host conputer
on nobi |l e devi we shBQrivér tuch es |bentot timitsdltbhe-rﬂatlmaiEendéFhiv&tscadsicé)ﬁaipmrt icularly

advant ageous where the host tem is t bjl e devic
subscri ber's offf°® Blgn%rg ﬁ‘f@? % 1?1(5‘@ t‘?fdlﬁﬂshti‘ecﬂk?go ty %?pgﬁ?‘??f‘gtrf"i?h? dﬁt&y
al so be | oadeditand da mﬂblekﬁledmtk(lm M1 (Y] dalzﬁltéﬂfsrxﬁm sBaheakinkeRtedauxi | i ary

1/0 subsystem 112 ser ort 114, hort-ran copmmuni_cat 1 ons supsystem
122, or any ot REFHOpZe B?%‘?Péaﬁéy@t‘@rﬁ op Hetwek; @Of“ﬂ@ﬁlwﬂr fe\eyige subsaibFLSt i on

i nst al l ati on i pateRpsRmgldan ifehhe Glotcnal/ot MseiatdmPic @h&?é’dnﬁﬁlté (A ATHRY
provi de enhanced on-device functions, comrunication-rel ated functions, or

bot h. For exanﬁ%“é“onag'é(éﬁﬁaéeséﬁﬁﬁﬁﬂéa%tP@ﬁpléffmmf@‘&ﬂlpéﬁ‘gcw velfhpipectds aehr oni c
commer ce funct jigps ﬁﬂ?caﬁ%@%ﬁrﬁ@éar?"%aﬁt’aﬁ%ﬂ&hﬁére Elfe%&%sﬁlbﬁ@rssy&tem@@m@er formed
usi ng nobil e device 100 % erial port 114 enables a subscriber to set
pref er ences thmb@?}dﬁ’weé}t‘ﬁéﬂmSOfﬁi@\?Pmeuteer}’s@m war e application and extends

the capabilities of nobile device 100 by prOV|d|ng for information or

sof tware downl 41t o nobdditiongleapplicationronat dizerbetpaed onth mebiideyicgi 108] ess
comuni cat hgn RBRLYVVE, aaf gxanpl e, be
used to | oad anﬂﬁe%@rdétg{o;ﬁg%()@gﬁ i@ ngwﬁgg\%%gfggxtlﬁrs%% d| rect and
thus reliable aﬂmmwlemﬂsmiz%ﬂrMO@&OW@@R’«S@'@W@H died+i Bras flexibility in
conmuni cat i on. 9%8 s for
conmmuni cati on %}gtg\}\}%enﬁ%rri%[)ah)%g@g \%Slege 6 %Wm?%ﬁgﬁ%{aéseﬁgo (]aa%rr%n%&mﬁegﬁ ces,
wi t hout the usenhahcerdeu‘lvﬁwice ﬁmﬁonSF@nmmmpbxerelmﬁﬁyatoamoﬂﬁah nEgr examoplade an

i nfrared devic Lrcuits onent s f shoy t.- range
cormunt cat | on. bk esPRRRipAbE el by ot SRTRANEN ot el S
st andar ds dévelsuqhd‘dlabgaaltﬁ'msabmcinsaﬂs wpe%haedqsmdﬁledmlce(lmDA) , Bl uet oot h,
and the 802.11 famly of standards devel oped by | EEE.

[0018] Serial port 114 enables a subscriber to set preferences through an external

device or software application and extends the capabilities of mobile device 100 by
providing for information or software downloads to mobile device 100 other than
through a wireless communication network. The alternate download path may, for

20 example, be used to load an encryption key onto mobile device 100 through a direct and

thus reliable and trusted connection to provide secure device communication.

[0019] Short-range communications subsystem 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200. For example, subsystem 122 may include an infrared device and associated circuits
25  and components for short-range communication. Examples of short range
communication would include standards developed by the Infrared Data Association

(DA), Bluetooth, and the 802.11 family of standards developed by IEEE.

[0020] In use, a received signal such as a text message, an e-mail message, or
web page download will be processed by communication subsystem 104 and input to

30  microprocessor 102. Microprocessor 102 will then process the received signal for output
to display 110 or alternatively to auxiliary [/O subsystem 112. A subscriber may also

compose data items, such as e-mail messages, for example, using keyboard 116 in



[0020] In use, a received signal such as a text nessage, an e-mail nessage,
or web page downl oad will be processed by comruni cati on subsystem 104 and
input to 30 m croprocessor 102. M croprocessor 102 will then process the
received signal for output to display 110 or alternatively to auxiliary
|70 subsystem 112. A subscriber may al so conpose data itens, such as

.- e-mai |l nessages, for exanple, using keyboard 116 in 7 conjunction with

di splay 110 and possibly auxiliary 1/0 subsystem 112. Auxiliary subsystem
112 may i nclude devices such as: a touch screen, nouse, track ball,
infrared fingerprint detector, or a rollef wheel with dynamic button
pressing capability. Keyboard 116 is an al phanuneric keyboard and/ or

t el ephone-typecdngynpeich with diephp SEChnt hesFIbIPuxHiaBEl/O kaRsdth 1€l QAvekarpet wor K
200 t hrough cogj}};u ca on su %eséfem 104, [0021] For voice c rml1|1m| catl ons,
the overal |l SYTh L SrmaoiBripee dpxtrrt ek oy ajleuch sqpy ’ﬁ'ﬁ’t‘siea'i“}cg ipffaggd

except that thﬁngeqs‘rﬁit veekts &rﬂoﬂem&ﬂvﬂﬂﬁdﬁuﬁﬂﬁﬂuﬁbﬁpr%ﬁﬂ@%ﬁﬁabh&? %Flﬂard

signals for triﬂ{m ssion woul d generat ed by m crophone 120. Alternative
voi ce or audi bl6Fenalp ?rléeybgaa AnQr telephane-&pRdeEnage ArcamppgH igm may

subsystem ﬂHYb@ﬁﬁﬁmh%d%Qeﬂd%m&m% gﬁc&%ﬁﬁl@aﬁ@ﬁ%ﬂéﬁté&@@4 Al t hough voi ce

or audio signal output is acconplished primarily through speaker 118,

di splay 110 napph$o be psesicd &nﬂﬁ&‘féaﬁ@ns ﬁig@bérhlpaﬁblratioﬁfo?ﬁ@tlé &Qw@ll'@d]lsas the
identity of a calling party, duration of a voice call, or other voice call

rel ated i nfor néittigptia %P’GGIZ!ZT emepi et the raseived sermlseyould bepuug rleperkayt Bntnsf t he
communi cati on RIS P EUSHAN AW ﬁﬁ&fgsenélr%dﬂym%%ho&e iﬁ) R iv Iy cation
subsystem 104 conprises a recelver tTans , one or nore
enbedded or i neetiaHD subrystame sud aswiics mESge Iﬁsﬁdmgmlahfstemmum gsodres (LOs)
158, and aqgro JaTeREqeel I r (DSP) 160.
[ 0023] The par '??I?:lu ar degﬁgﬁle?g%g%?n@ﬁ%@%%oﬁo%u%‘%is??klﬁfzqgﬁt%lﬁégdependent
upon 20 the né@omkS@QQDmnnmﬁrohEhﬂpbﬂdeel Bedisgay lmna)salicﬂteemtbﬁd ptcofldwper at e,
thus it should ) llustra serves
onl'y a5 one. ex SetAPERIRARH 0%k HOBATT T i L AR SRV RAGITE 200
are input to re&lermecaBmlaMmﬁdnmmgn performsuch conmon recel ver
functions as signal anplification, fregquency down conversion, filtering,
channel sel ect i¥#2]and eih%fd:rdggnmdiﬂﬂtwaﬁlmagmmumsbmmuﬂédﬁo%

conver s 0n 181 §uf5i&h YSMpsH:AT0 oFIP S ILE. EOMRhSKaRSMTHLEAN g funct i ons

comprises a receiver 150, a transmitter 152, one or more embedded or internal antenna
elements 154, 156, Local Oscillators (L.Os) 158, and a processing module such as a
Digital Signal Processor (DSP) 160.

[0023] The particular design of communication subsystem 104 is dependent upon

20  the network 200 in which mobile device 100 is intended to operate, thus it should be
understood that the design illustrated in FIG. 2 serves only as one example. Signals
received by antenna 154 through network 200 are input to receiver 150, which may
perform such common receiver functions as signal amplification, frequency down
conversion, filtering, channel selection, and analog-to-digital (A/D) conversion. A/D

25  conversion of a received signal allows more complex communication functions such as
demodulation and decoding to be performed in DSP 160. In a similar manner, signals to
be transmitted are processed, including modulation and encoding, by DSP 160. These
DSP-processed signals are input to transmitter 152 for digital-to-analog (D/A)
conversion, frequency up conversion, filtering, amplification and transmission over

30  network 200 via antenna 156. DSP 160 not only processes communication signals, but

also provides for receiver and transmitter control. For example, the gains applied to



denodul ati on and decoding to be perfornmed in DSP 160. In a sim/lar manner,
signals to be transmtted are processed, including nodul ati on and

encodi ng, by DSP 160. These DSP-processed signals are input to transmtter
152 for digital-to-analog (D/A) conversion, frequency up conversion,
filtering, anplification and transm ssion over 30 network 200 via antenna

.- 156.- DSP 160 not only processes comuni cation signals, but also provides

for receiver and transmitter control. For exanple, the gains applied to 8
comuni cation signals in receiver 150 and transnmitter 152 may be adaptively
controlled through automatic gain cont rol8al gorithnms inplenmented in DSP
160. [0024] The wireless |ink between nobile device 100 and a network 200

may contain ob@m@initdios sighill B ©fives NS thnsthivtsd BR2lrhaY, Hé'aﬁzgﬁﬁiaﬁlbm%lled
channel s, and ass ggl ated 5 protocqls used between nobil e device 100 and
Aaﬁ’—“

net work 200. RATeatic gain aoqtﬁﬂh?lg‘g&hfﬂ%%‘?‘é@tﬁtdﬁapsﬁd@ be conserved,
typically due i@# !Imts i.n qverall bandwidth and |imted battery power of
mobi | e devi ce ¥RF4 [ 0025 heviiEsteshins ebvesaynabie deied LWORpd » yotprs R0 msNal |

transm tter 152ortsin bixdbrGadeb Miffeke@Y &nMls H{ﬁdﬁﬁ dieRreADRY MRS, lahd hs%oéﬁ&f“ ng to
network 200_and is otherwi se turned off to 10 conserve resources.

Simlarly, ?ecBoRsplsse hevesamobie é%IQ%AOQGﬂ%W@ﬂ(fZOQOAM@mWéISdeFGd unti |
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conpri ses one or nore nodes 202. Mbile 15 device 100 conmunicates with a
node 202 wit hi 05 el essWhest mehile devioe 190His filly cemmmaé transnpttefrﬂéatlmmﬂyof
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oMl nobi | o Saeckr Bl v Pl SRR . Bha RS o (nm)

212, a Visitor peoalti on Reg| stry (VLR) 214, a Serving GPRS Support Node
(SGSN) 216, a Gateway GPRS Support Node (GGSN) 218, and a Dynam c Host
Confi guration Wﬂﬂﬁdcol (Rlﬂ@f—i)lg 200 to HIG. 8, d bletk didgram ofpnsien s wirslesodetwahnt t o
be an exhaust|Y

the .co onen f ever node 2 hi
GSM GPRS networ uttrl % heP maﬁ%;)s% ﬁcigg %net%ﬁor%?oéje%%w?@leused in

15 dev1ce 100 communicates with a node 202 w1th1n w1reless network 200. In the example

-

implementation of FIG. 3, node 202 is configured in accordance with General Packet
Radio Service (GPRS) and Global Systems for Mobile (GSM) technologies. Node 202
includes a base station controller (BSC) 204 with an associated tower station 206, a
Packet Control Unit (PCU) 208 added for GPRS support in GSM, a Mobile Switching

20  Center (MSC) 210, a Home Location Register (HLR) 212, a Visitor Location Registry
(VLR) 214, a Serving GPRS Support Node (SGSN) 216, a Gateway GPRS Support Node
(GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant o be an exhaustive list of the components of every node 202
within a GSM/GPRS network, but rather a list of components that are commonly used in

25  communications through network 200.

[0027] In a GSM network, MSC 210 is coupled to BSC 204 and to a landline
network, such as a Public Switched Telephone Network (PSTN) 222 to satisfy circuit
switched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 to
the public or private network (Internet) 224 (also referred to herein generally as a shared

30  network infrastructure) represents the data path for GPRS capable mobile devices. In a
GSM network extended with GPRS capabilities, BSC 204 also contains a Packet Control
Unit (PCU) 208 that connects to SGSN 216 to control segmentation, radio channel



25 conmmuni cations through network 200. [0027] In a GSM network, MSC 210 is
coupled to BSC 204 and to a landline network, such as a Public Swtched
Tel ephone Network (PSTN) 222 to satisfy circuit switched requirenents. The
connection through PCU 208, SGSN 216 and GGSN 218 to the public or private
network (Internet) 224 (also referred to herein generally as a shared 30

. network infrastructure) represents the data path for GPRS capabl e nobile

devices. In a GSM network extended with GPRS capabilities, BSC 204 al so
contains a Packet Control Unit (PCU) 208 that connects to SGSN 216 to
control segmentation, radio channel 9 alldtation and to satisfy packet
switched requirenents. To track nobile device location and availability

for both circuillocsikintagl esadlsl p@@:@k@&ucﬁw fegliReheNBNRE BRI thobildldByidd Bedtion
shared between NSC 210 and SGSN .. Access to VLR 214 is controlled by MC

210. 5 [0028] WApARIBYET bgth&‘TFﬁ“k%’HtCP?daﬁ‘é‘d’éPli?éWl@%é mappeenenls Bl 2508 and
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responsibility in
P y parameters may vary between different nodes. For example, one node may employ a

different modulation scheme and operate at different frequencies than other nodes.

[0029] For all mobile devices 100 registered with a specific network, permanent
configuration data such as a user profile is stored in HLR 212. HLR 212 also contains

20 location information for each registered mobile device and can be queried to determine
the current location of a mobile device. MSC 210 is responsible for a group of location
areas and stores the data of the mobile devices currently in its area of responsibility in
VLR 214. Further VLR 214 also contains information on mobile devices that are visiting
other networks. The information in VLR 214 includes part of the permanent mobile

25  device data transmitted from HLR 212 to VLR 214 for faster access. By moving
additional information from a remote HLR 212 node to VLR 214, the amount of traffic
between these nodes can be reduced so that voice and data services can be provided with

faster response times and at the same time requiring less use of computing resources.

[0030] SGSN 216 and GGSN 218 are elements added for GPRS support; namely
30  packet switched data support, within GSM. SGSN 216 and MSC 210 have similar
responsibilities within wireless network 200 by keeping track of the location of each

mobile device 100. SGSN 216 also performs security functions and access control for



VLR 214. Further VLR 214 al so contains information on nobile devices that
are visiting other networks. The information in VLR 214 includes part of

t he permanent nobile 25 device data transmtted fromHLR 212 to VLR 214 for
faster access. By noving additional information froma renmote HLR 212 node
to VLR 214, the anount of traffic between these nodes can be reduced so.

. that- voi ce and data services can be provided wwth faster response tines
and at the sanme tinme requiring |l ess use of conputing resources. [0030] SGSN
216 and GGSN 218 are el ements added for GPRS support; nanely 30 packet
swi t ched data support, within GSM SGSN 211 and MSC 210 have sinilar
responsibilities wwthin wireless network 200 by keeping track of the

| ocati on of eadita rafidioh@ctiovi 209. Iﬁf;BN DEMoVAE iddeSRtWIRKhOEdHBecHRRI Nt Y
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15 The APN al s a,se t h sm for 2Q0, |nsof ar as
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exchange data without first performing a GPRS Attach to an APN that it has been
authorized to use. The APN may be considered to be similar to an Internet domain name

such as “myconnection.wireless.com”.

20 [0031] Once the GPRS Attach is complete, a tunnel is created and all traffic is
exchanged within standard IP packets using any protocol that can be supported in IP
packets. This includes tunneling methods such as IP over IP as in the case with some
IPSecurity (IPsec) connections used with Virtual Private Networks (VPN). These
tunnels are also referred to as Packet Data Protocol (PDP) Contexts and there are a

25  limited number of these available in the network 200. To maximize use of the PDP
Contexts, network 200 will run an idle timer for each PDP Context to determine if there
is a lack of activity. When a mobile device 100 is not using its PDP Context, the PDP
Context can be deallocated and the IP address returned to the IP address pool managed
by DHCP server 220.

30 [0032] Embodiments of the invention relate generally to data protection, and
more specifically to the protection of data on computing devices. While embodiments of

the inventions are described herein with reference to a mobile device, at least some of



exchanged within standard | P packets using any protocol that can be
supported in IP packets. This includes tunneling nethods such as |IP over
P as in the case with some |PSecurity (IPsec) connections used with
Virtual Private Networks (VPN). These tunnels are also referred to as
Packet Data Protocol (PDP) Contexts and there are a 25 |imted nunber of

- these available in the network 200. To nmaxi m ze use of the PDP Contexts,
network 200 will run an idle tinmer for each PDP Context to determne if
there is a lack of activity. Wien a nobile device 100 is not using its PDP
Context, the PDP Context can be deallocaflédd and the I P address returned to
the IP address pool managed by DHCP server 220. 30 [0032] Enbodi nents of

the invention thedeairmbogigrarsaldybe iiplddt@edsdécdiutifndevasaslotheitha weteei fi cal |y
to the protection of data on conputing devices. Wile enbodiments of the
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appl i cations or evi ce
i mpl ement at i on$n a variant 1mplementat10n the data protection system may be unplemented n

15  hardware. The data protection system described herein need not be implemented in a
separate module, and some or all of its functions may be integrated with that of one or
more other applications or modules residing on mobile device 100 in variant

implementations.

[0035] In mobile device 100, access to memory stores (e.g. in flash memory 108)

20  is controlled by the data protection system. The data protection system encrypts data
received for storage, stores encrypted data to memory, and decrypts stored data for
components of mobile device 100. In one example implementation, read and write
operations to and from the memory stores initiated by components of mobile device 100
are performed via the data protection system. In a variant implementation, components

25  of mobile device 100 have direct access to the memory stores, and will interact with the
data protection system only when data is to be encrypted for storage or when encrypted
data needs to be decrypted for use.

[0036] For ease of exposition, the following description makes reference to the
encryption and decryption by the data protection system of data generally, where

30  protection for the data is desired. However, it will be understood by persons skilled in
the art, that not all data to be stored need be secured in this manner. For example, only

data that is related specifically to a user of mobile device 100 may be secured.



[0035] In nobile device 100, access to nenory stores (e.g. in flash nenory
108) 20 is controlled by the data protection system The data protection
system encrypts data received for storage, stores encrypted data to nenory,
and decrypts stored data for conponents of nobile device 100. In one
exanpl e inmplenentation, read and wite operations to and fromthe nenory

. stores initiated by conponents of nobile device 100 are perforned via the
data protection system In a variant inplenentation, conmponents 25 of
nobi | e devi ce 100 have direct access to the nenory stores, and w ||

interact with the data protection system!dnly when data is to be encrypted
for storage or when encrypted data needs to be decrypted for use. [0036]
For ease of expbahitively, spebific mh litomk BOspHaEE tybeY dfQata iRy deQiRIFANS SerkiBivé,he
encryption and gggﬁy tion b t he data protectlon system of data %enerally,
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enabl e and l'e t ata ion system

i npl emrent at i onaccohlanadarith q@rlofoanatloomeci;y@t)garﬂ'hmohbﬁ 10 enabl ed and/ or

di sabl ed renotely, by an adm nistrator for exanple, (and possibly in
accordance wit [POB8] i nf orlmapdéraon; the data lpudpetion Fstepodciasyds. en@r@ﬁm&]keysninakey
operation, the t Lon,s gm.acce i on in a key
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f dat a
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stored in the Keypwhaherized um’lﬂfe)kﬁj?sﬂde §toredin tﬁélkey store in encrypted form. An
encryption key may subsequently be decrypted, upon correct entry of a user’s device
password for example. A copy of the decrypted key may then be stored in the key store,
or in another memory (e.g. RAM 106 of FIG. 1) or cache so that it need not be decrypted
20  each time it is needed. However, the decrypted symmetric key is subject to deletion
when mobile device 100 is locked in this example implementation. The next time the
mobile device 100 is unlocked (e.g. by a user entering the correct password), the

encrypted symmetric key can then again be decrypted.

[0039] Furthermore, in accordance with the security scheme mentioned above,
25  when mobile device 100 is in a locked state, the data to be secured (e.g. data that could
be considered as sensitive) is encrypted. Since the mobile device lock can generally be
initiated at any time, even when an application is in the process of performing an action
that has not yet completed on certain data in a decrypted state (e.g. the sorting of secure
data items), it may be desirable to allow such an application to complete the action in
30  progress, rather than to have the data encrypted immediately upon the locking of the

device so as to interrupt the action.



encryption key may subsequently be decrypted, upon correct entry of a
user's device password for exanple. A copy of the decrypted key may then
be stored in the key store, or in another nmenory (e.g. RAM 106 of FIG 1)
or cache so that it need not be decrypted 20 each tine it is needed.
However, the decrypted symetric key is subject to deletion when nobile

. device 100 is locked in this exanple inplenentation. The next tine the
nobi | e device 100 is unlocked (e.g. by a user entering the correct
password), the encrypted symmetric key can then again be decrypted. [0039]
Furthernore, in accordance with the securil8y schenme nentioned above, 25
when nobil e device 100 is in a |locked state, the data to be secured (e.qg.

data that coul @040 congi &ﬁé:&ﬂ fRHitHE RichthnéAdndlisy, R TaMRtGEbtioPkyitcth 4he nobil e
devi ce | ock can gener al initiated at any time, éven when an

|
appl i cation i smphil thezél%ﬂ@/le&@wp Ipangvdrerfithr adepiedite ne “tipkets” Haapplieatiopet

conpl eted on CRERA Beclak@sdclreRafie STHER R Appticid debdsdo plitEmSAabididnlf secure
data itens), it may be desirable to allow such an application to conplete

the action in Isammwgqeé%ts sequest dada; thetapplicetoreancequiy adigkel femchy fated
i mredi at el y5 Ug@ﬂtefctjﬁﬂl ?acn Fﬂ?%letdgﬁc Pl ﬁﬁln%ﬂlo@ﬁedts?até 'iﬁ %%fa‘b%te&i*&ﬁ acti on.

13 [0040] | der t ate suc functionality at'a protection
system of  nobiysemdeilliivemcd@Bly bow adikatrpl e aprigative. mrthdmherdldmpufedohlb i ssue

"tickets" to a@% ée%é 1s 1 ?loc‘?(gf éﬂzte Q{lea&a?ae f ﬁte%t(i)o Sg&g&l i %talssug\g,] g%\c&?&) the

application needs to man a Uires access tTo Secure
data, the appl appabatmn, prawntlmane% ba tlrtelapklmatu&rr torthet deeurcddita Bhepreqiestabayon

system If nobj. n unl ocked st at t he tection
Syotem i |11 et SEenGrS SR uatine PerdlttRs iR et e HRu e e
hand, if nbbil ecketehénaaobiR@evise 100 mbdeqaénegl bedogiee unlbéled e mativedt, @rtdann
systemw || not | t| cke t. G‘ﬁ t| on, preventi cess, by
the applf cat Owoifﬁﬁm@fge&e%ﬁ& ISW@%;PB ﬁ%ﬂ;t{riafgsﬂ%aﬁtﬂﬁw ;5?1 aﬁﬁ‘?fl‘?@gt Luch
a e appl | o 1 i¢e 190 si Qd}ileﬁ Omé ed, BEwhiCk 8 theltiRketds
ti cket when nobil e deyice %nOO SuPé uently becones unl ocked; alternatively,
the data prot BEPPyiFa X/?f‘l? F&1%% he | ssuance of the ticket in

response to th gi nal uest i ile device 100 subse ntly

becones unl ockﬁﬁﬁ Lt Whqu)HmE Fgne ’i‘%ég’?dglas"ahgﬁflﬁﬁélﬁ3&’3“‘?"9"?%’%% to the
appl i catioms [ 1ed20cdsORGhEGEcRD dﬂﬂpEv&ﬂHn@mJ@vQé 160 ¥edbings dubSdBént] fvt he
application w be 15 permtted access to the secure data. Even it nobile

devi ce 100 bec&ﬂ%@i the;ge tfﬁ%?ﬂ Wl continue to have access to the secure data until the
application releases the ticket. Applications are expected to use tickets only for a short

period of time in order to complete an action, and to subsequently release the tickets
when the action has been completed. In a variant implementation, tickets may be
20  considered to be valid only for a specified time interval, after which time the tickets may

be deemed to have been released.

[0042] The data protection system is adapted to keep track of each application
that has been issued a ticket, but which has not yet released its ticket. While there are
outstanding tickets, the encryption key needed to decrypt the secure data remains in the
25  clear even if mobile device 100 becomes locked, since an application with a ticket is still

entitled to access the secure data. However, once the data protection system determines
that all of the issued tickets have been released while mobile device 100 is in a locked
state, the copy of the decrypted encryption key is deleted. Accordingly, the secure data
stored in encrypted form can no longer be decrypted by applications in this state, and

30  mobile device 100 may be considered to be in a secure state.



| ocked, the application will continue to have access to the secure data
until the application releases the ticket. Applications are expected to
use tickets only for a short period of tine in order to conplete an
action, and to subsequently release the tickets when the action has been
conpleted. In a variant inplenmentation, tickets may be 20 considered to be
.valid only for a specified tine interval, after which tinme the tickets may
be deened to have been rel eased. [0042] The data protection systemis
adapted to keep track of each application that has been issued a ticket,
but which has not yet released its ticket.14Wile there are outstanding
tickets, the encryption key needed to decrypt the secure data remains in

the 25 C| ear 6[0043%1‘ m)tErﬁlﬁdﬁ?e\itsQﬁ%Q&e%&?&f@ﬁeﬂe%ﬁ%ﬁectéd 0GSy@dn arp! i cation
with aticket 1s still entitled to access the secure data. Kiowever, once

the data prot e®ethedfosgenassting asequpitniadicatpren a dislayodf achmpiting deviice.ite jodicstehav e
been rel eased Wﬂéd@logm'degicgﬁ\{ﬁg%cﬂn%%t- 5 in a locked state, the copy of
e

the decrypted encryption key is Accordi ngly, the secure data

stored in encryiagfl for MeanIR MENALT AR AREINBLAT: BoaRRkidRkiens n this

state, and 30 nobile device may )e consli dere In a secure state.
14 [0043] érbomwﬁﬂgamcunmndlw'ywmacdmpéﬁyen geerebalithent df the dtventiongs shogspst em

and = et hod fop.QEME!, \é;\‘%éed‘nggh?ﬁ rgigt&%ﬁdfa%}’na'téé%&?&aﬁﬁﬁ@aﬁoﬁoﬂvﬁ& %{ngﬁmfgocge%?”“ ng

device, to indFcate IS 1h a secure sta
Referring to FleZ mbhjle deviidedRO loEFIG. i1) Isus b satierstptswisgpdodked.a nmet hod of 5
generating a security indicator on a display in an enbodi nent of the
invention is s43] geneﬁisadelsgribaé alRee withireferenet th ovbbiladéviidet 180,68 norsrel

identificati 00 of FIG
TS in a secofa iR RufiORib B8 OEK A8 il TR s s B i
reference 19 rmtnchﬂangimmoiﬁlelﬁﬁpe 100) mbilerthe compingtdedite @sn ahmbscked stateap 302,
tickets are |ssue1\ Y rote on yste 10 executi on nobil e
evi o 100) wnibpis feansipd atsRiido Blelberla R SR Greetomun st B ool
applications r dﬁtHEThesagcmﬁﬁ@SthémbeSIeEWe&“dﬁﬁﬂlelaaldhrlﬁi&fmﬂ]&e(per forman action
on the secure data. These tickets may then be rel eased when the action is

conpl eted. [ 0040464t st eft sbb®B10ftheddapdteptial eteinidtesly heimnhd ebmpitigwlaeioe t he
conputing device I ot ect i on Sy, st em can

qtﬁ(rgﬁ & I kgafi state. The data
continue to i sSHESH'R §a'(ee.q~§‘? ?prf§°§?rbﬁ¥3t§’6ﬁ“§ PR 155ue tigks é‘(’jﬁﬁ’t’it i ng
device is HB aRrted D0DGk eshgsk Ble@omputing device is in an unlocked state.
[0047] At step 320, the data protection system determines whether all
applications that were issued a ticket while the computing device was in an unlocked
state have since released their tickets. If so, any encryption keys in decrypted form that
can be used by applications to access secure data are deleted at step 328, and a secure

20  state indicator is displayed on the computing device at step 330.

[0048] In one embodiment, the secure state indicator displayed at step 330 is an
icon resembling a locked padlock. Other secure state indicators may be employed in

variant embodiments.

[0049] The secure state indicator is displayed so that it is clearly visible to the
25  user when the device is securely locked. For example, the secure state indicator may be

displayed on a ribbon banner in the computing device display.

[0050] The secure state indicator displayed at step 330 shows that the computing
device 1s not merely locked to prevent unauthorized user access, but is locked and in a
secure state (i.e. “securely locked™), such that applications on the computing device

30  cannot access secure data (e.g. data that has been designated as sensitive). The secure



[0047] At step 320, the data protection system determ nes whet her al
applications that were issued a ticket while the conputing device was in an
unl ocked state have since released their tickets. If so, any encryption
keys in decrypted formthat can be used by applications to access secure
data are deleted at step 328, and a secure 20 state indicator is displayed
‘on the conputing device at step 330. [0048] In one enbodi nent, the secure
state indicator displayed at step 330 is an icon resenbling a | ocked

padl ock. Other secure state indicators may be enployed in variant

enbodi nents. [0049] The secure state indidator is displayed so that it is
clearly visible to the 25 user when the device is securely |ocked. For
exanpl e, the smﬁﬁi&t@rﬁndi&d&ﬁﬁgg@& uRBYhd@mpHiis A xe tor@hls @ anludRekeddiier in
t he conputing device display. [0050] The secure state indicator displayed
at step 330 sheutil preessi; eecasstatiyspplicaboisdeothewisgpemmtid y | ocked to
prevent unauthorized user access, but is locked and in a secure state
(i.e. "securel [0053Lked") If 4 glen 32¢dhe dapnplectionoysiern detenranesdhapaetially devi ce 30
cannot access . . '

sensitive). Thgﬁglg%ﬁ)rn ga]tldgwértgé%éedljagﬁl 8%'?2% tﬁ%ﬁgﬁ%%eg@gﬁn%c@%e
conput i ng d2vi stetethaveanelyaset theanrtickets,co adicatdr andicatinga nemseciire aateds displayed@our e

data by appli caiteicggﬁlétjirﬁsgd%%fggwgt%%‘l@erm'tted. [00511 If at step 320, the

data protection sys ermnes that not all applications that were
i ssued a ticke (yg}! le t I L ce LI I ahgshave
rel eased t hei rt(%| ckets, I’lgr?ﬁ?%%dé@%}&lﬁ% I c%?@%éﬂa% %%ﬁgggsgir{dggdstﬁgté s

di spl ayed on ah&ou mspublinggpndelackesl mtllosk. e@thezion-e A0S Shte indicatves maglrdi nent |

t he non-secure i ndj.cat .splayed at step 340 is an icon resenbling
an unl ocked paaﬁ%@&fgdI&V%rel%nqﬁ%hg‘gré%ﬁ?'e state indicators may be enployed in

vari ant enhgdi .10 [,0053] . The non- ure..s i.hdi. | SaHi.spl ayed
so that i [ﬂ? |83 early vi F[él}ebqog 5t %u?-e %tﬂg m&i@%’f \l/%désl?ia%fgsodtg%iléég%@éﬂs!s‘zlggf? Z‘?y
| ocked. For exaénrplser, whdnahadevics écustwelstiadked. | Foaticgayde, thenmamp-sbarelstatp irslyjatbron a

| ndi cat or i spPHyEA SEPRRE SRR aEr (1B kbt e KB Fomput  ng. devi co
£ 2, ke hahe. Moy SRIPUL AR dlOhe M PESHEE AT, .
abl e t o decr ypthe computing device is in a locked state, the computing device is not in a secure state
15  since at least one application still has access to secure data, and may be able to decrypt
secure data. Furthermore, the computing device may not be considered to be secure
since the encryption key used to decrypt the secure data may still exist in a memory store
in a decrypted state, which an attacker could potentially retrieve and use to decrypt the
secure data. The status of the outstanding tickets can be monitored by repeating step 320,
20  and the non-secure state indicator can remain displayed until a secure state on the

computing device is detected, or alternatively until the computing device returns to an

unlocked state or until access to secure data by applications is otherwise permitted.

[0055] Referring to FIG. 4B, a flowchart illustrating steps in a method of
generating a security indicator on a display in an embodiment of the invention is shown
25  generally as 300b. This method facilitates user identification of when a computing

device (e.g. mobile device 100 of FIG. 1) is in a secure state when locked.

[0056] Method 300b is similar to method 300, except that method 300b may be

applied in implementations where secure data, when decrypted, is marked as plaintext,

for example. When an application requires access to secure data, the data protection
30  system may decrypt the requisite secure data, store the decrypted data in memory, and

mark the decrypted data as plaintext, as shown at step 304. Moreover, for greater



secure data. Furthernore, the conputing device nmay not be considered to be
secure since the encryption key used to decrypt the secure data may stil
exist in a menory store in a decrypted state, which an attacker could
potentially retrieve and use to decrypt the secure data. The status of the
out standing tickets can be nonitored by repeating step 320, 20 and the

. hon-secure state indicator can remain displayed until a secure state on the
conmputing device is detected, or alternatively until the conputing device
returns to an wunlocked state or until access to secure data by
applications is otherwise permtted. [00539p Referring to FIG 4B, a
flowchart illustrating steps in a nethod of generating a security

i ndi cator on ase@ﬁr?tpl W¥enithl @bﬂ‘lggﬂ?é; e BbcdMes tl&ﬁed %gi%%a;rfgﬂkédsas ?ﬁ%t Shen a

general ly as 300b.” This tat es user i cat I
conputi ng dev(f%férf@bto@erembrellﬂmlmete&tome@f—S) fho@d beleletsd, by the ddcure state

e I )
decrypted, is tmoeked 1asot|alreadms®xdd,m efipyptakianm) iemay¥eamcamted by ltheadata on
requi res acges re t he dat.a .pr.ot ecti 0,system ypt
the requisite rgc?gtrl%n % 3,2 tﬁ?% OpRIng dRy! 'feg?ln al?%& Aﬁé%?‘ips% %’?ﬂ

t he decrypted tlhatlmvaﬁotgzleabdeh eldasedafiayBiepwimidted & e . pldiea@vREts uhtillthey
greater 16 securit t he data

whe utin evi ce, becone
mar ked as pl ai ?FF@‘Q%{d“gf’rrr?F‘éﬁdr @d"c}\“g‘pt @gﬁgﬁ’é%é?@??tﬁlmé%gﬁeg‘?ﬁﬁzﬁ f8bj ect s)
shoul d be del eti@etionty the data protection systemfor exanple. |f
persi stent storage of a plaintext object is required and the object is not

al ready stor ed[(jasna?cr yﬂﬁﬁds Sl odimenit oﬂfaylrbentﬁigcw Bérﬂﬂ}uhg‘ lc(iéxg&: lﬁiﬁ&tﬁ 5
protectlon ystemater 1 ECO utin vVice econes OCKe ications
With ti cke?@ PRstdend febs g sy Hgt;léf)@éﬂsa@ahw%nwtmww% igkst WAy sone

pl ai nt ext obj eﬁfe&oﬁiﬁﬁtiﬂg deh@awa@mnmﬁlobmg&rte m@msecﬂhmmm@ta zIddr@) dnhe
pl ai nt ext objects nmay be released (e.g. for eletloo?l?télOOS In this
0 [~]

enbodi ment of Pﬁ@thﬁ%?ﬁtﬁ ke h??’i’éeléﬁﬁuf‘f’fr?ghﬁﬁmaééteﬁ’ 32 dga pisistitrer ed to
be in a secureggiedt @idiiides whdtheroth GRsk EAHditRAS ale RAHVET € sd, AR sthie Cket

while the conputing device was in an unl ocked state have rel eased their
tickets, and (mdicgtoris displayed ahster3BP cHinet, Higwnentseqre state ndisagr isAispbvetl #igl y, at
step 320b 16hegdata protection system determ nes whether both of these
conditions are satisfied. If so, the secure state indicator is displayed

at step 330. |fog%8]. thanRQBrAREMbEIRERTE tHe MV GAID Eriteria Hi 28%iBY fnEd:
described with reference to method 300 or method 300b may be established, in
determining whether a computing device has attained a secure state. More than two

states may also be defined and determined in variant embodiments.

20 [0059] In a variant embodiment of the invention, a third state indicator may be
employed to denote a state where it is determined that (1) all applications that were
issued a ticket while the computing device was in an unlocked state have released their
tickets, and (2) all plaintext objects have not yet been released. In this embodiment, a tri-
state icon denoting the three states (i.e. tickets exist and plaintext objects exist, no tickets

25  exist but plaintext objects exist, neither tickets nor plaintext objects exist) may be

employed, for example.

[0060] In a variant embodiment of the invention, the data protection system may
be configurable to allow a secure state to be determined either in accordance with method
300 or with method 300b as may be configured at a particular time. The data protection

30  system may be adapted to be configured (which may encompass modifications to an
initial configuration) by a user, and/or by an administrator for example, possibly in

accordance with an IT policy.



15 step 340. [0058] In a variant enbodi ment of the invention, criteria in
addition to those described with reference to nethod 300 or nethod 300b
may be established, in determ ning whether a conputing device has attained
a secure state. More than two states nay al so be defined and determ ned in
vari ant enbodi ments. 20 [0059] In a variant enbodi nent of the invention, a
.third state indicator may be enployed to denote a state where it is
determ ned that (1) all applications that were issued a ticket while the
conputing device was in an unl ocked state have released their tickets, and
(2) all plaintext objects have not yet bedid rel eased. In this enbodi nent, a
tri- state icon denoting the three states (i.e. tickets exist and plaintext
obj ect s exi st, i cket i i t Tyt | i.ther
tickets nor plgﬁﬁTth og?gg?gﬁgkﬁé?eﬂﬁggk@%ﬁﬁﬁéﬁfoy ?&'gﬁmg%gﬁgpg&ﬁFOOGO]
In a variant edithelinventiongfaytha@ravided as Pxsaytablh eofearaingtrustienststaed gyenemenay
be confi gurabl . - . rfrined either in

bl A BN i Rl AL b B B0 (HE LRI

accordance wt or “w as nay be configured at a
particular ti e dat t L 'ﬂﬁé to be
configured (wh gﬁi y egégﬁgggg&ﬁ%g??ﬁg%(¥%%§&10 ﬁgg?gl |£$%£onfiguration)
by a user, andfwbodiyerdn Baimdvar, sttwikl tbe undepstoeidymetsens ghdediitbihy aft that atberor dance

with an I T pol| 0] . The steps ,of . t hod of nerati a security
Mt cator i hevatans s O Bad e BRaP iRl Biriling Hoor B SR oDBe bl o
sof t war e i nstr inventmnss g¢foreddh tha chmguppearded h@awdabl e medi a, whi ch may i ncl ude
transm ssion-type nedia. [0062] The invention has been described with
regard to a nunber of 5 enbodi ments. However, it will be understood by
persons skilled in the art that other variants and nodifications nay be
made wi t hout departing fromthe scope of the invention as defined in the
cl ai s appended hereto. 18 Cains: 1. A nethod of generating a security

i ndi cator on a display of a conputing device, wherein secure data is
stored on the conputing device, wherein the secure data, when encrypted,
can be decrypted using at |east one encryption key in decrypted form and



5 wherein the nethod conprises the steps of. 10 15 a) detecting when the
conputing device attains a | ocked state; b) determining if any of the
secure data can be decrypted by any of one or nore applications residing
on the computing device, while the conputing device is in the | ocked
state; c) displaying a first indicator if it is determned at the

. determining step that at |east sone of the secure data can be decrypted by
~at least one of the one or nore applications while the conputing device is
in the | ocked state; and d) displaying a second indicator if it is

determ ned at the determining step that mngne of the secure data can be
decrypted by any of the one or nore applications on the conputing device
while the CO”QHE%HQ device is in the |ocked state. 2. The nmethod of claim
1, wherein thectomputing device is a nobile device. 3. The nethod of claim
1 or claim2, wherein the first indicator is an icon resenbling an 20

unl ocked padl obk, ahthethhdplgeanetatiag 3secwny indiciar at o displsy afia camyutingdendsl i ng a
| ocked padl oc T {. f f aj 1.t0.3. furth rising
the steps of i Shrftn sl B on Mol te blchi ne Mk Bl SRIE | Ockay
state to each emappladcanibe dedrpgetsingy least@as encryptibh keysindacrgptadifoam) amdor der t o

perform an actjion,. .25 erein ea | i,cation is adapted to rel ease the
ticket i ssu%d ‘fvﬁeer?lgtﬂber@\?v%\g#‘ioﬁlémsﬁgﬁ Sg‘l%%iog conpl eted; and del eting the at

| east one encrypti el keyetaqing wieh eendomiptiihgl defice attding sSl6eked sfategket s have
been rel eased, such.that, none. of.the_secure data can be decrypted by any of
the one or nore apBﬁicaFﬁﬁW@nW§§VﬁVﬁa ﬁ“?ﬁﬁggﬁﬁﬂﬁ?Bﬁﬁ“ﬂgvﬁﬁégoggl T The
met hod of claim4, furthefe §Pipitions RGiding&nHLPRmpefing MFicaeillcthc @mpus@st one

application, marking a subset .of th ecure data as plaintext when the
subset is decrypted fordﬁ§@3E?1WﬁL“§%§$@6tive application while

10 c) displaying a first indicator if it is determined at the determining step that
at least some of the secure data can be decrypted by at least one of the one
or more applications while the computing device is in the locked state;
and

d) displaying a second indicator if it is determined at the determining step

15 that none of the secure data can be decrypted by any of the one or more
applications on the computing device while the computing device is in the
locked state.

2. The method of claim 1, wherein the computing device is a mobile device.

3. The method of claim 1 or claim 2, wherein the first indicator is an icon resembling an
20  wunlocked padlock, and wherein the second indicator is an icon resembling a locked

padlock.

4. The method of any of claims 1 to 3, further comprising the steps of:
issuing a ticket while the computing device is not in a locked state to each
application requesting access to the secure data in order to perform an action,
25 wherein each application is adapted to release the ticket issued thereto when the
action is completed; and
deleting the at least one encryption key upon determining that all issued tickets
have been released, such that none of the secure data can be decrypted by any of

the one or more applications residing on the computing device.



5 the conputing device is not in a |ocked state, wherein the respective
application is adapted to delete the marked subset after use thereof; and
determ ning that all marked subsets are del eted before the second indicator
is displayed. 6. A software application for execution on a conputing
device, the application 10 conprising a plurality of instructions stored
-on a conputer-readable nmedium the instructions for the nethod of
generating a security indicator on a display of a conputing device as
claimed in any of clains 1 to 5. 7. A data protection systemfor generating
a security indicator on a display of a c&ﬁbuting devi ce, wherein secure
data is stored on the conputing device, wherein the 15 data protection
systemis adapted to decrypt secure data, when encrypted, using at |east
one encryption key in decrypted form and wherein the data protection
systemis furthery adapte 0: b) 25¢ det ect when the conputin
dgvi ce attai nsga hgé"geglgjds(gﬁtag?4@@@?@%%3“51%@%?6%0%[ he secure dat gpcan ge
decrypted by any of fooeshaif at least encaipplidaciad, ntyfising £ Sibdé g theRedubedagagput i ng

device, while the c tin evi ce.i in the | ocked state; displa first
o ot or 1t s ARt b it it Grab Bierhioh e O B prepreiive oA e o
of the secube data maRroRputthgdeyipd Leobiy adbckb@adtk, WLeiR therEPe@NE afPlicatiBalie

applications while the co ting device is in the | ocked state; and
di splay a second i nﬁ‘gé’?ﬁ(‘j‘fn&itf?te&ﬁWaékeﬁéP@F?ﬁﬁ?éEFeélﬂer?‘}féa“&et ernining step that

none of the secure datmhifmagHRealO8skYPLBE L e AdlYe@berbl®hddREnQ indIRES is
applications on the conputing device while the conputing device is in the

| ocked state. 8. Thémﬂaﬁﬁ~protection systemof claim7, wherein the
conputing device is a nobile 30 device. 20

6. A software application for execution on a computing device, the application
10 comprising a plurality of instructions stored on a computer-readable medium, the
instructions for the method of generating a security indicator on a display of a computing

device as claimed in any of claims 1 to 5.

7. A data protection system for generating a security indicator on a display of a
computing device, wherein secure data is stored on the computing device, wherein the
15 data protection system is adapted to decrypt secure data, when encrypted, using at least

one encryption key in decrypted form, and wherein the data protection system is further

adapted to:
a) detect when the computing device attains a locked state;
b) determine if any of the secure data can be decrypted by any of one or
20 more applications residing on the computing device, while the computing

device is in the locked state;

c) display a first indicator if it is determined at the determining step that at
least some of the secure data can be decrypted by at least one of the one or
more applications while the computing device is in the locked state; and

25 d) display a second indicator if it is determined at the determining step that
none of the secure data can be decrypted by any of the one or more
applications on the computing device while the computing device is in the

locked state.

8. The data protection system of claim 7, wherein the computing device is a mobile
30  device.



9. The data protection systemof claim7 or claim8, wherein the first
indicator is an icon resenbling an unlocked padl ock, and wherein the
second indicator is an icon resenbling a |ocked padl ock. 10. The data
protection systemof any of clainms 7 to 9, further adapted to: 5 issue a
ticket while the conputing device is not in a |ocked state to each

- application requesting access to the secure data in order to perform an
action, wherein each application is adapted to release the ticket issued
thereto when the action is conpleted; and delete the at |east one
encryption key upon deternining that all i%sued tickets have 10 been

rel eased, such that none of the secure data can be decrypted by any of the

one or nore appl iThatliepotacaen shisteen Eitldime of ORI Wigrde the Test ikcatof heindédna
protection system.Qf claim.1Q, furthe dapted to: for each of at-|east one
appl i cation, msRnY 1n§35§18]f’°]8’g ptaﬁgd%é‘& herefl the sgcond jindicatqrys an iGenaRsembling ybs et
i s decrypted fotocksipalilock.he respective application while the 15 conputing
device is not in a |locked state, wherein the respective application is
adapted to del?&

al | marked subsét $£§%S%égég@§¥ %ﬁ%ﬁ%3%§%“§%§%%35ﬁ§@%%5$§gdggte&?ggfagggF
5 issue a ticket while the computing device is not in a locked state to each
application requesting access to the secure data in order to perform an action,
wherein each application is adapted to release the ticket issued thereto when the
action is completed; and
delete the at least one encryption key upon determining that all issued tickets have
10 been released, such that none of the secure data can be decrypted by any of the

one or more applications residing on the computing device.

11. The data protection system of claim 10, further adapted to:
for each of at least one application, mark a subset of the secure data as plaintext
when the subset is decrypted for use by the respective application while the
15 computing device is not in a locked state, wherein the respective application is
adapted to delete the marked subset afier use thereof; and

determine that all marked subsets are deleted before the second indicator is

displayed.



