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i nventi ¥ Y478 3%s to a transaction systemfor-use with s, like
intranets, extranets, and Internet. Tragsactions to be perforned may

i ncl ude e-comrerce, such as shopping and business-to-business
transactions, electronic banking, protected 10 emailing, consulting and
amendi ngrigaisabeses , vETnobenday esysamd Bdre DArRKEETWDRES | rividilt IBFERIESo rel ates to
t he aut hentication of parties and the transactions exchanged. The
invention further relates to the preparation of a confidential nessage.
The invention still further relates to the generation of a digital
"signature_as faor e i F. 15 transm ssion of secure infornmation.
BACKG?QJF\HI@:OfHE&?I\WJE%’F "U S. Patent No. 5,706,427 discloses a nmethod
and system for authenticating users on networks. An application server
requests, a user-host_to ept i i 1A LOseny okl 6atd;@n server,
whi ch co%%lrpérs?sgﬁg %/ne-‘ﬁnftﬁggdr?%tegegu?%e%ﬁ%g%‘?%%atg. The verification

resul t i asentetworkhe ldggl LBEXATSYS. SEXVANCtin ¥ A0FHEMT ¢ ATBRSTHE “BEer

based on the resulis.d nijeindfidid cdabamdt@le\WOsksn alsi kBoppirer Bea, for
transacti ons 6 “Pn, t hat

S between 20°parties, that want to ex%gg.{gigg infrogga%]e
want to busingRsdso-bwsBPsSeFTIRTBEIPF ecBifTET PHTD ofr &fd 6t her parties
of f ef 4 NYemk 1058y, 0BHSu1 1S9V ki@ Sandhdl A§ OdatRbases , Grekefagdie apdobhens

observed is the lack of secure and at_t S ti i ol tion
net hods. 155%%ur'13‘939‘§1’%?&1,°r’sﬁgﬁ°a’§§§|’:' s g%rl}‘%ee? ‘ggrt‘eenrtg% ggllég?,o(%bgtgggfégchS felt

as bei ngaadnhes I0ERskocies, ekovalgedngTheanyrenesemdarther fyelates ceppingx)

crypt ogr aphi ¢_nr.ocedur es ITRRaQESE Ny NEA N BEn ks neeayeRdt 2 7 O
CT ZOOSPgﬁpmo&gﬁ—?@ﬁgeEl\%b\l An %@l;' ect of the invention is to

provi de aeietes acdaha erRnsAGtRonthis SBibH SHEPRTNA PROEPT (& ABePS or

g:%’e%gsr%ggxsmm:ﬂcﬁt off sbdidel kRBomBds for security, particularly

BACKGROUND OF THE INVENTION

“J.8. Patent No. 5,706,427 discloses a method and system for authenticating
nusers on networks. An application server requests a user-host to sen§ .
authentication data to a verification server, which compares and ver§f1e§
'the autﬁgnticatiéh data. The verification result is sent to the applicataion
server, which authenticates the wuser based on the results.”

When using data networks, like Internet, for transactions betwegn

20 parties, that want to exchange information, that want to buy gpods.
enjoy services or receive information and other parties offering
those goods, services or information, one of the problems cbserved
is the lack of secure and at the same time_simple transaction
methods; Secure systems, such as SET, SSL, etcetera exist, but are

25 felt as being cumberéome to use, involving heavy message traffic,
{complex) cryptqgraphic procedures, and key management inc}gding key

recovery.



authentication and irrefutability of the nessages that constitute a27UCTZmB
transaction. WO 00/67143 2 270CT2003 PCT/ NLOO/ 00278 The privacy

requi rements are that no information is disclosed to any party, unless
needed to performthe basic objective, yhich within the scope of this

i nvention conprises the execution of a transaction, with or without a
paynment that might result fromthe 5 transaction. The authentication
requirenents are to be able to verify the authenticity of transmtted data
and the sender of those data. Wthin the scope of this invention these
data, as well as an 10 identification of the parties concerned, form part
of trans } S The basis of the invention is to use a secure and
trusted ?%#%%%gfBgeﬁégﬁéﬂﬁ@ﬂ?ereferred herei nafter as the transaction
server. Parties 15 wishing to use the services of the transaction server,
are regi t server wwth a so called profile. Such profile
contains'géq%ggg?'?%hﬁlaf&vﬁ855§§dﬁyt909ﬁ?6@#d@ sktuxei dhegridtwordat a

aut hent i cetdnsRctaon heyrterawiohowd thienpad tigs §§!U' Liality of
sensitivefﬁggfalggéia@maghsa@griQgefutabiIit;% 50 nggggﬁyaﬁﬂgﬁfFronnent,
there will be two types of part]es td: ptyicrharli@randsya service, a
product, Vi-HEHCAFABIIORA Gramrcaief ey red the @SsdhgeSUsh OBl apd, @ party
t hat of f efssarsdelis@r vi ces, products, or information, furt{ig 55 PET &t red
to as a "supplier”. In case the transaction involves a paynent, a third
type of party may occur: one or nore financial institutions that take care
of the paynent process, further referred to as a "financial institution”.
In the system according to the invention, the nunber of custoners, 30
suppliers and/or financial institutions may range from1l to nmany. One or
nore of the objects of the invention are reached by a nethod for ‘
performng at |east one.transaction between at |east one first party and
at | east one second party using at |east one data network



for interconnecting data input/output devices of the at |east one \?;@fﬁfﬁﬂ[ﬂ

party an | east one second party, the nethod conpri- _sing:
00/ 67143“’5:;@%7?{3 C T 2003 PCT/ NLOO/ 00278 (a) providing a ‘E‘F%{H%‘g’@é’?’(?n

server in the at |east one data networkd (b) in the transaction server, .

registering a profile of the at |east one first party and the at | east one
second party, each '

S profile co?rlii ng a_par%%{ identifier identifying the
party, and® BEitYasyt FEILITGTeR5E 250 Pabt MR ACEeEf Higt A8 PHIALPSEAL UK. sent
by the patty, Wwhesauhéenrid eat parfcdat ahe RSt ivabl vhich wangem data -
for verifying a digital signature; (c).the first party issuing at |east one
transact i%‘ﬁ’ %%%psea g %gl? Hé‘g'efbl%récc(?%'ﬁ}rb%?st }Pe(ﬁz)‘e‘lpufrrlf’és‘b“(s)r?se to the
t ransact itoanpestsiage, witie segdtboyarkt paynesuicthgt anidhgi rasbiy Sirgnethe )
transactiqn ggggiiornrration nmessage to the first party; (e) on the basis of
the transaction CORfirmation message, the first 15 party issuing a
digitally signed transaction approval nessage to the transaction server;
(1) 1f requl Ledhdy itheidd hebyuPreddiRsSeeond, RAr Ly . the ion server
verifying the a_ue?_ﬁé'nt |€lc§ty E);F t%e fir st party an%je tt%evé%c n%ﬁgparty, and
the trans@tbPoR Wavallitranegpored 63t Aed thhensardinwi2Chegmpderal nessage;
(9) the tiRRASACHOBSEE VEF theSUIRER %8 idRdaht ANSACLLED APRpoval nmessage
to the second party, In case said authenticity verification 1Is required
onl y I tHERGEYIFAESR| Oh G°8 BBET IS ECnFRMAG i AGTT Pt QEri¥ansactidhsact i on
approval messgee, and 25 (h) fulfilnment of the transaction. An exanpl e of
such a transaction is a custoner to supplier transaction or a business to
busi ness transacti on, where a customer or business demands a service, a
product, T baéiy rEt bba. id@ntheni v ent use 4 wekhes didSekosess aompitwd for
perforrnrg%vggoﬁéggg‘ gggérred hereinafter as the transaction server. Parties

15 wishing toc use the services of the transaction server, are
registered at the server with a so called profile. Such profile
contains at least the data necessary to provide data integrity, data
authentication, authentication of the parties, confidentiality of

sensitive data {privacy} and irrefutability.

20
In such an environment, there will be two types of parties:
a party that demands a service, a product, or information, further
referred to as a “customer?; and
a party that offers such services, products, or information, further
25 referred to as a “supplier”. )

In case the transaction involves a payment, a third type of party
may occur: one dr more financial institutions that take care of the
payment process, further referred t¢ as a “financial institution”.
In the system according to the invention, the number of customers,
30 suppliers and/or financial institutions may range from 1 to many.
One or more of the cbjects of the invention are reached by a method
for performing at least one transaction between at least one first
party and at least one second party using at least one data network
for interconnecting data input/output devices of the at least one
35 first party and the at least one second party, the method compri-

sing:
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the at [east one second party, the nethod conprising: (a)
(@) t rahdRet PR SSOfvERe itYappcElon €a3iipHeigat message, the first

party issuing a digitally signed transaction approval message to the
transaction server;

(£} if required by the first or the second party, the transaction
server verifying the authenticity of the first party and the second
party, and the transaction data, in response teo the transaction
approval message;

{g) the transaction server issuing a verified transaction approval
message to the second party, in case said authenticity verification
is required only if the verification is positive, resulting in a
verified transaction approval message; and

{h} fulfilment of the transacticn.

An example of such a transaction is a customer to supplier
transaction or a business to business transaction, where a customer

or business demands a service, a product, or information.

The invention further discloses a method for performing at least one
transaction between at least one first party and at least one second
party using at least one data network for interconnecting data
input/cutput devices of the at least one first party and the at
least one second party, the method comprising:

{a) providing a transaction server in the at least one data

network;



30 network; (b) in the transaction server, registering a profile of t&ﬁfh}] ]
| east one first party and the at | east one second party, each pro i }
conprisi W WRM}ty identifier identifying the party, and PTR/NGOWGOMt i on
data for authenticating the party and data sent by 35 the party, the
aut hentication data conprising a table of randomdata for verifying a
digital sjignature; WO 00/67143 5 2 7 OCT 2003 PCT/ NLOO/ 00278 (c) the first
party i ss$Bl ngltattiee45RnHE igngeeriery spgimdring ansacfide afesbaget to t he
transact lesssen¥etirddpak by S5PRSCat 01 48 Eﬁ@%%?%%h%%{l&sség& the

e fi

transaction server verifying the authenticity of st party; 5 (e) i f
the veri PFREHiS0ASTR He8t #VRAT trhé deRhiieet idensidnies thabengy, tdne

transact kothemesisageor alatAet §F Ghichenofc i 96COMd RALLYand fdhehf s e y$econd
party, coppects to the trgnsaction server, the ‘transaction server“verifying -

the aut h&nt ittty  of"Y FECBERLIRR SR Jata SRAPITSiNy) ai Falklfe oferandasntiadn i s
posi ti vefot herfansact idogiseY wWiknh6sté Ng the transaction nessage to the
second p%;y.tﬂgerfel\rsghe nA ansacti on ssage is an ennil. 15 The invention .
further discloses a method 87 P& £6r nFAY &Pel EEdteaghdon tesFadet F ot Beet ween
at | east toansafcicior grarvey:and at | east one second party using at |east one
dat a net k for..i n [ ta.Lnput/output devices of the at | east
one fi rs}t(\@{).ar{rg raerslggﬁiéex%t %ﬁ%eas “c‘i%ﬁg”é‘%c“‘d*ﬁéaﬂ%m S ChENASTER 'R si ng:
20 (¥) prexafainRg Bhe raasbeetioitysef vene (firshepattyl, easd e tdatsactiehwor k;

(b) in thged;ransaction server, registering a profile of the at |east one
first part)y, the profile conprising a party identifier identifying the
party, ah® authdébei ¥arifdragarn Fopogithent itbat traps2Etite spavey dewhigat a
sent by ahemgiey, cfdiapt b I kbt hes &ﬁ”ﬁééé&dquargﬁ?ra%tdi on identifiers
each iden%)ifyin ' d for the party, and is

-

( g an operation that i s enable _
meani ngf Ut ontiF BECRREPARE PAT t eafd T EhParty aPREITSRAT sty & ; 1east

15 one transaction through the transaction server by means of digitally
signed messages, the validity of which is verified by the

transaction server.

Examples of such a method are brokerage or telebanking, where the

20 first party is a customer, and the second party is a supplier of

services.

Use of the invention for sending and retrieving electronic mail is
obtained by a method for performing at least one transaction between
25 at least one first party and at least one second party using at )
least one data nerwork for interconnecting data input/output devices
of the at least one first party and the at least one second party,
the method comprising:
(a)} providing a transaction server in the at least one data
30 network;
(b) in the transaction server, registering a profile of the at
least one first party and the at least one second party, each
profile comprising a party identifier identifying the party, and
authentication data for authenticating the party and data sent by
35 the party, the authentication data comprising a table of random data

for verifying a digital signature;



-(c) the first party issuing at |east one transaction nessage to the 30
transaction server: (d) in response to the transaction message, t el 0CT 2003
transactYBAYBer verifying the authenticity of the firBETHAPYP2THNG t he
-transaction data; (e) if the verificatison is positive, the transaction
server issuing 35 a verified transaction nessage to the second party; and
(f) the second party and the first party performng the at |east one
transacti'®h tHroddRSEhRAEYaRSERIDR s dRaRy OPROIDD/tEEin3sEned7 OCT 2003
PCT/ NLOOL D4255% - SUE Mt sRENOE dise RRBLLLA RN ¥eStlt,abl e for a party desiring

to gain
can be s

gccess to a service provider anonynously. Yet the service provider
GFe t HATSPRBPRArTS TPE BFRTSACEHOR JI98589F e iies FBRNSRATESE. SH VRSt ead

‘of usingvarifhing oifie rantent dediw, foar cnerdifrengastydi gital  signature, the
profiée QQK c$ rise ogggation identifiers each identifying an. operation
is enable

whichis
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et ONner, “Supp
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dat a ar etrzegicaded 3 eoveeritoidad tiatauthehi tdigr ef stlgniskicoadtpaonly to t he
15 sendeg,@nd receiver of the nessage, thus respecting the privacy. The

aut hentication problenms are solved by non-cryptographi c nethods, hence

avoi 87 ng (Fhe pF dBrreHsr dfiqesy craha e At vandeheramastt pPhpepenetsswnger f or m
crypt ogr aphi erRReES] b0 RessEYE Mo WhENs&EHRY gatephi ¢ 20 digital signatures
are used, the authenticity can be nore easily established, using the
transacti on server concept according to the invention. Additionally,

t ransact Hene | ruhef utadsddiyni e SljecVedan SmACE. every 25 step in the process
can be nonitored and verified. If the transaction involves paynents, the
transaction server does not require any adaptations wthin the existing

paynéht
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§ygt¥nﬁgptagn further discloses a method for performing at least one
transaction between at least one first party and at least one second
party using at least one data network for interconnecting data
input/output devices of the at least one first party and the at

least one second party, the method comprising:

{a) providing a transaction server in the at least one data
network;
{b) in the transaction server, registering a profile of the at

least one first party, the profile comprising a party identifier
identifying the party, and authentication data for authenticating
the party and data sent by the party, the profile further comprising
operation identifiers each identifying an operation that is enabled
for the party, and is meaningful only between the party and the
transaction server;

{c) the first party issuing at least one transaction message to the
transaction server;

{(d) ih response to the transaction message, the transaction server
verifying the authenticity of the first party, and the transaction
data;

{e) if the verification is positive, the transaction server issuing
a verified transaction message to the second party; and

{f) the second party and the first party performing the at least

one transaction through the transaction server.



it uses transparently the network structures, which are |n use today 30 for
the proceggigpgnes €l ectronic paynent transactions. This 8§|te a. bB€T2W3
saving factor, as changing anything in these systens is noF

operation. At the sane tine, the use of ®he transaction server opens new

channel s for making frequent paynents of small anpbunts of noney, as the
costs of processing these paynents is |ow. 35 FURTHER ASPECTS OF THE
| NVENTI ON WO 00/ 67143 PCr1 NLOOL0027i ' "' "" Having the secure and trusted
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transagtion systemaccording to the invention it is possible to add
opportunities for 1-1 marketing between various suppliers (like nerchants,
i ssuer bahRstenddofcysiner tdEikof amtiaushoaefs: vTEIaef-_ergaht yigohme i s |

based i f 5 i X On ;BLof. h b )
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may be rraél@erf"dfé’ﬁéﬁl &N PPgsetiqy whteksis tenebléfacﬁdrl thesparmﬁrf eawdl ishr ough t he
transact i A8asitiram oAl PBeadolhehe [5a A8V a08 LN RS DRSS deyice (i.e. the

device which is standard configured for transactions according to the
i nventi on). The invention and its advantages will be nore readily

appreci at e @ siybtedaBrobeOOITRS BRE LBfvenBdss S10RUnBYG IRhCLRRAFLiQnt lﬂ@
fol | ow ngego de%al | ed description and considered in connectionwth t

acconpanyr ng BT $AFTRNTTH IO RENTIFYRefRER $Pnbsl %x?iﬁ’élﬂgﬁa?%t‘ﬁeiekle )
parts. BRtEFthESCRSﬁﬁ'pH&and'HEaEhﬁBES 28rid s Thel Sersidiiagr apHlara

transacti em,a r_di t pr.esent i nvention 2 illustrates
how a par ?gpfa%%h e %%rgag cd?f)léFl on rilrﬁ:%t AE® $4°5A ?i% tor?n?‘y’s'f%rﬁheSO FIG 3

i || usty at esndde ang| a@¢ez}'NEt)e@fJ\5@n téssagEn i ouss fuespeiofal the privacy.

The authentication problems are solved by non-cryptographic methods,

hence avoiding the problems of key management and the computing

power to perform cryptographic coperations. Even, when cryptographic
20 digital signatures are used, the authenticity can be more easily

established, using the transaction server concept according to the

invention.

Additionally, transaction irrefutability is achieved, since every

25 step in the process can be monitored and verified. !

If the transaction involves payments, the transaction server does
not require any adaptations within the existing payment systems, as
it uses transparently the network structures, which are in use today
30 for the processing of electronic payment transactions. This is quite
a cost saving factor, as changing anything in these systems is not a
trivial operation. At the same time, the use of the transaction
server opens new channels for making frequent payments of small
amounts of money, as the costs of processing these payments is low.

35
FURTHER ASPECTS OF THE INVENTION




~entities. FIG 4 illustrates the steps in a sanple transaction.

iIIustra,&,%s(1 a party can obtain a tenporary profile wh yu.ge?ﬁm _
a device noo%ggr;;sonal ised for him 35 FIG 6 illustrates ﬁlcg ggjpl@ra i on of

-a digital signature used for verifying the authenticity of the data and
t he sender of those data. WD 00/67143 B 2 7 OCT 2003 PCT/ NLOO/ 00278 FIG 7

1 ust fa&aeang%%%%ﬂgeraﬁ RYGLULE GaRs PG iUsede P gene at & ivert @) e oOf

random nunbe strates stefs in a sanple transaction between
parti es. offlfirGotBey |desi Fed e 1he t FANSRE ?%rﬁccie%o\“?/lsr‘?@"éc%‘?'ré’@?’“’ﬁ%’i/rrent 5

FIG 10 jlddslr BL&S1 dpskPid-aht 6OMida@k bedbeRIEEORGRIY caghg.1dvaltyel ectronic
banki ng or brokerage, using the transaction server concept. FIG 11
_illust r aBeReMerep8tin exchangi ng marketing i nformati on between parties. 10

FIG 42 ) Egsttfr atesncst eps ddhagcms:lmpgeaemd\/meammg tdenus ammyanmsl y.
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S 15 d fe
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secur e apgke tinvehefbrdatai prpseddilagro syst emorhemei:n%ﬁ tfer fol b@rrkéf:ém ed to
as a trapsaction_server [ ati;ng pagtnlkgs “a a>qak &
connect e e?%ﬁe&ﬁﬁnaoﬁatgﬁp%hte\fgr\@@}f@ "%%Ch%r#sgr net. 1f the ?ransggtl%rn

i nvol ves banipaly meit custoeer 20 'ltheahg?a@lﬂ}bﬁcb@}ﬁ/éﬁ Paéé‘hr’rbi@t’lsat‘éﬁf@nélé? nor e

financi al |n t.i 0 Ber Usipgei Ne eXlisthi MG RPRYHBALsJRRL WOg KssSanThe
tranggctl on %ervg{?é ol ds: So. gr; Fed pI‘OflI les 7 and 8 for the participating

parties, Iaserratpﬁamlmé@%e%vﬁwltlhrref erence to FIG 2. "Users" of the
transaction systemare parties 2 ("Custoner” ) that want to obtain goods,
25 services and/or information from ot parties 3. ("Suppli , o are
suppl i er FUBEhYTNOEE RIAYS SI1QRT HA¥eBE ’Pﬂ#or; |‘F1’%aobr i Of- Ell‘l"hc’IO cgélsrt tg\sé,nZ 3
are sel eghivel vieaoupt Rdeiothhmigliat Be Netansrkt don Eysaegi aﬂrq‘mnannthﬁn ons 6
|nvoI ved are |ssuers. (banks ISSUI aynen CALds {0 Lhients) .
Acquitrer £eFbeh aEe}H/% &’Gsfh%e%1§§d f%r trs}%p%w%)es * °

configured for transactions according to the invention).

The invention and its advantages will be more readily appreciated as
the same becomes better understood by reference to the following

20 detailed description and considered in connection with the
accompanying drawings in which like reference symbols designate like

parts.
BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a diagram of a transaction system according to the present
inventicn. |
FIG. 2 illustrates how a party applies for participation in the
transaction system.

30 FIG. 3 illustrates the relation between the various functional
entities.
FIG. 4 illustrates the steps in a sample transaction.
FIG. 5 illustrates how a party can obtain a temporary prefile where
a party uses a device not personalised for him.

35 FIG. 6 illustrates the generation of a digital signature used fer

verifying the authenticity of the data and the sender of those data.




of goods, services and/or information), and Schenes (financial institutions.
managi ng @g)yment cards, like VISA Mastercard and the I|ike). 35 FI &7 @CT 7003
i1l ustrat WE 43 party 12, 13 will be registered to be ablRCT/NIp0/00273
participate in the transaction system IR Step A the party 12, 13 fills in
an application form containing his request to participate | W 00/67143 9
PCT/ NLOO' 00278 2 7 OC T 2003 in the transaction system his identification
and (if pB¥frert iksusiyatiegdee ian randoprafidcehira ddrsbeolsqnyreséndratboss

(which cargsie cdepitadM nGhEdid ., etc.) he wants to use (if he is a
payer/consunmer 12) or a list of paynent accepting nethods (which accounts,

etc.) he BlGarf d1téstisdegi prers iie a samlls srang)ctind kerweenhpartsasion to

the transactioonlsesseiredlat Orat@act Yokl SirREEOUN /acﬁﬁgeg@gﬁﬂgntt he
correspondi ng bank. and receive additional information, réquired to create

the patty® 5 prdf HESEHAESEpD| THRLEER FUHFOLhed TVisapRstt e 9t FEthe

i nstitutiehecopatatbaikingeot Nakachy®) FAMYEEhd lbraBaPERE! seddeby E-mail,
by couri eLynQl Ot herwi se. Next, Step B, the account/card information

t oget her WihFthe identification of the applying party 12, 13 is sent to a
Regi st rat FOh. Adt hblustyratls (R ehs) ineegehdtigi nhafderHeehal i DiHcInat Oon verify the
aut henti cpty,Qf, phe.Rarty 12, 13 and the information 15 supplied with his
application. The request to participate in the transaction system nmay al so
di rectdy BE -addr s5@3-nages hat qRsgiist pateoringut heomivige 1Pr¢tiderdashed line in
FIG 2). hhodeuRegi stration Authority 10 of the party 12, 13 verifies the
20 party positively, i.e. party's identity and other information match, it
sends an approval nessage (Step C) to the organisation operating the )
transact i DESCGEPTEON Idr THEI PRERIMREBPENEYMIMERESSage content of Step Cin the
transaction server 11 a profile for the party will be built, Step D. 25
Each profile contains at |least the party's identification and those other
dat a, 15hi ERG arle ireguiiagotatoo Processss &g do 3RS i10NScasr RRicagwi dis e

invention. Centrally there is a secure and trusted data processing
system, hereinafter to be referred to as a transaction server 1, to
which participating parties 2, 3 are ccnnected through a data
network 4, e.g. Internet. If the transaction involves a payment, the

20 transaction server 1 connects to one or more financial institutions
6, using the existing payment networks 5. The transaction server
holds so-called profiles 7 and 8 for the participating parties, as
explained below with reference to FIG. 2. “Users” of the transaction
system are parties 2 (“Customer”) that want to cobtain goods,

25 services and/or information from other parties 3 ("Supplier"}, who
are suppliers of these goods, services and/or information. The

parties 2, 3 are selectively coupled to the data network 4.

Financial institutions 6 involved are Issuers (banks issuing payment

30 cards to clients), Acquirers (banks serving the needs for suppliers
of goods, services and/or information), and Schemes (financial
institutions managing payment cards, like VISA, Mastercard and the
like}.

35 FIG. 2 illustrates how a party 12, 13 will be registered to be able
to participate in the transaction system. In Step A the party 12, 13

fills in an application form, containing his request to participate



~The profile further may contain data, relevant to a personalised token

whi ch h r wll be issued to the party. 30 Althougﬂ%.‘: I
not reqS?orE(g ?)j'r) the invention, still the profile nay contal }r%'%&’g{a UCT%M

“crypt ographi c keys, to enhance the secrity of the communication between
the transaction server and the party The profi |l e may contain a random

data string, which acts as a pseudonym for par.t dentrfre The
profil e HPUFEhEF2REHC LM SYATEE é’%a%r%‘?w *fr’fﬁ?ﬁb‘?ﬂ“ Iarngt Ylﬂ NG Cat T n% t he
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‘ot her apphi eatd ansy of. pga.w\ehecaq:cmprtcngaedthoti@ymltlsﬁhpﬁemw g'ed -ebBfki ng,

stock S brokerage, a t t J@ncoparating the
8 S.pLPKel8ge. ¢1f ndiaall %ﬂ%gﬂéo Gnal 09 L1804 S&LIANC0

tran rver e a supplier or a bank, ensures
t hat t he:rapaad:tymneservels la pervoridlyi bed Freenagécatedart & t8%interface with

the tr arl:%@‘?&%@&ud%%\?%ﬁ%ﬂ paY @gceﬁﬁd ali8i Porad egn Mh:tna b BL, th}lréd dat a 10

processing s coupled to the data networks, The co tent of this
package qrgate, ti5r AN %Woﬁék%n)ﬂrﬁ APBF KCAtAERpf Ot E8S0 5 SEREFE % ed i n

the transpghkOolhst8t%ekon Papksadingd htepackage vy dwervedi 511 idnubapet.o the
party, using other channels, includin electronrc means, |ike electronic
mai 110 orPYuEF MRt bt ar CSUTIAT e PE, O¥&F " E%shop, 15 the Registration Authority,

or the InNd®., bfegIBG t8evardoans/emtd tingsraate anndbgetied. whgr tihes 21, 23 t hat
want to make se af th transa tion S ken reader 22, 24.
Thi s tok’é?‘”r“r”égﬂ%’?t’roél ﬁg angf r?e)ﬁ'%o{% M M iR

‘'okén, "required for generating a
di gi t al Egmatmmmﬁxu@het:em e@ (Rakils ef3- rreafpsége’esl)e]raﬁl%bs’t £&nsacti on.

Parti es Com%”kﬁé‘ta%t%%?&'&ﬂﬁ o#atAe fcand k> 263 gnd.ciNti@EBRiacibnsecure and
an

trusted Yransaction server 20 is al'so connected to the sane data net wor K,
i n orsdersumplipdceitie MissapRidsatiom parties 21, 23. The transaction server

20 25 progessgieinad LBRERCLIRS indf e rhhodQligh Ypsidn eayiascof the
directly be addressed to the Registration Authority 10 {the dashed
line in FIG. 2).
If the Registration BAuthority 10 of the party 12, 13 verifies the

20 party positively, i.e. party’s identity and other information match,
it sends an approval message (Step C) to the organisation operating
the transaction server 11. Using the approval message content of
Step C in the transaetion server 11 a profile for the party will be
built, Step D. '

) 25 Each profile contains at least the party’'s identification and those
other data, which are required to process the transactions as being
used.

The profile further may contain data, relevant to a personalised
token, which has been or will be issued to the party.

30 Although cryptography is not required for the invention, still the
profile may contain cryptographic keys, to enhance the security of
the communication between the transaction server and the party.

The profile may contain a random data string, which acts as a
pseudonym for the party identified. The profile further may contain

35 a payment method list, indicating the various payment methods

permitted for that party.



validity of the transactions, using the party's profiles, as stored in the_
transaction server 20. If the transaction involves a paynent, the p t
process (WOtM7148ati on and settlenent) is handl ed through Whﬂ‘/rﬂaiym‘rgyrmq 0
network 25, using the procedures that apply for 30 such situations. Wen
the custonmer 2 in FIG 1 wants to performa transaction from another

| ocation than his base | ocation (the |ocation equipped with standard

confi gur édrperzoreaiti retherbdns thorpneditormindpet tdgrsddtiponsy 35raséor ding to
the invenki@nisyrQfg Otherwise is requested to authenticate himself, this

can be achi eved by downl oading a tenporary set of data and program as

depi ct ed TP B¥epl i MAYFFeRtain| fyyshpg/ d7ua ¥ ipdEs iRy G629a Prdicafigs03 11 at

the not at ghaseediaGaticOBastd NBYaAly PRs§r4RsalboBaillg, ey Workstation at-
the office, a bercafe, a PDA (Personal Digital Assistant) with nobile

phone °f ufPFBRR 4t t &&ffed, or otherwise, provided that such a systemoffers
access t rinheldatian eePOE K tadotGarfi saqubPppRdrat iy aHeOkemndRadohaci lity. As

soon as an_authentication request i s due.and the not at base- stem
dotocts SRTUREnGhn TaRBATY ATt A SHEShIT T & MO FRRL A Bt vith ¢ he

t oken reagdety dete vasdappogroan]issi pekkaged egquibed nostepertfaok HEEB 2), the
user i s .ent t ai.nj t he eSS t t ction
corver . [ PEEGA S Ballh Bec 0N Ml HDCBEMTIO TR ey L ol
posséds e PTRCHBFDLY SYEheT et @l deacovmbedhscobraidscd hewrpmitrat Theeponyent qfessage

i's built,era@npatiidd (dhea, USRrIRtMmERLRERA AR oPE RtdBdo 1N @shash and
(token based) 15 signature, simlar to the paynent order as in (c% of FIG
a2

9, to be TERSEAESRA HERBW TARTEHESS £FEVEE- ter ahster PRI MR

transact iqustrspived tehichd, paxither uyild ocBat i Hhndb1 s heirkanased RasstBénidie
nmessage recei v$q&%r§ t he existence of a %rofi | e for. that user, wll send a
t enpor ar Y'SE&F  of fara CEhEO o §Pam tF LREPARTEE BRRR VSt e NEW PR 20 not
at base syst espistablient ufepaye e tuhanifkdéi on nessage, or to

aut henticate the user, and proceed as normal. Depending of the agreed
conditions, the tenporary set of data and programw ||l be erased or

mai nt ai neth fF@6 . a3 searipasi oatitAgsFa® ieddepteds a sanple flow for a typical

transaCtiﬁgkties 21, 23 that want to make use of the transaction system may

use a token reader 22, 24. This token reader is used to read the

20 token, required for generating a digital signature of (selected
parts of} message(s}) in the transaction. Parties communicate through
a data network 26, e.g. Intermetr. A secure and trusted transaction
server 20 is also connected tc the same data network, in order to
receive messages from parties 21, 23. The transaction server 20

25 processes the transactions, after thorough verification of the )
validity of the transactions, using the party’'s profiles, as stored
in the transaction server 20. If the transaction involves a payment,
the payment process (authorisation and settlement) is handled
through the payment network 25, using the procedures that apply for

30 such situations.

When the customer 2 in FIG. 1 wants to perform a transaction from
another location than his base location {the location equipped with
standard configured/personalized means for performing transactions
35 according to the inventien), or otherwise is requested to
authenticate himself, this can be achieved by downloading a

temporary set of data and program, as depicted in step E in FIG. 2



(a) Afirst party 30 and a second party 31 negotiate a transaction. 1In an

| nter net wgyhkARENt the first party, e.g. a custoner w I#&,pw%gw 8CT 2003

browser visit a site of the second party (e.g. a supplier request for
a transaction, e.g. purchase goods, 30 huy and sell stock, obtain

i nformation, or the like. (b) The second party may require sonme proof of
identity of the first party. He therefore sends a Wo are You" nessage to
the fird&® pEFtIPE @E) b‘T‘ﬁ% 1PFF‘§%°rbalAt Poadts HaEs 1 AIPRycouSE Pegistered in
hi s profidoeks85ti3d at the otflf&l8§ﬁc‘et icgBesIAEr a32pA O Peheotho pagerafou” nmessage

and conpl et es a uni que transacti on nunher, a Hash total
cal cul at &F® %‘?‘*ntﬁhé’lﬁﬁe‘gwg BETRE fﬁ’gﬁ%m‘hﬁ&tﬁ‘ﬁ%e%o°6o?‘§*ﬁfzt’ésiz 2 7 OCT
. 7003 Fl GEbML@MER8cdbgih al sghgaatdffers Tadeseessage: (ata amtiotis dddens

transferr the, tr act| t,. (d) The transaction server verifies
t he rressa%qy“% ee%ellggda??%mtﬁ%ad am? 'b%rty. I f the nessage and the first

_party are verified 5 positively, the server sends a nessage to the second

party, canfirming, hhs?wﬁ&%éﬁ&lt (rteegﬁel%e rS qRariys and ﬁcg;g%%%é{get he

second party to identi The 'second party Sto nmessage,
recei ved Sfylséﬁﬁ“tcif’ée%ﬁv@ﬁ unkipwn | gekeni ;e as rtelj?-lsrt E‘!‘Ihédhllfﬁ mics profile 34, a

"fornt (eregls@erehowﬂmtmg%kéﬂ £a3Rr0f ad Y ehRehlodAmWhi S el dd st party
can fill in the details of his transaction request, a uni gue transaction

nunbeP, aHEERP tioPdl FLGH ll-atBl Wiks 1EhRX PISFFotR en&&i-’ad?ttaerrﬁ‘m‘é&ﬁd‘lﬁﬁs

digital singnatsress 6fF) cish rﬁrbﬁéa&@lcﬁi epxr(&h), Hikerddarsactin) server verifies
the is messafcge %/e |ved fro P econg IF)art and his identi
tf B S¢

o
verified 188 S PARSYSPm 5 tHans 85thé FFPsty: 6&%??.43(‘6) The
first parmay hew:ﬁtiallhedl firdrhehbhormemdriyh & hedgagasactbiudnt, deirialisinAashe

G gital Sglafied HEAHE LABEBG AT BT e 15 RS dR B Ver 1 os the
nmessage em@nar-ﬁrmelsnfnnédr posithevedynent order as in (¢) of FIG. 9, to be
discussed below. The message is now transferred to the transaction
server which, after verification cof the correctness of the message
received and the existence of a profile for that user, will send a
temporary set of data and program to the not at base system. Now the
20 not at base system is able to prepare a transaction message, or to
authenticate the user, and proceed as normal. Depending of the
agreed conditions, the temporary set of data and program will be

erased or maintained for a set pericd.

25 FIG. 4 depicts a sample flow for a typical transaction.

(a) A first party 30 and a second party 31 negotiate a transaction.
In an Internet environment the first party, £.g. a customer
will through his browser visit a site of the second party (e.g.
a supplier) and request for a transaction, e.g. purchase goods,

30 buy and sell stock, obtain information, or the like.

{(b) The second party may require some proof of identity of the
first party. He therefore sends a “Who are You” message to the
first party.

{c} The first party adds his identity, as registered in his profile

35 33 at the transaction server 32 to the “Who are You” message
and completes the message with a unigue transaction number, a

Eash total calculated over the previous data items, and his



transfers the filled in formto the second party. (i) The second part¥
replies t@otola{g,?{“rsansactl on details, as filled inin the formwth a 7 0CT 2003
nessage, conpletéd with a unique 25 transaction nunber, a 1L0p09778

cal cul ated over the previous data itenmsz and his digi tal si gnature. (j)

The server verifies the nessage received, and if verified positively,

transfers the to the first pa Stes( ) to (j) may be repeated,
if nore transa;{,ltgpé%;'s BB e Thég %@Fﬁé% ﬁ’f‘gt) h&s sEife §E§’§?§ﬁ¥re‘i}h@°
verification afhet IneamsagﬂsSeaszetrn (d), (f), (h) and (j) nmay be executed
on the basj a_risk oes

i medi at ch%)erolffh I SE POt e E\'/EeIFVfa]rl c%?if&ﬁsrrﬁk?gﬂrgsﬁag?‘po"he&i’wﬁ% ‘%oma g‘équest
gf eit herbpa{ thiriss paEcei véd the vessa’tge_rtalm mes skiges, p@% e age veriddsd ofta

i sputze abou gg; 0 Lon o si gnature
matylobte5 perfor ‘EEL@E}SCEILEHQ 'r E?rgg]gl @E%@évé 3\8 %qu; %%fgégé%l Logl 00278
13 27 OCT 200$qnlfd;m5nﬂié|@)\ﬁct@er&1§antp¢ ghe Snrsowagtparnd réQueanibitien a

tenporary prafdd-ga Hrg}ﬁtgsg&eﬁ%{,h@{mg@ﬁgtemthan t he one, which has been
personal i sed according to step Ein FIG 2. 5 where in FIG 4 step (c)

shoul d st &§'t, Tifeseyerd Radky A998 HotHremessays. mr-"ew%efrwsﬂé%myeﬁot

been personal uﬁ%dméﬁaldyt hher&figt 8r&ENGS hds SPastk i«p thersehvefe 42 L0
receive a or ar%?é)ro ile. %’?e nessage contains. at_] east the server
a

addr éds 10 an THLUBRYS | T BT i Fat PO S fHedB WE PR BiTSTePRELY 1%t ed from
the first parﬁmls;horktmw detising cd hbkefraneadeiordrequeent er edigaaual ly. To

enhance the s ggti&enggggrage Eaghbte Mol owfic qa‘é‘e ho‘?.erdltgl t al SI nat ur e,
generated in t e §ahe way % rrent or f Urthere seci rity !

the first partdataaytéms.e apd hlmld;detal %Jgs\en'ate 15 | dent| fication Nunmber
(PIN) or any %Jﬁ&&a@%é%@b t@enthb Sfandic iof sehRSVRLL Qe sbiparetric

quality. (b) ter positive verification o he request for a tenporary
profi¥%, usi ndrasfésparesriyeprfram sheseqamd E’elf%ran ebif ridegtibysadfe, 20

contai ning a tRMQEAAYpRARSCER} | 28 ARGkaGCcritichrbd td BRSense the same
as in step E ofarFIyG 2, but may contain certain usage
{g) The first party now fills in the form with the transaction
details, as requested, adds a unique transaction number, a Hash
20 total and his digital signature, and sends it to the server,
(h) The server verifies the message and, if verified positively,
transfers the filled in form to the second party.
{i) The second party replies to the transaction details, as filled
in in the form with a message, completed with a unique
25 transaction number, a Hash total calculated over the previous )
data items, and his digital signature.
{(3) The server verifies the message received, andg if verified
positively, transfers the reply to the first party.
Steps (g) to (j) may be repeated, if more transactions are to be
30 performed in the same session.
The verification of the messages as in (4}, (f), (h} and (j) may be
executed on the basis of a risk profile. If the risk profile does
not demand immediate verification, the verification may be postponed
until a request of either party is received to verify the messages,
35 e.g. in case of a dispute about a certain transaction.
The creation of the digital signature may be performed as described
in FIG. 9 below.




~-restrictions, like validity period or services granted. The validity

peri od R e transaction, a limted nunber of transagdﬁ 9%111 an
agreed ti ne&gbé’ﬁ}od what ever has been agreed at the tine the Ipl)}?{(;’?i | e has

~been set up (step Din FIG 2). As an atditional service, the server VZﬁT 0
log the full transaction details, to be collected by the first part; J

| ater time, when he connects to the server fromthe system which has
initially been 30 personalised for using the transaction nmethod descri bed.
PO NTER WEFHGD d¢ibt At $ ee spobke dilomebdio R PAStHeH ERBACHYRIP & LEPITATY S

possi bl e t.0¢; 35 9Nl ale a0, ket E%@E&n ShgRat i enlY efnidrdh¥enpaRf of data
WO 00/ 67f43 14 PCT/ NLOO/ 00278 2 7 2003 Assune a table 46 of random

‘nunber s. PERECRABISEd TP Fipe YhEPBAE 1 &46H t2of a token, e.g. a 3DAS(r)

card. s AssMBEe tie rRMErsc@E edenBRLsd ddhdchechablyerdd Espeks 8. cdRent her
assune that each nunber has a value between 0 and 255. 5 Assune the
defined FERGIH B *PRSYSHGRaRE & s DRSO WIS E mis smaller than n. In
the exanple, depicted in FIG 6, n equals 35 and mequals 5. Then an

el ectroni c signature _over a given set o ta D can e cal culated: 10
conpr ess ‘B ugF nrgf’eéeﬁ%?uﬁ?&dge%hﬂ?cﬂlﬁéta{ﬁ%?%}e E%Weerot‘l%eFo et ho Hg fesul ting
into d; dehasraﬂyeppoﬁﬂatyheha&ssagecammrxsphttlaamtotm dJegyst addfiegst s,

each beprgge ent| I%CQEM@G'}ELS@“ py apﬁe&%@t}' xoﬁé&edr epé,m%g 3y m,

wheré'm S The ar es power ~ of an 15 m In the exanple
becomnes tfhessmamg 51*:01‘8311 20sinp a BekemWﬁFFf%/l ttieeéF%f@nPﬁUmeTPabl e

of fando%ﬂﬁﬁ@@fﬁe%ééuﬁ% @l S ade t Rayibel Fréﬂeae@xanmea dhgighenents are

nunbered colunmm by columm, starting at the the digital, signature now
is the st%laﬁ@ttme-vaﬁwsaw inetly Sémérféﬁf &5t 3Re‘H‘E’f PENPEHe F4fdoni Fabl e,

identifi gdrbiest m%cuaiwsthel Bifst lgarthemexaEpkecd haicdiage talpesisghat ur e
becones the strin 128, 27, 5. 99, 3
15 Identification Number {(PIN) or any other personal identifier, e.g. a

password or biometric quality.

(b} After positive verification of the regquest for a temporary
profile, using the party’s profile 43, the server returns a message,

20 containing a temporary personalised package, which is in essence the
same as in step E of FIG. 2, but may contain certain usage
restrictions, like validity period or services granted. The validity
pericd may be one transaction, a limited number of transactions, or
an agreed time period, whatever has been agreed at the time the

! 25 profile has been set up (step D in FIG. 2).

As an additional service, the server may log the full transaction
details, to be collected by the first party at a later time, when he
connects to the server from the system, which has initially been

30 personalised for using the transaction method described.
POINTER METHOD

With the peinter method, as depicted in FIG. 6, it is possible to

35 generate an electronic signature over a given set of data.




FIG 7 illustrates how a table of random nunbers may be generated, 25
using a material with a random structure. Assune a token (e.g. a credit
card), wWNLEd4% ovided with a random two di mensional or PEFNE@#00278

di mensional structure (e.g. a 3DAS(r) catd). The token is inserted in a .
t oken reader 50. in the token reader 50 an image is taken from t hé7rid6h

structure in the token ichis 30 in the case of a 3DAS(r). card _an i mge
as the s&fpyee iar’rﬁﬁglf%l‘%s \Ilgg F%AC’“] Hﬁ@%e’ésrrpfr?esb%@s 45r'Ba3</i%éi %ﬁl% 458fween t he
mappi Nng e@ksthe dfandeskerst kUGt W eras®btarik assase thHeenatisas ofir €laweassr ed,

and the n_| arges areas_are selected (52). Far each, of the selected areas
its Centré& g}b“% t@'%\?i%§ TG Ts Eg“é:}tgﬁfa%se mgsg?aatpéelarcho?m%bggr Fhates (53). A
35 t abl e vBauadwtiwveehi b lad BEEh the sizes (first colum of the table) and

bGTI NE00T 3837 B2 S9PHEDa55008 oAl Pl BRarfL f x sy [ ande P30
nmat eri al smsédey $haandom also the values in the table 54 are random

Referring,agal %ﬁaﬂ FLGaebicthe SHFHRMEE, irs g Safedni 4 N Ra@B s tRGn 5

supplier with The custoner profile may contain, as earlier indicated,

anong ot [8r §1e¢eroRdEotHANAEHEE P ETare@l BRI £4nEL FRE DI FR &€ for ot her

applicatiQRsu1f:et: €l ectronic cash, loyalty prograns, electronic banking,

stock brokerage, etc. To enable 1-1 marketing a further data file is

added? It shoGPEPEEEHGr elS 04t PafFPing) teRB i ARE! POIFOmet BT REF PRTRYE

customer profirkgulsiny eaeatawi th the custoner's agreenent, as he did sign

up for the transaction solution described. Upon gi ven crli teria, g{]‘%/%of t he
, r

parties 2, 3 &nH2® YhE PTPREXY &PAESYaGE™ Re TR Watlr? A% Leaesa H2 one
of the other epahtifsresthtsndrassalee itecskoned dnd thepfefierably appki cabl e for

the 15 network solution chosen, through,which the_custa i es
with the tranggeg ‘%')enCi g’é’r Vet .ﬁeﬁectﬁsel%fthfenkaélf f&t- Pﬁ‘l”% V#FP %g{‘ﬂ;‘%@ ?—ﬁzﬁﬂ_ page
or the like. As Inorheasxhhplelasbenatenrhpastyingniects A0 ke Idiansacti on

server 20 and jhe; party’ s, auihenti cidy Aase bgter}agagmulnag?91¥ig§1 Mﬁ| | be

pronpted by the transacti on server that a nmessage 1S present m The
party may neglvadtes he tor onpin drhedesarntd & ¢he etRnenE sngXs ayererethEcAEs age

itself may |ing o1 @Dl IBSSRAPES. 84 Apd el sewhere in
the digital signature now is the string of values of the
20 elements taken from the random table, identified by the values
in 4. In the example the digital signature becomes the string:

128, 27, 5, 99, 38.

FIG. 7 illustrates how a table of random numbers may be generated,
25 using a material with a random structure.
Assume a token (e.g. a credit card}, which is provided with a random
two dimensional or three dimensional structure f(e.g. a 3DAS® card).
The token is inserted in a token reader 50. In the token reader 50
an image is taken from the random structure in the token, which is
30 in the case of a 3DAS® card an image as the sample image 51. In the
image empty spaces are visible between the mapping of the random
structure as blank areas. The areas are measured, and the n largest
areas are selected (52). For each of the selected areas its Centre
of Gravity (CoG) is calculated as a pair of coordinates (53). A
35 table 54 now is filled with the sizes (first column of the table}

and the corresponding coordinates of the CoG (second and third



~-the data network (e.g. Internet). 25 E.g., if an acquirer wants to nmake an
offer to the custoner, the nessage may contain links to the acquirer's
website, WEbWYEI43i ng further informati on. As an exanpl e, RCTAHYUPEE nay
-offer extra bonus mles if the custoner_selects Mastercard as payngntget 2003
met hod for 30 paying an international f13 ght. The nmessage then coul d be an
HTML page: 'Dear custoner, you may earn extra bonus mles if you pay your

i nternat i Qnal.d ld:obte U$HDY. YOU MBSEENGAR Onaddri MO RIe 1 b NEBea! edso Vi sit
our website at www. Acquirer. conm. If the custoner is interested, he just

clicks th&ewebdissels Ther EpBhe S aRdechidcess 35 all the rel evant data on
how to obtain the extra bonus nmles and the conditions. WO 00/67143 16
"PCT/ NLOO/ 00278, 2 7 OCT 2003 The criteria, used ta. add r:rggszagedt q,het he
cust omer REEBFTIE, 2ARD Cefef t JoRerAT AEEr thIres 2 el 8hgt rig 10 the

profi ke, sapgiisthivGbh paymentuseineedsrefdeenapl @ohthon, tasataclistroner, or
refer to specific _attributes, .e.qg. the current,._tran tLQR, s hi.s coll ected
bonus et cl.nBE‘aCTrfeda PR °6§FF§/ Wes%ésgo ' /séh Eelr?%sega%%%t ggg ds‘-’ltelcrélond party
based updelas giorentset eppildopacidrtser ton, capptiwulsl easlo dawdlsecond party,

the fi fsggegﬁe(s,sgfgété TBSSRGR { QusLihel MLl d hecseleCkh@mLniierion to

the transaction 'server. The transaction server now_ 10 selects all second
parties, maErketing ehfvhereer dpedi bideand adfps t 6° TRELR B §PFFes Bahatk fil e,
cont gigni NGhet DErdRBE 2GR, CRACRANSSE el chifcoiChréigha iklgreabheasdtrexhst s,
adds the nmessage to that data file, . The criteritﬁ% may i ncl.ude 3 \éalliidity
time, i.&EYSAOPeTTE RPERPTEANI &R N% 18 &19R &P 6R SHEUFE*HE“EpPT i a1 7" t hat
case the ddsaRs$péed.| OBod SyiSemnverivddila, many talr tabasgedesn2 t leas@comdyparty' s
profile. |f such a change mght result_.in.that_th e paLfy meets the
criteri on:®3VEhd Wf?gﬁe”?sthgdg%a tfgﬁﬁ'i’ s9pt &Pﬁ?ef%%%ggs%?{lglgdg% ove. As an
exanpl e, @artiissuemisayegddeer ia specidalinf tradorngt arpahpearent 120 W%y
cust grer ,?e‘wo@g 152 mg.u{ﬂc&%n? 9&%’&%”99&& thBCc G ddh@E | Qbhriufi Bardll CUST oMY
buying a car. The valrdity tine 1s tthe given nonth. As soon

with the transaction server. In case of Internet this will be an

HTML page or the like.

As soon as the destination party connects to the transaction server

20 and the party’s authenticity has been established, he will be
prompted by the transaction server that a message is present for
him. The party may neglect the prompt or decide to read the message.
The message itself may link to other messages, stored elsewhere in
the data network (e.g. Internet).

25
E.g., if an acquirer wants to make an offer to the customer, the
message may contain links to the acquirer’s website, containing
further information. As an example, an acquirer may offer extra
bonus miles if the customer selects Mastercard as payment method for

30 paying an international flight. The message then could be an HTML
page: ‘'Dear customer, you may earn extra bonus miles if you pay your
international flight, using your Mastercard. If you are interested,
visit our website at www.Acquirer.com’. If the customer is
interested, he just clicks the website’s reference and can access

35 all the relevant data on how to obtain the extra bonus miles and the

conditions.



as the transaction server detects a transaction, in which a customer is
buyi ng a car t(,or m ght be expected to do so, based upon the supplier's
profile, WOBVOHIEL supplier is a car seller), the transactPonNsenooers adds
the nmessage to the customer's profile apd 25 pronpts the custoner tk?? T 2003
there is a nessage for him Wen applying this nmethod the privacy of qu
custoner is guaranteed: no information is disclosed to (in the exanple)

the issur conless, tbed custoder mdesagies ot Oh& GNis@6het ok sB4lemagnd appl y

for the [ | I rrangenent. |f_no direct paynent is invol ved
bet ween %Q%igrg% C‘J[aengrgi g%r(}c%ﬁggtb%'t %gorﬁl@g BO SHWE® % et'hg'%/‘r a8t ion will
be prot KAYEELT ViFRENEB§ 27fe enabidrk for celtd tomust orgot, hopardfieesto tdpeciEansact i on

messagesaaidobivs 38 bl raldtabidld Yol Jhe k! ANSACL] Pl can b, ugrant eed,
e e

usi n% the sane nechani sns as descri hereafter w reference to FIG 9.
The ~first party is the one, requesting a service- The first party may be 1

WO 00/ 67143 irsk $a@tf vhsAR93: @ LARSHTRS telss i (as in
busi ness_t o busi neSS elle,ct rotni C cormercsg,anBZté?.a %ﬁ%ﬁ?&ﬁ?p}%&?b is the

suppl i er'fSP fHE Ve Bt UG sEF 1A5EEsn: |3PPdLepbiSOP FIeh fsepand RarEY. visits a
site of dheefSesoipdrparishddndhe ndskdys alRechis Hesi £ tR1p8f {4 M a certain

ki nd of : Lon,.. The ~second party sends a signed request for log-into
the fi rs%glggj??% t?)Sisleht FErehy W §e§’f%ﬁalr8? etﬁaé"ségﬁ’e‘?’hrséa"ﬁ MM™arly to the
i nvdilce setessagelaserondirapt{dy, ahablkatcd tphe heridestsdi had hadeabt er. The
first panfe P5Qr8586S,t I [ n . r est ( simlar to 10 preparpng a
paynent ordélrol,5 as in Eét‘%%a( g?Iéo'f cﬁﬁ%\yubmgngg% ransirLs oy hes 'ss%gého a -
secure tT&RsRRLT Jitlgetriaady Tl sfer vedds ahif nessageet peswagdatorfmlst ep (52),

using thmepeofidaen ahy bolchuaard Wasiaidy YeREficati ONcis Rﬁéﬂﬂ \Bichhe
server passes the log-in data to second party (53). 15 The second party
checks tH&SabtHs" 84t 16 be ePiiipdt Iachpt t GAsepEhe FHANEABt FAYuest ed

t r ansactdeaneand IiettnisoA chbfpad iapphéd GRlcbald pd 247 (SArile. the sekver. The
oPpl L Sl ABne 18 0 A Lidh $8e%ecdhd party eded fne crifSfi 1Y oA
the message is added to his profile as described above. As an
example, an issuer may offer a special financing arrangement to any
custemer buying a car during a given month. The criterion is a
20 customer buying a car. The validity time is the given month. As soon
as the transaction server detects a transaction, in which a customer
is buying a car (or might be expected to do so, based upon the
supplier’s profile, i.e. the supplier is a car seller), the
transaction server adds the message to the customer’s profile and

25 prompts the customer that there is a message for him. !

When applying this method the privacy of the customer is guaranteed:
no information is disclosed to (in the example) the issuer, unless

the customer decides to contact the issuer and apply for the special

3¢ financing arrangement.

If no direct payment is involved between a first and a second party,
FIG. 8 shows how the transaction will be protected, whereby the
authentication of both parties, the transaction messages and the

35 irrefutability of the transaction can be guaranteed, using the same
mechanisms as described hereafter with reference to FIG. 9. The

first party is the one, requesting a service. The first party may be



~-The server verifies the validity of the application formand 20 transfers

it to thgv(;{“fmsﬁﬂoarty (55). The first party fills in the %pll/ﬂlfﬁ}o% form
and signs 1t simlar } 25 30 to the paynent order nessage as in step (c) of
-FIG 9. The formis then transnmtted (56) to the server. After

verification by the server (57) the application formis passed to th§7UCTZUﬂJ
second part to be further processed. .Steps.(5%4). . 7 He repeated,
dependi nga Sﬁh? ”éer(foﬁfltexaflsgfat%reo etsrsécr)lnsaalct(laon%r( iﬁ%ﬁé%ﬁ 5‘.‘% ?gg%/nt%e parties,
the transdetiorniandcrmsrde,r BEBX alfihki $gcondr pattius sgbhe asur@ddebyot Keesecur e

transact irggugggélgrserﬂ 9 depicts a sanple flow for a typical transaction
I nvol vi ng paynent . as): A first and a second party negotiate a purchase.
~1n an | ntler aeeP etffi) r oherelitrst heafty i s tay sike Rf 4DhBOFRTARSY PAFTY a%r ough

his 35 brpuwsgfedimgist ads Sl €00bedfCnSECANY aRAN I 80 rangiREEBANtDheand
pursue a normal el ectronic shopping process by picking goods and storing
themin FesEPEaRaIEy §HBHDIeN§iHRek sEIuTHef Fel PasinPE?/ NEDG 65782 WS 00/ 67143
18 conpl e84 | t fe1&RIPRI N1 1BHAEESS i sNGe S5ERAS das Di)iaRd yOf dlehet @ntrbiace second
party. (b) If the second party accepts the qorder, he will_prepare an

i nvoi ce MSSSagR hd™t FETR Y %ﬁi%mt'ogtﬁ% 55 F%fc‘b’fregﬁeﬁeaﬁ"fgri'nvoi ce nessage

cont ai ns:Trmn £ dentgafric g ap e sets tire: 3egond repaesy, (S2)comviEr ¢b t he sale, an
amount due, a_paynent accepting nmethod, a uni agsael i.Qn pyunber, a
Hash %t a‘frEpfﬁgré%\% PEATEN &P 88" oV Phe eV o%geF at'agi ?Ig&rrst, gnﬁ a digital
Si gnat ur eclef mehesagecond pantry, tralsagkbadedsagwer . HHshM as 10 exenplified

bel ow.  Thg I depbifiLabion qht e éa%%o@gnPasrcte M8y, besiap! aced by s
pseudonym as regi stéred at the $Tansacti on erver, to enhanCe privacy as
his true ¢tidethtparrdwsi sIEOREAEicaliionoks RIREtAER CHe0 FEEYSIHIGGFaPHY S
log-in data to second party (53}.
15 The second party checks the authorisation of the first party to
perform the requested transaction and returns a signed application
form (54) to the server. The application form is a data file (e.g.
an HTML page)} the first party can use to enter the transaction data.
The server verifies the validity of the application form and
20 transfers it to the first parcy (S5).
The first party fills in the application form and signs it similar
to the payment order message as in step (c) of FIG. 9. The form is
then transmitted (56) to the server.
After verification by the server (57) the application form is passed
! 25 to the second party, to be further processed.
Steps (54) to {57} may be repeated, depending on the context of the
transaction. '
Authenticity of the parties, the transaction and its irrefutabilicy

are thus guaranteed by the secure transaction server.

30
FIG. 9 depicts a sample flow for a typical transaction involving a
payment.
(a) A first and a second party negotiate a purchase. In an Internet
environment the first party, €.g. a consumer will through his
35 browser visit a site of the second party (e.g. a merchant) and

pursue a normal electronic shopping process by picking goods

and storing them in a so-called shopping basket. When he has



15 The WW%L‘ 3accepti ng nmet hod may be replaced by the random selected

key, pol #5 the requi red paynent accepting nethod, @cwMagosbmged in
the transaction server, to enhance prigacy as his paynent accepting net hod
data now are covert, W thout the need for cryptography. 20 The di gi tA} 0T 2003
signature may be generated using a token. The digital signature may be
gener at ed ustenplisiedpthatshopRiflg @rEcEsR00B: nehldeda msriebueigat ed bgd ow. The

t oken used igleég}jﬁs gggﬁ may be a 3DAS(r) object, such as a card, with an
optically scanna & "t hi ee- di nensi onal pattern of randomy overlying

fibres, (Rs 25f dibsckgsend inartySacqRgitent hblosrder,, 354, 90 ardphrd 13, 939, and

Dut ch Pat ent 3 Nay; b 220 and | . e read_with an appropriate
readi ng device. J_LThi s e %Or?gfiegle? %rlgeggg? (t;tro é-‘?lfpﬁ)ﬁsrtaﬁﬁ‘ﬁy% | f a 3DASd
carP i s used™®® irgréAe BEAsaget tertaimst:henrsiitigiofitidrhefnank sakchle card

-y be used to-uiake bhe LfaRsactl LQUNDET ., idye. and guarantees at the

sane tine, that the token has been Tread and processed. lac) Af ter
recei vi ng t RCFSRFAPEeMethfs . f Br SRipur tyapeapiires nambey.nentashesgade and

transmits thigadmnt BR1EFBRSACHLON SRS VeEvihiM e tai NS
identification of the first part%, a ?o%?%igzﬂ%ﬁf%?%%%mg% %Oc;%?igg
fp

PCT/ NLOO 00275 "3f4*8 91 OBF 5663 6fPATY i RYbidi@tisesS¥rfe HaghPayatent net hod, a
uniue transeednpdn fipanbelow.a Hash total (HashC) cal cul ated over the

previ ous dat it ..and .a digital signature of the first party,
cal cul at ed 'gl\l/%rlcﬁggﬁec%sm@xg g is§&%8 | BRA Y5 "FHePT TP A D PR MéSsal e may

be del et ed fresnddpymcopy wigitshered moithe tESSAGE1icRNBRErNJLPrdirtagye by not

transm tting,this, LAF QLML N, hC may be del eted fromthe paynment
nmessage. Thge,pi dentificat onu%f 1?%%&@?2‘?“@? ty vay’ bweltr%é’bll‘t‘aﬁ%%i Bohis 10
pseudonym a%°F FfiveteFE®PH- t he transaction server, to enhance

15 The payment accepting method may be replaced by the random
selected key, pbinting to the regquired payment accepting
method, as registered in the transaction server, to enhance
privacy as his payment accepting method data now are covert,
without the need for cryptography.

20 The digital signature may be generated using a token.

The digital sigpature may be generated using the pointer
method, as elucidated below. The token used in this case may be
a 3DAS® object, such as a card, with an optically scannable
three-dimensional pattern of randomly overlying fibres, as

25 disclosed in U.S. Patent Nos. 5,354,097 and 5,719,939, and

' Dutch Patent No. 1,000,330,.
The card can be read with an appropriate

reading device. This eliminates the need for cryptography.

30 If a 3DAS® card is used as token, any jitter in the reading of
the mark of the card may be used to make the transaction number

unique and guarantees at the same time, that the token has been

read and processed.

35 {c} After receiving the invoice, the first party prepares a payment

message and transmits this to the transaction server. This

message contains: an identification of the first party, a copy




~privacy as his true identity nowis covert, wthout the need for

crypt ography. The paynent nethod may be replaced by a random sel ected key,
poi nt i ngWOPUEAE3r equi red paynent net hod, as regi stered i n RGTENL094g0278
-transaction server, to enhance privacy s his paynment nethod data npyw 1003
covert, without the need for cryptography. The digital signature may be
generated using a token. The digital signature may be generated using the
poi nter met hod the whvupdicdareshPasel o PIMENCoRRAfsed T TEi STEHSEHEY be a

card 20 |ike,gn3PAY Mashat & ailhiugsgt) Malatescddeveeechd greciopt agtaphy. |f
a 3DAS(r) card 1s used as token, the jitter in the readin he card may

! L t g of .t
be used to mEKETEheaBF #nSaBttdh SHERBELUMIqER® anid St bRt 5§£C%tteﬂe same
‘time, that thgd-okegndassbegsndiaadeanseidw.ocessed. 25 The digital signature

al so may include a personal_  identificatipon, such as Per sonal
| dentd i cat i GHNGABEF™Y BIENFDE 8845 M8kt aﬂelqﬁtﬁge%%gﬁe ocr?gwaég the

nts to

W t hdr aw noneymidiceugdssaaie , Actiirrtied peitery MaoinmergAdietiag perisonal
identification _code or character string, a biometric feature, or any other
30 feature whi'tHT8 8% ctly personal. (d) After receiving the paynent
nmessage, the Theamsabligay derueletest row ther phynerft MmMeesa®ssage recei ved.

Dependi ng on fir ty =ty and secqpd JALaSrPayinent
accepting ne{%eoé%teﬂg%lu%aﬁgﬁgﬁ%l tyteo %%T?ﬂjapa?ti%g ar é@éjferi fi e:g by the 35
transacti on seyagonynsads rggipiered atakles AIrAnFIETIU FERVeTofCef HEATCEVD

00167143 20 PCT/NL.OOLQ0278 2ud EehtdQQ3ndd MAGLvEA! dwihoutisad @sed oken,

the transaction nunbers, generated by either party will prove that an
actual read hB3r BEBRPEAFVTrned, reducing the chance for counterfeit

attacks, suCHh@SayRBhEYmethodChaybdGebgcddifbyr BB dmomi seldtaeki kst. and
second party's profiles the transaction server ;now l%léi I.%g ﬁe’& ?Htﬂ%r! sation
request nessaBRtHridEof° st IrSHEhfe?aTMSQE UEEeSr U "WPER The 1 nanci al
15 transaction server, tc enhance privacy as his payment method
data now are covert, without the need for cryptography.
The digital signature may be generated using a token.
The digital signature may be generated using the pointer method
as elucidated below. The token used in this case may be a card
20 like a 3DAS® card. This eliminates the need for cryptography.
If a 3DAS® card is used as token, the jitter in the reading of
the card may be used to make the transaction number unigue and
guarantees at the same time, that the token has been read and
processed.

) 25 The digital signature also may include a personal
identification, such as a Personal Tdentification Number (PIN)
as is genefally used when one wants to withdraw money through
an Automated Teller Machine (ATM), a personal identification
code or character string, a biometric feature, or any other

30 feature which is strictly personal.

(d} After receiving the payment message, the transaction server
starts verifying the message received. Depending on first
party’s payment method and second party’s payment accepting
method the authenticity of both parties are verified by the

35 transaction server itself or by a financial institution

concerned.




i nstitution concerned. In the exanple of FIG 9 an authorisation request

nmessage w }&'7149 and transmtted to an 10 acquirer bank (Z,(ﬁ:ﬁ{%@%gs bank

as indicated by his paynent accepting nmethod). (f) if th tion

for the paynent is granted, the financi2@l institution concerned (in the .
exanple of FIG 9 the acquirer bank) will prepare for settlenent of2 & DET 2003 |
paynent transacti on, 15 (g) The f.inanci al stitutio concerned will inform |
the transact il 3PAg} \Fe'?Yrd\ﬁh%’E%éJrseflh%s PNt - r}les téﬁf’ﬁ%nﬁl?éldnuﬁe) “Finally t he |
transaction s@méehcédfigr BB rhod tpaaaptwﬂa gbowd tithe amesuhilofeddhdas

aut hori sation. These_ nessages. may contain_a nunher. . sthen is
used 20 to RS 93¥W§rt§e%ucﬁ§’§u%%fﬁa ‘%hr el eys i enml# yclncng t he

payrrent net hoglsch 3Bi sepiidyl. reduce the possi b| lities for possible attackers
tore transactl to. act. as,__|i t | 10.8£41
% g?)l on sr:l.dx'g f’%? e:géfo ntélon inth £1RQ% %r(d s%%oh& ﬂ:r@y Op iles

confi or el ectronic nking Is déscribed. In this
case there i scmltyansmcq:mnt yervée noki il dsf am amklswnpalaﬁ‘}ﬁﬁrs via an

open network, e.9. . ?&}J}egetE?%&%%tﬁQséa%est@ aéei%léﬁewitﬁa&&aﬁimcaenver
ua

sinilar as th&artgation descri larily the client's bank
i s connect ed twstiltetser amncgrasd 3Gnatee FEEAPHetWOFRE: (BGH™ When the client

wants to perf Qgm0 Sa@fcﬁ@eﬁu&@é elaBkyddis bhansaaid ﬁBSnsnInfttsands @ | 0g-in
request to the server, signed and protected in ae way as t‘ﬂ:e paynent
or det0 nessageaf@yreE) bank gy @?rﬁl}améﬁ ‘Gl )aSTh’éd’sceart\?é Véry Pegm?
authenticity gfcddt@ngl m&fodand checks |f a relation wwth the specified

bank ts and/or the cl i 0/ 67143 21 P cT
2003 o | Shbd T W PUERVELEDAENT 1 (PArEEnt® 19700 ha T Gari Faquest

is (via the sesswirutliosecometwedk)irt thaseranpdd b Rlﬁe él PRntacsubERk.  The
bank wi || res l'l]g w:.tl?hére ! 'f89tée%1§8é:{9 %2 ne t}:?dﬁﬂn@- Q:?érﬁsacti&e, wher e

the client ca a%hit & ata concerning the transaction %uested Thi s
dat aifi | ggimy The fimapgdel ofnstAteEiRt CRRCRENAS Habé inform the tr nsaction

server whether the payment is authorised.
{h Finally the transaction server informs both parties about the
result of the authorisation.
These messages may contain a random number, which then is used
20 to modify the party’'s pseudonym and the keys, identifying the
payment methods. This will reduce the possibilities for

possible attackers to replay a transaction or to act as

impostor.

2S5 In FIG. 10 a configuration for telebanking or electronic banking is )
described. In this case there is only one party, the client of a
bank. The party is via an open network, e.g. Internet, connected to
the secure transaction server similar as the situation described in
FIG. 1. Similarily the client’s bank is connected to the server via

30 a closed network.
{60) When the client wants to perform one or more telebanking
transactions, he sends a log-in request to the server, signed and
protected in the same way as the payment order message (as (c¢) in
FIG. 4}.

35 (61} The server verifies the authenticity of the client'and checks

if a relation with the specified bank exists and/or the client is



~(63) The server signs the Application Formand transfers it to the client.

The cli etes the Application Formw th the transa W i

required !6% Jgppl ying the same protection and si gnature(i, nggﬁgzr?sns, as
‘used in the payment order as in (c) in G 4 and sends it to thelgedbkeHl]
After inspection of the signed Application Form the server passes it to

the client's bank (65). If required, steps (62)_ _till (‘}6510a_re re eg%ted,
until al Blld®ed taneeetd®nd e ittt anSHASeEarutthenitl Gy 8F the %‘é\r y, the

transact i;gn($)a aRd Lh@uid tebsdabicki-byk) aranéhitsegues arteeetlidyt ‘tsheavecur e
transaction server., Referring to FIG 11, partjes . exghange yacketing

i nf or mat T8A P Wi hgr 1IRE7Pr BYT 68 f?‘f]elrﬁ?tg?n Th EF%\ ﬁé?ﬁ%ﬂere a party S
is the sendermand en@arltignR éan teheer evei vieta ofonchening dhaat FHEacThen
identity of part I s hidden,tq party..S, | 55 Rathy: Rndaeidgsagko
direcfly r@SHg%tcetngPﬁ/ %‘ttao?ﬁfr e rg% nbnescta:ggat e the i nformation
Ctransmitt@d)t ahpasdyeR. sAprondendpRld catierFore, arhEPRFESFS WahP st 25
submt a 2ssage to one or nore parties R, based upon predefined criteria.
For thi scgﬁ?po’se, party S therefore sets a criteria,  schene. Ihi sa%%herre

i ndi cat esThenchbert lrasbEetdte thAcARRL1IFE £ FOEPe H RSV BTG 266 A4 diPeS s ed,

and the t ; dUg atdLon 1H8gNESS aBRet Prdcribbrard edghacuree one or nore
parties Fg%lﬁle f?ﬁeqtigfrr%ap )gr?od durin i ch Ihe(c

. 30 nessage ig yalid and
may Bé sewchanpsnt héenbdfe Farb§ %ay‘"ﬁgﬁ%re STt A 1nr%assg;lggécont'ents. Thi s
nmessage NghdeOnt add) thel 8éLFe2ICe t0 a special offer and/or references to
(in case of Internet) a site of . JAC | RYet Sodrest BRsdels party
S then seMd€™t ﬁﬁs%‘?qczlé’Pi 3¥\§tcb5ﬁe g%en%a%égy?%el °§e§§%“ge to the sergver.

Accordi ngit acacBéeflikdr’ & hearserl6®r. anal yses the criteria schene and

sel ects those one_or r tiies; Rs)that ARebctde witilesin schene. [f a
duration ?‘g rseﬁéléf?(?’ecff{%fjﬁep%68?6714:% PCT/ NLOQ' 00278 22 27 nGT 2003 server
nmoni tor s etdndacanese tarentvearafitéAtes of the one or nore parties R to find

out if they will i ditfethaesl i LRE itdaseheriun (sduend ana thangeabaliteir
continuously updated profile. If a .
aré thus guaranteed by the secure transactlon Server.

Referring to FIG. 11, parties may exchange marketing information
20 using the profiles {items 7, 8 in FIG. 1}, where a party S is the
sender and a party R is the receiver of the information. The
identity of party R is hidden to party S, unless party R decides to
directly contact party S to further investigate the information
transmitted to party R. According to a step 70, the party S wants to
25 submit a message to one or more parties R, based upon predefined
criteria. For this purpose, party S therefore sets a criteria
scheme. This scheme indicates on what basis the one or more parties
R have to be addressed, and the time duration of the message to be
submitted to the one or more parties R (i.e. the time period during
30 which the message is valid and may be sent). Furthermore, party S
defines the message contents. This message may contain a reference
to a special offer and/or references to {in case of Internet) a
website of party S.
According to a step 71, party S then sends the criteria scheme and
35 the message to the server. According to a step 72, the server
analyses the criteria scheme and selects those one or more parties

R, that meet the criteria scheme. If a duration is specified, the



transaction occurrence of a party Ris found, neeting the criteria 5 N
schene, offPaspve is added to his profile together with “flag” whi ch
is an in |cator§1|andi cating that the criteria schene is net?cr’ﬂl‘g(g?oa?%g to a
step 73, as soon as an occurrence of a party R contacts the serve,7 & Tdq003 -
by issuing a paynent order, and the "flag" is set, the server inforns this
party R that a nessage is_present. 10 The party R nay decide to read the
message OFeRVET| Grforetist all fLREeacHAY PCRITEESSt AE Thes $8§e0T MO Ray react to
the cont gd,siek thao 18368 QF ARG} &GL11 fit AnRar t¥e MM tWRId dcDedsLeSS A
certain service provider, wthout 15 discl osi n%Fhi S tf;tj} i dentity. The

ye
servi ce pi¥vit@efr, CHaRgeurn, Chfdy 6PPHAOHBLY WRAELEE BECPSufe thdét the party is
aﬁcess. F&z@n;]aztsds}ow&ch@me:ecq)@ﬁty EadtygRt is Sﬂii(’dnidcemﬁétﬂ\ningHe @ritetied to d.
the requeste anonynous _access .to a Ln step..(80) t arty sends_a, signe
request tRINE ' sERUIESIH9E r’?fn?;g?‘?otr? géfvﬁ?&t]z}ea%?,%%@l% 8’%%/? at nﬁ% Vi ce
provi der .whith serarerindieatds endibecimgenhat yriof cirieepss tsghamel,id fierequired,
LS 11Nt 10,360099 B Leguestod SELYIGe., USlng. Lhg. R Wps Rrglile. 1T the
| ely, th £es

party is Veri posi ti e server transmts an ac request
message teentdastsethe cerpeoyiglar., busiswpiagps evadoepm doiert. hang ey "L2&"The

service provider oW kaws; {Nahst Bg; AGCeSH § BHIRSE héssdgRUil | fRlRn: SiNCE

the request originates fromthe transaction server and-starts a dial ogue
(82) Wi t hTheh@arANdhyRouSECHiR (5P FPRdULIe PRESAIROFeFC WK tFarkdf ERS the
messages %&rr.tyhﬁ Péddy th3hesdigel NRe weiPire8cOfrd hBepasidentshes pafet y m ght
disclose his true identity to 30 the service provider during this dial ogue.
EXAVPLES T$SSAdE OBEE SFHEL NVENTI ON A consuner wants .to buy a book via
Internet at an Internet 35 bookseller. He selects the book wanted fromthe
i nventory_of_the bookstel | er and gl aces .ansord.er. The., booksel | er. now

prepares A PARTi FaY IV §Red TV oR coo mieSafer Y 1GF PEPE Tdes A58 " THe
bookses | ediscMBiNQ/ ik 43ud 3iRTEANY OO GRE]1Re HrOVEdEr 2008 turn, may or
may not want to be sure that the party is entitled to the requested
access. FIG. 12 shows how a party can get anonymous access to a
service provider. .
In step (80) the party sends a signed request to the secure
20 transaction server to access a certain service provider. The server
verifies the identity of the party and, if regquired, its right to
access a requested service, using the party’s profile. If the party
is verified positively, the server transmits an access reguest
message to the service provider, using a pseudonym for the party.
25 The service provider now knows that the access request is
legitimate, since the request originates from the transaction server
and starts a dialogue (82) with the (anonymous) party through the
server, which transfers the messages to the party (83). At the
choice of the party, the party might disclose his true identity to

30 the service provider during this dialogue.
EXAMPLES OF THE USE OF THE INVENTION

A consumer wants to buy a book via Internet at an Internet
35 bookseller. He selects the book wanted from the inventory of the
bookseller and places an order. The bookseller now prepares a

digitally signed invoice message. In this message the bookseller’s



~identity is hidden by the reference to his profile at the transaction

server, @ i S r}'i3$ paynment accepting nethod. As the invoice messa@e arrives
at the c ??193{6% of the consuner, he is pronpted with a " 5&;”“1”% é&t . The
‘consuner now inserts his token in 5 thexoken reader and sel ects hizgy pet figy

of paynment. Next, the programin his conputer prepares a paynent nessage
to the transaction server. In this nessage only the dgt fromthe invoice
nessage, igwitéhyai® hiddepant ther reHEF ep&FmERt N5 8%8% € ﬁr’e%é%pi ed. The
identity,and.sekscted apt hod sof npaymmienar godtipddeg duchoaf exs ithg to 10 his

profile at the transaction server. The payne ssage fin (. IS provided
Wi th t heleEHSENBRS IS éFFh‘fessiaQnélf‘%rC@m&ﬁért nftarrrggcf? on sef \a/%!'r Xﬁow can

process LhsnRANMRNEL r2apest deuebasimal lcpnimee nnaysnser§sihig frokpe Paynent
met hod selected is a cash paynent, the accou Lheid€ eQpsuigy ' s profile
i s debité&he f“tﬂkeflhﬁeaﬁ?ﬁuﬁfldﬁ%l,ec\%ﬁi e T %éogcﬁ%fﬁt{ﬂlen t he booksel | er's
profile psogrpdiihesid aompheer sarpan@®NPaydin eesshes d&skbfet hod is nore
likely to _be used for buyi ryi liLke sgakehh Ng-oh dat ahaegceor

i nf or mat itaﬁ’}s%lf’f‘kseera’r?rau%‘ir‘%r?‘%l AT, S o top hit). 2. If the
paynent messmmk sehich edel sebetoli foorthy @avrent PIRSEETi GTe STREShe TR

ransact .an, Se1Yehal SoiRiLhl b bhSoahidhangglnidash ibpteasr toneer ned to
verify the authenticity o t he consuner and the booksell er Eherhg si npl e
g

aut hopi satikoprcafs lecudie FERIRFSIOP SYRIPTa SBE (RAMERL TEdadst T HEsddge wil

be sent i%op£m&gr&§§tpmi BEndunRansi @lgivast sigidmuiye. 3. | f the payment

met hod selected is a debit or credit transaction, and the transaction
server is not entitled by the financial institutions concerned to verify
the aut hembi eidds0hi30 ddi@econsuran andeddre theokmaiensr request an

aut horisation request nessage is sent to the corresponding financial

i nstitutiRAFICai I ERHPHTas to verify the authenticity of the consumer and
booksel | ex, and iné qrapmehe tetamsastlarteseiver RFHUPRYHEr o5 t2CC6F Y he

aut hori sati On'inB%ha\aAQ:o%osLu%ZJIr'A’g’ p%%fglg JQ Gegigg@%or the amount due, while

the account in the bockseller’s profile 1s credited for the

same amount. (Note: the cash method is more likely to be used

for buying services, like searching a database, or information,
20 like an audio file of the latest top hit).

2. 1f the payment method selected is a debit or credit
transaction, and the transaction server is entitled by the
financial institutions concerned to verify the authenticity of
the consumer and the bookseller, then a simple authorisation

25 request message or even a settlement request message will be
sent to the corresponding financial institution.

3. If the payhent method selected is a debit or credit
transaction, and the transaction server is not entitled by the
financial institutions concerned to verify the authenticity of

30 the consumer and the bookseller, then an authorisation request
message is sent to the corresponding financial institution,
which then has to verify the authenticity of the consumer and
bookseller, and inform the transaction server about the result
of the authorisation.

35



Finally, the transaction server inforns the consuner and retailer about .
the res f e paynment order and optionally provides them wth a random
nunber , U{’Vg)%af@y the pointers to their profiie data. 5 THETRNMPABBor the
paynment transaction in the above exanples is guaranteed sinply by n UCT 2003
transmtting privacy sensitive information, but only references to data

al ready avail able at the transaction server. The authentication of the
paynent Fiadslkdet FBR BIRPSACEIPRI 1A EEr SnfIMEQLNR (FENBY e APy FRA RS di git al

si gnat ur gseutridfecebb@n: aﬁatﬂétpéya@lﬁltngr@&n ahe &ﬁﬁl@h&ﬂl)b)pr@haﬂ@ Nghelhe
poi nter values after each payneng. nsact.i on, nferv val's or

t f]
after a YroRr FEROBF B an5adtT %Pﬂjré“-‘%’é?a Féejr cﬁ’lflo?gdéfor

i npl enenting the nmethod accordi ng to the invention, or one of the features

t her eof , ded ut bl di sk,
a har B reR PEREGnet | f ZACUER; YreBRBCTR Tp/T by panRed £ OEFY ©'°

pr ocessi agasysicemh exwply oy ppm@dmsesttmga@c@vd%n@enmtwet RefaEatdgner one
of the featu P L 6{1483: 3 r2RsacEA M5

PCT/ NLOO%BE’Z‘%@’} %gggg%g%g%?lg‘gyneq?ﬁg%ggg‘arva\é\ga%g an %ut heﬁ?fcat ed
nessage, segvg’i ni ng . nessage data, froma data input/output device of a

first parhy a/mae@mgééﬁm{l%tf\/\@ﬁg $mehe Arddabar i OPWhEout puinidentess ok a
second party, wherein: before sending the nessage, a digital signature is

genekt e@oB§: bY (VEFipYEUT iy dadi B e"'1€%tu‘33§) of n random nunbers in the
data 10 iphRHEOlHnPEGadRy Qﬁcﬁing h@nf ibeSbf palelly by eatgitighete pbavitg a

predeterm ned position in the t % spli t|n t.he ssage datalntom
R b

digits by2tH8S iHGGE/ Sﬂ?lbLRaY'“a&“n reartﬁac B f st T ET ttﬁf"e Fort° ;

repr esentifegr aa tAvee hetvwerfltramshaviomkhere mis snaller than n; and

15 The software required for implementing the method according to the
invention, or one of the features thereof, is recorded on a computer
readable medium, such as a floppy disk, a hard disk, a magnetic tape
or other suitable media, to make a data processing system execute
procedures in accordance with the method or one of the features

20 thereof.




15 (c) .assenbling a digital signature in the input/output device of the
first pEPOYSTH3the formof a string of the random number POIINMGI0OLTS tyhﬂe
position in the table is indicated by the digits; adding the di gi t af 7 OCT 2003
signature to the nessage to formthe authenticated nessage; 20 sending the
aut henti cated nessage to the input/output device of the second party. 2.
The nethod of claim1, wherein the tabLrIiN=l6; 54) of random nunbers is
generated by reading a token. 25 3. The nmethod of claiml1l or 2, wherein the
tabl e (46; 54) of random nunbers is generated by optically scanning

geonet}i cal? repifddgfoat sendinf = wanHent ycShaPads5¥0s diBRSiRR)L or three-
configurations®into 30

di rrensfjlelcg}gl " converting the geonetrical g

the table gfe”?igﬁabﬁfﬁ%m erds%.taﬁgﬁ’?‘l’éf%gi%ddﬁl%ﬁw%fa éRabhepdrty, wikerein in
stép (dAta hetworRsage wdatadatre ShRIE: £ 0g&y ‘ ion, resulting
in a ‘J}‘aesrréiing code, and then the ashilﬁg’ucode il]%s?pﬁq?‘t 9?%‘%%5 rﬁa.f&iygi ts. 35
5. The methdd of claim4, wherein the di gital signature includes a

personal i demdrki sahddny MR QRs64443 26iRETAN00,002/8 2.7 .0 C T 2003 6. A
dat a Q)r_o_cessi ng systemfor generating a digital Signature for a%ssage

contaifi'ng message data to be sent via a data network, the system

conpr i{si)ngrobida)g neans1kon 4pF 0y4)dig¥d na rbARLE 'EI§4%) ofy n 4. %gdom nunbers,
h .havi zguﬁ%@ge et.erm ?ed osition in the table; ( I)l (ﬂw di ng nmeans for

Vi di'hg"f S 165t 811 hio ThiditgPREtY eaith nepbesemving a val ue bet ween

1 and predehereimed posarlibar ik ek Rapged (C) means for assenbling the
di gi tgg}siggat ure in the formof a 10 string of the random nunbers of which
the poSit PBAt PR IhePEaPBrEssee daidi datednidiaite Hygthe . irputToetpyst em of

cl ai mdeyicenpr i HeNFidst 0keA AN 2 ht QK&.{‘t r%@%@ené?x@& | Q.fral%eeng‘[eg}uiagxg 1t he
tabl e %6 5412 of random punbers.
a h, where m 1s smaller than n; and
15 (c} assembling a digital signature in the input/output device of the
first party in the form of a string of the random numbers of which
the position in the table is indicated by the digits;
adding the digital signature to the message to form the
authenticated message;

20 sending the authenticated message to the input/outpdt device of
the second party.

2. The method of claim 1, wherein the table (46; 54) of random
numbers is generated by reading a token.

25 |
3. The method of claim 1 or 2, wherein the table (46; 54) of
random numbers is generated by optically scanning geometrical
configurations of a randomly shaped two-dimensional or three-

dimensional mark, and converting the geometrical configurations into
30 the table of random numbers.

4, The method of any of claims 1-3, wherein in step (b) the
message data are subjected to a hashing operation, resuiting in a
. hashing code, and then the hashing code is split into m digits.
35
5. The method of claim 4, wherein the digital signature includes a

personal identification.




15 8. The systemof claim7, wherein the token is an object provided wth
an optvf"aﬁ?’fs 43cannabl e randonly shaped two-di nensional opcTmLenonz7s

t hr ee-di nensi onal mark having geonetrigal configurations, the systeg
further conprising neans for converting the geonetrical 20 confi gur 1} BRE2003
into the table (46; 54) of random nunbers. 9. The system of any of clains
6-8, conprising neans for subjecting the nessage data to a hashing ]
operatson, negatdi iRs@nagh j d di vi_di,ng. means, acti ng on the
hgshi ng code. 25 &)@_dﬁl?con%ufﬁzgfﬂég{?g%rga e%%%ﬁnﬁ ﬁgdﬁgbb?grﬁ’igﬁ?ttﬂ’ﬁét fens for
causi ng N PAFH FOBE 2L BL R ressgehda hettodeokeanyvid «lqitasndtHoril. ¢

CoNPUt & s 4P HRiP§ 08 I sing programinstructions for causing 30 the data
proces?lF ng system o%’mgny of clainms 6-9 to performits function. 12. A

colput &) Feagrafraceoedidigpa @ chalen (45,0154 10F Sh OF Sl nAmbEPYPULLL, MENDIY .
et RS FAAERHEI  BRUL U g o prosram actordih o
{b) dividing means for dividing the message data into m digits, each
representing a value between 1 and n, where m is smaller than n; and
(c) means for assembling the digital signature in the form of a |
10 striné of the random numbers of which the position in the table is

indicated by the digits.

7. The system of claim 6, comprising a token and a token readér
(50) for generating the table {46; 54) of random numbers.

15 ‘
8. The system of claim 7, wherein the token is an object provided
with an optically scannable randomly shaped two-dimensional or
three~dimensional mark having %eometrical configurations, the sfstem
further comprising means for converting the geometrical

20 configurations into the table (46; 54) of random numbers.

9. The system of any of claims 6-8, comprising means for
subjecting the message data to a hasﬁing operation, resulting in a
hashing code, the dividing means acting on the hashing code.

25 '
;0. A computer_prog:am comprising program instructions for causing

a computer to perform the method of any of claims 1-5.

11. A computer prograim comprising program instructions for causing
30 the data processing system of any of claims 6-9 to perform its

function.

12. A computer program according to claim 10 or 11, stored in a
computer memory.

35
13. A computer readable medium having a computer program according

to claim 10 or 11 recorded thereon.




