WD 03/ 088687 PCT/ US03/ 10626 DETERM NI NG THE STATE OF A STATION IN A LOCAL
AREA NETWORK CROSS REFERENCE TO RELATED APPLI CATION [00011 This

appl i catiwo wlossess the benefit of an earlier filed provi sipamalSos/a@péi cati on
U.S. Provisional Application Serial No. 60/370,996, entitled DETERM NI NG
THE STATE OF A STATION IN A LOCAL AREA NETWORK, filed on April 8, 2002,
the entire content of which is incorporated herein by reference.
BACKGROUND 1. Field of the Invention [0002] The present invention
generally relates to wireless |ocal area networks. Mre particularly, the
present inventi BRTERMINENGOTHBSFATRIHG At HEATIGNINA IOCMaAREA i n a

w reless | ocal area network. 2. Des .{W of the Related Art [0003]
Comput ers have traditionally conmunica W'th each other through wred

| ocal area networks ("LANs"). However, vvlth t he increased demand for

nobi | e conputers such as | apt ersonal ital assistants, and the
like, w reI ess local G ﬁEFEB:EN% Q\Bﬂgﬂgﬂa@é’ @\‘?ér@ d as a way for
conput ers ﬁ)(ﬁﬁi“fﬁﬁ' gﬁﬁ&é%tcihlﬁéﬁ{é b%&?troftahr QP fildd aﬂ}év%%gélons Over a

wi rel ess nmedfum " usin 10 SlI |nfrare naI , the |i
[0004] In or dﬁfllcmoercﬁrmrevmmhzdrAq}mcamrﬂ Setrial Bib. WAM;9% eftitkmlch ot her and

:/\Antgrn\g!“r gﬁabANaRMW%EB%Q\@ %mﬁcﬁe&%xéﬁg@ﬁl standard was

desi gned to NHTESORK,YI&I 6n thhS tﬂ@@zstﬁér@nﬁr@tcgﬁtfeﬁtc&”vﬁﬁclﬁﬁ ihddforddd wired
LAN, while allowing 'data to be transported over a W rel ess nmedium [0005]

In accordancbewmbyltelfmenEEE 802.11 standard, a station is authenticated
and associ ated with an access poi %Ag&é}gﬁ N bef ore obtaining service
from the access point. During thi i cati on and associ ati on process,
the station 1proceadsof thedudhtidan St ages or states (i.e., State 1, State 2,
and State 3) In State 1,
0002] The present invention generally relates to wireless local area networks.
More particularly, the present invention relates to determining the state of a

station in a wireless local area network.

2. Description of the Related Art

[0003] Computers have traditionally communicated with each other through
wired local area networks (“LANs”). However, with the increased demand for
mobile computers such as laptops, personal digital assistants, and the like,
wireless local area networks (“WLANs”) have developed as a way for computers
to communicate with each other through transmissions over a wireless medium
using radio signals, infrared signals, and the like.

[0004] In order to promote interoperability of WLANSs with each other and with
wired LANSs, the IEEE 802.11 standard was developed as an international
standard for WLANSs. Generally, the IEEE 802.11 standard was designed to
present users with the same interface as an IEEE 802 wired LAN, while allowing
data to be transported over a wireless medium.

[0005] In accordance with the IEEE 802.11 standard, a station is authenticated
and associated with an access point in the WLAN before obtaining service from
the access point. During this authentication and association process, the station

proceeds through 3 stages or states (i.e., State 1, State 2, and State 3). In State 1,



1 WD 03/088687 PCT/US03/ 10626 the station is unauthenticated and
unassociated. In state 2, the station is authenticated but unassoci at ed.
In State WO et ati on i s aut henticated and associ at ed. PICr/@Eosi@Ré on i s
having difficulty obtaining service froman access point, determning the
state of the station can assist in trouble shooting the problem SUMVARY

[ 0006] In one enbodi nent of the present invention, in a wreless |ocal area
net wor k, transm ssions exchanged between a station and an access point is

recei ved using a detector |ocated adjacent to the station. The received
transni ssi onthestationnangatentieaterbenst yrapciard. dntake Hithe satianisti on, where the

state of  the, sLatLan LRI IRPNRIDSE oL AE sPlBh Mo Ad) Rpt | cat ed

and/ or assocl a h e access poin oca area

net wor k. DESg#8b8atle NI stdtidin 1@BAthJ@1fEb@JRE$albﬁfg&Ex}w%rpraﬁ$ecr&s peixegnt i on
can be best understood by reference to the foll OWI ng . detailed description
taken in confeigeringg the ﬁtﬁtet(’rféhea%@%ﬁﬁ%‘lﬁ iRy praypl ﬁéhqqtﬁl&rﬂé%l’m fem-whi ch Iike
parts may be referred to by like nunmerals: [0008] Fig. 1 shows an exenpl ary
Open Systens Interconnection (OSI) seven |ayer nodel; [0009] Fig. 2 shows
an exenpl ary extended service set i BSUMMARYess | ocal ar ea network

"WLAN' 3 lary fl di
Statos of st K0S SheErmbuARR ST ARTooH ipvoHfih §UA Ve a5 DR 6, "ambaai mont

of an accessppQiont, tﬁﬂ%ﬁs@h@éﬁ&lﬂnge@b@h@é’éﬁ'ar!;ﬁitfoh%ﬂﬁ'ﬁh%&!e@@ﬁomﬁ@d [0012] Fig.
5 shows anot her exerrp ry enmbodi nent of an access point and a station

exchangi ng t resaiyed Qslnsﬁsi.etemTNCEED aﬂES@RF@ﬁlemtl[OOOiTBF r¢agivélder to provi de a
nore thorough _under.st andi n nt. .in t g
ascri pt 1 on: VepRRGSREREAleb SR B upck BY BBy, dife WU

the station indicates whether the station has authenticated and/or associated with

the access point in the wireless local area network.

DESCRIPTION OF THE DRAWING FIGURES
[0007] The present invention can be best understood by reference to the following
detailed description taken in conjunction with the accompanying drawing figures,
in which like parts may be referred to by like numerals:
[0008] Fig. 1 shows an exemplary Open Systems Interconnection (OSI) seven
layer model,
[0009] Fig. 2 shows an exemplary extended service set in a wireless local area
network (“WLAN™);
[0010] Fig. 3 is an exemplary flow diagram illustrating various states of stations
ina WLAN;
[0011] Fig. 4 shows an exemplary embodiment of an access point and a station
exchanging transmissions; and
[0012] Fig. 5 shows another exemplary embodiment of an access point and a

station exchanging transmissions.

DETAILED DESCRIPTION
[0013] In order to provide a more thorough understanding of the present

invention, the following description sets forth numerous specific details, such as



2 WD 03/088687 PCT/ US03/ 10626 specific configurations, paraneters,

exanpl es, and the like. It should be recognized, however, that such
descriptiwp 03983881 i ntended as a limtation on the scopePofi/ush&i(geesent

i nvention, but is intended to provide a better description of the

exenpl ary enbodi ments. [00141 Wth reference to Fig. 1, an exenplary Open
Systens Interconnection (OSI) seven |ayer nodel is shown, which represents
an abstract nodel of a networking systemdivided into | ayers according to
their respectlve functionalities. In particular, the seven |ayers include
a physi cal | spestfic copfigeraliorsdipagmetsts, gyampples, aad dhg like. iThshouldes cor r espondi ng
o ayer 2 JeBEhEL hows P Thal ich BSROBELIR o0 A o 1L BRSNS | VT
correspondlng t ession Fayer corresp ayer 5, a
presentation s&c@&@fﬂiﬁ}fré@ﬁmﬂéﬁtﬂm b ib ayafdedﬁio pmdieaxbeapxpdlescﬁ;btimﬂ ayer
correspondin%lto | aye . Each layer in the OSI nodel only interacts
directly w t H&FHFEMP F“¢ﬂ$ﬁﬁp§tely above or below it. [00151 As depicted

in Fig. 1, di n I ch ot her
only at the &619’ (W]lrthféa er. {Zioqﬂvé\éllefrHP g ## é&%ncggn%g{sel%ﬁsewggﬁwﬁ?f ectively
cormu?i cate QOSI)hevesﬂa)taerlnmtEi istshov:g, wmmmpr?enﬂsa?a?ﬁracFmodflg»fa[rpl e, I one o
conput er can conmuni cate anot her er . the application |ayer by
propagat i ng &etﬁ"foélﬂﬁgﬁysé?ﬁl\fl\{lh"é edipio l2yrs & NF)%?%FO 'gﬁ‘tr{ﬁfﬁﬁc ’é’gch | ayer below it

until the fr mtlﬁﬁﬁﬁﬂgsﬁﬁﬁ1MMst&%EvéﬂX TS m-EhﬂefarIﬂl CQQ?érhen be
transmtted to the physical |ayer of another nput ér prop@iat ed

t hrough each comeﬂpendlab toviayerhle apilagﬂsludcalaydra:ymsmndmg te ker 2, ches the

application |a of t 61 The = 11 tandard for
wireless | oc&k ?y\éﬁfoéﬁesﬂ%q(@\l%ﬁ?cl r@&[ﬁﬁgn%portjl%\éerr g?rers .Eflﬁg oty a4s’l i nk |ayer,
whi ch correspeRda liyer cayé@pordiag té hgeSSh p‘i@‘éﬂﬂﬁtlblﬁbﬁ@ér comRegdndimstodgrer i bed

above. Because | EEE 802. 11 operates at,Z layer 2 of the OSI = seven Iayer
nodel , |ayer$: @damwmb@ai@ndmrsgvéﬁsapedlag&}ad%b Egshtlpyer anthe Qylanesicd used

wth | EEE 802,ie thelARcuFUIANGL IREFmAAHEES, Bod0dh ghgyg. can be cnavars

of the network t nspor ta at “l'ayers beI oWw.
[001 5] As deplcted in Fig. 1, dlfferent computers can communicate directly with

each other only at the physical layer. However, different computers can
effectively communicate at the same layer using common protocols. For

example, one computer can communicate with another computer at the

application layer by propagating a frame from the application layer through each
layer below it until the frame reaches the physical layer. The frame can then be
transmitted to the physical layer of another computer and propagated through each
layer above the physical layer until the frame reaches the application layer of that
computer.

[0016] The IEEE 802.11 standard for wireless local area networks (“WLANs”)
operates at the data link layer, which corresponds to layer 2 of the OSI seven layer
model, as described above. Because IEEE 802.11 operates at layer 2 of the OSI
seven layer model, layers 3 and above can operate according to the same protocols
used with IEEE 802 wired LANs. Furthermore, layers 3 and above can be
unaware of the network actually transporting data at layers 2 and below.
Accordingly, layers 3 and above can operate identically in the IEEE 802 wired
LAN and the IEEE 802.11 WLAN. Furthermore, users can be presented with the

same interface, regardless of whether a wired LAN or WLAN is used.



Accordingly, layers 3 and above can operate identically in the | EEE 802
wired LAN and the |EEE 802.11 WLAN. Furthernore, users can be presented
wi th the woaamssest er f ace, regardl ess of whether a wired LANTArSOMMDS i s
used. 3 WO 03/088687 PCT/US03/10626 [0017] Wth reference to Fig. 2, an
exanpl e of an extended service set, which forns a WLAN according to the

| EEE 802. 11 standard, is depicted having three basic service sets ("BSS").
Each BSS can include an access point ("AP') and one or nore stations. A

station is a_conmponent that can be used to nnect, to the W.AN, which can
be mobi | e, pbq(}lgEV\ch efaencsialie. 2amyexampls Pﬁ%“ "i o SHVISE seb Wity ed to as
the network gHantefTaN %BY@ﬁ%t&tﬂEfEﬁ@@m Wgtqndfarlsuaﬁeea%vmgtméé ation can
be a laptop conputer, a persona ital assistant, and In

addi ti on, a basa¢ savice sats €1BISH). tE&ﬂlaBSS)car&eclvd@mamsﬂpcast (éAPﬁ)eamilomatl on,
deaut hent i cat i on, ﬁ;%rlvacy del i ve of d ﬁ}ag’t anlg thg | i ke. 18] Each
station can CHRRERTRUANS A fefan iy a WHO%W EHY BUYH é%C%WIFCtItP such as
by sendi ng angNowﬁfchlcaﬁbemllgl;gﬂﬁblebaaﬁ@ﬁpy A IN@8Y ddnes and
receivers. Each AP can support station services, as descri bed above, and
can additi omefbirgd @wphﬁmetwpdqadabm pometwerkintesface eardh Fasinaienesspat i on,

di sassoci ati gn

AP can COI’TTTUﬁ 3881% gan\?\é Bp I %%mlpuEFD’re re(%%dngpdl ﬂﬁ\%ﬂs% E‘Sﬂt hl{l(fthgéggoaﬁ:jn\?\ﬂl %/h o

ot her APs tha@dmbnammwnwml suppoli talonysefades akhpastusiehtibdtionpn system whi ch
forms the backbone of the WAN, . This d| strl butjion system can include both
wirel ess anddputhanticyinne pryasysdeljveoaef|daty end thefikEence to Figs. 2 and 3,
under the curg ﬁ{]ﬁﬂg siehp -aut henti cat ed
to and assom at e@i L‘lﬁﬁﬁa@&g%é I'n or <Za#rftéjcth(r)e (e;’t’clf)rre a glgf)tﬂgg% gialé and

recei ve ser visaeh dsrbyrseadin@R raddc onindiangl signahbetiveen $fleANnimosmotels apd 3, a

station begins in Stat where the.stati.on i s, un nticated to and
unassoci at ed '#ict§Sa aﬁgA]PI AnSppQyt statiqnserdpes, F%‘?Fsﬁa}ﬁadtfﬁpve FBe4 | inited

nunber of fraaBHbYARSY ﬁé&?ﬁwﬁﬁauﬁ&ﬁ%’wfcﬁ@%ﬁcﬁ aisscdionl Jh@z‘lysééiﬁxo?lt ation to
| ocate and authentlca?e to an AP, and the |ike. [0020] If a station

successf ul | y distriithion; mmgwélonoareirthﬁhke t Wenondingly tantAleancepmrenicate with

one or more stations within its BSS, and with other APs through a medium,

typically called a distribution system, which forms the backbone of the WLAN.
This distribution system can include both wireless and wired connections.

[0019] With reference to Figs. 2 and 3, under the current IEEE 802.11 standard,
each station must be authenticated to and associated with an AP in order to
become a part (()f a BSS and receive service from an AP. Accordingly, with
reference to Fig. 3, a station begins in State 1, where the station is unauthenticated
to and unassociated with an AP. In State 1, the station can only use a limited
number of frame types, such as frame types that can allow the station to locate and
authenticate to an AP, and the like.

[0020] If a station successfully authenticates to an AP, then the station can be
elevated to State 2, where the station is authenticated to and unassociated with the
AP. In State 2, the station can use a limited number of frame types, such as frame
types that can allow the station to associate with an AP, and the like.

[0021] If a station then successfully associates or reassociates with an AP, then
the station can be elevated to State 3, where the station is authenticated to and

associated with the AP. In State 3, the station can use any frame types to



elevated to State 2, where the station is authenticated to and unassoci at ed
with the AP. In State 2, the station can use a limted number of frane
types, suwb assfesane types that can allow the station toPpaggmos/aieeswith an
AP, and the like. [0021] If a station then successfully associates or
reassociates with an AP, then the station can be elevated to State 3,
where the station is authenticated to and associated with the AP. In State
3, the station can use any frame types to 4 WD 03/088687 PCT/ US03/ 10626
communi cate with the AP and other stations in the WLAAN. If the station

receives a EREESBEateaYifhoie Adt a1id atharistations Hethe HEAT) af thestatiqn repeives
transitioned, 30,3868 Enotﬁ}b’a{igﬁrtﬁ@{t‘ﬁ {abiod @S} 5d f’?ﬁdsﬁﬁn%@?@s{a?eof' ves a
? gnbthen fhe Osta

deaut hentication notificati lon can be transitioned to
State 1. UndEurthdrmoldHENS&xAtidr theh asvdded a daawghattication redrfichiorg tiidmehe | cat ed t o

di ff t AP i | t sly,  but b i ated 1 th AP at
e ot aaSom i i bbb g Pl TeBR 0T Shentd P *° °
aut henti cat edy{ ﬁﬂﬁemi@%ﬁﬁea aﬁ%ﬁwg sﬁ’i’fhlt%ﬁeoxflsn?bﬁ'ttéﬁh'oﬂ& FdksGQAENi cat e

W th another station int n particular, a station can send a

message havi mgthans AR eteingdidreess, a basic service set identification
address ("BS . and .a destination,address,.to it as iated AP. The AP
can then di sl R TeetniseangE T E pooti R TuimdnatfmBanilo B

destinati on agdriated with 4NEPME §@E6a caldommesitatd Alithnot@e§teSen maRe speci fy a
station in the same BSS, or in another BSS that is |linked to the AP through

the distri bWWLoN. Jypertinulal, ation Ape BRdhmFIsgee Bavingn squscearldesssended
service set Bl 09vibDL&SadinaRa SRRl (- HUUIB) LEh UGS hALESaRLAl lhgps, an
extended servicé set can include any nunber o S, Ich can’include any

nunber of st aisooiated AROPKY APgan dea dishebhtathevressageaotish siglidnaspedified g r ent
| EEE 802. 11 standard, a_ .station is authenticated adﬁd associated with an AP
to become a Hirdestpatignpddressyy the message Biup degtingfionsaddagss £pR speqH¥ @r i bed

e T eSS Sl aS R0 P
Det er m ni ng thsaitsttiashesysséma station can be desirable, particularly in
anal yzing [0023] Although Fig. 2 depicts an extended service set having three BSSs, each of
which include three stations, an extended service set can include any number of
BSSs, which can include any number of stations.
[0024] As described above, according to the current IEEE 802.11 standard, a
station is authenticated and associated with an AP to become a part of a BSS and
thus obtain service. As also described above, the steps in the authentication and
association process is categorized into 3 states (i.e., State 1, State 2, and State 3).
Determining the state of a station can be desirable, particularly in analyzing
problems that the station may be experiencing in obtaining service.
[0025] For example, with reference to Fig. 4, assume that a station is having
difficulty in obtaining service from an AP. Determining if the station is able to
reach State 1, State 2, or State 3 can assist in trouble shooting the problem.
[0026] Thus, a detector can be located in the WLAN such that the detector can
receive transmissions sent from and received by the station. Note that the detector
need not necessarily be physically adjacent the station. Instead, the detector can
be sufficiently near or adjacent the station such that the reception range of the

detector covers the station.



probl ens that the station nmay be experiencing in obtaining service. [0025]
For exanple, with reference to Fig. 4, assune that a station is having

di fficul tyoioa/osds8ai ni ng service froman AP. Determ ni ng i feCrhesosi@ké on i s
able to reach State 1, State 2, or State 3 can assist in trouble shooting
the problem [0026] Thus, a detector can be located in the WLAN such that
the detector can receive transm ssions sent fromand received by the
station. Note that the detector need not necessarily be physically

adj acent the station. Instead, the detector can be sufficiently near or
adj acent t he (23] Byrexamisting thattransraispiepesint Hamradgecesfeditycthe getientted covers

the station. / 87 S . NI e
transm ssi oné1 gtg(\é/t\% Q%r%%%g]ﬁn tﬁ%@%vcggﬁ%gggﬁ]é @?%ﬁ%ﬁ@%rﬁé%ﬁﬁ%ﬂg%? can
det er m ne t hef ghmhdssidnsiche bs idkhtified advbsigg didaticaibfdiffyrentsthtesr Boit t ypes of
transm ssions can be identified as being indicative of different states.
For exanpl e eX3mplena thefoflgwingdabls sredifferngiypeeeidrnsmyssions gpd thestalen ssi ons
and the stat ﬁlat[@ggﬂ(ﬁgﬁ% i ndi cate: -Type of Transnmi ssion State Probe

y St

Request Transmtt ation 1 Probe Response Transmitted by AP 1
Aut hentication Request Transmitted by 1 Station Authentication Response w

Chal l enge 1 Text Trapsmttedby—ARAuthentiecation-Challenrge—Response 1
Transnitted by Station Txpe AE hransmissign Final Respon ;Stafe . “5n nebati ve
Transnitted by AP respdiehe BequegtTrapsaited by Staiemonsd  Deaut hent i cati on
Transnmitted by AP 1 Probe Response Transmitted by AP 1
Authentication Request Transmitted by | 1
Station
Authentication Response w/ Challenge 1
Text Transmitted by AP
Authentication Challenge Response 1
Transmitted by Station
Authentication Final Response 1 - on negative
Transmitted by AP response
2 - on positive
response
Deauthentication Transmitted by AP 1
Disassociation Transmitted by AP 1
Association Request Transmitted by 2
Station
Association Response Transmitted by 2 - on negative
Station response
3 - on positive
response
Higher Layer Protocol Data Transmitted | 3
by Station or AP
Table 1

[0028] Thus, when a transmission sent to or from the station is received, the
detector examines the transmission to determine if the transmission is one of the
types of transmissions listed above. If it is, then the detector can determine the
state of the station that received or sent the transmission.

[0029] For example, if the detector receives a probe request frame sent by the
station, then the detector can determine that the station is at State 1. If the
detector receives a probe response frame sent by the AP to the station, then the

detector can determine that the station is at State 1. If the station receives a data



Di sassociation Transmtted by AP 1 Association Request Transmtted by 2
Station Associ ati on Response Transmitted by 2 - on negative Station
response wo 03/088s8posi ti ve response Hi gher Layer Protocol pDataoFtmasnm tted
3 b Station or AP Table 1 [0028] Thus, when a transm ssion sent to or from
the station is received, the detector examnes the transm ssion to
determne if the transmssion is one of the types of transm ssions |isted
above. If it is, then the detector can determne the state of the station
that received or sent the transm ssion. [0029] For exanple, if the detector
recei ves a piiams Whighdse hishamiayadnetoss) dake send by theviationpsseqeinedditbe t or can
determne th i | t %1% recei ves a probe
response fr agn%néﬁe]"ﬁ?é{)@g td g@“ﬂf’c%odet IZ%%? t| tl(l)lﬁ Sfaﬂﬁ%lsda‘%ﬁ&% det ect or can

det erm ne thmomhﬁ‘hsﬁelbétomdxﬁalatbe&‘xtcmﬁ'guﬂed tb Wisphuy th¢ gpeol trancmissipmsa data 6
WO 03/ 088687 P 3/ 10626 fra whi.c h| e rot ocol data,
sent by the &% %Fé“i?ﬁﬁﬁr Foeexamnle tﬁ;hlwm%?%l( gE%ﬁ‘SP ‘{ieltoector can
determ ne that the station is at State 3. [0030] The detector can al so be
configured to display the types of transm ssions as a checklist. For
exanpl e, the follow ng chedatomsteceisied beStitiopl ayed: Beacon recei ved by
Station Probe request sdrirottyreGhicdt senbbyBiania response received by Station

Auth. request sent by Stdipgs Asdnse FReVEEBYSHARAE Ved by Station Auth.
chal | enge response recei eﬂxtfﬁ’re(ﬁé@f ée‘ﬂf‘by Station
Auth. challenge received by Station
Auth. challenge response received by Station
Auth. final response received by Station
Assoc. request sent by Station
Assoc. response received by Station
Data sent by Station
Data received by Station

Table 2

[0031] When one of the transmissions on the list is detected, then that type of

transmission is marked. For example, if an authorization request sent by the
station is received, the detector can “check off” the “Auth. request sent” line from
above. In this manner, the user of the detector, such as an administrator of the
WLAN or a trouble-shooter, can more easily determine the state of the station.
[0032] Additionally, as will be explained below, a station can use one or more
channels. As such, a separate checklist can be provided for each of the available
channels.

[0033] With reference to Fig. 5, as described above, before a station can receive
service from an AP, the station must be authenticated. In order to increase
security, an authentication protocol can be implemented in a WLAN environment,
such as the extensible authentication protocol over LANs (EAPOL) protocol in
accordance with the IEEE 802.1x standard.

[0034] In accordance with the current EAPOL protocol, a station wanting to be
authenticated, which is referred to as a supplicant, is authenticated using an
authentication server, such as a remote authentication dial in user service

(RADIUS) server. As depicted in Fig. 5, the station communicates with the AP,



Auth. final response received by Station Assoc. request sent by Station
Assoc. response received by Station Data sent by Station Data received by
Stati on welBess] 0031] Wien one of the transm ssions on Pra/USIF10626
detected, then that type of transmssion is nmarked. For exanple, if an
aut hori zation request sent by the station is received, the detector can

"check off" the "Auth. request sent"” |line from above. In this manner, the
user of the detector, such as an adm nistrator of the WAN or a
troubl e-shooter, can nore easily determne the state of the station.

[0032] Addi t eshiielAR, whichyisrefered toxast the ARBeTSSRIO, Commaynigatesviththeuse one or

nore channe t can be provided for each of
t he avail abl é&he‘ﬁ%nnéf%m[@dggg?éwc?h& ?tiér elflce to Fig. 5, as described
above, bef or ¢0035§ Daiting thecaithgn€eictioneprosss, uh@ﬁaﬁmomPaandAﬁ;thémmaMrat i on nust

be authenticated. In order to increase. n.aut henti cation
prot ocol canSB¥ey %h%ﬁtn@aﬂhehoarwmsm1 mﬁégﬁ“ 1cally, iR 0RE SKHBPIARE ensi bl e

aut henti cati ) 4 with the
| EEE 802. 1x g{tbdgg ggrgrk dpgﬁ]rAﬁn accorg%c%mﬁ%tgggtgycgﬁgﬁ%%%% pr ot ocol ,

a station vasttiog The Sationsthememids ent BAP-Ruspatseildentity sransthigsionete tize

supplicant, i th | cate sin ent i c Ser Vel as a
renote aut heAttc ’glg }{?PéandﬁH%Eeégwg‘g }éggél{] CSPRA %@?’ ’P“‘“}Réll{agb‘i cted in
Fig. 5 the §iRbhRAGSOEALH IRTRBoNe! thealiBedRoatidn y@v@@eﬂ@@@&iaue@wsos/ 10626
and the AP, which is referred to as the authenticator, comunicates with

the aut hent theaAP.cick ey with attokeapapwyard sxstemt Fhe &Psendsthe chsee mutheng t he
aut nent | cat! Ryl 8CE8RalFBLaL! e Afon 80s RMBEILIS Bld Blucriey V!

exchange a nutr% Transm SI ons. n-one exenpl ary
nmode of oper aquest.to teAIAPThe Al efids thEHapamw@ﬂm/aludmntwdtmh servansifitlssi on to

the response from the station is proper, the authentication server sends an “EAP-
Success” transmission to the AP, which sends the package to the station. If the
responée is improper, the authentication server sends an “EAP-Failure”
transmission to the AP, which sends the transmission to the station. It should be
recognized that the number and types of transmissions exchanged between the
station, AP, and authentication server can vary depending on the implemented
mode of operation.
[0036] As described above, in one exemplary embodiment, a detector can be
located in the WLAN such that the detector can receive transmissions sent from
and received by the station. Again, note that the detector need not necessarily be
physically adjacent the station. Instead, the detector can be sufficiently near the
station such that the reception range of the detector covers the station.
[0037] By examining the transmissions sent from and received by the station, the
detector can determine the state of the station. More specifically, the detector can
receive the transmissions exchanged between the station and the AP during the
authentication process described above in accordance with the EAPOL protocol.
The detector can then determine the state of the station based on the received

transmissions. More particularly, because the EAPOL transactions occur in state

3 as 802.11 data, the station can be determined as being in state 3.
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t he station and

i n accordance

the AP during the authenti cabeORRLACRD ERH Sthesh above
wi th the EAPOL protocol. Th'U@d€3R6§Sﬁﬁﬁh[hen determne| the state of the
station based on the received rAISTIOR S5 More—parttcul arly, because

t he EAPCL transactions occur Fﬁﬁg?g?%? S—g02—+1—data—t he station can be
determ ned as being in state 3. 8 WD 03/ 7 PCT/ US03/ 10626 [00381

Addi ti onal | y10d39f VARG OF tHeAPanSinRRioRS off AR i1y fbctd, tHefi PhatYypehs types of
transm ssions as a checklist. For exanple, the follow ng checklist can be
di spl ayed: transmission is marked. For example, if an “EAP-Request/Identity” package sent

by the AP is received, the detector can “check off” the “Identity request sent” line
from above. In this manner, the user of the detector, such as an administrator of
the WLAN or a trouble-shooter, can more easily determine the state of the station.
[0040] Additionally, as will be explained below, a station can use one or more
channels. As such, a separate checklist can be provided for each of the available
channels.

[0041] To identify the transmissions sent from and received by the station, the
detector obtains the MAC address of the station, which can be obtained from the
source and destination address fields of the transmitted frames. The MAC address
can also be obtained directly from the station. Alternatively, the MAC address of
the station can be stored and retrieved from a table of MAC address assignments,
which can be maintained by an administrator of the WLAN.

[0042] Additionally, if a particular AP that the station is attempting to
communicate is known, the particular channel that the AP is operating on can then
be monitored. If the station is attempting to communicate with multiple APs and
the identity of those APs are known, then the particular channels that those APs

are operating on can then be monitored.



802.1X initiated sent by Station |Identity request sent by Station

I dentity response received by Station Credential request sent by Station
Credent i awormsgpssase recei ved by Station 802.1X aut henti ca@0Tarsofdoedy
Station 802.1X authentication failed by Station De-authentication sent by
Station Data sent by Station Data received by Station Table 3 [00391 Wen
one of the transm ssions on the list is detected, then that type of

transm ssion is marked. For exanple, if an "EAP-Request/ldentity" package
sent by the AP is received, the detector can "check off' the "ldentity

request  sent 10043hEurthermereatindetecter caniseanthe plannels joé theawireless lo¢ab argat ect or |
ot or m et NS I8 Bt Bonsprictfont se Fim Bud [ESHPRE 57 IR Rop 6T, LG 2! Y

i on y, as Wl

expl ai ned bekfaywn ar GilkdbivaM RN UgeR ciilfer! 2bobveETah the whamai;ﬂeméiaatmmodf, a
separate checklist can be provided for each_of the avail able channels.

100411 To i deetIEEE §03d listandand, 8 dotalrf lééht‘qul%fﬁ? 43R indbeUoeld ehanpele st ati on,
the det eCtOEIeQRE@nJc}EuJBE@ a%%%ﬂéi{n‘é rQBs H%’tﬂ ngh he'WlkEor can be obt ai ned

fromthe source a t'i nation ress e transmtted franes.
The MAC addr esisvenizace, aliesfollbmngbieacmmnbndmllassmnge thatothe tlbtectot amd tha.

Al ternativel f _the statjion,c be sto dretrleved
froma tabl e}(’%lf“g‘gﬁ@l\@ﬂﬂtte é‘éﬁ’ﬁiggﬂﬂ’é(ﬁ‘f%r nm?\matﬁli‘eg 1§98 C3f ‘?ﬁ%ﬁ gUEFdpy an
adni ni strat ok, GhertB%itheAMnubiB@fefcnAfntis hrﬁﬂ%lvlaﬁousl dovdtrR@r ticular AP that the
station is attenpting to” communicate is known, the particular channel that

the AP is opd0Qsdi hgomqnﬁgutahen, thi detagsoi iseprfigured tot bﬁ@lmcanmoa bys attenpting

oMU bbb LB Sl i AR PR B0 PRSI 2,0

nmoni tored.  station is having difficulty obtaining service, it will typically sw1tch channels and
repeat the association attempt therefore repeating the association failure scenario.
A station can continuously cycle through the channels in an effort to obtain
service. As such, the detector is configured to monitor a particular channel for a
sufficient amount of time so that the station can complete one or more cycles. For
example, the detector can be configured to monitor each channel for about 3
seconds.
[0045] If no transmissions are detected after scanning all of the channels, then the
station is rebooted. As described above, a station can be configured to cycle
repeatedly through the channels in an attempt to obtain service. However, a
station can also be configured to only attempt one cycle and to stop after the last
channel has been attempted. When the station is rebooted, it typically begins
operating on channel 1. As such, by rebooting the station and monitoring on
channel 1, a transmission sent to or received by the station can be detected.
However, a station can take some time to reboot, typically a few seconds. As
such, the detector is configured to monitor channel 1 for a longer duration than the
other channels. For example, in one configuration, the detector is configured to
monitor channel 1 for a period of 30 seconds.
[0046] As described above, the detector can scan the available channels in the
WLAN. Alternatively, specific channels can be selected to be scanned. Although

the detector scans the channels, it passively receives the transmissions, meaning

10



9 WD 03/088687 PCT/ US03/ 10626 [0043] Furthernore, the detector can scan
the channels of the wireless |ocal area network to receive transm ssions
sent fromverd/ossssei ved by the station with known or unknowaTARS3/10836

descri bed above, in the current inplenentation of the |IEEE 802.11
standard, a total of 11 channels are used in the US, 13 channels are used
in Europe, and 14 channels are used in Japan. For the sake of conveni ence,
the follow ng description will assunme that the detector and the W.AN are
|l ocated in the US. However, note that the detector can be configured to

oper at e wi t hthahif deesntbreadeasy sigaals §n Wil N-afhis has the gdvantage that0o44] I n one
configurationgg:t: Lor | } in scanning by nonitoring
channel 1, t %dﬁﬁg%éﬁgm%e%{lctﬁegfnm%gtdn%)%%rﬁgglo channels. If a station
i s havi ng di {6040)Thy detbttar cdnrtg sseatiiinde the wirelesd lotal preaaletworkwi t ch channel s
and repeat the association attenpt therefore repeating. the association

1. Shedetesiorcan b&&?ﬂhﬂﬁmb@’ é‘?g?@r¥’ﬁp6ﬁ%lllf%é:°6hannel s in

failure scenéddgiona
an effort to; ' £ 186D cothPRel 8 pREbALI digitaf QNidrgier &6 O

nmoni tor a pa%@?‘%}g‘%’g}rle %ﬁacn?le fbér% glﬂ Qﬁ?f ciee’ntp am)untg%oaf time so that the
stati on can twmrijleetle addigomthenbatectorymnds usébby a esecamph diaghdbsticdedleby am can be

configured to,nonitor each channel for a t..3 seconds. [0045] If no

transni ssi onédla%st{fg‘%féé%&d%ﬁ‘gﬁ%éf&é%aﬂgq e(lllkeoyc the channel's, then the
station isr des] Adthof\sh G prdsbmaflvehfiod Bas Bechld@bdribRd ¢aih résheenidfdetthihed to
cycle repeatedly through the channels in an attenpt to obtain service.

However, a smhodigrentsaexampies, ped anphichiganseld wilh be aparent tethese gildediicl e and to
stop after the | cha |, e i . I is

r eboot ed, itmeyaﬁ%ﬁ Yaﬁﬁggﬁ’ﬁ%ﬂ%@%@%‘ icﬁ%ﬁ%g%a&ar? ne %ﬁ%@t 2%%#}&;)/

rebooti ng théost theiwwentie noni toring on channel 1, a transm ssion sent to
or received by the station can be detected. However, a station can take
sonme time to reboot, typically a few seconds. As such, the detector is
configured to nmonitor channel 1 for a longer duration than the other
channel s. For exanple, in one configuration, the detector is configured to
noni tor channel 1 for a period of 30 seconds.

11



[ 0046] As described above, the detector can scan the avail able channels in
the W.AN. Alternatively, specific channels can be selected to be scanned.
Al t hough wohe/osssect or scans the channels, it passively recansesidche
transm ssi ons, neaning 10 WD 03/088687 PCT/US03/10626 that it does not
broadcast signals on the WLAN. This has the advantage that additional
bandwi dth on the WLAN i s not consuned. [0047] The detector can be a station
in the wireless |local area network. Additionally, the detector can be

nobi l e, portable, stationary, and the |Iike, For instance, the detector can
be a | aptop conputer, a personal digi®eMMSsistant, and the like. In
addition, the detector can be used by a user as a diagnostic tool, by an
admi ni st ratowgglaﬁxlﬂ adm nistrative tool, and the like. [0048] Although the
present invention has been described with respect to certain enbodi nents,
exanpl es, and. applA methbdndetetmininglthbstateparstation irpa wheksss kicaldredd in  t he

art that various nodifi.cations d change b e W.t hout departing
fromthe invé‘ﬁ'i“fo_é]ﬁ_.w 1@19\%‘%%?t68§§1§ft%?%§6§93%%%§%6%%¥w be claim 1. A
met hod of dehgihEhitald ahBRr adsdtiatediwith & AlckRPolrt imthHei witdieRodaPeRh ar ea
network, wherein the state of the station indi cates whether the station has

aut hent i cat edetyodk.dhe methodicamptisigt h an access point in the wrel ess | ocal

area network, the_nmethod conmprising:. receivi r 1.S$1,.0 xchanged
bet ween the stati O AN ttr?{lémn}é&oélg $ X%Sg%(fgét% F%gth% S%@? g‘(%ﬁ%#he{?%%e% ed adj acent

to the stati @Bint Wkigg & dBtettofldchRrl aijas&it dtheadtatioaxchanged over the wirel ess
| ocal area network; and analyzing the received transm ssions to determ ne
the state of the stati dfereipthctrasmissiqpgiarsrexehanged everipravarksssdagaly zi ng

conprises. area network; and

analyzing the received transmissions to determine the state of the station.

2. The method of claim 1, wherein analyzing comprises:
examining a received transmission; and
determining an indicative state of the station associated with the received

transmission.

3. The method of claim 2, wherein a first state of the station is associated
with a first set of transmissions, and wherein determining comprises:

determining if the received transmission is one of the first set of
transmissions; and

identifying the state of the station as being the first state when the received

transmission is determined to be one of the first set of transmissions.

4, The method of claim 3, wherein a second state of the station is associated
with a second set of transmissions, and wherein determining comprises:
determining if the received transmission is one of the second set of
transmissions; and
identifying the state of the station as being the second state when the

received transmission is determined to be one of the second set of transmissions.

12



exam ning a received transm ssion; and determ ning an indicative state of
the station associated with the received transm ssion. 3. The nmethod of
claim 2, wohasessssa first state of the station i s associ at @dT/usios/moeas f i r st
set of transm ssions, and wherein determ ning conprises: determning if
the received transm ssion is one of the first set of transm ssions; and
identifying the state of the station as being the first state when the
received transmssion is determned to be one of the first set of

transm ssions. 4. The nethod of claim 3, wherein a second state of the
station is associated wth a second set of transm ssions, and wherein

det et 1 1l 19_OMPY R SiendiSrElah 2 Oheihn 4 e S5 hY B8 cLhBRRTLagiApy o one, o

the second sét of ransm ssions?’ he's €0 e station

as bei ng t hewsthaahfld Sétaif eramdigiBsibis and @BedeedbtérimmagiceMbetest S determ ned to
be one of the second set of transm ssions.. 12 WO 03/088687 PCT/ US03/ 10626
5. The nethod of EftgMwnNg ihhereqcived trampmissionas enef thydusst olon i s

associ ated yhtdoaaEh set of transm ssions, and wherein determ ning
conprises: determning 1T the received transnmssion is one of the third set
of transm ssi onsideatiffingithntiatejofithe stheorsdsheingthe thied fbtatwien ties bei ng t he
third state when the received transm ssion j eterm ped ta be one of the
third set of r‘“t"F’é(ﬁéH?%%ﬁ“éﬂ%’.‘ isgletepminegde 68“?)#@?%%6%6? oﬁ)ﬁ%‘FS@?‘ﬁ“‘?“ﬁe first
state indicates the station has not been authenticated or associated with
the access point, the second state indicates that the station has

aut hent i cat e@. but Themettwslodickired, wihetein the fastotate induriates thesgtatiants nphi r d

state indicates that .the,statio as thenti cat.ed and associated with the
access poi nt Lee}n_ a"_tfhhe tlﬁ%ﬂﬁrda%?m%?g?wpﬁe BHTETSHON ﬁ’g 58 ssiﬂ?%l ﬁg:ﬁ%s exchanged
bet ween t he tift éel s@tioaMds hitBerdic8Rd HuPhdtAEsoe g WithtHelhcadys p¥ing sl e
aut henti cati on protocol ) ) i )

third state indicates that the station has authenticated and associated with the

access point.

7. The method of claim 1, wherein the transmissions exchanged between the
station and the access point comply with an extensible authentication protocol

over local area networks (EAPOL) protocol.

8. The method of claim 1, wherein receiving comprises:
obtaining a medium access control (MAC) address of the station;
receiving a transmission using the detector, wherein the transmission
includes a source address and a destination address; and
determining if the source address or the destination address of the

transmission is the MAC address of the station.

9. The method of claim 1, wherein receiving comprising:

scanning a plurality of channels used in the wireless local area network
using the detector; and

rebooting the station if no transmissions are received during a scan of the

plurality of channels.
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over | ocal area networks (EAPQOL) protocol. 8. The nethod of claim1,
wherei n receiving conprises: obtaining a nedium access control (MAQ

addr ess oWwotldesssati on; receiving a transm ssion using tReETASI®CI606 ,
wherein the transm ssion includes a source address and a destination
address; and determning if the source address or the destination address
of the transmssion is the MAC address of the station. 9. The nethod of
claim1l1, wherein receiving conprising: scanning a plurality of channels
used in the wireless local area network wusing the detector; and rebooting

the station ilf- noThe ssthadefickyim % mwhereir the\silon QPFTS QN 8diAt anpel after
plurality of,ci |.s. I} hod of
Gl ai m 0, whel STRRRER, w8 g0 SRahert UnfoP e it afhy i Lnert (BT
reboot ed, whet therwitehess ldcabires hetwoek, and fintter obmptiengl ural ity of channel s

used in the wireless |ocal area petwork, and further conprisipg..scanning
on the first chanﬁ‘é‘lnnl!i‘gic\*i‘éh?ﬁé“ﬂg%@@l‘bﬁmg‘ FgﬁteFtBﬁ ralﬁ%grgﬁﬁn?f?gﬁ“ﬁ‘é t han

other channel Qithérbﬁ%@b%;@tl:}éaylupﬁitfmﬁﬁhasﬁg%aqlnh_{e WHGeW 168l §Ra | ocal area

network. 11. The net C m 1,” wherein anal yzing conprises: displaying
a list of traesworksi ons on the detector, wherein the list includes
different types of transm ssions potentially exchanged between the station
and the access point; and when a received nessage corresponds to one of

the types of 14r angnk sfekifasof cldimt hevleteih apflydif@esapses.ons, indicating on the
list of transm ssions that the type of transm ssion corresponding to the
recei ved message wWisplayogei Nsbaf tragsmissiensrast the detegtos; waierain the lighichidgs t he

types of tra ] SSi i . _§SI station
and the accodDTgn e of BntiRsiond RRARAAT Rt an B ADBG DSBS A B8 U1
an ext ensi bl acaws psint; aadrt i on prot ocol
when a received message corresponds to one of the types of transmissions
in the list of transmissions, indicating on the list of transmissions that the type of

transmission corresponding to the received message was received.

12.  The method of claim 11, wherein the types of transmissions include
transmissions exchanged between the station and the access point during an
authentication process in accordance with an extensible authentication protocol

over local area networks (EAPOL) protocol.

13. A method of determining the state of a station in a wireless local area
network, the method comprising:
receiving a transmission exchanged between the station and the access
point using a detector located adjacent to the station,
wherein the transmissions are exchanged over the wireless local
area network;
displaying a list of transmissions on the detector,
wherein the list includes different types of transmissions
potentially exchanged between the station and the access point, and
wherein the different types of transmissions are indicative of

different states of the station;
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over | ocal area networks (EAPQOL) protocol. 13. A nethod of determ ning the
state of a station in a wreless |ocal area network, the nethod
conpri si NyO BE8BYI Nng a transm ssi on exchanged bet ween t h@cstasvs/ows2and t he
access point using a detector |ocated adjacent to the station, wherein the
transm ssi ons are exchanged over the wireless |local area network;
displaying a list of transm ssions on the detector, wherein the |ist
includes different types of transm ssions potentially exchanged between
the station and the access point, and wherein the different types of
transmi ssions ar edptermining if thegeceividitransminsiostinprasoighe drerant smeal 14 WO
03/ 088687 PC'tI'/ US03/.10626, determining if the received transmssion is one
TransniissSions, arn
of the differéht tS €370 transm ssions; and when a received transm ssion

corresponds to Onevh@ﬁ atrét%n%ﬁfnfaﬁfrﬁﬁtsloh)tp@&p@ﬁds torone ifittrsdi ffexent tiypel afat i ng on
the list of transm ssions that the ty Ee of transm ssions _that the type of
transmi ssi ontf@mmléﬁﬁ@hmdﬂ‘gj‘tlﬂéot‘m? listebiransnissionsdhatdhs Re RhTansgussionsd. 14,

The nethod of; chal tg%e']-@f d;r%%ﬁﬁs@ioﬂ c‘bﬁ'gs;}o}‘ﬁ t9thel ﬂé@é? dl Sl RASidnrdsude

transmi ssi ons €xch tween t sta on an e access point during an
aut henti cati mn:epzredcess in accordance with an extensible authentication
protocol over |ocal area networks (EAPOL) protocol. 15. The nethod of
claim 13, wherein a first type of transm ssions is associated wth a first

state of thegtat QR meRs &ichithhs, (N'h@l%‘in e s oP fhestliStordsNAclgdéat i on has not
been aut hent| cated or associated with the access point. 16. The method of

cl ai m 15, vmenaesmlsaomhahgtes}petwfenltheam@mns@;lddh%aqcsss resdduiiaged with a
second state o lcat et%c(glhe

he
SEaren has ” allshuiardh Plas O o MRS e WP GRS HR fifertifdibPraRed

over local area networks (EAPOL) protocol.

15. The method of claim 13, wherein a first type of transmissions is associated
with a first state of the station, wherein the first state indicates the station has not

been authenticated or associated with the access point.

16. The method of claim 15, wherein a second type of transmissions is
associated with a second state of the station, wherein the second state indicates the

station has authenticated but not associated with the access point.

17.  The method of claim 16, wherein a third type of transmissions is
associated with a third state of the station, wherein the third state indicates the

station has authenticated and associated with the access point.

18.  The method of claim 13, wherein receiving comprising:

scanning a plurality of channels used in the wireless local area network
using the detector; and

rebooting the station if no transmissions are received during a scan of the

plurality of channels.
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17. The method of claim 16, wherein a third type of transm ssions is
associated wwth a third state of the station, wherein the third state

i ndi cat eswnhs/os®s8at i on has aut henticated and associ at ed wpPCh/uSog1@e€ess
point. 18. The nmethod of claim 13, wherein receiving conprising: scanning a
plurality of channels used in the wireless |ocal area network using the
detector; and rebooting the station if no transm ssions are received during
a scan of the plurality of channels. 15 WD 03/088687 PCT/US03/10626 19.
The met hod of claim 18, wherein the station operates on a first channel
after bei ng A2booibeimetiododichimta8, Mhersin thi satien opagatghen afirstighammicliral ity of

channel s Usggl it Aen il L2\ 5ih A3 5@ 8 05 I dean AN A1) LPSTnQEPT 1 ST no:

scanni ng on the charinel” Usi ng ector ger period of

time than oukwlrinc¢ianiets 16éaltala networh) didyfuaiercbaipriging: used in the wirel ess
| ocal area network. 20. The nmethod of claim 13 f rtqer conpri sing:
exam ni ng a recei y@anngoRdhe Hest Wé%‘%h%ﬂ?ﬁﬁphér& Qrger gerd @ffingt at i on

associ at ed W'tﬁap o&l{kg f%ﬁ%ﬁis\ﬁ?%e S}%lﬁ%@f@%&iﬁﬁs usédin %ﬁ%@%@qgca%reﬁl ai m 20,

wherein a firs t he ation i s associ ate a first set of
transm ssi onaectwarlsecond state of the station is associated with a second
set of transm ssion, and a third state of the station is associated with a
third set of transm ssions, and wherein determ ning conprises: determning

if the receiygd tTROSEHRA TR KIS 300RMG cobdpising! St second, or third set of
transm ssions; and identifying the state of the station as being the first,

second, or third seminggerrecdiecd washissidn; prchsni ssion is deternined to be
one of the first, ,second of 1 NS 8si 9 EVed.r espectively. 22.

, i,rd
An appar atus for 8‘3?5’?‘3*%agsréatftﬁghéetséat%ﬁ%gfsoﬁlaset ation ina wrel ess |ocal

ar ea transmissions.

21. The method of claim 20, wherein a first state of the station is associated
with a first set of transmissions, a second state of the station is associated with a
second set of transmission, and a third state of the station is associated with a third
set of transmissions, and wherein determining comprises:

determining if the received transmissions is one of the first, second, or
third set of transmissions; and

identifying the state of the station as being the first, second, or third set
when the received transmission is determined to be one of the first, second, or

third set of transmissions, respectively.

22.  An apparatus for determining the state of a station in a wireless local area
network, wherein the state of the station indicates whether the station has
authenticated and/or associated with an access point in the wireless local area
network, the apparatus comprising:
a detector configured to:

receive transmissions exchanged between the station and the access
point when the detector is located adjacent to the station; and

analyze the received transmissions to determine the state of the

station.
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network, wherein the state of the station indicates whether the station has
aut henti cated and/ or associated with an access point in the wreless |ocal
area networds/osgl® apparatus conprising: a detector confi @aTakos/@0626 ecei ve
transm ssi ons exchanged between the station and the access point when the
detector is |located adjacent to the station; and anal yze the received
transm ssions to determne the state of the station. 16 W 03/088687

PCT/ US03/ 10626 23. The apparatus of claim 22, wherein a first state of the
station is associated wth a first set of transm ssions, at |east a second
state of the station is associated wth at |east a second set of

transm ssiongs ?”‘i‘h@"&n@agét{?s %thﬁaigleif%h%gei# 3 @8 W4 (sjta{ié?n Analotffed e

recei ved transm ssSi o y: determming iT the receive ransm ssion i s one
of the first withta fost st of E@SMissione, & eeRNdsceohd sthtetaf diesnatisi i asspciated
identifying the state of the station as being the first state or the at

| east secondityahicastpsspondyst P%@@S%ﬁl%saﬁ’élﬁi’g@"é?lﬁﬁhq deterderds IHENSD be one
of the first I : . d set of transmi ssions. 24. The
appar at us of tozgéllly%g%%J%\%ﬂgérdet:r%ﬁtﬁthsesﬁlg(rggt state indicates the station has
not been aut hent i dettedinong ifitsoeiciteddransmissiohes acafdbe ficst Bit,or anigasther ei n t he
at least second state indicates that the station has authenticated but not
associ at ed mfcfte}fefﬂlélseh EOSSIONE: @8, The apparatus of claim 24, wherein a
third state of thgieptifindMestitASSAE b@ligiflas BHiddthd firdlistate Sithe &f least

transm ssions, wherein the third state indicates that the station has

aut hent i cat edecand statsswhsndhe tbogived trapsmisg e sgleprsininied tahe onpef the firstiset
detector is cg}nft urted tg a{laflt}{ze 1;he0 received transm ssions bhy:

determ ni ng OF e FESETVET L T aFeRiPEI°0 i s one of the third set of

transm ssions; and identifying the state of the station as being the third

state when the . . Lo i
24.  The apparatus of claim 23, wherein the first state indicates the station has

not been authenticated or associated with the access point, and wherein the at least
second state indicates that the station has authenticated but not associated with the

access point

25.  The apparatus of claim 24, wherein a third state of the station is associated
with a third set of transmissions, wherein the third state indicates that the station
has authenticated and associated with the access point, and wherein the detector is
configured to analyze the received transmissions by:

determining if the received transmission is one of the third set of
transmissions; and

identifying the state of the station as being the third state when the

received transmission is determined to be one of the third set of transmissions.

26.  The apparatus of claim 22, wherein the transmissions exchanged between
the station and the access point comply with an extensible authentication protocol

over local area networks (EAPOL) protocol.

27.  The apparatus of claim 22, wherein the detector is configured to receive

transmissions by:
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received transmssion is determined to be one of the third set of

transm ssions. 26. The apparatus of claim 22, wherein the transm ssions
exchangedwbaBiesss? the station and the access poi nt conpl yCmtso3/a026
extensi bl e authentication protocol over |ocal area networks (EAPQL)
protocol. 27. The apparatus of claim 22, wherein the detector is configured
to receive transm ssions by: 17 WO 03/088687 PCT/US03/ 10626 scanning a
plurality of channels used in the wireless |ocal area network, wherein the
station is rebooted if no transm ssions are received during a scan of the
plurality of chansrahsing2glurihty ofphannglsisedin BF aViralesy locghereeneiwore st ati on

operates on a,first channel . after. being r rel. filgdst
channel is o é‘el&m ttthﬁégglf”&}Sarlep?%;e‘g#ngﬁﬁarq%gpglgg%&srggeﬁen t% r@“\aﬁtﬁ‘g aensésfrl ocal
area networ kthegjlétalifyesfehindene detector is configured to: scan the first
channel for a longer period of tinme than other channels of the plurality

of channels used in the wireless |Iocal area netwrk. 29. The apparatus of
claim 22, whggein i ' o | | $Han®
transnissiong?'mhgbgﬁwﬂfﬁgg%ﬁgghf%g?ﬂ%ggygﬁgygﬁgﬁ)E?@%gﬁnﬁﬁkftraﬁgnissions
potential | y efatteigadbdmédyederdihehesfirat dhamned idoriehs theplasditpof eitapnélnd  when a

recei ved nessage corresponds to one of the types o&gtransn‘is ions in the
ol e they

0
list of tran¥fRddgithsuirelessdpeal ceragistwars qndayhegeind PHIYIF GHIFUREG 0f he type

of transm ssion g@h&ﬁéﬁ&?@n&md@r5mlge%ou%@timﬁ@g@;h%ahﬂagbm@ 30.
The apparatus of claim 29, wherein the types of transm ssions include

t ransm ssi onplualthafhdeanele usgskin thhwirgless looal asgachetwerkaccess poi nt during an
aut henti cati on process in accordance with an extensi bl e authentication
protocol over |ocal area networks (EAPOL) protocol. 31. A

conput er - r eagdabl eThé @#ﬁﬁﬁﬁumﬂélhﬁﬁ’ﬁ TORER A 1@ deeHiesorfpaedditabl e  code to
determ ne the state of a station in a wireless |ocal area network, wherein

the state of the disalyardist pbiresmissiamevhreintheliginglndas difereruyprsefi cat ed
and/ or asso?r'aﬁ&n%gsix\ﬁst&)téﬂiaﬁg %Q&ﬁn&é& lﬂettwéé?l th@ Etatibd gljl(Fﬁl% al:&a%@f)oiﬁ{; Qftd net work,

by instructing a
when a received message corresponds to one of the types of transmissions

in the list of transmissions, indicate on the list of transmissions that the type of

transmission corresponding to the received message was received.

30.  The apparatus of claim 29, wherein the types of transmissions include
transmissions exchanged between the station and the access point during an
authentication process in accordance with an extensible authentication protocol

over local area networks (EAPOL) protocol.

31. A computer-readable storage medium containing computer executable
code to determine the state of a station in a wireless local area network, wherein
the state of the station indicates whether the station has authenticated and/or
associated with an access point in the wireless local area network, by instructing a
computer to operate as follows:

receiving transmissions exchanged between the station and the access
point; and

analyzing the received transmissions to determine the state of the station.
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conputer to operate as follows: receiving transm ssions exchanged between
the station and the access point; and analyzing the received transm ssions
t o det er nivoa3tssssst ate of the station. 18 WO 03/ 088687 PETTUS0BIHR626 32.
The conput er-readabl e storage nmedi um of claim 31, wherein a first state of
the station is associated with a first set of transm ssions, at |east a
second state of the station is associated with at | east a second set of
transm ssions, and wherein analyzing conprises: determning if the
received transmssion is one of the first set or at |least the second set
of transmi ssPéns; ThpeompeetTergatigstorige segium of cletme 3 bivshareif adfysdatag t he

first state grtheah d a8k d GRANES AL brhERNRT RIGLYPALFARRR SSion IS

determ ned to be "one ‘ast secon

t ransm ssi onsf thd3tatibh és aesgiated wvithadtbaktl ssesdml segef thasmissi gk, a:idavharaa,
wherein the first state, indicates the station has not been authenticated
or associ at e@"3WAIRS EHBPEEEess point, and wherein the at | east second state

i ndi cates that thg t%ﬁ%i rlfﬁl%%&eg\getdh Efnfs@foﬁqs&%omé ﬁ?s?%&%r%“’egstw'th the

access point 34. T e conputer-r ab e storage nedi um of claim 33, wherein
a third stat ﬁlesaéortdmmftwtnsmumoms,amdom ated with a third set of

t ransm ssi ons, el thir tate di.c t.h th tion has

aut henti cated and! ‘%ggg'él? &8&% ‘%ﬁﬁ? F\étl%ﬁsqéeé“ tgillers{ltr tsg’éﬁﬂ”&‘ﬁé&@?ﬁ anal yzi ng
further conpgéRag stattohBEthe rdegived utaﬂﬁmrsﬁ@msvc@@krinﬁ@a&abg%h@ﬂfth@ fRaeeof the
third set of transmssions; and identifying the state of the station as

bei ng the t hpr thest kot sapand sehef transwiessipad t r ansmi ssion is determined to be
one of the third set of transm ssions. 35. The conputer-readabl e storage
medi um of claim 31, wherein the transm ssions exchanged between the
station and BBe aqhessmp@enicadsb® ktyrageniediuin oexlhﬁms'zpmeraiuttheﬁtsit stagei on
prot ocol over ] ocal area networks (EAPQ,) protocol

indicates the station has not been authenticated or assoc1ated with the access

point, and wherein the at least second state indicates that the station has

authenticated but not associated with the access point

34.  The computer-readable storage medium of claim 33, wherein a third state
of the station is associated with a third set of transmissions, wherein the third state
indicates that the station has authenticated and associated with the access point,
and wherein analyzing further comprises:

determining if the received transmission is one of the third set of
transmissions; and

identifying the state of the station as being the third state when the

received transmission is determined to be one of the third set of transmissions.
35.  The computer-readable storage medium of claim 31, wherein the
transmissions exchanged between the station and the access point comply with an

extensible authentication protocol over local area networks (EAPOL) protocol.

36.  The computer-readable storage medium of claim 31, wherein receiving

comprises:
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36. The conputer-readabl e storage nedi um of claim 31, wherein receiving
conprises: 19 WO 03/088687 PCT/US03/ 10626 scanning a plurality of channels
used i n twe miosssBEss | ocal area network, wherein the statipom/usss/imboot ed i f
no transm ssions are received during a scan of the plurality of channels.
37. The conputer-readabl e storage nedi um of claim 36, wherein the station
operates on a first channel after being rebooted, wherein the first channel
is one of the plurality of channels used in the wireless |ocal area

net wor k, and wherein scanning conprises: sc nni,ng? the first channel for a
| onger period of 8GapBIngRANuBHEYRS chpriichalssd IbeHEFTESS lgcal ey ngivoBhannel s
used in Uhe Wkl Fss ofad6Rls BhERI Tk mitiiond BE (EQMRMI EEnEGLAPLE St orage
medi um of cl aim 31, erein anafy2| ng conprises: displayihfg a |1st of

t ransm ssi onghe pimeliyiof chiamels. st i ncl udes different types of transm ssions
potentially exchanged between the station and the access point; and when a
recei ved nessage corresponds to one of the types of transm ssions in the
list of trangm SSirRBEompiel-Fealiinld gt MRdiind bf Shink BENSHESIAI Saddiat the
type of transm ssion corresponding to the received nessage was received.
39. The conpupeates emddindtehannst afjer beog raboaséd, otheram 88, firghahapnel it dne afypes of
transm ssi on?1 i&ECng’e; [ans 1 SSk.on exclgan ed gr%tween the,stati.on and the
access poi nteRIFRRY of shanfictratied i e Srreles Ksal arep network. gad wherein |y o

ext ensi bl e agtAgigicemipkiees: pr ot ocol over |ocal area networks (EAPQL)
protocol. 20

scanning the first channel for a longer period of time than other channels

of the plurality of channels used in the wireless local area network.

38.  The computer-readable storage medium of claim 31, wherein analyzing
comprises:

displaying a list of transmissions, wherein the list includes different types
of transmissions potentially exchanged between the station and the access point;
and

when a received message corresponds to one of the types of transmissions
in the list of transmissions, indicating on the list of transmissions that the type of

transmission corresponding to the received message was received.

39.  The computer-readable storage medium of claim 38, wherein the types of
transmissions include transmissions exchanged between the station and the access
point during an authentication process in accordance with an extensible

authentication protocol over local area networks (EAPOL) protocol.
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