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The invention includes a markup lan- 304
guage according to the SGML standard in
which document type definitions are created CERT s

under which electronic documents are divided BLOCK 1

into blocks that are associated with logical
fields that are specific to the type of block and
that are separately cryptographically signed 3

(Fig. 35). Each of many different types of
electronic documents can have a record map- BLOCK PR . O ..

ping to a particular environment, such as a 2 804 . Sigj CERT t
legacy environment of a banking network, a —
hospital’s computer environment for electronic

record keeping, a lending institution’s com-

puter environment for processing loan applica-

tions, or a court or arbitrator’s computer sys- BLOCK 3 BRsmmmmm—
tem. Semantic document type definitions for | 804
various electronic document types (including,
for example, electronic checks, mortgage ap-
plications, medical records, prcscnpnons con- 820
tracts, and the like) can be formed using map-
ping techniques between the logical content of BLOCK 4 ] CERT v
the document and the block that is defined to 804 Sigl
include such content. Also, the various doc-
uments types are preferably defined to satisfy
existing customs, protocols and legal rules.
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