
DESCRIPTION ENCRYPTION KEY DISTRIBUTION SYSTEM Technical Field [0001]
The present invention is directed to an encryption key distribution system
used for computer communication, the encryption key distribution system
being configured to distribute a session key used in communication between
nodes from an authentication server to each node. Background Art [0002]
Generally, a two party key distribution protocol (2PKDP = 2 Party Key
Distribution Protocol) and a three party key distribution protocol (3PKDP =
3 Party Key Distribution Protocol) are well known as a protocol for
distributing session keys (cf. Japanese patent publication 3078841). In the
2PKDP, authentication is established between two nodes, that is, an
initiator of communication and a responder of the communication. The 3PKDP
is performed by the initiator of the communication, the responder of the
communication, and an authentication server as an authenticator. [0003]
With regard to the 2PKDP, the node acting as the initiator which starts
communication requests the node acting as the responder to provide a
session key. In response, the node as the responder provides the session
key to the node as the initiator. In this instance, the node as the
initiator and the node as the responder share a common secret key
preliminarily. [0004]      According to the technique of the 2PKDP
disclosed in Japanese patent publication 3078841, when requesting provision
of the session key, the node as the initiator creates 



a nonce and sends identification information (e.g., address) of the node as
the initiator and the created nonce to the node as the responder. Upon
receiving a request of providing the session key from the node as the
initiator, the node as the responder creates the session key, and
calculates a message authentication code value (MAC value) by use of the
secret key from a message including the nonce, the session key, and
identification information (e.g. address) of the node as the responder.
Further, the node as the responder encrypts the session key and the MAC
value, thereby creating an encryption message. [0005]       The node as the
responder sends the encryption message together with the MAC value to the
node as the initiator. The node as the initiator decrypts the encryption
message with the secret key, thereby obtaining the session key. Besides,
the MAC value is also sent to the node acting as the initiator. Therefore,
the node acting as the initiator can check authenticity (i.e., the node
acting as the initiator can check whether or not the encryption message is
altered by an unauthorized person). [0006]      According to the 3PKDP, one
of the node as the initiator and the node as the responder relays data from
the other to the authentication server, thereby establishing communication
between the node and the authentication server. Therefore, the both nodes
can share the session key created by the authentication server. With regard
to the 3PKDP, a push scenario and a pull scenario have been proposed.
According to the push scenario, the node as the initiator directly
communicates with the authentication server. According to the pull
scenario, the node as the responder directly communicates with the
authentication server. [0007]      In the push scenario, the node as the
initiator communicates with the node as the responder and thereafter
communicates with the authentication server, thereby receiving, from the
authentication server, an encryption message for the node as the  initiator
and an encryption message for the node as the responder. Consequently, the
node as the initiator obtains the session key from the encryption message
for the node as the initiator. The node as the initiator delivers the
encryption message for the node as the responder to the node as the
responder. Thus, the node as the responder obtains the session key. [0008] 



By contrast, in the pull scenario, the node as the initiator communicates
with the node as the responder. In response, the node as the responder
communicates with the authentication server, thereby receiving, from the
authentication server, the encryption message for the node as the initiator
and the encryption message for the node as the responder. Consequently, the
node as the responder obtains the session key from the encryption message
for the node as the responder, and delivers the encryption message for the
node as the initiator to the node as the initiator. Thus, the node as the
initiator obtains the session key. [00091      Irrespective of protocols
(push scenario and pull scenario) to be used, the MAC value is sent
together with the encryption message including the session key in order to
assure the authenticity (the encryption message is not altered). Besides,
an encryption message for each node from the authentication server is
encrypted or decrypted with a secret key which is shared by the
authentication server and each node preliminarily. [0010]      Like the
node as the responder of the 2PKDP, the authentication server of the 3PKDP
calculates the MAC value by use of a secret key from a message including a
nonce created by a corresponding node, a session key, and identification
information of the corresponding node. The authentication server sends, to
the corresponding node, an encryption message created by encrypting a
combination of the session key and the MAC value.  [0013]      FIG. 13
illustrates an instance for the push scenario in the 3PKDP. In the shown
instance, a node A is defined as an initiator, and a node B is defined as a
responder.  In this instance, the node A preliminarily shares a secret key
(common key) Kas with an authentication server S, and the node B
preliminarily shares a secret key (common key) Kbs with the authentication
server S. [0012]      First, the node A creates nonces Nas and Nab, and
subsequently sends, to the node B, the created nonces Nas and Nab together
with identification information IDa of the node A and identification
information IDb of the node B (P1). Thereafter, the node B creates a nonce
Nbs, and sends, to the authentication server S, the identification
information IDb of the node B and the nonce Nbs in addition to the nonce
Nas and the identification information IDa received from the node A (P2). 



[0013]      Upon receiving the nonces Nas and Nbs from the node B, the
authentication server S creates a session key Ks. Further, the
authentication server S calculates, by use of the secret key Kas shared
with the node A, a message authentication code value (MAC value) MAC [Kas]
(Nas, a, Ks, IDb) from a message containing the nonce Nas, the session key
Ks, the identification information IDb of the node B, and predetermined
additional information "a". Further, the authentication server S uses the
MAC value as a nonce Nsa, and encrypts a combination of the nonce Nsa and
the session key Ks, thereby creating an encryption message ENC Masi (Nsa,
Ks). [0014]      Moreover, the authentication server S calculates, by use
of the secret key Kbs shared with the node B, a message authentication code
value (MAC value) MAC [Kbs] (Nbs, 13, Ks, IDa) from a message including the
nonce Nbs, the session key Ks, the identification information IDa of the
node A, and predetermined additional information  "6". Further, the
authentication server S uses the MAC value as a nonce Nsb, and encrypts a
combination of the nonce Nsb and the session key Ks, thereby creating an
encryption message ENC [Kbs] (Nsb, Ks). [0015]      The aforementioned
additional information "a" is defined as information to be sent to the node
A, and the aforementioned additional information "6" is defined as
information to be sent to the node B. For example, the additional
information indicates an available period of the session key Ks. [0016]
The authentication server S sends the two encryption messages including the
session key Ks respectively together with the MAC values and the additional
information "a" and "6" to the node B (P3). Upon receiving the encryption
message from the authentication server S, the node B decrypts the
encryption message with the secret key Kbs, and then obtains the nonce Nsb
and the session key Ks. The nonce Nsb is identical to the MAC value MAC
[ths] (Nbs, 6, Ks, IDa). Therefore, the node B calculates the MAC value by
use of the nonce Nbs and the identification information "6" known to the
node B together with the session key Ks and the additional information "6"
obtained by the node B. The node B checks whether or not the calculated MAC
value is identical to the received MAC value, in order to confirm the
authenticity of the encryption message. [0017] 



Thereafter, the node B transfers, to the node A, the encryption message ENC
[Kas] (Nsa, Ks), the MAC value MAC [Kas] (Nas, a, Ks, IDb), and the
additional information "a" for the node A which are received from the
authentication server S. Further, in order to guarantee that the transfer
is performed by the node B, the node B creates a new nonce Nba, and
calculates the MAC value MAC [Ks] (Nab, Nba, IDb) based on the session key
Ks, and sends, to the node A, the MAC value and the nonce Nba together with
the encryption message ENC [Kas] (Nsa, Ks), the MAC value MAC  [Kas] (Nas,
a, Ks, 1D13), and the additional information "a" (P4). [0018]      Upon
receiving the encryption message ENC [Kas] (Nsa, Ks), the node A decrypts
it with the secret key Kas, and then obtains the nonce Nsa and the session
key Ks. Moreover, in a similar manner as the node B, the node A calculates
the MAC value MAC [Kas] (Nas, a, Ks, IDb), and checks whether or not the
calculated MAC value is identical to the received MAC value, in order to
confirm the authenticity of the encryption message. [0019]      Thereafter,
the node A calculates the MAC value MAC [Kas] (Nas, Ks) by use of the
secret key Kos, and the MAC value MAC [Ks] (Nab, Nba) by use of the session
key Ks, and sends the calculated MAC values to the node B (P5). The node B
calculates the MAC value MAC [Ks] (Nab, Nba), and checks whether or not the
received MAC values are sent from the node A, on the basis of the
calculated MAC value (P5). [0020]      Further, the node B calculates the
MAC value MAC [Kbs] (Nbs, Ks) by use of the secret key Kbs. The node B
sends the calculated MAC value together with the MAC value MAC [Kas] (Nas,
Ks) received from the node A to the authentication server S (P6). The
authentication server S can check whether or not the received MAC values
are sent from the node B, on the basis of these MAC values. [0021]
Accordingly, as apparent from the technique of key distribution disclosed
in Japanese patent publication 3078841, the node or the authentication
server creates the session key, and then, in order to distribute the
session key, calculates the MAC value involving the nonce, and encrypts the
session key and the MAC value to obtain the encryption message, and sends
the obtained encryption message together with the MAC value. 



[0022]      In brief, in line with the teaching of the technique of key
distribution disclosed in Japanese patent publication 3078841, the
encryption message contains the session key and the MAC value involving the
nonce. In the event of sending the additional information unknown to the
node receiving the session key, the additional information is sent together
with the encryption message and the MAC value without being encrypted.
[0023]      Therefore, an unauthorized person can sniff the additional
information. Especially, in the 3PKDP, either the authentication server or
one node relaying the communication obtains the additional information for
the other node. Thus, there is a problem that the additional information is
not sent in a confidential fashion. Disclosure of Invention [0024]      In
view of the above insufficiency, the present invention has been aimed to
propose an encryption key distribution system which enables check of
authenticity of a session key, yet enabling to encrypt the session key
together with additional information other than the session key and
distribute the same. [0025]      The encryption key distribution system in
accordance with the present invention includes a first node, a second node,
and an authentication server. The authentication server is configured to
create a session key used for encryption communication between the first
node and the second node. The first node and the authentication server are
configured to retain a first secret key used for encryption communication
between the first node and the authentication server. The second node and
the authentication server are configured to retain a second secret key used
for encryption communication between the second node and the authentication
server. The first node is configured to  



create a first nonce and sends the created first nonce to the
authentication server when the first node requests the authentication
server to issue the session key. The second node is configured to create a
second nonce and sends the created second nonce to the authentication
server when the second node requests the authentication server to issue the
session key. The authentication server is configured to: newly create the
session key in response to receiving the first nonce and the second nonce;
and calculate a first message authentication code value by use of the first
secret key from a first message including the received first nonce, the
newly created session key, and predetermined first additional information;
and create a first encryption message by encrypting the received first
nonce, the newly created session key, and the first additional information
with the first secret key; and send the first encryption message and the
first message authentication code value to the first node; and calculate a
second message authentication code value by use of the second secret key
from a second message including the received second nonce, the newly
created session key, and predetermined second additional information; and
create a second encryption message by encrypting the received second nonce,
the newly created session key, and the second additional information with
the second secret key; and send the second encryption message and the
second message authentication code value to the second node. The first node
is configured to: in response to receiving the first encryption message and
the first message authentication code value, obtain the session key and the
first additional information by decrypting the first encryption message
with the first secret key; and calculate the first message authentication
code value by use of the first nonce stored in the first node, the session
key and the first additional information obtained by decrypting the first
encryption message, and the first secret key; and authenticate the session
key received from the authentication server by judging whether or not the
first message authentication code value calculated by the first node is
equal to the first message authentication code value received from the
authentication server. The second node is configured to: in response to
receiving the second encryption message and the second message
authentication code value, obtain the session key and the second additional
information by decrypting the second encryption message with the second
secret key; and calculate the second message authentication code value by
use of  the second nonce stored in the second node, the session key and the
second additional information obtained by decrypting the second encryption
message, and the second secret key; and authenticate the session key
received from the authentication server by judging whether or not the
second message authentication code value calculated by the second node is
equal to the second message authentication code value received from the
authentication server. [0026]      In a preferred aspect, the first
additional information and the second additional information are defined as
authorization information regarding access control. [0027]      In a
preferred aspect, the authentication server is configured to, upon
receiving request information regarding the access control from the first
node or the second node, compare the received request information regarding
the access control with registration information regarding the access
control preliminarily registered. The authentication server is configured
to, upon acknowledging that the registration information regarding the
access control does not include the received request information regarding
the access control, use the registration information of the access control
as the authorization information regarding the access control. [0028]
In a more preferred aspect, the encryption key distribution system further
comprises a proxy node configured to relay communication between the first
node and the second node. The authentication server is configured to send
the authorization information regarding the access control to the proxy
node. The proxy node is configured to relay the communication between the
first node and the second node on the basis of the authorization
information regarding the access control received from the authentication
server. [0029]  



In the more preferred aspect, further, the first node and the second node
have a group identifier. The first additional information and the second
additional information include the group identifier. The proxy node is
configured to execute the access control by use of the group identifier.
[0030]      In a more preferred aspect, the authentication server is
configured to create the authorization information regarding the access
control on the basis of changeable registration information regarding the
access control. [0031]      In a more preferred aspect, the authentication
server is configured to, upon receiving the request information regarding
the access control from the first node or the second node, perform a
logical operation of the received request information regarding the access
control and registration information regarding the access control
preliminarily registered, thereby creating the authorization information
regarding the access control. Brief Description of Drawings [0032]     FIG.
1 is an explanatory diagram illustrating the operation of the encryption
key distribution system of the first embodiment,     FIG. 2 is a diagram
illustrating configuration of the above encryption key distribution system,
FIG. 3 is an explanatory diagram illustrating the operation of a modified
example the above encryption key distribution system,     FIG. 4 is an
explanatory diagram illustrating the operation of the encryption key
distribution system of the second embodiment, 



FIG. 5 is a diagram illustrating configuration of the above encryption key
distribution system, FIG. 6 is an explanatory diagram illustrating the
operation of the encryption key - 10 -  distribution system of the third
embodiment,      FIG. 7 is a diagram illustrating configuration of the
above encryption key distribution system,     FIG. 8 is an explanatory
diagram illustrating the operation of the encryption key distribution
system of the fourth embodiment,     FIG. 9 is an explanatory diagram
illustrating the operation of the primary part of the above encryption key
distribution system,     FIG. 10 is an explanatory diagram illustrating the
operation of the 2 party key distribution protocol in accordance with the
present invention,     FIG. 11 is an explanatory diagram illustrating the
operation of the 3 party key distribution protocol in accordance with the
present invention,     FIG. 12 is an explanatory diagram illustrating the
operation of a modified example of the 3 party key distribution protocol in
accordance with the present invention, and 



FIG. 13 is an explanatory diagram illustrating the operation of the 3 party
key distribution protocol of the prior art. Best Mode for Carrying Out the
Invention [0033]      As explained in Background Art, the 2PKDP (2 Party
Key Distribution Protocol) performed by two parties, and the 3PKDP (3 Party
Key Distribution Protocol) performed by three parties are known as a
technique of authentication and distribution of a session key. The
embodiments as explained below, indicate an instance that the technical
concept of the present invention is applied to the 3PKDP, but the technical
concept of the present invention can be applied to the following 2PKDP.
Besides, each of an authentication server and a node as explained below is
realized by use of a computer having a communication function, and is
configured to communicate with others via a wide area information network
(e.g., the Internet) or a local information network. (1) 2PKDP      First,
an explanation is made to a basic procedure of the 2PKDP with reference to
an instance where two nodes A and B shares a session key Ks, as shown in
FIG. 10. In  this instance, the node A requests the node B to provide the
session key Ks, and the node B provides the session key Ks to the node A.
Further, the node B is configured to distribute the session key Ks, and the
node A is configured to request distribution of the session key Ks. The
nodes A and B share a common secret key (namely, a common key) Kab
preliminarily. In other words, the node B functions as a communication
partner of the node A as well as an authentication server for the node A.
[0034]      Besides, instead of an instance where the nodes A and B share
the common secret key Kab, the node B distributing the session key Ks may
preliminarily possess the secret key Kab retained by the node A in
association with identification information (e.g., an address) IDa of the
node A requesting the distribution of the session key Ks. [0035] 



In order to request the distribution of the session key Ks, the node A
creates the nonce Nab, and then sends a nonce Nab and the identification
information IDa of the node A to the node B (P1). [0036]      Upon
receiving the request of key distribution from the node A, the node B
creates the session key Ks. Further, the node B encrypts a combination of
the nonce Nab and the session key Ks with the secret key Kab, thereby
creating an encryption message ENC [Koh] (Nab, Ks). In addition, the node B
calculates, by use of the secret key Kab of the node A, a message
authentication code value (MAC value) MAC [Kab] (Nab, Ks, IDb). Thereafter,
the node B sends the encryption message together with the MAC value to the
node A (P2). [0037]      Upon receiving the information sent from the node
B, the node A obtains the nonce Nab, the session key Ks, the identification
information (e.g., an address) IDb of the node B by use of the secret key
Kab. Further, the node A calculates the MAC - 12 -   value MAC [KW (Nab,
Ks) based on the secret key Koh, and sends the calculated MAC value to the
node B (P3). [0038]      Upon receiving the MAC value MAC [Kab] (Nab, Ks)
from the node A, the node B calculates the MAC value by use of the secret
key Kab from a message including the nonce Nab, and the session key Ks
which are known to the node B. Thereafter, the node B compares the
calculated MAC value with the MAC value received from the node A. Thus, the
node B checks whether or not the session key Ks is successfully sent to the
node A in a confidential manner. [0039] 



For example, the encryption message ENC [Kai)] (Nab, Ks) involving the
session key Ks may be defined as the exclusive logical sum of the session
key Ks and a message. The message is obtained by encrypting, with the
secret key Kab, a result calculated from a predetermined one-way function
regarding the nonce Nab. Besides, the node B may encrypt the session key Ks
together with the identification information IDb of the node B. (2) 3PKDP
Next, an explanation is made to a basic procedure of the 3PKDP with
reference to an instance where, in a system including two nodes A and B and
one authentication server S, the authentication server S distributes the
session key Ks used for communication between the two nodes A and B, as
shown in FIG. 11. In this instance, the nodes A and B preliminarily share
common secret keys (common keys) Kas and Kbs with the authentication server
S, respectively. [0040]      However, as already mentioned regarding the
2PKDP, instead of the instance where the nodes A and B share the common
secret keys Kas and Kbs with the authentication server S respectively, the
authentication server S may preliminarily possess information associating
the address information of the nodes A and B with the - 13 -  secret keys
Kas and Kab respectively. [0041]      The operation instance shown in FIG.
11 illustrates that the node A acts as an initiator of communication and
the node B as an responder relays communication between the node A and the
authentication server S. Therefore, the session key Ks issued by the
authentication server S is delivered to the node A via the node B. 



[0042]      In this operation instance, the node A first creates a nonce
Nas for the authentication server S, and sends the identification
information IDa of the node A and the nonce Nas to the node B (P1). [0043]
Upon receiving the nonce Nas from the node A, the node B creates a nonce
Nbs, and sends, to the authentication server S, the identification
information IDb of the node B and the nonce Nbs in addition to the
identification information IDa and the nonce Nas received from the node A
(P2). [0043]      Upon receiving the identification information IDa and IDb
and the nonces Nas and Nbs from the node B, the authentication server S
creates the session key Ks. Further, the authentication server S encrypts a
combination of the nonce Nas and the session key Ks with the secret key Kas
corresponding to the node A, thereby creating an encryption message ENC
[Kas] (Nas, Ks). Moreover, the authentication server S encrypts a
combination of the nonce Nbs and the session key Ks with the secret key Kbs
corresponding to the node B, thereby creating an encryption message ENC
[Kbs] (Nbs, Ks). [0045] Additionally, the authentication server S
calculates a MAC value MAC [Kas] (Nas, - 14 -  Ks, IDb) by use of the
secret key Kas in association with the node A, and further calculates a MAC
value MAC [Kbs] (Nbs, Ks, IDa) by use of the secret key Kbs in association
with the node B. The two encryption messages obtained by encrypting the
session key Ks in the authentication server S are attached with the
corresponding MAC values, respectively, and then are sent to the node B
(P3). 



[0046]      Upon receiving the encryption message ENC [Kbs] (Nbs, Ks) from
the authentication server S, the node B obtains the nonce Nbs and the
session key Ks by decrypting the received encryption message with the
secret key Kbs. Further, the node B checks the authenticity of the session
key Ks by use of the MAC value. [0047]      Further, the node B transfers,
to the node A, the encryption message ENC [Kas] (Nos, Ks) and the MAC value
MAC [Kas] (Nas, Ks, IDb) for the node A from the authentication server S.
In this procedure, in order to guarantee that the transfer thereof is
performed by the node B, the node B creates a new nonce Nba, and calculates
the MAC value MAC [Ks] (Nas, Nba, IDb) based on the session key Ks, and
sends, to the node A, the MAC value and the nonce Nba together with the
encryption message ENC [Kas] (Nsa, Ks) and the MAC value MAC [Kas] (Nos,
Ks, IDb) (P4). [0048]      Upon receiving the encryption message ENC [Kas]
(Nas, Ks) from the node B, the node A decrypts it with the secret key Kos,
and then obtains the nonce Nas and the session key Ks. Further, the node A
checks whether or not the session key Ks has issued by the authentication
server S and has sent via the node B, on the basis of the MAC value. [0049]
The node A receiving the session key Ks calculates the MAC value MAC [Ks]
(Nas, Nba) based on the session key Ks, and sends the same to the node B
(P5). The node B - 15 -  can judge whether or not the node A has succeeded
in reception of the session key Ks, by use of the MAC value MAC [Ks] (Nas,
Nba). 



[0050]      In the above operation instance, the encryption message ENC
[Kos] (Nos, Ks) obtained by encrypting the session key Ks may be the
exclusive logical sum of the session key Ks and a message obtained by
encrypting, with the secret key Kos, a result calculated from a
predetermined one-way function regarding the nonce Nas. Further, the
encryption message ENC [Kbs] (Nbs, Ks) obtained by encrypting the session
key Ks may be the exclusive logical sum of the session key Ks and a message
obtained by encrypting, with the secret key Kbs, a result calculated from a
predetermined one-way function regarding the nonce Nbs. [0051]      In the
above procedures P1 to P5, various data can be attached to the
communication message as an option. FIG. 12 illustrates an operation
instance where options are attached to the communication message. In the
illustrated instance, first, with regard to the procedure P1 of sending the
nonce Nos from the node A to the node B, the identification information IDb
of the node B and the nonce Nab of the node A to the node B are attached to
the communication message sent to the node B from the node A. [0052]
Further, with regard to the procedure P3 of sending the encryption message
including the session key Ks from the authentication server S to the node
B, and the procedure P4 of sending the encryption message including the
session key Ks from the node B to the node A, the encryption message is
created by encrypting the message including the identification information
IDa or IDb of the node A or B as a communication partner thereof. In brief,
the identification information IDb of the node B is incorporated in the
encryption message to be received by the node A, and the identification
information IDa of the node A is incorporated in the encryption message to
be received by the node B. - 16 -  [0053]      In addition, with regard to
the procedure P5 of sending an acknowledgement from the node A to the node
13, the MAC value MAC [Kas] (Nas, Ks) based on the secret key Kas for the
authentication server S is sent in addition to the MAC value MAC [Ks] (Nas,
Nba) for the node B. [0054] 



Upon receiving the acknowledgement, the node B calculates the MAC value MAC
[Kbs] (Nbs, Ks) based on the secret key Kbs, and sends, to the
authentication server S, the MAC value MAC [Kbs] (Nbs, Ks) in addition to
the MAC value MAC [Kas] (Nas, Ks) based on the secret key Kas received from
the node A (P6). The authentication server S receives these MAC values from
the node B and verifies them in order to determine whether or not the nodes
A and B have succeeded in reception of the session key Ks. [0055]      In
the following embodiments, various operation instances are explained based
on the operation instances illustrated in FIGS. 11 and 12 with regard to
the authentication of the secret key performed among three parties.
Besides, the operation instances as explained below can be applied to the
2PDKP in consideration of a relation between the operation of FIG. 11 or 12
and the operation of FIG. 10. For example, in the 2PDKP, the node B
functions as the authentication server S, too. In other words, the
processing of the authentication server S is performed by the node B.
Further, in view of a relation between the operation of FIG. 12 and the
operation of FIG. 11, the operation explained based on the procedures
illustrated in FIG. 12 also can be modified to an operation devoid of the
options indicated by the operation of FIG. 12. [0056] (FIRST EMBODIMENT) In
this embodiment, an explanation is made to an instance which performs, in
addition to the basic operation illustrated in FIG. 11, an operation of
sending additional - 17 -  information "a" and "6" respectively for the
nodes A and B in the distribution of the session key Ks to each of the
nodes A and B. The additional information "a" and "B" is encrypted and
transmitted in a similar manner as the distribution of the session key Ks.
[0057] 



For example, the additional information "a" and "B" may include at least
one of the available period of the session key Ks, the number of times of
communication using the session key Ks (the number of times of access), and
charging information for enjoying a service via communication using the
session key Ks. [0058]      With regard to the available period of the
session key Ks, the additional information "a" and "B" include a time stamp
indicative of the time of distributing the session key Ks and the available
period thereof. In this instance, the session key Ks is invalidated after a
lapse of the available period from the time indicated by the time stamp.
Like the available period of the session key Ks, the number of times of
access defines a length of life of the session key Ks. In this situation,
the additional information "a" and "6" include the available number of
times of communication using the session key Ks. The session key Ks is
invalidated when the number of times of communication using the session key
Ks exceeds the available number of times. [0059]      The charging
information may be a charging amount. In this instance, upon receiving the
charging amount as the additional information "a" and "6", the nodes A and
B compare the charging amount with their own budgets to determine whether
or not establishment of communication using the session key Ks is
performed, respectively. Besides, with using the additional information "a"
and "B" including the available period of the session key Ks and the
charging amount, it is possible to announce the charging amount at the time
of termination of the available period. - 18 -  [0060]      The additional
information "a" and "B" can be used for the other purpose. The use of the
additional information "a" and "B" may be determined in consideration of an
operation of the system constructed by use of the nodes A and B. [0061] 



As shown in FIG. 2, the encryption key distribution system of the present
embodiment includes a node (first node) A, a node (second node) B, and an
authentication server S. The authentication server S is configured to
create a session key used for encrypted communication between the nodes A
and B. [0062]      The node A includes a communication unit (first
communication unit) 10, a storage unit (first storage unit) 11, a nonce
creation unit (first nonce creation unit) 12, and a session key request
unit (first session key request unit) 13. [0063]      The communication
unit 10 is configured to communicate with the authentication server S and
the node B via an information network. [0064]      The storage unit 11 is
configured to store a secret key (first secret key) Kas. Further, the
storage unit 11 is configured to store identification information IDa of
the node A. [0065] The nonce creation unit 12 is configured to create a
nonce (first nonce) Nas. [0066]      The session key request unit 13 is
configured to control the nonce creation unit 12 in such a manner to create
the first nonce Nas when requesting the authentication 



- 19 -  server S to issue the session key Ks. The session key request unit
13 is configured to, in response to creation of the first nonce Nas by the
nonce creation unit 12, store the first nonce Nas created by the nonce
creation unit 12 in the storage unit 11. The first nonce Nas is stored in
the storage unit 11 until the end of the procedure where the node A
receives the session key Ks from the authentication server S. [0067]
Further, the session key request unit 13 is configured to, in response to
the creation of the first nonce Nas by the nonce creation unit 12, control
the communication unit 10 in such a manner to send the first nonce Nas
created by the nonce creation unit 12 to the authentication server S.
[0068]      In the present embodiment, the session key request unit 13 is
configured to send, to the authentication server S via the node B, the
first nonce Nas created by the nonce creation unit 12 and the
identification information IDa stored in the storage unit 11. In brief, the
session key request unit 13 is configured to send, to the node B, the first
nonce Nas created by the nonce creation unit 12 and the identification
information IDa stored in the storage unit 11. [0069]      The node B
includes a communication unit (second communication unit) 20, a storage
unit (second storage unit) 21, a nonce creation unit (second nonce creation
unit) 22, and a session key request unit (second session key request unit)
23. [0070]      The communication unit 20 is configured to communicate with
the authentication server S and the node A via the information network. 



[0071] The storage unit 21 is configured to store a secret key (second
secret key) Kbs. - 20 -  Further, the storage unit 21 is configured to
store identification information IDb of the node B. [0072] The nonce
creation unit 22 is configured to create a nonce (second nonce) Nbs. [0073]
The session key request unit 23 is configured to control the nonce creation
unit 22 in such a manner to create the second nonce Nbs when requesting the
authentication server S to issue the session key Ks. The session key
request unit 23 is configured to, in response to creation of the second
nonce Nbs by the nonce creation unit 22, store the second nonce Nbs created
by the nonce creation unit 22 in the storage unit 21. The second nonce Nbs
is stored in the storage unit 21 until the end of the procedure where the
node B receives the session key Ks from the authentication server S. [0074]
Further, the session key request unit 23 is configured to, in response to
the creation of the first nonce Nbs by the nonce creation unit 22, control
the communication unit 20 in such a manner to send the second nonce Nbs
created by the nonce creation unit 22 to the authentication server S. 



[0075]      In the present embodiment, the session key request unit 23 is
configured to, upon receiving the first nonce Nas and the identification
information IDa from the node A, send, to the node B, the second nonce Nbs
created by the nonce creation unit 22 and the identification information
IDb stored in the storage unit 21 in addition to the first nonce Nas and
the identification information IDa received from the node A. [0076]
The authentication server S includes a communication unit (third
communication unit) 30, a secret key storage unit 31, a session key
creation unit 32, a calculation unit - 21 -  (third calculation unit) 33,
an encryption message creation unit 34, and an encryption message sending
unit 35. [0077]      The communication unit 30 is configured to communicate
with the nodes A and B via the information network. [0078]      The secret
key storage unit 31 is configured to store a secret key (first secret key)
Kas of the node A and a secret key (second secret key) Kbs of the node B.
In particular, the secret key storage unit 31 stores a key database
indicative of a correspondence relation between identification information
and the corresponding secret key for each node.' For example, the secret
key Kas is associated with the identification information IDa concerning
the node A, and the secret key Kbs is associated with the identification
information IDb concerning the node B. 



[0079]      Thus, the node A and the authentication server S share the
first secret key Kas used for the encrypted communication between the node
A and the authentication server S. Further, the node B and the
authentication server S share the second secret key Kbs used for the
encrypted communication between the node B and the authentication server S.
[0080]      The session key creation unit 32 is configured to newly create
the session key Ks when the communication unit 30 receives the first nonce
Nas and the second nonce Nbs. [0081]      The calculation unit 33 is
configured to calculate a message authentication code value (first message
authentication code value) MAC Mad (Nas, a, Ks, IDb) by use of - 22 -   the
first secret key Kas stored in the secret key storage unit 31 together with
a message (first message) containing the first nonce Nas received by the
communication unit 30, the session key Ks newly created by the session key
creation unit 32, and predetermined first additional information "a". In
the present embodiment, the first message includes the first nonce Nos, the
session key Ks, the first additional information "a", and the
identification information IDb of the node B communicating with the node A.
[0081]      In addition, the calculation unit 33 is configured to calculate
a message authentication code value (second message authentication code
value) MAC [Kbs] (Nbs, 6, Ks, IDa) by use of the second secret key Kbs
stored in the secret key storage unit 31 together with a message (second
message) containing the second nonce Nbs received by the communication unit
30, the session key Ks newly created by the session key creation unit 32,
and predetermined second additional information "6". In the present
embodiment, the second message includes the second nonce Nbs, the session
key Ks, the second additional information "6", and the identification
information IDa of the node A communicating with the node B. 



[0083]      The encryption message creation unit 34 is configured to
encrypt a combination of the first nonce Nas received by the communication
unit 30, the session key Ks newly created by the session key creation unit
32, and the first additional information "a" with the first secret key Kas
stored in the secret key storage unit 31 so as to create an encryption
message (first encryption message) ENC [Kas] (Nas, a, Ks). Further, the
encryption message creation unit 34 is configured to encrypt a combination
of the second nonce Nbs received by the communication unit 30, the session
key Ks newly created by the session key creation unit 32, and the second
additional information "6" with the second secret key Kbs stored in the
secret key storage unit 31 so as to create an encryption message (second
encryption message) ENC [Kbs] (Nbs, 6, Ks). - 23 -  [0084]      The
encryption message sending unit 35 is configured to control the
communication unit 30 in such a manner to send, to the node A, the first
encryption message ENC [Kas] (Nas, a, Ks) created by the encryption message
creation unit 34 and the first message authentication code value MAC Mad
(Nas, a, Ks, IDb) created by the calculation unit 33. Moreover, the
encryption message sending unit 35 is configured to control the
communication unit 30 in such a manner to send, to the node B, the second
encryption message ENC [Kbs] (Nbs, 8, Ks) created by the encryption message
creation unit 34 and the second message authentication code value MAC [Kbs]
(Nbs, 8, Ks, IDa) created by the calculation unit 33. [0085]      The node
A further includes a decryption unit (first decryption unit) 14, a
calculation unit (first calculation unit) 15, and an authentication unit
(first authentication unit) 16. [0086]      The decryption unit 14 is
configured to, upon receiving the first encryption message ENC Masi (Nas,
a, Ks) and the first message authentication code value MAC Masi (Nos, a,
Ks, IDb) via the communication unit 10, decrypt the first encryption
message ENC [Kas] (Nas, a, Ks) with the first secret key Kas stored in the
storage unit 11 in order to obtain the first nonce Nas, the session key Ks,
and the first additional information "a". 



[0087]      The calculation unit 15 is configured to calculate the first
message authentication code value MAC Mad (Nas, a, Ks, IDb) by use of the
first nonce Nas stored in the storage unit 11, the session key Ks and the
first additional information "a" obtained by decrypting the first
encryption message ENC [Kas] (Nas, a, Ks) by the decryption unit 14, and
the first secret key Kas stored in the storage unit 11. - 24 -  [0088]
The authentication unit 16 is configured to determine whether or not the
first message authentication code value MAC Mad (Nas, a, Ks, IDb)
calculated by the calculation unit 15 is equal to the first message
authentication code value MAC [Kas] (Nas, a, Ks, IDb) received from the
authentication server S, in order to authenticate the session key Ks
received from the authentication server S. [0089]      The authentication
unit 16 is configured to, upon determining that the first message
authentication code value MAC [Kas] (Nas, a, Ks, Mb) calculated by the
calculation unit 15 is not equal to the first message authentication code
value MAC [Kas] (Nas, a, Ks, IDb) received from the authentication server
S, judge that the session key Ks is invalid. Upon judging that the session
key Ks is invalid, for example, the authentication unit 16 discards the
session key Ks. [0090]      The authentication unit 16 is configured to,
upon determining that the first message authentication code value MAC Masi
(Nas, a, Ks, IDb) calculated by the calculation unit 15 is equal to the
first message authentication code value MAC [Km] (Nas, a, Ks, Mb) received
from the authentication server S, judge that the session key Ks is valid.
For example, the authentication unit 16 is configured to store the session
key Ks received from the authentication server S in the storage unit 11
upon judging that the session key Ks is valid. [0091] 



Besides, the authentication unit 16 is configured to compare the first
nonce Nas obtained by the decryption unit 14 with the first nonce Nas
stored in the storage unit 11. The authentication unit 16 is configured to,
upon acknowledging that the first nonce Nas obtained by the decryption unit
14 is not equal to the first nonce Nas stored in the storage unit 11,
decide not to authenticate the session key Ks. - 25 -  [0092]      As
described in the above, the communication unit 10 is configured to, when
the node A acquires the session key Ks from the authentication server S,
use the session key Ks received from the authentication server S in order
to encrypt data to be sent to the node B and decrypt a message (data)
received from the node B in the procedure of communicating with the node B.
[0093]       The node B further includes a decryption unit (second
decryption unit) 24, a calculation unit (second calculation unit) 25, and
an authentication unit (second authentication unit) 26. [0094]      The
decryption unit 24 is configured to, upon receiving the second encryption
message ENC [Kbs] (Nbs, 8, Ks) and the second message authentication code
value MAC [Kbsi (Nbs, 8, Ks, IDa) via the communication unit 20, decrypt
the second encryption message ENC [Kbs] (Nbs, 8, Ks) with the second secret
key Kbs stored in the storage unit 21 in order to obtain the second nonce
Nbs, the session key Ks, and the second additional information "8". [0095]
The calculation unit 25 is configured to calculate the second message
authentication code value MAC [Kbsi (Nbs, 8, Ks, IDa) by use of the second
nonce Nbs stored in the storage unit 21, the session key Ks and the second
additional information "8" obtained by decrypting the second encryption
message ENC [Kbs] (Nbs, 8, Ks) by the decryption unit 24, and the second
secret key Kbs stored in the storage unit 21. 



[0096]      The authentication unit 26 is configured to determine whether
or not the second message authentication code value MAC [Kbsi (Nbs, 6, Ks,
IDa) calculated by the calculation unit 25 is equal to the second message
authentication code value MAC [Kbs] - 26 -   (Nbs, 8, Ks, IDO received from
the authentication server S, in order to authenticate the session key Ks
received from the authentication server S. [0097]      The authentication
unit 26 is configured to, upon determining that the second message
authentication code value MAC [Kbs] (Nbs, 8, Ks, IDO calculated by the
calculation unit 25 is not equal to the second message authentication code
value MAC [Kbs] (Nbs, 8, Ks, IDO received from the authentication server S,
judge that the session key Ks is invalid. Upon judging that the session key
Ks is invalid, for example, the authentication unit 26 discards the session
key Ks. [0098]      The authentication unit 26 is configured to, upon
determining that the second message authentication code value MAC [Kbs]
(Nbs, 6, Ks, IDO calculated by the calculation unit 25 is equal to the
second message authentication code value MAC [Kbs] (Nbs, 8, Ks, IDO
received from the authentication server S, judge that the session key Ks is
valid. For example, the authentication unit 26 is configured to store the
session key Ks received from the authentication server S in the storage
unit 21 upon judging that the session key Ks is valid. [0099]      Besides,
the authentication unit 26 is configured to compare the second nonce Nbs
obtained by the decryption unit 24 with the second nonce Nbs stored in the
storage unit 21. The authentication unit 26 is configured to, upon
acknowledging that the second nonce Nbs obtained by the decryption unit 24
is not equal to the second nonce Nbs stored in the storage unit 21, decide
not to authenticate the session key Ks. 



[01001      As described in the above, the communication unit 10 is
configured to, when the node B acquires the session key Ks from the
authentication server S, use the session key Ks received from the
authentication server S in order to encrypt data to be sent to - 27 -   the
node A and decrypt a message (data) received from the node A in the
procedure of communicating with the node A. [0101]      In an operation
instance as explained below, the node A is treated as an initiator
(subject) of communication, and the node B is treated as a responder
(object) of communication. With regard to the node A as the subject and the
node B as the object, when communication by use of the encryption message
is allowed as a result of distribution of the session key Ks, the subject
(node A) can control the object (node B). [0102]      In order that the
node A as the subject and the node B as the object communicate with each
other by use of an encryption message, the node A and B need to obtain a
secret key (session key Ks) common to the nodes A and B from the
authentication server S and use the session key Ks for encryption of a
message. [0103]     When the nodes A and B request reception of the session
key Ks from the authentication server S, first the node A sends the
identification information IDa of the node A and the nonce Nas to the node
B in a similar manner as the operation illustrated in FIG. 11 (P1). 



[0104]      At least one of the identification information IDb of the node
B and the nonce Nab created for the node B may be attached, as an option,
to the communication message sent from the node A to the node B (see FIG.
3). The nonce Nas and the nonce Nab are created (by the nonce creation unit
12) each time the node A requests the distribution of the session key Ks,
and are temporarily stored (in the storage unit 11) until the end of the
distribution procedure of the session key Ks. [01051 - 28 -       An
instance where the node A establishes multicast communication is explained
as an instance where the node A adds the identification information IDb of
the node B to the message as the option. In the instance where the node A
establishes multicast communication, nodes other than the node B also
receives the message from the node A. Therefore, in order to distinguish
the node B from the other nodes and to have only the node B receive the
message, the identification information IDb of the node B is used as the
option. [0106]      The nonce Nas is used by the node A for checking the
validity of the response from the authentication server S, and is also used
in the procedure of confirming the session key Ks between the nodes A and
B. Therefore, the procedure can be simplified. However, in view of
improving the security of the key distribution, a different nonce is
preferred to be used for each communication process. [0107]      As a
general rule, the nonce is used only one time. Ideally, the same nonce is
not sent repeatedly. However, there is a possibility that the same nonce is
sent again due to a failure of communication path or the nodes A and B.
Therefore, a replay attack may cause a failure in the key distribution. In
order to give a safeguard against the replay attack and improve the
security of the key distribution, it is preferred to create the nonce Nab
between the nodes A and B in a process of checing the session key Ks, in
addition to the nonce Nas that the node A uses for chekcing the validity of
the response from the authentication server S. In brief, the nonce (Nab,
Nas) is preferred to be newly created for each communication process.
[0108] 



Upon receiving the message of the procedure P1 from the node A, the node B
obtains the identification information IDa of the node A and the nonce Nas
(in the optional instance, the node B further obtains the identification
information IDb of the node B and the nonce Nab), and creates the nonce
Nbs. Further, the node A sends, to - 29 -  the authentication server S, the
message including the identification information IDb of the node B and the
nonce Nbs in addition to the identification information IDa of the node A
and the nonce Nas (when the option is added, also the identification
information IDb of the node B and the nonce Nab are included in the
message) (P2). The nonce  Nbs is created (by the nonce creation unit 22)
each time the node B requests the authentication server S to issue the
session key Ks, and is stored (in the storage unit 21) until the end of the
procedure of distributing the session key Ks. The procedures P1 and P2 are
substantially same as the basic procedures of the 3PKDP illustrated in FIG.
11. [01091      Upon receiving the message of the procedure P2 from the
node B, the authentication server S creates the session key Ks which the
nodes A and B use for communicating. The authentication server S includes
the key database (not shown) storing the correspondence relation between
the identification information IDa of the node A and the secret key Kas and
the correspondence relation between the identification information IDb of
the node B and the secret key Kbs. Upon receiving the message of requesting
the key distribution from the node B, the authentication server S searches
the key database with regard to each of the identification information IDa
of the node A and the identification information IDb of the node B obtained
from the message, and obtains the secret keys Kas and Kbs respectively
corresponding to the nodes A and B. [0110]      In addition, the
authentication server S creates the encryption message ENC [Kas] (Nas, a,
Ks) by encrypting the nonce Nas created by the node A, the additional
information "a", and the session key Ks with the secret key Kas
corresponding to the node A, and the encryption messages ENC [Kbs] (Nbs, 8,
Ks) by encrypting the nonce Nbs created by the node B, the additional
information "8", and the session key Ks with the secret key Kbs
corresponding to the node B. Further, the authentication server S creates
the MAC value MAC [Kas] (Nas, a, Ks, IDb) based on the secret key Kas - 30
-  



corresponding to the node A for the corresponding message, and creates the
MAC value MAC [Kbs] (Nbs, 6, Ks, IDa) based on the secret key Kbs
corresponding to the node B for the corresponding message. [0111]      A
set of the encryption message ENC [Kas] (Nas, a, Ks) and the MAC value " is
defined as data to be sent for the node A via the node B. A set of the
encryption message ENC [Kbs] (Nbs, 6, Ks) and the MAC value MAC [Kbs] (Nbs,
6, Ks, IDa) is defined as data to be sent for the node B. Arrangement of
data is preliminarily determined such that each of nodes A and B can
receive a corresponding data. In the present embodiment, the former set is
defined as data to be sent to the node A, and the latter set is defined as
data to be sent to the node B. The data created by the authentication
server S in the aforementioned manner is sent to the node B (P3). [0112]
When the authentication server S creates the messages respectively for the
nodes  A and B by encrypting the session key Ks distributed to the nodes A
and B, the authentication server S may include, in the message for the node
A, the identification information IDb of the node B which the node A
communicates with by use of the session key Ks, as an option. Further, the
authentication server S may include, in the message for the node B, the
identification information IDa of the node A which the node B communicates
with by use of the session key Ks, as an option (see FIG. 3). In brief, the
authentication server S treats the encryption message ENC [Kas] (Nas, a,
Ks, IDb) as the message for the node A, and further treats the encryption
message ENC [Kbs] (Nbs, 6, Ks, IDa) as the message for the node B. [0113]
With including the option in the communication message, the node A can
request the key distribution without preliminarily knowing the
identification information IDb of the node B. In brief, the node A can know
the identification information IDb of the node B as the communication
partner by receiving the message including the session - 31 -  



key Ks from the authentication server S. Moreover, the node A can judge
whether or not the communication partner is proper, on the basis of the
identification information IDb, and thus determine whether or not the node
A continues the communication process, on the basis of the result of the
judgment. Further, it is possible to confirm the identification information
IDa and IDb of the communication partner to which the authentication server
S distributes the session key Ks. Therefore, the node A can check the
identification information IDb of the communication partner thereof, and
the node B can check the identification information IDa of the
communication partner thereof. Consequently, it is possible to judge
whether or not at least one of the message for the node B from the node A
and the message for the node A from the node B is falsified. [0114]
Upon receiving the data indicated by the procedure P3 from the
authentication server S, the node B extracts the encryption message set
(the set of the encryption message ENC [Kbs] (Nbs, 8, Ks) and the MAC value
MAC [Kbs] (Nbs, 8, Ks, IDa)) from the received data in line with the order
of the data, and decrypts the encryption message ENC [Kbs] (Nbs, B, Ks) to
obtain the session key Ks and the like. In this step, the node B compares
the nonce Nbs extracted from the message with the nonce Nbs stored in the
node B (the storage unit 21), thereby checking whether or not the message
is falsified. When the received nonce Nbs is not equal to the stored nonce
Nbs, the node B considers the message to be invalid, and does not perform
the subsequent procedure. [0115]      Moreover, the node B calculates the
MAC value MAC [Kbs] (Nbs, 8, Ks, IDa) from the nonce Nbs stored in the node
B, the additional information "8" and the session key Ks obtained by
decrypting the message, the identification information IDa of the node A as
the communication partner, and the secret key Kbs retained by the node B,
by use of the same algorithm as the authentication server S. The node B
compares the calculated MAC value MAC [Kbs] (Nbs, 8, Ks, IDa) with the MAC
value MAC [Kbs] - 32 -  (Nbs, 6, Ks, IDa) received from the authentication
server S, thereby checking whether or not the message is falsified. When
the calculated MAC value is not equal to the received MAC value, the node B
considers the message to be invalid, and does not perform the subsequent
procedure. [0116]      The identification information IDa of the node A as
the communication partner of the node B may be preliminarily stored in the
node B. Besides, when the identification information IDa is included in the
message as the option, the node B uses the identification information IDa
extracted from the message (see FIG. 3). [0117] 



When the node B detects no defects in the data received from the
authentication server S, the node B (the calculation unit 25) calculates
the MAC value MAC [Ks] (Nas, Nbs, IDb) by use of the session key Ks
received from the authentication server S, the nonce Nas received from the
node A in the procedure P1, the nonce Nbs created by the node B, and the
identification information IDb of the node B. [0118]      In addition, the
node B extracts the set of the encryption message ENC [Kas] (Nas, a, Ks)
and the MAC value MAC [Kas] (Nas, a, Ks, IDb) from the received data. The
node B sends, to the node A, the extracted set followed by the MAC value
MAC [Ks] (Nas, Nbs, IDb) and the nonce Nbs created by the node B (P4). The
nonce Nbs is added to the extracted set because the node A needs the nonce
Nbs to make calculation. [0119]      For the same reason that the nonce Nab
is used as the option with regard to the data sent to the node B from the
node A, the nonce Nba may be used instead of the nonce Nbs with regard to
the data sent to the node A from the node B at the procedure P4. The nonce
Nba is used only for sending the data from the node B to the node A, and is
newly created by the node B (the nonce creation unit 22). When the nonce
Nab - 33 -  is used in the procedure P1, the nonce Nab can be used also
instead of the nonce Nas with regard to the MAC value MAC [Ks] (Nas, Nbs,
IDb) in the procedure P4. In brief, the MAC value MAC [Ks] (Nab, Nba, IDb)
can be used. In this instance, not the nonce Nbs but the nonce Nba is added
to the message and sent from the node B to the node A. [0120]      Upon
receiving the data indicated by the procedure P4 from the node B, the node
A extracts the encryption message ENC [Kas] (Nas, a, Ks) from the received
data, and decrypts the extracted encryption message to obtain the session
key Ks and the like. 



In this step, the node A extracts, with reference to the order of the
messages in the data, the message to be decrypted from the received data.
The node A compares the nonce Nas extracted from the message with the nonce
Nas stored in the node A, thereby checking whether or not the message is
falsified. When the received nonce Nas is not equal to the stored nonce
Nas, the node A considers the message to be invalid, and does not perform
the subsequent procedure. [0121]      Moreover, the node A calculates the
MAC value MAC [Kas] (Nas, a, Ks, IDb) from the nonce Nas stored in the node
A, the additional information "a" obtained by decrypting the message, the
session key Ks obtained by decrypting the message, the identification
information IDb of the node B as the communication partner, and the secret
key Kas held by the node A, by use of the same algorithm as the
authentication server S. The node A compares the calculated MAC value MAC
[Kas] (Nas, a, Ks, IDb) with the MAC value MAC [Kas] (Nas, a, Ks, IDb)
received from the authentication server S, thereby checking whether or not
the message is falsified. When the calculated MAC value is not equal to the
received MAC value, the node A considers the message to be invalid, and
does not perform the subsequent procedure. [0122]      The identification
information IDb of the node B as the communication partner of the node A
may be preliminarily stored in the node A. Besides, when the identification
- 34 - information IDb is included in the communication message as the
option, the node A uses the identification information IDb extracted from
the message. [0123]      Further, the node A (the calculation unit 15)
calculates the MAC value MAC [Ks] (Nas, Nbs, IDb) by use of the nonce Nas
stored in the node A, the nonce Nbs sent from the node B, the
identification information IDb of the node B as the communication partner
of the node A, and the session key Ks obtained by decrypting the message.
The node A (the authentication unit 16) compares the calculated MAC value
with the MAC value MAC [Ks] (Nas, Nbs, IDb) received from the node B,
thereby checking whether or not the message is falsified. Also in this
instance, when the calculated MAC value is not equal to the received MAC
value, the node A considers the message to be invalid, and does not perform
the subsequent procedure. [0124] 



As described in the above, upon receiving the session key Ks from the node
B without any problem, the node A stores the session key Ks received from
the node B. Further, the node A creates the MAC value MAC [Ks] (Nas, Nbs)
used as an acknowledgment to the node B by use of the nonces Nas and Nbs
and the session key Ks (by the calculation unit 15), and sends the created
MAC value to the node B (P5). [0125]      When the nonces Nab and Nba as
the options are used instead of the nonces Nas and Nbs, and the MAC value
MAC [Ks] (Nab, Nba, IDb) is used, and the node A receives the nonce Nba in
the procedure P4 (see FIG. 3), the node A uses the MAC value MAC [Ks] (Nab,
Nba, IDb) for detecting a defect in the message. [0126]      As shown in
FIG. 1, the authentication server S completes the procedure of the key
distribution when receiving the response from the node B after distributing
the session key Ks to the nodes A and B. As shown in FIG. 3, each of the
nodes A and B - 35 -  may be configured to send an acknowledgement to the
authentication server S. In this instance, the authentication server S
sends an acceptance receipt to the nodes A and B in response to receiving
the acknowledgement. The following explanation is made to an operation
where the authentication server S receives the acknowledgement. [01271
In order to send the acknowledgement to the authentication server S in
addition to the acknowledgement to the node B in the procedure P5, the node
A sends the MAC value MAC [Ks] (Nab, Nba) to the node B instead of the MAC
value MAC [Ks] (Nas, Nbs) together with the MAC value MAC Mad (Nas, Ks)
used as the acknowledgement to the authentication server S (see procedure
P5 in FIG. 3). [0128] 



In the procedure of sending the acknowledgement to the authentication
server S, the node A is preferred to newly create a nonce Nas' (by the
nonce creation unit 12). Preferably, the node A temporarily stores the
nonce Nas' (in the storage unit 11) until receiving the response from the
authentication server S. When the node A creates the nonce Nas', the node A
sends the nonce Nas' to the node B together with the acknowledgement.
[0129]      Upon receiving the data from the node A in the procedure P5,
the node B separates the MAC value MAC [Ks] (Nas, Nbs) for the node B from
the received data in line with the order of the data. Further, the node B
calculates (by the calculation unit 25) the MAC value MAC [Ks] (Nas, Nbs)
by use of the stored session key Ks and the temporarily stored nonces Nbs
and Nas. Thereafter, the node B compares (by the authentication unit 26)
the calculated MAC value with the received MAC value. Upon judging that the
received MAC value is equal to the calculated MAC value, the node B stores
the session key Ks without any change. [0130] - 36 -       Further, the
node B newly creates a nonce Nbs' (by the nonce creation unit 22), and
calculates the MAC value MAC [Kbs] (Nbs, Ks) for the authentication server
S (by the calculation unit 25). The node B sends the MAC value MAC [Kbs]
(Nbs, Ks) and the nonce Nbs' to the authentication server S together with
the MAC value MAC [Kas] (Nos, Ks) and the nonce Nas' from the node A to the
authentication server S (P6). The node B temporarily stores the nonce Nbs'
(in the storage unit 21) until receiving the acceptance receipt from the
authentication server S. [0131]      For the same reason as explained in
the procedure P1, the nonces Nas' and Nbs' used for the acknowledgment to
the authentication server S are newly created, in order to ensure that the
nonce is used only one time and thus improve the security of the
communication. However, sending the new nonces Nas' and Nbs' causes an
increase in traffic. Therefore, in order to avoid an increase in traffic,
the nonces Nas and Nbs received in the procedure P2 may be used for the
acknowledgment. [0132]      Upon receiving the acknowledgment from the node
B in the procedure P6, the authentication server S (the calculation unit
33) calculates the MAC values MAC [Kas] (Nas, Ks) and MAC [Kbs] (Nbs, Ks)
based on the secret keys Kas and Kbs stored in the key database, the stored
session key Ks, and the nonces Nas and Nbs. The authentication server S
compares the calculated MAC value with the MAC value received in the
procedure P6. Upon acknowledging that the calculated MAC value is not
identical to the MAC value received in the procedure P6, the authentication
server S (the calculation unit 33) determines the failure of the
distribution of the session key Ks, and then terminates the processing
without sending the acceptance receipt to the nodes A and B. 



[01331      In this situation, the nodes A and B determine the failure of
the reception of the valid session key Ks (by the authentication units 16
and 26, respectively). When the - 37 -  nodes A and B determine the failure
of the reception of the valid session key Ks, the nodes A and B discard the
retained session key Ks, and request the distribution of the session key Ks
as necessary. When the authentication units 16 and 26 fail to receive the
acceptance receipt from the authentication server S before a lapse of a
predetermined limited time period, the authentication units 16 and 26
determine the failure of the reception of the valid session key Ks. [01341
Upon acknowledging that the calculated MAC value is identical to the MAC
value received in the procedure P6, the authentication server S calculates
(by the calculation unit 33) the MAC value MAC Mad (Nas') for the node A
based on the secret key Kas of the node A and the nonce Nas' which is
calculated by the node A and thereafter is  received by the authentication
server S. In addition, the authentication server S calculates (by the
calculation unit 33) the MAC value MAC [Kbs] (Nbs') for the node B based on
the secret key Kbs of the node B and the nonce Nbs' which is calculated by
the node B and thereafter is received by the authentication server S. The
authentication server S sends the calculated MAC values MAC Masi (Nas') and
MAC [Kbs] (Nbs') to the node B. [0135]      Upon receiving the data
specified in the procedure P7 from the authentication server 5, the node B
separates and extracts the MAC value MAC [Kbs] (Nbs') corresponding to the
node B from the received data in line with the order of the received data.
Further, the node B calculates (by the calculation unit 25) the MAC value
MAC [Kbs] (Nbs') based on the secret key Kbs and the nonce Nbs' temporarily
stored, and compares (by the authentication unit 26) the calculated MAC
value with the received MAC value. [0136] 



Upon acknowledging that the calculated MAC value is identical to the
received MAC value, the node B determines to use the retained session key
Ks for - 38 - communicating with the node A, and sends, to the node A, the
MAC value MAC Masi (Nas') received from the authentication server S. In
contrast, upon acknowledging that the MAC value calculated in the procedure
P7 is not identical to the MAC value received in the procedure P7, the node
B discards the retained session key Ks, and terminates the processing
without sending the MAC value to the node A. [0137]      Upon receiving the
MAC value MAC [Kas] (Nas') from the node B in the procedure P8, the node A
calculates (by the calculation unit 15) the MAC value MAC Mad (Nas') based
on the secret key Kas and the nonce Nas', and compares (by the
authentication unit 16) the calculated MAC value with the received MAC
value. Upon acknowledging that the calculated MAC value is identical to the
received MAC value, the node A determines to use the retained session key
Ks for communicating with the node B. [0138]      By contrast, upon
acknowledging that the calculated MAC value is not identical to the
received MAC value, or that the node A fails to receive the MAC value MAC
Mad (Nas') from the node B before a lapse of a predetermined limited time
period from the time of sending the data to the node B in the procedure P5,
the node A discards the retained session key Ks, and then requests the
distribution of the session key Ks again as necessary. [01391      As
explained in the above, with employing the procedures P1 to P5 illustrated
in FIG. 1 or the procedures P1 to P8 illustrated in FIG. 8, it is possible
to distribute the session key Ks in a secure manner. Besides, FIG. 1
illustrates the operation instance where no options are included. FIG. 3
illustrates the operation instance where all the options are included.
However, the options are selected appropriately in consideration of the
aforementioned explanation, as necessary. [0140] - 39 - 



Like the aforementioned procedures P3 and P4, an encryption method referred
to as "AES-CCM" proposed by RFC4309 may be used for sending a set of the
encrypted message and the MAC value. In brief, AES may be used for
encrypting the message, and CCM-MAC may be used as the MAC value. [0141]
The encryption key distribution process employed by the encryption key
distribution system of the present embodiment as mentioned in the above is
a process of distributing a session key used for the communication within a
group including plural nodes in a computer communication system. An
authentication server has a function of creating a session key and a
function of distributing the session key to respective nodes included in
the group. The authentication server shares secret keys with the respective
nodes. The key distribution process includes the steps of; sending, to the
authentication server, identification information of one node in the group,
a nonce created by the one node, and identification information of the
other node in the group; creating, by the authentication server, the
session key which the nodes in the group use commonly; calculating, by the
authentication server, a message authentication code value by use of a
secret key of each node from a message including the nonce received from
the first node, the created session key, and appropriate additional
information; sending, by the authentication server, to each node,
encryption message for each node obtained by encrypting at least the nonce
received from the first node, the created session key, and the additional
information with the secret key of each node, together with the message
authentication code value calculated by use of a secret key of each node;
obtaining, by each node in the group, the session key by decrypting
encryption data received from the authentication sever; and calculating, by
each node in the group, a message authentication code value by use of a
secret key and the decrypted encryption data, and determining, by each
node, that the obtained session key is authenticated, upon acknowledging
that the calculated message authentication code is identical to the message
authentication code received from the authentication server. [0142] - 40 -
In order to implement the above key distribution system, the encryption key
distribution system of the present embodiment includes the first node A,
the second node B, and the authentication server S. The authentication
server S is configured to create the session key used for encryption
communication between the first node A and the second node B. [0143]
The first node A and the authentication server S are configured to retain
the first secret key used for encryption communication between the first
node A and the authentication server S. The second node B and the
authentication server S are configured to retain the second secret key used
for encryption communication between the second node B and the
authentication server S. 



[0144]      The first node A is configured to create the first nonce and
sends the same to the authentication server S in order to request the
authentication server S to issue the session key. The second node B is
configured to create the second nonce and sends the same to the
authentication server S in order to request the authentication server S to
issue the session key. [0145]      The authentication server S is
configured to newly create the session key in response to receiving the
first nonce and the second nonce. [0146]      The authentication server S
is configured to calculate the first message authentication code value by
use of the first secret key from the first message. The first message is
designed to include the received first nonce, the newly created session
key, and predetermined first additional information. The authentication
server S is configured to create the first encryption message by encrypting
the received first nonce, the newly created session key, and the first
additional information with the first secret - 41 -  key. The
authentication server S is configured to send the first encryption message
and the first message authentication code value to the first node. [01471
The authentication server S is configured to calculate the second message 



authentication code value by use of the second secret key from the second
message. The second message is designed to include the received second
nonce, the newly created session key, and predetermined second additional
information. The authentication server S is configured to create the second
encryption message by encrypting the received second nonce, the newly
created session key, and the second additional information with the second
secret key. The authentication server S is configured to send the second
encryption message and the second message authentication code value to the
second node. [0148]      The first node A is configured to, in response to
receiving the first encryption message and the first message authentication
code value, obtain the session key and the first additional information by
decrypting the first encryption message with the first secret key. The
first node A is configured to calculate the first message authentication
code value by use of the first nonce stored by the first node, the session
key and the first additional information obtained by decrypting the first
encryption message, and the first secret key. The first node A is
configured to authenticate the session key received from the authentication
server S by judging whether or not the first message authentication code
value calculated by the first node A is equal to the first message
authentication code value received from the authentication server S. [01491
The second node B is configured to, in response to receiving the second
encryption message and the second message authentication code value, obtain
the session key and the second additional information by decrypting the
second encryption message with the second secret key. The second node B is
configured to calculate the second - 42 -  message authentication code
value by use of the second nonce stored by the second node, the session key
and the second additional information obtained by decrypting the second
encryption message, and the second secret key. The second node B is
configured to authenticate the session key received from the authentication
server S by judging whether or not the second message authentication code
value calculated by the second node B is equal to the second message
authentication code value received from the authentication server S. [0150]



According to the present embodiment, the authentication server S creates
the encryption message for each node by encrypting at least the nonce
received from the first node, the created session key, and the additional
information with the secret key of each node, and calculates the message
authentication code value from the nonce received from the first node, the
created session key, and the additional information. The authentication
server S attaches the message authentication code value to the encryption
message, and sends the message authentication code value and the encryption
message to each node. Therefore, in the process where the authentication
server distributes the session key to the respective nodes, the
authenticity can be checked based on the message authentication code value.
Further, it is possible to send the additional information other than the
session key in an encryption manner. In brief, the additional information
is encrypted when the authentication server sends the additional
information to the respective nodes. Therefore, other nodes cannot sniff
the additional information. In addition, the encryption message sent to the
node includes information necessary to calculate the message authentication
code value. Therefore, the node receiving the session key can calculate the
message authentication code value derived from the message including the
additional information. Consequently, it is possible to check whether or
not the session key and the additional information are not altered (that
is, the authenticity). [01511 (SECOND EMBODIMENT) - 43 -      As shown in
FIG. 5, the encryption key distribution system of the present embodiment is
mainly different from the encryption key distribution system of the first
embodiment in that the authentication server S includes an access
information creation unit 36 and an access information storage unit 37.
[0152]      In the encryption key distribution system of the present
embodiment, request information (access request information) regarding
access control, registration information (access registration information)
regarding the access control, and authorization information (access
authorization information) regarding the access control are used as
information regarding the access control (information indicative of whether
or not access between nodes is permitted). The access request information
is defined as information indicative of access authority which a node
requests. The access registration information is defined as information
indicative of access authority which is preliminarily given to a node by a
maker or a manager of nodes. The access authorization information is
defined as information indicative of access authority which is given to a
node actually. In the present embodiment, the access authorization
information is created based on the access request information and the
access registration information. [0153]      The access information storage
unit 37 is configured to store the registration information regarding the
access control. [0154] 



The access information creation unit 36 is configured to create the
authorization information regarding the access control. For example, the
access information creation unit 36 is configured to, upon receiving the
request information Pas (Pbs) of the access control from the node A (B),
determine an intersection (in other words, a product set) of the received
request information Pas (Pbs) of the access control and the registration
information regarding the access control. The access information creation
unit 36 is - 44 - configured to use the determined intersection as the
authorization information Psa (Psh) regarding the access control. [01551
In the present embodiment, the encryption message creation unit 34 is
configured to use, as the first additional information "a", the
authorization information regarding the access control with regard to the
node A created by the access information creation unit 36. The encryption
message creation unit 34 is configured to use, as the second additional
information "6", the authorization information regarding the access control
with regard to the node B created by the access information creation unit
36. [0156]      In the present embodiment, the session key request unit 13
is configured to send the nonces Nas and Nab created by the nonce creation
unit 12, the identification information IDa and IDb stored in the storage
unit 11, and the access request information Pas to the authentication
server S via the node B. In brief, the session key request unit 13 is
configured to send the nonces Nas and Nab, the identification information
IDa and IDb, and the access request information Pas to the node B. Further,
the session key request unit 23 is configured to, upon receiving the nonces
Nas and Nab, the identification information IDa and IDb, and the access
request information Pas from the node A, send the second nonce Nbs created
by the nonce creation unit 22 and the access request information Pbs to the
authentication server S together with the nonces Nas and Nab, the
identification information IDa and IDb, and the access request information
Pas which are received from the node A. [01571      The operation instance
of the present embodiment indicates an operation where the access control
is performed in addition to the operation mentioned in the first
embodiment. For example, in the first embodiment, the additional
information ("a", "B") is the available period of the session key, the
number of times of access, or the charging information. By contrast, in the
present embodiment, the additional - 45 -  



information ("a", "6") is used for access control. The access control
includes control of determining whether or not each one of the nodes (A, B)
provides the retained information to the other node (A, B) (i.e., providing
the information retained by each one of the nodes (A, B) to the other node
(A, BA and operations (reading, writing, or executing) which are processed
by each one of the nodes (A, B) to modify the information provided by the
other node (A, B). In brief, the information of the access control is used
to select available information from the information retained by the node
(A, B) and to determine the operation performed with regard to the selected
available information. [0158]      The following explanation is made to the
operation instance illustrated in FIG. 3 including the options mentioned in
the first embodiment modified so as to enable the access control. Besides,
the operation instance illustrated in FIG. 1 can be modified so as to
enable the access control. When the following instance is applied to the
2PDKP, the following instance can be modified so as not to include the
authentication server S in line with FIG. 10. [0159]      According to the
present operation instance, for enabling the access control, as shown in
FIG. 4, the request information (access request information) Pas of the
access control is included in the date sent from the node A to the node B
in the procedure P1, and the request information Pas and Pbs of the access
control are included in the date sent from the node B to the authentication
server S in the procedure P2. In the present operation instance, the
request information Pas and Pbs of the access control are the options used
as necessary. The present operation instance relates to an operation of the
access control. Therefore, the following explanation is made to only
operation using the request information Pas and Pbs of the access control.
[0160] - 46 -       Upon receiving the request information Pas and Pbs of
the access control from the node B, the authentication server S creates (by
the access information creation unit 36) the authorization information Psa
regarding the access control for the node A and the authorization
information Psb regarding the access control for the node B. The
authentication server S adopts the authorization information Psa of the
access control as the additional information "a" used in the procedures P3
and P4, and the authorization information Psb of the access control as the
additional information "13" used in the procedures P3 and P4. [0161]
In the present operation instance, the request information Pbs of the
access control from the node B to the authentication server S is used in
the procedure P4, and the request information Pas and Pbs of the access
control is used for calculating the MAC values in the procedures P5 and P6.



[0162]      The authentication server S has a function of controlling the
access from one of the nodes A and B to the other on the basis of the
information retained by the nodes A and B in addition to the function of
enabling the communication between the nodes A and B by issuing the session
key Ks to the nodes A and B. The authorization information (Psa, Psb)
regarding the access control created by the authentication server S is
classified into the following plural classes. Upon receiving the request
information (Pas, Pbs), the authentication server S creates (by the access
information creation unit 36) the authorization information (Pas, Pbs)
respectively corresponding to a class selected from the following classes
in line with a predetermined rule. [0163]      According to the request
information (Pas, and Pbs) of the access control and the authorization
information (Psa, and Psb) of the access control, an operation with regard
to the information stored by the node (A, B) can be selected from four
operations of a reading operation, a writing operation, an executing
operation, and a providing - 47 -  operation. In the following explanation,
the reading operation, the writing operation, the executing operation, and
the providing operation are represented as "read", "write", "execute", and
"provide", respectively. For example, when the information retained by the
node B is designated as RB, the information indicating that the node A
requests reading out the information RB is expressed as "A read RB". In
another example, the information indicating that the node B provides the
information RB is expressed as "B provide RB". When the plural operations
are expressed side by side, the operations are distinguished from each
other by use of a vertical line ( I ). For example, the information
indicating that the node A requests reading out the information RB and
writing in the information RB is expressed as "A read I write RB". [0164]
In the following explanation, the node B retains information of various
classes. The following explanation is made to an instance where the
authentication server S creates (by the access information creation unit
36) the authorization information Psa and Psb of the access control in
order to limit the class of the information which the node A can access
with regard to the information of various classes retained by the node B.
In brief, the authentication server S issues the authorization information
Psa regarding the node A and the authorization information Psb regarding
the node B, on the basis of the access request from the node A to the node
B and the information which the node B permits providing. [0165]      In
the following explanation, the node B retains the information RB1, RB2, and
RB3 of three classes. The node A requests accessing all the information
RB1, RB2, and RB3 of the node B, and requests all the operations of the
reading operation, the writing operation, and the executing operation. The
node B permits only providing the information RB1. 



[0166] In brief, the request information Pas of the access control from the
node A is - 48 -  expressed as "A read I write I execute RB1, RB2, RB3".
The node A sends the request information Pas to the authentication server S
by way of the node B (P1). The node B sends "B provide RB1" to the
authentication server S as the request information Pbs (P2). [0167]
The authentication server S stores the registration information
(registration information of the access control) with regard to the access
control for each of the nodes A and B. A manufacturer of the nodes A and B
or the manager preliminarily stores, for each of the nodes A and B, the
registration information of the access control in the access information
storage portion (access information storage unit) 37 provided to the
authentication server S. The registration information of the access control
for the node A indicates "A read I write I execute RB1, RB2", and the
registration information of the access control for the node B indicates "B
provide RBI, RB2". [0168]      Upon receiving the request information Pas
and Pbs of the access control from the node B, the authentication server S
determines (by the access information creation unit 36) the intersection
(product set) of the request information Pas of the access control and the
registration information of the access control regarding the node A and the
intersection (product set) of the request information Pbs of the access
control and the registration information of the access control regarding
the node B. [0169]      In the aforementioned instance, the request
information Pas of the access control from the node A indicates "A read I
write I execute RB1, RB2, RB3", and the registration information of the
access control regarding the node A indicates "A read 



I write I execute RBI, RB2". Therefore, the intersection regarding the node
A indicates "A read I write I execute RBI, RB2". The request information
Pbs of the access control from the node B indicates "B provide RB1", and
the registration information of the access control regarding the node B
indicates "B provide RB1, RB2". Therefore, the - 49 -  intersection
regarding the node B indicates "B provide RBI". [0170]     The
authentication server S (the access information creation unit 36) treats
the intersection determined for the node A as the authorization information
Psa of the access control, and also treats the intersection determined for
the node B as the authorization information Psb of the access control. That
is, the authorization information Psa of the access control for the node A
indicates "A read I write I execute RB1, RB2", and the authorization
information Psb of the access control for the node B indicates "B provide
RBI". [0171]      As explained in the above, in the procedures P4 to P6 as
well as the procedures P3 and P4, the authorization information Psa and Psb
of the access control are adopted (by the encryption message creation unit
34) as the additional information "a" and "B", respectively. In brief, the
authentication server S sends the authorization information Psa and Psb of
the access control to the nodes A and B, respectively. [0172]      When
receiving the authorization information Psa and Psb of the access control,
the respective nodes A and B are permitted to perform only the operation
which is included in the request information from the communication
initiator of the node A and also included in the the request information
for the access control given from the communication responder of node B.
[0173] 



The authorization information Psa of the access control sent from the
authentication server S to the node A indicates "A read I write I execute
RB1, RB2". Therefore, the node A requests the reading operation, the
writing operation, and the executing operation with regard to the
information RB1 and RB2 of the node B. The authorization information Psb of
the access control sent to the node B indicates "B - 50 -  provide RBI".
Therefore, the service available for the node A from the node B is limited
to the information RB1 provided by the node B. In brief, the node A is
permitted to perform the reading operation, the writing operation, and the
executing operation with regard to only the information RBI retained by the
node B. [0174]      In the above operation instance, the authorization
information Psa regarding the access control is created by use of the
intersection (product set) of the registration information of the access
control preliminarily stored in the authentication server S and the request
information Pas of the access control which the authentication server S
receives from the node A. Further, the authorization information Psb of the
access control is created by use of the intersection (product set) of the
registration information of the access control preliminarily stored in the
authentication server S and the request information Pbs of the access
control which the authentication server S receives from the node B.
However, the authorization information Psa and Psb regarding the access
control may be defined by a collection (union) instead of the intersection.
[0175]      Using the product set provides the restricted access control
based on the request information from the nodes A and B. Therefore, a
strict policy can be provided. By contrast, using the union provides the
expanded access control based on the request information from the nodes A
and B. [0176]      The registration information of the access control
stored in the authentication server S is updated at a proper timing.
Therefore, an event where the nodes A and B fail to notice that the
registration information of the access control has been updated is likely
to occur. In view of this event, upon acknowledging that the registration
information of the access control includes no request information of the
access control received from the nodes A and B, the authentication server S
treats the registration information of the access control as the
authorization information of the access control, - 51 - 



and sends the addition information "a" and "6" for the nodes A and B
including the authorization information to the nodes A and B, respectively.
Therefore, the nodes A and B can receive, as the authorization information
of the access control, the registration information of the access control
newly stored in the authentication server S. [01771      In the above
situation, the authorization information of the access control is included
in the encryption messages for the nodes A and B, and is used for
calculating the message authentication code value. Therefore, the nodes A
and B can receive the authorization information of the access control with
keeping the authorization information secret from an unauthorized person.
In addition, it is possible to check the authenticity by use of the message
authentication code. Consequently, it is enabled to deliver the
authorization information of the access control to the nodes A and B in a
secure manner. Further, according to the above arrangement, the
authorization information of the access control given to the nodes A and B
can be modified in response to the modification of the registration
information of the access control stored in the authentication server S.
The modification of the access control can be made easily. [01781      In
the aforementioned instance, the request information Pas of the access
control from the node A indicates "A read I write I execute RB1, RB2, RB3",
and the registration information of the access control regarding the node A
indicates "A read  I write I execute RB1, RB2". Therefore, the
authorization information Psa of the access control regarding the node A
indicates "A read I write I execute RB1, RB2, RB3". Further, the request
information Pbs of the access control from the node B indicates "B provide
RBI", and the registration information of the access control regarding the
node B indicates "B provide RB1, RB2". Therefore, the authorization
information Psb of the access control regarding the node B indicates "B
provide RB1, RB2". - 52 -  [0179]      In this situation, the node A is
enabled to perform the reading operation, the writing operation, and the
executing operation with regard to the information RB1 and RB2 retained by
the node B. 



[0180]      For example, the arrangement where the authentication server S
treats the union of the request information Pas of the access control and
the registration information of the access control as the authorization
information Psa of the access control provided to the node A and treats the
union of the request information Pbs of the access control and the
registration information of the access control as the authorization
information Psb of the access control provided to the node B is considered
to be effective for the instance where the node A is permitted to operate
all information. [0181]      In this instance, when the registration
information of the access control for the node A is made by use of a
wildcard (*) designating all the information (in other words, the
registration information of the access control created so as to indicate "A
read  I write I execute *"), the authentication server S creates the
authorization information Psa of the access control regarding the node A
which indicates "A read I write I execute *" irrespective of contents of
the request information Pas of the access control from the node A.
Therefore, the node A can operate all information provided from the other
node. [0182]      With regard to the instance where the authorization
information Psa of the access control is defined as the product set of the
request information Pas of the access control and the registration
information of the access control, both the request information Pas of the
access control and the registration information of the access control need
include the wildcard (*) for designating information. By contrast, with
using the union, only the registration information of the access control
retained by the authentication server - 53 -  S is required to include the
wildcard (*) because the wildcard (*) used in the registration information
is reflected in the authorization information Psa of the access control
regarding the node A. [0183] 



Even when the union is used, the information available for the node A is
limited to the information provided from the other node. [0184]      In the
aforementioned operation instance, the authentication server S treats, as
the authorization information Psa and Psb of the access control, the
product sets or the unions of the request information Pas and Pbs of the
access control from the nodes A and B and the registration information of
the access control retained by the authentication server S. However, a
difference set may be used as the authorization information of the access
control. Alternatively, a combination of various kinds of sets may be used
as the authorization information of the access control. Further, different
set can be used for each of the nodes A and B. An arbitrary set can be
selected for each of the authorization information Psa of the access
control regarding the node A and the authorization information Psb of the
access control regarding the node B. [0185]      In the above operation
instance, the data sent from the node A to the authentication server S
includes the request information Pas of the access control, and the data
sent from the node B to the authentication server S includes the request
information Pbs of the access control in the procedures P1 and P2. However,
in an instance where, in the procedures P1 and P2, the data sent from the
node A includes no request information Pas of the access control and the
data sent from the node B includes no request information Pbs of the access
control, the server S sends, to the node A, the registration information of
the access control regarding the node A as the authorization information
Psa of the access control and sends, to the node B, the registration
information of the access control regarding the node B as the authorization
- 54 -  information Psb of the access control. [0186]      Besides,
according to the present operation instance, the nodes A and B receive the
authorization information Psa and Psb of the access control together with
the session key Ks, respectively. The nodes A and B can operate the
information designated by the authorization information Psa and Psb of the
access control via the communication using the session key Ks. If the
additional information "a" and "B" explained in the first embodiment would
be necessary, the additional information "a" and "B" may be attached to the
front side or the rear side of the authorization information Psa and Psb,
respectively. The other configurations and operations of the present
embodiment are the same as those of the first embodiment. [0187] 



According to the present operation instance, in the procedures P1 and P2,
the request information Pas and Pbs of the access control are sent, as the
additional information, to the authentication server S from the nodes A and
B. However, the authorization information Psa and Psb of the access control
are encrypted. Therefore, the authorization information Psa and Psb of the
access control are kept secret. Besides, if the request information Pas and
Pbs of the access control are unnecessary, the request information Pas and
Pbs may not be sent. [0188]      The encryption key distribution process
employed by the encryption key distribution system of the present
embodiment as mentioned in the above is a process of distributing a session
key used for the communication within a group including plural nodes in a
computer communication system. An authentication server which has a
function of creating a session key and a function of distributing the
session key to respective nodes included in the group shares secret keys
with the respective nodes. The key distribution process includes the steps
of: sending, to the authentication server, identification information of
one node in the group, a nonce created by the one node, - 55 -   and
identification information of the other node in the group; creating, by the
authentication server, the session key which the nodes in the group use
commonly; calculating, by the authentication server, a message
authentication code value by use of a secret key of each node from a
message including the nonce received from the first node, the created
session key, and additional information including authorization information
of access control; sending, by the authentication server, to each node,
encryption message for each node obtained by encrypting at least the nonce
received from the first node, the created session key, and the
authorization information of the access control with the secret key of each
node, together with the message authentication code value calculated by use
of a secret key of each node; obtaining, by each node in the group, the
session key and the authorization information of the access control by
decrypting encryption data received from the authentication sever; and
calculating, by each node in the group, a message authentication code value
by use of a secret key and the decrypted encryption data, and determining,
by each node, that the obtained session key is authenticated, upon
acknowledging that the calculated message authentication code is identical
to the message authentication code received from the authentication server.
[0189]      In order to realize the above key distribution process, in the
encryption key distribution system of the present embodiment, each of the
first additional information "a" and the second additional information "6"
are defined as the authorization information of the access control. [0190]
The configuration of the present embodiment is similar to that of the first
embodiment, except the additional information includes the authorization
information of the access control. Therefore, the present embodiment
provides the same effect as the first embodiment. In the prior art
explained as the background art, the authorization information of the
access control is sent to the node without being encrypted. In contrast to
the prior art, the present embodiment includes the 



- 56 -  authorization information of the access control in the encryption
message, and sends it together with the message authentication code value.
Consequently, it is possible to prevent the leakage of the authorization
information of the access control to a third person. Further, it is enabled
to check the authenticity regarding the authorization information of the
access control. [0191]       Besides, when the authentication server
receives the request information of the access control from the node, the
authentication server may compare the request information of the access
control with the registration information of the access control
preliminarily registered with regard to the node. Upon acknowledging that
the registration information of the access control does not include the
same information as the request information of the access control, the
authentication server may treat the registration information of the access
control as the authorization information of the access control regarding
the node, and sends the encryption message including the authorization
information together with the message authentication code value to the node
in the group. [0192]      In brief, the authentication server S (the access
information creation unit 36) is configured to, upon receiving the request
information of the access control from the first node A or the second node
B, compare the received request information of the access control with the
registration information of the access control preliminarily stored in the
authentication server S, and treat the registration information of the
access control as the authorization information of the access control when
the registration information of the access control does not include the
same information as the received request information of access control.
[0193]      In the above instance, when the authentication server stores
the registration information regarding the access control and when the
request information of the - 57 -  



access control from the node does not include the same information as the
registration information of the access control, the registration
information of the access control is treated as the authorization
information. Further, the authorization information is included in the
encryption message and the encryption message is sent together with the
message authentication code value attached thereto. According to this
instance, the authorization information of the access control stored in the
node can be updated in response to update of the registration information
of the access control in the authentication server. In brief, the
authorization information of the access control can be modified in response
to the modification of the registration information of the access control
stored in the authentication server. Therefore, the modification of the
authorization information of the access control can be made easily. [0194]
The authentication server S (the access information creation unit 36) may
be configured to create the authorization information of the access control
on the basis of the variable registration information of the access
control. [0195]      The authentication server S (the access information
creation unit 36) may be configured to, upon receiving the request
information of the access control from the node, perform a logical
operation of the received request information of the access control and the
registration information of the access control preliminarily stored,
thereby creating the authorization information of the access control.
[0196]      As described in the above, according to the instance where the
authentication server stores the registration information of the access
control, the access control can be modified by only modifying the
registration information of the access control in the authentication server
without directly changing the information of the access control stored in
the node. Therefore, the modification of the access control can be made
easily. - 58 -  [0197] 



According to the instance where the authentication server stores the
registration information of the access control and where the authorization
information of the access control is created by calculating the logical
operation of the request information of the access control from the node
and the registration information of the access control, the access control
can be modified by modifying at least one of the registration information
of the access control in the authentication server and the process of the
logical operation in the authentication server without changing the
information of the access control stored in the node. Therefore, the
modification of the access control can be made easily. [0198] (THIRD
EMBODIMENT)      As shown in FIG. 7, the encryption key distribution system
of the present embodiment is mainly different from the encryption key
distribution system of the second embodiment in that the system includes a
proxy node C configured to relay the communication between the first node A
and the second node B. [0199]      In the present embodiment, each node is
configured to indirectly communicate with the other node via the proxy node
C. [0200]      In the present embodiment, the authentication server S is
configured to send the authorization information of the access control to
the proxy node C. [0201]      The proxy node C includes a communication
unit (fourth communication unit) 40, an authorization information storage
unit 41, and an access control unit 42. - 59 - 



[0202]      The communication unit 40 is configured to communicate with
each of the nodes A and B and the authentication server S via the
information network. [0203]      The authorization information 41 is
configured to store the authorization information of the access control
received from the authentication server S. [0204]      The access control
unit 42 is configured to perform the access control between the nodes A and
B with reference to the authorization information regarding the access
control stored in the authorization information storage unit 41. [0205]
The present operation instance indicates an operation instance of the
system which performs the access control between the nodes A and B in a
similar manner as the second embodiment and includes the proxy server C. As
shown in FIG. 6, the proxy node C has a function of relaying the
communication between the node A as the initiator of the communication and
the node B as the responder of the communication. [0206]      In brief, the
nodes A and B do not communicate with each other directly, but communicate
with each other via the proxy node C. In the illustrated instance, the node
A as the initiator does not communicate with the authentication server S
directly, too. The proxy server C instead of the node A communicates with
the authentication server S. By contrast, the node B as the responder
communicates with the authentication server S and the proxy server C
directly. 



[0207]      A more detailed explanation referring to FIG. 6 is made to the
system of the present embodiment. In this explanation, the node A as the
initiator of the - 60 -  communication sends the request information of the
access control to the proxy node C, and then the proxy node C accesses the
authentication server S (an arrow illustrated in FIG. 6 indicates a flow of
data). [0208]       In the following operation instance, the request
information of the access control from the node A indicates "A read I write
I execute RB1, RB2, RB3". The request information of the access control
from the node B indicates "B provide RBI". The request information of the
access control from the proxy node C indicates "C read I write I execute
*". [0209]      The authentication server S retains the registration
information regardingthe access control regarding the node A indicative of
"A read I write I execute RB1, RB2", the registration information of the
access control regarding the node B indicative of "B provide RB1, RB2", and
the registration information of the access control regarding the proxy node
C indicative of "C read I write I execute *". Further, the authentication
server S (the access information creation unit 36) calculates the
intersections (product set) of the request information of the access
control regarding the node A, the node B, and the proxy node C and the
corresponding registration information of the access control, thereby
creating the authentication information of the access control regarding the
node A, the node B, and the proxy node C, respectively. [0210] 



Upper and lower eight arrows in FIG. 6 are corresponding to the procedures
P1 to P8 in FIG. 4, respectively. In brief, the upper eight arrows indicate
that the node A, the proxy node C, and the authentication server S are
respectively corresponding to the node A, the node B, and the
authentication server S shown in FIG. 4. In addition, the lower eight
arrows indicate that the proxy node C, the node B, and the authentication
server S are respectively corresponding to the node A, the node B, and the
authentication server S shown in FIG. 4. - 61 -  [0211]       In the
operation shown in FIG. 6, the information "C provide *" is sent from the
authentication server S to the proxy node C in the procedure P3. The
information "A read I write I execute RB1, RB2" is sent from the proxy node
C to the node A in the procedure P4. The information "B provide RB1" is
sent from the authentication server S to the node B in the procedure P3.
The information "C read I write I execute *" is sent from the node B to the
proxy node C in the procedure P4. [0212]      Therefore, as shown in FIG.
6, the authorization information of the access control for the node A
indicates "A read I write I execute RB1, RB2". The authorization
information of the access control for the node B indicates "B provide RBI".
The authorization information of the access control for the proxy node C
indicates "C read  I write I execute I provide *" (in FIG. 6, the reading,
writing, executing operations are expressed as being separated from the
providing operation). Alternatively, the information "C read I write I
execute *" may be sent from the authentication server S to the proxy node C
in the procedure P3. Alternatively, the information "C provide *" may be
sent from the node B to the proxy node C in the procedure P4. In brief, it
is sufficient that the authorization information of the access control
regarding the proxy node C indicative of "C read I write I execute I
provide *" is created as a result. [0213]      In a situation where the
authorization information of the access control is given to each of the
node A, the node B, and the proxy node C as mentioned in the above, the
proxy node C (the access control unit 42) relays the access from the node A
to the node B (with reference to the authorization information of the
access control stored in the authorization information storage unit 41). In
other words, upon being accessed by the node A, the proxy node C accesses
the node B and then the response from the node B is sent to the node A via
the proxy node C. - 62 - 



[0214]      The proxy node C is free from the access limitation. The access
from the node A to the node B is limited based on the authorization
information "A read I write I execute RBI, RB2". As a consequence, although
the proxy node C relays the access from the node A to the node B, the node
A is permitted to access only the information RB1 of the node B. [0214]
As described in the above, the proxy node C receives the authorization
information of the access control indicative of "C read I write I execute I
provide *". Therefore, when the node A requests the operation (the reading
operation, the writing operation, or the executing operation) with regard
to the information RBI., the proxy node C receives the request of the
operation with regard to the information RB1, and the proxy node C instead
of the node A requests the operation with regard to the information RB1 of
the node B. Thereby, the node B provides the information RB1 on the basis
of the authorization information of the access control. Therefore, the
proxy node C can receive the information RB1, and provides the received
information RB1 to the node A. [0216]      Also when the node A sends a
request of the operation with regard to the information RB2, the proxy node
C sends the request to the node B. However, the authorization information
of the access control for the node B does not include the provision of the
information RB2. Therefore, the node B does not provide the information RB2
to the proxy node C. As a result, the node A fails to perform the operation
with regard to the information RB2. [0217]      When the request
information of the access control sent from the node B indicates "B provide
RB1, RB2", the node A is permitted to perform the operation with regard to
the information RB2. Likewise, when the authentication server S uses, as
the authorization information of the access control, the union instead of
the intersection - 63 -  



(product set) of the request information of the access control and the
registration information of the access control, the node B can provide the
information RB2. The other configurations and operations of the present
embodiment are same as those of the second embodiment, except the present
embodiment includes the proxy node C. [0218]      As mentioned in the
above, the encryption key distribution system employs the configuration
which includes the proxy node C configured to relay the communication
between the nodes in the group and sends the authorization information of
the access control from the authentication server to the proxy node. [0219]
In brief, the encryption key distribution system further includes the proxy
node C configured to relay the communication between the first node A and
the second node B. The authentication server S is configured to send the
authorization information of the access control to the proxy node C. The
proxy node C is configured to relay the communication between the first
node A and the second node B with reference to the authorization
information received from the authentication server S. [02201      As
described in the above, with using the proxy node for the access control,
it is possible to modify the access control by revising the information of
the access control at the proxy node without changing the information of
the access control at the node. Therefore, the modification of the access
control can be made easily. [0221] (FOURTH EMBODIMENT)      The present
operation instance indicates an instance where the system classifies the
plural nodes into groups and performs the access control for each group. In
order to simplify an explanation, as shown in FIG. 4, the four nodes A, B,
D, E and the proxy node C can communicate with each other, and the system
employs the authentication - 64 - 



server S having the function of the key distribution like the
aforementioned third embodiment. The operation illustrated in FIG. 8
includes a process designated by a set of eight arrows respectively
corresponding to the procedures P1 to P8 shown in FIG. 4. In the following
explanation, the nodes A and B is classified into a group different from a
group into which the nodes D and E are classified. In the explanation, it
is assumed that the node E requests information in a similar manner as the
node A and that the node "F" provides information in a similar manner as
the node B. [0222]      When an identifier is allocated for each class of
information and plural nodes provide information of the same class, it is
necessary to classify the nodes A, B, D, and E into plural group. For
example, it is assumed that the identifier of RB1 is allocated to
temperature information and that the nodes B and D are configured to
provide the temperature information. In this example, when the two nodes A
and E request the operation with regard to the information RB1, the proxy
node C fails to distinguish between the request of the operation with
regard to the information RB1 of the node B and the request of the
operation with regard to the information RB1 of the node D. [0223]      In
view of the above, with classifying a set of the nodes A and B and a set of
the nodes D and E into the different group, it is possible to provide the
information RB1 from the node B to the node A in response to the request
from the node A, and it is possible to provide the information RB1 from the
node D to the node E in response to the request from the node E. In the
present operation instance, as shown in FIG. 9, a group identifier used for
identifying a group is included in the additional information "a" and "6"
which are sent in the procedures P3 and P4 explained in the first
embodiment. In the following explanation, the set of the nodes A and B and
the set of the nodes D and E are classified into the different groups. The
group identifier (G1, G2) is allocated to each group. [0224] - 65 -
In the present instance, the group identifier G1 is sent as the additional
information in the procedures P3 and P4. The proxy node C stores the group
identifier (G1, G2) in association with each of sets of the nodes to which
the authentication server S distributes the same session key Ks. When the
group identifier (G1, G2) of the data received by the proxy node C is not
identical to the stored group identifier (G1, G2), or the data received by
the proxy node C does not include the group identifier (G1, G2), the proxy
node C does not relay the received data. [02251 



In brief, in the present embodiment, the authorization information storage
unit 41 is configured to store the group identifier (G1, G2) for each of
the sets of the nodes to which the authentication server S distributes the
same session key Ks. In addition, the access control unit 42 is configured
not to, when the group identifier (G1, G2) included in the data received by
the communication unit 40 is not identical to the group identifier (G1, G2)
stored in the authorization information storage unit 41, or when the data
received by the communication unit 40 includes no group identifier (G1,
G2), relay the received data. [02261      When the single node is
classified into plural groups, it is possible to select, by use of the
group identifier in the procedures P1 and P2, the current group from the
plural groups. When the single node belongs to the plural groups, the
authentication server S is configured to calculate the union regarding the
group identifier, and thereby creating the authorization information of the
access control. According to this instance, the proxy node C can permit the
access with regard to all the groups included in the calculated union.
[0227]      For example, the nodes A and B belong to the group "1"
(designated by the group identifier G1), and the nodes D and E belong to
the group "2" (designated by the group identifier G2). The proxy node C
selects the group identifier G1 with regard to the - 66 -  procedure P1 in
which the proxy node C communicates with the node A. The proxy node C
selects the group identifier G2 with regard to the procedure P2 in which
the proxy node C communicates with the node D. The proxy node C selects the
group identifier G1 with regard to the procedure P3 in which the proxy node
C communicates with the node B. The proxy node C selects the group
identifier G2 with regard to the procedure P4 in which the proxy node C
communicates with the node E. [0228]      The proxy node C (the access
control unit 42) stores a data table indicative of a correspondence
relation between the group identifier and the procedure (e.g., the data
table is stored in the authorization information storage unit 41). The
proxy node C (the access control unit 42) refers to the data table and then
determines whether or not it relays the data between the nodes. Likewise,
when the group identifier is associated with specific information, the node
which has received information can select the specific information by use
of the group identifier. 



[0229]      An explanation referring to FIG. 8 is made to the operation
instance of the present embodiment. FIG. 8 illustrates an instance where
the node A obtains the information RB1 from the node B and the node E
acquires the information RB1 from the node D. With regard to the node A,
the authentication server S sends the authorization information "C provide
*" to the proxy node C in the procedure P3, and the proxy node C transfers
the authorization information "A read I write I execute RB1" from the
authentication server S to the node A in the procedure P4. Further, with
regard to the node B, the authentication server S sends the authorization
information "B provide RB1" to the node B in the procedure P3, and the node
B transfers the authorization information "C read I write I execute *" from
the authentication server S to the proxy node C in the procedure P4. [0230]
With regard to the node E, the authentication server S sends the
authorization - 67 -  information "C provide *" to the proxy node C in the
procedure P3, and the proxy node C transfers the authorization information
"E read I write I execute RB1" from the authentication server S to the node
E in the procedure P4. Further, with regard to the node D, the
authentication server S sends the authorization information "D provide RB1"
to the node D in the procedure P3, and the node D transfers the
authorization information "C read I write I execute *" from the
authentication server S to the proxy node C in the procedure P4. [02311
When the authorization information of the access control is given to each
of the nodes A, B, D and E, and the proxy node C as explained in the above,
the proxy node C permits the node A to access the node B, and permits the
node E to access the node D. In other words, the proxy node C accesses the
node B in response to being accessed by the node A, and then the response
from the node B is sent to the node A via the proxy node C. The proxy node
C accesses the node D in response to being accessed by the node E, and then
the response from the node D is sent to the node E via the proxy node C.
[0232] 



In this instance, the proxy node C has the group identifier associated with
the session key. When the node A requests the access control with regard to
the information RB1, the information RB1 of the node B which has the same
group identifier G1 as the node A is sent to the node A. When the node E
requests the access control with regard to the information RB1, the
information RB1 of the node D which has the same group identifier G2 as the
node E is sent to the node E. [0233]      The other configurations and
operations of the present embodiment are the same as those of the second
embodiment. The operation instance illustrated in FIG. 9 is corresponding
to the operation instance shown in FIG. 3 where the options are employed in
the first embodiment, but can be modified to be corresponding to the - 68 -
operation instance shown in FIG. 1 which has no options. [02341      In the
aforementioned key authentication system of the present embodiment, each
node has a group identifier. The additional information includes the group
identifier. The access control is performed by use of the group identifier.
[02351      In brief, the group identifier is allocated to each of the
nodes A, B, D, and E. The first additional information "a" and the second
additional information "6" include the group identifier. The proxy node C
(the access control unit 42) is configured to execute the access control by
use of the group identifier. [0236] 



As described in the above, the use of the group identifier for the access
control enables to define a range of the access control. In other words,
the group identifier can restrict a range over which the encryption message
extends.  CLAIMS 1. An encryption key distribution system comprising: a
first node; a second node; and       an authentication server configured to
create a session key used for encryption communication between said first
node and said second node,      wherein said first node and said
authentication server are configured to retain a first secret key used for
encryption communication between said first node and said authentication
server,      said second node and said authentication server being
configured to retain a second secret key used for encryption communication
between said second node and said authentication server,      said first
node being configured to create a first nonce and sends the created first
nonce to said authentication server when said first node requests said
authentication server to issue the session key,      said second node being
configured to create a second nonce and sends the created second nonce to
said authentication server when said second node requests said
authentication server to issue the session key, 



said authentication server being configured to      newly create the
session key in response to receiving the first nonce and the second nonce,
and      calculate a first message authentication code value by use of the
first secret key from a first message including the received first nonce,
the newly created session key, and predetermined first additional
information, and      create a first encryption message by encrypting the
received first nonce, the newly created session key, and the first
additional information with the first secret key, and      send the first
encryption message and the first message authentication code value to said
first node, and      calculate a second message authentication code value
by use of the second secret key from a second message including the
received second nonce, the newly created - 70 -  session key, and
predetermined second additional information, and      create a second
encryption message by encrypting the received second nonce, the newly
created session key, and the second additional information with the second
secret key, and      send the second encryption message and the second
message authentication code value to said second node, 



said first node being configured to      in response to receiving the first
encryption message and the first message authentication code value, obtain
the session key and the first additional information by decrypting the
first encryption message with the first secret key, and      calculate the
first message authentication code value by use of the first nonce stored in
said first node, the session key and the first additional information
obtained by decrypting the first encryption message, and the first secret
key, and      authenticate the session key received from the authentication
server by judging whether or not the first message authentication code
value calculated by said first node is equal to the first message
authentication code value received from said authentication server, and
said second node being configured to      in response to receiving the
second encryption message and the second message authentication code value,
obtain the session key and the second additional information by decrypting
the second encryption message with the second secret key, and
calculate the second message authentication code value by use of the second
nonce stored in said second node, the session key and the second additional
information obtained by decrypting the second encryption message, and the
second secret key, and      authenticate the session key received from said
authentication server by judging whether or not the second message
authentication code value calculated by said second node is equal to the
second message authentication code value received from said authentication
server. 2. An encryption key distribution system as set forth in claim 1,
wherein said first additional information and said second additional
information are - 71 - 



defined as authorization information regarding access control. 3. An
encryption key distribution system as set forth in claim 2, wherein
said authentication server is configured to, upon receiving request
information regarding the access control from said first node or said
second node, compare the received request information regarding the access
control with registration information regarding the access control
preliminarily registered,      said authentication server being configured
to, upon acknowledging that the registration information regarding the
access control does not include the same information as the received
request information regarding the access control, use the registration
information regarding the access control as the authorization information
of the access control. 4. An encryption key distribution system as set
forth in claim 2, wherein      said encryption key distribution system
further comprises a proxy node configured to relay communication between
said first node and said second node,      said authentication server being
configured to send the authorization information regarding the access
control to said proxy node, and      said proxy node being configured to
relay the communication between said first node and said second node on the
basis of to the authorization information regarding the access control
received from said authentication server. 5. An encryption key distribution
system as set forth in claim 4, wherein said first node and said second
node have a group identifier, 



said first additional information and said second additional information
including the group identifier, and      said proxy node being configured
to execute the access control by use of the group identifier. 6. An
encryption key distribution system as set forth in claim 2, wherein said
authentication server is configured to create the authorization information
- 72 -  regarding the access control on the basis of changeable
registration information regarding the access control. 7. An encryption key
distribution system as set forth in claim 2, wherein      said
authentication server is configured to, upon receiving the request
information regarding the access control from said first node or said
second node, perform a logical operation of the received request
information regarding the access control and registration information
regarding the access control preliminarily registered, thereby creating the
authorization information regarding the access control. 












