DESCRI PTI ON ENCRYPTI ON KEY DI STRI BUTI ON SYSTEM Techni cal Field [0001]

The present invention is directed to an encryption key distribution system
used for conputer conmunication, the encryption key distribution system
being configured to distribute a session key used in comuni cati on between

nodes from an authentication se de. Background Art [0002]
Cenerally, a two party key di stygﬁ(?g%%g:)m (2PKDP = 2 Party Key

Distribution Protocol) and a three party key distribution protocol (3PKDP =
3 Party Key Distribution Protocol) are well known as a protocol for

distri bEN@EYPﬁ?@NKﬁ?MS’H@IBQ@E@WEYSQ@Mm publication 3078841). In the

2PKDP, authentication is established between two nodes, that is, an
initiator of comunication and a responder of the comrunication. The 3PKDP
i's perfornmed bf/ the initiator of the conmunication, the responder of the
communi Techwical Erddan aut hentication server as an authenticator. [0003]
Wth regard to the 2PKDP, the node acting as the initiator which starts
comuni @Qpﬂ n requests the node acting as the responder to provide a

session keyp,] Pres&rtilEsto tllﬁe irr‘e%%’e%] 3 r%%‘ngzr{qﬁ?cﬁgkz%gis@“hb Mid E%SEJ}E u%egdSSi on

key to the node as the itnitrator. S e node as t

initiat Rk céfuidt@oMAtthidtidn)ehd ESRPNEGT kSHALE R tFH TR 8 BTl cokBY¥ured
prelimnaril g [ 0004] ' According to %e t echni que of tﬁ% 2PK
di scl osedlistriblapanesgorphéendedinlbimeainicati30FE844n nelenfrommquest i ng provi si on
of the session key, the node as the initiator creates

authentication server to each node.

Background Art
[0002]

Generally, a two party key distribution protocol (2PKDP = 2 Party Key
Distribution Protocol) and a three party key distribution protocol (3PKDP = 3 Party
Key Distribution Protocol) are well known as a protocol for distributing session keys (cf.
Japanese patent publication 3078841). In the 2PKDP, authentication is established
between two nodes, that is, an initiator of communication and a responder of the
communication. The 3PKDP is performed by the initiator of the communication, the

responder of the communication, and an authentication server as an authenticator.

[0003]

With regard to the 2PKDP, the node acting as the initiator which starts
communication requests the node acting as the responder to provide a session key. In
response, the node as the responder provides the session key to the node as the initiator.
In this instance, the node as the initiator and the node as the responder share a

common secret key preliminarily.

[0004]
According to the technique of the 2PKDP disclosed in Japanese patent publication

3078841, when requesting provision of the session key, the node as the initiator creates
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a nonce and sends identification information (e.g., address) of the node as
the initiator and the created nonce to the node as the responder. Upon
receiving a request of providing the session key fromthe node as the
initiator, the node as the responder creates the session key, and

cal cul ate®nee amd sagk idetifentionahfoom ationée.w.ahddre AT thahodd abthelisgiatbr t he
secret key from a nessage including the nonce, the session key, and

i dent i f pedthoerepipdoronge forhe(rodg asdghdresponder {henyseriviag a traupeisfonder .

Further, th ot d ts.th i d t he MAC

Lo une b Gl RS ik e R oS B T Bbtinuts (BE 89S B IR refiihdige st he
d i | t t th

" eSPONgLc\ SRS L1 PR RU LOR TESSFAR L AUSHAEL LB L, VG VRIALe Lo the

node as the initrator. e node as or decr € encryption
messageviublby he Sa6E BberkEley bRl £RYs QIR 3L LMGtRE nSRES itRE s&8)on IRGShAES,

the MAC value is also sent to the node acting as the initiator. Therefore,
t he nodgleatificatgoramfoieation feigatddresamfthe ckdaad thentesportder (i Ferthet, lthe node
acting as_the initiator can check whether or not the encryption nessage is
al t er edn9fe anthgrrasRamdet srdyplsrtbeyssiqrobosind the MACcwHE riferebytchieatamoP, one
of the node as the initiator and the node as the responder relays data from
the ot h&ICTYRMIhECE A8Rent i cation server, thereby establishing communication
bet ween the node and the authentication server. Therefore, the both nodes
can share the session key created by the authentication server. Wth regard
to the PBEEP, a push scenario and a pull scenario have been proposed.
According to the push scenario, the node as the initiator directly

communi cat eBhavhede ashdeaasivader satdsdhe seeryetion Amasergh fogether whigh the MAC
scenari o, the node as the responder direct]y. conmunicates with the

aut hent Yalge toHheseidges the deigiafor-  Thengde e thy wntiatos da¢ivats theensbdions t he

initiator commupi gates with the .node .as the responder and,ther eafter
communi et oLt PhORH e e e R bR e i 0P FRBRBES ARG BTS¢ e
aut hentynat iONSSIMaD th@RoGNEURL AOMeTRRSAGE TerdBR, RRARo@Sadtlif ad thet | @t Or
and an encryption nessage for the node as the responder. Consequently, the
node asinithftor Basi tladchravohéstidisy (.be tlhessdcoartiogyasf the initia¢oredner ghptk emhetigssage
for the node as the initiator. The node as the initiator delivers the

encr yptdromtiihe sagaption mdseageodaltgeed hiean sspuiiveized persen).-node as t he
responder. Thus, the node as the responder obtains the session key. [0008]

[0006]

According to the 3PKDP, one of the node as the initiator and the node as the
responder relays data from the other to the authentication server, thereby establishing
communication between the node and the authentication server. Therefore, the both
nodes can share the session key created by the authentication server. With regard to
the 3PKDP, a push scenario and a pull scenario have been proposed. According to the
push scenario, the node as the initiator directly communicates with the authentication
server. According to the pull scenario, the node as the responder directly

communicates with the authentication server.

[0007]
In the push scenario, the node as the initiator communicates with the node as the
responder and thereafter communicates with the authentication server, thereby

receiving, from the authentication server, an encryption message for the node as the
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By contrast, in the pull scenario, the node as the initiator conmunicates
with the node as the responder. In response, the node as the responder
comuni cates with the authentication server, thereby receiving, fromthe
aut henti cati on server, the encryption nessage for the node as the initiator
and t he ieitietorpndom emgspigen essagadomideencds aslthe reppodeter CoGsnpeqtigntiey, t he
node as the responder obtains the session key fromthe encrypti on nessage
for theDABYEs B npaatprebigmeicthe sgpdon key {rapstherpacemsioppnewageiasdhgaoder the
node as _t ini.tiat to the node..as the.initiator. Thus, the_.node as the
initiat S?Q}g nifinte® b hes%%i"i %Snﬁl?éi}%w’[s%é“g vells the ﬁﬂ”f‘%&tb"é’c@ﬁ?ﬁé‘gﬁorp‘i?‘&m Bl s
(push s i Q) u vial i nt

t oget he?g\?\n&{ %&F%g%éﬁg%%tﬁ?ﬁﬂnﬂehgsrg%@npggI m@kﬁ%%gdsss@g#g?ﬁg% d?ﬁ order to
assur e bbaimuthientdien kyy.(t he encryption nessage is not altered). Besides,
an encryption nmessage for each node fromthe authentication server is
encrypted or decrypted with a secret key which is shared by the

aut henti[c(ﬁt} on server and each node prelimnarily. [0010] Li ke the
node as'4%98 responder of the 2PKDP, the authentication server of the 3PKDP
cal cul ates C.val ye by, use_of segret key.f.roma nessage including a
nonce cr eat fég%%@@%s%bnrérilgspp%lnscfieﬁ%m?fotg‘g,noge 83415 %’ﬁtlﬁ%)\l} CORAH T RAY vati%ct i on

i nf or mahb@NaOfhetB8H HAEF.€ SIRORE) e NO&10dd BE tBUIASBhIGA LA SRANE WwifieRds. to
t he correspondi ng node, an encryption nmessage created by encrypting a

conbi natuthentifatidiesesess tlarekeyecaivdng, feorh/ke xafhdaticati@Ddedler, the efdréptidi3
illustrates an instance for the push scenario in the 3PKDP. |In the shown

i nst anc@esspgA deretha node gefthe adtiatoramd the ehatyotion anebsagnfod hdnpde aefliened as a
responder . nthis instance, the node A prelimnarily shares secret key
(commnr%gwdekasaﬁﬁel‘iuﬁ?l&%ﬁﬁé‘ﬁp? 83&%?88&&P@§1n%ﬁ@ ?eﬁ'éloﬁgi%%@m the
prelim i r k i e aut hentication
Server SrpliSliehaRe uSRERe 2t BRI Y dS et h rhlS B BT
subsequathyns@n@sthetifiti16r O Bde bBEhEAALRH. NPRGEShNASIARY 1N it 9get her
with identification information | Da of the node A and identification

i nf or natliteims|thb sefsidrhleeynode B (P1). Thereafter, the node B creates a nonce
Nbs, and sends, to the authentication server S, the identification
information I Db of the node B and the nonce Nbs in addition to the nonce
Nas and[ob&% identification information | Da received fromthe node A (P2).

Irrespective of protocols (push scenario and pull scenario) to be used, the MAC
value is sent together with the encryption message including the session key in order to
assure the authenticity (the encryption message is not altered). Besides, an
encryption message for each node from the authentication server is encrypted or
decrypted with a secret key which is shared by the authentication server and each node

preliminarily.

[0010]

Like the node as the responder of the 2PKDP, the authentication server of the
3PKDP calculates the MAC value by use of a secret key from a message including a
nonce created by a corresponding node, a session key, and identification information of
the corresponding node. The authentication server sends, to the corresponding node,

an encryption message created by encrypting a combination of the session key and the

MAC value.



[0013] Upon receiving the nonces Nas and Nbs fromthe node B, the

aut hentication server S creates a session key Ks. Further, the

aut henti cati on server S calculates, by use of the secret key Kas shared
with the node A a nessage authentication code value (MAC val ue) MAC [ Kas]
(Nas, a, Ks, IDb) froma nessage containing the nonce Nas, the session key
Ks, the identification information I Db of the node B, and predeterm ned
additing”3?nfornation "a". Further, the authentication server S uses the

MAC | , d nbi nat.i d
the sesstonKey RIS ERERuy GRS iR R SF ol HeSCRILENE PRsPot Rea.
Ks). [ Oﬂi]s@;nce, a noPAGOVEfined g%eaﬁ' 1{:1%%', & eh%%dg %rig%ireﬁge& gé ?"Me to%ﬁe by use

of the secret key Kbs shared wt e no , message aut hentication code

val ue ( MA€hiyahdtenceViie hdesA ptdaBinatdy sitdres hlfdret koY (RnIBSSREO KAxGki4di ng the
nonce Nbs, the session key Ks, the identification information | Da of the

node A, 2apdthnéigatien sénver Sagl theomale B pfadimmpiidnshdrét a sEeret key (cotringon
authent%c§h£on Sﬁrver uses .the MAC_ val ue as a nonce Nsb, and encrypts a
combi natFaRRsr With&he gudeniisatiomer v feSsessi on key Ks, thereby creating an
encryption nmessage ENC [ Kbs] (Nsb, Ks). [0015] The af orenenti oned
additional information "a" is defined as infornmation to be sent to the node
A, and [gogeopf orenmenti oned additional information "6" is defined as
information to be sent to the node B. For exanple, the additional

i nf or mat i onFirstdtleat@k Anreatai hakbeNpennddN«l, ahtieubessieatly keydKso tH0016]

The aut hentication server S sends the two encryption nessages including the
sessi onngdsyB.kée ceapied nprask WNasqyst Neb tagiethertvhish Ma@tifishties infndnatien Hdaof i onal

i nf [ " g d "6 h d P3). U IV h [
rossage ¥ o he L tienBAe Cat 1R ST veI Pelod e acbhyipt 4 A node "
encryptpop s ﬂgﬁcev%{' a%ﬁ%eﬁ&& 't ttl&ﬁ%){thlégﬁ t dsetrt)grns q;?x% g&ﬁéﬁ% nonce Nsb

> n
and the session key e norce I's tdentical "'to valte mac

[ths] (iNESmaBionDb dflBg nodOBr-LIdhe nohRENBE e aB1itRh A kRS BSndehgadiifd MR Ue by
use of the nonce Nbs and the identification information "6" known to the

node B ifegefitpsionvinfdrmatiend®esicosivikirotsthancdt Me(P2di ti onal i nformation "6"
obtai ned by the node B. The node B checks whether or not the cal cul ated MAC
value is identical to the received MAC value, in order to confirmthe
authenﬁbghﬂy of the encryption nessage. [0017]

Upon receiving the nonces Nas and Nbs from the node B, the authentication
server S creates a session key Ks. Further, the authentication server S calculates, by
use of the secret key Kas shared with the node A, a message authentication code value
(MAC value) MAC [Kas] (Nas, a, Ks, IDb) from a message containing the nonce Nas,
the session key Ks, the identification information IDb of the node B, and predetermined
additional information "a". Further, the authentication server S uses the MAC value
as a nonce Nsa, and encrypts a combination of the nonce Nsa and the session key Ks,

thereby creating an encryption message ENC [Kas] (Nsa, Ks).

[0014]

Moreover, the authentication server S calculates, by use of the secret key Kbs
shared with the node B, a message authentication code value (MAC value) MAC [Kbs]
(Nbs, B, Ks, IDa) from a message including the nonce Nbs, the session key Ks, the

identification information IDa of the node A, and predetermined additional information
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Thereafter, the node B transfers, to the node A the encryption nessage ENC
[ Kas] (Nsa, Ks), the MAC value MAC [Kas] (Nas, a, Ks, IDb), and the
additional information "a" for the node A which are received fromthe

aut henti cati on server S. Further, in order to guarantee that the transfer

i s perf 6B red usther hderrodkerBicatioe saode SBuses ¢éhe MEA G valew asanomchiNsb, and
cal cul ates the MAC value MAC [Ks] (Nab, Nba, | Db) based on the session key
Ks, and °B8HA% 2 eynbinatinp @b the nqnge Nakansldhgsesien kaeKadhetehusaeatorpamer wit h
t he encr iLon_nessa K ( , Ks), the MAC value MAC [Kas] (Nas,
a, Ks, fﬁ%@?gﬂﬁﬁlSfﬁgﬁgg§ﬁ¥#3ﬁ§+ﬂ?ﬁ?grnation "a" (P4). [0018] Upon
recei ving the encryption nessage ENC [ Kas] (Nsa, Ks), the node A decrypts
it with the secret key Kas, and then obtains the nonce Nsa and the session
key Ks. [0dnBeover, in a similar manner as the node B, the node A cal cul ates
t he MAC val ue MAC [Kas] (Nas, a, Ks, IDb), and checks whether or not the
cal cul at ed Waca{papmentienddgutttifiond! inormhsion da'bis ietind\@s iebrmatiomtobademtt o
confirmthe Thereafter,

aut henticity of the encryption nessage. [0019]
the nod& e ﬁ’é‘fléél? ﬁéorment}anl%a%ﬁ@ﬁ%dg{or@r@g@p "F’(’sl)S ngdasof the
secret C va C [Ks b, a y .use of the session
key Ks,hgﬁg séﬁbsqgﬁ%gggpﬁﬁi%cgag IV% Hlééggeﬁﬁgﬁﬁ%ﬁgxﬁ??¥%ﬁqn'The node B
cal cul atiRBcdtbealVibaiVldBe M of thelsefNaPkeyNRR) . and checks whether or not the

recei ved MAC val ues are sent fromthe node A on the basis of the

cal cul ated MAC val ue (P5). [0020] Further, the node B cal cul ates the
MAC val pe C [Kbs] (Nbs, Ks) by use of the secret key Kbs. The node B
sends t HO1EhI cul ated MAC val ue together with the MAC val ue MAC [Kas] (Nas,

Ks) receiv fromthe node AtQ th ut hentication server, S (P6). The
aut hent i cat | Sh?SEEYEFAtETSEr Ve éﬁmﬁﬁgfﬁ@PeBPWHSPnﬂW%“?%?épﬁéé“Wﬂ@evaIues

are senfqskiha @e&h@s ﬂégﬁl&tﬁewgﬁ%@gg Ras e%Abh%?&is%% eﬁ%la Sbti(frla(?ozj']

Accordi ngly, as apparent t echni que ey distribution disclosed

i n Japaingsenpaneat apabi waht a8dSBIB8A L, UpdiLrd09eOthetdh@r@iiongRidsGad | on
server creates the session key, and then, in order to distribute the

sessi onfrkmythe eatlvuitzaEsn shweMBCtheahade B dvafpisrtye ieherypoion enesangk eitbrtipt s t he
session key and the MAC value to obtain the_encryption ness%gf, and sends

t he obt¥rfé&esdthsyprd birmelyamgdhe sgaeaiipb apd phe srssiondsey dfaye The nonce
Nsb is identical to the MAC value MAC [Kbs] (Nbs, B, Ks, IDa). Therefore, the node B

calculates the MAC value by use of the nonce Nbs and the identification information "8"
known to the node B together with the session key Ks and the additional information
"B8" obtained by the node B. The node B checks whether or not the calculated MAC
value is identical to the received MAC value, in order to confirm the authenticity of the

encryption message.

[0017]

Thereafter, the node B transfers, to the node A, the encryption message ENC
[Kas] (Nsa, Ks), the MAC value MAC [Kas] (Nas, a, Ks, IDb), and the additional
information "a" for the node A which are received from the authentication server S.
Further, in order to guarantee that the transfer is performed by the node B, the node B
creates a new nonce Nba, and calculates the MAC value MAC [Ks] (Nab, Nba, IDb)
based on the session key Ks, and sends, to the node A, the MAC value and the nonce
Nba together with the encryption message ENC [Kas] (Nsa, Ks), the MAC value MAC
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[0022] In brief, inline wth the teaching of the technique of key

di stribution disclosed in Japanese patent publication 3078841, the
encryption message contains the session key and the MAC val ue involving the
nonce. In the event of sending the additional information unknown to the
node r etBasli(Ngs;tth&ss EBb), end itky addibien aldidifdrionamn "ahfRYmat i on is sent toget her
with the encryption nessage and the MAC val ue wit hout being encrypted.

[ 0023] Therefore, an unauthorized person can sniff the additional
infornaghﬂg Especially, in the 3PKDP, either the authentication server or
one node’ T ?aying t he communi cati on obtains the additional information for
the other n LSt r bt hnglgel ion is
not sent i ngggré(g%%‘%iﬂgrel%%%%&fr %‘? (l?no%.e Q%gg?l%‘g?r{%g]ggs ’ﬁgée)hlfl on d[e(fgg%{rws In

vi ew of ittvieh ahoveréticsy Kas n@0Elen bhRidY thSadhcd N¥&RhH @Re Basionagy Ré.med to
propose an encryption key distribution system which enabl es check of

aut hent Meireqrenfing swdlei omrkey as yee¢ nedeaB) thegrade Aecedenlptestthe MseGS shhe key

t oget he i information other than the session key and

di tional f

distrib m%sﬂ%%.“’ F@eé‘%@, and chegks vehethernr nsr the galanleted MG vrlugyst em i n
accorda Wiit.h.the pre i nyention, includes first node second node,
and an g%?ﬁ@%ﬁ?ég f%%“?gﬁ@épfz ‘%I%BF#gE?F@ﬁIwﬁﬁh%%¥@%PHf§y8% igured to
Create @m§ﬁ§§&pﬂm§§&eused for encryption conmmrunication between the first
node and the second node. The first node and the authentication server are
configured to retain a first secret key used for encryption conmuni cation
between the first node and the authentication server. The second node and
the autW8A®i cation server are configured to retain a second secret key used

o ver YR R o R et R AT FAL ot Wb, Ko B abe b 211 "
the secret key Kas, and the MAC value MAC [Ks] (Nab, Nba) by use of the session key
Ks, and sends the calculated MAC values to the node B (P5). The node B calculates
the MAC value MAC [Ks] (Nab, Nba), and checks whether or not the received MAC

values are sent from the node A, on the basis of the calculated MAC value (P5).

[0020]

Further, the node B calculates the MAC value MAC [Kbs] (Nbs, Ks) by use of the
secret key Kbs. The node B sends the calculated MAC value together with the MAC
value MAC [Kas] (Nas, Ks) received from the node A to the authentication server S (P6).
The authentication server S can check whether or not the received MAC values are sent

from the node B, on the basis of these MAC values.

[0021]

Accordingly, as apparent from the technique of key distribution disclosed in
Japanese patent publication 3078841, the node or the authentication server creates the
session key, and then, in order to distribute the session key, calculates the MAC value
involving the nonce, and encrypts the session key and the MAC value to obtain the
encryption message, and sends the obtained encryption message together with the MAC

value.



create a first nonce and sends the created first nonce to the

aut hentication server when the first node requests the authentication
server to issue the session key. The second node is configured to create a
second nonce and sends the created second nonce to the authentication
server when the second node requests the authentication server to issue the
sessi on_ke The aut hentication server is configured to: newy create the
session‘%@%]in response to receiving the first nonce and the second nonce;
and calculaje a first ness aut hent i cation code val.ue by use of the first
secret key #I’r%’f’r‘?fgn’f ﬁ?%f"“ﬁ’e@ggﬁ%#?%? eﬁﬁc}’tlﬂ‘éuer(gfg?r" Rriouriop dﬁ%‘ﬁ‘@éa R he
newy ch i . ) i [ i.nforati on;
and or copedy pEnt BluliEon AR EIEL ShlvBAth ndsBletBLLL IR s BT
nonce, Lh@tMEMAC ¢410a6:0eb1Eas ShORoKRY , Tafik &het bf §sidiadtid dmabndinf or mati on
with the first secret key; and send the first encryption nessage and the
first nedeageicutienwcetthemodedeceirahg ehd sestion keyr Bie adiddgnadndfocrahtioh at e a
second nessage aut hentication code value by use of the second secret key
from a SeeBhiPesEes 3GE hecensayriden message enddhe ddnalusoniskouttheingewl y
createdm§$s§j§n key, and predeterm ned second additional information; and
create a s¥¢Ghd encryption nessage by encrypting the recei ved second nonce,
the newly created session key, and the second additional information with

t he second secret key; and send the second encryption nessage and the
second [mgslage aut henticati on code value to the second node. The first node
is configured to: in response to receiving the first encryption nessage and
the first rEygealyee an ewtheatddarersadennvalifféhe efdidionat indorsegginon key and t he
first ditjonal infQr ion by decrypting the first encryption nessage

Wi th thesHee ”é’e@eeﬁ)}@’; el&ﬁ'a the puthenticabipr sqvpiser onssRAyrelyipee cati on
code v . e.first..none tored.in,the first e he .sessi on
oy and Hfia et Shabfitunk Aol BT BRL BARHGE ot sy ell VR PR R o1
encryptj,0pleEasadRe adlifiohRBinfdmSitictBie Bt sdtfiYin Adfiadhhignbhlicighe the session
key received fromthe authentication server by judging whether or not the
first nmessage authentication code value calculated by the first node is
equal to the first message authentication code val ue received fromthe

aut hentPisglasye o€ [negntiame second node is configured to: in response to
receivHﬂg @he second encryption nmessage and the second nessage

aut hent''¢4t'i on code val ue, obtain the session key and the second additi onal
informatio i 0Q: - e i : i L second
ecr et key: "ot B BERlHeDE it BRET th ARELAR O RSN IE Vol te by
use of prbp@ses@CaReyprvICySdigfrafition dyBRns RGN ROUR, chbhRe SARBERACiKEYF And t he
second additional information obtained by decrypting the second encryption
messageesamkehoes ecaithestoenetyk ehie semsibnakeyhtepetiheatvétht aiblisessdi on key
received fromthe authentication server by judgi ng whether or not the

second RHERaGen sthaidhan the pewiondery and distrehaite theisatdeby t he second node is
equal to the second nessage authentication code value received fromthe

aut henti cati on server. [0026] In a preferred aspect, the first
addi ti gpgds])i nformation and the second additional information are defined as
aut hori zation information regarding access control. [0027] In a

preferred d%peatryptia kayidianibuCiahispsteseinvatoldancOwithaghe @dededt inkR@Bion

recei ving request information regarding the access control fromthe first
node ofinghdesseBemdiodedesecondpade andeary @dtdievdchticaggeeser. | Hhoramthégitatiegar di ng
the access control with registration information regarding the access

cont r oFBFEIS APHEPTY torcé‘@?tgtaeﬁeéﬁpn%ﬁé used R ROFEREFOTR WBFatD BIHeFUr ed

1o, UPQRe AEKAMLAGIRO.LARN L0 AR ALEALE Al O IR AR fEIRLELNG L he
access control does not 1 nclude the received request information regarding
the acess®eieMts Mtainls Brith@ck@ %o ukéd FRRntADHBLARbIANuALadELAGEES Sheont r ol
as the authorization information regarding the access control. [0028]

| n a mbirst prdefaardrtbd aasipaticatibheeorer yphé srvokéyodé shd tlbusuthensystiem f urt her
conprises a proxy node configured to relay comunication between the first
node afeFrVeharswusigdratoiveretainea waenbsacreldidyomed denancrypticroesmgunisativn send
t he aut hori zation informati regardi ng the access gontrol .to the proxy
node pravash b Skl 8 Gutthy ARG LIS HeR 35 VEhe LOHBICAE iURmBEEE 1 he
first node and the second node on the basis of the authorization

i nformation regardi ng the access cgqt;ol received fromthe authentication
server. [0029]



In the nore preferred aspect, further, the first node and the second node
have a group identifier. The first additional information and the second
addi tional information include the group identifier. The proxy node is
configured to execute the access control by use of the group identifier.

[ 0030] create hfirst morce apd ebedsy e casqped first ivmcaid temuthabiicnisesevedr wisen
configured to create the_ authorization information regarding the access
cont r ol thiirsiaopasequests the auglaniication grrver & iseve thef wemaniken rEomsetond t he
access contraol . .[00 In a nore preferred aspect, the authentication
server Pg&%gﬁ?PB%?%%%%SF%ﬁ%Bﬁ??%%kﬁ%*ﬁgngﬁ%“&%%ﬁ&?%“?%?%? PPBﬁEVb%ﬁrding
the acceamdneBhiigh sdOMyhOR tld {Rhnd 808 RloubS (REGRNRARRGRN gel%ﬁfaphqﬂs&e

| 0ogl cal operati on of e recel ved request 1 nformation regar € access

cont r ol tlangbskiegikeyr arh®Ruihehocamdd %Véﬁﬁ%bﬂﬁ%ﬂemﬁ@ 1RGP SO Md Qlssion
prelimnarily registered, thereby creating the authorization information

r egar di hey itheesporeds re@mtinglthe BritefonBesed that secoondhobreanndgalcfilda@32first Fl G
1 is an explanatory diagramillustrating the operation of the encryption
key di sPeptageiashhasticasinn spde radue by aise eﬁgwﬁw’e pecret key firpus a rst snegsageagr am

i1 lTustrating confiqurati.on of t aboye encrypti.on.key distribution system
Flo s g B bR Faek T e PERLT p R R He BEErutt B e R 11 ed

exanpl efitieaRRal BIGFHYPlidL r&nfﬁ%}‘eﬂjﬁ St PUR L OPLSY ﬁ%e@%ge by enlchiftirth ti?gyan

explanatory diagramillustrating the operation of the encryption
di stri breceiond siysit emcofthe hewde eeackdesseidh Meftand the first additional information

with the first secret key; and send the first encryption message and the first message
authentication code value to the first node; and calculate a second message
authentication code value by use of the second secret key from a second message
including the received second nonce, the newly created session key, and predetermined
second additional information; and create a second encryption message by encrypting
the received second nonce, the newly created session key, and the second additional
information with the second secret key; and send the second encryption message and
the second message authentication code value to the second node. The first node is
configured to: in response to receiving the first encryption message and the first
message authentication code value, obtain the session key and the first additional
information by decrypting the first encryption message with the first secret key; and
calculate the first message authentication code value by use of the first nonce stored in
the first node, the session key and the first additional information obtained by
decrypting the first encryption message, and the first secret key; and authenticate the
session key received from the authentication server by judging whether or not the first
message authentication code value calculated by the first node is equal to the first
message authentication code value received from the authentication server. The
second node is configured to: in response to receiving the second encryption message
and the second message authentication code value, obtain the session key and the
second additional information by decrypting the second encryption message with the

second secret key; and calculate the second message authentication code value by use of

_8_



FIG 5 is a diagramillustrating configuration of the above encryption key
distribution system FIG 6 is an explanatory diagramillustrating the
operation of the encryption key - 10 - distribution systemof the third
enbodi nent FIG 7 is a diagramillustrating configuration of the
above et ygspndnokeystaiedtinitheitécond spde,ahp sessiorFkdy aidl i @norekpd ditiangr y
diagrami|lustrating the operation of the encryption key distribution

syst em gtormationphtenedyoticreritng the sepngd engrypdioarmesgaearmtdoy sdeagh am
illustrating the operation of the.prinmar art. of the above encryption key
di st 11 DAt Bk Sy apEaTHenticafecthe sg5itn by bobelvaH o (P uBPaNG M e TeR Png 1 he
oper at i | | i r |, { | t he
or esent T sgen ) oier BRRLYHEREGHERELAUE HAMBLRRAGR ol b AGEOIFAIAELIN BB | G

oper at i edroall nbli€isSequal ty/theaiclidikédadt aQthdRhA6R boddvAGE fIcdARAEroM LIk t he
present invention, FIG 12 is an explanatory diagramillustrating the

oper at i enthehtigatiodsdrved exanpl e of the 3 party key distribution protocol in
accordance with the present invention, and
[0026]

In a preferred aspect, the first additional information and the second additional

information are defined as authorization information regarding access control.

[0027]

In a preferred aspect, the authentication server is configured to, upon receiving
request information regarding the access control from the first node or the second node,
compare the received request information regarding the access control with registration
information regarding the access control preliminarily registered. The authentication
server is configured to, upon acknowledging that the registration information regarding
the access control does not include the received request information regarding the
access control, use the registration information of the access control as the

authorization information regarding the access control.

[0028]

In a more preferred aspect, the encryption key distribution system further
comprises a proxy node configured to relay communication between the first node and
the second node. The authentication server is configured to send the authorization
information regarding the access control to the proxy node. The proxy node is
configured to relay the communication between the first node and the second node on
the basis of the authorization information regarding the access control received from

the authentication server.

[0029]



FIG 13 is an explanatory diagramillustrating the operation of the 3 party
key distribution protocol of the prior art. Best Mde for Carrying Qut the
| nvention [ 0033] As expl ai ned in Background Art, the 2PKDP (2 Party
Key Distribution Protocol) perforned by two parties, and the 3PKDP (3 Party
Key Di stri bim tlonmPropedoirdd pareto fartebyhe firgmodannhidebe ac@nknode hase a

t echni que of authentication and distribution of a session key. The

embodi mEFIW idenialion. aiThedinsbpdditionpldinéamation andstha seeondragditionealt echni cal
concept .of the present_.invention i.s applied to the 3PKDP, but the technical
concept ' Hflﬂtéo‘gf’%z‘é%tthle RRTR 196RMER  pEPeRRSRY .983% B Cpﬂgg‘ﬁf(ﬂ% TBRRRG e BROP.

Besi des ,.&a¢B,f0135 &H%?%%@ﬂhﬁ&’&tﬁ%&yer and a node as expl ained below is

real i zed by use of "a conput avi ng a conmuni cation function, and is
configured to conmmunicate with others via a wide area information network
(e.g., the Internet) or a local information network. (1) 2PKDP First,
an expl &80l on is made to a basic procedure of the 2PKDP with reference to
an instance_where two nodes A and B shares a session key Ks, as shown in
FIG 10. | nin¢mae preeysd @spedhethssgshomticagion sexver hecandigaral toerprigvbee t he

i on_key Ks. and. the.node B.proyides th ion key Ks to t de A
Fur  hor o piratoRinf Mol SR DBl oo GRet st 2 RE B el BhibsyPRe “ana i ne

node A &iQeaidOiNisich o RGUERhLe BhSidcbRUL QR Of the session key Ks. The
nodes A and B share a conmpbn secret key (nanmely, a conmmon key) Kab

prelimnarily. In other words, the node B functions as a communi cation
partner of the node A as well as an authentication server for the node A
[0034] [0031] Besi des, instead of an instance where the nodes A and B share

t he conmon ]Isecret kg% Kab, the node B distributing the session key Ks may
prel i mi nar i 12 POEe BEderRg agRech dhie pufhquiisatian Sp1V8H 5P figEresbige uren n

associ afJ.on; h@x’& EMI% i nf.or iLon (e.qg. address) |.Da t he
2550, bR W AR LOR LB A IFE PR P2
second node, perform a logical operation of the received request information regarding
the access control and registration information regarding the access control

preliminarily registered, thereby creating the authorization information regarding the

access control.

Brief Description of Drawings
[0032]

FIG. 1is an explanatory diagram illustrating the operation of the encryption key
distribution system of the first embodiment,

FIG. 2 is a diagram illustrating configuration of the above encryption key
distribution system,

FIG. 3 is an explanatory diagram illustrating the operation of a modified example
the above encryption key distribution system,

FIG. 4 is an explanatory diagram illustrating the operation of the encryption key
distribution system of the second embodiment,

FIG. 5 is a diagram illustrating configuration of the above encryption key
distribution system,

FIG. 6 is an explanatory diagram illustrating the operation of the encryption key

_10_



In order to request the distribution of the session key Ks, the node A
creates the nonce Nab, and then sends a nonce Nab and the identification
information IDa of the node A to the node B (P1). [0036] Upon
receiving the request of key distribution fromthe node A the node B

cr eat es didisbsas syrtekey thsthiFdiembedimenihe node B encrypts a conbi nati on of
the nonce Nab and the session key Ks with the secret key Kab, thereby
creating adlenéiypdiagmamalysigatimeoyiicanptipmabtheiadpye prersppn ken, t he node B
cal cul ahe . by use of the secret key Kab of the node A a nessage

aut hent i @i%%ﬁ%wée% ue (MAC val ue) MAC [Kab] (Nab, Ks, IDb). Thereafter,

the node_Brsends, RexARAEGR! LD, IRSAANR. § QORI Gleril B HBGPIBhUSL O Che

node A (P2). | i ving ormati on se romihe node

B, the apgabatiObERIAS of e RAREL.NBIimAe session key Ks, the identification
information (e.g., an address) IDb of the node B by use of the secret key

Kab. Furt h&lG. 9 reamexdakatont dialgedreslludteathdfgthe di2ration afahhu@rivitGy] e ¢Nab,
Ks) based on the secret key Koh, and sends the cal cul ated MAC value to the
node B Pl33bove gpgption key dissribpeerpysta, t he MAC val ue MAC [Kab] (Nab, Ks)

f th .th de B cal cul at t C val b f th t
ey Kab 1 Bval hESUSE T RL RO AG TR AU DS OFart eyl BESarer B8y ke
Whi ch apReKROh bQtdd3Lid QA6 Bimcd Whetfflfetp%ésentt% Q%‘ﬁ B conpares the

cal cul ated MAC value wth the MAC val ue receive romthe node A. Thus, the
node B chefkGS. nhitdiesxpdindioty dibgrane ShistihtkythKspbfatfoncsFeBs Bylakdy lsgnt to the

node A in a confidential manner. [0039]
distribution protocol in accordance with the present invention,
FIG. 12 is an explanatory diagram illustrating the operation of a modified example
of the 3 party key distribution protocol in accordance with the present invention, and

FIG. 13 is an explanatory diagram illustrating the operation of the 3 party key

distribution protocol of the prior art.

Best Mode for Carrying Out the Invention
[0033]

As explained in Background Art, the 2PKDP (2 Party Key Distribution Protocol)
performed by two parties, and the 3PKDP (3 Party Key Distribution Protocol)
performed by three parties are known as a technique of authentication and distribution
of a session key. The embodiments as explained below, indicate an instance that the
technical concept of the present invention is applied to the 3PKDP, but the technical
concept of the present invention can be applied to the following 2PKDP. Besides, each
of an authentication server and a node as explained below is realized by use of a
computer having a communication function, and is configured to communicate with
others via a wide area information network (e.g., the Internet) or a local information
network.

(1) 2PKDP
First, an explanation is made to a basic procedure of the 2PKDP with reference to

an instance where two nodes A and B shares a session key Ks, as shown in FIG. 10. In

__11__



For exanple, the encryption nmessage ENC [Kai)] (Nab, Ks) involving the
session key Ks may be defined as the exclusive |ogical sum of the session
key Ks and a nessage. The nessage is obtained by encrypting, with the
secret key Kab, a result calculated froma predeterm ned one-way function
regar di tigs ideanende: Nale. A Begiedesthe tbde BoderBridayhe sesioptkeyis, sadshen key Ks
together with the identification infornmation |IDb of the node B. (2) 3PKDP
Next, anodadBipaprd¢sotheisssyianibey Bsdo basnedephocluniher, she npde mefwwm to
referen e to an. instance ere n a_system| nclgdln t wo_no n B and

one. aut BHEPREhe RosEm ey K, AHdhe gofeAds Carigied & pames drgy l}tbm £he
sessi ong g%fé&*ﬁ%ﬁtée? r’]Ifht%rno(ag %dcﬁ‘tshé’ abé?o Sn s%} %é’&’(nﬁglg% £Lo.a0d I? as

shown in hi's i nstance, m nari y share

comon R&HIELL ﬂﬁ%}iﬁnﬁ&ﬁ' P K%Mdﬁ% tﬁ@(ﬁoé@s fWhidordshe @wn%ahicgabhon server

S, respectively. [0040 However, as already nentioned regarding the
2PKDP, pmﬁheaﬂ%hénb&eAnnsﬁaheeamheﬂﬁnmhennmdQSeﬁﬂanHeBo&hAre t he comon
secret keys Kas and Kbs with the authentication server S respectively, the
aut hentication server S may prelimnarily possess information associ ating
t he add&ﬁ§@ information of the nodes A and Bwith the - 13 - secret keys
Kas and respectively. [0041] The operation instance shown in FIG

11 illust ra}&@s?déshﬁ{stéatae cf%?lqﬁsén@g %e@ét@%dd@ék B sﬂgrecﬁggdﬁfggdﬁ} ée%petand

the node B as an responder relays conmuni cation between t A and the

aut hent k&3akhpths @oNeB Bstribi@ingfthe fesdidiEk SERS iy ekmiSariispe8sbsBYhé he
authentication server Sis delivered to the node A via the node B.
secret key Kab retained by the node A in association with identification information

(e.g., an address) IDa of the node A requesting the distribution of the session key Ks.

[0035]
In order to request the distribution of the session key Ks, the node A creates the
nonce Nab, and then sends a nonce Nab and the identification information IDa of the

node A to the node B (P1).

[0036]

Upon receiving the request of key distribution from the node A, the node B creates
the session key Ks. Further, the node B encrypts a combination of the nonce Nab and
the session key Ks with the secret key Kab, thereby creating an encryption message
ENC [Kab] (Nab, Ks). In addition, the node B calculates, by use of the secret key Kab
of the node A, a message authentication code value (MAC value) MAC [Kab] (Nab, Ks,
IDb). Thereafter, the node B sends the encryption message together with the MAC
value to the node A (P2).

[0037]
Upon receiving the information sent from the node B, the node A obtains the
nonce Nab, the session key Ks, the identification information (e.g., an address) IDb of

the node B by use of the secret key Kab. Further, the node A calculates the MAC

_12_



[ 0042] In this operation instance, the node A first creates a nonce
Nas for the authentication server S, and sends the identification
information | Da of the node A and the nonce Nas to the node B (P1l). [0043]
Upon receiving the nonce Nas fromthe node A the node B creates a nonce
Nbs, andaBedAC [Kabl Méalg K eatddoat hersest key Kab, hhd sérdlrhe khkalatehMAC
information I Db of the node B and the nonce Nbs in addition to the

i dent i f Veleiteshe Aedy BdPPon | Da and the nonce Nas received fromthe node A
(P2). [0043] Upon receiving the identification information IDa and | Db
and the nonces Nas and Nbs fromthe node B, the authentication server S
creat es{ddég session key Ks. Further, the authentication server S encrypts a
conbi nati on of the nonce Nas and the session key Ks with the secret key Kas

cor r espondi Ugo# PedeBnd OEEMAC V4108 MXCIKEB] (NUD, KR) BB6T tHRi1AB ATRES 88 BNC
[Kas] (Nas, Ks). Moreover, the authentication server S encrypts a

conbi natalowatds thhdIAC rvamel\llgsuwnf théeeetskdyoRak &ynKs nwistdpetineludagy e key Kbs

corresponding to the node B, thereby creating an encr&gtl on messac};le ENC
[ Kbs] (Reyce Mab, an[iabaﬁ?ssmvquy Téwhn% anefigozi: teche inede Bon Therapdier,

Soer ot hEl BB Rt Mot RIAG R gkt eM AT kptig R dife ahe b o wac

val ue MAC frkhslink M@&e Bhecl BRhe th¥r B8 BotOfhe R8s ﬁéfksg§% wdBsurl Qegtﬁ(%S ' at' on

with the node 'B. The two encryption nessages tal ned by encrypting t

sessi ont}ieegbdlésqimat:dslﬁ”l@uhlaeﬁiam@afl on server S are attached with the
correspondi ng MAC val ues, respectively, and then are sent to the node B

(P3).
[0039]

For example, the encryption message ENC [Kab] (Nab, Ks) involving the session
key Ks may be defined as the exclusive logical sum of the session key Ks and a message.
The message is obtained by encrypting, with the secret key Kab, a result calculated
from a predetermined one-way function regarding the nonce Nab. Besides, the node B
may encrypt the session key Ks together with the identification information IDb of the
node B.

(2) 3SPKDP

Next, an explanation is made to a basic procedure of the 3SPKDP with reference to
an instance where, in a system including two nodes A and B and one authentication
server S, the authentication server S distributes the session key Ks used for
communication between the two nodes A and B, as shown in FIG. 11. In this instance,
the nodes A and B preliminarily share common secret keys (common keys) Kas and Kbs

with the authentication server S, respectively.

[0040]

However, as already mentioned regarding the 2PKDP, instead of the instance
where the nodes A and B share the common secret keys Kas and Kbs with the
authentication server S respectively, the authentication server S may preliminarily

possess information associating the address information of the nodes A and B with the

_‘13.~



[ 0046] Upon receiving the encryption nmessage ENC [ Kbs] (Nbs, Ks) from
the authentication server S, the node B obtains the nonce Nbs and the
session key Ks by decrypting the received encryption nmessage with the
secret key Kbs. Further, the node B checks the authenticity of the session
key Ks bacreisieeysfKdsrwend\Rab vadpuetivel Q047 Further, the node B transfers,
to the node A the encryption nessage ENC [ Kas] (Nos, Ks) and the MAC val ue
MAC [ Kas] (Nas, Ks, IDb) for the node A fromthe authentication server S.
In this proecedure, in order to guarantee that the transfer thereof is
perfor né‘g“ﬁ@ the node B, the node B creates a new nonce Nba, and cal cul ates

the MAC val ﬁe %égaglﬁﬁl?%gﬁ%&é’g% inlfg@. qaﬁgsdcré)t%s Eﬁ' t %Snsoldg ac%g as ?Pl and

sends, to t ue ‘an € nonce a toge t he

encrypt irﬁﬂaf@iﬁ A& mENeal#58 Bl d(ths R0d&KB) as3HrdsPn MpGe M ?E E&nM%u{algﬁ)%] (Nos,
Ks, 1Db) (P4). [0048] Upon receiving the encryption nmessage ENC [Kas]

( Nas Kbdtwleenith¢ hedmnAdedBhe thhehamidetidn decry Bt sThereférehtHelvessen key Kisey Kos,
and then obtains the nonce Nas and the session ke Ks. Further, the node A
checks iffBechey therayibentieptionesesyay iscdelixsredats the sadelAbja thenedst Bent i cat i on
server S and has sent via the node B, on the basis of the MAC val ue. [0049]
The node A receiving the session key Ks cal cul ates the MAC val ue MAC [ Ks]
(Nas, yopased on the session key Ks, and sends the same to the node B
(P5). The node B - 15 - can judge whether or not the node A has succeeded

iN B ;ecepti Ofh #fis bt@aS6s SisdindeeyhdSodely fivgi@r&ftet A oMAONUaKUahMAC [ Ks] ( Nas,
a) .

authentication server S, and sends the identification information IDa of the node A and

the nonce Nas to the node B (P1).

[0043]

Upon receiving the nonce Nas from the node A, the node B creates a nonce Nbs,
and sends, to the authentication server S, the identification information IDb of the node
B and the nonce Nbs in addition to the identification information IDa and the nonce

Nas received from the node A (P2).

[0043]

Upon receiving the identification information IDa and IDb and the nonces Nas
and Nbs from the node B, the authentication server S creates the session key Ks.
Further, the authentication server S encrypts a combination of the nonce Nas and the
session key Ks with the secret key Kas corresponding to the node A, thereby creating an
encryption message ENC [Kas] (Nas, Ks). Moreover, the authentication server S
encrypts a combination of the nonce Nbs and the session key Ks with the secret key Kbs
corresponding to the node B, thereby creating an encryption message ENC [Kbs] (Nbs,
Ks).

[0045]
Additionally, the authentication server S calculates a MAC value MAC [Kas] (Nas,
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[ 0050] In the above operation instance, the encryption nessage ENC
[ Kos] (Nos, Ks) obtained by encrypting the session key Ks may be the
excl usive |l ogical sumof the session key Ks and a nessage obtai ned by
encrypting, with the secret key Kos, a result calculated froma

pr edet erlfs, ABY) bynesawfitht snokt bey Kagm dssoglatlhﬁ witntle Nate. A,Rundt faethert he

encryption messag/I ENC [ Kbs] éié\}ll obt ai ned by encrypting the session
key Ks r?&iﬂuﬂ%e%h A% vplg MA] SI:QTTst Bpa) hyeuseerf she pedretykagsKbmih a nmessage

obt ai ned Kbs, a result calculated froma

pr edet er ﬁis ncr%R\&MBQPﬁ#&#I okﬁgé‘éggéggﬁabﬁﬁé‘lqﬁ?ﬁ% Ohffgne BpsRGYPtng the, { he
above pr, Q%@PR@}SKE% b Eéﬁheﬁﬁgét%ﬁsseg% gS ggéqa@% ‘gh?igl??lge éo?resgondlpig MAC

comuni catl on nessage as an option es an o

I NSt anc&ahhisf fsp@dtiveRs agl @het &ﬁtcéyﬁ@t& thd le®PYNi cati on message. In the
illustrated instance, first, with regard to the procedure Pl of sending the

nonce Nos fromthe node A to the node B, the identification information | Db
of the node.B and the nonce Nab of the node A to the node B are attached to
the co ation message sent to the node B fromthe node A [0052]

Further, w the rocedure P enc tion nessage
i ncl udi ng trﬁpoggg%ﬁl‘gﬁ E ey K& P?%Weﬁ%aggﬁ%lﬁér{ﬁ@dwgn@)eﬁr Iilépto t he nodg
B, and tahﬂme@lrtﬂﬁﬁgﬂE@rvgﬁsoiheslmglﬁlgottanﬁ t@l@q{o}ﬂ&; Nﬁg aﬁﬁ%ﬁég&slo% Ssagyt he

session key Ks fromthe node B'to the node A e encryption eis
cr eat ed dbyryptiag yid raegivetl encmpsiag endssggmimghé Becrbtieait Kbé.C atir@Rer, BT mat i on
IDa or IDb of the node A or B as a comruni cati on partner thereof. In brief,
t he i denpdd Beheslorthe mudherdgiditorof tbh sesbionHeeyeley Bse of thaddAPoraied in the
encryption nmessage to be received by the node A and the identification
information I Da of the node Ais incorporated in the encryption nessage to
be recej d(%q ] by the node B. - 16 - [0053] In addition, with regard to
the procedure P5 of sending an acknow edgenent fromthe node A to the node

13, the MACFWahue tNAGolikBSkaddNas, tihk Hoas ad tRNed BSpE&SE h@gség%mﬁéqm [ the
aut hentication server Sis sent I1n addition to the MAC val ue MAC [ Ks] (Nas,
Nba) fofNaf)&shedé tiB: MADG4lue MAC [Kas] (Nas, Ks, IDb) for the node A from the

authentication server S. In this procedure, in order to guarantee that the transfer

thereof is performed by the node B, the node B creates a new nonce Nba, and calculates

the MAC value MAC [Ks] (Nas, Nba, IDb) based on the session key Ks, and sends, to

the node A, the MAC value and the nonce Nba together with the encryption message

ENC [Kas] (Nsa, Ks) and the MAC value MAC [Kas] (Nas, Ks, IDb) (P4).

[0048]

Upon receiving the encryption message ENC [Kas] (Nas, Ks) from the node B, the
node A decrypts it with the secret key Kas, and then obtains the nonce Nas and the
session key Ks.  Further, the node A checks whether or not the session key Ks has

issued by the authentication server S and has sent via the node B, on the basis of the

MAC value.

[0049]
The node A receiving the session key Ks calculates the MAC value MAC [Ks] (Nas,
Nba) based on the session key Ks, and sends the same to the node B (P5). The node B
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Upon receiving the acknow edgenent, the node B cal cul ates the MAC val ue MAC
[ Kbs] (Nbs, Ks) based on the secret key Kbs, and sends, to the

aut henti cation server S, the MAC value MAC [ Kbs] (Nbs, Ks) in addition to
the MAC val ue MAC [Kas] (Nas, Ks) based on the secret key Kas received from
t he nodeal\jydgé)whether @utdteh¢ nodd AdmssecacededSin ecepti@softthe sessidikasakues from
the node B and verifies themin order to determ ne whether or not the nodes

A and Bbraveokthedddfewrlng MAL H6sli(BasoNbadhe session key Ks. [0055] I'n
the foll ow ng enbodi nents, various operation instances are expl ai ned based
on the operation instances illustrated in FIGS. 11 and 12 with regard to

the aut hgppjcation of the secret key performed anong three parties.
Besi des, the operation instances as explai ned bel ow can be applied to the

2PDKP i n constldeiavt operatiod in@hatd, ORe BRIWEEHh M8 ARFNRLI[RAIOMN! &) 11 or 12
and the operation of FIG 10. For exanple, in the 2PDKP, the node B

f unct i oplstagsdthyeerguyten theateboon key KemG; bé e exchusdtenegicalosus of thHee
processi ng. of the authentication server Sis perforned by the node B.

Fur t her Sespipniegiipindia mesgagegrbtaivedbs e neri@tisge it tha S@frreék@z Kag, appgutthe
operatig f. El 11, the operation expl ai ned based,on the, procgdyres

i |l ust r%achéu aped fForp.a qrfd%ﬁeggp%egnonﬁew%ﬁrnﬁﬁgﬂ B A aﬂevﬁ?’&i‘?ﬁ’ t he
opt i ons¢HdceAtRsh R¥sdaBE FANRE [1RD4] b K& loFtaiéd bf BRA8htibE ltﬁsges%%:y'ﬁ\n_) In
this enbodi ment, an explanation is nmade to an i1'nstance which perforns, in
addi ti omay betthe eRd8éi€e Diptdadku@Lfithe Bedsiontley Kfafd GmestagasbtaprRbalyl on of
sending additional - 17 - information "a" and "6" respectively for the
nodes AengipbtBng, witlhehagsesratiksntKhen a gesulheals@s tridomok eypikde teomazsiomef wahe
nodes and B. The. additi ong! information "a" and "B" is encrypted and
transm Wﬂo?ﬁeg&rgi%t amo bf- as the distribution of the session key Ks.

[ 0057]

[0051]

In the above procedures P1 to P5, various data can be attached to the
communication message as an option. FIG. 12 illustrates an operation instance where
options are attached to the communication message. In the illustrated instance, first,
with regard to the procedure P1 of sending the nonce Nas from the node A to the node B,
the identification information IDb of the node B and the nonce Nab of the node A to the

node B are attached to the communication message sent to the node B from the node A.

[0052]

Further, with regard to the procedure P3 of sending the encryption message
including the session key Ks from the authentication server S to the node B, and the
procedure P4 of sending the encryption message including the session key Ks from the
node B to the node A, the encryption message is created by encrypting the message
including the identification information IDa or IDb of the node A or B as a
communication partner thereof. In brief, the identification information IDb of the
node B is incorporated in the encryption message to be received by the node A, and the
identification information IDa of the node A is incorporated in the encryption message

to be received by the node B.
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For exanple, the additional information "a" and "B" may include at |east
one of the available period of the session key Ks, the nunber of tines of
comuni cation using the session key Ks (the number of tines of access), and
charging information for enjoying a service via conmuni cation using the
session key Ks. [0058] Wth regard to the avail able period of the
sessi on ke% Ks, the additional information "a" and "B" include a tinme stanp
i ndi cat 14983bf the tine of distributing the session key Ks and the avail abl e
peri od thereof, .l.n this instan the, session key Ks is invalidated after a
| apse of th %%h’%b‘?”éﬁ 6%,3;%30 %ﬁ%chﬁ%“rteﬁ#e"f{]sﬁﬂg%’ﬁtaé’da OFHEepMRt g‘f’ﬁh’p.

Li ke th il ' ' ra.Qf Li of
access gg?¥%%§9§1?gﬁgﬁﬁqggﬁ%P@%@g?ﬁ%ﬁ%ﬁ@&%@%%ﬁ@fgyﬂﬁggﬁﬁﬁ%ﬂﬁggeé%pgé ion

t he addKhak @idthe iadtidntRhtion seder M6 skt inl dAliticietd the MMal 20 RIAT MR&r(Nak,
times of communi cation using the session key Ks. The session key Ks is

i nval i d¥bedfontennedeeBnunber of tines of communication using the session key
Ks exceeds the avail abl e nunber of tinmes. [0059] The chargi ng
information may be a charging anount. In this instance, upon receiving the
chargin Ognﬁunt as the additional information "a" and "6", the nodes A and
B conpare % e charging anount with their own budgets to determ ne whet her

or not est apds R 148 NTal] j i i '
per f or med, r%spect?@%?gﬁﬁ%esidégggﬂfﬁ%gﬁéﬁﬁgi?%3§g%§%§?gﬁg%'in g?%%%?on "a"

and " B"[Kbsg (Nibk, i) bhe daoraiHeabtet ey Kbd, id sdiels seshe ontkapidsioardrieR s,

charging anount, it is possible to announce the charging anobunt at the tine

of ter nﬁ%@é‘ﬂf\@w adie MHC Hgbﬁ'] (b, K én iaddition tpghe MAQF6DIe MAC [Kisk (MakiKs) onal
and "B" rpose. The use of the

i nf ti "al be. df th h )
addi ¢ %ﬁgmﬁm et e Kas. gﬁglv%%?r%%%odée@@ﬁ{ BB FRERGRtSAHER A0TR of an
oper ati @, Afyel B IMTALVELRHSHTHEAolY BYSR RhitlD8hHRYG 3 rferAD Yo Rirnfi Q96 L]

whether or not the nodes A and B have succeeded in reception of the session key Ks.

[0055]

In the following embodiments, various operation instances are explained based on
the operation instances illustrated in FIGS. 11 and 12 with regard to the authentication
of the secret key performed among three parties. Besides, the operation instances as
explained below can be applied to the 2PDKP in consideration of a relation between the
operation of FIG. 11 or 12 and the operation of FIG. 10. For example, in the 2PDKP,
the node B functions as the authentication server S, too. In other words, the
processing of the authentication server S is performed by the node B. Further, in view
of a relation between the operation of FIG. 12 and the operation of FIG. 11, the
operation explained based on the procedures illustrated in FIG. 12 also can be modified

to an operation devoid of the options indicated by the operation of FIG. 12.

[0056]
(FIRST EMBODIMENT)
In this embodiment, an explanation is made to an instance which performs, in

addition to the basic operation illustrated in FIG. 11, an operation of sending additional
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As shown in FIG 2, the encryption key distribution system of the present
enbodi nent includes a node (first node) A a node (second node) B, and an
aut henti cation server S. The authentication server Sis configured to
create a session key used for encrypted communi cation between the nodes A
and B. [0fosaption "a" areBhoewedtivaiy Fardbs nadeofamdiB at thendistmibutiohiof she
comruni catlo umt%q 10, a storage unit (first storage unit) 11, a nonce

creati oﬁeﬁﬁ'ﬂnt E(yf]i{? 3¢9t she pedgsid And B t)'I‘hledd&Fﬂilaénﬁé@@ﬂ@W kﬂyﬂl}de"@uéist
. communi cat i on
ani - 10°nEVeRR R PRl EE R shegtits otee Aleibmrn SE GRS ER S and

t he nodgEB V|a an I nformati on network. [0064] The storage unit 11 is
configured to store a secret key (first secret key) Kas. Further, the
storage unit 11 is configured to store identification information |IDa of
the node A. [0065] The nonce creation unit 12 is configured to create a
nonce (133581 nonce) Nas. [0066] The session key request unit 13 is
configured to control the nonce creation unit 12 in such a manner to create

the first nbAcEaRRleviherdduines infagnatien Mimen ewiigelude at least one of the

available period of the session key Ks, the number of times of communication using the
session key Ks (the number of times of access), and charging information for enjoying a

service via communication using the session key Ks.

[0058]

With regard to the available period of the session key Ks, the additional
information "a" and "B" include a time stamp indicative of the time of distributing the
session key Ks and the available period thereof. In this instance, the session key Ks is
invalidated after a lapse of the available period from the time indicated by the time
stamp. Like the available period of the session key Ks, the number of times of access
defines a length of life of the session key Ks. In this situation, the additional
information "a" and "B8" include the available number of times of communication using
the session key Ks. The session key Ks is invalidated when the number of times of

communication using the session key Ks exceeds the available number of times.

[0059]

The charging information may be a charging amount. In this instance, upon
receiving the charging amount as the additional information "a" and "8", the nodes A
and B compare the charging amount with their own budgets to determine whether or
not establishment of communication using the session key Ks is performed, respectively.
Besides, with using the additional information "a" and "8" including the available
period of the session key Ks and the charging amount, it is possible to announce the

charging amount at the time of termination of the available period.

._18_



- 19 - server Sto issue the session key Ks. The session key request unit
13 is configured to, in response to creation of the first nonce Nas by the
nonce creation unit 12, store the first nonce Nas created by the nonce
creation unit 12 in the storage unit 11. The first nonce Nas is stored in
t he stoﬂ@@ﬁﬂunit 11 until the end of the procedure where the node A

ey. Ks fromthe authentication server S. [0067]

receives th& seégion t m Lal

Further, théheagditimakuiformaticasia” anri'8enn ke wdifpytheetthevpuiness-esPmnse to
t he creat]j of the first nonce,Nas .t he nonce creation unit 12, control
t he Conﬁ%%?@%ef%ﬁgﬁﬁ}llﬂ%f?%a-%dﬁfgmﬁﬁnﬁgvlFb‘%%%ﬁ”?ﬁénF?Q% eTRHAR &L R s

creat ed oB¥rakidg RPNCS EdE b ' tmcation server S.
[ 0068] Oigra]'Inothe %?esentEgﬁﬁgg%ﬁ%%%?Bf%%n§g§§%2§1]%y request unit 13 is

configured to send, to the authentication server S via the node B, the
first nonce Nas created by the nonce creation unit 12 and the

i dent i f 1Q0% on i nformation IDa stored in the storage unit 11. In brief, the
sessi on key,reguest ﬁ it 13 is configured to send, to the node B, the first
nonce Nas cfBAR®¥R By ?%ezﬁ;ﬁ@émngﬁFgﬁﬁdﬁﬁFPu@?n§ﬁﬂmpﬁéth%@ﬁﬁpﬁﬁcation

i nformap] . | . st or uni t 11, 06 The node B

i ncl udeéhlgg%lt%%%E%ng(?%o&{ngﬁ%h@r ts%oc%gg’ 2 0% Sleg%'{d?% dg%ﬁr #7938 "2 storage

uni t (SeeoRdAtiSiRESveINS! ) TR authe AARSSLEG M 91 itk ubSEEUGHRANGEsiBheat i on
unit) 22, and a session key request unit (second session key request unit)

23. [ 00k} used for dheypinonintatictiorubdtive2 the nedrfA ghd 8d t o conmuni cate with
the authentication server S and the node A via the informati on networKk.

[0062]
The node A includes a communication unit (first communication unit) 10, a
storage unit (first storage unit) 11, a nonce creation unit (first nonce creation unit) 12,

and a session key request unit (first session key request unit) 13.

[0063]
The communication unit 10 is configured to communicate with the authentication

server S and the node B via an information network.

[0064]
The storage unit 11 is configured to store a secret key (first secret key) Kas.

Further, the storage unit 11 is configured to store identification information IDa of the

node A.

[0065]

The nonce creation unit 12 is configured to create a nonce (first nonce) Nas.

[0066]
The session key request unit 13 is configured to control the nonce creation unit 12

in such a manner to create the first nonce Nas when requesting the authentication
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[0071] The storage unit 21 is configured to store a secret key (second
secret key) Kbs. - 20 - Further, the storage unit 21 is configured to
store identification information I Db of the node B. [0072] The nonce
creation unit 22 is configured to create a nonce (second nonce) Nbs. [0073]
The sessponrr By issaigubs seasnint key3Ks.s Tondesgiun &dy reqeentinidl13tikeomfnged ¢s,eat i on
unit 22 in such a manner to create the second nonce Nbs when requesting the

aut hent i 5¥sPeRsesiorarettion efghp diesfenanee Nasdyi tha neage eeatithangekds istome kley
reation of t cond

tunit 23,0 fi dto, i respanse.to c se
oo ek T RBb LAY b S5 BR8P TN St
by the BQH&GNE%?S%&%H HPhE s@2addulilg1 %Qip]@geeerybgth% %}Toc-le_:la%resﬁ%gpedt nonge Nos
is stored int estorage uni t 1 until the en (0] i € procedaure ere 't he

node B AeeedivestHel@sses kbpKskeyn Kse hadhtibaiatidentgcation server S. [0074]
Further, the session key request unit 23 is configured to, in response to
the creation of the first nonce Nbs by the nonce creation unit 22, control
t he conPuni ation unit 20 in such a manner to send the second nonce Nbs
created "the nonce creation unit 22 to the authentication server S.

Further, the session key request unit 13 is configured to, in response to the
creation of the first nonce Nas by the nonce creation unit 12, control the communication
unit 10 in such a manner to send the first nonce Nas created by the nonce creation unit

12 to the authentication server S.

[0068]

In the present embodiment, the session key request unit 13 is configured to send,
to the authentication server S via the node B, the first nonce Nas created by the nonce
creation unit 12 and the identification information IDa stored in the storage unit 11.
In brief, the session key request unit 18 is configured to send, to the node B, the first
nonce Nas created by the nonce creation unit 12 and the identification information IDa

stored in the storage unit 11.

[0069]
The node B includes a communication unit (second communication unit) 20, a
storage unit (second storage unit) 21, a nonce creation unit (second nonce creation unit)

22, and a session key request unit (second session key request unit) 23.

[o070]
The communication unit 20 is configured to communicate with the authentication

server S and the node A via the information network.

[0071]

The storage unit 21 is configured to store a secret key (second secret key) Kbs.

__20_



[ 0075] In the present embodi ment, the session key request unit 23 is
configured to, upon receiving the first nonce Nas and the identification
information IDa fromthe node A send, to the node B, the second nonce Nbs
created by the nonce creation unit 22 and the identification information

| Db st ofedthen, thestaree agd Alnis cofigirad addioré Blentifica tien frifoishationRb dEiheand
the identifjcation information |IDa received fromthe node A [0076]

The aut B8% Bcation server S includes a conmunication unit (third

communi cation unit) 30, a secret key storage unit 31, a session key

creation unit 32, a calculation unit - 21 - (third calculation unit) 33,
an encrygj7opn nessage creation unit 34, and an encryption message sending
unit 35. [0077] The conmuni cation unit 30 is configured to conmunicate

with the notks nédn@ndeddiori anit 12 ié Bdrio@éd W crogfeWridnce[(S¥2E84 nonce) Nige secr et
key storage unit 31 is configured to store a secret key (first secret key)
Kas of the node A and a secret key (second secret key) Kbs of the node B.

In partj 5 r, the secret key storage unit 31 stores a key database
indicathgg Ef a correspondence rel ati on between identification information

K h de.' . E | th t
and the Corqfs Qe%gg%lg%ysrmg@%eestt unﬁyzd’ir @,rcoellgurea(%o %ontf(g%?%ﬁ%)ég% (fr%gtlg%ﬁgiﬁﬁ ﬁ 9

key Kas is assocCl a the 1'aent atron-in

the nodm dichalflahhe: ®esERb the¥edShE HoficRBOGIRh Gy WstihetthE alitieRkiblicat i on
information | Db concerning the node B.
server S to issue the session key Ks. The session key request unit 23 is configured to,

in response to creation of the second nonce Nbs by the nonce creation unit 22, store the
second nonce Nbs created by the nonce creation unit 22 in the storage unit 21. The
second nonce Nbs is stored in the storage unit 21 until the end of the procedure where

the node B receives the session key Ks from the authentication server S.

[0074]

Further, the session key request unit 28 is configured to, in response to the
creation of the first nonce Nbs by the nonce creation unit 22, control the communication
unit 20 in such a manner to send the second nonce Nbs created by the nonce creation

unit 22 to the authentication server S.

[0075]

In the present embodiment, the session key request unit 23 is configured to, upon
receiving the first nonce Nas and the identificatiqn information IDa from the node A,
send, to the node B, the second nonce Nbs created by the nonce creation unit 22 and the
identification information IDb stored in the storage unit 21 in addition to the first

nonce Nas and the identification information IDa received from the node A.

[0076]
The authentication server S includes a communication unit (third communication

unit) 80, a secret key storage unit 31, a session key creation unit 32, a calculation unit
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[ 0079] Thus, the node A and the authentication server S share the
first secret key Kas used for the encrypted communi cati on between the node
A and the authentication server S. Further, the node B and the

aut henti cati on server S share the second secret key Kbs used for the

encr ypt gtirdaatouhitoat urdh 38 bweenrypiennocsai ardtioiendd)end aaahicoptdar ver S,
[ 0080] The session key creation unit 32 is configured to newy create
t he sesBiegeregnKELWHEBE he comunication unit 30 receives the first nonce
Nas and the second nonce Nbs. [0081] The cal culation unit 33 is
configured to cal cul ate a nessage authentication code value (first nessage
aut hent jppatj on code value) MAC Mad (Nas, a, Ks, IDb) by use of - 22 - t he
first secret key Kas stored in the secret key storage unit 31 together with

a message (Thd &lmmBsRaAEE) uaRBRRbAGLIRE th bé b uRRAES wNkStheafedby AthryB t he
comuni cation unit 30, the session key Ks newy created by the session key

cr eat i oniauhe inf@@nataemdneivedkt er m ned first additional information "a". In
the present enbodinent, the first nmessage includes the first nonce Nos, the
session key Ks, the first additional information "a", and the
identif%gg&ion information |IDb of the node B comunicating with the node A
[ 0081] In addition, the calculation unit 33 is configured to cal cul ate

a nessage aPﬁerkee@fejt%Sris%agigﬁit}ﬁ%g)g‘é%x(ﬁﬁﬁg@g? 0B5s 98Btk el L CaltanGpde

val ue) MAC [ Kbs] (Nbs, 6, y use of the second secret key S

st or ed Kas bthheSeae & arkky s&drot Bge(sbétnld s3dret k@@t Kb$ ofdhehode s dagar{is@asnd

message) containing the second nonce Nbs received by the conmmunication unit

30, thethsesgebhekstprage wretBY strenn &dy dytablase sukigitine of @ycorreepanidencaini t 32,

and predﬁier i ned second additional information "6", In the present

enbodi MERION HrEVeeR Klsgtivesidopmnformpatinneand Hie EresRePHBR SeeIRbESY 1oR&agkssi on

key Ks, the hti i ntor ion. 6. . the i.dentification

o of nati8n FRESM R h: AR LD KA TP PR i LIRS LSRR B0
IDa concerning the node A, and the secret key Kbs is associated with the identification

information IDb concerning the node B.

[0079]

Thus, the node A and the authentication server S share the first secret key Kas
used for the encrypted communication between the node A and the authentication
server S. Further, the node B and the authentication server S share the second secret
key Kbs used for the encrypted communication between the node B and the

authentication server S.

[0080]
The session key creation unit 32 is configured to newly create the session key Ks

when the communication unit 30 receives the first nonce Nas and the second nonce

Nbs.

[0081]
The calculation unit 33 is configured to calculate a message authentication code

value (first message authentication code value) MAC [Kas] (Nas, a, Ks, IDb) by use of
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[ 0083] The encryption nessage creation unit 34 is configured to
encrypt a conbination of the first nonce Nas received by the comrunication
unit 30, the session key Ks newWwy created by the session key creation unit
32, and the first additional information "a" with the first secret key Kas
stored the filse ssrerledy Kay storal mghe ybiret Bdy storas ﬁrﬁt 81 eade€h@wieh arnipdsag®
message (first encryption nmessage) ENC [ Kas] & a, Ks). Further, the
encr ypt (font messggbcantaatimihefiist ngacei Nasaeivedbedhe coremunigption uedind0, nat i on

of the second ng Nbs recelved gﬁ the c nnunlcatlon unit 30, the session
key Ks egsiEn SaY K8 NeylY resatekly Bie session &ereeﬁmmlt%%anénd the second

addi ti Onalde enirll(i)rlie@}lrs? fldlglfnwl 1nr%o a 1osne'CQnd > Crertesel%%%ml% mctar(ljtr ?he n the
secret ey Sstorage uni SO as 0] create an ncryptl on massage second

encr ypt y,Q8s¥8 §§@Q@Qs t@e@rgt’@&]cem th@ses@ﬁ%)l key K3 the fifd Qﬁ&imonal The

encryption message sending unit is configured to control the

conmmuni edidrngaticmiat, s3{ dhe 18M&Hf1c&tmﬁﬂﬁ)lrmhﬂoﬁém of tlee hidk Boo@mAyniédiingd i r st
encryption message ENC [Kas] (Nas, a, Ks) created by the encryption nessage
creat i ofiithrihe n8de &nd the first nessage authentication code val ue MAC Mad
(Nas, a, Ks, IDb) created by the calculation unit 33. Mreover, the
encryption message sending unit 35 is configured to control the

conmuni 6§i°n unit 30 in such a manner to send, to the node B, the second
encryptlon message ENC [Kbs] (Nbs, 8, Ks) created by the encrypti on nessage

creation Unintaddiddhé BLlcREBANTESS AABnALLRANLICERUIAR aGREBayal ue MAC [ Kbs]
(Nbs, 8, Ks, IDa) created by the calculation unit 33. [0085] The node

A f urt harthenttaithescode debry(pidoot muskage duthshticeemygptle enlushMAC 1KbsldNbs,
calculation_unit (first calculation unit) 15, and an authentication unit

(first BudtsniRe) bavieont thasendeecredbasKbs Storeérﬁeﬂtf’e&?ﬁgﬁatliemtqrﬁg% unit 315
f d.t the first NC Ma
sy Rt P Y B e B0 et B PR ST ERA RRS A TREY &
Ks, | Dbl)ne\(:bﬁnﬂlnﬁca&m't 8a! dh%eyé}bﬁ k%aqul%Gvﬁy Bloatdienyf tHe%eséﬂﬁﬁ{)éPt' on

message ENC [Kas] (Nas, a, Ks) wt e first secret” key Kas stored in the

st or agecrbdtidn 4diti3g, Qxﬁtﬂ@fedb&arﬁﬁh@d Secbhi@ aflilthahifeen dNas, "B hels@eSiresentey Ks,

and the first additional informati on "a".

embodiment, the second message includes the second nonce Nbs, the session key Ks,
the second additional information "B", and the identification information IDa of the

node A communicating with the node B.

[0083]

The encryption message creation unit 34 is configured to encrypt a combination of
the first nonce Nas received by the communication unit 30, the session key Ks newly
created by the session key creation unit 32, and the first additional information "a" with
the first secret key Kas stored in the secret key storage unit 31 so as to create an
encryption message (first encryption message) ENC [Kas] (Nas, a, Ks). Further, the
encryption message creation unit 34 is configured to encrypt a combination of the
second nonce Nbs received by the communication unit 30, the session key Ks newly
created by the session key creation unit 32, and the second additional information "B"
with the second secret key Kbs stored in the secret key storage unit 31 so as to create

an encryption message (second encryption message) ENC [Kbs] (Nbs, 8, Ks).
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[ 0087] The cal culation unit 15 is configured to calculate the first

nmessage aut hentication code value MAC Mad (Nas, a, Ks, |IDb) by use of the
first nonce Nas stored in the storage unit 11, the session key Ks and the
first afdithgnal information "a" obtained by decrypting the first

encrypt i¥¥4ressage ENC [Kas] (Nas, a, Ks) by the decryption unit 14, and

the first sgcret key Kas stored.in the storage unit 11. - 24 - [0088]
The aut hent ?ﬁ%f’??fﬁpﬁﬂ?fnef%ases%eéﬁ%i%F éﬁlﬁ%’ngé%qdrﬁor?én%]em?er or not the

first . ALk i i co val ue MA d 4, ~Ks, | Db).

cal cul gtg%g%%gmt%ﬁénca 1!cu a é|)L{c§%l aulgllgfmi%toi § ng’qt?a etnéﬁl‘?aeﬂﬁ f’“%stst eﬁ‘é@@gﬁg

aut hent ieatdRENQIRaYANSS, M) [Katbd b)NeSe o foryliFon h@@éagfeec%‘ddfo%diﬁﬁ ! he
aut hentication server S, In order to authenticate the session key Ks

r ecei vednd tlonfitsh eneaud deenithenticoivnsedy ealus. MAQUEIL] (Nas, o,TKE, DY) heniédpy i on
unit 16 is configured to, upon determning that the first nessage

aut hent thestalaratiayeniy 38ueMopeveKabp eopeyption messagavsndiag euit 8668l by t he

cal cul ati @n unj not ergual to the first ssage aut hentication code

t 15,1
val ue MECEREE to(%ggrtofg}e jegmppysation uaih A0 nsugharpanngy tsmd-dathe Aoder ver
S, jud ¢ e -' v6 [ b cr-aéj- tehctr tho -
8 i AT R B 55

key Ks i's inva or exanp on uni

sessi onmkeagKsreal 84t 34 and ThesRbhd 8tk £t d @R A altioh@ollS Vm@fl\jlﬂ@r[ﬁ%%} 0,
upon determning that the first nessage authentication code val ue MAC Masi

(Nas, a(NhesB, KodPat ateatddaltyethebypldubetiaatcinl3at i on unit 15 is equal to the
first message authentication code value MAC [ KMl (Nas, a, Ks, M) received
fromthe authentication server S, judge that the session key Ks is valid.
For ex , the authentication unit 16 is configured to store the session
key Ks received fromthe authentication server Sin the storage unit 11

upon j udgi mthel fife A REtRESHLIAReKE YT ptiSn YAk (ﬂrst[é%ggyytion unit) 14, a

calculation unit (first calculation unit) 15, and an authentication unit (first

authentication unit) 16.

[0086]

The decryption unit 14 is configured to, upon receiving the first encryption
message ENC [Kas] (Nas, a, Ks) and the first message authentication code value MAC
[Kas] (Nas, a, Ks, IDb) via the communication unit 10, decrypt the first encryption
message ENC [Kas] (Nas, a, Ks) with the first secret key Kas stored in the storage unit
11 in order to obtain the first nonce Nas, the session key Ks, and the first additional

information "a".

[0087]

The calculation unit 15 is configured to calculate the first message authentication
code value MAC [Kas] (Nas, a, Ks, IDb) by use of the first nonce Nas stored in the
storage unit 11, the session key Ks and the first additional information "a" obtained by
decrypting the first encryption message ENC [Kas] (Nas, a, Ks) by the decryption unit

14, and the first secret key Kas stored in the storage unit 11.
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Besi des, the authentication unit 16 is configured to conpare the first
nonce Nas obtained by the decryption unit 14 with the first nonce Nas
stored in the storage unit 11. The authentication unit 16 is configured to,
upon acknow edgi ng that the first nonce Nas obtained by the decryption unit
14 is nf@osshual to the first nonce Nas stored in the storage unit 11,

decide not to authenticate the session key Ks. - 25 - [0092] As
descri bed i 'Rhe hethebtieetion heitd6rwoenftcaredie determirg whketbeni mtrtéé firet when
the node A acquires. the sess f.r nt i erver S,
e t nemeasr ARG iRbop éod vae AAGRAY Qlferors dab oo % n order
O oner vhbudahe uht e Gk d 3l BE-11R0%E. AN AREINRE o e”{?aﬁéeaﬂﬁ]é fRid)
receive fom't he node conmuni ca node B

[ 0093] (Nas, q, Kqut#@ce%efd%&h%e bﬁﬂie‘ﬂ@i%m@n @l&%ystfncu}dgméal(tﬁ@ﬁ@&qe the
decryption unit) 24, a calculation unit (second calculation unit) 25, and

an authan@mn&mydﬁsummbedﬁeﬁnﬁmzauh@mm&%mmkmﬁwmdhlt) 26. [0094] The
decryption unit 24 is configured to, upon receiving the second encryption
message ENC [Kbs] (Nbs, 8, Ks) and the second nessage authentication code
val ue N@ﬁ B bsi (Nbs, 8, Ks, IDa) via the comruni cation unit 20, decrypt
the secid ncryption nessage ENC [ Kbs] (Nbs, 8, Ks) with the second secret

ey Kbs st orfilulitohlIey 3P A8 36 0L dnRhul P BLIE b ARRALINE PiSERPN nonce

Nbs, the session the se tional rnatlon . [ 0095]

The cal gbsikb gntmdca%n b@dec\culﬁé WA E (KA (DR Cal 1, @Dbh@l&ﬁg@adoyms age
aut henti cation code value MAC [Kbsi (Nbs, 8, Ks, IDa) by use of the second

nonce Nodcwdébordnitristibeosequage thnfitst 2dessbdreasdssiioatidoespdkyabredViAle second
addi tiopal ,information "8" obtained by decrygtlng the second encryption
1

message it (Yag &1 Kendb) rsceweéi)frw thp @UthantiFptPBACTYRT S pulge shgt thesesdennd
secret ke%yKel;< Pssln%glo (5 edUpon Ju}&gmg %gﬁe sessmnzi(ey Ks is invalid, for example, the

authentication unit 16 discards the session key Ks.

[0090]

The authentication unit 16 is configured to, upon determining that the first
message authentication code value MAC [Kas] (Nas, a, Ks, IDb) calculated by the
calculation unit 15 is equal to the first message authentication code value MAC [Kas]
(Nas, a, Ks, IDDb) received from the authentication server S, judge that the session key
Ksis valid. For example, the authentication unit 16 is configured to store the session
key Ks received from the authentication server S in the storage unit 11 upon judging

that the session key Ks is valid.

[0091]

Besides, the authentication unit 16 is configured to compare the first nonce Nas
obtained by the decryption unit 14 with the first nonce Nas stored in the storage unit
11. The authentication unit 16 is configured to, upon acknowledging that the first
nonce Nas obtained by the decryption unit 14 is not equal to the first nonce Nas stored

in the storage unit 11, decide not to authenticate the session key Ks.
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[ 0096] The authentication unit 26 is configured to determ ne whet her

or not the second nessage authentication code value MAC [ Kbsi (Nbs, 6, Ks,

| Da) cal culated by the calculation unit 25 is equal to the second nessage
aut henti catjon code value MAC [ Kbs] - 26 - (Nbs, 8, Ks, I1DO received from
the aut K92 cation server S, in order to authenticate the session key Ks
received fr n1the.agthenticati8§ server, S.. [009 The aut hentication

) 7] . .
unit 26 is CoARTYPEdn £he aRpysntheeoarmRicRion Rkt lbﬁécgrefwad He geiggdhe
t hent | i : | Nb 8, .K | DO | d by th
gglc5PaPﬁ%%A8%?§Q%§ﬂ¥§e%§?¥§§%ggqﬁ%n%%%3%%%8%8%1 s%gﬁéq%5#ﬁ2h5F?§¥Vbnecode

val ue M6y KKhsdeiddddBom 8he K8thenbh{i6F %rngdsfiﬁ 8fd:NE eALite Egﬂa%tlje%n§ gyver S,

judge that the session key Ks is invalid. Upon judging that the session key
Ks is i theahidd,B find deotgpph ejestdige @atd) eaddival fran tHainbd@B idithe arstsdtirenfsessi on
key Ks. [0098] The aut hentication unit 26 is configured to, upon

det er mi ¢ upisating Feths teormdledssage aut henti cation code val ue MAC [ Kbs]
(Nbs, 6, Ks, IDO calculated by the calculation unit 25 is equal to the
second message aut hentication code value MAC [Kbs] (Nbs, 8, Ks, IDO
recei veghobspm t he aut hentication server S, judge that the session key Ks is
val id. For exanple, the authentication unit 26 is configured to store the

sessi on keyTisnsRBivi@Hed memdeha dbitypeiah ivead ds@&nﬁ@i’e\éﬁ’pt§ni dhihha, gt or age
unit 21 upon judging that the session key Ks is valid. [0099] Besi des,
t he autdadeitlpigen boit (spvpnd REculatioontig @5eand an cotiparteatibe uaéceadndonce Nbs
obt ai ned by the.decn¥ption unit 24 with the second nonce Nbs stored in the
st or age?WRPRtiAEonHEDAR hent i cation unit 26 is configured to, upon

acknow edgi ng that the second nonce Nbs obtai ned by the decryption unit 24
is not equal to the second nonce Nbs stored in the storage unit 21, decide
not to [agbdrenti cate the session key Ks.

The decryption unit 24 is configured to, upon receiving the second encryption
message ENC [Kbs] (Nbs, 8, Ks) and the second message authentication code value
MAC [Kbs] (Nbs, 8, Ks, IDa) via the communication unit 20, decrypt the second
encryption message ENC [Kbs] (Nbs, B, Ks) with the second secret key Kbs stored in the
storage unit 21 in order to obtain the second nonce Nbs, the session key Ks, and the

second additional information "B".

[0095]

The calculation unit 25 is configured to calculate the second message
authentication code value MAC [Kbs] (Nbs, B, Ks, IDa) by use of the second nonce Nbs
stored in the storage unit 21, the session key Ks and the second additional information
"B" obtained by decrypting the second encryption message ENC [Kbs] (Nbs, 8, Ks) by

the decryption unit 24, and the second secret key Kbs stored in the storage unit 21.

[0096]
The authentication unit 26 is configured to determine whether or not the second
message authentication code value MAC [Kbs] (Nbs, B, Ks, IDa) calculated by the

calculation unit 25 is equal to the second message authentication code value MAC [Kbs]
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[ 01001 As described in the above, the comrunication unit 10 is
configured to, when the node B acquires the session key Ks fromthe
aut henti cation server S, use the session key Ks received fromthe

aut hentication server Sin order to encrypt data to be sent to - 27 - t he
node A &Nbs.db&sy PRa)xepiverhiyem(dateatherdivativadefveo itherdeoteakthientitite the
procedur e of nlcatl g Wwith the node A [0101] In an operation
|nstanc§e§@“b§3?guﬁﬁﬁnﬁé B thhautheaticatiqnssary@a®ed as an initiator

(subj ect) of communication, and the node B is treated as a responder
(object) of communication. Wth regard to the node A as the subject and the
node B §spd7ne obj ect, when communication by use of the encryption nessage
is allowed as a result of distribution of the session key Ks, the subject
(node A) caitheanthenitichtien abjtedstis confiurBil to,[PpbA2eterminidgnth@t €&y sdebad t he
node A as the subject and the node B as the object comunicate with each

ot her b}nelﬁwe(ﬁmh?pféq@éwp@ﬂ@ﬁalméMé@des}@Jhso&d(% IRad cBcwetd hyothebt ai n a

h d A d Bf th
oot hont FOkpbBRR R géw?%au%st“”ﬁﬁéé%e gf%ﬁ%?%%uqhggﬁw@%ﬁ?@%ﬂf&c a
A t he .sessi on
message Klqu %ﬂﬁl B Ks ”rel':é]%d‘f}%sthe %@Q IEIC& @He?veg o &e%ﬂagsh e,Sggsion

key Ks ron1 e éuthen ication server sen

i dent i f kepKs@gidvafiar nBbbeuddife Hfattthe sedm l&mglstlh_ealﬁ'@%@e%plgothtehe node
Bin a simlar manner as the operation illustrated in FIG (P1).

authentication unit 26 discards the session key Ks.

[0098]

The authentication unit 26 is configured to, upon determining that the second
message authentication code value MAC [Kbs] (Nbs, B, Ks, IDa) calculated by the
calculation unit 25 is equal to the second message authentication code value MAC [Kbs]
(Nbs, B, Ks, IDa) received from the authentication server S, judge that the session key
Ksis valid. For example, the authentication unit 26 is configured to store the session
key Ks received from the authentication server S in the storage unit 21 upon judging

that the session key Ks is valid.

[0099]

Besides, the authentication unit 26 is configured to compare the second nonce Nbs
obtained by the decryption unit 24 with the second nonce Nbs stored in the storage unit
21. The authentication unit 26 is configured to, upon acknowledging that the second
nonce Nbs obtained by the decryption unit 24 is not equal to the second nonce Nbs

stored in the storage unit 21, decide not to authenticate the session key Ks.

[0100]
As described in the above, the communication unit 10 is configured to, when the
node B acquires the session key Ks from the authentication server S, use the session

key Ks received from the authentication server S in order to encrypt data to be sent to
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[ 0104] At | east one of the identification information IDb of the node
B and the nonce Nab created for the node B may be attached, as an option,
to the comuni cati on nessage sent fromthe node A to the node B (see FIG
3). The nonce Nas and the nonce Nab are created (by the nonce creation unit
12) eaclhq nede ApaddeeyprAameepsast Glathaediived frbmtthomodé Atinghs essiednreefy Ks,
and are tenporarjly stored (in the storage unit 11) until the end of the
di st ri bGUPBH I AEREITIER th nedfcAsessi on key Ks. [01051 - 28 - An

i nstance where the node A establishes nulticast comunication is explai ned
as an instance where the node A adds the identification information |Db of
t he nodgpiBi}o the nessage as the option. In the instance where the node A
est abl i shes mul ti cast comuni cati on, nodes other than the node B al so

recei ves t hbn amspageéioh istahdrcasn@gtaifed Thlewe ey €odel NiOreeiedtad aghiinttidigri sh
the node B fromthe other nodes and to have only the node B receive the
mes s age(subjset)iof epmimuingestionnanch fleer mestei B s trBitedfastahespodier Bhijectusfed as t he

option. [0106] .. e nonc S i sed by the node A for_checking the
val i dit 3@“?#@“Pﬁsp%a§bﬁgﬁ CH%@ ?%bﬁiﬂ@éW@Eﬁtééﬁﬁ@?n@¢3%ﬁﬁth%OQPﬁb used
in the firm he ssion _key .Ks,.betyeen th des A and
" e BHESSHHER. AL BRTY) LR 1596751 RIS (G UREL VRN (L5 pode
i nprovi gigtriieicresthe b¥sstn kdyEKE ate dubiktd RUL Mca@c&itf*g[lg%g g%jemgﬁ(zs!?ﬁ

a

preferred to be used for each comrunication process.

general rule, the nonce is used only one tine. Ideally, the same nonce is
not sen&}r%peatedly. However, there is a possibility that the sanme nonce is
sent ag ilf2ldue to a failure of comunication path or the nodes A and B.

Th f : | t . g fail in the k di stribution. |
T i e, 04006t PSR ) M S BT bbbl 1
secur i tyitRleal NEEHEE Yy HsS bf ARUAESBtioh IndsSadd! eeﬁ&f\edAtaﬁd(ﬁ Sal e lpgaionce Nab

bet ween the nodes A"and B 1 n a"process of checing the session key Ks, in

addi t i arecicd Kefiéseasins &eNaSs) thamohle thodedd Asa8 B RbmaRekeitRttiagoNal i dity of
the response fromthe authentication server S. In brief, the nonce (Nab,
Nas) i sseprasfeanddse theressienkyy Ksdat extriptiorealthmessageni cat i on pr ocess.

[0108]

[0103]
When the nodes A and B request reception of the session key Ks from the
authentication server S, first the node A sends the identification information IDa of the

node A and the nonce Nas to the node B in a similar manner as the operation

illustrated in FIG. 11 (P1).

[0104]

At least one of the identification information IDb of the node B and the nonce Nab
created for the node B may be attached, as an option, to the communication message
sent from the node A to the node B (see FIG. 3). The nonce Nas and the nonce Nab are
created (by the nonce creation unit 12) each time the node A requests the distribution of
the session key Ks, and are temporarily stored (in the storage unit 11) until the end of

the distribution procedure of the session key Ks.

[0105]
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Upon receiving the nmessage of the procedure P1 fromthe node A the node B
obtains the identification information |IDa of the node A and the nonce Nas
(in the optional instance, the node B further obtains the identification
information I Db of the node B and the nonce Nab), and creates the nonce
Nbs. Furt heAn ihdtenceowberd themdde AteatabliBes multhersaodhanuhicaibhdgesgdrired S, t he
message including the identification information |IDb of the node B and the

nonce NBSan gshgegetwlaretthe npde Addds ithe Wentifigationf mfermmation nofghetmiode Bode A
dth Na th tion, i dded, al he ideptificati

" o et G TO33981 21 HE R5HB- BUAHGE TGO ACE A e & AURONERH e lien

”Essag%n(ﬁ%}ucaﬁig& @%@Q&he‘%@ﬁaé Ehecﬁc? tﬁq%s()% &he ﬂﬂ%%&sggﬁsmﬂe%h{; 22)

each time the node requests e aut hen |ca%|on server O | Ssue e

sessi ONTKe¥ffs, indider & EPEALsK tH AdR BHOLAGR dRbt ndlk) audtth hat-benBn@eof the
procedure of distributing the session key Ks. The procedures Pl and P2 are
subst anhédel B yeamwethasndshagd) dlsé tleptificadern adomfatidel IBPKDReidole B isatsedlasn FI G
11. [01091 Upon receiving the nmessage of the procedure P2 fromthe
node B, ther®tigtt hentication server S creates the session key Ks which the
nodes A and B use for conmunicating. The authentication server S includes

t he key database (not shown) storing the correspondence rel ati on between
the ideptpf) cation information IDa of the node A and the secret key Kas and
t he correspondence rel ation between the identification information |IDb of

t he node B Biedndrite NerGk @bekby thddsSode 0@ dheddhy ithgvAaldE Ly e55he ¢6shsé 6@Hest i ng
the key distribution fromthe node B, the authentication server S searches
t he keythdatugherdecation verveg& dnd s dac hsof int the proesdurd ploanfiomingfherseasivon | Da
of the no and the identification information |IDb of the node B obtained
fromt H?Ygfg%é\%t&«??né ﬂnef&sa‘?‘ Agd Bhe T@*@é%f@%e: ki Rroredurg san ke sipekibiedt i vel y

i to. . A and B. .]0O ] ddi ti. h .
corres PQ&Q%JLQ, 1tnoV1£)xD%f P@S%%u}ﬁ fglge steﬁlén{ér o]flcglz tke Hlsﬁ%gggo%la%%gﬁ{}atsﬁ%nﬁ\ﬁs, a,

aut hent'i cati oh server cre ncrypti g

Ks) by efdrydt dond (B8 fH0NEE Disn &lieaigdBYedshe node A, the additional
information "a", and the session key Ks with the secret key Kas

corresponding to the node A, and the encryption nessages ENC [ Kbs] (Nbs, 8,
Ks) by encrypting the nonce Nbs created by the node B, the additional

i nfor mdP1®H "8", "and the session key Ks with the secret key Kbs

correspondi

ng to the noq B. Furtheé, he authen%%Cﬁti%n server S creates

the NRAC vai'ie: ST kady {prgiencels wed opbinedig bialidbe semeimoreyiseed - 30
B sent repeatedly. However, there is a possibility that the same nonce is sent again due

to a failure of communication path or the nodes A and B. Therefore, a replay attack

may cause a failure in the key distribution. In order to give a safeguard against the

replay attack and improve the security of the key distribution, it is preferred to create

the nonce Nab between the nodes A and B in a process of checing the session key Ks, in

addition to the nonce Nas that the node A uses for chekcing the validity of the response

from the authentication server S. In brief, the nonce (Nab, Nas) is preferred to be

newly created for each communication process.

[0108]

Upon receiving the message of the procedure P1 from the node A, the node B
obtains the identification information IDa of the node A and the nonce Nas (in the
optional instance, the node B further obtains the identification information IDb of the

node B and the nonce Nab), and creates the nonce Nbs. Further, the node A sends, to
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corresponding to the node A for the correspondi ng nessage, and creates the
MAC val ue MAC [Kbs] (Nbs, 6, Ks, IDa) based on the secret key Kbs
corresponding to the node B for the correspondi ng nessage. [0111] A
set of the encryption nmessage ENC [ Kas] (Nas, a, Ks) and the MAC value " is
def i nedthsaddkatitaidesesent S,fthe nidseagratieluling thetidentificheioB. infyrsetion I Dbhd
encryption nessage ENC [Kbltsi&(Nbs 6, Ks) and the MAC val ue MAC [ Kbs] (Nbs,
6, Ks, Fh!deesB gaflithesones Nbe  adslitien sethe iflontificpsiongatorpatinnIBagdvbat of

d i I I h th d A d
et LY A R M T
defi nedI ﬁof‘ﬁ{ean(}d% ﬂ) n&?ﬂl n&% tl?zﬁo &%qﬁclﬁde@g}?tﬁgk&geésggg)%Z etT e’no %E' ned as

data to be sent tot e node a cre € au |ca Ion

server Nbishs tRatcll BF €HEAbhRNDEL IBNREE 2B e £BNMmb Ghd h@d@yd@q&sefﬁ% [0112]
When the authentication server S creates the nessages respectively for the

nodes AugrdtiBatign sareeryPtto ngue hise szaesmndmy%sj aKd idétetad Gutledstboagecheninodes A
and B, the authentication server i ncl ude, in_the nessage for the node
A, the PHeMt f%&pﬂ@ﬁthww?ﬁhtrp@ﬁdwm wing tee seseien eyiise h ThR@rorsdaros

aut nont Feagnd B Vtrt480ally o RaRe bRe bhkebiesBR oA aPRDRE nolieled R e

identifpgatjpon information I Da of the node A which the node B conmuni cates
with by use of the session key Ks, as an option (see FIG 3). In brief, the
aut hentication server S treats the encryption nmessage ENC [ Kas] (Nas, a,

Ks, IDbB as the nessage for the node A and further treats the encryption
nmessage (EN@ [ Kbs] (Nbs, 6, Ks, IDa) as the nessage for the node B. [0113]

Wth includjing the option in t he ni cation nessage, the node A can
request the R%yre&re%rﬂs Hia etsage Pfqﬁmprﬁ?eéilﬁr#ﬁémm §h?<H6‘i116i %g hepe

4 A LTS 00 L 1 DR S s A AR 6 o2 7"
par t nercdivmBkatitk NITEO SuiiRABBME o SGhEDS m:mdrb% B8k} Aatabadd (1ot shown)

storing the correspondence relation between the identification information IDa of the

node A and the secret key Kas and the correspondence relation between the

identification information IDb of the node B and the secret key Kbs. Upon receiving

the message of requesting the key distribution from the node B, the authentication

server S searches the key database with regard to each of the identification information

IDa of the node A and the identification information IDb of the node B obtained from

the message, and obtains the secret keys Kas and Kbs respectively corresponding to the

nodes A and B.

[0110]

In addition, the authentication server S creates the encryption message ENC
[Kas] (Nas, a, Ks) by encrypting the nonce Nas created by the node A, the additional
information "a", and the session key Ks with the secret key Kas corresponding to the
node A, and the encryption messages ENC [Kbs] (Nbs, 8, Ks) by encrypting the nonce
Nbs created by the node B, the additional information "8", and the session key Ks with
the secret key Kbs corresponding to the node B. Further, the authentication server S

creates the MAC value MAC [Kas] (Nas, a, Ks, IDb) based on the secret key Kas
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key Ks fromthe authentication server S. Mreover, the node A can judge
whet her or not the conmunication partner is proper, on the basis of the
identification information | Db, and thus determ ne whether or not the node
A continues the conmmunication process, on the basis of the result of the

j udgnentcorEspanding to theingdp dsfor bireecareesponding mdskagd, ded crdateatlicd AlChddnerat i on
| Da and C j.cation partner to which the authentication server
S distr i“@ggégbﬁlaﬁe@g%ﬁbﬁg%% ontiheresrst key Kha corgew ondmgriodhe arde Be
identification.] rymtion | Db of the comruni cation partner thereof, and

t he node B gaﬁm%%%%fgﬁiggfﬁﬁﬁtification information |IDa of the

communi cation partner thereof. Consequently, it is possible to judge

whet her or not at |east one of the nessage for the node B fromthe node A

and t heloedsage for the node A fromthe node B is falsified. [0114]

Upon receiving the data indicated b&ihe rocedure P3 fromthe

aut hent i cat At sbthgemceryptionanersdee BNk asd (Nas, lve Ksheng phd i\ Greslsagés set
and the MAC val ue

(the set, of the encryption, nessa NC [ Kbs]. (Nbs, 8, Ks)

MAC [Kbgf&fﬁ%s, daga tRi’l,g SPRRPY ¢ ‘?Bﬁ%fetgéﬂ%é@e‘?% -dd} setiof the prerxption t he or der
of the r } C S] B, Ks) to
obt ain g%%%gg?gﬁgﬂ%%%’ g’%)ﬁlg tl)(lligtl%\}é‘galvn L?e}il?lg‘%s&g’ﬁ,] hﬁﬁsé Bngggﬁﬁ’)é%rrpar es
the nondefilNusaLadthas bededt BAYENSoESS AR aWbdMeh i HOR &L MAsigAQed i n the
node B (the storage unit 21), thereby checki ng whether or not the nessage

i s fal si¢testiinedirechtthat ecebeif vedesndnod B icgeivota coeueaporiding Hetast dnele nonce
Nbs, the node B considers the nessage to be invalid, and does not perform
the subBE§ERMMprEBEatthe fqryerspt is defingd as data to henrent delshaneds Audrt e t he

MAC val MAC [ Kbs] (Nb 8, Ks, | fro he . nonce Nbs ored in the node
B, the %Stcﬁrtslgtol[ﬁaﬁ%i]nﬁ%&g ﬁgf&} %O_nbe'%m_tg%ﬁ‘etl_ﬁ%@ _'s&%g%éfr?@egh’ é’tﬁ‘ﬁed by
dectypthihehEESSA0E S Wiehd HBALIAEALN AR LD OF LFH: BBnd HB1OR (b node A as
t he conmuni cation partner, and the secret key s retal ned eby € node B,
by use of the sane algorithmas the authentication server S. The node B
conpares the cal cul ated MAC value MAC [Kbs] (Nbs, 8, Ks, IDa) with the MAC
val ue M&t1gkbs] - 32 - (Nbs, 6, Ks, IDa) received fromthe authentication

server S, t\?/.greb chgqcki.ng-whet her or not the nessage is falsified. Wen
the cal cul at' €™ MACayHiepEcrdotrrveigR sreates theanpssasssieapraghicelydionshe neflesnode B

consi dex s i be invali nd..dges. ngt perfarm ge subsequent
procedure. ligg?&%ﬁné %ﬁeegﬁsalé)ﬁﬁ?e?f ici%sa 1?%%11)“%%? & ﬁhet ‘?00({? S %[%m% ' tfe node A as
the corguRbeabdtm RV Emaglintilge 1A8e BdiBY:I6r BLEhddY Aahk iXerifagdni N the
node B. Besides, when the identification infornation |Da s 6fnc Sgle?i in the
mes sagenégntatieondpibi afithe hbée Bodeicl this fsdd Aeoindantiéftecatthdsy idef grpat i on | Da
extracted fromthe nmessage (see FIG 3). [0117]

session key Ks, as an option. Further, the authentication server S may include, in the

message for the node B, the identification information IDa of the node A which the node

B communicates with by use of the session key Ks, as an option (see FIG. 3). In brief,

the authentication server S treats the encryption message ENC [Kas] (Nas, a, Ks, IDb)

as the message for the node A, and further treats the encryption message ENC [Kbs]

(Nbs, B, Ks, IDa) as the message for the node B.

[0113]

With including the option in the communication message, the node A can request
the key distribution without preliminarily knowing the identification information IDb
of the node B. In brief, the node A can know the identification information IDb of the

node B as the communication partner by receiving the message including the session
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When the node B detects no defects in the data received fromthe

aut hentication server S, the node B (the calculation unit 25) cal cul ates
the MAC value MAC [Ks] (Nas, Nbs, IDb) by use of the session key Ks
received fromthe authentication server S, the nonce Nas received fromthe
node A key Kadrqm theauhenfdatianheervarit e Mbsorere shetodsyA che juizdeviBithand: t he
identification information I Db of the node B. [0118 ~In_addition, the
node B BXtiPgcommppcaliqn prtpgids @penayptt Hie basisefdee El@@t{fmaglyn ingEmation Ks)
and the C val ue C |.Kas Nas, a, ,,Ks, | fromthe received data. The
node B Is]%%r? sfl,dat?’ 8Std%/§erﬁ% e, ,e&ieﬁgf B3t %cqoéia%éqnt’f%ef3&%@%§1uphcé‘%ﬂﬁc val ue
MAC [ KShrdeDas on MaShadiOB) tha08s 10 6r (NG rwgét.crp%@h?e RYs pORiQ8E Atk ?) - The
nonce I\trs s grcljded %é t he ex%ract e%qse% ecause t he n%ge ,10\ nee((:ﬁs% tE’e nonce

Nbs to tiekidestfieit!catinfitmafdhIfh and IDU6tht kéemaaNBcdtRasHtidrab viHieh fiance Nab
is used as the option with regard to the data sent to the node B fromthe
node A, authentierite MygemBidisbebutse dhé sessiwadkeyKe. hdheoefoee, Kbsnede A caegar d t o

t he dat%gesgnlg5 to the node A fromt e%tnt%(ge B at the procedure P4. The nonce
Nba is Y&t %}Gﬁnr a%@hmfﬁ@l%tﬁélﬂ?t\\i SAMOHEUERIHE BRrtRet thereebgmdgheand | s
newly c t n . (f.-he.nonce .creati unit 22). .\Wien .t he nonce
N e o T T

i nst eadgiRbedtheCHoRGR MRS itMstddsEi8 B dud & FREHVAG: M8l MeleMAGleK3knd Nas, Nbs,
IDb) in the procedure P4. In brief, the MAC value MAC [ Ks] (Nab, Nba, |Db)

can be mssdge far thhinedée Bsframabe nndé Atdiel thenaesshisfobwhe hbde Adnge tiNbaodess added
to the nessage and sent fromthe node B to the node A [0120] Upon
recei viBés fakslight a i ndicated by the procedure P4 fromthe node B, the node
A extracts the encryption nessage ENC [Kas] (Nas, a, Ks) fromthe received
data, and decrypts the extracted encryption nmessage to obtain the session
key Ks @ipgyt he |ike.

Upon receiving the data indicated by the procedure P3 from the authentication
server S, the node B extracts the encryption message set (the set of the encryption
message ENC [Kbs] (Nbs, 8, Ks) and the MAC value MAC [Kbs] (Nbs, B, Ks, IDa)) from
the received data in line with the order of the data, and decrypts the encryption
message ENC [Kbs] (Nbs, B, Ks) to obtain the session key Ks and the like. In this step,
the node B compares the nonce Nbs extracted from the message with the nonce Nbs
stored in the node B (the storage unit 21), thereby checking whether or not the message
is falsified. When the received nonce Nbs is not equal to the stored nonce Nbs, the
node B considers the message to be invalid, and does not perform the subsequent

procedure.

[0115]

Moreover, the node B calculates the MAC value MAC [Kbs] (Nbs, B, Ks, IDa) from
the nonce Nbs stored in the node B, the additional information "8" and the session key
Ks obtained by decrypting the message, the identification information IDa of the node A
as the communication partner, and the secret key Kbs retained by the node B, by use of

the same algorithm as the authentication server S. The node B comparés the

calculated MAC value MAC [Kbs] (Nbs, B, Ks, IDa) with the MAC value MAC [Kbs]
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In this step, the node A extracts, with reference to the order of the
nmessages in the data, the nessage to be decrypted fromthe recei ved data.
The node A conpares the nonce Nas extracted fromthe nessage with the nonce
Nas stored in the node A thereby checking whether or not the nessage is
fal sifi &dbs, BnKs, D reedeidfecnibacetidasichiometrveratherebyt dheckingvet:thance

Nas, the node A considers the nessage to be invalid, and does not perform
t he subSeh misseeRnalsiffegy 2 Ihen the cplsudaod MAE Nalusgg@onegunldariag es t he

MAC val ue MA S a, s, | romthe nonce staored in the node
A, the addit &5\[}1%? ‘%all'#eyﬁ%{’?%nﬁ( 'ansug%)?ﬂ‘%&fsweﬁg’leﬁﬁﬁl}%; aflh fpB%age, the
sessi on, K8y nKehLalRL t¥odQaFyPLing the nessage, the identification
informa?i on I Db of the node B as the conmmunication partner, and the secret

key Kas held by the node A, by use of the sane algorithmas the

aut hentication server S. The node A conpares the cal cul ated MAC val ue MAC
[Kas] (Mdd6l a, Ks, IDb) with the MAC val ue MAC [Kas] (Nas, a, Ks, |Db)
recei ved fr{)mthe. ut hentication server S, thereby checking whether or not
the message l?esldﬁarlgF%ﬁl(éul.an1 D aof thaade d aplbe samgunieatinn pageanoft o t he
receive +wthe.node. A congiders t sage to be inyvalid, .and
does no‘?"epfl\ﬁ:fsrﬁ \(ﬁlr#? it pgg%%g%aﬁgxtsgoﬁﬁgé% Ut %QJEF%TZB% SLEES, W%‘?ﬂgh? Biéeﬁtmiﬁlci}"@%’fi on

i nf or M At Wa LREcINQALIBIRSMERGE QIRE AR O R B SLeLihet he node A
may be prelimnarily stored in the node A Besides, when the identification

- 34 - idahoficsidnonfdrBation IDwcdxitketed froinhthe aosssugd Gaé FOB. fessage as the
option, the node A uses the identification information |IDb extracted from
t he nessage. [0123] Further, the node A (the calculation unit 15)

cal cul Ef ]t he MAC val ue MAC [Ks] (Nas, Nbs, IDb) by use of the nonce Nas
stored Phe node A, the nonce Nbs sent fromthe node B, the

i dentifi caty i I d . i.cation,..partner
of the nodew,%?n gﬁ%ﬁ%@ g géségést?go (Eéeﬁf/&%gn (E)}ggt gﬁtﬁggé%géﬁfég@yp {&lrlllgﬁetrﬁgaﬁllgelslsage.

The noderr(3, ke abddBriEHCalldRtisNIhit BB) cAPTRMEhe MECCRAL UMK RSy al ue
with the MAC val ue MAC [Ks] (Nas, Nbs, I1Db) received fromthe node B,

t her ebyNb$ 8Bk} hyustheft the sesriombey Kheewmixesidfgenitbe hattsinticetdon Aiser Bnthchi s
i nstance, when the cal cul ated MAC value is not equal to the received MAC

val ue, 1oREe NdaeRivesnisradpe nedeAnedhagercedursel | thampace Nhelcrpstes! biotheper f or m
the s Ubn%%glﬂ?gtndgfng ?&%lg{fgétigr(l) ;'nzféllmation IDD of the node B.

[0118]

In addition, the node B extracts the set of the encryption message ENC [Kas] (Nas,
a, Ks) and the MAC value MAC [Kas] (Nas, a, Ks, IDb) from the received data. The
node B sends, to the node A, the extracted set followed by the MAC value MAC [Ks]
(Nas, Nbs, IDb) and the nonce Nbs created by the node B (P4). The nonce Nbs is

added to the extracted set because the node A needs the nonce Nbs to make calculation.

[0119]

For the same reason that the nonce Nab is used as the option with regard to the
data sent to the node B from the node A, the nonce Nba may be used instead of the
nonce Nbs with regard to the data sent to the node A from the node B at the procedure
P4. The nonce Nba is used only for sending the data from the node B to the node A,

and is newly created by the node B (the nonce creation unit 22). When the nonce Nab
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As described in the above, upon receiving the session key Ks fromthe node
B w thout any problem the node A stores the session key Ks received from
the node B. Further, the node A creates the MAC val ue MAC [Ks] (Nas, Nbs)
used as an acknow edgnent to the node B by use of the nonces Nas and Nbs
and t heisessdiiph&pyockduielll, the ncadedNalatarobe usdd aliGinstamicbfsbadsntdWagr eat ed

MAC val ue to the node B (P5)._ [0125 Wien the nonces Nab and Nba as
the opt otfstegred tostdg MAGvaA M&AQ ﬁ@]] NasNbABRbhindhripzocesige Phe Maliefal ue
MAC [ Ks],. ( ha i sed, t he nod receives the nce Nba in
the pr o%:}(laediuir%éJ f&u‘f l\%@gﬁ{é @,’ ﬁ?nﬁeﬁglgﬁé‘n%ed’ssgg ﬁ?et‘?%’(’fsgaal}cﬁen °[REF® (Nab,
Nba, | Dihs b titeh &k Nt 2 AREEES tHer}nE&%g?gﬁﬁggﬁ%fr&gjtﬁéhgde B toifie %Q&){@ In
FIG 1, the authentication server S conpletes the procedure of the key
di stribution when receiving the response fromthe node B after distributing
the session key Ks to the nodes A and B. As shown in FIG 3, each of the
nodes Aldg8l B - 35 - may be configured to send an acknow edgenent to the
aut henticatjon server S. |n this instance, the authentication server S
sends an acllég?ﬂ 5‘??88’“?%3& ‘iﬁtatl%dlf?fédﬁ’é’&é% procgAdreRlt fropeldsoinde B.dhe 8eds vi ng

t he ack The foll ow I tion,ds.made to an operatipn
wher o the T RERF hupPBin aBis B ERCEGTIS Ror B Peatebt B o 1

I'n or dedeck@pts @RE ek h8ct8E KRAYH BIE RBAd B JbBanaHE RERIICRLY RE 2 RGENEliKS | N
addition to the acknowl edgenent to the node B in the procedure P5, the node
A sendsln thes MeG, thel noele MAE i}, withbefeNamep tb ohd biglenofitheBnbsskeath e ddtg, MAC
value MAC [Ks] (Nas, Nbs) together with the MAC val ue MAC Mad (Nas, Ks)
used astheHBessagnvibeedrsariiat fom threregeivhd detac aflihemode AvemiBires e penweedur e

i . 2 . .
P> 1n FILT&% e)?’c}acth? %’rorBIJ the message with the nonce Nas stored in the node A, thereby
checking whether or not the message is falsified. When the received nonce Nas is not
equal to the stored nonce Nas, the node A considers the message to be invalid, and does

not perform the subsequent procedure.

[0121]

Moreover, the node A calculates the MAC value MAC [Kas] (Nas, a, Ks, IDb) from
the nonce Nas stored in the node A, the additional information "a" obtained by
decrypting the message, the session key Ks obtained by decrypting the message, the
identification information IDb of the node B as the communication partner, and the
secret key Kas held by the node A, by use of the same algorithm as the authentication
server S. The node A compares the calculated MAC value MAC [Kas] (Nas, a, Ks, IDb)
with the MAC value MAC [Kas] (Nas, a, Ks, IDb) received from the authentication
server S, thereby checking whether or not the message is falsified. When the
calculated MAC value is not equal to the received MAC value, the node A considers the

message to be invalid, and does not perform the subsequent procedure.

[0122]
The identification information IDb of the node B as the communication partner of

the node A may be preliminarily stored in the node A. Besides, when the identification
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In the procedure of sending the acknow edgenment to the authentication
server S, the node Ais preferred to newy create a nonce Nas' (by the
nonce creation unit 12). Preferably, the node A tenporarily stores the
nonce Nas' (in the storage unit 11) until receiving the response fromthe
aut hent irdetnaiers By sringudyh enthch@nmodeicAticr emsemetdsehnoptien,Nhs'nodé ke node A
sends the nonce Nas' to . the node_B together with the acknow edgenent.
[0129] uses thepganticatipy infgrnpon APh exirashed fromn eremasiaget he procedure PS5,

t he node B separates the MAC value MAC [ Ks] (Nas, Nbs) for the node B from
the received data in line with the order of the data. Further, the node B
cal cul afgss(by the calculation unit 25) the MAC value MAC [Ks] (Nas, Nbs)
by use of the stored session key Ks and the tenporarily stored nonces Nbs

and Nas. Theunehédt ehe nbdieArtgde b uCaiRaiss 16Dyaltl1ateathb 8IAC GakicMAMIKs] 26)
the cal cul ated MAC value with the received MAC val ue. Upon judging that the
recei vedNasABbsali® bysusegfishe henceMNasceibiedlinttbel nMXCAY tHeumnct INbsrredefrBmst or es

th i on k _wi thout any change. [0130] - 36 - Further, th
node B EYICdH Bt iR M () (Rl HoTsee B Sathcommeicnyn and.

| cul h C [Kbs] (Nbs, -Ks) for the authenticati
<oy che 2 M olFh fd M sh sl B ben B SRR AN [ kos)

(Nos, Kpje AsHE AlitheNAREEN NISIonthit 16 BHIPABK (HeRhLI QM EENAE vRIJOHRhRRE W th
the MAC val ue MAC [Kas] (Nos, Ks) and the nonce Nas' fromthe node Ato the

aut hent MAdt vaine A EKs]SNaZHNbs, TDh) nedéveB fi@npbe avdd B, Sicdsi®scicbeingonce Nbs'

(in the storage unit 21) until receiving the acceptance receipt fromthe
aut hentWeetbpoar selr thermessagoisFalsified. Aty intthés imgtance cubomnthescadapgatzidned in

the pr re P1l, the npnces Nas' bs' used for, the acknow edgnent to
the murHon Yut Farteaabi G b e b Y e de noAS raasridcts BRanreenat t he
nonce is, : v, I i security of the
com‘runib(?al'ltﬂﬁﬁo}’Qﬂglv\(/ieo\(%g(r?l,O£ Egeqﬁﬁgh%ﬂiéb%ﬁ %%\r@(g&mﬁﬁs and Nbs' causes an

increase in traffic. Therefore, in order to avoid an increase in traffic,

t he nonces Nas and Nbs received in the procedure P2 may be used for the
acknow [88igHent . [0132] Upon receiving the acknow edgnent fromthe node
B in the procedure P6, the authentication server S (the calculation unit

33) cal cul areteseriedvimcheaboes upee rpseasipe (thpgessies) kexrids fram theode BNbs,  Ks)
based on. i h keys K Kbs stored.in.the key,datapase, the stored
sessi on kg el Wit bt Mk B Rpen ke ierent Fok o detber s
conpar g8, G, 6l Gk e MAGLL Al NE Y E [@M&'N@s)%%&bélﬁﬁ in the

e cal cu \Y

procedure P6. Upon acknow edgi ng that t ate alue is not

i dent i ceknéwletifi@eMAG thalede BEBEUNESE the nbhesINAC 26UINDs Bad thhgeaidiant i cati on
server S (the calculation unit 33) determnes the failure of the

di st ri B{s (bgrthetalchlativagsiiotb)keyd Ksndsahd crdaed MVe¥Crivalieds ththveogr BEBSsI ng
wi t hout sending the acceptance receipt to the nodes A and B.

[0125]

When the nonces Nab and Nba as the options are used instead of the nonces Nas
and Nbs, and the MAC value MAC [Ks] (Nab, Nba, IDb) is used, and the node A
receives the nonce Nba in the procedure P4 (see FIG. 3), the node A uses the MAC value
MAC [Ks] (Nab, Nba, IDb) for detecting a defect in the message.

[0126]
As shown in FIG. 1, the authentication server S completes the procedure of the
key distribution when receiving the response from the node B after distributing the

session key Ks to the nodes A and B. As shown in FIG. 3, each of the nodes A and B

_._35_



[01331 In this situation, the nodes A and B determ ne the failure of
the reception of the valid session key Ks (by the authentication units 16
and 26, respectively). Wen the - 37 - nodes A and B determne the failure
of the reception of the valid session key Ks, the nodes A and B discard the
r et ai nethaydisgiopfigkeed thsend ad aclkeepydsdganentdb she pbtitentnatodn sdrees@ssiothikey Ks
as necessary. g$en he authentication units 16 and 26 fail to receive the
accept aHtsEAEcRIeAURE RSB SSEYeH entanda ARGIFCYB AN TesIBbiQhe nodpadstndB a
nits 16 an

det ' limted.ti i th t icat i 26
fet er i Ao PRe RS bk B B s atdoBody RO ER b SalEhbioncey e o 01341
Upon ackhopd,@@@hWehdrbahe LG eaRLAW ALE T Mo bRIY GRS §cﬁtfé)%édg(\eﬂ{en%0 the MAC

val ue recelved in the procedure P6, the authentication server cal cul at es
(by the calculation unit 33) the MAC value MAC Mad (Nas') for the node A
based on the secret key Kas of the node A and the nonce Nas' which is

cal cul atld87by the node A and thereafter is received by the authentication

server S. In addition, the authentication server S calculates (by the
cal cul ati on{]nu?’fg‘?r wyenditge el FE@W tp jdie puihqpticy tignypery pipS h’bééglﬁloﬁas ed on
t he sec n he nonce . wWhich 1s.cal ed by
t he nod%ﬁ%egﬁgmsﬁggé%?%gﬁmﬁgg58%%|&gé£%§m¥%%u%ﬁ@$ZH ng ?5%“%%@%@@’ . The
aut henty{aé MAC $REM&aboNBaNEStHR 16 M Gulated M A@L e WRE [MBP(NdJNas' ) and
MAC [Kbs] (Nbs') to the node B. [0135] Upon receiving the data
speci f i NUs)itogdther pithohd MACRAlda MAG Feash (Nhe Ks) vaéd antlsesckapwhdgthennode B
separates_and extracts the MAC val ue MAC LKbsg_éNbs') corresponding to the
node B Prt§mapklentisapy servanbdseapiorefargiPptintle. h.der of the received data.
Further, the node B cal culates (by the calculation unit 25) the MAC val ue
MAC [ Kbs] (Nbs') based on the secret key Kbs and the nonce Nbs' tenporarily
stored,[paag] conpares (by the authentication unit 26) the cal culated MAC
value with the received MAC val ue. [0136]

In the procedure of sending the acknowledgement to the authentication server S,

the node A is preferred to newly create a nonce Nas' (by the nonce creation unit 12).
Preferably, the node A temporarily stores the nonce Nas' (in the storage unit 11) until
receiving the response from the authentication server S. When the node A creates the
nonce Nasg', the node A sends the nonce Nas' to the node B together with the

acknowledgement.

[0129]

Upon receiving the data from the node A in the procedure P5, the node B
separates the MAC value MAC [Ks] (Nas, Nbs) for the node B from the received data in
line with the order of the data. Further, the node B calculates (by the calculation unit
25) the MAC value MAC [Ks] (Nas, Nbs) by use of the stored session key Ks and the
temporarily stored nonces Nbs and Nas. Thereafter, the node B compares (by the
authentication unit 26) the calculated MAC value with the received MAC value. Upon
judging that the received MAC value is equal to the calculated MAC value, the node B

stores the session key Ks without any change.

[0130]
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Upon acknow edgi ng that the cal cul ated MAC value is identical to the

recei ved MAC val ue, the node B deternmnes to use the retai ned session key
Ks for - 38 - communicating with the node A, and sends, to the node A, the
MAC val ue MAC Masi (Nas') received fromthe authentication server S. In
contrast, uPerthesithonbddBineyly besatestrenime Nk (ly thalmoobatredtipn unie22r ocedur e

P7 is not_identica he. MAC val.ue.receiy in the procedure P7, the node
B di sca?’a%"qﬁ b the NAC Sk NAG, éNb%ﬁﬁf??%r%Pﬁé%@lttqa@%rs%@g&<h§

wi t hout ,;sendi .t he | vahue t he e [0137 recei ying the
MAC val Ehee ﬁ@%@q%koansfn%a%)s” ?f‘ er%or%% t%%ennggge éﬁf‘% Ké %uee ﬂéﬁ&%ﬁf@%&@? ﬁ%&node A
cal cul afigsndrey NietoCdk GlikiAdtRALBAIEvEP B thBan MGt e NBG Machae i ds] based
on the secret key Kas and the nonce Nas', and conpares (by the

aut hent (N, Kehanditlie Addjce N’ drahcthleaiodd AMAGhe alutieentidabioh Rervee SeiPéRd THAC

val ue. Upon acknow edgi ng that the cal cul ated MAC value is identical to the
recei vetod@l teraperarily Herenide mndeNbshiimehe storageanih@Drwttiiraeddvioeshe on key
Ks for conmunicati r;)g Wi tglpthe node B. %138 By contrast, upon

acknow ¥EGPRGE Fese A o S thenbicaled SPAYRfe>i s not i dentical to the

recei ved MAC value, or that the node A fails to receive the MAC val ue MAC
Mad (Nas') fromthe node B before a | apse of a predetermned limted tine
period forgm the tine of sending the data to the node B in the procedure P5,
the node A discards the retained session key Ks, and then requests the

di stri buti dfordghe shmesessinoas dsplaiked agdierpraceduee @3 sdreynoncBd BAd' and NbAs

expl ained in the above, with enploying the procedures Pl to P5 illustrated
in FI G useddpr theeackppwledgmest (o theripBenti¢aiionrssreat § aremeayly greqted,iis opdeysi bl e
to distribute th ession key. Ks in a. secu manner. PResides, F 1

1 st rReRE g sBE AR ae KR alesPe et ib B e v e bt e 6 3
illustr he:-operm@at i e i i

Fovever R ot e PRy By Brueeth.

af or emegrhifioneWheveidraiat drdBy todsvolE e e 8@t yse ihQA240L, the3Dnces Nas and Nbs

received in the procedure P2 may be used for the acknowledgment.

[0132]

Upon receiving the acknowledgment from the node B in the procedure P6, the
authentication server S (the calculation unit 33) calculates the MAC values MAC [Kas]
(Nas, Ks) and MAC [Kbs] (Nbs, Ks) based on the secret keys Kas and Kbs stored in the
key database, the stored session key Ks, and the nonces Nas and Nbs. The
authentication server S compares the calculated MAC value with the MAC value
received in the procedure P6. Upon acknowledging that the calculated MAC value is
not identical to the MAC value received in the procedure P6, the authentication server
S (the calculation unit 33) determines the failure of the distribution of the session key
Ks, and then terminates the processing without sending the acceptance receipt to the

nodes A and B.

[0133]
In this situation, the nodes A and B determine the failure of the reception of the

valid session key Ks (by the authentication units 16 and 26, respectively). When the

_37H



Li ke the aforenenti oned procedures P3 and P4, an encryption nethod referred
to as "AES-CCM proposed by RFC4309 may be used for sending a set of the
encrypted nessage and the MAC value. In brief, AES may be used for
encrypting the nessage, and CCM MAC nay be used as the MAC val ue. [0141]
The enc nygﬂSi Apani /detpgnineshe faihunerof tles seceptpdroyfctdie yplitl sesseoc kgypK othek ey
distri butéon system of the present enbodi nent as nentioned in the above is

a proce88deiA ghdd Uiseardithe setares spsirpey Ksgandrequeat e ieiibadionsfithe thin a

group ingcl udin | ural nodes jn a.co t er. conmuni cat,i 0 tem An

aut hent PEsiingY s BLACRBRRE" e bR B Ry S 30 B ROV ™

funct i OffccthhEd RbIRGroblrSERHERAD d0vd:09BABH ¥y AOYRS | ncluded in
the group. The authentication server shares secret keys with the respective
nodes. preekeyninédlimifedttine ppriedass aufienyideton haits16ps1dd6 dsendindghet 0 t he
aut henti cation server, identification information of one node in the group,
a noncefadhuegapbtherpcaionoféhe valed seasibni kbarks.f i cati on i nformation of the

ot her node in the group; creating, by the authentication server, the
session key which the nodes in the group use commonly; cal cul ating, by the
authentkﬁggfon server, a nessage authentication code val ue by use of a
secret key of each node from a nessage including the nonce received from
the first nggen adliRwWIERAEE thaAQH8 cARUIEYd MRTvARRORIhaLS RAdb MAORkhIue
information; sending, by the authentication server, to each node,

encr ypt reoaivae &s tgep foced vea®s, tiodauthbh@eatath dayveart calptiliang (f theadtulatien nonce
received fromthe first node, the created session key, and the additional

i nf or matRibR3WherMAKevalue MAC [KgsldNaghétr the sede Adgeedhen th¢ sesreteeyifaselge

aut hentj.cati,on co al ue.cal cul at.ed b of. a cret .k of each node;
ogt ai ni%’ﬁ,n"bﬁr)se%\% ;’b"él%fe N%Slhgﬂbcﬁdﬁﬁ?lcgﬁgés‘ﬁ@ég?eo%oscﬁeé apg tg%“@?{’ﬁ’f tng
encryption.dahe theseinadc{aamdde authendiqa), e aﬁaa/%caﬁags Aefyl ating, by

each node in the group, a nessage authenti cation cocFe val ue Dy use of a

secret dedyul@ted (bhehedRUdulati@tuLn @BY fHd A atlae MAD [RBSIANKsD fdihe R de B h
node, that the obtained session key is authenticated, upon acknow edgi ng

t hat t hesedbuo thaseuenessibeofaie mede Bcatd the wode Nks' whihtis calkulated betiressage
aut hentication code received fromthe authentication server. [0142] - 40 -

In or detodeP pagh Earenkten isaeehrridbkdyr athentigniiongsreyst ehhe ateherfdsasioni on key

di stribution syst of, th nt, e L enty 4.ncl ud [y de A,
the seco ﬁ‘&ern%o%éé%é?ﬂ% ﬁ%lc?]ﬁgemﬁ%li“ém T%%ﬁ] \5@?‘8 gan‘ﬁ@‘g@ﬁé n(ﬁbég?‘? on
server Reinsds@Ifigured to create the session key used for encryption
comuni cati on between the first node A and the second node B. [0143]

The first node A and the authentication server S are configured to retain
the first secret key used for encryption comuni cation between the first
node Al8h#lt he aut hentication server S. The second node B and the

B e Bl B ol BbaLP e, BESomeg ety ko vood
aut he”ts%Px?eEis‘? Bhe fbdEB s§parates and extracts the MAC value MAC [Kbs] (Nbs')

corresponding to the node B from the received data in line with the order of the received

data. Further, the node B calculates (by the calculation unit 25) the MAC value MAC

[Kbs] (Nbs") based on the secret key Kbs and the nonce Nbs' temporarily stored, and

compares (by the authentication unit 26) the calculated MAC value with the received
MAC value.

[0136]
Upon acknowledging that the calculated MAC value is identical to the received

MAC value, the node B determines to use the retained session key Ks for
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[ 0144] The first node Ais configured to create the first nonce and

sends the sane to the authentication server Sin order to request the

aut hentication server S to issue the session key. The second node B is

configured to create the second nonce and sends the sane to the

aut hent p@amu@waéﬂ@gweth thd modsrAlendt sendechoebe nodeAathenddd cite ¥ACEKadr S to
[ 0145] The aut hentication server Sis

i ssue t essi.on
confi gukﬁ%s%tﬁc?’ré%} Oﬁ@ﬁtaé‘t}c‘?fttl@é‘é’&s@i’?’%@y ip corigptinuRon acknewdedging t he

first n h S84 4 nt erver

i's confﬁ%ﬁ&ggﬂgAévg ﬂ¥9a?§ ??r ?m%g§§§agséﬁPH§H%Fg§Pt@ﬁ%@%ﬁg' ue by
use of tdeivki E§Eh§§ﬁ)@@&ur@@f7 OB didchids MBS SAHFed é'é@gioﬁ'l{e§t1{srr§ﬁ§age s
designed to include the recéived first nonce, the newy created session
key, antbrprieges eiapirvecksing withaddidnidonathei MAQr vhé Qﬂthe'Ehﬂe(Alt hentication
server Sis configured to create the first encryption nessage by encrypting
the received first nonce, the newy created session key, and the first
additio g information with the first secret - 41 - key. The

authent&ﬁ ? on server Sis configured to send the first encryption nessage

The aut hent' R2l TeRef: BUMET LAELNRIGTRET (B Bt i L ubghfeol age
P8, the node A calculates (by the calculation unit 15) the MAC value MAC [Kas] (Nas")
based on the secret key Kas and the nonce Nas', and compares (by the authentication
unit 16) the calculated MAC value with the received MAC value. Upon acknowledging
that the calculated MAC value is identical to the received MAC value, the node A

determines to use the retained session key Ks for communicating with the node B.

[0138]

By contrast, upon acknowledging that the calculated MAC value is not identical to
the received MAC value, or that the node A fails to receive the MAC value MAC [Kas]
(Nas") from the node B before a lapse of a predetermined limited time period from the
time of sending the data to the node B in the procedure P5, the node A discards the
retained session key Ks, and then requests the distribution of the session key Ks again

as necessary.

[0139]

As explained in the above, with employing the procedures P1 to P5 illustrated in
FIG. 1 or the procedures P1 to P8 illustrated in FIG. 8, it is possible to distribute the
session key Ks in a secure manner. Besides, FIG. 1 illustrates the operation instance
where no options are included. FIG. 3 illustrates the operation instance where all the
options are included. However, the options are selected appropriately in consideration

of the aforementioned explanation, as necessary.

[0140]
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aut henti cation code value by use of the second secret key fromthe second
nmessage. The second nessage is designed to include the received second
nonce, the newy created session key, and predeterm ned second additi onal
information. The authentication server Sis configured to create the second
encrypti on hkedhegefdsgmentionqst progedures P8 eoil\id as eooryu ticoneethod heferredity

created sessi ey, and the second additional information with the second
secret Rey! é’ﬁ’gn\gu?w@ﬁ?q%c@fﬁgﬁ‘%%wbSUrs§dé@rﬁepéﬂ’rge%s‘ttd’félé‘?ﬂ“{rﬁ@teéecond

encryptj t he second e _aut hent.i cati on.code val ue to the
second %%gsea@%%?%gf LIS Vaﬁ‘ﬁé ? } r'B 8§ ’nﬁ%&yﬁ’f %S%E?IQeJFWQf’&t el E8Ponse to
recei vi agq o8- MASn M ¥Rl LnEBssegdsr@nd the first message authentication
code val ue, obtain the session key and the first additional information by

decrypting the first encryption nessage with the first secret key. The
first node Ais configured to calculate the first nessage authentication
code vaﬁol}éﬂby use of the first nonce stored by the first node, the session

key and the first additional .information ohtained by decrypting the first
encrypt i onerWées%%?ﬁ%p?h% 3% HEUFRYEan REQeEGsE eIy edmydheiengtyphigades i s

SOt L QUGEhh i AL IEA LA b0 BEARHAR A1 R a R ML A BEIL FaL T on

server y juaglin I TSt nessage autnenti catl on code

val ue cabithaimth BsstoR8eliussd fROBE cOmindurBoAIn RS gfdupSihclRBSAHIGral
aut henti cation code val ue received fromthe authentication server S. [01491

The secwomnlds modeoBputrconmignicatibrt gystém. r &spabsaticativeeeiver hgs hifen&agond
encryption nessage and the second nessage authentication code val ue, obtain
the ses¥icHintiga svgioprey sedontnstion of dwtiibytiiotheeaesvan byy detesppetiveg t he

d i . i th d t,key. Th de B i
con 1 gurRe VENERATEE 8%t deaabeiaton SERLE shehsemehireart Briteode
val ue byspsevehoihe %9%9,01@%%%%5%&%8%& sgggg%gs%%gndﬁg%o%%S' on key

and the second additional “informati on obtal ne rypting the second
encr y ptauthentissiag &erandidehefisaeanch fSatdtfin deye nbhgis 0AdupOsiBofel S
configured to authenticate the session key received fromthe authentication
server cgdadyd pudhé poe nhds, hed identifeptivhénfoemetidn vbEvagberantdecimt the &rowqri code
val ue cal cul ated by the second node B is equal to the second nessage

aut hentt e % RY tByauthentisatier sgryey the seastomekeyur highthe apdasrindbe gepupsise] 0150]

commonly; calculating, by the authentication server, a message authentication code
value by use of a secret key of each node from a message including the nonce received
from the first node, the created session key, and appropriate additional information;
sending, by the authentication server, to each node, encryption message for each node
obtained by encrypting at least the nonce received from the first node, the created
session key, and the additional information with the secret key of each node, together
with the message authentication code value calculated by use of a secret key of each
node; obtaining, by each node in the group, the session key by decrypting encryption
data received from the authentication sever; and calculating, by each node in the group,
a message authentication code value by use of a secret key and the decrypted
encryption data, and determining, by each node, that the obtained session key is
authenticated, upon acknowledging that the calculated message authentication code is

identical to the message authentication code received from the authentication server.

[0142]
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According to the present enbodi nent, the authentication server S creates
the encryption nessage for each node by encrypting at |east the nonce
received fromthe first node, the created session key, and the additional
information with the secret key of each node, and cal cul ates the nessage
aut hent i cat Inoerdeptieinvdbment themloe kapderibeten vesderhr g anveyftianskeynode, t he
created_ session ke and the additional information. The authentication

server GSHERUHMeY S%/er’i% ofEecrrgeen) prhodiment inslides Hee fizst mede & thresesprd ypt i on
message sends th ssage aut hentication code val ue and the encryption
nessageh?%ﬂ%é%(P%% éﬁﬁ$ﬁ§?§P§ﬁ@?m%ﬁftﬁ2w5¥%@gg§a gﬁgm?ﬁgﬁﬁﬁ?ﬂgﬂffgi?ion
server gdhgtd fhRWb&iod REy SE&ISHPL Qn&?ﬂti&? S unGSRBA He¥Pe dOFRSirst ASde A and
aut henticity can be checked based on the nessage aut%entlcatlon coé@ val ue.
Fur t hertheidecdrsl paksB.bl e to send the additional information other than the
session key in an encryption manner. In brief, the additional information
is encrypted when the authentication server sends the additional
infornafigg to the respective nodes. Therefore, other nodes cannot sniff
the addi’tfdnal information. In addition, the encryption nessage sent to the
node inclu b r [ o cal.culat he e aut;hent i cation
code valueéﬁ%H%E%%8@§%i§ﬂ%@§5§%ﬁ$g%€%@Pﬁngﬁgﬂ§§§5?§%ﬁﬁéigggﬁ”ég‘%ﬁ?ﬁte t he
nes sagescakts h@ptuse@ tdrm iR n\@hieustes tisese oMk Bri¥BRaadeahdeleudi ng the
addi tional information. nsequently, it is possible to check whether or
not t heawbssiictionserend.t heaatdirid ookl B ianfloheratilentias@omedrvat Barred (t hat

is, the authenticity). [01511 (SECOND EMBODI MENT) - 43 - ~  As shown in
FI G 5,copfguesdcdeyptdip heeseond seqrpbkay wieddosergvefion prnpuaiationdebbeiment i s
mainly different fromthe encryption ke Sstribution systemof the first
enbodi tse?oﬁl%ﬁ?éif lff’l‘éé g}fﬁ %%%F%gﬁﬁt?%se&?&r S includes an access
information creation unit 36 and an access information storage unit 37.

[ 0152] In the encryption key distribution system of the present

enbodi nemi4] request informati on (access request information) regarding
access control, registration information (access registration information)
regar di ng tTe fastssde Aonterdlguredhtb @eateaihie fast wonce pfndrseads te {aaccesthe
authoriza%ion i nformati on) regarding the access control are used. as

i nf or nERUtBRHRGRPIRRE T Thid' ordeiosregypitrtde apthemsicaden sorvendite atsugdhef whet her
or not access between nodes.is.permtted). The access ,request .inforpmation
's et i REAOR ey nr R SR BBl ki o8 AEERSRATH AR PR

r equest@mcienaaatss tieglbs k&bl 8Mn iRl BBEL YAt ke H6fHoAGHa @S Lator 8t i on

i ndi cative of access authority which is prelimnarily given to a node by a
maker dssua theRagesin kdy.nodes. The access authorization information is
defined as information indicative of access authority which is given to a
node actually. In the present enbodi nent, the access authorization
infornqu is created based on the access request information and the
access ‘gﬂstration i nformation. [0153] The access information storage

nit 37 1S 16Q0BUEEAHA BHALS 1 1Sah EEELS AL AATRELS KGRI di ng the

access control.
response to receiving the first nonce and the second nonce.

[0146]

The authentication server S is configured to calculate the first message
authentication code value by use of the first secret key from the first message. The
first message is designed to include the received first nonce, the newly created session
key, and predetermined first additional information. The authentication server S is
configured to create the first encryption message by encrypting the received first nonce,

the newly created session key, and the first additional information with the first secret
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The access information creation unit 36 is configured to create the

aut hori zation information regarding the access control. For exanple, the
access information creation unit 36 is configured to, upon receiving the
request information Pas (Pbs) of the access control fromthe node A (B)

det er ni key-anTherawheeideation serverdt iseponfigundd to sepd tuufitst se¢typtbn mmssagecei ved
request inforpation Pas (Pbs) of the access control and the registration
inforna??@ﬁm? P4 RASARee HEharldeatongAe value triihe Beddwdei nf or mati on creati on
unit 36 is - 44 - configured to use the determ ned intersection as the

aut horization informati on Psa (Psh) regarding the access control. [01551

I n the ppggepnt enbodi ment, the encryption nessage creation unit 34 is
configured to use, as the first additional information "a", the

aut hori zat i Die hwthentiedtiansareges i aafigheedawcatmlaonhe sécontlinfeskggard to the
node A created by the access information creation unit 36. The encryption
messageagtiheatiratipngade value by essrdfithe pedntd searsbkenfromhthesecoridnagidie.i onal

i nfor jon "6", the authorization information regarding the access control
with rn?sfa‘? treBd efestrsde desigpehivipebiferthe repered serHIdoRInsE: i nerduerestedini t
36. [0156].: 1153 ; sessi opy key . request unit 13
is conf s:;-bgll]lro gé{ 4 ’oérgaeé]‘%% ﬁe%&r%]rg%%:seeg%ga&z}ﬁg}lﬂa%?ogpeag{%d 2‘3}/1 °f %gher{l glﬁzg e Creation
unit  12sert:hies idRntikliadol @ohtt ThOLEBhE @AclybRoA Rtk iR: 15t ML e storage
unit 11, and the access request information Pas to the authentication
server 1Sceived tévendadecd3thd nebly @tatetibesss@skéygnnkalie segudsidditivinal 13 i s
configured to send the nonces Nas and Nab, the identification information
| Da andfatigagvith dheysecend seagqubet Thequthentinatipaserverihis cantiswed trur t her

th i k t unit 23 i fi d to, t
Nas ancRARhE SReonf JBRTPHOBARS SReS Ard iftetand Mesedgs dur bepticanyn cade Xoltgas

requestint QsdmBliRRePas fromthe node A send the second nonce Nos created
by the nonce creation unit 22 and the access request information Pbs to the
aut henti cati on server S together with the nonces Nas and Nab, the
identification information |IDa and | Db, and the access request information
Pas whil6h4&re recei ved fromthe node A [01571 The operation instance
of the present enbodi nent indicates an operation where the access control

i s perfor meid€i firshaefe Adn ceniiguned pah ZePeRs ey Neg the firpleeraryriion

enbodi o O apple, in the.first.enbqdi nent,, the additional

i nfor rraq??%ﬁg? Q%d ?ﬁ(e' %P ¢ n?%ss?%eealgt\}/lgfl Y tfoél_ Cﬁ’g? |Vg§1 “of bttahrét}%eesseg P'8h r}l?g)?,ndt he
nunber g fﬁéﬂ@ﬁiﬁ@n£9ﬁﬁ§ﬁatigﬁ_b&%c%@ing'tﬁg il G SHPF i A me BheE HUH ARL, 10 the

present enbodi nent, the additional - 2
first secret key. The first node A is configured to calculate the first message
authentication code value by use of the first nonce stored by the first node, the session
key and the first additional information obtained by decrypting the first encryption
message, and the first secret key. The first node A is configured to authenticate the
session key received from the authentication server S by judging whether or not the

first message authentication code value calculated by the first node A is equal to the

first message authentication code value received from the authentication server S.

[0149]

The second node B is configured to, in response to receiving the second encryption
message and the second message authentication code value, obtain the session key and
the second additional information by decrypting the second encryption message with

the second secret key. The second node B is configured to calculate the second
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information ("a", "6") is used for access control. The access control

i ncl udes control of determ ning whether or not each one of the nodes (A B)
provides the retained infornmation to the other node (A B) (i.e., providing
the information retained by each one of the nodes (A B) to the other node
(A, BA ardsagserdbemnmtioneadé nglueyiuse of thosecexd ooderrgdredtiycthe aspendrodessed
by each one of the nodgs (A, B) to npdify the information provided by the
ot her nB}beese(sﬂPnE?)eY apf the pegondpdditigabpHakm fpobebtaedydesyriBg sl i s used
to sele ailabl.e information, fromthe infaor ion retal . by the node
(A "5 g Sy APl PR ol he r O Bk Db e et PR R ™Y ne sel ect ed
avai | abbg ikl fP4diBBntitd 2R session k%%egﬁbéﬁﬁbﬁgzhg)éﬂltﬁé}ﬂ{c'aﬁgn'sérx}g?@.eogt o the

operation instance illustrated in F 3 including the options nmentioned in
the firptdgardwtetenbr Aowibei secbrRlomassake aatiahltiRatibe calecedte edailatdd byBasi des,
the operation instance illustrated in FIG 1 can be nodified so as to

enabl e sdsendoedsB ig eanaldp thenseoand meestagd avhenti¢atpmaede viabeappdivetifrom t he
2PDKP, %he fgllovvin i nstgnce can be nodified so as not to include the

aut hent MEATBANEEAHPDSe S | ine with FIG 10. [0159] According to the
present operation instance, for enabling the access control, as shown in
FIG 4, the request information (access request information) Pas of the
access aspyol is included in the date sent fromthe node A to the node B
in the procedure P1, and the request information Pas and Pbs of the access
cont rol ar eA¢cnoding ¢édthaprehentdabldsmnnt, tho autheatinaden &rver Bhecaaed thent i cat i on
server S in the procedure P2. In the present operation instance, the

r equest eRGETRIAGRREHIREPAY ¢ach PHs byfenenypting oddenst ke Renicegeesivetkireptthens used

T t ti ' . tes to. ti f th
accoss RBRCPL W RBERErkes OBt trl gt R Bem ARt Tfon &P T ey of
oper at | oty YkB%td \@bRaE The hbOIAHIRM EASi AL PR dh BndfiGRRS CONtTOL-

[0160] - Upon recelving the request 1nformation Pas and Pbs of

t he accessivedfofivtheffil@mbdg thotiealhd disioakbhanid fatdddnis VebrRaGheat es ( by
the access information creation unit 36) the authorization information Psa
r egar di 'Ree didentcatim womnDhtthonestthe nesdagetawhen titvgiautode viahet todhe

i nformati on Psb regarding the access control for the node B. The

aut hent§"CERENR BEFREP: asld‘g%wéﬁéh% messgemsthodiqasianicadoyatie asfd thaa of t he

access e%%r?&{t? ll’l I%gssta%g thga(.j Iht Illo%re].al hgxfe rI'reralIIll f%gg)rg?es%l%IZ\%%%@E@;%U%@%{H&OI?%C‘ur es P3

and P4, e aut Rori zati on i nformat oh 1°"as t he

addi ti agber dERIHTRES BB seddon HSLEH 12 LBS-RVOGBEMY 85 FXHRAN RS cak 9%61]
In the present operation instance, the request Information Pbs of the

access dhecktdddasbd omthbmesadte dhthentida@ioaohentiveat Farhsgiv & pdSsibe tésed in
the procedure P4, and the request information Pas and Pbs of the access
cont r olsepd the additiopakigfermaionmybehehappbe sassies késnin dreeprypedumesnPs and P6.

In brief, the additional information is encrypted when the authentication server sends
the additional information to the respective nodes. Therefore, other nodes cannot sniff
the additional information. In addition, the encryption message sent to the node
includes information necessary to calculate the message authentication code value.
Therefore, the node receiving the session key can calculate the message authentication
code value derived from the message including the additional information.
Consequently, it is possible to check whether or not the session key and the additional

information are not altered (that is, the authenticity).

[0151]
(SECOND EMBODIMENT)
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[0162] The authentication server S has a function of controlling the
access fromone of the nodes A and B to the other on the basis of the
information retained by the nodes A and B in addition to the function of
enabl i ng the comuni cati on between the nodes A and B by issuing the session
key Ks to theshodesn RIGM tBe eféreption hey distitibetion sfstemaf tlonpfeBeat; Psb)

regar di ng t$e access control created by the authentication server Sis

cl assi f PRACTiHCGt ihrapgy (dTREE BPartae capw@sion keyyslyiribatien vystgm ¢fdhe digefest

i nformagion..(Pa bs),, the authenticati@n server S creates (.by the .access
|t or b PR RShe wUBGMABR FR6F PR in RPrn e R
respect {Ngl36 LA LSRG RGnRicd £h:338 upf! $cted fromthe fol lowing classes
inline with a predetermned rule. %0163] According to the request
information (Pas, and Pbs) of the access control and the authorization
information (Psa, and Psb) of the access control, an operation with regard
to the (0P8 nation stored by the node (A, B) can be selected fromfour
operations of a reading . operatjion, a witing operation, an executing
operation, ZrilegnsraRolikey dgstafbutlonéﬁ%tﬁak ?fdﬁ? PreFeRhemPRlmaRtny WS anat i on,
t he reagi ral It eration, the executi.n eration, and
t he pygg#%%ﬁ83§6§%% ?gﬁhgg%%@%BFgggﬁ?%%wgg%ﬁﬁggfﬁfnéﬁﬁffgﬁga8§§gcute", and
" provi d@ifornd REPEGEINE ki strtiorE AR SionMIEgh g thRfREIRIbARF §hal ned by the
node B is designated as RB, the information indicating that the node A

r equest sutheedatmgn oufidrnt dieon (at@ssatitiomnizRBoh snfoxphtissadgasliidtlicadedB" . I n
anot her exanple, the information indicating that the node B provides the

i nf or metondiel R peedaggpisgedioagesm dingiedecB conigpblinformapipnindicapes eft i ons
are expressed side b i de, the operati. ar,e di stingui shed,from each

o her  YRIZE® 8F bl Ryt e eq RLegTT P B oo Boe A Sl BT o

i ndi catidpgelihatinfohs aned | : [ | oA RB and
writing inethe ?n o?nat?%ﬁbﬁgﬁﬁgggéﬁ%%ggg%gggg%ﬁﬁnggngaggF% g‘e. [ 0164]

I n the dcobdsqekiBeratispliafdainhfin id AeimAds iBfdr8ladioRSniidhOTBL 4 @EsQfuthadiiyous

cl asses. The follow ng explanation is nade to an instance where the

aut hentwkighioprediariverilySiver &t @ nodbby thealeoroessmanigrmiinbdes. ¢ Mhatacomsuni t

36) the aﬁthorization information Psa and Psb of the access control in
order tatheiigatianyaformadiongs defaed ag Bripmmatinn Wdicahive K€ asrserea wthoriy Fbids s
with regard to the information of variou | as retai ned by the node B.
In briég%“fﬁéggdghgncﬁgg ro%ng%?eﬁ?e%§?g@%ﬁ?ePﬁgﬁ%af%%?EE c?%ﬁhPﬂfornption
Psa r egafdliagioh i crRAHE! ¥hBRIntthe a8libi Pl 8L in@finl SHAY LRE iR EeR regar di ng
the node B, on the basis of the access request fromthe noée A to the node
B and trhgistrationdmformativhi ch t he node B permits providing. [0165] In
the foll owi ng explanation, the node B retains the information RBl1, RB2, and
RB3 of three classes. The node A requests accessing all the information

RB1, R 8 nd RB3 of the node B, and requests all the operations of the
readin Hﬁﬁration, the witing operation, and the executing operation. The

node B per mhtesacQJySanBL%thh Q%r&é‘eeuﬁi% r1g§5ﬂf9gl?1r§§ %‘d store the registration

information regarding the access control.

[0154]

The access information creation unit 36 is configured to create the authorization
information regarding the access control. For example, the access information creation
unit 36 is configured to, upon receiving the request information Pas (Pbs) of the access
control from the node A (B), determine an intersection (in other words, a product set) of
the received request information Pas (Pbs) of the access control and the registration

information regarding the access control. The access information creation unit 36 is
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[0166] In brief, the request information Pas of the access control fromthe
node Ais - 48 - expressed as "Aread | wite | execute RB1, RB2, RB3".
The node A sends the request information Pas to the authentication server S
by way of the node B (Pl1). The node B sends "B provide RB1" to the

aut hent cediguged trensecthe Sebantined imdepsestiion as Grermtthonzatim R mat{od 1B

The autr}%%icati,on server S stqres the registration information

(regi st s ANS AR ALSHS 690t Me access control) with regard to the access
control for each of the nodes A and B. A manufacturer of the nodes A and B
or the manager prelimnarily stores, for each of the nodes A and B, the
regi strpjisgn i nformation of the access control in the access information
storage portion (access information storage unit) 37 provided to the

aut hent i cat irothegeesait embodiiRerte gheSécaiptivh nBéREBREda@dnainit BLiP@HESErONt I O
for the node Aindicates "Aread | wite | execute RB1, RB2", and the

regi st r et isenas theolirphpilditionpl infernaaties's cibrtaudhorfmtionteforodéioB regaidieg es " B
provi de RBlI, RB2"., [0168] Upon receiving the request information Pas
and PbsthSracees Caekreggltgorﬁgm tofthg Bt %%réd%y tgﬁé‘“’éﬁ% HUpEm &N egaderver S

det er m pes o(:by informati.on creati.on unit t he intersection
(produc]'?&zgt% ) %‘%lgtg ﬁ%%@é%gisetssa}%?f%‘%%%ﬂ on %éls'}s gqnlf{gﬁ%e(gg%lésses a(S:(t)}Fﬁ TP and the

regi st 1 addifBndINhRiARELANEOTh REREEEASN H¥BEh Mok F&%Mjiin%ghé heecRodshifviand the
i ntersection (product set) of the request information Pbs of the access

cont r ol wthdegdre toebé avdaBicventedbythatéwess dDifotneia@acaesso anitrd®. r egar di ng
the node B. [0169] In the af orenenti oned instance, the request
information Pas of the access control fromthe node A indicates "A read |
wite | ]cute RB1, RB2, RB3", and the registration information of the
access @gﬁgr ol regarding the node A indicates "A read

In the present embodiment, the session key request unit 13 is configured to send
the nonces Nas and Nab created by the nonce creation unit 12, the identification
information IDa and IDb stored in the storage unit 11, and the access request
information Pas to the authentication server S via the node B. In brief, the session
key request unit 13 is configured to send the nonces Nas and Nab, the identification
information IDa and IDb, and the access request information Pas to the node B.
Further, the session key request unit 23 is configured to, upon receiving the nonces Nas
and Nab, the identification information IDa and IDb, and the access request
information Pas from the node A, send the second nonce Nbs created by the nonce
creation unit 22 and the access request information Pbs to the authentication server S
together with the nonces Nas and Nab, the identification information IDa and IDb, and

the access request information Pas which are received from the node A.

[0157]

The operation instance of the present embodiment indicates an operation where
the access control is performed in addition to the operation mentioned in the first
embodiment. For example, in the first embodiment, the additional information ("a",
"8") is the available period of the session key, the number of times of access, or the

charging information. By contrast, in the present embodiment, the additional
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| wite | execute RBI, RB2". Therefore, the intersection regarding the node
Aindicates "Aread | wite | execute RBI, RB2". The request information
Pbs of the access control fromthe node B indicates "B provide RB1", and
the registration information of the access control regarding the node B

i ndi cat éxformajien{nyeBRBI useBr accpive catterle, Thieccess gontroliintladsemnitth of

regar di t he .nod i ndi cates "B provid [ ". [0170] The

aut hent Qgﬁwngé‘ﬁ?&e@rﬁﬁéa%8%%%59%%”(93%'?5%&? REPELES B teRineds) treats
the int I tern fQr e node. /A t.he authorizati i nformation
Psa of ﬁfgﬁg%%%gtsodglg notdrpé I(,?Oddaen ’ g? gi be”tprrg‘é]tdén ﬁné) llnnotnenratélé’f:ltrleoarlln%g?}é??ﬁhned for

the nodgnBofheldt@ed U B thZRE bEHRr INBHOATBRY Ohd @Qrﬁioﬁs@eaﬁﬁﬁ?%iﬁﬁ?,td’rm . That
is, the authorization informati on Psa of the access control for the node A

i ndi cat esecufingeatich am iptrécebseaiXgoetch oRBbf tiRB23desdAIB) tiemadiifhetid zat i on
informati on Psb of the access control for the node B indicates "B provide

RBI ". [ Gigrrpation proaidegsly thiepsler rpdeHa, Bhoia, brief, thiednforwesidn oéhepaccpes Pg asb

[ 1 t 3 P4, the. hori zat | i .nf ti P Ps
of the: SUREUS® B P toat &b LoRBH EhiroBribf ypoPOAUAR SEdgee et on un ¢
34) as Lhg @Q%ta&la%'degmn%@mt (ﬂgearaﬁ&hg ornfd W{tﬁsfpg&h'%%wsge&egr' ef, the

aut henti cati on server sends authori zation 1rnfornati on Psa and Psb of

t he accesslpthinfémdtiod he nodes A and B, respectively. [0172] When
receiving the authorization informati on Psa and Psb of the access control,

the respective nodes A and B are permtted to performonly the operation
which is included in the request information fromthe comuni cation
initiator of the node A and also included in the the request information
for theﬁﬁggﬁss control given fromthe conmuni cati on responder of node B.
[0173]

The following explanation is made to the operation instance illustrated in FIG. 3
including the options mentioned in the first embodiment modified so as to enable the
access control. Besides, the operation instance illustrated in FIG. 1 can be modified so
as to enable the access control. When the following instance is applied to the 2PDKP,
the following instance can be modified so as not to include the authentication server S

in line with FIG. 10.

[0159]

According to the present operation instance, for enabling the access control, as
shown in FIG. 4, the request information (access request information) Pas of the access
control is included in the date sent from the node A to the node B in the procedure P1,
and the request information Pas and Pbs of the access control are included in the date
sent from the node B to the authentication server S in the procedure P2. In the
present operation instance, the request information Pas and Pbs of the access control
are the options used as necessary. The present operation instance relates to an
operation of the access control. Therefore, the following explanation is made to only

operation using the request information Pas and Pbs of the access control.

[0160]
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The aut horization informati on Psa of the access control sent fromthe
aut hentication server Sto the node Aindicates "Aread | wite | execute
RB1, RB2". Therefore, the node A requests the reading operation, the
writing operation, and the executing operation with regard to the
i nf or mat i onURBA resivimBphefequpet infatmaionBes amdt Plsrdf 2he acness enbraidtanobhePsb of
t he acceseﬁ trol sent to the node B indicates "B - 50 - provide | ™.

h

Ther ef oP@ CAUth At RSPLSK %%teﬁ R HScRecs P igHIRHEN §EAI108 YKt BB { ed
to the pnf de B, th d
0 e %Jtﬂghk 1onﬁ%%%r%a%1ongﬁ a}‘({' E E‘I(l)e a%c?%s contro? kor th 8&%. It&O % égn d the

permtte e rea peralon e Wi

execut i BGtHIPRAAbH ﬁﬁox‘%é%ﬂ Pgafééamng%y abddgs &d}iftmrmteh%oagls refifl ned by the
node B. [0174] In the above operation instance, the authorization

i nf or maautdenBsaticregard $gdigte the aetdwrizativn dtformatisreRE£Af the déses@bnirbe
intersection (product set) of the registration information of the access
cont r ol apthel addienal igfosmatied "¢ nuseldn dbe heasedweres iPSransleP4emdshand t he request

information Pas of the accgss ntrol which th hent tion server S
recei ved" &Pﬁlﬁ’f‘tt‘?fe”’r’?%rdleatﬂ’nﬁé??f&g? ac‘f%é"%‘&f?@&%@ﬁ?ﬁéﬁﬂnﬁ FERREOR BEb of the
access ﬁéé’&tlh%e#ﬁoc%ﬁ&aets% d ge of the intersection (product set) of the
registration infornation o e access control prelimnarily stored in the

aut henti cati on server S and the request information Pbs of the access
control which the authentication server S receives fromthe node B
However[016he authorization information Psa and Psb regarding the access
control nay be defined by a collection (union) instead of the intersection.

[0175] Iniép pyesenb Omreéll%tm%téfwep o resaig st ingorpadion; Rhseef the eeegss cont r ol

based t f th B. Th
e, et BT AT S8 B DA
expand eﬂle@ggﬁe%§ 1&91%59&1 Pasedq Pbs LPgd fcgy&%nh%i %rdé%ﬂ'f&ncaﬁ&ﬁ%h%%é" odes A

and B. he registration 1 nformation e access control
stored MAGMuwmhﬁetprc@ﬂum BRan€P6S i s updated at a proper timng.
Therefore, an event where the nodes A and B fail to notice that the
registration information of the access control has been updated is likely
to oc%r.@n view of this event, upon acknow edging that the registration
i nf or matPtt of the access control i ncl udes no request information of the

access Cont’Irh%l alftﬁ ca%%n se Ver asnf? gur?ct’g‘ﬁa?gon%rol}m El(b ert frgatcgnon server S
treats the regi s |0n I NT Or na ]t e access CI {nh
aut hor igaatoQ8ks A@fnﬁrBT?J {HRbtREr 6&%%?‘58& thOMbRhation 15é|ta1ned by the nodes A

and B in addition to the function of enabling the communication between the nodes A

and B by issuing the session key Ks to the nodes A and B. The authorization

information (Psa, Psb) regarding the access control created by the authentication server

S is classified into the following plural classes. Upon receiving the request information

(Pas, Pbs), the authentication server S creates (by the access information creation unit

36) the authorization information (Pas, Pbs) respectively corresponding to a class

selected from the following classes in line with a predetermined rule.

[0163]

According to the request information (Pas, and Pbs) of the access control and the
authorization information (Psa, and Psb) of the access control, an operation with regard
to the information stored by the node (A, B) can be selected from four operations of a

reading operation, a writing operation, an executing operation, and a providing
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and sends the addition information "a" and "6" for the nodes A and B

i ncluding the authorization information to the nodes A and B, respectively.
Therefore, the nodes A and B can receive, as the authorization information
of the access control, the registration information of the access control
new y sbparationn knhihedolidtvemgiesptananosethearadngopdi#zibn, the wtitinglvpembione
situation, the authorization information of the access control _is included

"non

in the Efcesppitinhoparatigneand de nrpddmgdeperatiomaregepsesgnies asssepd’ orwrite”,

cal cul a} i ng the nessage ,aut henti cation code, value., Therefore, the des A
and B caiorugaipd PR FsPr e lon ORFSTRRIY SHeBHPE HECHREUGLRIBIEATD wi t h
keepi ng j i | RRonmat.i r-et. frI: r erson.
o B o b R L R e age
aut hent reding®sutandenfotaaE66 BBtslekprdsked &8s eNadideRBL.0 Tdelovigdr dxBfple, the

aut hori zation information of the access control to the nodes A and Bin a
secur e imdpmeationFndidaging thecdrediolg B pravivesabe vdonn atmy BBsntexpteseed as "B

authorization information of the access control given to the nodes A and B
can be RiyidaBE" i Vhesrlardlerertionsdire exrtestnd 9fe braideetieapes o

information of the access contral stored in the E)th tication server S
The moatty GanBHg e el Sl By O kst Walt) calh e hpBIAE " %,

the af o @it NG daBSbANEEhel e PeAlESLts rBEARTBLL O Rasmftid BB aGAeSS

control fromthe node indicates "Aread | wite | execute RB1, RB2, RB3",
and t hewriegigdh rtht irdform afiar RBtis @eRp@bsddes 'acoads| vaotet RBY. regardi ng the node A
indicates "Aread | wite | execute RBl1, RB2". Therefore, the

aut hori zation informati on Psa of the access control regarding the node A
i ndi cat't%sl #A read | wite | execute RB1, RB2, RB3". Further, the request
i nf or mai8H Pbs of the access control from the node B indicates "B provi de

RBI ", and tReylegRlihabkfnk E’ir | QB?{]teHl i AGHGT S0t O L Plus'FgaLdI ng the
node B indi'cat es%@lpgovﬂ%g E{ tﬂ%@fﬁ eerle_ (l)re, ?ﬂ% aﬁ{?%o_rulszca%?oh
i nf or MarhOR16%h D8 <l vea tAHCI8 H%a dedtantins {898 kthe Rt K Qu thedigcRidndikrcates "B
provide RB1, RB2". - 52 - [0179] In this situation, the node Ais
enabl ederbatep &yt remctédre infoaciatign epertani wrif 36hthewnithomgptmpantirinaniondis t he
executing operation with regard to the information RB1L and RB2 retained by
t he nodgedgPsb of the access control'in order to limit the class of the information which the

node A can access with regard to the information of various classes retained by the node

B. In brief, the authentication server S issues the authorization information Psa

regarding the node A and the authorization information Psb regarding the node B, on

the basis of the access request from the node A to the node B and the information which

the node B permits providing.

[0165]

In the following explanation, the node B retains the information RB1, RB2, and
RB3 of three classes. The node A requests accessing all the information RB1, RB2,
and RB3 of the node B, and requests all the operations of the reading operation, the
writing operation, and the executing operation. The node B permits only providing the

information RB1.

fo166]

In brief, the request information Pas of the access control from the node A is
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[ 0180] For exanple, the arrangenent where the authentication server S
treats the union of the request information Pas of the access control and
the registration information of the access control as the authorization
informati on Psa of the access control provided to the node A and treats the
uni on ofxmhssedeglidsead nfoitrd ekemt@BB8 10RBEhBBAE c €8 nwletA séndzridie rb@uest
registration information of the access control as the aué)re]l rization

i nf or mattfenaian Bas tofde sughandicagian servep Sdvi waw ot thetede dbdd) B The peftesB der ed
tob ff ect, f. i t e th d i m.tted. t t
o1t TR Pofovile FiT o URe AT phPRG KISRRNE it B R Eoa g o ©

i nformatpgn of the access control for the node A is nmade by use of a

wi |l dcard (*) designating all the information (in other words, the
registration information of the access control created so as to indicate "A
read | wite | execute *"), the authentication server S creates the

aut hor i ©d6fbn i nformati on Psa of the access control regarding the node A

whi ch indicates "A read | vvritg | execute *" jrrespective of contents of
t he request G YRR P VTS plosesihiedsgistighiondniormahon feeekbrRton

Ther ef F}Bl?%tﬁﬁleonn&qs\? ?ﬁc%gg C()C)I‘Rgglfxtg?tgmﬁrlcea!g?xlﬁf; t{o%%%%&vacqs)g C I{t?%ﬂ fgre (ejzf(‘h ro(%%(te hgdecf)st her

node. regar ance ere e authori zatl on

i nf or A @R BSaA flankifetRLe S8 ShERME N ah® BARTthRGthRget PRIMIAING! stofls, of the
request information Pas of the access control and the registration

i nf or mafor oaclodf thheodecAandR)rthe abgistratibn inferm edarest therdcersg@bvnienl idadeof t he
access control and the registration information of the access control need
i ncl udeaachs ipfarenasion storpee pertitasiageess infgrmatieon staragsruniBy8Tonevidadtto the t h
using the.unjon, only the tregistration jnformati.on of the access. control

F et ai netBGN OB TRREHS o ALeo Fisbiayiap ntsmationf Phe Riegt 8 & tHEI ude t he
wi | dcar *A €t i l.dc *) hu I i I mat i on
is ref Ilgocd%é%jnﬁﬁ&?ﬁsz au‘?ﬁlow}zlget f%)%c§tﬁf%$?faqﬁ%haﬁggh% t%iégtg%:dc%g%ﬁﬂ(%%[nr ol

r egar di¢¥ght BeceBOetA] 16:0883ode B indicates "B provide RB1, RB2".

[0168]

Upon receiving the request information Pas and Pbs of the access control from the
node B, the authentication server S determines (by the access information creation unit
36) the intersection (product set) of the request information Pas of the access control
and the registration information of the access control regarding the node A and the
intersection (product set) of the request information Pbs of the access control and the

registration information of the access control regarding the node B.

[0169]

In the aforementioned instance, the request information Pas of the access control
from the node A indicates "A read| write| execute RB1, RB2, RB3", and the
registration information of the access control regarding the node A indicates "A read
| write |execute RB1, RB2". Therefore, the intersection regarding the node A indicates
"A read |write |execute RB1, RB2". The request information Pbs of the access control
from the node B indicates "B provide RB1", and the registration information of the

access control regarding the node B indicates "B provide RB1, RB2". Therefore, the
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Even when the union is used, the information available for the node Ais
limted to the information provided fromthe other node. [0184] In the
af orenenti oned operation instance, the authentication server S treats, as

t he aut horization information Psa and Psb of the access control, the

pr oduct irdetssctinm regerding dinsnofe B hedicatge &8 prondoRBdt.i on Pas and Pbs of the
access control fromthe nodes A and B and the registration infornmation of
the access control retained by the authentication server S. However, a
differeﬂﬁzgfet may be used as the authorization information of the access
control . ernatively, a conbination of various kinds of sets may be used
as the aut fRE haaeneRadisy OLyBE ﬁmeo; odRGnREHSHSn Qpéz&fog! unif 86)DE] s (AL T T erent
set can be used for each of the noées A and B. An arbitrary set can be

sel ect eghtéectmcdetOfiminbé faudhlaaiode A aDthel At BoRItiRANnREth a@font R ACEESS

control regarding the node A and the authorization information Psb of the
access Mﬁ‘ismwmog gaddilsmtredts the deteBiecfion @6fermined fon thdeoded ve tlper at i on

i nstance, .the data sent fromthe node A to _the authentication server S

i ncl udedUhABZR LR 3t ogy ‘?dﬁepg?s%ﬁnﬁﬁé-agbé%§’gﬁﬁ¥ﬁhP?mﬁﬁﬁlthe dat a
sent fr. . 0.th ut henticatiqn ,seryver S 4ncludes the request
i nfor rral?l?ag%{%g)s% qg%% Cf%ﬁ'fée 3%:%2 gssgonf:tléo(r?]? ?ro%einr? £ emg chgeesdl‘j“r 53 dI31W rzlatr‘1e d! eﬁﬁ?uet wever,
in an iRBiaRRe, WAEtRe alithotR8tiDh ABAHLGS) Bib 8NdhePRcedsREndat Br $8Nhodd BM t he

node A includes no request information Pas of the access control and the
dat a sentlichteztBirevidedB B. i ncl udes no request informati on Pbs of the access
control, the server S sends, to the node A, the registration information of
t he access control regarding the node A as the authorization information
Psa of ?;g access control and sends, to the node B, the registration

i nfor i H of the access control regarding the node B as the authorization

- 54 - inigQr e!%%ﬁehﬂ@d e thebol D8 naRE B AR to ﬁ@&@%lal% ag the E?o%ia&'&%s P3

according to the present operation instance, the node receive the

aut hor i at PQRhé BlEHoFBALOR iBAmaN6N PSR a8fl Asbf AECRREsCRNtIPhrd ULy t h
t he session key Ks, respectively. The nodes A and B can operate the

i nf or mgthe enciyesivy madseaizebyres tien auviti$d) hg did additinhdrinfurinanioRsa” amdl"BPsb of t he
access control via the communication using the session key Ks. If the
addi t i dREECHRelEr nirt Ponl the awhgntipatignesryehd gends thyautherizationgstarmationwoul d

be necegsar Vv, phh dditional information "a;,and "B" y be attached to the
front giﬁsaear%lrpﬂ%ogt eaFe°8Y ?@tﬁqﬂ? eﬁ?fieﬁ(ﬁ FUQ%P? S?FPF%‘(')GE‘&H on Psa and Psb,
respectively. The other configurations and operations of the present

enbodi nent are the same as those of the first enbodi ment. [0187]
[0172]

When receiving the authorization information Psa and Psb of the access control,
the respective nodes A and B are permitted to perform only the operation which is
included in the request information from the communication initiator of the node A and
also included in the the request information for the access control given from the

communication responder of node B.

[0173]

The authorization information Psa of the access control sent from the
authentication server S to the node A indicates "A read |write |execute RB1, RB2".
Therefore, the node A requests the reading operation, the writing operation, and the
executing operation with regard to the information RB1 and RB2 of the node B. The

authorization information Psb of the access control sent to the node B indicates "B
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According to the present operation instance, in the procedures P1 and P2,

the request infornmation Pas and Pbs of the access control are sent, as the
additional information, to the authentication server S fromthe nodes A and
B. However, the authorization information Psa and Psb of the access control
are encpypti¢dRBTherBfegefore, tthe senvidecrviadabliedor thefrodaet from thsaoda® iPsb of t he
access control gée ept secret. Besides, if _the request inforpmation Pas and

Pbs of fifutedciodhe infapppiden BB nyAwded dx dhg nody,B.  bybiaek thewedendis on Pas and

Pb 1. t 88 . The. t.i. k distri ti
o ooy PEYieR S FRkorh e Hadine opdBhof AR piesPhr id BB Bh oS

enbodi Meplya@iSn WRAE FQASH 1 BnilNBe BROMEaliS: RBAMGEASSI B 1t SédoButing a session

key used for the comunication wthin a group iIncluding plural nodes in a
conmput er communi cati on system An authentication server which has a
function of creating a session key and a function of distributing the
sessi on[(kléﬁl]to respective nodes included in the group shares secret keys
with the re ctive nodes. The key distribution process jncludes the steps
of : sendi ngfnp th5 ahose QRTHEAD ARSHNGH tRR YT 7 e i PTBaR o Ro FREGF eI tBR of
one node_ | r nonce eat t ne nQd - 55 - . and
Cdont 1 ecal SASie R HORES RS BeR e Ml U RRE BB P e eiatioha. by ¢ e
aut hent j fFeuoh Qb rSETHE facces 8ot @SS e Bmk @i Nk GRd i N eh 2@ ntiPa i e FHOUP aHE S
commonl y; cal culating, by the authentication server, a nessage

aut hent theateqoestdofdemasibn P ab ! tisea@bssaconeoi ethidethecfutbaticativdeefvea a
message i ncluding the nonce received fromthe first node, the created

sessi onraeeiyes fean ddiade dhalFurihasy thet dwhoripetioriindermaiidroPshreftthe mceess or mat i on
of access .control: sending,, by the authenticatj.o erver, to each node,
onCry ot T as e Rate T St ergehan heatwy Seh el it T tat Rl At once

recei V?&’f tfhE %%e?s@?oﬁtjr&%eﬂﬂl ari @%o&a%ﬁttﬁgaﬁﬁl%ﬁri{?%it é’ervglng ahﬁ%he ﬁee ues

aut hori zation information of the access contro the secret oti‘ each
node, tegatlRionPhdofithe abRsS g rauiienthe atithenticasieh yalsiesS eadetrtk dgpel by use
of a secret key of each node; obtaining, by each node in the group, the
sessi onthegydadtl thhevemet hbeiandhararationfioformtation Reh andePshoeesslicptiia alcedsy
decrypting encryption data recei‘ve‘(tj fraomthe _authentication sever; and

cal cul a‘i"r“gr‘@’,l Yy Regehingd b 4 ¢plleptdonykusvipn) 1astead ehthe attmHestideat i on code val ue
by use of a secret key and the decrypted encryption data, and determ ning,
by each node, that the obtained session key is authenticated, upon

acknowl pggsing that the cal cul ated nessage authentication code is identical
to the nmessage authentication code received fromthe authentication server.
[ 0189] Uding oh@produot s@qlrbdded 12 @baiRek 83cesd Sntidd Bhbdoptleceg8esti N t he
encryption key distribution system of the present enbodi ment, each of the
first dodirmagiealfromftbe neddsch ahdB. afltherdferss ecorict radigy caohalprovided. nddy on " 6"
are defined as the_authorization, infornation of the access ﬁontrol. [ 0190]

The corfPRHEFLIISHIR B WHen Bravadssithe spBidpdricesss ceptre} basef onitharediost he fir st
enbodi ﬁ)trmaa&ﬁe}ﬁ(;mttﬂgngge%iégﬁg informati on includes the authorization
t ol.

information o e access contr Therefore, the present enbodi nent
provi des the sane effect as the first enbodinent. In the prior art
expl ai ned as the background art, the authorization information of the
access [6dvMlrol is sent to the node without being encrypted. In contrast to
the prior art, the present enbodi nent includes the o
The registration information of the access control stored in the authentication

server S is updated at a proper timing. Therefore, an event where the nodes A and B

fail to notice that the registration information of the access control has been updated is

likely to occur. In view of this event, upon acknowledging that the registration

information of the access control includes no request information of the access control

received from the nodes A and B, the authentication server S treats the registration

information of the access control as the authorization information of the access control,
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- 56 - authorization information of the access control in the encryption
nmessage, and sends it together with the nessage authentication code val ue.
Consequently, it is possible to prevent the | eakage of the authorization
information of the access control to a third person. Further, it is enabled
to checknd h@mbuihh @dﬂittqntiylfqregaaiom "nyanh &8 dar Hernadas Aoand Bfioelmdingdhe of t he
access control i des, when the authentication server

recei ve's‘u’ihr?ém?‘@%é‘gf’rmﬁtﬁ‘b‘} F?atthied’r?dé? Arand Boesrestivglyt r dhereferin theenqdsad t he

h h f f.th
om0y b OB S s TR R R FEASS bt e SRR BaRtg® 2000
prel i m pakdil tidERShERRH Wihd a&%gﬁ&qltm ety BRI m%%@ﬁém@e%% GRg,t hat

the registration information of e access control does not 1nclude the
sanme information as the request information of the access control, the

aut hentication server may treat the registration informati on of the access
control as the authorization information of the access control regarding

t he nodg, d sends the encryption nessage including the authorization
inforna(pgﬁptogether with the nessage authentication code value to the node

in the gr O Lao%% (l s1tuat (6] el3)£11|1 ohz agn ?n Qttlcln(lzgftth% e@srs\égntro the access
“3651

|nf0rnat|on cre Ion uni cont1 gure pon rece|V|ng e request

i nf or medncRMeAfin th€eRESHESN ﬁfegsarg@ls errtqaman@s AlalhatB raqﬂqs Rs&d fdrhelceeaand node
B, conpare the received request information of the access control with the

regi st ridiei roessapé autiwntiontiaf cddeerahoc e $heedlvte; ohe podelsiArandBi day retdvechd n t he
authentication server S, and treat the registration information of the
access %@ﬁ@ﬂé@ﬂ%%ﬂﬂ@@m%ﬂﬁﬂﬁﬁﬁhzaﬁﬁﬁﬁC@ﬁ?@ﬂwﬁbk@%ﬂégth%éu@@é@égo%ontroI when

t he reqi tratlon infarmati on of, the_ access o) oes not. .i ncl.ude t he
same | HPLFHATOBFeREt dom ?@&@Pvﬁbﬂrwgaasgﬁonl TR Do gs otk B Rk, o

[0193] the authfhtid BPOVGLRS LtREEe d;i’éﬁ &"E‘mﬁ%ﬁ@m(’}&%@?&tﬁ? fygr stores
t he reglstratlon I"'nf"or mat i on regarailn e access contr a en the
r equesterdabidd t3aleli®fr tHe d¥Borizdtior mformatlon of the access control to the nodes A
and B in a secure manner. Further, according to the above arrangement, the
authorization information of the access control given to the nodes A and B can be
modified in response to the modification of the registration information of the access

control stored in the authentication server 8. The modification of the access control

can be made easily.

[0178]

In the aforementioned instance, the request information Pas of the access control
from the node A indicates "A read| write| execute RB1, RB2, RB3", and the
registration information of the access control regarding the node A indicates "A read
| write | execute RB1, RB2". Therefore, the authorization information Psa of the
access control regarding the node A indicates "A read |write | execute RB1, RB2, RB3".
Further, the request information Pbs of the access control from the node B indicates "B
provide RB1", and the registration information of the access control regarding the node
B indicates "B provide RB1, RB2". Therefore, the authorization information Psb of the

access control regarding the node B indicates "B provide RB1, RB2".
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access control fromthe node does not include the sane information as the
registration information of the access control, the registration
information of the access control is treated as the authorization
information, Further, the authorization information is included in the
encryptﬂHﬁ9hessage and the encryption nessage is sent together with the
nmessage autﬂg tication code value attached thereto. According to this

i nstance, tHethdgEgpoRthoROIHASE pathlen toperfia ecwadinggiweraiostht ed in the
node cap_bhe updat.ed in.response to update t he .registration i rmgtion
of "t he- JeRbe RER o R RE RS e SaP PRI R b S S P for BT

aut hor i pabi@hihéd By BB AQR Bf the access control can be nodified in response
to the nodification of the registration information of the access control
stored in the authentication server. Therefore, the nodification of the

aut hori zation informati on of the access control can be nmade easily. [0194]
The aut Wd8Pl cation server S (the access information creation unit 36) may
be configured to crea&e t he aut hori zatj on iﬂfornaxion ofE{he acgess_control

on the basiSTdf<eFHle\aF PEBINEC PR B0PHR Theuthe Ui GRion SR ST & Hertgdbedgion
control of tlilg Jrg(;]segi; innfgrgln-[ eor? ?L? ?N}fecagg%sg bV Eld élel(x%glﬁal%{%ﬁ)gﬁrﬁ olrglfag{orq%%l on

: f
creation unit conti1 gure upon rece eques

i nf or magHeQkc&s cbRfoPEL ARSI BRI Qlon| @R nBGEf (REREQEM Gt APr&RHed to
operation of the received request information of the access control and the

regi st rteimmdeinfnd ettoheamidhef the cegsest ombrohtipn 8bi nf therdckesssbotredand
t hereby creating the authorization infornmation of the access control.

[0196] ~the regisgragien dpfopmgtipn of the agsevsecontiot av hawptherigaéon mderapateonBgr e t he
thenticati t t istration inf [ f th

oo BRSSP L AR b Ol B PP Rptness

r?9'Strﬁh&%ﬂb59£9éﬁg&b@ﬂnﬁLﬁf&Sngﬁﬁs%ﬁjﬁﬁﬂh%@k in the authentication server

wi t hout directly changing the information o the access control stored in
the node. Therefore, the nodification of the access control can be nade
easily. - 58 - [0197]

[o181]

In this instance, when the registration information of the access control for the

node A is made by use of a wildcard (*) designating all the information (in other words,

the registration information of the access control created so as to indicate "A read

| write | execute *"), the authentication server S creates the authorization information

Psa of the access control regarding the node A which indicates "A read | write | execute

*" irrespective of contents of the request information Pas of the access control from the

node A. Therefore, the node A can operate all information provided from the other

node.

[0182]

With regard to the instance where the authorization information Psa of the access
control is defined as the product set of the request information Pas of the access control
and the registration information of the access control, both the request information Pas
of the access control and the registration information of the access control need include
the wildcard (*) for designating information. By contrast, with using the union, only

the registration information of the access control retained by the authentication server
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According to the instance where the authentication server stores the
registration information of the access control and where the authorization
information of the access control is created by cal culating the | ogical
operation of the request information of the access control fromthe node
and t heShegiwtregttoonclidd gromutldeomd 6F) hehaumdabe sgldvart Fdlugsed hethaccess cont r ol
can be nodified by nodifying at | east one of the registration information
of the SR&EEUY, QY&ratmylﬁ H%ﬂ%%c{@hﬁﬁe@a{th%zabt@ﬁwforamlwr%amf sbeawest the

| ogi cal i.on:in.the .aythentication server w thout changing the
in?ornagﬁgﬁﬁgéggﬂgh%%%éggeg%ntroI stored in the node. Therefore, the
nodi fi cation of the access control can be nade easily. [0198] (TH RD

EVMBODI MENT) As shown in FIG 7, the encryption key distribution system
of the [re8s8knt enbodinent is mainly different fromthe encryption key

di stribution systemof the second enbodinment in that the systemincludes a
proxy node KEvarofihenythednipn is vsesly thdimfommtinn aadlable foetheerlethés Finitet tnode A
and the_ second node B.. ggﬁggLﬂﬁ In fhe present enbodi nent, each node is
conf i guttsdntosmatignPseyiisd by i%Bee"et h the other node via the proxy node

C. [0200] In the present enbodi nent, the authentication server Sis
configured to send the authorization informati on of the access control to
t he projysmode C. [0201] The proxy node C includes a conmunication

unit (fourth comunication unit) 40, an authorization information storage
unit 41, and tha adoemssationant o@ration insd@nce; tlOauthentication server S treats, as

the authorization information Psa and Psb of the access control, the product sets or the
unions of the request information Pas and Pbs of the access control from the nodes A
and B and the registration information of the access control retained by the
authentication server S. However, a difference set may be used as the authorization
information of the access control. Alternatively, a combination of various kinds of sets
may be used as the authorization information of the access control. Further, different
set can be used for each of the nodes A and B. An arbitrary set can be selected for each
of the authorization information Psa of the access control regarding the node A and the

authorization information Psb of the access control regarding the node B.

[0185]

In the above operation instance, the data sent from the node A to the
authentication server S includes the request information Pas of the access control, and
the data sent from the node B to the authentication server S includes the request
information Pbs of the access control in the procedures P1 and P2. However, in an
instance where, in the procedures P1 and P2, the data sent from the node A includes no
request information Pas of the access control and the data sent from the node B
includes no request information Pbs of the access control, the server S sends, to the
node A, the registration information of the access control regarding the node A as the
authorization information Psa of the access control and sends, to the node B, the

registration information of the access control regarding the node B as the authorization
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[0202] The conmuni cation unit 40 is configured to communicate with
each of the nodes A and B and the authentication server S via the

i nformati on network. [0203] The aut horization information 41 is
configured to store the authorization information of the access control
recei vethiormorhiarhBskaefi thepc¢esacommolser ver S. [ 0204] The access control

unit 42 is configured to performthe access control between the nodes A and
Bwth reference to the authorization information regarding the access
control [(ﬁtggjed in the authorization information storage unit 41. [0205]

The present operation instance indicates an operation instance of the

system whi CRe RS QEBBdIHhBR0 BREFR e St P el RlioPRIVEERD, {HAEJARIRSaY BRER N @

simlar manner as the second enbodi nent and includes the proxy server C. As
shown i theRuBhofizatidreinforeationdRka £ndPsh & thunetdsBortbolrteg@hbngithhe

comruni cation between the node A as the initiator of the comunication and
t he nodeesBoakey s, resppoimady. ofha medes dnamch Branioparatp gb@siformation n brief, the

nodes A and ot communj.cate with each other directly, but co ni cate
with ea‘é‘?‘?l%iaﬁ‘é‘fgi’/?]ée THEOPFARY® Higrnatio ﬁsat ﬁ%‘i EF‘PB theceersicAriralwe the he node

A as t h&)xﬁrﬂhhfcg‘ﬁﬂﬁ% u%?l%%}l}gggss?o gate t@é %@di%i%gaﬁlﬂ%ﬁe}g%tdo%a%i’ Ofq 5§+ ver S

directly, too. server I nstea € no conmuni cates with

the authgndine@in He $8% ¥BIboSmd RN bakeesh, NRILIBi8SaltiRB hRSRANdEr

comuni cates with the authentication server and the proxy server C

di r ect | and "B" may be attached to the front side or the rear side of the authorization
information Psa and Psb, respectively. The other configurations and operations of the

present embodiment are the same as those of the first embodiment.

[0187]

According to the present operation instance, in the procedures P1 and P2, the
request information Pas and Pbs of the access control are sent, as the additional
information, to the authentication server S from the nodes A and B. However, the
authorization information Psa and Psb of the access control are encrypted. Therefore,
the authorization information Psa and Psb of the access control are kept secret.
Besides, if the request information Pas and Pbs of the access control are unnecessary,

the request information Pas and Pbs may not be sent.

[0188]

The encryption key distribution process employed by the encryption key
distribution system of the present embodiment as mentioned in the above is a process of
distributing a session key used for the communication within a group including plural
nodes in a computer communication system. An authentication server which has a
function of creating a session key and a function of distributing the session key to
respective nodes included in the group shares secret keys with the respective nodes.

The key distribution process includes the steps of: sending, to the authentication server,

identification information of one node in the group, a nonce created by the one node,
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[ 0207] A nore detail ed explanation referring to FIG 6 is nade to the
system of the present enbodinent. In this explanation, the node A as the
initiator of the - 60 - conmunication sends the request information of the
access control to the proxy node C, and then the proxy node C accesses the
aut hent pedideptifisatigr nfgrmatmomef thw ot hdrumide an ébe groupl Geadingnkii gwt es a fl ow of
data). i ng .operation instance, the request

0208]. . In the foll qw ) _
i nfor m%’?éﬁngfatﬂ%s%ﬁ%ée %ﬁppgieyw R threnersgdn Ahe grAupatssommandyd | wite
| execu . B3, . .The. request informatipon of . the access,control
romre hefieiing T e SthontIich SINER! nfth el Bl farb R RE FRRE BSMEP |

access gQadrbPkey 61Uk REIPHBIYa RIS ihAAHERHES nofred FRPivkd Wdni Bhd fifXECUL €
**_ [0209] The authentication server retains the registration

i nf or mahoden theegenthidngidien heg essl aldididell infogaatibn gndidng @dehdidabidncat i ve of
"Aread | wite | execute RB1, RB2", the registration information of the
access waéormaiory dgaeasis gontrple sersting. Byi thdiaswhenticagipn spryer.oipiedeh RBde, RB2", and
the registration information qf the cess control. regarding the proxy node
C§ nd CHRTYRIGY opsREg fo Gacriofe OPIARGIE G Shors DLt lsapt therponge rerehtedcat i on
server t nf i . i i . 1t h

"t or 5P GhE FRECERE, DY ALY LRGN BB o P shoeeE O S PR B0 2 e

cont r ol adcegadodtdY whtheth Qderefkef BEA2RAR B, topstthet RetIDIMEE C and the
correspondi ng registration information of the access control, thereby

cr eat i nguthheticattdmemntle gatueanldubdted bgtusenf afkedrbekacetemsh codé rabtainagaibgi ng t he
node A, the node B, and the pnoxi node C, respectiveuy. [0210
each node in the group, the session key and the authorization information of the access
control by decrypting encryption data received from the authentication sever; and
calculating, by each node in the group, a message authentication code value by use of a
secret key and the decrypted encryption data, and determining, by each node, that the
obtained session key is authenticated, upon acknowledging that the calculated message

authentication code is identical to the message authentication code received from the

authentication server.

[0189]

In order to realize the above key distribution process, in the encryption key
distribution system of the present embodiment, each of the first additional information
"a" and the second additional information "8" are defined as the authorization

information of the access control.

[0190]

The configuration of the present embodiment is similar to that of the first
embodiment, except the additional information includes the authorization information
of the access control. Therefore, the present embodiment provides the same effect as
the first embodiment. In the prior art explained as the background art, the
authorization information of the access control is sent to the node without being

encrypted. In contrast to the prior art, the present embodiment includes the
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Upper and |l ower eight arrows in FIG 6 are corresponding to the procedures
P1 to P8 in FIG 4, respectively. In brief, the upper eight arrows indicate
that the node A, the proxy node C, and the authentication server S are
respectively corresponding to the node A the node B, and the

aut hent aeﬁxomﬁtlg@m@vmsn@h@ﬁmheiaﬁcqss control inthg gaftyptian maseagemnnd sendshit
arrows |ndji.cate that the pro node C, the node B, and the authentication
server gﬁlf}é@rr‘%‘glbg}bet‘in\%ﬁ%gé‘w disaHaR Ayte Ylte %ﬁ’@qﬁntiyhét HPGeSIBe t9nd t he

aut hent j i .0 Fl G = [ l n..1 he
operat bt ehOMheTRRE oF RORhol BaFbPnmaribot el bontral d L0 | e
aut hent p&abih ONFS@hMEHt i® eh@bleB @0 PAQXKHB Adehdntiditylr38a i O BUU & hBdzatifte
information "Aread | wite | execute RBlL, RB2" is sent fromthe proxy node
C t o t hinfomggion ofrthe laeceps omgdelr e P4. The information "B provide RB1" is
sent fromthe authentication server Sto the node B in the procedure P3.
The information "Cread | wite | execute *" is sent fromthe node B to the
pr oxy n@ﬂgﬂf in the procedure P4. [0212] Therefore, as shown in FIG

6, the orization information of the access control for the node A

i ndi cates "#.Lgad 1 ecl SO i |

i nformati onﬁ%s:‘i&%hghg}g@éi guihgﬁﬁggtﬁélf%&%%%e%%%&%t}g?ﬁgg%gg {édsfﬁ‘%%{"g?’é\??%e RBI " .
The aut fwedszahtonfronf theMide OtheQfuth&igi AELASEr&@Mhdotorh firetthe r@fuesy node C
indicates "Cread | wite | execute | provide *" (in FIG 6, the reading,
wr i ti nginfexedion dfghepereas cortzol avich ghepregssedionsinbeimgionaf ahabhedss cantrdlhe
provi di ng _operagi on). Alternatively, the informatjon "Cread | wite |
execut ePEHIHRIrilyregistred o Yarardin Hhermadeat Poan agkneirledeing thajethsr oxy node C

in the pro ure P3. Aternativel he .i nf or.mat,i qn,;'C provide *" pay be
sont |1 rERRERE Al il B b souheT e B Cah PR B peinT P
i's suf fineireRtest Mdtbrh REoRBE mrdcg&%'cgﬂtrbﬂ]&ﬁ’é %@-tt}ieﬂgicé)tfioﬂ Eﬁvéicﬁ%§stré%ﬁ’ @B«% ol

regardi ng the proxy node Cindicative of "Cread | wite | execute

pr ovi deregistiasioariafredtian of thesdtkis con®dl 3} the authorizatish infadm alombishe t he
aut hori zation informati on of the access control is given to each of the
node A ace¢fs captrel Bgaphas thenpdwrpdends heancmmitononesbagn indhediapdhe, t he

roxy no C (the access control unit 42) rela the access fromthe node A
SR R P SN ey Sy A SR AR

access xﬁﬁg%ﬁ%e %}o ed in the authorization information storage unit 41). In
wor ds, upon

ot her eing accessed by the node A the proxy node C accesses

the node B and then the response fromthe node B is sent to the node A via

the proxy node C. - 62 -
[0192]

In brief, the authentication server S (the access information creation unit 36) is
configured to, upon receiving the request information of the access control from the first
node A or the second node B, compare the received request information of the access
control with the registration information of the access control preliminarily stored in
the authentication server S, and treat the registration information of the access control
as the authorization information of the access control when the registration information
of the access control does not include the same information as the received request

information of access control.

[0193]
In the above instance, when the authentication server stores the registration

information regarding the access control and when the request information of the
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[0214] The proxy node Cis free fromthe access limtation. The access
fromthe node Ato the node Bis limted based on the authorization
information "Aread | wite | execute RBI, RB2". As a consequence, although
t he proxy node C relays the access fromthe node A to the node B, the node
A i s peneriess exhtrod frmot Gesnmiel does het incfwlerthe same Rbrohtivhes nbeleegBitritdan 4]

As described in the above, the proxy node C receives the authorization

i nf or matHeEMaion fdha ceess correl Hhe regisitadionafosmationob de feogps qatiol ékecut e |

ide *" Theref . when .t d t ti .he. di
Oper at | BSoCH8 oE RgBHGR AP ERACG. (ReEodt PR G HaRas R O] coar d”
to the 1&fﬂeﬁ%'tsﬂé‘e5§b{)goﬁ sM%%%d%g%ngggﬁ%ﬁ'xﬂ ?%41% deRtHRR R witine

operation with regar the information RB1, an e proxy node C instead

of the tiedaechagequashsichfien oRRMNaLIOMtMHA the@ds.d Aeotdifg kdflds iadthode, RB1 of
t he node B. Thereby, the node B provides the information RB1 on the basis
of the thethohpuzticoninforirotivatdfdhe efcetheondrd esged omthohodeTheartef urdated ine
proxy node C can receive the informtion RB1l, and provides the received

i nf or meXesBRRSRER Wpdaterf the gesistratiop yprmation of the agprsh copaokisdbe A sends a

request, g, L, aperat Lon b e rgard Lo Lhe i ater il e B2, the By oy node
C sends e reques 0t he 'node B. wever, e authori zatli on 1 ntornmatl on

of the RCFBaFiAANLER onbOTo {HREMPBABa R LG e POListrAGLHIRHASBR BYiIRI RBRf the
informati on RB2. Therefore, the node B does not provide the information RB2

to the @mnoeoy stvoedirheAsuthetititlon, seivie. NGereforkpiHeambdifipetidrosfahehe oper ati on
with regard to the informati on RB2. [0217] When t he request

i nf or nedutbarisdtierhimferaeation ¢ohe potess epntrélcombemeadroesil® | ndi cates "B provi de
RB1, RB2", the node Ais permtted to performthe operation with regard to
the informati on RB2. Likew se, when the authentication server S uses, as

t he aut[la%jﬂzati on information of the access control, the union instead of
the intersection - 63 -

The authentication server S (the access information creation unit 36) may be
configured to create the authorization information of the access control on the basis of

the variable registration information of the access control.

[0195]

The authentication server S (the access information creation unit 36) may be
configured to, upon receiving the request information of the access control from the
node, perform a logical operation of the received request information of the access
control and the registration information of the access control preliminarily stored,

thereby creating the authorization information of the access control.

[0196]

As described in the above, according to the instance where the authentication
server stores the registration information of the access control, the access control can be
modified by only modifying the registration information of the access control in the
authentication server without directly changing the information of the access control
stored in the node. Therefore, the modification of the access control can be made

easily.
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(product set) of the request information of the access control and the
registration information of the access control, the node B can provide the
i nformation RB2. The ot her configurations and operations of the present
enbodi nent are sane as those of the second enbodi ment, except the present
enbodi nent i ncludes the proxy node C. [0218] As mentioned in the
above, hﬁg ﬁncryption key distribution system enploys the configuration

MV

whi ch i es the proxy node C configured to relay t he conmuni cati on
bet ween t he, nodes Dot he and S oriz t|on i nf or.mat.i on
Che access ABRRETE F plh e HH R RER R P oh AR s B P EREe® L0910

I'n bri efnfoml(ﬁmftﬁpfah&@s wra'ﬁdrmb&tgm@aﬁmtrﬁ%wﬁﬁfe%ah@ﬁbpﬁﬁsa E&% pr oxy

node C configured to relay the conmunication between the first no A and
t he secamdrdedereBied Byecaddiil figng tieslbpienl GRINESn & the re@idst Grfoedation semja t he
aut hori zation information of the access control to the proxy node C. The
proxy naegesseongrot fefr @@rredeta@drtéb aggistretionm mforhataen oftheetcosse gontrel, the st

node A and the secon Bwth_ reference to t aut hori zat,i
i nf or meRSCEH OBEG: %ag? P ff%‘ebYa@PWésﬁPs@a a@hog%?f{)@ﬁ rsglstr@él?einf%rmatlﬂg

descri b(%dch%e gf:éegg c@lﬁ%él%%l tﬁ‘% % th%%lltlr(!gtl(g CerOb s OXX%H? dlgrofcgslrs r%)tf hﬁ%ﬁ%&% S contr ol,

it is pOSSIb € access COﬂtI’O I'S e-information of

the accgssaoNid e ﬁth&ﬁ@ca@foﬁ&%r@dﬁtwlﬁf%ﬁb& ﬁ@%ﬂgiﬂfgrnhmoﬁ of @lerREtdgn of
t he access control at the node. Therefore, %e nodi fication of the access

cont r ol con&wvl bvreditdetheasidey . Thé&22dp, thie Gl Fic EMBCE tWENE)ess contrdlanpreesent
operation instance indicates an instance where the systemclassifies the

pl ural Madesasilit o groups and perforns the access control for each group. In
order to sinplify an explanation, as shown in FIG 4, the four nodes A B,
D, E and the proxy node C can comuni cate with each other, and the system
enpl oys|pihg authentication - 64 -

(THIRD EMBODIMENT)

As shown in FIG. 7, the encryption key distribution system of the present
embodiment is mainly different from the encryption key distribution system of the
second embodiment in that the system includes a proxy node C configured to relay the

communication between the first node A and the second node B.

[0199]
In the present embodiment, each node is configured to indirectly communicate

with the other node via the proxy node C.

[0200]
In the present embodiment, the authentication server S is configured to send the

authorization information of the access control to the proxy node C.
[0201]

The proxy node C includes a communication unit (fourth communication unit) 40,

an authorization information storage unit 41, and an access control unit 42.
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server S having the function of the key distribution Iike the

af orenenti oned third enbodi nent. The operation illustrated in FIG 8

i ncl udes a process designated by a set of eight arrows respectively
corresponding to the procedures P1 to P8 shown in FIG 4. In the follow ng
expl anatd268] the nodes A and B is classified into a group different froma
group into which the nodes D and E are classified. In the explanation, it
is assumed TRatommanigtan poitdfliscoatigwed thserarmicnte witheachiof thaRedessd t he
node A andypthat..the node "F' provides . infornmation i.n a simlar manner as
he nodingB' (gbiws M RaEigpbn BEAY SRF AT LIOMMA at et or ' each ¢l ass o
informati on and plural nodes provide information of the sane class, it is
necessary to classify the nodes A, B, D, and E into plural group. For
exanpl elo208] i s assunmed that the identifier of RB1 is allocated to
tenperature information and that the nodes B and D are configured to
provi de t heTheapdonratien indponatian dhis donfighies textorplthe awttemizabient wo nodes A
and E request the eration with regard to the information RBl, the proxy
node C ¥lpmatiag ofithe PRGE? %Wtbfétrﬁ%%\fﬁ%t%%mrtgaa@&enamflﬂ% SGYEF &t i on with
regard to the information RB1 of the node B and the request of the
operation with regard to the information RB1L of the node D. [0223] I n
vi ew of [opbhg] above, with classifying a set of the nodes A and B and a set of
the nodes D and E into the different group, it is possible to provide the

i nf or mat i orMl'RBiccéssomntiok unde iB configured hogerférn bhe aspensatiod betweendtuest
fromthe node A, _and it is possible to provide the information RB1 fromthe

node D Basles BeanthBavith referansy gmthe awhprieatioindarm aticomegheding dke &cesh t he
resent operation.instance, as shown in FIG 9, oup identifier used for
P dent | fRHS! A5 iec AR AIEE AP P CRAP B MAE £ or mat i on "a" and " 6"

which are sent in the procedures P3 and P4 explained in the first

enbodi ment. In the foll owi ng expl anation, the set of the nodes A and B and
t he setfoebs]t he nodes D and E are classified into the different groups. The
group identifier (G, &) is allocated to each group. [0224] - 65 -

I n the presBmrtpiessttapemtidnhi@stanoe padicktns hh iopera@bniisstment ofadetsiisteaddi t i onal
information in the procedures P3 and P4. The proxy. node C stores the group
i dent i fVich pefformphe accgsssepatrol patvegnithe @qdes drnddd i ppintilkyr MARBY 4% whi ch

the At ent) oo ol BRENELn Sl RELIRYL S LIRATT® SEABlaN. Lt Ko athen the

group ﬁ entirier ) Ive e proxy ode™C is not

i dent i Gabxy Aodd@ 15k %rﬁﬁctg(gri)b'ﬁ)re.ﬂ%gﬁ% td &mhGhical® be@FechBe dBlQ AT £GRLVED DY

t he proxy node C does not inclu he group identifier (Gl, &), the proxy

node Cidiiegonof theebmynddieati@ceid/ g whalledB a§ O2&Eponder of the communication.

[0206]

In brief, the nodes A and B do not communicate with each other directly, but
communicate with each other via the proxy node C. In the illustrated instance, the
node A as the initiator does not communicate with the authentication server S directly,
too. The proxy server C instead of the node A communicates with the authentication
server S. By contrast, the node B as the responder communicates with the

authentication server S and the proxy server C directly.

[0207]
A more detailed explanation referring to FIG. 6 is made to the system of the

present embodiment. In this explanation, the node A as the initiator of the
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In brief, in the present enbodi nent, the authorization information storage
unit 41 is configured to store the group identifier (GL, &) for each of

the sets of the nodes to which the authentication server S distributes the
sanme session key Ks. In addition, the access control unit 42 is configured
not t o, caannichtiogsends thdanandst enfofraatioepl theraskesdednirnl tohbe daowy rateebved by

the communication unit 40.is not (dentical to the group identjfier (Gl, Q)
stored R Hid LSRR 995 %ﬁC?%?%r%ﬁuW%%caFlaﬁ ECTYRT O (@1 argpy Ut a
recei vegdby.the co ni cati unit 40 includes no group identifier (Gl,
), reﬁ%@‘%ﬁgﬁﬁﬁ%§?§8 c%%?%ﬁ'[OZZGl When the single node is

classified into plural groups, it is possible to select, by use of the
group identifier in the procedures Pl and P2, the current group fromthe

pl ural [208ps. When the single node belongs to the plural groups, the
authentication server Sis configured to calculate the union regarding the
group i dentlinftherdfollanasoneradiop instaace. nhe remeguiriomatzan ofrthe ntesmaentsel of t he

trol . Accordi to this inst , ] C it th
nccoss GiPrEagde & PRIeAR Prsad SuYE TeEHGagY | AUk oLhar et on,
0227] . : " e
Edesi ggnlélg(ggl %}%%tﬁgﬁgrgécﬁﬁs% Sﬁc{]?’fq“?’ZF G%b% grllcfﬁ %%gg n%gggs‘}}%e gn U'E Vg}iﬁ ong to

the grokguedt infiRsiti@AIT ek Mted@nBFcPBRN BRNIky 86ddR)inditRRsPCa¥¥d node C
selects the group identifier GL with regard to the - 66 - procedure P1 in

whi ch t heripr besecniedd. C comuni cates with the node A The proxy node C
selects the group identifier G with regard to the procedure P2 in which

t he proxy node C conmunicates with the node D. The proxy node C selects the
gr oup iﬂg@@ifier GL with regard to the procedure P3 in which the proxy node
C co tes with the node B. The proxy node C selects the group

I dentifier g élﬁth@n{i@ﬁﬁ{ndsek%rt%"f‘etgfn%‘%ﬁg&'ég%st%tﬂn{‘iﬁ’fﬁhﬁ@ti&b?eg?%ﬁ%&tﬁé‘-"de C
comuni cates wth the node E [0228] The proxy node C(the access

cont r ol acdéustcod@pl fde@rditg ahelabde AdhdicatindbfC'al tevd |Afrie (eREAHES RBIJERBIE,
relation between the group identifier and the procedure (e.g., the data
t abl e ithegegsedtipn inthematiomof theatccens confrol regaiding shonedreBundicatddg of "Bhe

proxy node C (the access control unit 42) refers to the data tahle and then
det er mme@dwxé%iv%f alaff)th tegisbragipn infmighion Ogél@%@ﬁsst sty gesrrdinaddgi se,

when the. @0 5P, b‘%'xg&% &8 s AT 9GR8 Ye "l‘ﬁit% B SREGHELC oh ML OGIRLLQD,, the node
whi ch Has™ ecei ve |H?ornat|on dan sel8t 't he speC|?rc i At or matt on by use
of the QERWE (tHEAEdeEE Blformation creation unit 36) calculates the intersections (product

set) of the request information of the access control regarding the node A, the node B,

and the proxy node C and the corresponding registration information of the access

control, thereby creating the authentication information of the access control regarding

the node A, the node B, and the proxy node C, respectively.

[0210]

Upper and lower eight arrows in FIG. 6 are corresponding to the procedures P1 to
P8 in FIG. 4, respectively. In brief, the upper eight arrows indicate that the node A,
the proxy node C, and the authentication server S are respectively corresponding to the
node A, the node B, and the authentication server S shown in FIG. 4. In addition, the
lower eight arrows indicate that the proxy node C, the node B, and the authentication
server S are respectively corresponding to the node A, the node B, and the

authentication server S shown in FIG. 4.
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[ 0229] An explanation referring to FIG 8 is nmade to the operation

i nstance of the present enbodinent. FIG 8 illustrates an instance where
the node A obtains the information RB1 fromthe node B and the node E
acquires the information RBL fromthe node DO Wth regard to the node A
the authentication server S sends the authorization information "C provide
* to t&g oxy node Cin the procedure P3, and the proxy node C transfers
t he aut ﬂ?@ation information "A read I wwite | execute RBl" fromthe

aut henti cat sery S.to th r, ure R4, rther W th
regard to t et%r%’dgr lontshhovvn Ij&fl Cg%e g Ors E{/Oglr%g?ro r%%s EheH ﬁf%mrpl zati on

i nf or mag | @RntiBh S PWr & %thet&o&?ﬁoéﬂaoéQn Bnd chB&uxl%r}Q?equ{e%nPo%ma%f&ﬁ wyhe node
B transfers the authorization information "C read wite | execute *" from

t he aut ladt ivaatel 0oxesateVRB1,RBD" isrsenpfromyth@qdexﬁnd)das C hethy sakrdietiR4. [ 0230]
Wth regard to the node E, the authentication server S sends the
aut hor i precedire P47 The ipfofontiani'B proGde RBA' desent ftomn th@awﬂ@nycme@vmn t he

procedueP3 t he proxy, node C nsfers th horization ipformtion
YE readS o 4 pely B SR C‘F@B‘fe%fgro# OHERRERT £ ¢SS DT GERUS T 95t he node
Ein th§n9@%?§%ergo£45 ?QFSXYHe atl}tlr %ﬂgrg({cgc?ulte node D, the

aut hentication server orizatron intformation "D provi de RBl1"
to the node Din the procedure P3, and the node D transfers the

aut hori zation information "Cread I wite | execute *" fromthe

aut hentlioeagli on server S to the proxy node Cin the procedure P4. [02311
When the aut horization information of the access control is given to each
of the nodekheaefor, ap ShrmnEn Ffrel 61 the apthogzatisaanorantiopplt dhaaetepheanieolabove,

th de, C t de At d ts th
node' € Ph ceuch FRETHESA B rﬁ Bt BRGERT A%, 05 e iR doses the
node B ihfrhfRAME Ehd Gedil aﬂlt 8hoRY H 8 JmevB%ro@ e _kHg response

fromthe no Is sent tot e node A via t e proxy node C. The proxy node
C aCCeszﬁftﬁoﬁﬂﬁﬂiﬂﬂ@orﬁdtfbnﬁﬂ’&ﬁ@@&@sé eoldl Hgr BeGRsELdodyClih@icaRdeCkead@nd t hen

the response fromthe node Dis sent to the node E via the proxy node C.

[ 0232] |write |execute |provide *" (in FIG. 6, the reading, writing, executing operations are
expressed as being separated from the providing operation). Alternatively, the
information "C read |write |execute *" may be sent from the authentication server S to
the proxy node C in the procedure P3. Alternatively, the information "C provide *"

may be sent from the node B to the proxy node C in the procedure P4. In brief, it is

sufficient that the authorization information of the access control regarding the proxy

node C indicative of "C read |write | execute |provide *" is created as a result.

[0213]

In a situation where the authorization information of the access control is given to
each of the node A, the node B, and the proxy node C as mentioned in the above, the
proxy node C (the access control unit 42) relays the access from the node A to the node
B (with reference to the authorization information of the access control stored in the
authorization information storage unit 41). In other words, upon being accessed by the
node A, the proxy node C accesses the node B and then the response from the node B is

sent to the node A via the proxy node C.
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In this instance, the proxy node C has the group identifier associated with
the session key. Wien the node A requests the access control with regard to
the information RB1, the information RB1 of the node B which has the sane
group identifier GL as the node A is sent to the node A. Wen the node E
request 0214k access control with regard to the information RB1, the
informati on RB1 of the node D which has the sane group |dent|f|er & as the
node E i s sépt p’f%‘ytfﬁ’ée folgdrae. frTIezb%]access limyfagiogy h%he AEIES I8 rra‘fhedwgiea"n

f " d
enbodi nihte ik T pOPERFShe P p R GoAr el R B R 4 e VB g
to the qpgr RBQ‘Dn AQéEﬁ&%&uéﬁ@V@th&g@ tHe proWESR ¢ B PP eg;% eIt TRE Oyed in

the first enbodi nent, but can be nodified to be corresponding to the - 68 -
oper at i aodd A%6 Blﬁ&ﬁo&h]@vﬂhelrde!AGs pernitt@htoise3ondPthcoingorn] 234HB1 of thel N t he
af orenenti oned key authentication systemof the present enbodinent, each
node hasode Broup identifier. The additional information includes the group
identifier. The access control is perforned by use of the group identifier.
[ 02351 In brief, the group identifier is allocated to each of the
nodes AooBy) D, and E. The first additional information "a" and the second
addi tional "1 nformation "6" include the group identifier. The proxy node C

(the accessp£@iMcrBbd Wthe Akve! t&hegpqaiy Aieed rtRiR%aR htHABaBBRESPrmanbhol by
use of the group identifier.

of the access control indicative of "C read [write |execute |provide *". Therefore,

when the node A requests the operation (the reading operation, the writing operation,

or the executing operation) with regard to the information RB1, the proxy node C

receives the request of the operation with regard to the information RB1, and the proxy

node C instead of the node A requests the operation with regard to the information RB1

of the node B. Thereby, the node B provides the information RB1 on the basis of the

authorization information of the access control. Therefore, the proxy node C can

receive the information RB1, and provides the received information RB1 to the node A.

[0216]

Also when the node A sends a request of the operation with regard to the
information RB2, the proxy node C sends the request to the node B. However, the
authorization information of the access control for the node B does not include the
provision of the information RB2. Therefore, the node B does not provide the
information RB2 to the proxy node C. As a result, the node A fails to perform the

operation with regard to the information RB2.

[0217]

When the request information of the access control sent from the node B indicates
"B provide RB1, RB2", the node A is permitted to perform the operation with regard to
the information RB2. Likewise, when the authentication server S uses, as the

authorization information of the access control, the union instead of the intersection
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As described in the above, the use of the group identifier for the access
control enables to define a range of the access control. In other words,
the group identifier can restrict a range over which the encryption nessage
extends., CLAIMS 1. An encryption key distribution systemconprising: a
first nodedud se@obhlk rradest iafidmation of dire aecesremnitwhtindmhs ergigratienf i gured to
create a _session key used for encryption conmuni cation between said first
node antMfeaafinefdh apesge control, therigdeithcamprpviderthe infoawabing RB7. o The

aut hentj cation. server arge conf.i qur to retai first secret ke d for
encrypt VSR EOMARRGs S uaRRkut LaRabRr o8l PnBadrinl StariRa Gt R 38 on
Server, second eﬁ@b&infe%@,%geﬁo@l% p‘?Q&:n% @h@oﬁﬂﬁé}ﬂr&%lﬁﬁéé e by fbadei ng .
configured to retain a second secret key used for encryption comrunication
bet ween said second node and sai d authentication server, said first
node being configured to create a first nonce and sends the created first
nonce t®238li d authentication server when said first node requests said

aut henticatjon server. to issue the session key, . . said second node being
confi gur ed %mep@awf ]é”g’é ﬁ&e,ﬁ%ﬁ&%crémaoggﬁﬂéﬁﬂﬂﬁ@%%éﬁf%ﬂ%ﬂ%ﬁ thsnce to

sai d auéogﬁg{l}a%?otni v9ﬂ1cﬁ?{1éﬁlelaesvﬁ1%r%)r§g i gofeeé %Qrgfk%uc%gg td ?eq%? %ﬁescosrﬁaﬁlgnication
aut henti cati on server 0 I Ssue 't Sessi on Y,
between the nodes in the group and sends the authorization information of the access

control from the authentication server to the proxy node.

[0219]

In brief, the encryption key distribution system further includes the proxy node C
configured to relay the communication between the first node A and the second node B.
The authentication server S is configured to send the authorization information of the
access control to the proxy node C. The proxy node C is configured to relay the
communication between the first node A and the second node B with reference to the

authorization information received from the authentication server S.

[0220]

As described in the above, with using the proxy node for the access control, it is
possible to modify the access control by revising the information of the access control at
the proxy node without changing the information of the access control at the node.

Therefore, the modification of the access control can be made easily.

[0221]
(FOURTH EMBODIMENT)

The present operation instance indicates an instance where the system classifies
the plural nodes into groups and performs the access control for each group. In order
to simplify an explanation, as shown in FIG. 4, the four nodes A, B, D, E and the proxy

node C can communicate with each other, and the system employs the authentication
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sai d authentication server being configured to newy create the
session key in response to receiving the first nonce and the second nonce,
and calculate a first message authentication code value by use of the
first secret key froma first nessage including the received first nonce,

t he newkgrver 8hneedbs Sunntionef thakey gistdettéomiikethef afomenddined shiatl

I nformati on, and create_a first encryption nessage hy encrypting the
receiveﬁmgW#gwnﬁoﬁgéfWFH%“W%%PV“%F@%FEEH% wichileg @yprogasy designgtefl by a
additiopal information wit.h the first,.secret key,. an send th i rst
ncr ypt 1t HReLaER stk e e R et B Bh o B dE0p RIS o
first ngdei, @RGollowing cabruhAbS Mo SRANNA RS A0 BHALRL Gabd ot val ue
by use of the second secret key froma second nessage I ncluding the

r ecei veftomecgnaprinticehich ke AidsyD ane® & clasblfied. $8IBé O¥plKkEMioB Atlis
predet erm ned second additional information, and create a second

encr ypt dassumedsbageheyoderdt raguestsgnfonmation én wedmier ovacinpoas the ndve Aently
created seSﬁion K%%’ ana t he second additj onal inforgation w th the second
secr et the,pede "I prawfes Idrmaigg aeﬁ&%tmwwéé §8°4h 8 t he second

nmessage aut hentication code value to said second node,

[0222]

When an identifier is allocated for each class of information and plural nodes
provide information of the same class, it is necessary to classify the nodes A, B, D, and
E into plural group. For example, it is assumed that the identifier of RB1 is allocated
to temperature information and that the nodes B and D are configured to provide the
temperature information. In this example, when the two nodes A and E request the
operation with regard to the information RB1, the proxy node C fails to distinguish
between the request of the operation with regard to the information RB1 of the node B

and the request of the operation with regard to the information RB1 of the node D.

[0223]

In view of the above, with classifying a set of the nodes A and B and a set of the
nodes D and E into the different group, it is possible to provide the information RB1
from the node B to the node A in response to the request from the node A, and it is
possible to provide the information RB1 from the node D to the node E in response to
the request from the node E. In the present operation instance, as shown in FIG. 9, a
group identifier used for identifying a group is included in the additional information
"a" and "B" which are sent in the procedures P3 and P4 explained in the first
embodiment. In the following explanation, the set of the nodes A and B and the set of
the nodes D and E are classified into the different groups. The group identifier (G1,

G2) is allocated to each group.

[0224]
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said first node being configured to in response to receiving the first
encryption nessage and the first nessage authentication code value, obtain
the session key and the first additional information by decrypting the
first encryption nmessage with the first secret key, and cal cul ate the
first nmessagetheutrhsamtiiosnnen thogoupaledifyr Gk wht ahehd addtiondnce stored in
said first node, the session key and the first addjtional informatign

obt ai netMem Y Pbe pgogeHures Fiand hidr y b Broxawds Gestorpsdhe groyn ydeptilige r et
key, an .authenticate th SSi key.received fromth ut henti cation
sorver BiM A RERSRLLRGH T R PR EP TSR st RO Bl St

val ue cglycdiliphed thY s8Rk deddidiSkeyREE WheRIHRLrdu® iHBSifidd @1, B SALAR data

aut henti cation code val ue recei'ved from sai d authentication server, and

sai d semoeigedbdehdpidxg modaild iguoeiHdnbical to the Rtdred pengeideatifiece vigy), éhe
second encryption nessage and the second nessage aut hentication code val ue,
obt ai n theelage sededieddaythamaotsheodsed doek rddineludnshe grotprdentifeer (B, G8brthet i ng
t he second engré%i on ngeisa e W t-hﬁi?e second secret key, and

cal cul at'@XY HEAS EEBRE RS A ECAGEHER 2%t i on code val ue by use of the second
nonce stored in said second node, the session key and the second additi onal
i nformati on obtai ned by decrypting the second encryption nessage, and the
second [pegslet key, and aut henti cate the session key received fromsaid
aut henti cati on server by judgi ng whether or not the second nessage

aut hent i catlndiiefgidehe plrerent ambutlaied, the @mdhdrisaooniadforadeionsstegigaluniiodl he
second nessage aut hentication code val ue received from said authentication
ser ver .is gonfigired &0 siore the weyp dientiiesGilo2sips eash afsthesets afithy npdesctioai m 1,

:Aﬂfe grelrrg\yﬁlgh gt’g% I&Lﬁ}e??iggglcgrll (s)er}%ler ér;lifls(%h%%elsqc e %ngle ssgés(iion'.s Egyoﬁcsi. apnd;&(ii’ggr?,l
the access control unit 42 is configured not to, when the group identifier (G1, G2)
included in the data received by the communication unit 40 is not identical to the group
identifier (G1, G2) stored in the authorization information storage unit 41, or when the

data received by the communication unit 40 includes no group identifier (G1, G2), relay

the received data.

[0226]

When the single node is classified into plural groups, it is possible to select, by use
of the group identifier in the procedures P1 and P2, the current group from the plural
groups. When the single node belongs to the plural groups, the authentication server
S is configured to calculate the union regarding the group identifier, and thereby
creating the authorization information of the access control. According to this instance,
the proxy node C can permit the access with regard to all the groups included in the

calculated union.

[0227]
For example, the nodes A and B belong to the group "1" (designated by the group
identifier G1), and the nodes D and E belong to the group "2" (designated by the group

identifier G2). The proxy node C selects the group identifier G1 with regard to the
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defined as authorization information regardi ng access control. 3. An
encryption key distribution systemas set forth in claim?2, wherein

sai d authentication server is configured to, upon receiving request
information regarding the access control fromsaid first node or said
second nuogeduredhipiarehichéhe preiyvede eepues tinicafes bl tonnedeghr dIngptoxe access
control with registration infornatiaon regarding the access cantrol

prel i mi ReFq ©yeleglyitae g, dentifiesGp yith regard F e RFACRYTG &2 BETHER ¥t i gur ed

to, upon_ackn dgi ng that t.he .registtatj,on infor i O egarding the
access By rone ol gt R iR RIS TR pie o BR el SRR oo
request ideRHAEBAIAM FEGRA % ALk bREAREFInGORLR Fhe plRS foRE I S AhARALAN

i nformation regarding e access control as the authorization information
of the athahs noda Bl 0The$broAMm@IROT Y¢lbite Mh& gsouid idé i tifkeit GR Rty sigan astheet

forth in claim?2, wherein said encryption key distribution system

f ur t her pxsoepire ddsingvipch 2 pode nodafl gpednicates ofitly theomedenti.cat i on bet ween
said first node and said second node, sai d aut hentication server being
configured to send the authorization information regarding the access
controlobggﬁaid proxy node, and sai d proxy node being configured to
relay t%e communi cati on between said first node and said second node on the

basi s of t orREroRYPhBAE CZ@Rd AReéNRALMRUNANYY) 8EREL QGtd HBlAGERRSIVERRRI Ol
received fromsaid authentication server. 5. An encryption key distribution

syst em asrespondemict helation baiwnes, thulgesgi festifidr ind she modelwade.gaithe deimond
node have a group identifier, _

table is stored in the authorization information storage unit 41). The proxy node C

(the access control unit 42) refers to the data table and then determines whether or not

it relays the data between the nodes. Likewise, when the group identifier is associated

with specific information, the node which has received information can select the

specific information by use of the group identifier.

[0229]

An explanation referring to FIG. 8 is made to the operation instance of the present
embodiment. FIG. 8 illustrates an instance where the node A obtains the information
RB1 from the node B and the node E acquires the information RB1 from the node D.
With regard to the node A, the authentication server S sends the authorization
information "C provide *" to the proxy node C in the procedure P3, and the proxy node
C transfers the authorization information "A read |write | execute RB1" from the
authentication server S to the node A in the procedure P4. Further, with regard to the
node B, the authentication server S sends the authorization information "B provide
RB1" to the node B in the procedure P3, and the node B transfers the authorization
information "C read |write | execute *" from the authentication server S to the proxy

node C in the procedure P4.

[0230]

With regard to the node E, the authentication server S sends the authorization
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said first additional information and said second additional information

I ncl udi ng the group identifier, and sai d proxy node being configured
to execute the access control by use of the group identifier. 6. An
encryption key distribution systemas set forth in claim2, wherein said
aut hent indatmatrosy pevides*"dohe groxechode Geinetdiearoded usePBoan dzthtei onxy nédy mat i on
- 72 - _regarding the access contral on t he basis of cha%ggable

registr Qtti“%‘i’?f?rﬁftg? ruthosiratieganiarmationel aerd suritoniexetute RBIAGrammthe/ pt i on key
di stribytjon, .system as t forthdn glaim?2 regn i d

aut hent  SRRERELT TLPS: SR eI oL s et BT hRriop v h ifinag o the

| nf or mahs ANDT §RALELAGILBnACAR S SAAL LR ahiHeMSabidth sl flPds pPhvigdl d
second node, performa |ogical operation of the received request

I nf or maRBahtd ggatode MYid 11 @ocesse PONLidtheandlelT® giadisfert tloNauthbarza@dn on
regarding the access control prelimnarily registered, thereby creating the
aut hor i wdetneatidm Coyaadt livomter legracdian? frére the eutwngigatiemperver S to the proxy

node C in the procedure P4.

[0231]

When the authorization information of the access control is given to each of the
nodes A, B, D and E, and the proxy node C as explained in the above, the proxy node C
permits the node A to access the node B, and permits the node E to access the node D.
In other words, the proxy node C accesses the node B in response to being accessed by
the node A, and then the response from the node B is sent to the node A via the proxy
node C. The proxy node C accesses the node D in response to being accessed by the
node E, and then the response from the node D is sent to the node E via the proxy node

C.

[0232]

In this instance, the proxy node C has the group identifier associated with the
session key. When the node A requests the access control with regard to the
information RB1, the information RB1 of the node B which has the same group
identifier G1 as the node A is sent to the node A. When the node E requests the
access control with regard to the information RB1, the information RB1 of the node D

which has the same group identifier G2 as the node E is sent to the node E.

[0233]

The other configurations and operations of the present embodiment are the same
as those of the second embodiment. The operation instance illustrated in FIG. 9 is
corresponding to the operation instance shown in FIG. 3 where the options are

employed in the first embodiment, but can be modified to be corresponding to the
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operation instance shown in FIG. 1 which has no options.

[0234]

In the aforementioned key authentication system of the present embodiment, each
node has a group identifier. The additional information includes the group identifier.

The access control is performed by use of the group identifier.

[0235]
In brief, the group identifier is allocated to each of the nodes A, B, D, and E. The

first additional information "a" and the second additional information "B" include the
group identifier. The proxy node C (the access control unit 42) is configured to execute

the access control by use of the group identifier.

[0236]

As described in the above, the use of the group identifier for the access control
enables to define a range of the access control. In other words, the group identifier can

restrict a range over which the encryption message extends.
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CLAIMS

1. An encryption key distribution system comprising:

a first node;

a second node; and

an authentication server configured to create a session key used for encryption
communication between said first node and said second node,

wherein said first node and said authentication server are configured to retain a
first secret key used for encryption communication between said first node and said
authentication server,

said second node and said authentication server being configured to retain a
second secret key used for encryption communication between said second node and
said authentication server,

said first node being configured to create a first nonce and sends the created first
nonce to said authentication server when said first node requests said authentication
server to issue the session key,

said second node being configured to create a second nonce and sends the created
second nonce to said authentication server when said second node requests said
authentication server to issue the session key,

said authentication server being configured to

newly create the session key in response to receiving the first nonce and the
second nonce, and

calculate a first message authentication code value by use of the first secret key
from a first message including the received first nonce, the newly created session key,
and predetermined first additional information, and

create a first encryption message by encrypting the received first nonce, the newly
created session key, and the first additional information with the first secret key, and

send the first encryption message and the first message authentication code value
to said first node, and

calculate a second message authentication code value by use of the second secret

key from a second message including the received second nonce, the newly created
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session key, and predetermined second additional information, and

create a second encryption message by encrypting the received second nonce, the
newly created session key, and the second additional information with the second secret
key, and

send the second encryption message and the second message authentication code
value to said second node,

said first node being configured to

In response to receiving the first encryption message and the first message
authentication code value, obtain the session key and the first additional information
by decrypting the first encryption message with the first secret key, and

calculate the first message authentication code value by use of the first nonce
stored in said first node, the session key and the first additional information obtained
by decrypting the first encryption message, and the first secret key, and

authenticate the session key received from the authentication server by judging
whether or not the first message authentication code value calculated by said first node
is equal to the first message authentication code value received from said
authentication server, and

said second node being configured to

in response to receiving the second encryption message and the second message
authentication code value, obtain the session key and the second additional information
by decrypting the second encryption message with the second secret key, and

calculate the second message authentication code value by use of the second nonce
stored in said second node, the session key and the second additional information
obtained by decrypting the second encryption message, and the second secret key, and

authenticate the session key received from said authentication server by judging
whether or not the second message authentication code value calculated by said second
node is equal to the second message authentication code value received from said

authentication server.

2. An encryption key distribution system as set forth in claim 1, wherein

said first additional information and said second additional information are
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defined as authorization information regarding access control.

3. An encryption key distribution system as set forth in claim 2, wherein

said authentication server is configured to, upon receiving request information
regarding the access control from said first node or said second node, compare the
received request information regarding the access control with registration information
regarding the access control preliminarily registered,

said authentication server being configured to, upon acknowledging that the
registration information regarding the access control does not include the same
information as the received request information regarding the access control, use the

registration information regarding the access control as the authorization information

of the access control.

4. An encryption key distribution system as set forth in claim 2, wherein

said encryption key distribution system further comprises a proxy node configured
to relay communication between said first node and said second node,

said authentication server being configured to send the authorization information
regarding the access control to said proxy node, and

said proxy node being configured to relay the communication between said first
node and said second node on the basis of to the authorization information regarding

the access control received from said authentication server.

5. An encryption key distribution system as set forth in claim 4, wherein
said first node and said second node have a group identifier,

said first additional information and said second additional information including

the group identifier, and

said proxy node being configured to execute the access control by use of the group

identifier.

6. An encryption key distribution system as set forth in claim 2, wherein

said authentication server is configured to create the authorization information
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regarding the access control on the basis of changeable registration information

regarding the access control.

7. An encryption key distribution system as set forth in claim 2, wherein

said authentication server is configured to, upon receiving the request information
regarding the access control from said first node or said second node, perform a logical
operation of the received request information regarding the access control and
registration information regarding the access control preliminarily registered, thereby

creating the authorization information regarding the access control.
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