wo 20227015241 A1 | AT O0 0 TR0 0 O 0 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property 3J

Organization
=

International Bureau

(43) International Publication Date

(10) International Publication Number

WO 2022/015241 Al

20 January 2022 (20.01.2022) WIPOIPCT

(51) International Patent Classification:
H04B 10/27 (2013.01) HO04B 10/60 (2013.01)
HO4B 10/079 (2013.01) HO4L 9/08 (2006.01)
HO04B 10/50 (2013.01)

(21) International Application Number:
PCT/SG2021/050408

(22) International Filing Date:
13 July 2021 (13.07.2021)

74

81)

tional University of Singapore, Faculty of Engineering, De-
partment of Electrical and Computer Engineering, 21 Low-
er Kent Ridge Road, Singapore 119077 (SG).

Agent: VIERING, JENTSCHURA & PARTNER LLP;
P.O. Box 1088, Rochor Post Office, Rochor Road, Singa-
pore 911833 (SG).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,

(25) Filing Language: English CA. CH. CL. CN. CO. CR. CU. CZ. DE, DJ, DK, DM, DO,

(26) Publication Language: English DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

. HR, HU, ID, IL, IN, IR, IS, IT, JO, JP, KE, KG, KH, KN,

(30) Priority Data: KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD,
10202006706W 14 July 2020 (14.07.2020) SG

(71) Applicant: NATIONAL UNIVERSITY OF SINGA-
PORE [SG/SG]; 21 Lower Kent Ridge Road, Singapore
119077 (SG).

(72) Inventors: WANG, Chao; c/o National University of Sin-
gapore, Faculty of Engineering, Department of Electrical
and Computer Engineering, 21 Lower Kent Ridge Road,
Singapore 119077 (SG). LIM, Ci Wen; c/o National Uni-
versity of Singapore, Faculty of Engineering, Department of
Electrical and Computer Engineering, 21 Lower Kent Ridge
Road, Singapore 119077 (SG). GOH, Koon Tong; c/o Na-

84

ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN,
TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,

(54) Title: METHOD AND SYSTEM FOR MEASUREMENT-DEVICE-INDEPENDENT QUANTUM KEY DISTRIBUTION NET-

WORK

(QKD) network, a method of operating an MDI QKD network comprising a common

/ 300 (57) Abstract: A measurement-device-independent (MDI) quantum key distribution

performing optical pulsc gencration and distribution using a
laser source at the common scver

receiving the optical pulses at the user systems from the
COMMOon server

modulating the optical pulscs at the user systems for
quantum communication

re-transmitting the modulated optical pulses from the user
SyS‘CﬂlS to the common server

using an energy bounding component at each of the user
system for limiting Trojan horse attack (THA)

FIG. 3

306

308

310

server and a plurality of user systems, a user system for a MDI QKD network, and a
method of operating a user system for a MDI QKD network. The method of operating
an MDI QKD network comprising a common server and a plurality of user systems
comprises the steps of performing optical pulse generation and distribution using a
laser source at the common server; receiving the optical pulses at the user systems from
the common server; modulating the optical pulses at the user systems for quantum
communication; re-transmitting the modulated optical pulses from the user systems
to the common server; and using an energy bounding component at each of the user
system for limiting Trojan horse attack (THA).
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