Met hod for Viewi ng Docunent Information on a Mobile Conmunication Device
[0001] The following is directed in general 1:0 displaying content on
nobil e comuni cation devices, and nore particularly to a nmethod for

vi ewi ng docunment 5 information about a docunent, on a nobil e comunication
device, without having to retrieve the full docunent onto the device.
Background of the Invention [0002] Mobile conmunication devices are
becom ng increasingly popul ar for businesd and personal use due to a
relatively recent increase in nunber of services and features that 10 the
devi ces and noYethed farfViessing Dotumes Isfoppatidn onHaMEBRRE doalink@t6OIBYAI cat i on
devi ces, sonetines referred to as nobile stations, are essentially portable
conputers having wreless capability, and cone in various forns. These

i ncl ude Per sonado1Di githalo!ASHiSt gnes and smart
phones. Wil erlt he?r re]ducz:ed éﬁz%@cgdéﬁggp@md%g!ay{ﬂ%%omgm l')'}olbi(fy, bandw dt h

and processi nGOCBHEEHEN AR ECs and maic prstiquisely e mend o lvaiwimadpesmerd t he 15
downl oadi ng aﬂd’or"’ﬂaﬁbﬁ\ﬂl budf d&ﬁ&&%¢§mo§ugbﬂ%§nam{oq dBY:QE %ﬁt?mvpcgna\q Hnmant S

tables and i ma‘% ﬂ as a resul el r enhanced
functional ity 4Hred OPHEIePRET the d9rigedhel d robi | e conmuni cation devi ces

are increasingl Susce tible to attack by conputer viruses. [0003]

Conmput er hack%@%‘fﬁ%‘ﬁl—b@@% il attachnents as virus carriers to attack
20 corporate rks nected Cc ters. Therefore emai | attachments are
often identi fﬂﬁ’gw)aswg SRR ﬁng‘gﬂfﬁ 16 beRpdng Inggsinglt Rowhlat for Wt ks .

In order to pmmtp@(mmémeehdmeds mmldmelymmnyuoe@ﬁdmern&&b@*ﬁs@ﬂﬂaﬁn@%hfétdﬁ@ns use
sophi sti ca}ed, f.e nts. One of the nore
conmon co?%or a? leﬁwé%g? %%%’ﬂgel% T%XTE“'&‘"%T“&}%%J@G%&'“O (FagareispticafeYigsts . one
feature of sugdmetiyss wigred & astmadbile ktetyom&mahbgnt:al@wﬁbﬁmbut&’é hatisgachment s

w th a common 0 V\hen of a

nobi | e devi Cewrﬁée‘lfésg:é %Jeagﬁlg’hgr?({c % o f"%"&”ﬁ%‘a Jﬁt’ g‘é‘%r}ffgﬁf"éa %’tﬂr‘g“‘*mﬂr“iﬂl cul t
for the user @@Mbpéiwmommlmmem%na ieiofedicriiaresd andsathgor i | e
e T T U A R o DR

attachnments naned
a Vs WORDS dmﬁ}qﬂmg H@c{ Vlewmg of documents, such as word processing documents, tables and

images. Also, a5 a result of their enhanced levels of functionality and computing power,
handheld mobile communication devices are increasingly susceptible to attack by

computer viruses.

{0003] Computer hackers cominonly use email attachments ag virus carriers to attack
20  corporate network-connected computers. Therefore, email attachments are often identified
as presenting a security threat for cotporate networks, In order to protect such networks,
many corporations and organizations use sophisticated systems to safely handle email
aftachment(s. One of the more common corporate approaches is to employ document
management systems. One feature of such systems is that they usually rename email

28 attachments with a common extension, for example “.tmp™.

[0004] When the user of a mabile device receives an cmail with renamed attachments
it is difficult for the user to determine which attachment is of interest based on file names
alonc. For example, if a mobile device user receives an email with attachments named
0001.tmp, 0002.tmp and 0003.tmp, and only one of them is a MS WORD® document that
30 is of inferest, the user is unable to identify the document from the common file extensions.

The normal recourse in such a situation is to retrieve the document contents for all



30 is of interest, the user is unable to identify the docunent fromthe
common file extensions. The normal recourse in such a situationis to
retrieve the docunment contents for all 2 attachnments fromthe renote
docunent server, and successively review the docunents in order to
identify the desired one. [0005] However, the downl oading of an entire
docunent fromthe server to a nobile conmmunication device consunes a | arge
anount of bandwi dth, especially when the % docunent is large. In addition,
viewi ng even a portion of such a downl oaded docunent on the device
consunes substatlinntsden the rOR dembegshad] SHYudRSAUNGORw BRI, t he

| nvention [000@]@&989’{{@ RY 4980, aspect of the invention, a nethod is
provi ded for view ng decumBnt - i ¥ or mation on a nobile comunication device

(e,g, type, crgaisjon th aln o retrieve the full
docunent onto the!de\ﬁdge@er‘rﬁtggé‘gﬂa%@n o SQ@F e sft WP BUE &P M ¢l i ent
i s the nobi | e ‘@B{EEatipRdgERpremEuNds@lirpgaappl 0mmmﬂthamicdidm Wwesder is the
docurent (a&tt asheRt)i r a kemte e. i s net hod

i ncl udes two oper atl};odragélﬁlﬂ!sétdgg{sop @%ﬁﬁl C&go Caent 1 Eﬂ g%@f’@ﬁm%ﬂg‘?ﬁ?&ti on
and delivery, theflsvids eamswnes Subﬁ}ﬁﬁrﬂ@ﬁlrﬁht’m@ﬁﬂdlnmowybmmrﬁ:hemfmbl | e device. 13

[ 0007] By USI,%E t he rrethod set forth herein, a user is able to identify a
docunent of Bretrieving the docunent content from the

server for ea msnt in an enmail. This mnimzes bandw dt h usage and
provi des an eﬁﬂJ gltc FRrOBRLO AR AsherRt A RYCntion. aviatpddspreyidedioyiewng o, )
elim nating udmmstsafoyndmmmmob%éﬂn@ﬂ&m&ah@rﬂ@éﬂo%?(b BRyfDcli®n tﬂﬁ‘-:vétQ)e

mnim zes, gevkﬁp sunp f(a WLOO% Addi't T onal aspects

advant ages wi [ be f‘e‘feéle Bé‘? Sl R 1Gid?1‘é?eyT§°H°I“4“°“i'Sr?’*fP'HeS%W?f
residing in tbaeedjéﬁaclifmt xsfthmmrerdema Aactandt ApRTAbpARadRM MPHR sEVbdi¥ the

herei nafter al ned, reference being had to the acconpanyi ng
dr awi ngs. Brl(g% sg&gcﬁr}% Dhap dlf%é’“ﬁ??ﬁ”ﬁd‘é‘“%g"I“B*ﬁ@‘@]rfhiﬁnlf@’coél‘qcé‘{ﬂ’es two

description ocﬁpetdtuenqcbs@ﬁ&ewred desrnadi imtnibation eRirub@ditdid dativdgt aidldobgh@w, W th
reference o gl ohl ARG BAHETLD W O

15 [0007] By using the method set forth herein, a user is able fo identifyy a document of
interest, without retricving the document content from the server for cach attachment ig an
email. This minimizes bandwidth usage and provides an enhanced on-demand attachment
viewing experience. Also, eliminating unnecessary document content transmission to the

device minimizes device power consumption.

20 [0008]  Additional aspects and advantages will be apparent to a person of ordinary skill
in the art, residing in the details of construction and operation as more fully hereinafter

described and claimed, reference being had to the accompanying drawings.

Brief Description of the Drawings

25 [0009] A detailed description of the preforred embodiment is set forth in detail below,

with reference to the following drawings, in which:

Figure 1 is a block diagram of a network environment in which the preferred

embodiment may be practiced;

Figurc 2 is a tree diagram showing the basic structure of 2 Document Object
30 Model (DOM) used in the profetred embodiment;

Figure 3 shows the top-level of the DOM structure in Figure 2;



Figure 1 is a block diagramof a network environnment in which the preferred
enbodi nent may be practiced; Figure 2 is a tree diagram show ng the basic
structure of a Docunent Cbject 30 Mddel (DOM used in the preferred

enbodi ment; Figure 3 shows the top-level of the DOM structure in Figure 2;
3 Figure 4 shows an exenplary DOM structure for a word processing
docunent; Figure 5 shows an exenplaryDOM structure for a table docunent;
Figure 6 shows an exenplary DOM structure s or a word processi ng docunent
contai ning an i mage subdocunent; 5 Figure 7 is a flowhart show ng docunent

informati on const r UgdRdy ms‘ﬂ%ke‘ﬁﬁﬁ R@g h?agf trg’a% re(‘?sfgieg;cbfngg,ent

enbodi nent:; and Figures 8A and 8B sho and

respecti vel y, of dOGIHIRNS shokld b ELRIILNDON & PA Ca .ion device
according to the preferred enbodi msnal(ﬁ%I Detgl d#%efség% on ‘of the

Preferred Enmbodi rrentFxghee 6[ ﬂ{asb@]an Wehiﬁlaﬁ;eb@wﬁ%mwtoﬂ %Fd?e ss@gtd\ﬁgfnk(ent
y be

envi r onnent %oﬁtgx 8| V\@[D the preferred enbodi
practiced. Net WoT R éﬁ{}FP?ﬁ’?ﬁ% “UWHFHncl udes nobile devices 12 communi cating

via a W rekess net a .ser for downl oadi ng docunent
attachnents to the%r%ﬁ%%@v%@g ‘?W‘“\?\ﬁ?‘i“B‘eBHP npgfionsedsiustiopgnd deliseiwn f or
15 illustrati @@FOphngmmrefangmnﬂmdmmﬁ! gkdl 1 in the art. wll understand

that network environnment 10 could have many such servers for hosting web
sites or graphic dofisbsadAsid 8 showmtaiziaod dbg‘naﬂa@ﬂﬁﬁrﬁaﬁn@%@bmel}{@fcfobtﬁrﬁ@tSUCh as

JPEQ TIFF, BMRfoRl¥Rn3d a ! fg’coh{%mcﬁop devig, ‘%C?WQA%E pr%%{vdﬁglbgcp der Stgg%g by

one of ord| nary skill in e art, Wreless na
CDPD, TDVA, MBMaWePDERY ﬁD@mTéﬁra@rwm bolinefl f Ut ure 20 network such as
EDGE or U S or a broadband network suc uetooth and variants of

con tion to a fixed service requires special
01 reference to Figure 1, network environment 10 is shown in which the

pref‘er‘red embodlment may be practiced. Network environment 10 includes mobile

802. 11.
consi deratl on

devices 12 communicating via a wireless network 14 to a server 28 for downloading
document attachments to the mobile devices 12. While only one server 28 is shown for

16 illustration purposes, a person of skill in the art will understand that network environment
10 could have many such servers for hosting web sites or graphic download sites,
providing access to picture files such as JPEG, TIFF, BMP, PNG, SGI, MP4, MOV, GIF,
SVG etc. As would be understood by one of ordinary skill in the art, wireless network 14
may be a GSM/GPRS, CDPD, TDMA, iDEN Mobitex, D&taTAC network, or a future

20 network such as EDGE or UMTS, or a broadband network such as Bluetooth and variants
of 802.11.

[0011] A conuection to a fixed service requires special congiderations, and may
require special permission as authorized through a Network Access Point (NAP) 16. For
genetic setvices, such ag web access, a proxy-gateway or Network Address Translator

25 (NAT) 18 may be provided so that a network operator can control and bill for the access.
NATs 18 enable management of a limited supply of public Internet addresses for large
populations of wireless mobile devices. Sclutions offered by a proxy-gateway or NAT 18
often involve a complex infrastructure, and thus may be managed by value-added sorvice
providers (VASPs), which provide, for instance, WAP gateways, WAP proxy gateway

30 solutions, multi-media messaging servers (MMS) and Internet Multi-Media Services
(IMS).



require special perm ssion as authorized through a Network Access Poi nt
(NAP) 16. For generic services, such as web access, a proxy-gateway or
Net wor k Address Transl ator 25 (NAT) 18 may be provided so that a network
operator can control and bill for the access. NATs 18 enabl e nanagenent of
alimted supply of public Internet addresses for |arge popul ations of

w reless nobile devices. Solutions offered by a proxy-gateway or NAT 18
often involve a conplex infrastructure, ard thus nmay be nanaged by

val ue- added servi ce roviders (VASPs), which provide, for instance, WAP
gat eways, WAP Bty dgt"étfaé'yﬁ@@t sofiat 2OMSy requitd dn-8Rdiakd PESKAMIAL: PREYEr S
(MVS) and I nt gt lgtd - I i ces .4 [0012], Private Intranet
services 26 mayiﬂ?’téa()}(l%4 rfgeﬂ‘ag%ggggoc??ggﬂé%e o é/%{gggh Ff{t"rﬂ%‘fﬁéft‘“%'aséyd@ Wteresss 24
for accessing "eEHPERE il syeerye HTMI, acsess i QRMuAtBASE bV ki QShdr B ivaden WL

ot her ser vi.cos. it Bl 1t Yoy R ad Mo BGSREPE bt Ao ke and

ot her services that deliver Informtion ES
URLs enbedded POE&isthgharnrivate spryics 2hmax bbéamntdivait dirctyr th viatwirekes Ndt@&k 36, 7By be

connect ed di r egidsyd ﬂbc&cﬁng%ome&ﬁljﬁﬁstmé}ﬁ&%rk 14, as opposed to being
connected via Internet 20. (0013] Referred to throughout this docunent, for

t he purpose ofocdsiscr Rbicagd tdBrouoal @ rdggmgerﬁ‘e i I he.,structure of a
Docunent Obj ect .M ei]’1 éf%\% jg;@g doscumant g‘?tﬁmoﬁ% §§(%)es%'ebm\git§emed on a
mobi | e devi cePEF e GPOGDAT s sEvetue KAt Recusent@bica 8 lads EOQMT fot &- par si ng

distiller in thempitekainas odaRRUdBi mob® adicsheci fi ¢ document type, to
build an i n-nmenory Docuient Object Mdel (DOM structure representing an

at t achnment of [0t  dGouarenimdny pever TH esedl @ GUIRALing dXMeS Gl Sed S Stored in
can be iteiriéalte_d bi- directionally. 15

a nenory cachg, of.. server 28,..and |
(0015] As sho(\g/\(}m/nt%ld'ln’rl§ f’gfﬁrraéwﬁ?‘ﬁf faumeuspenadudd gRumerry Bosmesnt Gbies e

consists of Modd4DaNy siredwe seprebbieing ol efachiRén Of gt dob@nHARBBIG Abclves and
in the graph. Each node and

P L L NERITYC L NG
exanpl e, a patizgiaply.node can contain attributes to specify its
15 [0015] As shown in Figure 2, the graph-based document DOM structure congists of
nodes and leaves. The nodes serve as the parents of leaves and nodes, while leaves are end
points of a branch in the graph. Each node and leaf can have a set of attributes to specify
its own characteristics. For example, a paragraph node can contain atiributes to specify its
alignment, style, entry of document TOC, etc. In addition, cach of the nodes and the leaves
20 has a unique identificr, called 2 DOM ID, to identify itself in the document DOM

structure.

[0016]  The document DOM structure is divided into three parts: top-level, component
and references. The top level refers to the document root structure, while the main
document is constructed in the componcnt and the references represent document

286 references to either internal or external sub-document parts. The following paragraphs

examine each part in detail.

[0017] The root node of a document DOM structute, referred to as “Document”,
containg several children nodes, referred to as “Contents”, which represent different
aspects of the docinent contents. Each “Contents™ node contains one or mu ltiple

30 “Container” nodes used to store various document global attributes. The children of the

“Container” nodes are components, which store the document structural and navigational



alignment, style, entry of docunent TOC, etc. In addition, each of the
nodes and the |l eaves 20 has a unique identifier, called a DOMID, to
identify itself in the docunent DOM structure. [0016] The docunent DOM
structure is divided into three parts: top-Ilevel, conponent and
references. The top level refers to the docunment root structure, while the
mai n  docunent is constructed in the conponent and the references represent
docunent 25 references to either internal Or external sub-docunent parts.
The foll ow ng paragraphs exam ne each part in detail. (0017] The root node
of a docunent Q@}{ln erred t S, ment " contai ns several
chil dren nodes, ?‘3’?‘?@ H{%c %&ac“&o%tgeermrg‘g%“\}ﬂfrtt’fh'gpéﬁ‘é‘gtéﬁtf%ﬁnf%@é’mt
aspects of theﬁlélé—’tflﬁrmfn‘stim@nthempslcveEa:chrdfmlatse.greqﬁreﬁpaﬂdemm & MSwOpe or
multiple 30 "Gg gner" nodes used to store various docunent gl obal
attributes. The chr ldren of the "Container" nodes are corrponents whi ch
store the docysgmi St t 0 Wien t he

at t achnment ser[ver]28'I1rhthrg5 %fr&ﬂwgargﬁﬁfﬁre t?ea%%hgf’{p ‘ffgﬁtte"tfrle for
the first O mEPmpPAENEdpble evmiongits actinres dospanesisnghieh pareet tabidbths ehii N as
shown in Figuh egmg T; n e defi

trachment serues pe ront s aeassHERR B R e Bt gt
conponents, wRFEH: %ﬂreegemcmvem@twwe@wmmi mages in a docunent,
respectively 'Ié'lg text and tabl e copponents are described in det arI bel ow,
and the i magel? ﬁboné‘rﬂ"@?’rcﬂ&?q{ﬁ'gﬁP%ah‘ﬁréf?@ye%qﬂmnﬁiméngqeq/ﬁaebnmmnem consi sts

of a hi er ar chwpﬁchmmm@dalmﬁﬁ@% prERed), o ARITBRAL. d’cﬁJ?Jd"}‘x?Q H«Bc?:lm%mppéﬁhect@h
entity, a,éyree ence defined in a docunent. the text 10

conmponent , Brog"‘%XéI t’ctgi? AP SHTRARLS 255 RASHABRIONSRIEAET AP, t%amgmeph t ext

segments, conmemhsits, f@atanoind catidcRHRRLE, SARTBH dSme MHHE the Ry BabRIel i ne the

correspondi ng nt i ont ai ned iy a docunent. The operty commnds for
I %"“ﬁﬁ{'&‘c’r‘b?r?°°“m?&xfhe&6%rtr c?feaafﬂd@éw& fswemeeﬂearaw foyber | i nk

Fs[] gr E /e )e(tndcgggt%;o:@lqrrmm bedgreandisalorii@eriek ka8 RIRANMRHEm AR Sorhdds O 1&€f er ence
command, ref ecgonﬁ)gnén? hé& onljyhoenetrc r%ngc%];r%rm%rq ?efgrge to a,g the toxt reference command,
15 which is used to reference a subdocument defined in the main body of a document.
Usually, the children of a text component are page or section command nodes that, in turn,
comprise a set of paragraph command nodes. The paragraph command can contain one or

multiple nodes for the remaining command types.

[0020] Using the following sample text document, the corresponding document DOM
20 structure is shown in Figure 4;

tirst paragraph.
Second paragraph with trold and red text.

[0021] As Figure 4 demonstrates, the section command, which is the child of the text
component, consists of two paragraph commands. The first paragraph command contains

25 one text segment command and the text content for that paragraph is added as an attribute
to the text segment command. The second paragraph command has a relatively more
complex structure, as the text properties in the paragraph are much richer. Each time a text
property (font, text color, ete) changes, a corresponding text property command is created
and the change value is added (o that command as an attribute. The subsequent text

30 segment command records the taxt with the same text property as an attribute, As

document structire gets richer and more complex, more commands of corresponding types



15 which is used to reference a subdocunent defined in the main body of a
docunent. Usually, the children of a text conponent are page or section
command nodes that, in turn, conprise a set of paragraph command nodes.
The paragraph command can contain one or nultiple nodes for the renaining
command types. [0020] Using the follow ng sanple text docunent, the
correspondi ng docunent DOM 20 structure is shown in Figure 4: First
paragraph. Second paragraph with bold and red text. [0021] As Figure 4
denonstrates, the section command, which is the chi | d of the text

conponent, congi é&ﬁe@aﬁndttxpdo%@ﬁl@lg k%ch‘élgs are at{'cﬁci a% ut%%{?tsté(ﬁif fa:#rg!% ?Ef{af.lgg_t conmand

contains 25 one text segnent co and

paragraph is adeeg am%lﬁ%ﬂﬂ&%r@h&%éﬁﬁﬁﬁcﬁ1&,5(5 nt cormand The second

par agr aph command has a relatively nore M s Qe iqhe t ext
properties i n PRERER A abtiod cemmardnanics Hoe dchar;ht DONBuactti&)ﬂ)r thosaaper t y

(font, text cqhmdocgﬁ]@,)tbgm@qg%wn%pgg; Laspondi ng text property command is
created and the . change value | s add to that conmand as an attribute, The

subsequent 5t gxt C}ﬁlcreqrrent conmand T ecor dREEifva EXt Wt tTe—same 1t ekt
property as dan |&difhteat e. As docunent sStycaffbue 0ets richer—and rmore
conpl ex, nore_conmands of corresponding types b are created and the
docunent properties are added as attributes to thosSé commands. [ 0022] The
t abl e conponei@02Bhs thehsanie 1hd1h@®e ﬁ,ypeﬁbiefcorﬁpbmﬁtr}%p@&chlft%{g,r%

conponent, bu r The ructure for the
sanpl e tabl ekdgiggr%e%n? {}‘Bd By aé‘ﬁga\%ﬁ”?ihwﬁiﬂﬁg'?eetl@e“kl CQEBT“I&" cepigall g |
Three Cell FoGYﬂﬂP@@Q@Tmmss‘MMextmomb@neH guneeﬁmpﬁ&\ﬁoﬁ@bice‘rﬁemnent has
hysi cal t f t abl th
pnhysi ca 6 i %%l%ﬁwnﬁ??ﬁ%? gl% tfi%lfc co%l?nan h%sl%lg ﬁ%ﬁggc %b#[qe gy f’%‘ﬂ? Cl I‘ € €

tabl ecell commmand can contain a aval
conponent | n this indicatrpthat thb dviesated kablicfrow $¢ the fiist chelRfiTabih eéRaysic Tramabuel t he

tabl e command,f@s icamoalidid &lﬁtc%mﬂangﬁ)%tgqug hisg SaXIGVI‘I%laHI% of 0.

[0024] A document sometimes contains subdocuments, for exarnple images, tables,

‘ text boxes etc. The DOM structure set forth herein uses a reference command to point to
15 the graph of such subdocuments. Thus, for the following sample document, the attachment

server 28 generates the DOM structure shown in Figure 6:

This document has subdacument of images like this on

Second paragraph contains the same imag

20  {002s] The structure shown in Figure 6 is identical to that discussed above in
connection with Figures 4 and 5, cxcopt for the attributes of the two reference commands.
The attachment server 28 constructs the image in “Sample Three” as a separate image
componenit, which contains all of the image data in its own DOM hierarchy. In the DOM
structure for the main document, the values of the “Ref” attributes of those two reference

25  commands point to the image component, as indicated by the dashed lines, such that the

DOM structure connects together all patts of the document.

[6G26] Having described the docuinent DOM structure used to imploment an
embodiment of the invention, a detailed discussion will now be provided of the document
information construction, delivery and display function or method according to the

30  preferred embodiment.



This indicates that the indicated table rowis the first one defined in the
table. The attribute of the |eftnost table cell command in Figure 5 has

t he sane neani ng. [0024] A docunent sonetinmes contai ns subdocunents, for
exanpl e i mages, tables, text boxes etc. The DOM structure set forth herein
uses a reference command to point to 15 the graph of such subdocunents.
Thus, for the foll ow ng sanpl e docunent, the attachnment server 28
generates the DOM structure shown in Figur’e 6: This docunent has
subdocunent of_images |ike this one Second paragraph contains the same

i mag 20 [0025]M199%3 st Vit referencstobiguic 7, fegrecavifig s emslBniti @Bimddutihditents

di scussed abovg d flobikAB%Y i N I e and except r . the
attributes of the. t re%%%eﬁ%g%)bm%%gi.m% %reﬁ't"tsg@ﬁ'f“%ﬁ?g%%{tgéw%
constructs t he®irHle Iriimeshipfiraation ece thsserves mpeivatsech aragest, € dipopent |

whi ch cont ai NSoadthic@bnk g 0l ierarchy. Ln the DOM
structure for the nmai nﬁdoc,uﬁnﬁta,o'@l?ﬁ tﬁg%@f%é@%ﬁ@'\éﬁeﬁq g‘%ﬁ@i{%{f@é’sﬁbf
those two ref df BHEESIRbEYHSPIIS tisnivith Rignre h&onstagtorcdivpomg gl cdshei ndi cat ed
by the dashed dotuaest DONEhrdchdd ish B M{l i H onnect s together all
parts of the docuﬂgnt. 0026] Ha_vig-%(gjc des?g%tﬁog’gfﬁ&%ﬁé% ocan ‘ﬁ"tt%%?/%cgt?]?eucture
used to inpl ef&fit G vEAIIbATREAfRInGT the Aecumantdrnanodrta (atep 84)ab Fied theibsdussi on

wi |l now be prdosintetinftkmiits (08 GaBRkhor RER | HEt&on, delivery
and di spl ay fgncti on or 1[_nst hod accorcci’ir'r?g t(f) t ée&godg%‘rn@%ééﬁ%etg"%%’geéeﬁent. 7

[0027] Wth r&PBPENRS CEHOEHGdPRiment af t er receiving an email with renaned

attachnen nmobj | e. devi,ce. .12 (st 30), the user can send a request

to the setr‘l\a/erﬁj%g:# org?cﬁé cd gl??l’%l'fgé’é""ﬂ glﬁ@ﬁ‘ﬁ“ﬁ?ﬁ}drﬁﬁwlﬁﬁﬁﬂ loptea filke server

recei ves suchsignange e trignitirei of tbieifiid i Ytored @By AikBE e mirggdrtaﬁzhéﬁmdf%\fﬁé of the
as di scussed above

docunent DOM re for e attac nt tep.32), > d [

in connect i on&\%\##ﬁhﬁa‘l fg"ﬁ‘r“é la§¥ g'(‘fotﬂgtf%!g‘ln‘ﬁbeﬁ Oggytfﬁ’eanldésp"s?‘é‘@él‘d'ﬁc idersily thecunent
DOM st r uct ur efiledypa (ire dycuiraat origired ftrattype} dieduedeN i rBdt8A veioRg, réRkfandpldlBhef OF
the wuser. Thg y s exam nes.t he docy , binary data (step 34)
to find the bagla@rr o%%ﬁ%ﬁtla gél?'n oroﬁﬂlﬁagﬁnf‘ﬁﬁfy@.ﬂ’ s -'é?tf??fﬁ‘l“?‘fi'@r”éea Bh time
and dat e, Thodpiiesed theirae bing ddttafa PDF file. For other types of information, the binary file

raust be scarched further.

[0029]  Or, since MS Office™ files are “storage™ type files (rather than “stream” type
files such as PDF and text file), which can contain sub-streams and sub-storage, the first §
bytes need to be a fixed value. Thersfore, after confirming that the file ig “storage” type,

20 the server 28 searches for a stream called *"WordDocument" contained in the file to verify
that a file is a MS Word® file.

[0030] Directly exarmining binary data ensures that any macro or operation in the
attachment is not executed, thereby eliminating any chance of virus attacks and/ar other
security threats.

25  [0631] After retrieving all of the available document information stored in the file, the
server 28 adds the retrieved information as attributes (o the root component of the DOM
structure (step 36).

[0032] It will be appreciated that, compared to retrieval of the entire document
contents, the document information search and construction process of Figure 7 is much
30 simpler and quicker, especially for large documents, since the server 28 usually does not

have to parse deep into the file to locate the document information. After the document



format type, etc) for the docunent. 10 [0028] Specifically, the file is
opened in binary node and searched to locate a file signature. The
signature of the file is stored either at the beginning or at the end of a
file (usually the first or last tens to a few hundred of bytes), and is
used to indicate identify the file type (i.e. docunent original format
type, discussed in greater below). For exanple, the signature of the PDF
docunent original format type, "9%DF", isgcontained in the first 4 15 bytes
of the raw binary data of a PDF file. For other types of information, the

binary file mistmdien xeadrahedd, iy AF 23 LAR29% | STdlicen files
are "st orage;;\ﬂ%l%(lgfgefi | es (rather than "st rearﬁp%sfggé%?ﬁ‘%@mgﬁighg%g PDF and

text file), S¥er @SR dard ranspoatipelifinednd sub- st orage, the first 8
bytes need to Jﬂﬁaf‘ fixed value. Therefore, after confirmng that the file
is "storage" typal 26TERe Slignd drvicsd 2 seeaivetbie rempsted depmrentiniommptisy for an

" Wor dDocunent tmedatained, it disgidye tid ih@mhiod @1 thk Vser hdtdididk b ip8. dpRcificMp VOr d’

file. [003Q] D l.y,.exam nj ng bi nar, ata ensures that ‘any macro” or
operati on |9n f rg'g%gt”{dé‘)é’lﬁeﬁr@?tdof‘g"ﬂb?”gé'kx/aégqﬁ’t“érd,ypet‘ﬂ@P"éb%}egé’F’Fsﬁrf\' f¥ehg any
chance of vi lr@chfminasc&;se@sllaﬂcglrPmi;ha{ions&e@yﬁ%g&ym%eagsateg%,ﬁgigggég]ﬁ A;_t?ar
retrieving all, avai | abl e .docunent, i nfor ion stored in the file,
the server 2 cpga{aéglg%ea Iur 00 SRR SeEsRn ggﬂ‘é?’f"”’i‘%‘iﬁ"@% 12 9Mehe root
conponent of tdwerdD@Nb thetprafetadremboditreqr, 36 hs foflOR32] It will be appreciated
that, conpared to retrieval of the entire docunent contents, the docunent
information search_and construction process of Figure 7 is nmuch 30 sinpler
and qui cker, | degvecisftdchment Tiparige docunent SupirtdsSubliacaféntaypeds usual [y
does not havg_ @ par séirdeegs i nt o2 Recliveb.eOrtlpuded oA eachientd ag Soeat

i nf ormati on. el t Héocddwentsent| MS Wond, owdotd #10W) Cofol WoRdHerfaa] 31 THE ISBVN Er
28 sends a res@dnse Bpexdshatst he MEEgdd] device 12 (Sstep 38y over a standarid
transport ati pnNaNNBlesentBBS] |AVE Phwiblne ! 1 ent device T2 Tecerves—tte
T

requested do I QR 10T 'MW@.E}WT&!’:EWMF:'?,’ -t—di-sptays—the

c USEIl dUCTUI dl ng U Uyper—optorrr—rtarty;

i nformatign
[0034]  The server 28 also preferably sends the document format subtype to the mobile
device 12. For example, MS Word® and Adobe® PDF are both categorized as type
“documents”, which is further specified by the server 28 using the different subtypes, as
indicated above. In addition to the document type, other document information, such as

18 size, creation time, last modified time and author are also sent to the client device 12.

[0035] The client device 12 displays the information in a static or dynamic faghion.
With static display, the client device 12 displays the information on a static area, (e.g. title
bar, stc.} of the device screen. With dynamic display, the client device 12 first caches the
document information and then displays it using dynamic GUI elements, (e.g. pop-up

20 message box, etc.) in response to a query from the user,

{0038]) Figure 8A shows a static display of document type whereas Figure 8B shows
both the static display of document type and a pop-up message box for dynamic

representation of the remaining document information sent from the server 28.

[06037]  In summary, the method of document information delivery and display
25 according to the preferred embodiment allows a mobile device user to quickly determine if
an attachiment is of interest without having to retrieve the document content itself, thereby

minimizing overall network bandwidth.



5 server 28 indicates the docunent original format type in five categories:
Archi ves, Docunents, Spreadsheets, Presentations and |Inages, These five
categories are each represented by a unique icon displayed on the screen
of the nobile device 12 which, according to the preferred enbodi nent, are
as follows: lcon Attachment a Su orted Sub docunent types Archives
ZLPArchives. Only used ;,A ttachnent List Screen Docunents MsS Wbrd, Adobe
PDF, Coro[ W rdPerfect, ASCII Text, HTM. 9Spreadsheets MsS Excel
Presentati ons M5 Power Poi nt I mages BMP, PNCx G F, TIFF, JPEG 10 (0034] The
server 28 al sol0BIRf ermbtryonskils i theard OeunRihd ey RBkipGLEMREpERrENe Mobi | e
device 12. Fornﬁ%ﬁﬂ%h&xmy§.MQ&QOfand'AdOb lPDF‘are bot h categorized as type
"document s*, which 18> Furtner SUAGRRI HB CeRhofinegts A Bichyprations

di ff erent subtapdeksmagige cinbatimatteate aiiavel to ba wadldithd Mibit F (R isl9sppaRRY t ype,
ot her docunenty.ipf ormation, such as 15 size, creation tinme, last nodified
time and author are also sent to the client device 12. (0035] The client
device 12 displays the information in a static or dynamc fashion. Wth
static display, the client device 12 displays the information on a static
area, (e.g. title bar, etc.) of the device screen. Wth dynam c displ ay,
the client device 12 first caches the docunent information and then

di splays it using dynamic GJ elenents, (e.g. pop-up 20 nessage box, etc,)
in response to a query fromthe user, (0036) Figure 8A shows a static

di spl ay of docunent typo whereas Figure 813 shows both the static display
of docunent type and a pop-tip nessage box for dynamc representation of

t he remai ni ng docunent information sent fromthe server 28. [0037] In
summary, the nethod of docunent information delivery and display 25
according to the preferred.enbodi nent allows a nobile device user to
quickly determne if an attachnent is of interest wthout having to
retrieve the docunent content itself, thereby mnimzing overall network
bandw dt h.



9 (0038] A person skilled in the art, having read this description of the
preferred enbodi nent, may conceive of variations and alternative

enbodi nents. All such variations and alternative enbodi ments are believed
to be within the anbit of the clains appended hereto. 10 Cains: 1. A
process for view ng docunment information on a nobile conmuni cation device
(12) relating to an emnil attachnent dotunent of an email stored on a
server (28), without 5 downloading said email attachment docunment fromthe
server to tHeaimdil e comunication device, the process conpri sing:
transmtting said email attachnment document at the server using a common
file extension; transmtting said email fromsaid server to said nobile

conmuni cation devA g@cessGo et ddciaRaMntdrtibos 8h @ redie cotrh @t Atdevice
docunent from said server to said nobile conmunicati on device;

transm ttingl?) rekgogse af enaid aitebhtestideovmenh e Hememaibsioredgm assreer fhi without
i cation devi.ce t i : i ' i |_attachnent
docunent Bst graHi R ERy Lt B Eh R RE R e N P Bl et docunrent

in binary nedfniti@fistidevichahe piycikaeh@rigihgoperation in the email
attachnment docunent is not executed and searching it to obtain said
document i nf or mi¥anERIting said getl iaHachsand Jesmuent At the SpyematnHH ceamesfije
nobi | e conmypjGatj,on device; and receiving and displaying said docunent
information on said nobile 20 conmuni cati on device w thout having to
retrieve full contaamhitohg tdié emahiffonatdidedrnarnd saidogebiEntonontcdtive devlse| e

I TS R R R R
graph structyfegoatiah @Eﬂge;sai d docunent
transmitting a request for said document information from said mobile
communication device to said server;
processing said email attachment document stored on the server by opening said
15 email attachment document in binary mode to ensure that any macro or operation in the
email attachment document is not executed and searching it to obtain said document
information;
transmitting said document information to said mobile communication device; and
receiving and displaying said document information on said mobile
20  communication device without having to retrieve full content of the email attachment

document onto the mobile communication device.

2. The process of claim 1, wherein said processing step comprises constructing a
graph structure within said server, said graph structure containing said document

25  information.

3. The process of ¢laim 2, wherein said constructing further comprises creating a root
node, and at least one child node for storing contents of said email attachment document,
examining said email attachment document for said document information, retrieving said

30  document information and adding said document information to said root node.

4, The process of ¢laim 3, wherein said examining further comprises searching

document binary data of said email attachment document to find said document



25 information. 3. The process of claim2, wherein said constructing
further conprises creating a root node, and at |east one child node for
storing contents of said email attachnment document, exam ning said enai
attachnment docunent for said docunment information, retrieving said 30
docunent information and addi ng said docunent information to said root

node. 4. The process of claim 3, whereitl said exam ning further conprises
searching docunent binary data of said email attachnent docunment to find
sai d docunerinformatipmf or mati on. 5. The process of claim3 or claim4,
wherein said docunent information is added to said root node as an
attribute. 5 6. The process of any one of clains 2 to 5, wherein said graph

structure i s.a DofeyBddss Gbileeh 3 MpeRim @DMrein/sai T BGoupiAt RFSmRkioANYyaddde tof
claims 1 to 6, wherein said displaying further conprises 10 presenting

sai d docuneréidirapioradgtas en abribelest ati ¢ screen area of said nobile

comuni cgtion device. 8. The process of claim7, wherein said static screen
area is atitle bar. 15 9. The process of any one of clains 1 to 6, wherein
sai d di spl ayd. ng fTketgresessofmtyi @rsof chambRng Sawberehesaidgragle sructgesaa d
docunent information using GJ_ elenents on a dynamc screen area of said
nobi | e comnRﬁC@H‘cePbﬁbﬂét\/Mg’Q‘?l BM¥he process of claim9, wherein said GU

el enents i nclude a pop-up nessage box. 20 11. A process for generating
docunent information at a server (28) for transmtting to a nobile

communi cat i dn devitegr¢da)y of mlyatriend ctaaman te fpwheraint sachdrepityidg furthentomprisas

emai | ored on.the.server, the process nprising t t eps, at the server
of - 1 endh ng SaN e TSRt HRT OB AST R Lo AT T ext ensi on:
25 transm t hRghsdadogaBlikef rom said server to said nobile comunication
devi ce

8. The process of claim 7, wherein said static screen area is a title bar.

15 9. The process of any one of claims 1 to 6, wherein said displaying further comprises
caching and then presenting said document information using GUI elements on a dynamic

screen area of said mobile communication device.

10. The process of claim 9, wherein said GUI elements include a pop-up message box.

20
11. A process for generating document information at a server (28) for transmitting to
a mobile communication device (12) relating to an email attachment document of an email
stored on the server, the process comprising the steps at the server of:

renaming said email attachment document using a common file extension;

25 transmitting said email from said server to said mobile communication device
without transmitting said email attachment document from said server to said mobile
communication device;

receiving a request for said document information from said mobile
communication device;

30 processing said email attachment document by opening said email attachment
document in binary mode to ensure that any macro or operation in the email attachment
document is not executed and searching it to obtain said document information; and

transmitting said document information to said mobile communication device.



W thout transmtting said email attachnment docunent from said server to
said nobile comunication device; receiving a request for said docunent
information fromsaid nobile comrunication device; 30 processing said
emai | attachnent docunent by opening said enmail attachnent docunent in
bi nary node to ensure that any nmacro or operation in the email attachnent
docunent is not executed and searching 12 to obtain said docunent
information; and transmtting said docunment information to said nobile
conmmuni cation device. 12 12. The process of claim 11, wherein said

processi ng st.ep rises constructing a ,graph structure within said
Server, sai dgr aph SRPEES O SEb ALt HEG SO UaRERD COPRISFERPTBR "8 213,
The process @fipitdtaAiciird &itheA@sdvaatad §ARA kiriahicN@niautih§ 4id A0FMAdrEeS
creating a root node, and at |east oné child node for Storing contents of

said emni | dntoa@hhent docunent, exanmining said email attachment document
for said.docunent information, retrieving said docunent information and
addi ng said docunent information to said root 10 node. 14. The process of
claim 13, wher ei Misairdc@y antininn g2 fulidrbiarsadiuipstiagtiag Sedie Rbmgriseaeesnpgta
binary data of said email attachnment docunent to find said docunment

i nf or mat i on.Toqtes, anfh legsienechilgmods Frsformagioniont ¢hsaig emaileatisrmenti d
docunent i nf 1 OR. JS: [ Q i bt The
process of éﬁ§&%%§5§¥E@Pggﬁggﬁﬁﬁﬁké%ﬁ?m&ﬁéﬁﬁﬁﬁgﬁﬁﬁg“g@§p‘£§?€3@§ﬁ?%ﬁF% a
20 Docunent rébicemmiy shddilcuhBiNhforthdtiorfapt attsssd ddocaoal wifognadioauorsait root

i nf or mat 'bon far di splay on a nobile conmmunication device (12), said
document'%i nf'8ffration relating to an email attachment

14.  The process of claim 13, wherein said examining further comprises searching
document binary data of said email attachment document to find said document
information.

15
15. The process of ¢laim 13 or claim 14, wherein said document information is added

to said root node as an attribute.

16.  The process of any one of claims 12 to 15, wherein said graph structure is a

20  Document Object Model (DOM).

17. A process for receiving document information for display on a mobile
communication device (12), said document information relating to an email attachment
document of an email stored on a server (28), the process comprising the steps at the
25  mobile communication device of}
receiving said email without the email attachment document from said server, said
email attachment document having been renamed by said server using a common file
extension;
transmitting a request for said document information including document file type
30  to said server;
receiving said document information from said server; and
displaying said document information without having to retrieve full content of the

email attachment document onto the mobile communication device.



docunent of an email stored on a server (28), the process conprising the
steps at the 25 nobile communication device of: receiving said emai

wi t hout the email attachnent docunent from said server, said enail
attachnment docunent havi ng been renaned by said server using a common file
extension; transmtting a request for said docunent information including
docunent file type 30 to said server; t&®ceiving said docunent infornation
fromsaid server; and displaying said docunent information w thout having
to retrieve full content of the email attachnent docunent onto the nobile

comuni cati on, devj.ce. 13 T rocess. of claiml7, wherein.sai .
Gocument 1 nf gy et 15PreEsSs eb Sriped” o QERI N Hasirn ol SRisort SR stidas
graph st ructysis]CommhmtabnSRvite 496 WEM sthubfis BoHidifihg sBidcurhbft iRfREEE6n. Of
claim17 or claim 18, wherein said received docunent information 1is
statically or dynam cally displayed on said nobile comunicati on device.

20. The pro S cl al ) I hd S icall i | ]

conpri seép’ E@Zs eﬁ&l‘endgrg%ée[a%’lé %PC&(%%U?T%% ' (%g’n‘ﬁ%‘%%lﬁ} Sgirﬁi récgile;cﬂo?ﬂsn%gtelfélﬁ&g{?igén of
sai d nobi | e id agebtidyaimeall deishhecdbeEfd sibile tbaiumiccioedaviacea i s a
title bar. 21. The process of claim 19, wherein said dynam cally displaying
further conprises caching and then presenting said docunent information
usi ng QU elgnment | I i i .cation
dovi ce. 15 20 TrpegaRs et jo SHEER SRR R U RIIRLET e
pop- up nessagesenthioxsaiddocuhipat priaves®nancostaicgrden aseryofenel mdbitd ains 1 to
22, WnerSi n sai d docunent, 20 i nf orpation incl udes any of (i) docunent

ori gi nal' fopﬁgxgnqryggopﬁgylﬁg;wﬁﬁxeas&@%ﬂéc BFORFER 15 6M1U& i ves, Docunent s,
Spreadsheets, Presentations and |Inmages represented on said nobile

comuni cati on device by respective icons, (ii) format subtype for ,
i dentifying2d.  The process of claim 19, wherein said dynamically displaying further comprises

caching and then presenting said document information using GUI elements on a dynamic

screen area of said mobile communication device,

15
22. The process of claim 20, wherein said GUI elements include a pop-up message
box.
23, The process according to any one of claims 1 to 22, wherein said document

20  information includes any of (i) document original format type including any one or more
of Archives, Documents, Spreadsheets, Presentations and Images represented on satd
mobile communication device by respective icons, (ii) format subtype for identifying a
unique software application, and (iii) other document information including at least one of
size, creation time, last modified time and author.

25
24, A system (10) for viewing document information on a mobile communication
device (12) relating to an email attachment document of an email stored on a server (28),
said system comprising:

means for renaming said email attachment document at the server using a common
30 file extension;
means for transmitting said email from said server to said mobile communication
device without transmitting said email attachment document from said server to said

mobile communication device;



uni que software application, and (iii) other docunent information including
at | east one of size, creation tine, last nodified tine and author. 25 24.
A system (10) for view ng docunent information on a nobile conmmrunication
device (12) relating to an email attachnment docunent of an email stored on
a server (28), said systemconprising: neans for renamng said email
attachnent docunent at the server usingla common 30 file extension; neans
for transmtting said email fromsaid server to said nobile comunication
devi ce wi t hout trapsnrifot iragnsiing aeegudst for sad kivemhed octorreationf fromssidimdotsker ver
to said nobile camunication d&vi ce; 14 neans for transmtting a request

for said docUMEREVFHIOIFEIE NS 8FhVERi d mobile communi cati on device to

sai d server; neangefRifoPFRcQHLRE (MM fRhheRldRGRABRNore@ 6N MR Yergt 8y ed ON
the server by opening said email attachnment document in binary node to

ensure that eepingserdengnil Staghmeritdogumient infhénagyreiode & esormtbat angooement i s
not execuyt ed _and. sear,ching, i 0 obtain said . doc nt . infermtion:. | S
for trangm caeyoBar st ke hRaReloniedrts fot SRRURR B 1 MR kP D PR

devi ce; and dwamenfiaformaéei;vi ng and di spl ayi ng said docunment information on

said nobile 10 conmuni cation device wthout having to retrieve full |
content of the erfafansien tsmeling sedderenentopfosmatien eBid moRIEFATRMBRIEIHR

devi ce. 25. (évﬁgrfy@r (28) for generating docunent information relating to
an enmai | attachnen docunent of an emmil stored on the server, conprising:
15 nmeans for renantang faakeckieinmiahd disphghnenid deamaninfusiangn anceimebilel | e
extensi gn; neans for, transm t,thi ng said emaj | tﬁﬁ a nobi | % communi cati on

devi ce WPt hagmunication device withouthaving to retrieve full content of the email attachment

document onto the mobile communication device.

25. A server (28) for generating document information relating to an email attachment
document of an email stored on the server, comprising:
15 means for renaming said email attachment document using a common file
extension;
means for transmitting said email to a mobile communication device without
transmitting the email attachment document to said mobile communication device (12);
means for receiving a request for sald document information from said mobile
20  communication device;
means for processing said email attachment document by opening said email
attachment document in binary mode to ensure that any macro or operation in the email
attachment document is not executed and searching it to obtain said document
information; and
25 means for transmitting said document information to said mobile communication

device.

26. A mobile communication device (12) for receiving and displaying document
information relating to an email attachment document of an email stored on a server (28),
30  comprising:
means for receiving said email without the email attachment document from said
server, said email attachment document having been renamed by said server using a

common file extension;



transmtting the email attachment document to said nobile conmuni cation
device (12); neans for receiving a request for said docunent information
fromsaid nobile 20 conmuni cation device; neans for processing said email
attachnment docunent by opening said email attachnent docunent in binary
node to ensure that any nmacro or operation in the email attachnent
docunent is not executed and searching 18 to obtain said docunent
information; and 25 neans for transmtting said docunment information to
sai d nobi |l e conmmuméaatorgransoétiing e re@@st far pobidbaingavinminineaticnanclddémice (12)
for receiving and qHSEIayin docunent information relating to an enai
attachnent dOSHHENTUEFYPEHC &HEiISFVEbored on a server (28), 30 conpri sing:
neans for recei Vifghns #dediRink sidtddeitheitNBlotNRidn RbhaelRRferdgaument from
said server, said email attachment document having been renaned by said
server using a doeardlorfdispdaxing esd idoeumeant infamartionfwithaut Aneng ta 1eheeva fildquest
for sai dsdocuirnt od il RIRLIANAINGLAILRE 1 IACHAEOL L €l YPFaf, Sai d ser ver;
means for receiving sai SCURERAT G nformat ion fromsard server: and means
for displaying said docunent information without having to retrieve full 5
content of the attachnment document onto the nobile conmunication device.



