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\ RECEIVE, FROM A USER DEVICE EXECUTING AN APPLICATION, A

\ SEND, TO THE USER DEVICE, A REQUEST FOR A FIRST ACCURACY

\ DETERMINE WHETHER THE FIRST ACCURACY MEASUREMENT
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™\ FIG. 4

REQUEST TO ACCESS SENSITIVE INFORMATION, WHEREIN THE
USER DEVICE IS ASSOCIATED WITH A USER PROFILE

v

MEASUREMENT FOR A FIRST TYPE OF AUTHENTICATION
INFORMATION

v

UPON RECEIPT OF THE FIRST ACCURACY MEASUREMENT,

INDICATES THAT THE ACCURACY OF THE FIRST TYPE OF
AUTHENTICATION INFORMATION {S BELOW A PREDETERMINED
THRESHOLD ASSOCIATED WITH THE USER DEVICE
l

v v
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WHEN THE ACCURACY OF THE
FIRST TYPE OF AUTHENTICATION
INFORMATION 1S BELOW THE

WHEN THE ACCURACY OF THE FIRST
TYPE OF AUTHENTICATION
INFORMATION IS ABOVE OR EQUAL
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422 PREDETERMINED THRESHOLD, TO THE PREDETERMINED
N\ SEND TO THE USER DEVICE A THRESHOLD, AUTHENTICATING THE
REQUEST FOR A SECOND USER AND, FOR EACH USER DEVICE
ACCURACY MEASUREMENT FOR ASSOCIATED WITH THE USER PROFILE,
A SECOND TYPE OF LOWERING THE PREDETERMINED
AUTHENTICATION INFORMATION THRESHOLD
[
425

430
\ PREDETERMINED THRESHOLD, AUTHENTICATE THE USER AND

\ UPON RECEIPT OF THE SECOND ACCURACY MEASUREMENT,

DETERMINE WHETHER THE SECOND ACCURACY MEASUREMENT
INDICATES THAT THE ACCURACY OF THE SECOND TYPE OF
AUTHENTICATION INFORMATION IS ABOVE OR EQUAL TO THE
PREDETERMINED THRESHOLD ASSOCIATED WITH THE USER
DEVICE

v

WHEN THE ACCURACY OF THE SECOND TYPE OF
AUTHENTICATION INFORMATION IS ABOVE OR EQUAL TO THE

LOWER THE PREDETERMINED THRESHOLD FOR EACH USER
DEVICE ASSOCIATED WITH THE USER PROFILE, RECORD, FOR
THE USER PROFILE, AN ANOMALY ASSOCIATED WITH THE FIRST
TYPE OF THE AUTHENTICATION INFORMATION, OR BOTH




