SYSTEMS AND METHODS FOR DIGITAL IDENTITY MANAGEMENT AND
PERMISSION CONTROLS WITHIN DISTRIBUTED NETWORK NODES

TECHNICAL FIELD
[0001] This application relates generally to distributed database within distributed

network nodes and more specifically to digital identity management and permission controls
within the distributed network nodes.

BACKGROUND
[0002] Distributed databases such as distributed ledgers ensure the integrity of data by

generating a chain of data blocks linked together by cryptographic hashes of the data records in
the data blocks. For example, a cryptographic hash of at least a portion of data records within a
first block, and, in some cases, combined with a portion of data records in previous blocks is
used to generate the block address for a new digital identity block succeeding the first block. As
an update to the data records stored in the one or more data blocks, a new data block is generated
containing respective updated data records and linked to a preceding block with an address based
upon a cryptographic hash of at least a portion of the data records in the preceding block. In
other words, the linked blocks form a blockchain that inherently includes a traceable sequence of
addresses that can be used to track the updates to the data records contained therein. The linked
blocks (or blockchain) may be distributed among multiple network nodes within a computer
network such that each node may maintain a copy of the blockchain. Malicious network nodes
attempting to compromise the integrity of the database have to recreate and redistribute the
blockchain faster than the honest network nodes, which, in most cases, is computationally
infeasible. In other words, data integrity is guaranteed by the virtue of multiple network nodes in
a network having a copy of the same blockchain. A central trust authority is therefore not
required to vouch for the integrity of the distributed database hosted by multiple nodes in the

network.

[0003] Within a distributed network nodes environment, the conventional computing
systems have several technical shortcomings. In other words, there are several problems that are
not addressed by current blockchain technology. One problem is how to provide an identity
framework to maintain the identities of blockchain entities within a blockchain. Another

problem is how to provide a permissions framework integrated within the identity framework



and also maintained within the blockchain. Conventional systems and technology is confined to

providing digital identity and permissions in typical bi-directional client-server relationships.

SUMMARY
[0004] What is therefore desired is a system and a method for implementing digital
identity and permission controls within distributed network nodes maintaining a distributed
database such as a blockchain. More specifically, what is desired is blockchain based digital
identity and permission controls, wherein one or more smart contracts automatically and

intelligently maintain and update immutable records of digital identity and permission control.

[0005] Embodiments disclosed herein solve the aforementioned technical problems and
may provide other benefits as well. Embodiments disclosed herein provide systems and methods
for digital identity management and permission controls within distributed network nodes. For
example, a network node may retrieve, based on an entity type and either from a blockchain or
from a local database, a digital identity record template containing multiple data fields. The
network node may receive information to populate the data fields, reference documents, and/or
biometric information. The network node may associate the received information, reference
documents, and/or biometric information with the data fields to generate a digital identity record
from the digital identity record template. Within the digital identity record, the network node
may store the received information and respective one directional cryptographic hashes of the
reference documents and/or biometric information. The network node may store the each of the
reference documents and biometric information in one or more non-blockchain repositories. The
network node may set a status for each of the multiple data fields. Furthermore, based on the
type of the entity and received information, the network node may set permission controls in the
digital identity record. The network node may generate a digital identity record block by
associating the digital identity record with one or more smart contracts, encrypt the digital
identity record block with one or more encryption keys, and deploy the encrypted digital identity
block to the latest valid blockchain.

[0006] In one embodiment, a computer-implemented method for generating an encrypted
digital identity record in a blockchain comprises: receiving, by a network node, a request to
generate a digital identity record within a blockchain for an entity, wherein the request contains

an entity type of the entity; retrieving, by the network node, a digital identity record template



associated with the entity type from a blockchain, wherein the digital identity record template
comprises multiple data fields including mandatory and supplemental data fields; receiving, by
the network node, information for at least the mandatory data fields and a reference document
from a client device associated with the entity; generating, by the network node, a digital identity
record for the entity by associating the received information to one or more data fields in the
digital identity record template; assigning, by the network, a status identifier to the one or more
data fields based on the corresponding associated information; associating, by the network node,
a first data field of the one or more data fields with the reference document; generating, by the
network node, a one directional cryptographic hash of the reference document; storing, by the
network node, the reference document in a non-blockchain document repository; storing, by the
network node, the one directional cryptographic hash of the reference document in the digital
identity record in association with the first data field; setting, by the network node, permission
controls for the digital identity record based on the entity type and the received information;
encrypting, by the network node, the digital identity record using one or more encryption keys;
generating, by the network node, a digital identity record block containing the encrypted digital
identity record; and appending, by the network node, the digital identity record block to the

blockchain..

[0007] In another embodiment, system for generating an encrypted digital identity record
in a blockchain comprises: a plurality of distributed network nodes, each including a non-
transitory storage medium storing a respective local copy of a blockchain; at least one of the
plurality of distributed network nodes having a processor configured to: receive a request to
generate a digital identity record within the blockchain for an entity, wherein the request contains
an entity type of the entity; retrieve a digital identity record template associated with the entity
type from the blockchain, wherein the digital identity record template comprises multiple data
fields including mandatory and supplemental data fields; receive information for at least the
mandatory data fields and a reference document from a client device associated with the entity;
generate a digital identity record for the entity by associating the received information to one or
more data fields in the digital identity record template; assign a status identifier to the one or
more data fields based on the corresponding associated information; associate a first data field of
the one or more data fields with the reference document; generate a one directional cryptographic

hash of the reference document; store the reference document in a non-blockchain document



repository; store the one directional cryptographic hash of the reference document in the digital
identity record in association with the first data field; set permission controls for the digital
identity record based on the entity type and the received information; encrypt the digital identity
record using one or more encryption keys; generate a digital identity record block containing the

encrypted digital identity record; and append the digital identity record block to the blockchain.

[0008] It is to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory and are intended to provide further

explanation of the invention as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009] The accompanying drawings constitute a part of this specification and illustrate an

embodiment of the invention and together with the specification, explain the invention.

[0010] FIG. 1 shows components of an exemplary system 100 for maintaining digital

identity records and associated permission controls, according to an exemplary embodiment.

[0011] FIG. 2 shows execution of an exemplary method 200 for generating new users,

according to an exemplary embodiment.

[0012] FIG. 3 shows execution of an exemplary method 300 for uploading and updating

document records, according to an exemplary embodiment.

[0013] FIG. 4 shows an exemplary method 400 for generating a new digital identity

record, according to one exemplary embodiment.

DETAILED DESCRIPTION
[0014] Reference will now be made to the exemplary embodiments illustrated in the

drawings, and specific language will be used here to describe the same. It will nevertheless be
understood that no limitation of the scope of the invention is thereby intended. Alterations and
further modifications of the inventive features illustrated here, and additional applications of the
principles of the inventions as illustrated here, which would occur to a person skilled in the
relevant art and having possession of this disclosure, are to be considered within the scope of the

invention.



[0015] Embodiments disclosed herein describe systems, methods, and products for
providing a digital identity and integrated permission controls framework within a distributed
network nodes environment. The distributed network nodes environment may maintain a
distributed ledger such as a blockchain. One or more distributed network nodes may generate a
digital identity record and set permission controls based on a digital record template and
information received to populate the data fields of the digital record template. Alternatively, the
one or more distributed network nodes may set permission controls upon the individual entity,

business relationships, and/or entity type.

[0016] In some embodiments, a network node may allow an admin user (or a user with
permissions) to generate a repository of digital identity templates. For example, the network
node may render an admin user interface for the admin user to select, type, and compile digital
identity templates to generate the repository. In some implementations, the digital identity
templates may be of different types based on the type of entities associated with the respective
digital identity templates. A digital identity template database record may contain both
mandatory and supplemental data fields. The network node may have to have information for
the mandatory fields to generate a corresponding digital identity record but may be able to
receive information for the supplemental data fields after the generation of the digital identity

record.

[0017] In some embodiments, a network node may generate a globally unique random
digital identity reference for an entity, wherein the random digital identity reference is
recognizable within the distributed network nodes. The distributed network nodes may not
replicate or reuse a digital identity reference to ensure that a digital identity reference for a
participating entity remains unique. The network node may generate the digital identity
reference based on a request from an admin user, other user, and/or one or more programs being

executed within the distributed network nodes.

[0018] In some embodiments, a network node may allow an admin user (or a user with
permissions) to generate individual digital identity record using a digital identity template and a
digital identity reference. The network node or the admin user may select the digital identity
template based on the type of the entity associated with the digital identity record. Furthermore,
the network node may retrieve the associated digital identity reference from the blockchain or a



non-blockchain database. The network node may store the digital identity record with the smart
contract in the blockchain. The digital identity record may be unique and the distributed network
nodes may use the digital identity record for multiple types of functionalities within the
distributed network nodes. In some embodiments, one or more smart contracts may
automatically and intelligently generate the digital identity record based on a received request

with minimal manual involvement.

[0019] In some embodiments, a network node may assign separate statuses to separate
data fields within the digital identity record. For example, the network node may assign a
verified status to a first data field and assign a non-verified status to a second data field. The
network node may assign the statuses based on receiving request from an admin user or a user
with relevant permissions. In some instances, the network node may receive an API request to
edit the status from a trusted third party (e.g. a registration system computer). In these instances,
the network node may record on the blockchain the information on the trusted third party that
transmitted the API request to the network node. In some instances, the network node may
assign and/or update the assigned status based on execution of one or more smart contracts. In
some instances, the network node may update a status based on a user initiated or a third party
system initiated digital signature using a private cryptographic key.

[0020] In some embodiments, an identity record stored in a blockchain may require a
reference to a document that is associated with a data field of the identity record. For example if
the identity record is of a natural person, a scan of the person's passport may have to referenced
for verifying vital information such as a name or date of birth. In other words, the name and/or
date of birth field of the identity record may have to have the scan of the passport as a reference
document. In such a case, the network node may store a document file (for example, a PDF copy
of the passport) in a document repository and generate a hash value for the document using a one
directional mathematical hashing function. The network node may upload the hash value in the
blockchain and store the hash value of the document in association with the relevant data filed of
the identity record. The unique document hash value generated within the identity record in the
blockchain may evidence the immutability of the document that is being referenced. In this way,
the network node may ensure the immutability of the document even if the document is not

stored in the blockchain itself. In some implementations, the network node may retrieve identity



information from a trusted third party system. For example, if the network node receives a
passport number, the network node may query a trusted third party database to retrieve, for

example, date of birth and place of birth.

[0021] In some embodiments, an identity record may be of a natural person, and the
network node may associate biometric information with a data field of the identity record. More
specifically, a data field in the identity record may require a reference to the person's biometric
mathematical hash value information that can be used for verification purposes. The network
node may receive biometric information captured by a biometric reader such as a fingerprint
reader or a retina scanner. The network node may generate a one directional mathematical hash
value from the biometric information, store the biometric information in a local repository, and
store the one directional mathematical hash value of the biometric information on the blockchain
in association with the data field. In some instances, the network node may implement security
by using, in addition to the biometric information, a private passcode or a random unique
passcode. The network node may use the biometric hash value for verifying a person or for any

other purpose wherein the user inputs biometric information.

[0022] In some embodiments, the distributed network nodes may maintain permission
controls within the blockchain. For example, in a digital identity record, there may be a data
field containing the permission controls of the entity identified by the digital identity record. The
permission controls may indicate the access rights of the entity for information stored in the
blockchain and other associated information. The permission controls may further indicate the

entity's permissions to initiate blockchain based events.

[0023] In some embodiments, a digital identity record may be within a smart contract.
For example, the distributed network nodes may host a block having an identity smart contract
delimiting different functionalities associated with an identity. Each time a network node creates
a digital identity record, the network node may retrieve the identity smart contract or a portion
thereof; and store the digital identity record within the identity smart contract. In other words, a
digital identity record block may have executable codes of a smart contract and the data fields
containing information for the digital identity record. In other embodiments, the distributed
network nodes may associate the digital identity record with one or more smart contracts stored
within the blockchain. In these embodiments, a network node may record the block addresses



for the one or more smart contracts within the digital identity record block such that the digital

identity record block may invoke the one or more smart contracts when required.

[0024] In some embodiments, the distributed network nodes may link multiple digital
identity records. For example, a first digital identity record may be linked to a second digital
identity record. In some instances, the second digital identity record may be hierarchically below
the first digital identity record. In these instances, the first digital identity record may perform as
a master digital identity record for the second digital identity record, that is, a network node may
generate the second digital identity record such that the second digital identity record inherits one
or more data fields from the first digital identity record. Such linkages and hierarchical

relationships may be governed by smart contracts stored within the blockchain.

[0025] In some embodiments, the distributed network nodes may maintain the privacy of
digital identity record database using encryption techniques, that is, the digital identity records
may be encrypted prior to being uploaded in the blockchain. The network nodes may allow
access to the encrypted digital identity records based on the permissions stored in the respective
digital identity records. For example, a network node may provide an entity identified by a
digital identity record with a decryption key based upon the permission controls stored in the
digital identity record. In some instances, the network node may encrypt a first portion of the
digital identity record with a first encryption key and a second portion of the digital identity
record with a second encryption key. For example, the network node may use the first
encryption key to encrypt the identity components and use the second encryption key to encrypt
the permission control components within the digital identity record. Furthermore, the
distributed network nodes may also allow concealing of data to meet the regulatory requirements
of various jurisdictions. For example, network nodes may encrypt data stored on the blockchain
using an encryption key. A user with relevant permissions may instruct a network node to
destroy the encryption key and access to the data is forever lost because the data, without the

encryption key, may be indecipherable.

[0026] Although the aforementioned embodiments describe a network node
implementing the various functionalities, one having ordinary skill in the art should understand a

single network node was included only for brevity, and should not be limiting. Multiple network



nodes within the distributed network nodes and other associating computing systems

implementing these functionalities should be considered to be within the scope of this disclosure.

[0027] FIG. 1 shows components of a digital identity and permission control
management system 100, according to an exemplary embodiment. The exemplary system 100
may comprise a webserver 101, an application server 103, databases 105, a key store 107, a
client device 109, and distributed network nodes 111. Aspects of the system 100 may be
configured to employ and manage a system blockchain, sometimes referred to in the art as a
"distributed ledger,” and may include blockchain-based distributed ledger software (e.g.,
Hyperledger, Ethereum, Openchain, TerraLedger). In some implementations, the system
blockchain may be a private party blockchain. The system blockchain may operate as a
distributed database that stores data records associated with entities and transaction documents,
where the data records stored on the system blockchain may be blocks of data that are hosted on
distributed network nodes 111. The data records associated with the entities may include digital
identity records and permission controls. In some instances, the system 100 may store the
permission controls within the digital identity records. It should be appreciated that the data
stored in records within system databases 105 may vary from the data stored in blocks of the
system blockchain hosted on network nodes 111.

[0028] A webserver 101 may host a website accessible to end-users, where the content
presented via the various webpages may be controlled based upon each particular user's role
and/or permissions. For example, a user may be an admin user with more permission compared
to a normal user. The system 100 may store the permission controls for the admin user or any
other user in the respective digital identity record. The webserver 101 may be any computing
device comprising a processor and non-transitory machine-readable storage capable of executing
the various tasks and processes described herein. Non-limiting examples of such computing
devices may include workstation computers, laptop computers, server computers, and the like.
While the exemplary system 100 includes a single webserver 101, one having skill in the art
would appreciate that some embodiments the webserver 101 may include any number of

computing devices operating in a distributed computing environment.

[0029] The webserver 101 may execute software applications configured to host a
website (e.g., Apache®, Microsoft 11S®), which may generate and serve various webpages to



client devices 109. The website may be used to generate and access data stored on a system
database 105 or in a blockchain hosted by distributed nodes 111 of the system 100. In some
implementations, the webserver 101 may be configured to require user authentication based upon
a set of user authorization credentials (e.g., username, password, biometrics, cryptographic
certificate). In such implementations, the webserver 101 may access a system database 105
configured to store user credentials, which the webserver 101 may be configured to reference in
order to determine whether a set of entered credentials (purportedly authenticating the user)
match an appropriate set of credentials that identify and authenticate the user. Similarly, in some
implementations, the webserver 101 may generate and serve webpages to a client device 109
based upon a user role within the system 100 (e.g., administrator, investor, investment promoter).
In such implementations, the user role may be defined by data fields in user records stored in the
system database 105, and authentication of the user and user role may be conducted by the
webserver 101 by executing an access directory protocol (e.g. LDAP). The webserver 101 may
then be instructed to generate webpage content, access or generate data stored in the system
database 105, and access or generate data stored in the blockchain instances, according to the
user role defined by the user record in the system database 105.

[0030] In some implementations, the system blockchain may include permission controls
defining a user's role within the system 100. The system blockchain may include a block with a
smart contract containing permission controls that define the user's role within the system. For
example, the smart contract, through the permission controls, may define the user to be a system
administrator (that is, an admin user). As another example, the permission controls may define
the level of authorization for non admin user to access information stored in the blockchain or
initiating a blockchain based functionality. In a private equity context, the blockchain based
functionality may include initiating capital calls, uploading documents to the system 100, and/or
other functionalities. The system 100 may store the permission controls within a respective
user's digital identity record or in association with the respective user's digital identity record.
Although the descriptions above and below describe a user and user's digital identity record and
permission controls, one having ordinary skill in the art should understand that this description is
applicable to non-human entities such as bank servers or other corporation servers having a

digital identity record and permission controls within the system 100. In other words, the system
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100 may maintain the digital identity and permission controls regardless of whether or not the

associated entities are human users or non-human computing systems.

[0031] An application server 103 may generate, access, and update blockchain instances
hosted on the network nodes 111, according to instructions received from a client device 109 via
a webserver 101. The application server 103 may be any computing device comprising a
processor and non-transitory machine-readable storage capable of executing the various tasks
and processes described herein. Non-limiting examples of such computing devices may include
workstation computers, laptop computers, server computers, and the like. While the exemplary
system 100 includes a single application server 103, one having skill in the art would appreciate
that in some embodiments the application server 103 may include any number of computing
devices operating in a distributed computing environment. It would also be appreciated that
although the application server 103 is shown in FIG. 1 as being a separate device from a
webserver 101, in some embodiments the webserver 101 and the application server 103 may be
the same device. Furthermore, one having ordinary skill in the art understands that one or more
of the client device 109, the webserver 101, databases 105, key store 107, and the application
server 103 may be a part of a network node of the distributed network nodes 111.

[0032] Software executed by the application server 103 may provide blockchain services
to users interacting with the application server 103 via the webserver 101. The application server
103 may update and query the record in the system database 105 according to the instructions
received from the client device 109. The application server 103 may then generate blocks for the
system blockchain, where the blocks contain data from the records of the system database 105
and/or data records received from the users. The application server may then update a local
instance of the system blockchain, and subsequently instruct network nodes 111 to update the
instances of the system blockchain stored locally on each of the network nodes 111. Each new
block may be generated with a timestamp or other data that links the new block with existing
blocks on the blockchain. As an example, when the application server 103 generates a new
digital identity record, the application server 103 may then generate a new block containing the
digital identity record and an address for the new block based upon a one directional
cryptographic hash of one or more data fields of the digital identity record. The application

server 103 may then append the new block in the system blockchain within the local instance of
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the blockchain stored in the application server 103. The application server 103 may then
transmit the new block to each respective network node 111. The network nodes 111, in turn,
may update the local instances of the blockchain stored on each of the network nodes 111. In
other implementations, the application server 103 may transmit the blockchain or portions
thereof to the network node 111, and the network nodes may accordingly replace the local
instances of the system blockchain or portions thereof using the transmission received from the

application server 103.

[0033] In some embodiments, the system 100 may store a digital identity record for a
user or an entity within the system blockchain. To do so, the system 100 may allow an admin
user to generate digital identity templates of different types based on the entity. The template
may include mandatory data fields and supplemental data fields. The system 100 may store the
templates within the system blockchain and/or in the databases 105. When the system 100
receives a request to generate a digital identity record for an entity, the system 100 may retrieve a
digital identity template, either from the system blockchain or from the databases 105, based on
the type of the entity. The system 100 may generate a digital identity record based upon the
respective digital identity template. The system 100, through one or more network nodes 111,
may prompt the entity to enter the information required for data fields in the generated digital
identity record. Furthermore, one or more of the data fields of the digital identity record may
have an independent status, and the system 100 or a trusted third party server may update the

status of the digital identity record.

[0034] In addition, a data field within the digital identity record may be associated with a
reference document. For example, if the aforementioned entity is a natural person, the reference
document may be a scan of a passport of the person and the name data field may reference the
scan of the passport. The system 100 may store the scan of the passport in the databases 105,
and generate a one directional cryptographic hash of the scan of the passport. Instead of saving
the entire file of the scan of the passport in the blockchain, the system 100 may store the
cryptographic hash of the file in association with the name data field. This saving protocol
allows for immutability of a document file that is not saved within the blockchain but on a non

blockchain data repository such as the databases 105.
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[0035] In some implementations, the system 100 may support a biometric identity
verification of a user. In these implementations, the system 100 may receive biometric data of a
user associated with a digital identity record. The biometric data may include data captured by
biometric sensors such as a fingerprint sensor or retina scanner. The system 100 may store the
biometric data in the databases 105 and generate a one directional cryptographic hash of the
biometric information. The system 105 may store the cryptographic hash of the biometric data in

association with the digital identity record.

[0036] In operation, when a user or a smart contract being executed instructs the
application server 103 to conduct a transaction requiring a query of the blocks of the blockchain,
the application server 103 may conduct a poll of the network nodes 111 to identify the queried
data, based on the hash values identifying the blocks, and then determine whether the data within
the identified blocks is accurate. The application server 103 may then await a response from a
predetermined quorum of network nodes 111 to confirm the data in the blocks; the application
server 103 may then proceed with a processing transaction using the data blocks of the
blockchain, provided that a predetermined threshold number of network nodes 111 indicate that
the blocks at issue match the blocks of the instance stored locally on each of the network nodes
111. In some implementations, the application server 103 may transmit a request to the network
nodes 111 to respond with the latest blockchain stored by each network node 111. Once the
application server 103 receives the blockchains from the respective nodes 111, the application
server 103 may compare the received blockchains with the local copy of the blockchain. If a
threshold number of blockchains match each other, the application server 103 may determine
that the integrity of the blockchain has not been compromised. The threshold may be set by an
admin user with appropriate authority based on the criticality of the data stored in the blockchain.
For example, a blockchain with more critical data may be associated with a higher threshold than

a blockchain with less critical data.

[0037] The application server 103 may generate block addresses for data to be retrieved
from blockchain instances of the system blockchain.  Machine-readable computer files
containing various forms of documents (e.g., PDF, DOC, XLS) may be uploaded to the
application server 103 via a webserver 101, or otherwise stored into a system database 105, after

which the application server 103 may generate a hash value of the document, where the
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application uses the hash value or other identifier value to reference the file from a system
database 105. The application server 103 may then generate the block address for the file by
generating a hash of the document and a hash value of the immediately preceding block data or
block address of the system blockchain. This block address may then be stored into the system
database 105 in a document record along with the file and any number of additional data field
entries related to the computer file. In operation, the application server 103 or network nodes
111 may reference the block of the blockchain containing the file according to the block address.
The application server 103 may generate additional blocks and corresponding block addresses on
the system blockchain in a similar manner—e.g., generating a hash value for a block containing
user data and then generating a new block address using the block address of the preceding
block. One having skill in the art will appreciate that block addresses may be generated in any
number of combinations of hashed block data and/or hashed block addresses from the new block
and one or more preceding blocks, such that the address of the new block is dependent upon, or

otherwise linked to, at least the immediately preceding block.

[0038] In some implementations, a system blockchain may contain smart contracts,
which may be executable coded scripts that instruct the application server 103 and/or network
nodes 111 to perform predetermined processes when certain conditions, as indicated by the smart
contract, are satisfied. In some instances, these processes instruct the application server 103
and/or network nodes 111 to generate a new block on the blockchain, often superseding and/or

updating the information found in existing blocks in the system blockchain.

[0039] For example, in some implementations, a smart contract may be employed by the
system 100 to control user access to machine-readable computer files stored on the system
blockchain and/or in a system database 105. The smart contract may comprise code functioning
logically as a matrix table for user permissions that associates users or user roles with documents
contained within the computer files stored in the system database 105. In such implementations,
the smart contract may comprise machine-readable software code that includes instructions for
the application server 103 and network nodes 111, and, in some cases, block addresses for blocks
on the system blockchain for blocks containing a digital identity record, user role rules in the
system database 105 or application server, and/or document records in the system database 105,

among other types of data. When the application server 103 receives a document request from a
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user device 109, to determine whether the user may access the requested document, the
application server 103 may reference a block address containing the digital identity record
associated with the user that may contain the permission rules or user role, and/or a block
address for the smart contract containing the permissions rules. The application server 103 is
instructed by the smart contract whether to retrieve the document from the system database 105
according to the user role, or other user identifier mapping the user or user role to the requested
document. The application server 103 may retrieve the document file from the system database
105 upon determining from the smart contract permission data that the user or user role is

associated with the document requested.

[0040] As mentioned, some embodiments may comprise a system database (or, a
database) 105 hosted on one or more computing devices, wherein the system database 105 may
store data records associated with various aspects of the application services offered to end users.
Non-limiting examples of what may be stored in the system database 105 may include: user
records that may comprise data fields describing users (e.g., user data), such as user credentials
(e.g., username, passwords, biometrics, encryption certificates), block addresses for blocks on
the system blockchain, user account data, user roles or user permissions; document records that
may comprise machine-readable computer files (e.g., word processing files), parsed portions of
such computer files, or metadata associated with computer files; and application data that may
include software instructions executed by an application server 103 or data used by the such
applications executed by the application server 103. The system database 105 may be hosted on
any number computing devices comprising a non-transitory machine-readable storage medium
and capable of performing the various tasks described herein. As shown in FIG. 1, the system
database 105 may be accessed by a webserver 101 and/or an application server 103 via one or
more networks. But one having skill in the art would appreciate that the system database 105
may be hosted on the same physical computing device functioning as a webserver 101 and/or

functioning as an application server 103.

[0041] In some embodiments, the system 100 may store a digital identity record for a
user or an entity within the system blockchain. To do so, the system 100 may allow an admin
user to generate digital identity templates of different types based on the entity. The template

may include mandatory data fields and supplemental data fields. The system 100 may store the
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templates within the system blockchain and/or in the databases 105. When the system 100
receives a request to generate a digital identity record for an entity, the system 100 may retrieve a
digital identity template, either from the system blockchain or from the databases 105, based on
the type of the entity. The system 100 may generate a digital identity record based upon the
respective digital identity template. The system 100, through one or more network nodes 111,
may prompt the entity to enter the information required for data fields in the generated digital
identity record. Furthermore, one or more of the data fields of the digital identity record may
have an independent status, and the system 100 or a trusted third party server may update the
status of the digital identity record. The digital identity record may include one or more one
directional hashes of one or more verifying documents, such as a scanned copy of passport
verifying name and date of birth. Furthermore, the digital identity record may include one or
more directional cryptographic hashes of biometric information of the user such as fingerprint

data, retina scan data, and/or any other type of biometric information.

[0042] In some embodiments, document records stored on the system database 105 may
comprise a data field containing document-identifying hash values generated by an application
server 103 according to a hashing algorithm implemented by a system blockchain, when a new
document record containing a machine-readable computer file (e.g., PDF, DOC, XSL), such as
transaction documents, is generated or updated. The hash value may be generated using one or
more data fields that describe the computer file, which may be uploaded by a user via a website
portal or pulled from the document record within the system database 105. The hash value may
be a unique identifier for the particular document record, and may be used by various computing
devices of the system 100, such as the system database 105, to reference the computer file or
metadata describing the computer file, which may be stored in the system database 105 and/or on

blocks of the system blockchain that is hosted on network nodes 111.

[0043] A key storage database 107, sometimes referred in the art as a "high security
module,” "key appliance,” "certificate authority,” or the like, may be a computing device
configured to manage and distribute encryption keys and cryptographic certificates to various
computing devices in the system 100 according to predetermined roles and rules. In some
implementations, encryption keys may be used for authentication of users when users log into a

website hosted on a webserver 101. In some implementations, encryption keys may be used to
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encrypt the data blocks of the system blockchain. Additionally or alternatively, encryption keys
may be used to confirm, or "sign,” data transfers to confirm to a data transfer recipient that the
data originated from a known party. Encryption keys may be also be used by users at an
application level to apply a digital signature to a document or contract, which, in some cases,

may trigger instructions from script code of a smart contract stored on the system blockchain.

[0044] The key storage database 107 may be hosted on any number computing devices
comprising a non-transitory machine-readable storage medium and capable of performing the
various tasks described herein. As shown in FIG. 1, the key storage database 107 may be
accessed by a webserver 101 and/or an application server 103 via one or more networks, but the
key storage database 107 may also be accessed by a user device 109 and network nodes 111 to
retrieve or confirm encryption keys or encryption key signatures. Moreover, one having skill in
the art would appreciate that the key storage database 107 may be hosted on the same physical
computing device functioning as a webserver 101 and/or an application server 103.

[0045] Network nodes 111 may host one or more blocks of the system blockchain. A
network node 111 may be any computing device comprising a processor and a non-transitory
machine-readable storage medium capable of performing the various tasks and processes
described herein. Non-limiting examples of a network node may be a workstation computer,
laptop computer, tablet computer, and server computer. Although the network nodes 111 are
described as storing blocks of the blockchain in FIG. 1, other computing devices, such as an
application server 103, may host blocks of the blockchain. Each network node 111 locally stores
an instance of the system blockchain in the storage medium of the system blockchain, and further
executes a software application that instructs the network node 111 on generating and querying
blocks within the locally stored blockchain instance.

[0046] In operation, a network node 111 may generate new blocks on a locally stored
instance of the system blockchain according to data received from an application server 103 or
other network nodes 111. In some instances, the application server 103 may update a local
instance of the blockchain stored on the application server 103, and then instructs one or more of
the network nodes 111 to update each blockchain instance stored on such network nodes 111.
Moreover, the application server 103 may query the blocks of the system blockchain according
to a block address stored in the system database 105. When the application server 103 executes
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the query of the blocks on the system blockchain, the application server 103 may poll the
network nodes 111 to determine the most recent data on the system blockchain. The application
server 103 may be confident that the data at block is the desired data according to a voting
mechanism encoded within the blockchain software executed by the network nodes 111. Each
network node 111 may receive the query for the block and block address, and return a response
to the application server 103 indicating whether the block address contains the desired data. In
this way, the application server 103 may be certain that data in the blockchain is resistant to
corruption, as each blockchain instance on each network node 111 would need to be corrupted in
the same way so that each block address is corrupted in the same way. Furthermore, the system
blockchain may also disallow the application server 103 from acting on obsolete data. For
instance, a network node 111a may execute a smart contract that instructs the network node 111a
to generate a second block that updates data records in a first block on the local blockchain
instance. In other words, the data records in the first block may be obsolete being superseded by
the data records in the second block. After the update, the network node 11la may then
accordingly instruct one or more remaining network nodes 111b, 111c and the application server
103 to update the respective local blockchain instances on those nodes 111b, 111c and
application server 103. However, the application server 103 may not have updated its local
blockchain instance before the application server 103 receives a data query or instruction for the
updated data records from the user device 109 or a smart contract. Prior to responding to the
query, the application server 103 may use the voting mechanism to ascertain the latest valid
blockchain. As the latest valid blockchain may contain the updated data record, such voting
mechanism may protect against the application server 103 from acting on obsolete data and may

keep the system blockchain resistant to data collisions.

[0047] A client device 109 may be any computing device allowing a user to interact with
application server 103 via a webserver 101. The client device 109 may execute an Internet
browser or local application that access the webserver 101 in order to issue requests or
instructions to the application server 103 to access the system blockchain. The client device 109
may transmit credentials from user inputs to the webserver 101, from which the webserver 101
may authenticate the user and, in some implementations, determine a user role. One having skill
in the art would appreciate that the client device 109 may comprise any number of input devices

configured to receive any number of data inputs, including various types of data inputs allowing
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for authentication (e.g., username, passwords, certificates, biometrics). One having skill in the
art would also appreciate that the client device 109 may be any computing device comprising a
processor and non-transitory machine-readable storage medium allowing the client device 109 to
perform the various tasks and processes described herein.

[0048] As an example of the client device 109 operation, the client device may execute
an Internet browser that accesses a webserver 101 hosting a fund investment administration
website that allows access for fund managers, administrators and investors and other third parties
to a common platform for the end-to-end administration of fund investments, using the device a
fund manager may initiate fund lifecycle events such as a payment request associated with a
capital call from investors, and investors may use the platform to view lifecycle events such as
the capital call and associated payment obligations due in relation to their investments. Using
the client device 109, an investor-user may select an investment in which to invest. As the
transaction proceeds, the client devices 109 of the investor-user or a promoter-user may be used
to upload machine-readable computer files (e.g., PDF, DOC, XSL) containing transaction
information. The computer files may be stored into document records in a document database
105, which may then be added to blocks of the system blockchain, where the blocks are
accessible according to block addresses that are then stored into the document record for the
particular computer file. The client device 109 may issue queries or instructions to the
application server 103 via the webpages generated by the webserver 101, which then instruct the
application server 103 to query the blocks on the network nodes 111, and, in some instances,
perform various tasks, such as retrieving or updating a file from the system database 105.

[0049] FIG. 2 shows execution of an exemplary method 200 for generating new users,
according to an exemplary embodiment. The exemplary method 200 comprises steps 201, 203,
205, 207, 209, and 211, but one having skill in the art would appreciate that other embodiments

may comprise additional or alternative steps, or may omit some steps altogether.

[0050] In a first step 201, an administrator user (or an admin user) logs into a website
hosted on a webserver to generate a new user (e.g., investor-user, promoter-user), and uses the
webpages, which may be web-based graphical user interfaces (GUIs), to create the new user in

the system. The administrator may assign access rights or roles (i.e., template of access rights) to
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the new user, which may be stored along with a user identifier and credentials into a user record

in the system database.

[0051] In a next step 203, a web-application executed by the webserver or an application
server executes an application programming interface (API) call to a blockchain service
application executed by the application server, instructing the application server to create a new

blockchain user.

[0052] In a next step 205, the service application executed by the application server
instructs one or more network nodes hosting instances of the system blockchain, to register the

new user in each node's blockchain instance.

[0053] In a next step 207, the user data may be stored onto the instance of the blockchain
on each of the nodes according to instructions in the service application and/or a smart contract
configured to instruct the application server and/or network nodes on registering a new user. In
some embodiments, the application server may poll the blockchain instances to determine
whether the user record data is the most recent data by comparing the hashed data of the new
user data to the user data in one or more blocks, according to the block addresses stored in the
system database. In some embodiments, the application server may instruct the network nodes to
update the local blockchain instances in response to each respective node indicating that there are

no collisions in the user data in the new block being registered.

[0054] The application server may execute functions coded onto a smart contract stored
in a block of the system blockchain. One or more data fields of the user record may be hashed
according to a predetermined hashing algorithm and then stored to the blockchain instance on the
application server. In addition, the application server may generate a block address for the new
user block that will be added to the user block on the system blockchain. The block address may
be a hash of one or more data fields and one or more data fields of the preceding blocks. One
having skill in the art will appreciate that any number of combinations of data may be used to
hash the data in the user block, and that any number of fields from the user block and the
preceding block may be hashed to generate the block address. The block address may then be

stored into the user record within the system database. Moreover, the user rights or role may be
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included in the user block, indicating which computer files the user may access from the system

database.

[0055] In a next step 209, each node may generate and return a confirmation of
registration to the application server. In some embodiments, rather than the application server
generating and storing the block address, network nodes may return the identifier (e.g.,
enrollment identifier, block address) to the application server, and then stored into the user

record within the system database.

[0056] In an optional step 211, rather than generating the user record before registering
the new user block, the application server may wait for confirmation of the new block creation to
generate the block address for the user block. After generating the user block, the data and the

block address may be stored into the system database.

[0057] FIG. 3 shows execution of an exemplary method 300 for uploading and updating
document records, according to an exemplary embodiment. The exemplary method 300
comprises steps 301, 303, 305, 307, 309, and 311, but one having skill in the art would
appreciate that other embodiments may comprise additional or alternative steps, or may omit
some steps altogether.

[0058] In a first step 301, a user logs into website hosted by webserver to upload a
machine-readable computer file; the webserver may then authenticate the user using any number

of authentication methods, such as usernames, passwords, biometric inputs, and the like.

[0059] In a next step 303, after authenticating the user, the webserver or an application
server may retrieve a user identifier or block address from a user record stored within the system

database.

[0060] In a next step 305, the application server may retrieve a set of credentials or
cryptographic keys from a key store appliance configured to store cryptographic keys associated
with users and devices in the system. Communications between various devices of the system
(e.q., client device, application server, network nodes) may be encrypted according to one or

more cryptographic keys, and, in some implementations, one or more data packets may be
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digitally signed by a cryptographic key associated with the user, for the purposes of

authenticating that the source of the data packet was the user's device.

[0061] In a next step 307, the application server logs the user into the blockchain
software application platform using one or more cryptographic keys and/or user-supplied
credentials, in preparation for user-initiated transactions, which correspond to executable

functions performed by the various devices of the system.

[0062] In a next step 309, the application server receives from the client device, via the
webserver, a new or updated machine-readable computer file, or document file. The application
server may then store document file into a new or existing document record within the system
database. The document record may comprise any number data fields containing document data,

which may include metadata defining or describing the computer file.

[0063] In a next step 311, the application server may generate and store a document
identifier based upon a hash value of one or more data fields of the document record; the
application server then executes a document smart contract stored on the blockchain to generate
and store a document block on the system blockchain. A user identifier stored in the user record
and also stored in a permissions smart contract on the blockchain may be associated with the
document block according to a user identifier value in the permissions smart contract or in a
permissions table stored in the system database that the permissions smart contract may

reference during execution.

[0064] When a user instructs the application server to query the document file, the user
may issue a document request to the webserver. The application server may determine a block
address or document identifier from a permissions smart contract or system database, according
to a document reference table stored in the permissions smart contract or document records
stored in the system database. After determining the block address on the system blockchain for
the requested document file, the application server may determine from the permissions smart
contract whether the user identifier is associated with the document identifier. Upon determining
that the user identifier is associated with the document identifier in the permissions smart
contract, the application server may then reference and retrieve the stored document file from the

document record in the system database, according to the corresponding document identifier.
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The application server may then transmit the document file to the user's client device, via the

webserver.

[0065] FIG. 4 shows an exemplary method 400 for generating a digital identity record in
the blockchain, according to an exemplary embodiment. Although one or more computing
systems may implement the following steps of the method 400, this description details, for
brevity, an applications server implementing the steps. Furthermore, one having ordinary skill in
the art should understand that the following steps are merely exemplary, and one more steps can

be added or substituted, or the method 400 may skip one or more steps altogether.

[0066] In a first step 401, the application server may receive a request to create a new
digital identity record. In response to the request, the application server may generate a call to a
service application, which may also be hosted by the application server or other application
servers, to create a new digital identity record. The application server may create the call based
on an administrative user's (also referred to as an admin user) request to create a new digital
identity record. To generate such request, the administrative user may log into a web application
hosted by the application server, and interact with one or more elements of a provided interface.
For example, the application server may provide a graphical user interface with dialog boxes,
buttons, or other selectable graphical interface tools for the administrative user to interact with
and generate the request. Alternatively, application server may provide a command line
interface such that the administrative user may type a script, which when executed generates the

request.

[0067] The permissions for the administrative user may be stored within the blockchain.
In operation, when the administrative user logs into the web application hosted by the application
server, the application server may retrieve the permissions block associated with the
administrative user from the blockchain. The permission block may contain a smart contract and
the application server may execute the smart contract such that the administrative user is
provided access to the interface generated by the application server to generate the request to
create the new digital identity record. In some implementations, the permission controls for the

admin user may be stored in a digital identity record for the admin user.
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[0068] In some implementations, the administrative user, in the request to generate the
new digital identity record, may indicate the type of entity for which the digital identity record is
required. The application server may either a local database or a block in the block. In these
implementations, the application server may include the type of the entity in the call to the
service application such that the service application may select a digital identity template based
on the type of entity. In other implementations, the administrative user may include an
identification of the template in the call. The service application may select the digital identity
template from a repository of digital identity templates stored either in the blockchain or stored
within a non-blockchain repository. The repository of digital identity templates may have been
generated by an admin user or by one or more network nodes based on executing one or more

smart contracts.

[0069] One having ordinary skill in the art should understand that the service application
may be implemented by the application server to interface with a blockchain and the smart
contracts stored thereon. In some instances, the service application may be implemented by a
different server than the application server. There may be a plurality of calls between other
modules within the application server and other servers to achieve the functionality of these
steps. Although the service application may be different from the application server in some
instances, the functionality of the service application may be attributed to the application server
in other instances. The details below, therefore, for brevity describe the application server
implementing the various steps; even though a separate service application may be performing a
portion of these steps.

[0070] Furthermore, one having ordinary skill in the art also should understand that an
admin user generating the request is merely exemplary, and other intelligent, automated
processes should be considered within the scope of the invention. For example, a network node
may execute a smart contract upon which the smart contract generates the request for generating

a new digital identity record.

[0071] In a next step 403, the application server may receive information for data fields
in the new digital identity record. The new digital identity record may have a plurality of data
fields as containers to various pieces of information for the new digital identity record. Non-

limiting examples of the data fields include name, company name, permission controls,
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relationships with other entities, and reference documents. Some of the data fields may be
mandatory and the application server may have to receive the information for these data fields to
generate the new digital identity record in the first place. Some of the data fields may be
supplemental and the application server may generate the new digital identity record without
information for these data fields. As mentioned above, the digital identity record may be based
upon a template, and the template file may indicate to the application server as to which data

fields are mandatory and which data fields are supplemental.

[0072] In some implementations, to receive the information for the data fields, the
application server may render an interface for the administrative user to enter the information. In
other implementations, the application server may render an interface for the entity associated
with the new digital identity record to enter the information from the data fields. In addition or
in the alternative, the application server may transmit one or more messages to a client device of
the entity to receive the information for the data fields. In some implementations, the application
server may retrieve identity information from a trusted third party system. For example, if the
network node receives a passport number, the application server may query a trusted third party
database to retrieve, for example, date of birth and place of birth. In some instances, the
application server may transmit a message with the passport number to a trusted third party; and
receive a response with information associated with the passport number. After the application
server receives the information for the data fields, the application server may execute a next step
405.

[0073] In the next step 405, the application server may assign a status to one or more data
fields. For example, if the entity associated with digital identity record is a natural person; one
or more data fields may remain unverified until further information is received by the application
server. For instance, the application server may require a scan of the person's passport before the
application server indicates that the name of the person is verified. The statuses for the data
fields may be independent from each other. For example, the application server may assign a
verified status to a first data field and assign a non-verified status to a second data field.

[0074] In a next step 407, the application server may receive documents and biometric
information. One having ordinary skill in the art understands that if the entity associated with

the digital identity record is not a natural person, the application server may not receive the
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biometric information. For an entity that is a natural person, the documents may be verification
documents such as a scan of a passport to verify vital information such as name and date of birth.
For an entity that is a company or a corporation, the documents may be incorporation, legal,
and/or tax documents. Regardless of whether the entity is a natural person or a company, the
documents may verify one or more data fields in the requested new digital identity block. In
some implementations, the application server may receive from an oracle one or more pieces of
information associated with the documents. The one or more pieces of information may include,
for example, date, time, and location of the upload or transmission of the documents. In some
implementations, the location may in the form of GPS coordinates received from a mobile

device.

[0075] For a natural person, the application server may receive biometric information.
The biometric information may be a computer file generated by a biometric sensor. Non-
limiting of examples of biometric sensors include a fingerprint sensor and retina scanners. In
some implementations, the application server may receive a raw data file from a respective
sensor. In other implementations, the application server may receive a processed data file from
the respective sensor. In some implementations, the application server may receive from an
oracle one or more pieces of information associated with the biometric information. The one or
more pieces of information may include, for example, date, time, and location of the capture of
the biometric information. In some implementations, the location may in the form of GPS

coordinates received from a mobile device capturing the biometric information.

[0076] In a next step 409, the application server may generate a one directional
cryptographic hash of the documents and the biometric information. Furthermore, the
applications server may store the documents and the biometric information in respective non-
blockchain repositories. For example, the application server may maintain a document

repository for the documents and a biometric repository for the biometric information.

[0077] In a next step 411, the application server may generate a new digital identity
record block based on one or more smart contracts and one or more encryption algorithms. A
smart contract may define the data structure of the new digital identity record. In an

aforementioned embodiment of digital identity record templates, the smart contract may contain
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the structure of the template required for the new digital identity record. Furthermore, the smart

contract may also define the permissions control associated with the new digital identity record.

[0078] The permission controls within the new digital identity record may define the role
of an entity associated with the digital identity record. For example the permission controls may
include a permissions table or matrix delimiting the access rights and operational rights of the
entity associated with the new digital identity record. The access rights may define the level of
access allowed to the entity to one or more pieces of information stored within the blockchain.
The operational rights may define the entity's rights to initiate blockchain based actions and
transactions. In some implementations, the permission controls may be a reference to one or
more smart contracts stored elsewhere in the blockchain that define the entity's access and
operational rights. The permission controls may be based upon the individual entity, business
relationships, entity type, and/or one or more pieces of received information in the digital
identity record.

[0079] The application server may store the one directional cryptographic hash of the
reference documents and the one directional cryptographic hash of the biometric information in
the new digital identity record block. These one directional cryptographic hashes may allow the
application server or any other computing system to verify the integrity of the document and the
biometric information stored in a local repository. In other words, even though these elements
may be stored locally, the cryptographic hashes stored in the blockchain are immutable and
consequently allow for the immutability of the reference documents and biometric information

stored in the local repositories.

[0080] The application server may use one or more encryption keys to encrypt one or
more data fields in the new digital identity record block. In some implementations, the
application server may use different encryption keys for different data fields in the new digital
identity record block. In other implementations, the application server may use the same
encryption key for all the data fields in the new digital identity block. The use of the encryption
keys in the digital identity blocks may be governed by one or more smart contracts.

[0081] In a next step 413, the application server may deploy the new digital identity

record block in the latest valid blockchain. In addition to the digital identity record, the
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application server may include other information such as updated digital payment tokens
associated with other users, one or more smart contracts, and/or one or more documents in the
new digital identity block. In some implementations, to deploy the new digital identity block to
the blockchain, the application server may poll the network nodes and determine the latest valid
blockchain. The application server may use a predetermined threshold for determining the latest
valid blockchain. For example, the application server may query the network nodes for the latest
blockchain. If the application server receives the same blockchain from 51% of the network
nodes, the application server may determine that the received blockchain is the latest valid
blockchain. One ordinarily skilled in the art appreciates that the predetermined threshold is set
upon the level of integrity required for the data and instructions stored in the blockchain. The
application server may use a higher predetermined threshold for data requiring a higher level of
security and integrity, for example, electronic money transfers. After the application server
determines the latest valid blockchain, the application server may append the new digital identity
block to the latest valid blockchain. To do so, the application server may use the cryptographic
hash (or simply hash) of contents of the last block of the latest valid blockchain to generate the
address of the new digital identity block. In addition, the application server may use the
cryptographic hash of the contents of the new digital identity block to generate the address of the
new digital identity block. In some implementations, the application server may use the
cryptographic hash of the contents of the last block, the cryptographic hash of the contents of the
new digital identity block, and a nonce value to generate the address of the new digital identity
block. The application server may store the address of the digital identity block in the database.
Furthermore, the application server may store an indication in the database that the new digital
identity block is an updated version of a previous digital identity block. In other words, the
application server may store an indication in the database that the new digital identity block
supersedes the previous digital identity block. Furthermore, the application server may encrypt
the data in the new digital identity block by using an algorithm such as a hashing algorithm. The
application may generate a hash value of the contents of the new digital identity block and store
the hash value in the new digital identity block. For instance, the application server may hash
portions of the new digital identity block separately to create intermediate hash values and
generate a final hash value based on the intermediate hash values and store the final hash value

in the new digital identity block. Alternatively, the application server may hash the entire
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content of the new digital identity block to generate the final hash value and store the hash value

in the new digital identity block.

[0082] One having ordinary skill in the art understands the application server and/or an
associated network node may be executing one or more smart contracts to implement one or
more steps of the method 400. That is, the entire method 400 may be automatic with minimal
human intervention. Furthermore, the new digital identity record may be within a smart contract
or associated with a smart contract. In other words, the digital identity record may be the

information part of a smart contract.

[0083] Although the aforementioned method 400 describes generating a new digital
identity record, one having ordinary skill in the art understands the one or more steps of the
method 400 may be used for updating a digital identity record based on new information. As an
example, if a previous digital identity record includes a data field with an unverified status and
the application server receives a reference document pertaining to the data field; the application
server may execute one or more steps of the method 400 and change the status of the data field
from unverified to verified. In some embodiments, the application server may update a status of
a data field based on a user initiated or third party system initiated digital signature using a
private cryptographic key. The application server may use the user's or the third party system's
public key to decrypt and authenticate the digital signature. After authenticating the digital
signature, the application server update the status based on a message associated with the digital

signature.

[0084] It should be clear by now to one having ordinary skill in the art that the
aforementioned embodiments describe a framework for digital identity and permission controls
framework within a distributed network nodes environment. The systems and methods described
herein provide interfaces and intelligently perform the back-end processing through blockchain
events and API calls to generate, maintain, update immutable and secure digital identity records
and associated permission controls. Therefore, the systems and methods are a significant
improvement over the conventional computing systems, which do not provide these features. In
other words, the embodiments disclosed herein solve provide technical solutions to the several

technical problems in conventional blockchain technology.
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[0085] The various illustrative logical blocks, modules, circuits, and algorithm steps
described in connection with the embodiments disclosed herein may be implemented as
electronic hardware, computer software, or combinations of both. To clearly illustrate this
interchangeability of hardware and software, various illustrative components, blocks, modules,
circuits, and steps have been described above generally in terms of their functionality. Whether
such functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from the scope of the

present invention.

[0086] Embodiments implemented in computer software may be implemented in
software, firmware, middleware, microcode, hardware description languages, or any combination
thereof. A code segment or machine-executable instructions may represent a procedure, a
function, a subprogram, a program, a routine, a subroutine, a module, a software package, a
class, or any combination of instructions, data structures, or program statements. A code segment
may be coupled to another code segment or a hardware circuit by passing and/or receiving
information, data, arguments, parameters, or memory contents. Information, arguments,
parameters, data, etc. may be passed, forwarded, or transmitted via any suitable means including

memory sharing, message passing, token passing, network transmission, etc.

[0087] The actual software code or specialized control hardware used to implement these
systems and methods is not limiting of the invention. Thus, the operation and behavior of the
systems and methods were described without reference to the specific software code being
understood that software and control hardware can be designed to implement the systems and

methods based on the description herein.

[0088] When implemented in software, the functions may be stored as one or more
instructions or code on a non-transitory computer-readable or processor-readable storage
medium. The steps of a method or algorithm disclosed herein may be embodied in a processor-
executable software module which may reside on a computer-readable or processor-readable
storage medium. A non-transitory computer-readable or processor-readable media includes both
computer storage media and tangible storage media that facilitate transfer of a computer program
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from one place to another. A non-transitory processor-readable storage media may be any
available media that may be accessed by a computer. By way of example, and not limitation,
such non-transitory processor-readable media may comprise RAM, ROM, EEPROM, CD-ROM
or other optical disk storage, magnetic disk storage or other magnetic storage devices, or any
other tangible storage medium that may be used to store desired program code in the form of
instructions or data structures and that may be accessed by a computer or processor. Disk and
disc, as used herein, include compact disc (CD), laser disc, optical disc, digital versatile disc
(DVD), floppy disk, and Blu-ray disc where disks usually reproduce data magnetically, while
discs reproduce data optically with lasers. Combinations of the above should also be included
within the scope of computer-readable media. Additionally, the operations of a method or
algorithm may reside as one or any combination or set of codes and/or instructions on a non-
transitory processor-readable medium and/or computer-readable medium, which may be

incorporated into a computer program product.

[0089] The preceding description of the disclosed embodiments is provided to enable any
person skilled in the art to make or use the present invention. Various modifications to these
embodiments will be readily apparent to those skilled in the art, and the generic principles
defined herein may be applied to other embodiments without departing from the spirit or scope
of the invention. Thus, the present invention is not intended to be limited to the embodiments
shown herein but is to be accorded the widest scope consistent with the following claims and the

principles and novel features disclosed herein.

[0090] While various aspects and embodiments have been disclosed, other aspects and
embodiments are contemplated. The various aspects and embodiments disclosed are for purposes
of illustration and are not intended to be limiting, with the true scope and spirit being indicated

by the following claims.
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CLAIMS
What is claimed is:

1. A computer-implemented method for generating an encrypted digital identity record in a
blockchain, the method comprising:

receiving, by a network node of a plurality of network nodes hosting a blockchain, a
request to generate a digital identity record within the blockchain for an entity, wherein the
request contains an entity type of the entity, and wherein the blockchain is a private party
blockchain;

retrieving, by the network node, a digital identity record template associated with the
entity type from a blockchain, wherein the digital identity record template comprises multiple
data fields including mandatory and supplemental data fields;

receiving, by the network node, information for at least the mandatory data fields and a
reference document from a client device associated with the entity;

generating, by the network node, a digital identity record for the entity by associating the
received information to one or more data fields in the digital identity record template;

assigning, by the network, a status identifier to the one or more data fields based on the
corresponding associated information;

associating, by the network node, a first data field of the one or more data fields with the
reference document;

generating, by the network node, a one directional cryptographic hash of the reference
document;

storing, by the network node, the reference document in a non-blockchain document
repository;

storing, by the network node, the one directional cryptographic hash of the reference
document in the digital identity record in association with the first data field;

setting, by the network node, permission controls for the digital identity record based on
the entity type and the received information;

encrypting, by the network node, the digital identity record using one or more encryption
keys retrieved from a non-blockchain key database;

generating, by the network node, a digital identity record block containing the encrypted
digital identity record;
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appending, by the network node, the digital identity record block to the blockchain;

receiving, by the network node, a request for a document from the client device
associated with the entity;

retrieving, by the network node, a block address of the digital identity record block from
the non-blockchain document repository;

accessing, by the network node, the digital identity block to retrieve a permissions
executable coded script containing the permission controls of the entity;

executing, by the network node, the permissions executable coded script to determine if
the request for the document is valid; and

in response to the network node determining that the request for the document is valid:

retrieving, by the network node, the document from the non-blockchain document
repository; and

transmitting, by the network node, the retrieved document to the client device.

2. The method of claim 1, further comprising:

receiving, by the network node via a biometric web application, biometric information
associated with the entity;

storing, by the network node, the received biometric information to a non-blockchain
biometric repository;

generating, by the network node, a one directional cryptographic hash of the received
biometric information; and

storing, by the network node, the one directional cryptographic hash of the received
biometric information in the digital identity record.

3. The method of claim 1, wherein the multiple data fields comprise at least one of: entity
name, registered address, jurisdiction, identity document hash, identity biometric hash,

permission controls, relationship, and hierarchy.

4, The method of claim 1, wherein the status identifier comprises at least one of verified

and unverified;

further comprising:
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updating, by the network node, the status identifier from unverified to verified.

5. The method of claim 1, wherein encrypting the digital identity record comprises:
encrypting, by the network node, a first set of data fields using a first encryption key; and
encrypting, by the network node, a second set of data fields using a second encryption

key.

6. The method of claim 1, further comprising:

associating, by the network node, a globally unique random digital identity reference with
the entity; and

storing, by the network node, the globally unique random digital identity reference in the
digital identity record.

7. The method of claim 1, further comprising:
associating, by the network node, the digital identity record with a smart contract in the

blockchain.

8. The method of claim 1, wherein the permission controls delimit the entity's access to

information within the blockchain and rights to initiate blockchain based events.

9. The method claim 1, further comprising:
generating, by the network node, a second digital identity record hierarchically below the
digital identity record.

10. A system for generating an encrypted digital identity record in a blockchain, the system
comprising:

a plurality of distributed network nodes, each including a non-transitory storage medium
storing a respective local copy of the blockchain, wherein the blockchain is a private party
blockchain;

at least one of the plurality of distributed network nodes having a processor configured
to:

receive a request to generate a digital identity record within the blockchain for an

entity, wherein the request contains an entity type of the entity;
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retrieve a digital identity record template associated with the entity type from the
blockchain, wherein the digital identity record template comprises multiple data fields including
mandatory and supplemental data fields;

receive information for at least the mandatory data fields and a reference
document from a client device associated with the entity;

generate a digital identity record for the entity by associating the received
information to one or more data fields in the digital identity record template;

assign a status identifier to the one or more data fields based on the corresponding
associated information;

associate a first data field of the one or more data fields with the reference
document;

generate a one directional cryptographic hash of the reference document;

store the reference document in a non-blockchain document repository;

store the one directional cryptographic hash of the reference document in the
digital identity record in association with the first data field,;

set permission controls for the digital identity record based on the entity type and
the received information;

encrypt the digital identity record using one or more encryption keys retrieved
from a non-blockchain key database;

generate a digital identity record block containing the encrypted digital identity
record,

append the digital identity record block to the blockchain;

receive a request for a document from the client device associated with the entity;

retrieve a block address of the digital identity record block from the non-
blockchain document repository;

access the digital identify block to retrieve a permissions executable coded script
containing the permission controls of the entity;

execute the permissions executable coded script to determine if the request for the
document is valid; and

in response to the processor determining that the request for the document is valid:

retrieve the document from the non-blockchain document repository; and

transmit the retrieved document to the client device.
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11. The system of claim 10, wherein the processor is further configured to:
receive, via a biometric web application, biometric information associated with the entity;
store the received biometric information to a non-blockchain biometric repository;
generate a one directional cryptographic hash of the received biometric information; and
store the one directional cryptographic hash of the received biometric information to the
digital identity record.

12.  The system of claim 10, wherein the multiple data fields comprise at least one of: entity
name, registered address, jurisdiction, identity document hash, identity biometric hash,

permission controls, relationship, and hierarchy.

13.  The system of claim 10, wherein the status identifier comprises at least one of verified or

unverified;

wherein the processor is further configured to:

update the status identifier from unverified to verified.

14. The system of claim 10, wherein the processor is further configured to encrypt the digital
identity record by:
encrypt a first set of data fields using a first encryption key; and

encrypt a second set of data fields using a second encryption key.

15. The system of claim 10, wherein the processor is further configured to:
associate a globally unique random digital identity reference with the entity; and

store the globally unigue random digital identity reference in the digital identity record.

16. The system of claim 10, wherein the processor is further configured to:
associate the digital identity record with a smart contract in the blockchain.

17.  The system of claim 10, wherein the permission controls delimit the entity's access to

information within the blockchain and rights to initiate blockchain based events.

18. The system claim 10, wherein the processor is further configured to:
generate a second digital identity record hierarchically below the digital identity record.
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