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UPDATE DISTRIBUTION SYSTEM ARCHITECTURE AND METHOD FOR
DISTRIBUTING SOFTWARE FIELD OF THE INVENTION The present
invention relates to software and computer networks, and, in particular, 5the
present invention relates to an update distribution system architecture and
method for distributing software updates. BACKGROUND OF THE

INVENTION UPIVEREYTASTRIBISTABNY S Sifbla AF©EIT EOTUREUNdergo
a continual revisiD WIEEEFROD FEORITISTIRIEEE) BN G SO thesriware.
Each revision of a software product 10 frequently requires adding new files,

replacing existing files with ﬂ%ﬁﬁ ' solete files, or various
combinations of these action IS process of replacing older files, adding
new filds, Eesetihgnobsodateclites 06 adfbitavarenproauptitehaeiymoksharsbftwaesticular,

AR AR A AR PR e g nclsR i for

be-referred to herea ating the pro ection
distalugting boftavgrélesdates.data files, update instructions, metadata, and the
like, used in updating the product will be referred to hereafter more simply as

an "update.” Once g sofaig BraY g Pag qm@@q@“pdate for a

software product, either to fix a problem, enhance security, or add new

featumdgarieatbrorarecrolivenvaiitlarsoionmakeraskictipHRle amal g gevision
pOCHS ASHORAR' ARV HERITEN oPURD ESANARD s UPHAIRIH 29 Q'E%ﬁ\%r@tproduct

correcting a flaw in' the product or addressing a critical security issue, the
fregpensberproviee rYAING ARMAHE L JERIRCIRG taXiSH teh filRs wvishorauiey &mmréeletmg

olRDRBONIBS BPSEIEs mﬁﬁﬂamtoﬁqﬁ@é@rﬁc%ﬂg'd?Fﬁs%ﬁ@e@sWtﬂﬁél ng ol older files,

incentive to distribute software updates to their customers as quickly an
adebnmlasvediles pdelsting obsolete files of a software product, changlng the software
product's configuration and behavior by adding and/or removing functionality, will be
referred to hereafter as "updating the product,” and the data collection, including binary files,
data files, update instructions, metadata, and the like, used in updating the product will be
referred to hereafter more simply as an "update."

Once a software provider has created an update for a software product, either to fix a
problem, enhance security, or add new features, the software provider will want to make that
update widely available to its customer base. Quite often, such as when the update is
directed at correcting a flaw in the product or addressing a critical security issue, the software
provider will want that update installed on the customers' computers as soon as possible.
Indeed, most software providers have a business incentive to distribute software updates to
their customers as quickly and as trouble-free as possible.

The computer industry has experienced an explosive growth in the number of
computers connected to networks, and in particular, to the Internet. Due to this explosive
growth, and due to the communication abilities available through a connection to the
Internet, the Internet has become an important and integral channel for software providers to
distribute updates to their customers. In fact, the Internet has become the primary
distribution channel for many software providers to provide software updates to their

customers. It is often in the best interest of software providers to distribute software updates
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The computer industry has experienced an explosive growth in the number of
25 computers connected to networks, and in particular, to the Internet. Due to
this explosive growth, and due to the communication abilities available
through a connection to the Internet, the Internet has become an important
and integral channel for software providers to distribute updates to their
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ardDepsiudestdhisrofterobidinetesbitiare Uifasaftivageoprayidhels dee digsilaule. More
Sﬁ)ftware ugdatﬁs over the Internet, as electroni(f u&%ate distributlié?n over th
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wiptwaieyudaieRaain as they are available. More and more frequently,

these ware ypdates are conducted automatically over the Internet, .
witno N, e TR o BEATOUY | REE s 2 T o higingsgTveare
usdenekitréon disftilugngsoferarscupdatissuso Masplntyeaisovidaie, seYereues include
issgﬁs fre uentl% arise. Two such issues include (1 efficiﬁré%/ relating to the
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(T SER e B rib (RIB Srfra@rudtres ce S AHIA et R BBRipyfces.  and
() \einthaseisivbebatradnyénshal titem ofieo i taidateso i sorgard tipdates.

Ok T B R ST AR o B R ISRy
passdsanaividtinfidimite amoticsmfremisaionicasmndeaneftddiiefergdently besditddth. A
R R R e B Sy i
regipsteto e alpdapo forchivfiyl pradiniarSpaiiinisneeks MMistesotn @diporation's
A R B s A P R R R s
exise enstrucheredeioness opaiedsTadernadlatiai bl therintaueldaoexaoadldocations
o R DS e P TS B ger & e
unmstovttieed SEYedsuribésmareeletheaitile styisHeehtednas aringbearipdéyidualéiad user at
c&%ﬁﬁf’e?h&n r%aﬂiiag% ttiﬁ%tlg?eestr%g\lfv% i:t)ail gfe 3‘ ts%?t\i/r\}gr%%ergg&&,t %fé 38\%nload passes through
the first user's independent service provider (ISP). Furthermore, the request is treated as a
single, individualized access, meaning that the request is treated independent of, and
unrelated to, any other network traffic and/or request. As such, if a second user at computer
B, who also happens to have the same ISP, requests the same download as the first user, the
request from the second user is also treated as a single, individualized access. In this
example, the same download will be transmitted over the same infrastructure twice, because
each request was treated in isolation. Clearly, if the number of users increases substantially,
the finite communication bandwidth will become a bottleneck. In this example, which is
quite common, it would have been much more efficient if the download could have been
cached at a local location, and each user request satisfied from the local cache.

With regard to control of distribution, many organizations, especially large
organizations, have legitimate reasons to control the distribution of updates to their

computers. For example, unfortunately some updates have or introduce flaws, frequently
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20 unrelated to, any other network traffic and/or request. As such, if a second
user at computer B, who also happens to have the same ISP, requests the
same download as the first user, the request from the second user is also
treated as a single, individualized access. In this example, the same
download will be transmitted over the same infrastructure twice, because

h t was treated jn isolation. Clearly, if th bey of
efrareh e BGRalipresk Reiiee QARSI Dol RRFF AP Graies ey

bdaidanafikan this exaroplefiwhicheis cantelicapmerbusivegisl mssdpegtigaldatures.
ore efficient if the downl could have peep cached.at a local location, :

A e P T IR ey AR T Rty Pl drived or their

balvisrs cLEserbalipraleran\bprgpaizatipnSofeReciafydargAe g aosnedisannot afford

have legitimate reasons to control the dis tion of updates to their 30
top 56, o PRISEOP I e S GRS Rsinsass Bl &t Al e test each
sdfamegefipaarnilythiafarcedttol kel ugiotiraérib feakoheapeitsdobfatBostyaoe to releasing
product. These broken f atgs may be insi%nificq.nt, but a@ too often t
igio #

B ARl s D R LR o AR s, JOls, RAgygon Penod “Bermits the

ongasstationy iticabitkidresenar ba 'ipdkenvifl theyeass yerffoved atigkieti-critical feature.
date, As a business

behayiors substantially altered. articular software
SN e AT R T e b
miggidivst itved L dtataryd ite siecapbsofprarstisddaticwithdtriautontrolled remainder of the
environment for some period gf time prior to releasing the update to the
O T oF BBRLpu fE YiidNGob QEARNZBRARY B e, oMo yer the
innavhlidatefwbkitee apdaostade tidiacbrepsedysaffect a mission-critical feature.

Only after,it has bee&{sati factorily determined that a?}ﬁlﬁdat% ill not brin

dowr/ )50 R RRAP SRR PE 7 AUSTBARET, 8 LBl stibution
oftadftevaemaoates ©f themygarizatioriscocmpuntethe Cteaplytersdstthegagiatiatich. It is

must exercise cantrol over the installation of software updates on their
VA BRIET To AR 20 R I CEAATTRECS B VSRV Sparoet platform
uparedd itch contooh plistrbaperatef whtithar dt iptatewisrtbpeosisse conaisteprating system.

ong the computers in the organization..lt is 15 very important for .

Wik e ot nd B e B RS DRI R St cqpaplex and
diffigatt.all computers operate, whether it is for a word processor or an

operating system. Withoyt a standar ftware and, computer maintenance

oy S BB R PR | A e o L P I large
organiratisnenpoitaotten forebfitianptopogeddialiyrgestal sofavaraions, cbmputer, or to
. often inefficient to individually install soffware_on a computer, or to individually.
LA O M QTR St COMGAAL SR e TRt i oL T BGer i the
olgayararation nhtete aal sl gite siterzeepeenjie anits gamiceganiration deoftvare product

software product on numerous computers. Thus, an organization m e
ONHNTERYS FEEEIS nser 5t R N BBt e T pumeer of
chiopotas aunndirygne entddutmitrithe nbenkier titense, or may need to limit the number of
computers running a product under a site license. All of these reasons often require local
control over software update distribution.

In light of the various above-identified issues relating to software update distribution,

what is needed is an extensible software update distribution architecture for providing control
over the distribution of software updates, as well as increasing their distribution efficiency.

The present invention addresses these and other issues found in the prior art.
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25 computers funning a product under a site license. All of these reasons
often require local control over software update distribution. In light of the
various above-identified issues relating to software update distribution, what
is needed is an extensible software update distribution architecture for
providing control over the distribution of software updates, as well as
increasing their distributign efficiency. 30The 'oresent invention addresses

these and other issues f mYpW(:)rTé'rl{E é‘WWW OF THE
INVE MTaed8rdande wegotsanessavithritenioes ensdfvent apdatsaffvrareitigdayetem for
d.dis. ribution Séﬁtem forpaiqstributingra software u&date over a communicagﬁn
ISR IRY < prRUWATE PAAE YRR Ar S UPEAY GO RP LS At eiERiOGdes N Fottware
uptRdeigissanitensggdeanthattiasi ang apildieipclatiee medy\ine modeastAgrocHiRbupdate
to aspec@es olethe b%resent inventign, the root update service node and the at
chi

SHRAGE BRESCHIG- AP AR A AR SR dRCREE S YRR oL SRR REaleSayics node and

thehe rest vpdats igaipitecnadeidcs inriparedryataid serviteraatical maleast The root
one child update service node. Each lé%date servic%ono?e, except the roo

t :
URRSR P SARYI R ot TieaRREERR MR PhAE 4SRN ﬂﬁpae&@te service
negeVieactodpdae)saisicd adlpasredpindatosenpdameciwite alodd) leasi parent update

other update_servi ode in the software update distribution system .
SR AF AT R e oA S P ETFo B BHRIRIL WPLa R pepaice node to a
leagtdaie focher aupofte akg\icevidee. matie afotfiteaat lepsttendisthitdtigrdaystsertitgarchy.
des gbtains the software update from its parent update service nade. In
A Ui CHIALS SRR B R oobT A ACL MRS, WRTEaLian 2 software
pigrtidiae rexdd dbtfer alidtdbuting ehddftypalegeugeriaiee taodsnbisamptitersofitvehre update
chilitig)dati seﬁ{vice nodes is presented. An update service node includes an
frBB]d'St q

Y aé?osr’?ﬁ\ﬂ@o?&g fe updates. The update service node also
includasiecorebreerviite sotiitfacsl tpeoghonmhicbrdsent hoadetisendneipdute service node

O B e LUVl O Crote SORHYE S 1 SO0 (YGHTE diine nodes i
piesevited. nokle sipdatd kervicdatedeeinitedooda upther sictades storaaiofsivatomdates.

T R S S AR SRR e wpce
saofwargdepolaemstcsc_uﬂuﬂdrepumetwwm mtsdweii_hgpmcbi_teea&wicmdmdmatithrough
o R e RS B R SR sevice roces
Thecopdatg teethizd Sestabfigtiest ridekides an administration application programming
interface (API) through which an administrator, using an administration user interface,
establishes rules for distributing software updates to child update service nodes. The update
service node still further includes a child update module for determining which software
updates are available to be distributed to the child update service nodes according to the
established rules.

In accordance with further aspects of the present invention, a method for a child
update service node in a software update distribution system to obtain a software update from
its parent update service node is presented. The child update service node obtains a list of
software products from its parent update service node. The list of software products

identifies those software products for which the parent update service node distributes
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In accordance with further aspects of the present invention, a method for a
child update service node in a software update distribution system to obtain a
software update from its parent update service node is presented. The child
update service node obtains a list of software products from its parent update
service node. The list of software products 30identifies those software

ducts for which th t yndate service pode distributes soft _
slBtite SPRRE 5B SHORLE OO REERS SPESHRwrEORUTGCPIBRUGRiCor which

scfefivarepdamstes: asughugmhel beilchilgdapdadesigr vicgenvds HuemiayRNMEgLRSt to the
request to the parent update, service node identifying those soffware products

PR R SRS AP IR e o CHRLE (IR e B RUEHBLES e Sought

I aeepEsanthpdaitllispiteativingsaofodareceivgsdaiesifoatbdiseltredfying software
softwaye products available to the child update seryice node. The child

AR 2P SR B 5t PR 0, oG ciRdeleGRtyipe node. The

chipdapeldistdspritéhmpetant vptiate suvissfeae updale iaabersiEnoeravitbages list from
further asgaacts of the dgg[ sent invention, a method for distributing software

the RRLSBE B R RV S e

service node, executed on a parent update 10
serviae mager,dsmeesﬁmegeﬂmmsa?éaeebfetuhﬁomeﬁwtcmabuﬁgmea method for
service node requesting a software, update catalog. A software update
ORI S RATGR QLB g LI TR SN e 95 PGSth Qb iggrent update
sonoide distiibuteprasiviale updaigsess rettwtebektb frerchid ehilatesdnecservice node
node. A re u?st is then received for a list of software updat sfor.(? smcted f
e %&%6?8%6‘6’@% VRIRSnSAtAIRY: pafrerP U AkEe Fcec?ktéiﬁ’@'dé BPHIYIDg software
protietteforhbricty thefparie updatesefoicthrosielditeib sl sehtevaodpaitaseis returned to

availaple for the child update service .node. An update list identifying those
e UL Y Dol oMb D AP BEE etk Vbl Lo MRS et for a
sels@iddeffanth @ childtuphatespongisepoparareusdatsn sehiictheodbildb tepaldtes whether

servige node. The update list identifies available software u tes accordi
o SUNALE it TRER & R R Bl B ALh A B e g update
senvétadasdecor@sppduting soi RO tiiyiayaitaste soffivaas cuppatatefistetidfiseldctdt software

update list, the update request jdentifying the ayailable software update by i .
PR Eamine T B e 1o T S AE e e e e chita
upgetetsesdceicw e da hEhepdpralistnigdatifits inclildele isdémaadiapdates according to a

correspqnding to. a softwar date including a reference for abtaining the )
G B P oo SeOOAR a5 TP RO REHYa Corfekponding to
alDRANYENGSftwarEheflate doeng fisp ectbeanddatarispftbeeuptisedagtest identifying the

advanta of this inyention, will becom re readily appreciated as the .
A ST B AR At S TR 1o e YoB g MeHdge metadata is
retiesedptonhsvictiortakedate cenyicetimisvithTihe apdampastyiiagadinghinigs, information

wherein;. FIGURE 1 is a pictorigl diagram pf an exemplary update .
cBShEing S0 o At e LR e RSB BERARRERE corresponcing
upaaespisipad.

BRIEF DESCRIPTION OF THE DRAWINGS
The foregoing aspects and many of the attendant advantages of this invention will

become more readily appreciated as the same become better understood by reference to the
following detailed description, when taken in conjunction with the accompanying drawings,

wherein:
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FIGURE 2 is a block diagram illustrating exemplary logical components of an
update service node formed in accordance with aspects of the present
invention; 5FIGURE 3 is a block diagram illustrating exemplary logical
components of a root update service node formed in accordance with
aspects of the present invention; FIGURE 4 is a block diagram illustrating

an exemplary exchange hetween a parent update service node and a child

it G oA I B AR AT B ATPRIARY AL e ot formed
insgyoteeanosie i tepediildfupe preseatvinemaste in accordance with aspects of

the 1 t invention: FIGURE. 5 is a flow diagram illustrating an

exermblGay Ao B AT U 2 B CaPACk AEHe GoTRizf on Update
sepbicdmogifdaadiamatsdqrasans WpthodspseryisfatitostesdriGhiBkiors a flow

diagr exemplary subrouting suitable for use in the exemplary routin

of PIGDRIRE . o gl SRACH AL SHGHIBY o al b G EoEE EERLs of a root
udenedayvice fofeUWbtmetimadiairgraithekpsce ety presubiauéingatitable

for use | B%exem lary routine of FIGURE 5 for obtaining a software update

from h SAVEN: Gt CHR AE e URPEIN0 oA s e Pt
ugdaexemvidaryodaane fehpiogesansearidepiaie idprevdas) freoftavatailghdate from the

ugdate ervice node. DETAILI%H(PE?CRIPTION . .
parent update service node to the child update service node in accordance with aspects of the
present invention;

FIGURE 5 is a flow diagram illustrating an exemplary routine executed on a child
update service node to periodically obtain updates from its parent update service node;

FIGURE 6 is a flow diagram of an exemplary subroutine suitable for use in the
exemplary routine of FIGURE 5 for obtaining an update catalog from a parent update service
node;

FIGURE 7 is a flow diagram of an exemplary subroutine suitable for use in the
exemplary routine of FIGURE 5 for obtaining a software update from a parent update service
node; and

FIGURE 8 is a flow diagram of an exemplary routine for processing an update

request from a child update service node.

DETAILED DESCRIPTION

According to aspects of the present invention, an update distribution system,
organized in a hierarchical fashion, for distributing software updates is presented. For
purposes of the present invention, as already mentioned, a software update may involve
replacing or removing older and/or obsolete files, adding additional files, altering a software
product's configuration, and the like. Additionally, while not specifically directed to a
software update of a software product in the technical and literal sense, aspects of the present
invention may be advantageously utilized to distribute software products. Accordingly,

while the following discussion is made in terms of distributing software updates in an update
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According to aspects of the present invention, an update distribution system,

organized in a hierarchical fashion, for distributing software updates is

presented. For purposes of the present invention, as already mentioned, a

software update may involve 25 replacing or removing older and/or obsolete

files, adding additional files, altering a software product's configuration, and

the like. Additionally, while not specifically directed to a software update of a
CUSETRHLA TR 1 e TR HEIRAAR M6 a o fORH the B s pnStrued s
limiERtigroMay pegdivaniagesusly utilized to distribute software products.

Accordi hile the following discussion is made in terms of distributin

CorbIC U tels A CTERAD oA AR Yo T DA ON Syster 100
fapnigbsesactdydan@ shinhldgpetedfonmirgrdens linviéimipupomteergregeant the present
. invention. FIGURE 1 is a pictorial diagram of an exemplary yupdate
{ETHB O LYeccRPICRS 10t o REHRIHCR WS SHED ibaoyldsigted updiate
distridotion. $ysrpndiog, tistherpsesgueiath istreridonodd 10, "tagufaias wpskdtkrs, such as

istribution syst such as the illustrated update distributign system 100, .is . .

SR L e B Hb b O AR MRIEHES SUGPLED Bfvbihats csiribution
systenide0 10 sdistiting theinshitveare thedaies pdategbethizelpdateldEtripeionding to

system 100 by submitting the upgdates to the root update service node 102,
oSR5SR TS N b SELETR R o o aAAGTE, SLRACER LL0. may
suppfilvere msoftidae Lipdarsyo e sedtropditeissoftyasiopd2tesdogihe nework, such as

u;lﬂate siﬁf'ce node 102 through a network, such as the Internet 108. A
thﬁi Lol pdate distribution system, such as the exemplary update

distributidersysieah diitaviidikiblytimelsbeent, leadt anehothemuypldpteipeatdatistribution

node jn additjon to the root update servigce node 102. As illustrated in...
sy G s AR A Do Sy e 0 1 qgLips the roo
upttiateesaceicedede2] O Aarit ustataddit (Fi@ UREaLe berexanplagsupgetatdistribution

service node 104 and update service node 106. According. to the present . )
YRR ASIEHRS B R, SRRAAE QiR S, 8 AL RALIDRRR, Srvice nodes:
ubckee ldep\ste atuie 104damd eqittatb s gadtaindadel 8ervisecoatiagl fivtHa pidsent invention,

words, each ypdate service node in an update distribution system has zero or
e R G R O e ML SRR TR ol 55 ot UndErmeatr
thaistidhuipoiateysirnitd 00dhDo?s thatotieerhvipeninteapidatedserseeitededeein the update

root update service node 102 and update service node, 104, have only one
O R s e Pree i, el SRR RS BN Bemplary
upidatindisipbatitve pysteent dOvemiios .thatrdretmenenwitbdite sapdptiondd,the., the root

rqQot update servic de 102, according to on badiment of the present., .
R e EacrotRadt QRECSVER (M e R bR M s for
illsegd@rerjurposse satyjcantodroldcandingly cassshesvrasn IFBINER Euponphatepresent
.ser\{ice nlc_)d 104 isach'lcihnode totIhe o t upd te& rvice node 0_?[ an dina t
NYBAUR0- SEHITRE RIE VB LS SeRpigeh %p%%ﬁgpsg\?i & Sa094 e 4cording to
ordtentaddienemh bb thm presen teinl@ntjoia Eacle npdete oele ictayodsc\an updatedistribution

from multiple parent u te service npdes (not shown,) As can be n ch
sy e B e A e AR N A DS I TRE X Ut
set0ze caodbdbik a child mpdatesiwyimmnoddasn deavipar erndaddatieasdruipdate service
6o is /A IREASE [his.cxemplanundate distibyion system 100 e o chitq
roof Updafe service node communicates with update service hode
updetegbrttiee | ntelan en a0 8 ddiveeypelatassfrouidnnd tyld gystettdugbdetehsengice nodes (not

illustratiye anly, and should not be construed as limjting upon the present
ST AL e SR BT TR LD PG EF R oot upat
service node 102, can be both a child update service node and a parent update service node.
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5 system need only be able to communicate with its parent and/or children
through some communication network. Thus, while update service node 104
communicates with its parent, root update service node 102, through the
Internet 108, it may alternatively communicate with its child update service
nodes, such as update service node 106, via a local area network 124.
10Also S%T‘Yk\én in FIGURE 1, update service node 106 resides wi

i
b RTS8 b6 SRR A SIS HE DR, SHFTE hvdBrcipot updte
sereiveortod@40nayorenigspaesl Witn Yidanizahnos generauceipuigiethetiyaskaet 108.

N s e R A
Iinﬂmﬁiﬁ?%fw&pfemb-mmﬂdﬂ.12§a¢‘rﬁ¥l|§d§;@39ﬁr?det®1@dbiﬁj?@ﬁhfiabtﬁ@r@imibution
15 of computers within the corporate network, such as a test/evaluatio
SYSTE T BN AEltold ST h et A o kO A0 AT hrough some
catastriedion @%Wiﬁkdetﬁﬂsb&}m&e aedaeding e maqwahﬁ;wprﬁsai wilthhits parent,
inventjon, an administratQr on update service n 104 is ahle to control the .
ORISR Tt G 1 g HESHELC O  MEHE 1B, A AP b g rnunicate
winipuighidsd 2t sleosdeline anpiesiaten thatigriake ugkiaieeseodee08d@a a local area
”éir[]t_‘():’llfurgﬁlc? both the root update service node 102 and update service nodes

_ALOG, is configured to distribute software updates to both child update
servigglswstesvasi vElIGISREenupomp ytevice’yoab A0 iesidds URRid atheb-network 126

xemplary update distributign system 100 includes client computers 112-122.
OB ARl LG A3, AR ARG TRLEr 0T HERL YOI b iaY g9TTesond to an
odistidati@ssugdates teodiochddngpgatr, sendcapiatesaniteliaptieampuigngsents the
according to local configuration information. Accqrding to one embodiment,
COLROIBNA Ak R T st DAL ROl ISP RSHSR FRIS B, root
updezesgrigpsiodecd2) pHatthae sibensruts h ascain@asd vesp dirtrib ahddegtifigble group
s an example, to illustrate how the update distribution system.operates,
o ST 1Bt oy B T AL ot adt [ UCNAGIRLSR roch: a remorely
loosgethiakfioen'srcarmissitn naivicak grégeordis gtidl diee destpibdumient afatbe detail below,
resent jnvention, an, administrator, on update service node 104, may.defin .
oA (eI o AR TILeEBRora RIS EDA HENh s Hice node 104 i
allvatuedittrogtheidistabiggpootiipgldtedhe spdrteatsvoite hdddrideding ulitkadeely to client
service node 106 and client computers 120 and 122, for evaluating the
C%'Uﬁﬁﬁrlﬁy of an update for the 5 general corporate network 124, as well as a
geneialshoubd tateppreoiatiet thdireg dh epgatete rsery iceds pinhe | L0k g bdtkiteatroot update
se%?fé‘éo Hg%res 130]2451%& %’pdate service nodes 104 and 106, is configured to distribute software
updates to both child update service nodes as well as client computers. As shown in
FIGURE 1, the exemplary update distribution system 100 includes client computers 112-122.
Each update service node, including the root update service node 102, distributes updates to
child update service nodes and client computers according to local configuration information.
According to one embodiment, an administrator defines groups and associates update
distribution rules with those groups. Each update service node has at least one distribution
group.
As an example to illustrate how the update distribution system operates, assume that

local area network 124 corresponds to a business organization's corporate network.
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With regard to the evaluation group, the administrator includes the update
service node 106 as a member, and associates rules with that group such
that updates are immediately distributed to the evaluation group's members
as they become available. 10 Alternatively, with regard to the general
corporate group, the administrator adds client computers 114-118, and
associates a rule such that stﬁﬂes are only distributed to.the %ﬁaneral

ACERRINGd%GP06 S BRFAY OL SRR REESR) LRYRSIHOD B, A QRS Ao ypdate service
ndsRSLUME raisodEa @ manipiaisisaipution aiddpiottatensantiseraedediyicioateacluding

a default.group consisting of the client computers 120 and 122 in the .
o o 7t SR 0T e 20 R T Aob L Hhygate service
noauediately et donigdiers 1Z0aihuR thecablove eyxan pletadifioftofaie update for the

oL G R ATt SN oD SRRl CLPELF UL 0 e updte

seipidateodecrninallyichsitdmpece the-cogporate update service node 104.
Upon receiving the update, Ber. the rulesésqn?tsﬁished by the ald inistrator, the

corpoy it SBYTHARe 0R EYALAUOR: GIAR Uy ABHARS HS B T Rilalps service
nedehe®valuatiorgtevp idefinssestenlydise ahitd updatgrsapvisechodmtl (ptates are

. but withholds the update from the general corporate group pending specific .
AN GG SHL e e RAIAE, LB MO &y SR By ailable.
Attsanmle] y paittiengjao gibthene pgeatesatheoeyalatatigroupdéie seminisinaide adds client
rocesses the update with. respect to each defin roup. In this example
e D AR A T A O B oD T ELS (g general
carpRy e gjsoopenionssds if apeaficallynapthorizetabgrththademimiayrdiermultiaiene also that
roups.defined, each with a unigue set of ociated distribytion rules. For.
oA ERTAIET $0C SULA LR L r R G B AR LR caRisting o the
cligndatquadadlefandisaioutite tyaliatibecoiputensdl02antb lidRichiantnew software
c uters 120 an 2 may. now, be updated and the evaluation 30
“%%T%?H)%% e'&%f?%i@%?tXbuqegtill continuing the above example, when the
admir@strehoiranttreabovp asatmplpdats feric @ notke A 010istuficiargbftware update to
satisfied that the update i itable for distribution qver. the entjre corporate .
R RAOPIS, SHY BB MEor R QU AT RS HOLS b (B APt ebate service
notistlid2itebetaipuaten ésndaist el N ed gperileud dc aoptirateogorite Tipeatorparate node 104.

B R g
upseatecsendcte A6 Gy disoibatdncluelegdattheogtreratcbrporafetigoeraluation group
R BT B e R DR R e o e
genetatecqdheteyauapendsud spetifir kutR6ri0ms taditeilsee nheyupuatatioveat group.
exam&eritmﬁrﬁ)gre%%ngli)%\\//%ng(()ar}n%flfee,r%pscin%nirggglj\]/tlr?gert]ﬁgitapdate, the evaluation update
service node 106 processes the update with respect to each defined group. In this example,
the evaluation update service node 106 has only one group. However, as previously
mentioned, in an actual implementation, there may be multiple groups defined, each with a
unique set of associated distribution rules. For this example, the evaluation update service
node 106 immediately makes the update available for distribution to client computers 120
and 122. Client computers 120 and 122 may now be updated and the evaluation

period/process may begin.
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in terms of local distribution control and download efficiency. In addition to the
above-described aspects of local distribution control, significant savings in
communication bandwidth are also realized. For example, while the

exemplary corporate network 124 illustrated in FIGURE 1 includes five client
computers, the software provider's update was 15 downloaded from the root
update service node 102 to the cor rat date service node 104 onl

time. SRR & ¥hE0R Y B BP G MR A GUPLLFAICE A b RS Update

ses@Ivtceodededneredsrseritle saisfivdnication bpﬂ@twuétbm@wefbetmammn over the
r}éarent update serwce&de and a client updE e service node rema

YR 3ROt 6K dedihellify ALBUUR G et ?Ho‘iﬁﬂ'tﬂ%ﬁtfﬂt%léssné?# update to be
diearadtiotiie Wr@htdegihﬁﬁ\théegb%emedérmw;l@r@u% thEHﬁp@lm(fjor&@ update service
tion s ste oth extensible an e. The ate distri
A SO Wy KA LR A S CHIRY (Al i should
bmmermdbﬂraddedd@a&r@mantrpuuﬂatees\awqeodedeﬁamdwlall@buwaheluded in the
service nodes ma alsoa are tupdat servi nodeB%ﬂch sub-tree of

OGRS GO BB <R e AR LB B TR SRARA G 106 has

alrelys be&rY epaatedaaﬁdneﬂafﬂcrﬁallu@ddwrtélet@meaarmmsenbems foe eradbimting the
Fb(ﬁmh an adm nrstrator establrsgia §\nd enforces a consistent software

Wotﬂtji H% et CB%\HBE d network for which the administrator is

respoAsitia. feakexamitie afuweuxeenplprdeepeeteat mvadionisieasaigritivaasbenefits
a COI’]SISt n

ft latf lient c Ily ..
T o S et Wl s G T IR
atﬁﬁwmmubewmem@ulﬂlbealrmtaﬁedt&ndwmm siguitficant; sdetagmmecdmmunication

st t fthe S ftwar tforms on e h clie om uter; and
o <R AP 7o O AT B c LT BB i SAGRA I opetwork 124
ilbveaaftar 1S DRERIeffetudes ﬁdmdhlahta&ommustsfrawmatﬁmpai\ﬂder s update was

orde '[O en ure at the so ar rm remains consistent. In
oA TR Al R D TR T v CRTAIE Wi st node 104
oislystentiesciilbextybthdg\e3, ths muetibas difelinftasinioites senficed iy gropdig service
(y;ﬁlrents mactBenes into diff ren tar oups a the ability to tar et .
R SRR SR e b AR e PRt ey Ctte service node
aradmhmttamamalseweerf)otieerdealrectstatmtotrmétwaerw)utadamlwmahlahgnrmfamount
he network .and or Irer}ta gpm uter hICh th administr
t

o TR0 R R W Ao RS LR g plly, the update
distitmimistr sycter Pik (bisih desengield ]aBrdbeioalléb‘ter amhawmpbeateofliskiébation system is

ters d/or roups of client c te e the desire update state i
R e 0o (R B, LA o AEAPAE o Vi SRty L e to o
palisitinptate Sestécs tmdafanme ¢hﬂodl$pdbtetreer\nteheodpstatmy thtsougewpalne‘nt update

date djstri utlon tem The u trib trons stem wor
S R e et e B e G Bt rirea 1o
maeinimolistichial ndddough perrodrc actrons 15 the update distribution system
cons Elytrl tro brhn tthros nt c?rmputersnttha;t] d%tnort con{ﬁ)rm Wlthn hich an
desired” stgt 88 6fo'rm Agéfrtr ﬁaﬁyesrgy 288604 ng'sspeg fig>e 1N which a

adndta bt adttdhrh@srvlﬂndherﬁfoftware Lqaaiaistsnsuciftagara matfimtorover the client
installation attribute qQr al mst II b deadline installation at ibute, the u
e R R T P S R G B e curen
pnmpﬁeﬂtantatrednmletmtstarsenmmed wotisiéntreaifitearsy af conosted isofte@nputers is
o R R SEL R SO R 3836 5108 R SRR PR3, e,
a software update to control insta Iagon aviors'on a clien
wdmhwdatsetsfmrtldrbecmptahkémgmﬂndmdrmmwws@tedmn&ri@atem of the software
Application entitled "Controlling Installation Update Behaviors On a Client
Computer," filed March 12, 2004, attorney docket no. MSFT-1-22459, which
is incorporated herein by reference. -10-
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25 FIGURE 2 is a block diagram illustrating exemplary logical components of
an update service node 200, such as the corporate update service node 104
(FIGURE 1) or the evaluation update service node 106 (FIGURE 1), formed
in accordance with aspects of the present invention. As shown in FIGURE 2,
an update service node 200 includes an update web service 202, a client

dat d )4 hild u d t 206, and tin dul
PISBErTh a FaR I, R A Pl b mISEP i SEel ey o the

clmﬁh(@ﬂmjm@rmmﬁﬁé@m&m adraipatrafion tieplichiidnepf@gramnad@inistrator must
interfac an update content store 214, an adminjstyation user

ARG SR PL S o ELRUTE L1 510 R R ALl e e cansisten.
|r2&ﬂmaemdeﬁe@eqmmm1n Sirohdhehisemiliem fhieughiubigitibatientsystem described
computers chil up te service nodes, nd a aren@g%% ate servi e node

ahOWE BRI %H%W&té@é’mc ShSe! gy Bk AR 8?&@%8 different
talQdtIGTbLRE alndrtherdeni@fm@eajutouﬂvalmtlmdu@d@m&evm napgke yasupe (described

btaina s ftware date from.the ent/c ate service nod
o R AL A LI, e et A Aok TN AN S BLATAON of the
nébinoiislyanehesr aorb@mntump&atersemce«mdle mecreamrmtremaﬁe 1@sponsuble An

STl ek o SR BB AR B Tl B

baozamnla%yelﬁalgg:ﬁefth@enhlha&mplmdgm@mszﬁwpe aﬂzlnent ddraptiierst Once the
ate module nications petween a clien uter

CRREE AR S5 B BB Lr o S b e Pl I update

distritedion 4ytekh uodemeofﬁeafvm rmdﬁubﬁhemnﬂameeimeeommugmmom update
nse to client

| but li t tributi t
0 3R ot P AR SR A S e SHE G2 lgnis i the
syspetesnforrthi ehienjesivaaisibes. deftateIﬂWthpdidtﬁlmStdmlﬁ 204risuglsperiodic actions,
respqnsi

15, R P BRI RO DS ALY (PG LG TR et do ot
cdnfamhemtt_b%hrmtd@r%@mthtéhmmdah@eraiaﬁed lnmdmaboallhabmaﬁbeMmg specific
AT A B RS ST OREeL A LR P i ute or
a itimsthllcbypdate e viostaltadies. Bktebupdateelatdatec atismiboitationysterluddieves the
Cﬁ_ﬁtare not I| tedt |de [ylggl{sts of.s ftware roducﬁs an ocia

a'u

(ﬂ?ggtg(/aﬂ bie ?8 t@ﬂ "seidBoh AP IERSHAlgY %Eﬁbﬁdﬁ?é%ated with
maprdaitariZh aecpreieftosofavdrddpladione. seMmor@dEtzil’l@d diesonigttioanof associating

[ ible f ini hild
R S Y e B A OB AR A By o on a clien
canpotiaidvistibgtioforids, c@pdntﬁagcanﬂscmrmdmﬂyl aqsc@ltmaemldmtwd@\ppllcatlon

entit ti%\‘i oﬁt{@fnézgt a I‘,Rll‘grr]m atetl%awér\]/?o(r;sh 'JﬁjnuzP 8?' r8/r|rc1:peu efljl%d March 12,
2004, attorney docket no. MSFT-1-22459, which is incorporated herein by reference.
FIGURE 2 is a block diagram illustrating exemplary logical components of an update
service node 200, such as the corporate update service node 104 (FIGURE 1) or the
evaluation update service node 106 (FIGURE 1), formed in accordance with aspects of the
present invention. As shown in FIGURE 2, an update service node 200 includes an update
web service 202, a client update module 204, a child update module 206, and a reporting

module 208. The exemplary update service node 200 also includes an authentication/

-11-
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The reporting module 208 generates update-related reports, such as which

groups have or have not received a particular update, which client computers

have or have not downloaded/installed an update, what updates are available

on the update service node, and the like. These reports may be used

internally, such as by an administrator, and also 5 submitted to the parent
date service node, via the gﬁlrents update service interface 202.

aL&EQHﬁB%%Pa%% 16200 A0 AARRELANP b ARY ﬁ%ﬁ‘&ﬂdP@Q(SaHE’&é?ﬂwMé%?ﬂ?&h(AP') 212,

arclipahroso PR SthRVEL 2, paricumidirdidie isstalediaych @safer llipdate information
StB gi%es or for maintenance purposes. Information/reports generated by the

g module 208 may be the basis of these reports. The

authenlﬂ@@@@at‘aumbrééatioa 020huis/idkd ssosrapwnsieteofonabtbeniicatittgoigh, which
10 determlnln dg ntlc? of, a artlcul r client computer or child update
t

C'é%]’in&@ﬂ%‘&" g SRSt I eéhei’{ﬂ‘?:o?n AEEN oM BAALE ptidtee node can

c@amwﬁdacedanmaﬂhcprdawga\ac@mavanabb(amfdmewm thedergIthateoSEIBORE 1, in
nod 200. To @se client co gréuters and chil dat%serwce odest ta
g Jing

Orgﬁfhé)ﬁt R PRECLSE DRAREP IR SRRIBA AR Iﬁarﬁom the
padhehecshsnticatipamaeitberiiationdoadylethd Cclssescamautivatézatiooighkethe parent's

e RIS A 2 O T BB e el R PSRBT A root update
ser@gwdwwézieymﬁmfbmmhéﬁ |nclgﬁﬁaga@bdmestrmmmmﬁ’iuakateewawnmld update
L G N B B s o
weistebuted0a/hen the update web service 202 receives various

nbcied oAU o AIEAR I Ately Aok TDLELTRL 1D B0 A EUloporter

anRslPthBwdatmeérdlcequbdem@mecrdgaﬂdrmlgbdﬁtes:aamwudatenmmmtmﬁ%mdon the
B G L e e
d@@ibaungblydmﬁlgure(bmses@ thmaﬂmqmmum prBVizilizy arlisdofinsilabde software
o B B R ot 04 i
alsompsensible ﬂihrde@hﬂh&r@mmwtlmmﬂsar iodenfacer 2i8aatthoninisiratorsbtain a
o AL BRI R 3R b hacdpgorpue
with mém'pdatea’tﬁiamamsmmmmmat dred Hele tespuisps, ashdoivel taaccess.

assoqAlING e 3 95 ATR AR YbE HANGET AUSadtS RA08 20MIni el he SRiween a
parent update service node and its child update service nodes. The update-related
communications include, but are not limited to, identifying lists of software products and
associated updates available to a child update service node, as well as responding to update
requests from a child update service node. The downstream update module 206 is
responsible for determining whether a child update service node is authorized to obtain a
particular update according to associated distribution rules, and responds to a child update
service node with the update-related information that the child update service node is

authorized to access.
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interface 218, an administrator establishes to which group a client computer
or child update service node belongs. Through the administration user
interface 218, an administrator may also explicitly authorize the distribution of
updates to client computers or child update service nodes, configure the
update service node 200 to periodically query its parent update 5 service
node for new updates, configure reporting parameters and view internal .
reporinea PNl TR GRSk Al MRS RS ARG AR dSavhich groups
hénéztfam\%lacnaré%étﬁm aehaid 'alaat@riﬁateanieﬁd@naﬂtot@rn]\r‘@uagpmotaIthmve not
update sejvice e 200, another application resjding on the update service
51507 SR AP oD B S A ST S o3V oce, and
thieelikeed Msisadepbiine adninisigdibinistnintedase a&l8y H Agmiantansd and also
bove, according to one embodiment of the present invention, an updat
s e SR OIS TESHACEN s e M RaTaLsopaOpte v iags 202 As
déséatBatidoaionei2 biel Medepsiaiefoprtapbaitoasidsteratibevaiihialidescomputers
representing the software ates, such as binaries and pajch files, In
s DAL VRS TSR R Chote 1 D UKL SRRt Bl R Eiagag purposes
IrfornesiTicipgrtogie tipsthbgstiay ad [aivteng b LeREB enagvicthe Hagio 0B tRES2, reports.
including the update files stored in the update cantent store, 214. According.to .
it e TN R i U
detoreiihG ane hiziititglafion datiitakasdisniiviagbeesechldrypdatatesdcrioede, and
node. 200 is shown as.having two data stores, the present invention shoul
CRRTRG AR T e SAE 8 LB e A DB EOTR e dponocess
aZlkisadbetespatate infdaeatorictomi@ 200ndy lisoseviizinesbinpaita@singdlenild update
informatipn store. accordance with aspects of the present invention, a .
ST e e e B S B RS (5 DRCAER oD g service
nauel eh2Ctteectieati aomphibeitstod mbidlo pdetz sesviteantidei stienttkerghat must be
the .update is not stored physically,in th date content store_214. More .
S N R R R LA o el ASRHPa A SR S LA Aekaq zaion token
isujedatibdida greaoruedilddewireraguid 200IGURKSefaremt®),. the update
files an the parent update, seryjce node or elsewher ay instead be store .
o trd U P S B e PLERiTAe L AALr U e B85 g which
cantevkcoflthepgdieeservice munbc2G8isesdsr thse i chuchthrpdghbewtiehwpdiatesisitiaately are
brought dawn from the parent update service nod d stared in the updat
StQIS S Rt 5 Tty YR o AORE HER A PR e ERENES oYATIRRS gt related
recjogetS Gopdalieisecvmputedantiuhdkl shitled sethiecanoddl, reeognezpidbis dygpaltimately
of update access.is referred tqQ as jusi-in-time downlgading. In this manner
o G Rt L oY RO AV SOLF Al G G MY Through the
clodrnopdatantiiotiide2idaindetheestattl Apdatelimgotiu EspeR:ts of tkenjuesadon with the
'nventtion, an administ][ator'2 gan update service node 209 hay sel%ctivel ¢ .

a e'[%'rsn%ﬁ%@vvﬁé‘%ﬁém%rc?ﬁ?aﬁ 8otk eeuﬁﬁ‘ae{eé’ﬁﬂgéﬁrﬂsff}%% Rﬁ‘ahneer@/ae service
natie 260 heizhly e ardtquiptico ofd-telHamigistrmiontesPV&iaysrcadnpiaistnatsrofiltimately
an exemplar date servijce module 200, it should be appreciated that other .
o AL Rae S T R SR MBPHS S dnA RS S5 ERR AR Bl B Sy cnit

uedaty sedesenoedscmm ptineintsrspoteld. be understood to be logical
ComPoRiaN: e T dc?r?t.‘gl?érc?ﬁ?e"#a%% g, rrr‘]ban‘fstHS%oBs may, copfigure and
implement&tion, the above identiflied components’may be combinedtogether
mairdadm \aithudHatetkenvommpoleelti8, adeotttinadtoimsplgineA&ii@i2. Thus, through the
eterrpiqations. Ad it'onaﬁX it sho&ﬂd be ap recia{ed that.while an adfate
administialion user Ineriace 8, dn.administrator creates, modities, -and ci BLes groups, as
service node 200 may bé ‘viewed as a server computer on a ‘network; ina
walltuesl asgdentergatides dorupadtegsenpice Rodbennayrdyeusiuie the nddchomstmagion user
number of types of computing devices. For example, each update service
node 200 may be implemented and/or installed on a single stand-alone

computer system or, alternatively, on a3
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15distributed computing system comprising multiple computing devices.
FIGURE 3 is a block diagram illustrating exemplary logical components of a
root update service node 300, such as the root update service node 102
illustrated in FIGURE 1, formed in accordance with aspects of the present
invention. Similar to the logical components of an update service node 200

. (FIGURE 2), a root ypdate service node 300 20 includes an update web .

el 3840 AT ALth SoGRLRE 008, UPYE Ui & CHRh STk gl update

senaciledd De hegiiomakyu g taxemplaistraiiripsatenae fyiec2ne den3idrdsstrator may
administratjon APl 212, an P%%ate conte(gt store 214, and an

includ \ _
I3 R DA AL 5o SIS TG RaY, HROTBS R S RHIFISAR gt update

senavealsdas)aludfigucliant untiatesenadolaodeP.08 renwitiodicaldd ueeROfs packANupdate
administration user 2 interfaC(ﬁ218. The client elitpdate qQdule 204 i

ST ot AL B AT S r GO 1] B £C88FIRS RREAR' 4B 48 é%%)%{j‘%?ﬁ”aﬂggo“s’ and
the/higtber the roettipdateseve|cenids ey addesiswitivaraisipdaiesfateetly eermits an
lient c uters. Far exam with reference to FIGURE 1, root u

o R0 S I MRTGOHRE GRSl O A RSLRE DESES2Omheanother

applitatjasiaresging cen nhelepoatedieoite Sesces0c ntabbymaieed k8. operate with the
wever, if servj

o A e SR o e .

modukes 2@8ntaptioalsd Vo acsetingdaseoseriobatioerd00f bibeaprsenrdatention, an
e A R B 2 T AR BB omation
stdesiehle Théheptaes epdeie SeowczlAderssathmindstkd tdiethespeguering the software
R B S B R R e s
infoahatidaterse mistedacd e G piadiineludesea gnfitesreaitabieomtirdacpddd2 service
g e R S B R AL SUB5RG 0 o
erdbe@ﬂyeﬁg,thbergpﬂuﬂede@ets&f\dmam a?ﬁi)tmdriddieemfyrma_ﬁmemmmaﬁyare both
A SR e T R S 1B T8 25 o
datarspesente gireserexievgriion el datepsesyitieniteatlule 30GItdmwEverertbodiment,
b(ﬁ;:iﬁﬁ!j?g%%a%g%% A e B IRE R R iRR RI YL B combined in a
single information store.

In accordance with aspects of the present invention, a software update may be
presented as being "available” on an update service node 200 to client computers and child
update service nodes even though the update is not stored physically in the update content
store 214. More particularly, rather than immediately downloading and storing the actual
update files on an update service node 200, a link referencing the update files on the parent
update service node or elsewhere, may instead be stored on the update service node. Thus, if
a client computer requests the update, or a child update service node requests the actual
update, the update is then brought down from the parent update service node and stored in
the update content store 214, in preparation for delivering it to the client computer or child

update service node. Those skilled in the art will recognize this type of update access is
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15 may also exist. Furthermore, the above described components should be
understood to be logical components, not necessarily actual components. In
an actual implementation, the above identified components may be combined
together and/or with other components according to implementation
determinations. Additionally, it should be appreciated that while a root update

A BB B AR SR oML o o

d@mbntwlweptmmwusq\da/vm&rﬁ@haxamﬂleuti'seam@ampd@qges&mvlce\ea@le|ng to
300 ma e |m¢)Iemented and/or inst Iled on a SIrEIe stand-alone com

AR 0 oG BIPREN DV I A i &R &%Wﬁutu & PTG ' odé 200 may
serreutnwa/mmﬂumg/\d%m@em Ubwid%bmmtapdmebar@tanséthawm bpdate. is

distri updat e th t dat
st SR A D G RICT st 1 R B Aot B RS Batieggrys of an
emﬁgmrym@ameswmtﬁmﬂmamﬁba Wdﬂouwaempprcifmamﬂfmwwr@mdnents of an
URE 4i ck diagram illustrating an exe r change, 400
RS SR T i SN B AT A R CRrangpes should
bet@Adersispagatid &y kaftwarpomsase immdte aaillgridipdateraponaadiodie & actual
ice npde, in accordance 30with as s of the present

I RRBAURL 5 BRONS e TR ATG P BEC RS CR e, Ador with

otiedt rathpbrenishacosrespotnplacicnngiandierenianfaie paditiomrdsteit should be
servuc E \{@]2 and th rlght half co (% Lﬁg@ndm o actions and events of

RREEH QSRﬁc‘é" RS dYLRNELiBhAmERVES ForRyter on @
ndtliakR in Ainitashel ihipdeindinati omo@rsipdate Séhatsheopaneay updiabe lsasiced on any

node ma rma not be the root upda erV|c node.in the. update
R P A T PRIy 5 KAV £ B R R CHLLf R, 200 may be
irmslsummddhawbe|pae&reﬁtmﬂammﬁe\ﬂmmﬁmél@amﬂérmtmrmgLatadriaﬁ\zniy, ona
rators ch th the chlld_u vice node 404 may not receive
IR R i)

Qgh?}fé é“e%&&ﬂBf@) PRy Bgo e 2dministrator.
10As|§wmﬁr3tiseaebmuplaragmhmmlgﬂa4(a@ éxyyﬂmanjg higéoat dofifortbvets of a root

R R e R e R T R e
fanpddte rseavooedancke Woth aspedisecty ttieopigbetite mpeiatierdlstmunmlan systae logical
AR T B A RS o A IS5 e g 00
inchdies404ibegipdaeprogelss fearolsailing saftwahitdupdptiesefromaihdeo2oent and an
auL{Rer?tlca?lon/'atﬁhr(])?ldz%tlon module 210. Additionally, an exemplary root update service
node 300 also includes an administration API 212, an update content store 214, and an
update information store 216. Optionally, the root update service node 300 may also include
a client update module 204, a reporting module 208, and an administration user
interface 218.

The client update module 204 is an optional component for a root update service
node 300 depending on whether the root update service node provides software updates
directly to client computers. For example, with reference to FIGURE 1, root update service

node 102 would include the optional client update module 204 as the root update service

-15-



10

15

20

25

30

According to one embodiment, a child update service node 404 can be
configured to automatically obtain the software updates available from a
parent update service node 202 on a periodic basis. More particularly, an
administrator, via the administration user 20 interface 218, may selectively
configure the child update service node 404 to automatically obtain the latest
n%grtware u gd tes available on the parent update servjfe node 402 on a

GCESIY ARUAR SR HEMBHE s QWE lay! G FRJHRCHIE Fiépe node 300
werdaietseiivies yeelwido 4] ienobtaipite Jadest keitwptate paedek Pomcis Iparebinitted.

e A B ACSRIF AR Bl oL LA ARSIy because a
rd@grm&m@hﬂduéeﬁ@l@dmﬁltﬂdapmémal@ddng sﬁNZ@ﬂnSﬂ@itarMhr?ﬁ;] update reports are
a Injstrator may manua Initiate the update process throu the .
D o R o e A Eoina! ONBE TP BT R BIR LLLRE ot uagate service

nék!b%tdrt&mhibﬂramdadt@$awi¢ﬁngmd%a1|©42wthey;]ﬁeat§ﬁomd;amm%dmshitself
with the ent update service node 402. Authenticating 30 .authorizi .
with (1o BB TR MR R0t o TR GO, ervice
ndde mmbwmafzspmar@ﬁu m@am@,s&mi%egwuﬁei amm dilstriki:]uiioaemaastmwilajzecprovider
. update service nodes. Authenticating an thorizing techniques are we
LR T ime TR TV A R 08 e P 3 GRS tsgtace by
waidinerizefavardl ¢hrandtide 19O \(ICESIURIE B04ubhtitd s fratgatuppdaie drectde to the root
node 402. The present invention, is not restricted to any one Stechnique.
R ST PR R ot R e HE RS B D Stometo.
node gipdlat avent Aifdire sauicd wodaRosenlicel GUIREAD 2 ttetlasvandescription of
T e e
Holllerp dath e ioe appdeciticdanthartraticontpamnisiof 4 dorthedatpdateice module
ctivities with the parent te service nqde for a limited am t of time.
R Bl T e R PR RGO BPITEN AT b BieTigod to be
logighiocaegonihtthagtanecdsspdiytacenicompaents alrithwrizetian kokdsnisntation, the
returned apd the child update service node is unable to ﬁrformtﬁn¥ other i
At enl e SRR 0 5 ST Ao i gprmponents
aafeditite topitapéetniistativas éotpineatimshilddgidatelbgniicshdlBonbdeagfrbdimted that
Er]able to perJorm any further ypdate-related activities with the Batrent upda
wg i f i

R LORBHRA, ERAER {12 ARR R4S SV Pt e BiGRmPUter on iRk, in

an actual implementation, an update service node may be implemented on any number of

computing devices. For example, the root update service node 300 may be implemented
and/or installed on a single stand-alone computer system or, alternatively, on a distributed
computing system comprising multiple computing devices.

In order to better understand how an update is distributed from the root update service
node throughout an update distribution system 100, an illustration of an exemplary exchange
between a parent update service node and a child update service node is warranted.
FIGURE 4 is a block diagram illustrating an exemplary exchange 400 between a parent
update service node 402 and a child update service node 404 in propagating a software
update from the parent update service node to the child update service node, in accordance

with aspects of the present invention. As can be seen, the exemplary diagram 400 is divided
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After receiving the authorization token, at event 412 the child update service
node 404 submits a request to the parent update service node for a product
update catalog along with the authorization token. A product update catalog
represents a listing, or table of 20 contents, of software products for which
the parent update service node 402 distributes software updates.

. c in ects of the present invention, a child update service nod

Ao AR AL BSOS D U OO S o AR e service
notRdgde sevice Righe HIR chospsadintetonathisatesrn e datthst exeamlanypdate service
" ugdgs distribution system of FIGURE 1, the 25 corporate update service

04 may have site licenses to only a fraction of software products
availahie mngbsesaitdisuisttonanitnedyaae b1 GMREIdingdyiolilwoelfliter understood

essar for the CQ ora éiate service nodbf 04 to obtain all software .
B EEHBRA SEAHISS 006 ARA DL % DB OF B 1O RALs ey in the
uateseidtrivecion gygtgnanoadnadisitiatalipnfan purgasessefite diecl@sivay it is assumed
sel ctlveeéestabllsh which s ﬁwﬁa%ﬁ% duct 3Qupdates will bif available on

thyfd LR Seovee P e PYALREIQR Such that the

craﬂjmpcﬁu@s@rmmatmmlmwbt ikepiify suftitionabdnrweusiiasiigpHspcisthorized
¢ ga tm\ﬁ to the saftware ?roduct in order to minimize the amount of network
Yh é(tH“%&HEUH\%I&a A'the update process. For example, in addition to

selecpagshosaftinate mmrgmmsumbmmwmtmmmwdmtem update
onJ ersians of s are u s for the_5 selected so are
SeRYACE LSS AUA, EAFNER g, ST W RGBS P Aietry s DRy ety if
thegitnareupddirtesriiaeingo w&mfm@tttuﬁmte seey idewiolistD A9 aindixactiplehasugh the
these ific attribytes, inistrator est for he elected
o SR AR LR AFePait BB eT Aot e et isg node 402
reseftwarth@reoftiesrd 16pdatesifiers tméaes@nwwé hsr@uderaacoordmgdmIdsppctaseoterwce
the ent invention, an.ad strator sta Ol fsoft are .
R LIRS T, R LA PR e AR e heservice
nadeaspect of a software update. According to one aspect of the present
inventjon, the update product catalo tained from.a paren dat serv
o A BH A & FORHATE A PP AT A EE A SUB bR fon ured to
avitvetiienky obtainetehsioftwatletgdeatnd ceditiée 4(his pardiguisdhte stistitbuiede 202 on
15 up at far ea E/rlBroduc:tt H ver acc rdin cgﬂan alterr}é;ltlve dasB #{t%}f
A 1PE e e ﬂ%k/enu "thePGpdfat §( %fb "SBLaindd 1FBF aOPLPLRation  user
|mmdaiemeewmla:ﬂOé]yldenﬂga&eahe/thmpdﬁtwaea/m@dudtsm wohacitomatically
the r date service.node |s c ure istribute upd
O A SR R e PTG L0 e e O G2 on @
pembdlog)asay besdemernxamdle,caorddngmmmdaogrmﬂp oorgngupsttcevrzhlm tipdate service
g ecéklltlJlfltJ {Jop gl?t%\emsﬁ{t\a/ 'F?ers]to 90 tﬂv%dr'ebt?paal%s from its parent update service node 402 on a
daily and/or hourly basis, as well as specify the time-of-day that the automatic update
process is to commence. Other periodic schedules and criteria may also be utilized.
Similarly, an administrator may manually initiate the update process through the
administration user interface 218.
To begin the updating process, at event 408 the child update service node 404
authenticates and authorizes itself with the parent update service node 402. Authenticating

and authorizing with the parent update service node 402 provides an element of control over
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At event 414, the parent update service node 402 returns a product update
catalog to the child update service node 404. At event 416, the child update
service node 404 selects those products from the product update catalog for
which the latest updates are currently desired. It should be noted that even
though the product update catalog may list only those 25 software products

that the child update service node 404 distributes, the child update servic )
B R R e e e e
n@ﬂﬁgremmim&m?@Wew%mﬁ@d&m%ha@b@s.vgel| kﬁéwwenttﬁé.srtt,meluyzhiMnber of

ate service node 404 sybmits an update synchronjzation request, alon .
WEIGH (YRR PRGNEH 10 GRS A A ROZE B0 ARERIS SE M <Rode 404 with
thaOpird atespigccbiiel idpdadeeseuzice THedprigsaniriantytreekingotnekideddntthany one

Sﬁnchronization request is information identifying the latest update available
t éqH?oduct on the child update service node 404. Information identifying the

Iate(jstmn@katﬁrﬁpreﬁpradlﬂ@ht%blﬁmgaﬁﬁ% r@iﬁﬁ@dzmgaafm"upelglt@@r?ch@péi'ate service
Update anchors for each software product are typi stored in the ate

R A 4 T B RS S MR A e A AMTBR TP token to
tréimltﬂe;sdaté@em'h'ma ngmmmaasbadﬂmﬁagasm@tﬂdouitheﬂnearreui&i?]mimxmheoken isa

_In response to the update synchrapjzation request, at event 42Q t rent
R L AL N BTGt L GRETER ST RESP i tuEharz g gonduct
fuanéhemititd agilatieseavitdeehrostectd4iplstensyninsathbaddue athidited amount of time.

etermjnation is based on.the specific rules assocjated with particular . .

T Al R LR S G e D RO LPEEL £ i I s utopiasd with
theopareHd4uisdateneenidee, asdech@adiieotipatéde askdrois Fetufisdesadptie, ésild update
SR NS AV LS T BARY A0Sl A e Fhirs ety icaton
antpdateorécrived dieveriy4afids thet dedeteniolesh thdseci@ivaitabie’ thitbeuphidtt service

upd rvice,nQde 4Q4. Accordingly, at event 422 an update list is, returne
BT RALD S R SRS RS R B¢ upaae
sauptdaneomegkeém\_reautﬁé}ﬁio%ﬁonrdidgdqjmmt the present invention,

o O R B D A I A S e o ROl e (T ofa1d it service
n@inlzlpdim@mitt_h_e anmase_iistﬁdqqaiﬁes \grlce " sa@ileb ldepidate préaiunatpdakey catalog
o U R e oo el PP e . or table o
cqracaty, ufdsdé\weryipeodads 402, whichpitiateirentagsafetive vtk ngaed®2 distributes
rvice nqde 404 simply delays, or sleeps, for a predetermined amount of
EradR %ﬁ%g to the current example, during this delay period, at event

426, #ceattinysatspeatstioé tharprsedatesiodice chdldeud 02 asthdoeesdbel04 is not

eI AOLG Rs ST YO 6 R B ST R 51 4R 5B SerPi8 Roce 402.

For example, with reference to the exemplary update distribution system of FIGURE 1, the

S

corporate update service node 104 may have site licenses to only a fraction of software
products available on the root update service node 102.  Accordingly, it would be
unnecessary for the corporate update service node 104 to obtain all software updates
available at the root update service node 102, as most would never be used. Accordingly, an
administrator on an update service node may selectively establish which software product

updates will be available on the update service node. In addition to selecting a software
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25At event 428 (FIGURE 4B), the child update service node 404 again
begins the automatic update process by authenticating and authorizing itself
with the parent update service node 402. In response, at event 430, the
parent update service node 402 returns an authorization token to the child
update service node 404. At event 432, the child update service node
404 submits a_request, along with the 30 uthoriz&ion é}cili:en, to the paren

PO b AR T D9y A0 S M el Lo G ORIO By ROFR ASRRG i, aspects

refhiegtioptiatedtandiee prodect 42 trtientotng mrairdcthepaatrisaialogtadhe bandwidth
child u dat?ﬁiﬁrv'ce node 404, At even} 436, the child update servoije nod

e

CORs4METGL BIRERSEST tha" AR Ralfkrsly RIS GrbiGgrR S fware product, an
adiaRilseatot mm@@&,\m% q&‘e’l_ﬁfyndatemgrmfgl m%d@ré%g@ubwfﬁ/\m;e updats for the

nchronization request identifying thqQse, selecte roducts with t . .
e et LR T e S i A SO Ve
thatitimdyizefhirrehipiatizehaofiyarspapidriatpibyio usdydeorived ahevarixafplabf these
event 440, the parent ypdate service node 402 determings th Itﬁtjc?e softwar

i Bl a5 et

SRS Kt TS Bl A H5P THEN B R ARINEidE e fyare product, only

secarigspsindingofpdate ipdumationthvibahidate distwhhe igrafiricratieveohddés to be
the l10 arent update service node 402 returns the update list, now

CHECA idﬁ%e@gﬂ@%tﬁﬁaﬁ?&? VR B ETeE AN AYE N A TS SR geey request a

listerfsuftnace pdtes folidelaotepsiefievhiad meotifying avlirayalatyedemifibloattribute
the parenpt update service node 402, the child update service node 404 now

O 3P5HheY fBh %‘sary to obtain the software update. According to

one efwgortingnd ohthespreseithnpastioninaethitth ipdated ks medicecatudiey, obtained
404 obtains the software u ag%ro tB arent ypdate service node 402 in
i B DR U R A AL S AP R AR L i gbtes ar
avidablereatietheefeimratbtotias tdldpgristpaytoad. Actordingdocadtigional to distribute
aspects of the present invention, the update metadata describes pertinen
oGR8 S SERILRE v eI GERCIT 08 o TSl o GBEGRT ne present
ingenidier teatupdine glyodentitaalte opthited rérdsion parafteupafatesgtivice node 402,
. (%sa?.ciate 0 with er software tu;tdate whether the ?foftwar&e Uﬁ te shauld dei
AR OSP4T eGSR GHERTNS I AR s e node is
c@tﬁtg/um¢ tmpﬁeﬂébuiemti_atwf Foe umﬂqb@pbmnﬁ@ fohidbwottealingrpduotsas, listed in
th'erJ %tr%%%?ﬂp%pedcl:%{arlgatmgf ’b%n etter}?nllnl%% according to the group or groups to which the
child update service node 404 belongs.

At event 414, the parent update service node 402 returns a product update catalog to
the child update service node 404. At event 416, the child update service node 404 selects
those products from the product update catalog for which the latest updates are currently
desired. It should be noted that even though the product update catalog may list only those
software products that the child update service node 404 distributes, the child update service
node may be configured to obtain updates for different software products at different times or
on different periodic schedules.

At event 418, the child update service node 404 submits an update synchronization
request, along with the authorization token, identifying the selected products for whose

updates the child update service node is currently seeking. Included in the synchronization

-19-



10

15

20

25

30

Some of the reasons that it is often beneficial to download the entire software
update in two parts, i.e., the update metadata and the update payload, is that
the update payload is 25 often substantially larger than the update metadata,
and the update payload is not always immediately needed, i.e., needed for
installation on a client computer, if it is ever needed. Thus, according to one

embodiment of the present invention, the update ad is downloade
QU RN A L ORI L TS Py R Rl BkpO s U i update
sdn/tbterwde/\atMeQﬁﬂnmettbuﬂd@vmmjmginhl m@muaewﬁzpmwalmr@fm referred

7S aEt RGBT SR RGP AL A WP el Sty ored i

tt@btmnatbeuuﬁﬁﬁtaupaybta@ 218 (F$GURP® fasmoan@remusnametﬁly alpQipdate anchor
E{ﬁmm the. updat mgt%jat Furthermo n alternative mbodlment

e A VA A AR A0 eh L R M 5 SN ABARRSH ointly. As
showmindsfonsR Eo4Be wipi#e gyxdﬂrtmdmwledeumé@e up@ateuﬂlszoattevemtent update
444, 5 the ¢ date service node 404 re sts the u tadat

SefYiC, DIEAI QMY UACD A SRSBl e A AP TOT D6, Sl update

sdiﬁtcé\&wétuomsumhaem%newwmupmm(demgﬁﬁawm ihehpreeohuhdadgecific rules
service node 402, the update r est is s mitted with the authorization . .

RN, S RATDEA SR AT PO s A e OLou) S O e chitd update

sdﬁ&@d@t&lsmwaln&d@tﬁbrna@meam @adnecinghisr alterrtativexaspeetaobreviously
10.the present |n\zen not sho the update metadgta. e )

BB T s e oo, P o dbalabauthgriged for the

clileropassecfetivice pdatedou:tatiades foray ehoesasary mgaie&awwmheéwnm% is not
softwar ate i li¢ able IS flrstd ded, such as

e e e R e S Rl S AR R R i A event a2

araftgutes ﬂatesmmadtddattanhepdmtel lsp'ttaww{aaendbde dealrammttheidentiwing the
remainder, of the te 15 m may.. btalne ponse, at eve

SO AR o BT (SRS SoVRIE At RGBT L rPEs e T SlARe pgion, the

u;&dﬁtwase ifpriaiféeshultl ofptratel setds e nadla 4 owhiten paramtnupidaesséreice node 402

data into the u date in or ation stor Optignally,.at ...

oD AR G R em B RETEn. e R lifiges each
aWIumatmpmlmmmmbmmmmmlﬂermmm “0th. dn updpense, at

20 event 450, t 5P rent S cen de 402 eturns the u payload
b ag B R B o e alra e Srrenty
"aaittié’ Stmte:tiemammarmmmemvmemmmmdhmdmwmpm afetivécehild update

ode 404 nloads dat ad from, a storage locatipon, which may ..

SR e S S A A SR a0k s et e A ROHE B e, RSraing to

thepdatennetadgiiz, 2bBergatzedatnlamdotividy aEndR6 oacwoednisirtter ctilthe parent
(P atge?\elre/écemn edfoﬁloamﬁorlzes the software update, received at event 406, to be

distributed to the child update service node 404.

At event 428 (FIGURE 4B), the child update service node 404 again begins the
automatic update process by authenticating and authorizing itself with the parent update
service node 402. In response, at event 430, the parent update service node 402 returns an
authorization token to the child update service node 404.

At event 432, the child update service node 404 submits a request, along with the

authorization token, to the parent update service node 402 for a product update catalog. At
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event 452, the child update service node generates and submits an update
report to the parent update service node 402 outlining the update activities
that have just recently occurred. Thereafter, the child update service node
404 again delays until the next time that the update process is scheduled to
run (not shown). Those skilled in the art will appreciate that the above
descrlbecbevents are for illustration gur oses, and reflect one é)artlcul

e\l s F)esRRTEPLURTRL SREY ISP IRAR ATR ERIUEIR LI PTORHSE HPEAR (AtR]Pg Ly the child
ugREer ReeRilingdwmpecifie details 4360 mtcwmwanpeetwtmmwllmmmaomects the

iation to the above descrjbed events, Additiona ts ouId be
DB e R PG T B AR AL G Shb AL YRS, s il update
sdateet fRdeilsidel dnfilaradip@ates kpmHivniparent r@rﬂ@ge wwﬁgrngdmeé&selected
child ate service.node may simultaneously be processing update
pr é%t’&'ﬁfj |?§'tgﬁﬁ5£ﬂﬁ)d‘at@<§%rvrce nodes. Accordingly, the above
sequacast anetlshpdatdsemawend dsatiusisstbeeronlyheritbd ed bmamghe software
%&gn the re ent invention. 1OFI%URE5lsagg¥)\/% ram illus atln de 402
%BT&YWW.H@C%’@ LAY 0P BhRUIHAA: ?68% f&t&‘th%o €
deterponatethydaie eeﬂwreeenmtb% ohbaFHURE ﬂorfmaoemdlopﬂmebtamim node and
tes from its arent serVJcen Begi bloc 502, the
R SO ARLRITE NG R Gt A B VAR BP B ALyt 442, the
parpdtatwattemtheeoaoelemmdetamemampmte Iabtmwng@ﬁwmbrtmnaeﬁware update
list of b tes, 15 from the { update service node is
“985 fﬁeﬁ\@ to%\kﬁ%v‘?htl% gﬁ@@ 95%@8 f@%RE 6 is a flow diagram of
an exg@ritplary lmdmeultmer@m;fymtpbte ‘Tovaike ey tbedeteemplme/ porstinepideoervice
FIGURE 5, btaln nch d upda |Jable updates
02 R A R S A A pER B S Bl BB I feesbrarip obtain the
soft'tsmrssrmumh negarcﬂtng:téa URE@rmécﬁmdrAB)ftlﬂm qbn&ampdaterﬁ&rmcm crafte update
authen an uth zes |ts wijth the parent u e service nqd
s P 5 S RE e T ok BRI SEEAUanae 202 i two
pautholvmatmg tpikate Ablaidatk, GO, obtaumngtttteauprdatb doetemthoriizlatiberéarkehreferred
the date nod estab esc mmu eters with
e RN A A A D (N PR B s AR, the update
rmtatﬂnttsdémmweperamrérrtrakp)eqwlafetr&ewfwawdmam prmbmmgastjabhehlamted to: an
Sis th t both the ;2 h|Id understan . .
o AR R e v con B T S e R iormatign associatec
vvupdﬂtte mﬁtnm@lajpdmerswwhﬂrddectcgmramngﬁd&tectﬂwIhikee conBitiered a priority,
| aving est I|s d communi tlon me ers wﬁh theﬁpa{i gﬁ a%te se dat
AL SR Ao B L BB o i e B T update
pa;dtml@godelswrbmgmgfpuqresespmhetat&atmwhmdﬂéhmpanesttamdatelrt:tervrce
nodegrovrd str{?dlstrlbute tes At ObI 8 the ﬁ)aadthjég teser

e S e R I s re e R Al SEiiere update

in two parts, i.e., the update metadata and the update payload, is that the update payload is
often substantially larger than the update metadata, and the update payload is not always
immediately needed, i.e., needed for installation on a client computer, if it is ever needed.
Thus, according to one embodiment of the present invention, the update payload is
downloaded separately from the update metadata, and only when needed. Those skilled in
the art will recognize this downloading technique as lazy downloading, or alternatively as

just-in-time downloading. According to aspects of the present invention, an administrator
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updates are currently sought. At block 610, the child update service node
submits an update synchronization request to the parent update service
node, including both the authorization token and an "anchor" associated with
the selected software products identifying the current revision and updates
already on the child update service node. 5In response to the update
nchronization regtrﬁ est, at block 612, the CE update service nqde obtains

MY C I AR IR IR0 B B HRIRLS DRSO g e Brimg Fashion.

oﬁolthmﬁﬂﬁwmpbdatﬁﬁalﬁWHh@ "upalitee @@t@dﬁtupd&t&rﬂ@mmoﬁ\e an alternative
a C rdl hat curre stored on the ch|I BF{)date j’&{\{lce node.

%%‘P RtRYEI DAY gAY Y«‘-SP"EF\%%%JO'”“V

softwareshpdmteﬁ plﬂbezearenmwdaimpaavec@eﬂaﬂfmﬁm tihat @reatavataiievent 444,

chil date serv ode. Thereatfter, the exe brouti
R HMACABGE SR FEr o BTG SRS BBt BFo e software
umshmmemgpdatetélsufrqnethaemalfmt unmdat@ spuaee Mede, Aglegigiomost other
block 504, a determination is made as to hether any thw re Lifdate are

CFRLARRHIQN-REEIRAYES BAHIRBS &W&QF&R & pergfit 4 ripggte request is
sUMDﬁi@tedfhl\ﬂtﬂetﬁénalﬂtﬂbﬂlzaﬁdmadReaCCOtdshlLﬂ@J Vb etberdthihae aueilany upalalmstrated
entifier, Ilst d in the s nized u date list. If no software upgates
’?Rj, ﬁ‘ﬁﬂféeI?S? %{?&ﬁﬁ Sth'd Q0B ARy ?8%&[:‘?8“%66?3 %@8&8@ ggpects of
tkﬁqjeas@iomaﬂﬁbm(hetehbane)xmmwtmawdalmy/bbemmoau&a rnmdre than one
%gdat%genod occurs. Alternatlvely, e are u Ecﬁgettes avallab

W6 T8I e Hﬁéﬁf%ﬁ?aa?@ @8%8 “QS%‘H&‘Z% ti? aEniigeessary
tougetatmrrvicethede sbfivasthpdapdatep hiivabibepdenddshdble tsefmejownloaded

o A R PO R S 8 e
daerﬁmedptaay aubuwate i80apslidtide dadlosedesiiublexaheplaryidiodtineobGAeofupdate
RS B 05 B oo i R AT ek 7051 & el LR AR er e noe 402
retyndiatihdi sipdase lactedhtA fdr dlok WMMWM&MN&IM&%W@@OMG& which in
e GG BL A G GPEE T I RIG AR TG Ration store 216

Accommg)malmeaemmmmenttmt Hmmmhsmhdd updatmsesumaitmderequest to
o e TR e P e BT R SRR SRS 8l nce, a
event 450 the parent update service node 402 returns the update payload to the child update
service node 404, which in turn stores it in the update content store 214. In an alternative
embodiment, the child update service node 404 downloads the update payload from a storage
location, which may not be the parent update service node 402, from a location specified in
the update metadata.

Because update activity has now occurred on the child update service node 404, at
event 452, the child update service node generates and submits an update report to the parent
update service node 402 outlining the update activities that have just recently occurred.
Thereafter, the child update service node 404 again delays until the next time that the update

process is scheduled to run (not shown).
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node, and stores the update payload in the update content store 212.
Optionally, the update content need not be immediately downloaded to the
child update service node. As previously mentioned, a child update service
node may be selectively configured to download updates from a parent
update service node in a just-in-time fashion. According to 5 this optional

treatment, as ilJustrated in FIGURE 7, rather than proceeding from block 704
o bl RS DA I GHAESSS dBdr AN Eo e g et are for
illlGtdoesisy3dslond HeBect oid patisitar Rieakplal, eftasfharng abtiadn@dmstances.

S SRR AR SN A s i
mmdotibi?mls}omﬁaltt\ealij&tmifi?ts tnethﬂ)ug@ladez&ﬂbet‘ﬁﬂee@ﬁ@re agt!ﬂt't?@mwdatehould be

identifiers, at 710, the next update identifier in the update list i o .
RR0H Rt VRS oo S T o BN A O B Ttest “availabe
saftpeessphtds feoipLtib®arent cpatinueswicdihalcdmdstan cHadkup0&eitésvice node may

SRR ) o BRI PO PR L SR SghiEe noves.

AEtOIdingl\R, thfetbbavisgrabtaietl thenta\shidaldebapitaied Homitkeguakenhly, and not
update ser\\/ﬁ?e node, at block 508, the child update service node reports the
[

"%wé‘%%?i Y ?Bemér}yﬁpé'r?{‘umate service node. Thereafter, at delay block
510, thserRPplaa rtotindiabfadiel Hysisigep aifoee prisidstamotirecbamnexnatnéd on a

time until the next update period, and then proceeds ta block 502 to
o U R U o O URSale SHALER IS AR BIGURE L, for
pefasisiaybibekisiog, pdaresvirem N ppdatasdate"seraitabiedon Bagiainigugdsitek 502,

service node, a child update service node may be optignally gonfigured to
PR AR EREE (O BIER s R PO ST RAE. A Hmg focates rom
thdisapdtenmadite serafiguiation Olitsinititexs atehnenisedalpdaty fidable, dblable" updates

exemplary routine 500 may proceed to.black 508 to report the
eSS o0 o R S e LR B B oA b gE ©

impleRGURE énispHmndiniate s erengslerfeueutirati®EOassyRO doizesd in the

update list identjfying,"avail " ypdates.in response to.an update . o N
oo e e R et DR A s a2 e B e iqugiable
udRed e paagrirentdgidase servica oddd.e Buyammy apbhiek SOR; opizaidonly discussed

request fro il date servi de far an update list identifyin .
o B B TSR Ao SO st g heeates and
authdaressiysethromhziieparegupsite seiectedode and, in response to proper authentication
and authorization, receives an authorization token. At block 604, in conjunction with the
authorization token, the child update service node establishes communication parameters
with the parent update service node. Establishing communication parameters permits the
parent and child update service nodes to properly establish a common basis that both the
parent and child understand. The communication parameters include, but are not limited to:
communication update protocols or versions; product groupings; and the like.

After having established communication parameters with the parent update service

node, at block 606, the child update service node obtains a product update catalog describing
software products for which the parent update service node provides/distributes updates. At

block 608, the child update service node selects those software product updates for which
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At decision block 806, a determination is made as to whether there are any
available updates for the identified software product. This determination is
made according to 5 metadata for the software product stored in the update
information store 216, according to the update anchor provided by the child
update service node, and according to distribution rules associated with the

GRS e At R OB o B HIAEE S0 e A RAAA EPCT A UpRigean upcate
S){dﬂﬂﬁbﬁlﬁl'f' 3:1@8%@1a@edtwiﬂhbtbaré&t/@ib@lbé@"s@ﬂ(f@é&ﬁ)déefmiﬁam%j;g?mnthaédaﬂ%rization
ist. After having written 10 ynique update identifiers for "gvailable" ates
(OKE5 10 A CATE TR A Qe e e Aer kgD E0 T current
revRihanthgieagseareddyoretadditithab el warigcerastiects identified in the
update synchronization request. If there are additional u te software .
o B S SacE A oS AL O0S O Bl 1A K et child update
sewtda;en@@rvt;mmmerselp@&sgth&mmdquwampdmglbtdimiﬁwf indte wydaiteonized
synchronization request, and returns 15 to decision block 806 for .
GBI PTG HEHA s S aURRIEoOn R BBLER HPHALS- S8k 28t ageprding to
whkodsictirfditeisnativedy oif therchAdeupdhimeseviaitmale preduetsiwheatiisslén tie update
.Update. n(;Fronization rﬁjgue t, at block 814, the update list is returned apt .
I'Thédgﬂﬂﬁéfp Y SEHALE (96T hSROSR 0TS URTRIER, P BID RiFeTBHRate service
ndeeminatese "avaNdbibe varithes erbodgbaatseofidie pyesentTidafientide exemplary

have be lb(lelustrated and 20described, including the preferred embodiment, it
S%ﬁ%tén %’% @%B‘#ﬁ%{t various changes can be made therein without

depantiith freferdhee spjainandrsGUIREDS thédnvantignobtainddhe synbladinieotsisdate list
R 2 PR e R e o
whetherkmypdéiedrornpaateparendumiale Serxikdleddereveditading nsiatehe parent
™ R AR el e TR SRR, e
ideptititesséistéce inothe foynvehrohitied padnt Uuisdatd Sexviceftvoate paidtsare currently
,,as\,/%ﬁ\%alge y&dﬁg\?vsﬁ.loading, the exemplary routine 500 proceeds to delay block 510, where
the exemplary routine delays/sleeps until the next update period occurs. Alternatively, if
there are updates "available” for downloading from the parent update service node, at
block 506, the child update service node obtains the updates from the parent update service
node. Obtaining "available" updates from the parent update service node is described below
with regard to FIGURE 7.

FIGURE 7 is a flow diagram of an exemplary subroutine 700, suitable for use in the
exemplary routine 500 of FIGURE 5, for obtaining "available™ software updates from a
parent update service node. Beginning at block 702, a first update identifier in the update list
is selected. At block 704, the child update service node obtains the update metadata
corresponding to the selected update identifier from the parent update service node and stores
it in the update information store 216.

According to one embodiment, at block 706, the child update service node obtains the

update payload corresponding to the selected update identifier from the parent update service
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(b) selecting a software product from the list of software products; (c)
submitting a request to the parent update service node for available
10software updates corresponding to the selected software product;

(d) obtaining a software update list identifying software updates for the
selected software product available to the child update service node;

R TR R R R v
carntivaneddpdate bt e dnadparaoivinsiaial Sesvipe noile ogrtREsesivice node.  As
R B B oo e Wl et M o
déhelsadaiedaegl dathco fapaaaspabiestngctrodedate jpsylaaihe faghiinn-Agerding to
gashion when heeded by  ehld UPARLS BRKYoR, 128520 B SEEBABIALS, block 704 to
block 706, the exemplary subroutine 700 optionally proceeds from block 704 to decision
block 708.

At decision block 708, after having obtained the update metadata for the selected
update identifier, and optionally the update payload, a determination is made as to whether
there are any additional update identifiers in the update list. If there are additional update
identifiers, at block 710, the next update identifier in the update list is selected, and the
subroutine 700 returns to block 704 for additional processing. The routine 700 continues
until, at decision block 708, it is determined that there are no more update identifiers in the
update list, whereupon the exemplary subroutine 700 terminates.

Returning again to FIGURE 5, after having obtained the "available” updates from the
parent update service node, at block 508, the child update service node reports the update
activities to the parent update service node. Thereafter, at delay block 510, the exemplary
routine 500 delays/sleeps for a predetermined amount of time until the next update period,
and then proceeds to block 502 to repeat the above-identified update procedures.

As illustrated in FIGURE 5, at decision block 504, even when no updates are
"available” on a parent update service node, a child update service node may be optionally
configured to report its update activities to the parent update service node. According to this
alternative configuration, when there are no updates available, the exemplary routine 500
may proceed to block 508 to report the update activities.

FIGURE 8 is a flow diagram of an exemplary routine 800, implemented on a parent
update service node, for generating a synchronized update list identifying "available” updates
in response to an update synchronization request from a child update service node.
Beginning at block 802, the parent update service node receives an update synchronization

request from a child update service node for an update list identifying "available" updates.

-25-



10

15

20

4.The method of Claim 3, wherein the request to the parent update service
node for available software updates corresponding to the selected software
product includes an 25update anchor, the update anchor identifying the latest
revisions and updates for the selected software product currently available at
the update service node. 5. The method of Claim 4 further comprising

the step of first submitting an authentication and authorjzation request to the .
AL G B tie TR G THAE BRSO ASRTIEESL KL B ADGa SO O raLpeavest i
sdledteg.authentication and authorization request; and wherein each

e e SRR B

ugdetdgimorl thehedenni fitepsdiavéed iveformait aerpainadinbRsimade acdording to
computer-readable medium bearing computer-executable instructions which, .

RO e RV BHECaIOREE BolPpIRTe ol IEHAG rGlfcnte. accoiding to
theauppisisingdher I0stamsialy the chilthloiriningisdinbaé, saftvarentipduetsistribution
B o T o SRS SROEIE b aseging o
thikedlisirofisafiovand preduats;updates "@)apablattisgbdorkoBOSst initue pptam identifiers
as%gcczll%%g \?vwrllc'ﬁ]en ngealf%%ﬂev'alﬂlgga{?es are written into an update list. After having written
unique update identifiers for "available” updates into the update list, at decision block 810, a
determination is made as to whether there are any more additional software products
identified in the update synchronization request. If there are additional update software
products in the update synchronization request, at block 814, the parent update service node
selects the next software product identified in the update synchronization request, and returns
to decision block 806 for determining whether there are "available” updates for the selected
software product. Alternatively, if there are not more software products identified in the
update synchronization request, at block 814, the update list is returned to the child update
service node. Thereafter, the exemplary subroutine 800 terminates.

While various embodiments of the present the invention have been illustrated and
described, including the preferred embodiment, it will be appreciated that various changes

can be made therein without departing from the spirit and scope of the invention.
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15software updates corresponding to the selected software product;

(d) obtaining a software update list identifying software updates for the
selected software product available to the child update service node;

(e) obtaining each software update in the software update list from the parent
update service node. 20 25

The embodiments of the invention in which an exclusive property or privilege is

claimed are defined as follows:

1. A method for a child update service node to obtain a software update from a
parent update service node in a software update distribution system over a communication
network, the method comprising the steps of:

@) obtaining a list of software products from the parent update service
node for which the parent update service node provides software updates;

(b) selecting a software product from the list of software products;

(©) submitting a request to the parent update service node for available
software updates corresponding to the selected software product;

(d) obtaining a software update list identifying software updates for the
selected software product available to the child update service node;

(e) obtaining each software update in the software update list from the

parent update service node.

2. The method of Claim 1, wherein obtaining each software update in the
software update list from the parent update service node comprises:

obtaining metadata corresponding to the software update from the parent update
service node; and

obtaining the update payload.

3. The method of Claim 2, wherein obtaining the update payload comprises
obtaining the update payload in a just-in-time fashion when needed by a child update service

node or a client update service node.

4, The method of Claim 3, wherein the request to the parent update service node
for available software updates corresponding to the selected software product includes an
update anchor, the update anchor identifying the latest revisions and updates for the selected

software product currently available at the update service node.
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5. The method of Claim 4 further comprising the step of first submitting an
authentication and authorization request to the parent update service node, and obtaining an
authorization token in response to the authentication and authorization request;

and wherein each subsequent communication from the child update service node to

the parent update service node is made with the authorization token.

6. The method of Claim 1, wherein steps (a)-(e) are performed on a periodic

basis.

7. A computer-readable medium bearing computer-executable instructions
which, when executed on an update service computer, carry out the method comprising the
steps of:

@ obtaining a list of software products from the parent update service
node for which the parent update service node provides software updates;

(b) selecting a software product from the list of software products;

(c) submitting a request to the parent update service node for available
software updates corresponding to the selected software product;

(d) obtaining a software update list identifying software updates for the
selected software product available to the child update service node;

(e) obtaining each software update in the software update list from the

parent update service node.
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