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505~ v
Tap Contactless Card to Computing Device
510~ v
Generate, by Contactless Card, URL Directed to Activation Page
515~ v
Receive, by Computing Device, URL Generated by Contactless Card
520~ v
Launch, by OS Responsive to Receiving URL, Web Browser
525~ v
Receive, by Web Browser, Web Page at Received URL
530~ v

Output, by Web Page, Instruction Indicating to Tap Contactless Card to Device

535~

\
Receive, by Web Page in Web Browser by Controlling NFC Reader, a Data
Package Comprising a Cryptogram and a Customer ID

540 ,
- Transmit, by Web Page in Web Brow‘ser, Received Data Package to Server
545~ v
Decrypt, by the Server, the Received Cryptogram
550~ v

Activate, by Server, Contactless Card Based on Decryption of Cryptogram

555~
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has Been

Page in Web Browser Indicating Card
Activated

560~

A
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Receive, by the Server, a Request to Perform an Operation Using the Activated Card
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Authorize, by Server, Requested Transaction Based at Least in Part on Activation of Card
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End
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Increment, by Applet, Counter Value for Contactless Card
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Encrypt, by Applet, Master Key and Counter Value to Generate Diversified Key
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Encrypt, by Applet, Customer Identifier Using Diversified Key to Generate Cryptogram
620~ v

Generate, by Applet, Data Package Comprising Cryptogram and Customer ID

625~ v
Receive, by Device, Data Package from Applet
630~ v
Transmit, by Device, Data Package to Server
635~ !
Determine, by Server Customer ID in Received Data Package
640~ v

dentify, by Server, Master Key and Counter Value Based on Customer ID
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Increment, by Server, Identified Counter Value
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Decrypt, by Server Cryptogram using Diversified Key

Y

End

FIG. 6



WO 2022/098494

PCT/US2021/055359

12/13

00~ C St )
705~ v
Receive, by Server, Request to Access Activation Web Page from Web Browser
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Transmit, by Server, Activation Web Page to Web Browser
715~ v
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Increment, by Server Identified Counter Value
740~ v
Encrypt Counter Value and Master Key to Generate Diversified Key
745~ I

Decrypt, by the Server, the Cryptogram Using Generated Diversified Key
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Receive, by the Server, a Request to Perform an Operation Using the Activated Card
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Authorize, by Server, Requested Transaction Based at Least in Part on Activation of Card
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