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The intermediate service organization encrypts the 

organization secret key by a first encryption means, and 

sends the encrypted organization secret key to a secure 

storage region of a terminal

An intermediate service organization receives an 

organization secret key sent by a third-party service 

organization

The intermediate service organization receives a first 

terminal public key encrypted by the terminal using a 

second encryption means

The intermediate service organization sends the first 

terminal public key obtained by decryption to the 

third-party service organization
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The intermediate service organization receives the root 

public key encrypted by the terminal using a third 

encryption means

 The intermediate service organization sends the service 

public key to the secure storage region of the terminal

 The intermediate service organization decrypts to obtain 

the root public key
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A terminal receives an organization secret key of 

a third-party service organization encrypted by 

an intermediate service organization using a first 

encryption means

The terminal decrypts the encrypted organization 

secret key by using the service public key of the 

intermediate service organization, and performs 

the signature verification on the decrypted 

organization secret key by using the root private 

key of the terminal

 The terminal stores the organization secret key 

in the secure storage region of the terminal after 

the signature verification passes

The terminal encrypts a first terminal public key 

by a second encryption means

The terminal sends the encrypted first terminal 

public key to the intermediate service organization
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The terminal receives the service public key sent by the 

intermediate service organization, and stores the service 

public key in the secure storage region

The terminal encrypts the root public key by a third 

encryption means, the third encryption means is to use the 

root private key to sign the root public key and use the 

service public key to encrypt the signed root public key

The terminal sends the encrypted root public key to the 

intermediate service organization
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S501. Establish a secure channel

S502. Send the service public key

S503. Generate a root public 

key and a root private key

S504. Send the encrypted root public key

S506. Send the organization public key

S507. Encrypt the 

organization public key
S508. Send the encrypted 

organization public key

S509. Obtain the organization public 

key by decryption and store it

S510. Generate a first terminal public 

key and a first terminal private key

S511. Send the encrypted first 

terminal public key

S512. Obtain the first terminal 

public key by decryption

S513. Send the first terminal public key

S505. Decrypt and verify signature 

to obtain the root public key

Organization public 

key, Organization 

private key

Third-party service 

organization

Terminal

Root public key, Root private key

First terminal public key, First 

terminal private key

Intermediate service 

organization

Service public key, 
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The terminal receives the application secret key encrypted 

by the third-party service organization using a fourth 

encryption means

The terminal decrypts to obtain the application secret key 

by using the first terminal private key and the organization 

public key, and stores the application secret key in the 

secure storage region of the terminal

The terminal sends the second terminal public key 

encrypted by a fifth encryption means to the third-party 

service organization
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The third-party service organization encrypts the 

application public key by the fourth encryption means, and 

sends the encrypted application public key to the terminal

The third-party service organization receives the second 

terminal public key encrypted by the terminal using the 

fifth encryption means
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Terminal

Second terminal public key, 

Second terminal private key Application public key, 

Application private key

Third-party service 

organization

S801. Encrypt the 

application public secret key

S802. Send the encrypted application secret key

S803. Obtain the application secret 

key by decryption and store it

S804. Generate a second terminal 

public key and a second terminal 

private key

S806. Send the encrypted second terminal public key

S805. Encrypt the second terminal 

public key

S807. Obtain the second 

terminal public key by 

decryption

 

Fig. 8 
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S901. Send an access request

S902. Generate check content

S903. Send the check content

S904. Sign the check 

content and generate a 

checking instruction

S905. Send the checking instruction

S906. Perform the signature 

verification on the checking 

instruction by using the 

application public key

S907. Allow the third-party 

application to access the secure 

region of the terminal after the 

signature verification passes

Third-party 

application

Third-party service 

organization
Secure 

storage region
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1101

1102

Second receiving 

module

Second key processing 

module

Second sending 

module

Terminal
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Bus interface
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