1 6 Septenber 2003 1 Method for Allocating and Managi ng Uni que
Identification Nuneral in a Network Environnent Field of the |Invention
This invention is applicable to network session appli ct PeRteEMRAT €903 equi res
session ID allocation, server ID allocation, client ID allocation, and
transaction ID allocation; comunication channel ID allocation and many

ot her applications that require uni quel whol e number for identification.
This inventiaon allows the distributed and central control and nanagenent
of nuneric ID on the network environnent. The invention enhances

scal abi ity andvlethodifend\llo¢atinggnd Managingbiniqueddeadticatiemt and
reduces the probability _of ID collision Background Unique whol e nunber

i dentification nunbers aPBupeal nea Netwerk Earvdeenmenti dentification. They
can be used as session ID and transaction ID in network session controls
and communi cation channel 1D in comunication controls. A very sinple way
of generating the identification nunbers is by using a counter only. In
this inpl &ml%t@tthbmveﬁlﬁ@ncounter is incremented and assigned as the

i dentification nunber whenever an identification nunber is requested.
There i s nbhifiVapeeRist 2RPHCcatie 19 BRIWOrK FeSBION GRPYRAYSE, WhichHpquirsspeesitiat i on

run out. ardleeaip, EBERPChlobRintRar 5k AR bR AR 1 AReaR OO Y

i f the cougnghuntedien ohahifel D ARchARISAM mARPbiher agNicationtothaBiedade ahique
I dentification nunber generation is by using a counter and a |ist of

i denti fi cavhdpnnmherdpsidemifcagionntius inventipnedlows thfedisiiuiedand cendmheomtiotat i on
number andand management of numeric ID on the network environment. The invention enhances
scalability and efficiency of flag storage, search and assignment and reduces the probability

of I collision

Background

Unique whole number identification numbers are required in many areas for identification.
They can be used as session ID and transaction ID in network session controls and

communication channel ID in communication controls.

A very simple way of generating the identification numbers is by using a counter only. In
this implementation, the counter is incremented and assigned as the identification number
whenever an identification number is requested. There is no management of the
identification numbers. This implementation does not support reusability of the
identification number which can easily run out and is vulnerable to conflicts in

identification number assignment if the counter value were to be reused.

Another existing method of identification number generation is by using a counter and a
list of identification numbers. The counter is used to generate the identification number and
the list contains the identification numbers in use. Whenever there is a request for the
identification number, the counter is incremented and its value is checked against the list

of allocated identification numbers. If the counter value is found in the list, the counter is



the list contains the identification nunbers in use. Whenever there Irs a
request for the identification nunber, the counter is increnented and its
value is checked against the list of allocated identil% apteowendiers. |f
the counter value is found in the list, the counter is 16 Septenber 2003 2
I ncremented again and its new value is checked. These steps are repeated
until the new counter value is not found in the list so that this val ue
can be assigned and then added to the Tist. This inplenentation provides
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anount of tine In séarching as we as a large storage nory especially

when many dodert vilue atridd fouhdTh eieslisa e tHaeihngvaild aedeadsigial dhaacaldseésar ch in
this nmethod, background sorting of the identification nunbers in the |ist
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foreground to background, ch does. not actually light t r sin
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- protocol, for instance, in |ETF's RTCP (real-time transport control
pr ot ocol ) , backgroS@RGofting| of tik ideetifiFEGPN combersi mathieolstpis i used.i Heweeare this

generated using the routi nes published i.n RFC 1321 . This.nethod al so
doos not - CeTIerHEE T am e F e Lg T o e ol fnkepu iR o
there is L, 1 L af £ I n accordance with one
aspect of a?(ﬁgﬁtﬁh@%h%}?%%?kt%gﬁg%g&%?c?\ii gxsr?éi hod of allocating and

managi ng whol e nunber identification (1D nunbers, the nethod including the
steps of maintaining an array table of flags to indicate whether the ID

nunbers ar g thitd ¥86wn rRBODRI BiOudiktea SaRiohesimiRe deherblog. THie ndhodideesesn as t he
hi ghest priority to be allocated, ) _
employed in the in many communication protocol, for instance, in IETF’s RTCP (real-time
transport control protocol), the SSRC field of the RTCP communication primitives are
geherated using the MD5 routines published in RFC 1321[1]. This method also does not
ensure that the identification number assigned is unique and there is a possibility of

conflicts.

Summary

In accordance with one aspect of the invention, there is provided a method of allocating
and managing whole number identification (ID) numbers, the method including the steps
of maintaining an array table of flags to indicate whether the ID numbers are in use;
assigning the smallest available the ID numbers as the highest priority to be allocated;
monitoring the number of the ID numbers being released; and reusing the released ID

numbers.

In accordance with another aspect of the invention, there is provided an apparatus for
* managing and controlling the range of identification (ID) numbers in a distributed
environment, the apparatus including an array table session handler to act as an interface
for the communication between network nodes in the distributed environment and also to
provide a communicative service for allocation and de-allocation of the numerical range

for ID numbers; an array table manager to manage and control a set of array table for



nonirtoring the nunber of the ID nunbers being.rel eased; and reusing the

rel eased ID nunbers. In accordance with another aspect of the invention,
there is provided an apparatus for nanaging and cont r &f SER§MIEE20Ghge of
identification (I D) nunbers in a distributed environnent, the apparatus
including an array table session handler to act as an interface for the
conmuni cati on between network nodes in3Xhe distributed environment and al so
to provide a communicative service for allocation and de-allocation of the
nuneri cal vaigeprotdbl laler wiges at anetabikajodepdnda pranagestadkoserdcagenagacl
control a set O_F array table for 16 Septenber 2003 3 various protocol

| ayers reqbrymaintinsghhintermer 2pbbandleaisauest prtuedribe PEptaeR! skUREeE Jdribger

that mai ntains the interface and handl e request between the protocol stack
| ayers anda‘rf%etag?'ray table. Brief Description of the Drawings Figure 1 is a
mappi ng of identification nunbers and the array table of bits. This figure
depicts how the identification nunbers are associated to the array table of

bits. It appiefPescriphioh of fige DYaWRIds si ze of each byte in the table is 8
bits. In fact, it can be used with any byte size greater than zero and the

great er t hEighiet eissd meppifidhef deewficirioh hemberany tiseatrayotablei afuite. Thissfigume
exanpl e of a scalable array table with sonme identification nunpers being
rel eased. dapiess howtheddensification nusebestaip appaiatgd faleamigy &bls il I @ssemicgased

o Toent ed. epfhe cRfHISHE oRAn R RRAGRE (L SERET AENY can BBl BRERRe ROt
wher eas " 1sizé pdh@aings zéBahd theorbatentht bieaize Ofe Btoatig the ingmasgdagiigd. Figure 3

is a flowchart for the case en an identification nunber is being
request ed.

Figure 2 is an example of a scalable array table with some identification numbers being
released. This figure depicts the scalable array table with five released identification
numbers and the biggest three identification numbers not allocated. ‘0’ indicates released
or unassigned identification number whereas ‘1’ indicates that the identification number

1s assigned.
Figure 3 is a flow chart for the case when an identification number is being requested.

Figure 4 shows the creation of a new byte in the array table when an identification number
is requested. Figure 4a depicts the situation before the identification number is allocated
whereas Figure 4b depicts the updated array table after the identification number has been

assigned.

Figure 5 is a flow chart for the case when an identification number is to be released.

Figure 6 shows the deletion of the last byte in the array table when an identification number
is released. Figure 6a depicts the situation before the identification number is released
whereas Figure 6b depicts the situation when the corresponding bit is unset and Figure 6c¢

depicts the final updated array table after the identification number has been released.



Figure 4 shows the creation of a new byte in the array table when an
identification nunber 1is requested. Figure 4a depicts the situation before
the identification number is allocated whereas Fi gurel@Bepfepibet 30¢%he
updated array table after the identification nunber has been assigned.
Figure 5is a flow chart for the case when an identification nunber is to
be rel eased. Figure 6 shows the deletiop of the last byte in the array
tabl e when an identification nunber is released. Figure 6a depicts the
situation before the identification nunber is released whereas Figure 6b
depicts the situation when the corresponding bit is unset and Figure 6¢
depi ct's t heglijenals ayRAAEIRG RF fiRYcab@Rhen Alidsted idanfidRWn funtwr ivrRqmseaer has
been rel eased. 16 Septenber 2003 4 Figure 7 is a flow chart for the case
when a desired identification nunber is requested. Figure 8 shows the
creation of new bytes in the array table when an identification nunber is
desired. FFigufees $awd e @taiohE newihyas ipiheherhyrablet witen abeidentificatdér mmibrenmber

of 35 is allocated whereas Figure 8b depicts the updated array table after
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comuni cat haed R§ibadt | ves used for reservation of nuneral range. Figure 11
shows an Array Table with entires fromthe Base Address Table. Is is used
to generate a nuneral ID that by the Array Table of the conmunication
node. Figure 12 shows the ID reservation session engaged in allocation of

el ement s oFigarespshoivk aacherAitic ajewafdd distrifired dianggearni of Ahzy eblanetworlamsiest i on

diagramfor allocating Array Table
in a network environment.

Figure 10 shows a list of ID reservation communicative primitives used for reservation of

numeral range.

Figure 11 shows an Array Table with entires from the Base Address Table. Is is used to

generate a numeral ID that by the Array Table of the communication node.

Figure 12 shows the ID reservation session engaged in allocation of elements of a specified
Array Table. The diagram is the state transistion diagram for allocating Array Table

elements.

Figure 13 shows the ID reservation session engaged in the delllocation of elements of a
specified Array Table. The diagram is a state transistion diagram for dellocating Array

Table eleménts.

Detailed Description

Most methods available either require large utilization of resources such as memories and
computation for generating unique and reusable IDs or do not ensure that all IDs generated

are unique. The present invention supports reusability of unique identification (ID) number,



el ements. Figure 13 shows the ID reservation session engaged in the

del Il ocation of elenents of a specified Array Table. The diagramis a
state transistion diagramfor dellocating Array Tabl e1%¥3§lﬁtﬁﬁg’§f2% ail ed
Descri ption Mbst nethods available either require large utilization of
resources such as nenories and conputation for generating unique and
reusable IDs or do not ensure that all 4Ds generated are unique. The
present invention supports reusability of unique identification (ID)
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non- uni queness of the identification nunber being allocated and running
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addi tion, dah expand pr eunttes imnRizzadeperdidg ehfthe lepdst ddididawdn abebki bgngnd
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sorti ng and Ssea omrunt catl on protoco IvesS requires a

uni que nungpiraduldldémifizatdn fdieber Sdah Pe @lBRBEIned rohahiEasaTRatén AUBBESTIAN t he
communi cation primtives seek to obtain for one or nore network nodes.
Havi ng si nicuges s praceshiag darmansessatyi fonsgtingrind spashing. t he sane time causes
collision. In nmany conmuni cation protocol, for exanple IETF s RTCP (real -
time transport control protocol), a unique IDis used for the SSRC field of

the. RTCP e o : .
Most communication protocol primitives requires a unique numeral ID to mark the
singleness of the message or a session the communication primitives seek to obtain for one
or more network nodes. Having similar ID in the communication primitives at the same
time causes collision. In many communication protocol, for example IETF’s RTCP (real-
time transport control protocol), a unique ID is used for the SSRC field of the RTCP
communication primitives. The SSRC field is used to identifies the synchronization source.
Collisions occur if protocol primitives with similiar SSRC fields are used and detected by
the sending network node. The occurance of collision of SSRC fields increases as the
number of messages in the nework increases. To resolve the collisions, each network node
capable of generating messages with SSRC fields needs to have collision detection and
resolution capabilities. As a result of collision, network resources such as bandwidth and
the computation resources of the network node will be wasted. The present invention
provides methods to avoid such collision even ina congested network environment for
each network node. These methods for collision avoidance can be applied to both

distributed and centrally control and management of unique numeral ID.

To resolve the problems outlined hereinabove, the invented method provides a scalable
array table of bits to indicate the allocated identification numbers; a means to associate the
identification number to a bit in the table to act as flag so as to enhance flag checking and

access; a means to reuse the released identification number by using the scalable array table



comuni cation primtives. ‘'The SSRC field is used to identifies the
synchroni zati on source. Collisions occur if protocol primtives with
simliar SSRC fields are used and detected by the sentf AgPtREPRA03n0de.
The occurance of collision of SSRC fields increases as the nunber of
messages in the nework increases. To resolve the collisions, each network
node capable of generating nessages wi¢h SSRC fiel ds needs to have
collision detection and resolution capabilities. As a result of collision,
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network node envirgnnent. This invention jnvolves

nappi the .
i dent i fi caPWBPETFOAHErszeQf cash ity Byihe amreiaple. Bt Gonsireaton Swmpeids lqcated
positions it thEsHlall e aﬁlaﬂ%l@ v&lue 'ﬁ?&*ﬁo Qb[%xréﬁq%tsam&eq?&é dQn! tﬂé’hﬁ@ goighet her

the ident I'on nunbe |on provi des a

- si npl e andarefséi Baf&@tneuasﬁesasmited hlEh1§ Isag fhnmmcentnuﬁmp@ntdnmlaavdfraobexlaaled
Col uml ndex using the identification nunber and the size of each byte in
the array &&dtable foretficiansmemoraesasn Tha awailabilisy %f|a|nefé€améaat1%rtqmtteh@ eihggl | est

avai | abl e 3 YRl ulst SPRYfnd Bi3ky @bl ob OSN35 ol 118 LY P! e

assigned to it yet. An identification number is released by unsetting the bit corresponding

to it and it is ready for reuse. To provide identification number collision avoidance to
marked a unique session for a set of network nodes, a set of communication protocol
primitives is used. This coomunication protocol primitives are exchange between network
nodes for the reservation of numeral ID range such that ID collissions protocol layers are

minimized.

The invention will be best understood by reading the following detailed description of an
illustrative embodiment with reference to the accompanying drawings. Figure 1 to Figure
8, in essence, also give an illustration of a central controlled identification number
provided the management and control of array table as mentioned in Figure 1 is managed

from a logical network node.

As shown in Figure 1, the identification number is generated from the Rowlndex and

Columnindex of the unset flag in the array table using the following relationship:

ID = RowIndex*ByteSize + Columnindex (1)



are set before new byte is created. This is to facilitate the

| npl ementation of a scalable array table for efficient nmenory usage. The
availability of an identification nunber is either inth8aplembey2@e unset
bit (0) inthe array table as shown in Figure 2 or there is no bit being
assigned to it yet. An identification nunber is released by unsetting the
bit corresponding to it and it is ready for reuse. To provide

i dentification nunber collision avoidance to narked a unique session for a

set of netyprk ﬂﬂp&*e%stes@hé@afluegéfidraneggeemeaqaérﬁi@icm&%ma primtives is used.

Thi s coonuni catl on protoco ves are exchange between network nodes
for the reservasyt@s&zeﬁex{uﬂ&%@hmwemrm@e&h htﬂé%r%%hbbl@su)ns pr ot ocol

| ayers are minimzed. The invention wl st understood by reading the
foll owi ng detailed description of an |IIustrat|ve enbodi nent with
reference to the acconpanying drawings. Figure 1 to Figure 8, in essence,
al so give Hfisi lihwestioat isgppats atheentahgd epntdeptifieddiondemirhbdrc afroan Munder
provided the management and control of array table as mentioned in Figure 1
s mnaged e Rorgoe Mlomiedt Moo NAQTRpAHOFaIpgtas the mrpeer of
identificatio hQ ﬁ&’ generaHgg fromthe Rowl ndex and Col umml ndex of

t he unset ¥ﬁ§3 iR CQFF TG ‘using the following relationship: ID =
Rowl ndex* Byt eSi ze + Colunnlndex (1) 16 Septenber 2003 7 where ID denotes
the value of the specified identification nunber ByteSize denotes the

nunber of r ts the
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dynami cal |
identification number available. This is done by means of a ReleasedID counter, which

monitors the number of identification numbers being released. It is incremented whenever
an identification number is released and decremented whenever a released identification
number is being reallocated. A positive value of the ReleasedID counter will lead to literal
3.2 in which the array table will be searched byte by byte from the first byte of the array
table, until the byte, which contains at least one unset bit (0) is first found. This byte will
in turn be searched bit by bit from its first bit for the unset flag, which indicates the first
unassigned identification number present. The first found unset flag, which corresponds
to the smallest unallocated identification number, will be set to indicate that the
identification number is assigned. The value of the identification number assigned is
computed using the RowIndex and Columnlndex of the location of the flag in the array
table with the aid of Equation (1). On the other hand, if there is no released identification
" number available, the last byte in the array table will be checked for any ungssigncd
identification number, marked by literal 3.3. If there are unassigned identification numbers
available, the smallest value determined using Equation (1) will be assigned and its
corresponding flag will be set, literal 3.4. The actions in literal 3.5 will be performed if
there is no unset bit in the last byte of the array table as depicted in Figure 4a. Note that all
the bits in the 'array table are set (1) showing that there is no released and unassigned
identification numbers. This will lead to the creation of a new byte in the array table to
serve as the flag for the to-be assigned identification number. The updated array table with

the lowest significant bit set is shown in Figure 4b and the value of the newly assigned



Figure 3 depicts the flow chart for the case when an identification nunber
is' being requested. This request will first lead to the check, marked by
literal 3.1., for any released identification number H/EpPtgmber26ti s s
done by neans of a Rel easedl D counter, which nonitors the nunber of
identification nunbers being released. It is increnented whenever an
identification nunber is released and crenment ed whenever a rel eased
identification nunber is being reallocated. A positive value of the

Rel eased| i 1] ' 2 ¢l which th table will
e sear chodepureiny Minber i Blelined bt Ebaytol AF 110 1oy able, until the

byte, which contains at |east one unset bit (0) is first found. This byte
will in turn be searched bit by bit fromits first bit for the onset flag,
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first found unset flag, which corresponds to the smallest unallocated
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tabl e w | | rebgionftigpked for any unassigned identification nunber, marked by
literal 3.3. If there are unassigned identification nunbers available, the
smal | est val ue determ ned using Equation (1). will be assigned and its
corresponding flag will be set, literal 3.4. The actions in literal 3.5
wi'l | be perfor nBawlrfdex =HEVByteSizao unset bit i@)the last byte of the array
table as depicted in Figure 4a. Note that all the bits in the array table
are set (1) sho@Wphonirdex 3 BemediByterize el eased(3and unassi gned

identification nunbers. This will lead to the creation of a new byte in the
array table to serve as the flag for the to-be assigned identification
nunmber. The updated array table with _the | owest sigpificant bit set is
shown i n FIgeeellddengics tbﬁﬁalvapﬁ@eépeqlﬂ%i lﬁmfgpaae%pgrﬁﬁq 16 Sept ember 2003

/ denotes the integer division
ByteSize denotes the number of bits in each byte in the array table

mod denotes modulo

The flag is thus bit[RowIndex,Columnlndex]. If this bit were not set or does not exist, the
specified identification number not found error will be reported as marked in literal 5.2.
If the specified identification number has been assigned, the bitfRowIndex,Columnindex]
will be unset (0), literal 5.3. Next, the last byte in the array table is checked whether it is
zero, as in literal 5.4. A zero value of last byte will be deleted as depicted in literal 5.5 and
pictorially shown in Figure 6. The new last byte is again checked and literal 5.4 and literal

5.5 are repeated until a non-zero last byte is encountered.

Figure 7 shows the case when a desired identification number is being requested. Literal
7.1 depicts that the current size of the array table is used to determine whether it can
support the desired identification number. This can be performed by using Equation (2) to
obtain the RowIndex and comparing it with the number of rows (bytes) created in the array

table. Note that the value of n-1 for RowIndex indicates that there are n rows required since



8 identification nunber is determ ned using Equation (1). The fl ow chart
for the case when rel ease of a specified identification nunber is requested
is shown in Figure 5. As depicted in literal 5.1, the $péepembgr2003
identification nunber is checked whether it is being assigned. The flag in
the array table that indicates whether the specified identification nunber
I s assigned can be determned by the fojlowing relationships: Row ndex =

| O/ Byt eSi ze(2) Col ummlndex = I D nod ByteSi ze(3) where ID denotes the val ue
of the spegkRiodnded @BEinE WeRI0. PRefAUMP Bhndlds tHERRE Qch fiRrd &t QQfEikiedt dwsiiON
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The ID numeral management and allocation can also be created in a distributed manner
which means that each network node manages it’s own set of array table individually in
a network environment as illustrated in Figure 9. Figure 9 shows an environment where
there are N number of network nodes connected to the network, as marked by literal 9.8,
where each node manages it’s own array table such that a unique numeral can be generated
within the maximum range as defined for the array table. The unique numeral generated
using the Array Table of the network node are used by the communication primitives of
the Protocol Stack if required, as marked by literal 9.2, supported at fhe network node. This
unique number is generated to prevent the same numeral begin generated by 2 or more
individual network nodes. For allocation, initialization and délction of any members of the
Array Table, ID reservations communication primitives, as listed in table in Figure 10,
issued to other network nodes connected to the network by the Session Protocol Handler,
as marked by literal 9.7. Depending on the network types supported by the network nbde,
" the messages are exchange by encapsulating it into the appropriate network primitives
supported by the protocol stack available on the network node. The selection of the
protocol layer to be used for transmitting and receiving the ID reservation messages is
determined and managed by the Protocol Stack Service manager. Communication for
reservation of ID is preformed by passing the ID reservation message as a data to the
service access point of the Protocol Stack, as marked by literal 9.2. The Protocol Stack,

9.2, based on the service required will encapsulate the data message using the appropriate



table. Note that the value of n-1 for Row ndex indicates that there are n
rows required since 16 Septenber 2003 9. the Row ndex begins with O.
Literal 7.2 handles the case when there are sufficientd 8artemher 2088 array
table to support. the desired identification nunber and the correspondi ng
bi t [ Row ndex, Col unml ndex!l is set. If the current array table could not
support the desired identification nugper, new rows will be created in the
array table with the correspond bit[Row ndex, Col uml ndex] set, as narked

in literal,.{, mlggﬁk %lréaéhuaﬁtﬁaefnegdaté&%é&&e%danareraﬁsraufea Be dmlpmnse@ag gts the

situation In two nore bytes are necessary to be added into the array
table in thdﬁfesi'ages%ﬂp@'%ﬂ ahdheeceiesd betie Sdssitn Frowadli Idadian ateantepidmadyehe
limtation in the nunber _of bytes to be added to the array table can be
easi |y i npogayTatie §P%10nllﬁﬂdé%nt ation by exiting the flow once Literal 7.1
fails or the nunber of bytes required to be added exceed certain val ue.
The 1D nuneral managenent and all ocation can also be created in a

di stri but nne i ch ng that.e networ k npde ages. it's, own set
of arr ay tegtﬂﬂng” EF‘?)\A%G%SI“P‘?E‘% gle%der%qeﬁgfeaelgﬁw ) ayaﬁqf‘ gﬂﬁsf{‘?rk‘f‘ghy. n
Figure 9. jigyog %hah@% aBBe POV HIQRIEMch Mgt i BRY Rrrdy Tablenepregint Ghe

net wor k nodes connected to the network, as marked by [1teral 8, where
each node muamizges spicesonthve namessy I aiﬂe%esemtcdt'ﬁlmdealswmlfqu@lﬂmnmraﬁdidam be

generated. W thip the maxi mumrange as def d for arr t abl The
uni que nun@l A2y dAUE SlesRPntyS; mﬁsqd%éowl?ea SeeS Heangents MATRoTIGr o

used by thﬁa@%&g@e%tﬁﬁ 'd@icE by %% a E&mbﬂ‘?s Béﬁgﬁ%gx‘gpﬁéﬁ%é M%?hﬁl@d as

mar ked by orted at the networ uni que nunber

i s gener at Biniges plse vieMbgdsmdupdRtentheRn@ics bEgie B age Addrse Tatly fét each Awmg
I ndi vi dual _network nodes. For__allocation, initialjzation and del etiaon of

any menber Satles withinghe agtvrens) Nods. (acly davayak 3tim arec i BasE gkidsess ble v es
as listed édhsfsﬁﬁ’!; &t H’arﬁiygéfr farePal or it’s representatives. Each of the numeral location in

the Base Address table has three parameters, <START_ADDR, SIZE,
ARRAY TABLE_#>. The START_ADDR is used to give the offset of the Array Table
to start generating the ID based on the specific location using the equation(4). The SIZE
parameter gives the rangc of ID can be generated starting from the START_ADD. The
ARRAY_TABLE_# specifies the Array Table managed by the Array Table Manager.
Figure 11 show how each elements of the Array Table are link to the Base address table.
To reduce the memory utilization only the elements that begins with START_ADDR, as
marked by literal 11.2, are link to the one elements of the Base Table as marked by literal
11.3. The resi of the elements within the range as indicated by the patameter SIZE are
represented by a continuous stream of Array Table elements. The last of the array element
of Array table that are associated with the Base Address Table entry are determined by the
parameter, SIZE, as marked by literal 11.4.

ID = START_ADDR + RowIndex*ByteSize + ColumnIndex (4)

Each ID reservation session is created to handle an Array Table as marked by literal 9.4.
One ID reservation session only handles deletion or addition of elements in one Array

Table only. The life span of each session is controlled by the Array Table Session Handler.



I'ssued to ot her network nodes connected to the network by the Session

Prot ocol Handler, as nmarked by literal 9.7. Depending on the network types
supported by the network node, the messages are exchalyeemgmeacSul ati ng
i't into the appropriate network primtives supported by the protocol stack
avai l abl e on the network node. The selection of the protocol l|ayer to be
used for transmtting and receiving thg;I D reservation nessages is

determ ned and managed by the Protocol étack Servi ce manager. Communi cation

for reser an: of 1.0 : qgstﬁ vatd sage
as a data I?%%tsﬁ%lé}{slérc\%aéeg c%ggéssli%ig}tﬁ%/edo t%%ﬁ?% g(l:éc}dra%%‘%g’ka? %@Q?rar ed by
literal 9.Reralh8 whenteqastsEheakns to 8e 2ddet asadietuned fiem ser ArrayeT ableopte made Wi | |
encapsul ate the data message using the appropriate 16 Septenmber 2003 10
net wor k | adfermaiptsineda Eor echiSeasion yatjedby vay Tabig Manggemihis $si0pAe dat a

b ot ocol - +Btest oy RrRL T ORRs A RRRNE BRI R el e, DR RER RIS
Array Tabl grbessicaibnHangiiee idesiddroubh (1Rl SHIE6h Hrdtbed] Mender. ThisTalRME th@s

marked by literal 9.4, should be added or deleted. Each elenment in the
Array Tabl @ngepilBsiobe genasated inotreth datay dphle ¢o boincrepsediog seeredsed. Jhe soree

ted. . The deci si f del et i bt f A Tabl | t
o Daased TR RPERy BN HaREr F51% WERRARA Y AR ede SRRt wher o
the act ual gl &ld RRaPTaBRNEAQRT bS tHRPDEIPESHOF BBice THBnAYef AR Ei’ e for

Manages al so nenages and updates the entries of the Base Address Ta
each Arr aylitefihBlSekrowicohStack $revineMaoader Maokzes adh ganaraipd fratml the Arrey Tabik to a

B ok ThS e B Y A Bk Tl ke o
has three RArBBRLEN StacK BAR AR PabR! ¢herates unique number for a single layer of
protocol stack using the elements in the Array Table. Generated ID from the Array Table
for each layer of the protocol stack is managed by the Protocol Stack Service Manager. If
the new ID is required by the protocol stack, the Array Table Manager will either search
for unused elements in the Array Table for each protocol stack layer to create a new ID or

to request for more Array Table elements via Array Table Session Handler.

There are 2 stages where the request of Array Table Manager can allocate Array Table

elemenis:-

(1).  Boot-up stage where the network node just joined the network. The request

for elements in the Array Table originates from the Array Table manager.

(2)  Run-time stage when the Protocol Stack request for more ID because all

elements of the Array Table are used.
Deletion of elements within the Array Table are initiated on 2 occasions :-

(1) When an the network node’s Array Table Session Handler detected that
another node requires more elements in the Array Table. The unused area

will be deleted from the Array Table of the protocol stack layer.



ARRAY- TABLE- #>. The START_ADDR is used to give the offset of-the Array
Table to start generating the H) based on the specific | ocation using the
equation(4). The S= paraneter gives the range of |D cHhSeptegbre?@ied
starting fromthe START_ADD. The ARRAY_TABLE # specifies the. Array Table
managed by the Array Table Manager. Figure 11 show how each el enents of

the Array Table are link to the Base aqgress table.. To reduce the nenory
utilization only the elements that begins with START- ADDR, as marked by
“literal 11.2, i I t d by
literal 11.3. e r@%?ﬁg?&¥§88gﬁgﬁ§n se§§Pﬁ%ﬁE? 8a9§§559§§@?%§fc %Eg by

the pataneter S|ZE aghe ArfaRit6 anll 66 rdlycatedaoahbherdiiSe atidresyn of Array Tabl e
el enents. The last of the array elenment of Array table that are associ ated
with the Base Address Table entry are determ ned by the ‘paraneter, SlZE,
as mar ked Bigutel I2ilktrdtds the stdd: maSHARTEn ADBDEting Rbenbamtiefor By sieSie z&rray Table

Col uml ndex (4) Each ID reservation session is created to_ handl n Array
Tabl e as nelpRed- Biis plaiednaghing can be %em@t?%éh‘ev%frﬂbﬁa@%%ﬁslﬂ?aﬂ?ﬂd&r%é'ﬁrdI es

del etion [t fo. [ cothe. ]l an of
cach soos: SEHELAP nblnfe RTERRE o' ot Bid Bin o I S siehiCed afkedPar
Sept enber BPQGrdlll 2 LashmeasAtan TiableCal&ated idle fesepves fom mid Pated! Byack he

Array Table Manager, as marked by literal 9.3 where requests for jtens to
be added t8emiceddpeager %.5.00m thaeAmey IpbledYpragen & hethe staie dnashingtEansédo For

cach, S22 88 M S 5 80 Bl 3252l HASEE 1ot 1S OPRB0, pagrnaced
e ! SR ETDEROB B Ml T agnL Mot broeRapshoce)
t o be i ncrpamitiveche drronad edmefitsaegatadc Aftef sendingqueBroady Allnemaessaget the
el ements | Rr}ageTé%rlcr %gssgo%bhgnWért r\}viakpts thI(_a a&%%w erdléeglgrgtg tﬁa(‘)tnglsayfbreopgceived by
listening to the service access point created in the protocol stack. At the WAIT_ACK state,
as marked by literal 12.5, if the first Free_DeAlloc, as marked by literal 12.7 1s received,
the state machine will proceed to the ALLOC_ARR state, as marked by literal 12.8, that
allows allocation of the specified Array Table to be conducted by the Array Table
Manager. The Array Table elements allocation is performed based on the size of elements
released indicated in the parameters of the Free_DeAlloc message received. If a specific
time has elapse while in the WATIT_ACK state, which may indicates the network node
using the same Array Table element is no longér in the netwdrk or no longer requireé 1t,
the state machine will transit to the ALLOC_ARR state. While still in the WAIT_ACK
state, more than one Reject_Alloc messages can be received and none Free_DeAlloc
message as marked by literal 12.6. Under this circumstance, the state machine transit back
to REQ_AILLOC state to allocate another range of memory required using different
parameter for the Broad_Alloc message. After successful allocation of Array Table

elements, the state machine goes into the IDLE state as indicated by literal 12.1 from

AILI.OC_ARR state.

Figure 13 illlustrates the delocation of the Array Table element at run time and boot time.
Upon detection of a Broad_Alloc, as marked by literal 13.2, the state machine transit to

CONT_DET stage, as marked by literal 13.3. In the CONT_DET state, the parameters of



either the Array Tabl e Manager or the Procotol Stack Service Manager, as
marked by literal 9.5. Protocol Stack Service Manager manages the ID
generated fromthe Array Table and passed to the Prot & 8epPiS®ek2003 al so
serves as an interface between the Array Table and the Protocol Stack.
Each Array Tabl e generates uni que nunber for a single |ayer of protocol
stack using the elenents in the Array '{?bl e. Cenerated ID fromthe Array
Tabl e for each |layer of the protocol sfack is managed by the Protocol

St ack Ser vy r. NEeWw, } i ck,
the Array PaBreRiAES et ok S RRAL L T B Tt M RE R RS
Array Tabl @ell Hrra8a1BmeHtOtI0 @@taySTadtKEleittts rtquest @atentian vaw ADtRS elerhénts equest
for more Array Table el enments.via Array Table Session Handler. There are 2 -
st ages whewsedithe Rejegticdlioconesapgenly squtitagk iahagendes and g sietameachinedsansiabl e

I ts: (1). - t t k node j.ust, j Oi h
Chemersc” ke BRSPS B mRR B e L Sy 00E o e e R, e
Array Tabl £,HIRO8Rekts afedhufdD i nhdfRe Sl AERMIEN sl R cRIGNA Ghles BleaGl Cdthest for
more 1D because all elements of the Array Table are usSed. Del etion of

el enent s wigial ras triaekeAriby dyerdldill e Tae staienhachiae ¢émnonto DR AIASDOstte, af thrkehen an
th t k node' [ Hand tect t hat h d
Foqui res roHBCE &5nndid RECALLATS Sgte it hatey TRBle NG Grdne WP datlel of od
fromthe Arngyeilahe e d E‘ofﬁfe%%ﬁal}: '@%ﬁ%&&%@%ﬂ: résfecr@ilh artifs3 of2 (2)

When there 1s contention detected e protoc stack, the entire range

of the Artha¥réaDedllot hesdage,rae nackédtsy literahl®Y hend bakeo dddiassrk fodgdiae 12
illustrates the state nmachine in allocating elements for a single Array
Tabl e request for the release of the Array Table elements. After sucessful deallocation of the

message, the state machine transit back to IDLE state from DE_ALIOC state.

Reference

1. Rivest, R., “The MD5 Message-Digest Algorithm”, RFC 1321, MIT Laboratory for
Computer Science and RSA Data Security, Inc., April 1992.



el ement. This state machi ne can be inpl-enmented in the Array Tabl e Session
Handl er | ayer. Wen the state machine received a request in the form of

Al l oc_Mem signal, as marked by literal 12.2, for norel@Beplgmbap?el3e| ement s
to be reserved fromthe Protocol Stack Service Manager, 9.5, or the Array
Tabl e Manager, 9.3, the state nachine transit to REG ALLOC state, -as
marked by literal 12.3. At this state,lhhe Session Protocol Handler send
out the nessage, Broad Alloc, specifying in the paraneters of the

conmuni cat i,on rimtive the anount of elements required. After sending the
Broad_AIIoépRg§lgae, the Array Table Session Handler waits for

acknow edgenents that nay be received by listening to the service access
point created in the protocol stack. At the WAIT_ACK state, as marked by

| iteral 12This s¢ctionpeovidassn erleatioDeftheqeriomsanea bRisd opyprior a6 compargd o the
received, .the state machine wll proceed to the ALLOC ARR state, as_marked
by 11t er al inyaigh. Theidentfediie Mambgbieanng et wBEb AN bR BT T o be
conducted By hBecAMAiRY thEaRbRifidMRBAGRMmbesNE We! Y11 TRDERd alsafB Hridr ald Reat i on
is perforned based on the size of elenents released indicated in the

par anet er scahpdrisen. Flleerdded {somecaessthijemetboiis &de fiioin aonfpetcinf identifi¢atien has

el apse while jn the WATFE _ACK state, which may [ndicates t net wor k, node
using the & r;&F‘PW"T’d’ﬂTcéeaéF@r@i‘ﬁ‘ e mg O%Wﬁ%q'onﬁlnmta#?@u% \%ﬁ%“ﬁ‘fepﬁ | onger
requires i St gﬁﬁﬂi i Si ik e B! t Wi | e
still ir1tFﬂf%ﬁH§%i&§%ﬁgﬁa efﬂﬁgﬁ%E%ﬁgﬁﬁﬁh@hﬁgﬁéggﬁff%gﬁlnesgggggﬁ%gﬁ be
recei ved ang cogperifonee DeAl | oc nessage as marked by literal 12.6. Under
this circunstance, the state machine transit back to REQ ALLOC state to

al |l ocate anot her range of nmenory required using different paraneter for
the Broad All oc nessage. After successful allocation of Array Table

el enents, the state nmachine goes into the IDLE state as indicated by

literal 12.1 from ALLOC ARR state. Figure 13 illlustrates the del ocation
of the Array Table elenent at run tinme and boot tine.



Upon detection of a Broad Alloc, as marked by literal 13.2, the state
machine transit to CONT_DET stage, as nmarked by literal 13.3. In the
CONT_DET state, the parameters of 16 Septenber 2003 1316 Periempeng03al | oc,
are checked if the Array Table el enents requested contend with current

used Array Elenents. If Array Table El enents request contention with all
the elenents used, the Reject Alloc n?ssage is sent back to the sender and
the state nachine transit back to the TDLE state, as nmarked by literal

13.1. If spre ot all.of the request ray . I ed, it
mar ked no @B‘Fﬁ“@h’f ﬁo ‘?‘goge‘feé'i g né:ﬁggﬁﬁ%rgg?ﬂggﬁﬁ’@rﬁ%??& a?seﬁgﬁ%#wgs .
mar ked by literal 13.5. The state machine transit to DE_ALLOC state, as

marked by literal 13.5. In the DE ALLCC state, the Array Tabl e Manager
frees the InnhesgribrArtythy listTdbl eontainskaidentifiradonsiumbest infuse é8imaRe By of pegsice

el ements are reflected i.n, the paraneters. of .ihe.Free DeAll e, as
mar ked by 1FF8?18‘P§f§?3?P%§Q§HHgB£’@P “tugﬂ’[eﬁe%}f {éﬁ}mﬁ%@g ‘%“Hgytﬁ%g%gﬁég’s&for t he
rel ease of; ; | @IToR ESur Hfds EThiS HGRBERAY 2 RaNE 0588 iBBuRbf t he
nmessage, t]ﬁ[eéégrtcg{@%%ﬁ&hg@#ansit bra Kk toll DLE statae from _ALLocostate.

. Ref erence themBiywvastompRred tb TieinvBiovk shahenly pasiresAd bivtd indidate REGhardpd, M T
Laboratory for_ Conputer Science an SA Data Securit I.n¢. ... April 1992,
16 Sept enb’@?“‘fﬁ@éoqﬂfu%%éﬁml%éfolsﬂ'ieg- taf‘%ﬁta’r'i‘?%’i'yd'@eg f%ﬁ“@%in&d’ftfegﬁr of the
per f or manc { ' ar ; j % | T, di

"dent 11 oot Qofcdln Bbnfer ShloaRIIRTRnAA b dforkbia bifore Mbending on,

list that gemuaibesoftte regamidith rqaésenreanh ideatificdtionusebeni | | be used as the
prior art for



conparison. The reéason is because this nethod is free fromconflict in
identification nunber generation whereas the other two net hods nentioned
in Section 3.2 are susceptible to conflicts in identiftd2ertewRenii@Ser
generation, thus they are not suitable to act as a basis for conparison.
16 Septenber 2003 15 Appendi x A: Menory performance based on prior art
conpared to the invention In the priorlért, the list, that contains the
identification nunbers in use, is nmade up of a one- dinensional array of
identification,nugbers.. E i i fJ [ e : i nt eger
or unsi gngﬁpﬂe&ﬁl&uﬁvﬁsﬁ{cﬂggﬁjﬁgﬁl?lﬁg%/it);egga%sltﬁq‘gb consz&lrn %?Jéasggthr@éﬂeﬁl?i\?g | ar ge
anount of nenory as conpared to the invention, which only requires a bit
to indicate whether the identification nunber is being allocated. The
rati o of ripther priaresdthe searenipr sdethen thefidantiicatiqniuinles iy iNfUse teETRehPLr i s
allocated in invention to prior_art /is, 1:8 or ., I :
nunber of °8P1P§“P%31i}ﬁ F%Laltt?rovqhéeplag@gﬁ?h &S Hiemrg:)#llﬁc%f?iﬁgoﬁgﬁﬁ gg%rﬁmci‘@&?
Sept enber 2003 6ndRPERMEXHBVeRGACHe RAChOSHTBRE BrDPGBI i9Behticdrfiol Byte
conpared to the invention In the prior art, the search for whether the

i dent i fi cdevedmntilthbbyteithmt contaime af lsaghont orssebit byfirscenepantensg. Kaensogatiér

one at o PREYCRBAE/E. Fh DN 17 AraREy BTIC § RSPy PLYE A EO S B 11 1 st
oyte | evel dtfthbichBedly b dyiAh 10 5&%@{ {3BleonlafitSh 108t ERE ]l Orc8 ik T St

encount er or 1 nstance, eSize Is eight, each byte in the
array tabligtd 8 fenmipamel bukddncHad bit.byAitfadm s nat-sigojfiabnt bitdoOke first noet bit es
that the byte . in the array table cgntains at | east one unset bjt, Once this

byte is foRmwnt The wiveptiones §wamareeflisient yhpicarch isdRncEen gt SRy the €33ht i t
for the fi &zﬁére%sﬁﬁeg'zé is eight.



present. The invention is thus nore efficient as the search is done eight
at atime in the case where the ByteSize is eight. 16 Septenber 2003 17
Clains 1. A nethod of allocating and nanagi ng whol e' nifhBeptemden20d3 cati on
(I'D) nunbers, said nethod including the steps of, naintaining an array
table of flags to indicate whether said _ED nunbers are in use; assigning
the smallest available said DD nunber & the hi ghest priority to be

al l ocated; nonitoring the nunber of said ID nunbers being rel eased; and
-reusi ng sd&ilaimsel eased ED nunbers. 2. The nmethod as in claim1, further

i ncluding the step of reducing nenory storage. for said flags by enploying
bits in each byte of said array table as flags for indicating whether said

I D nunber s jar g RehJih4i6hting -ana’h@nﬁ,@ﬁmﬁola@umbmuamﬁczﬁoxf (D) hembérackiddi ng
the step of associating one of said ID nunbers to one of said bits in said
array tabl e amethodindpdiog thestgpeofti on of said bit in said array table. 4.
The nmethod as in claim3, further including the step of maintaining a

scal able array table, wherein said step includes: nonitoring the nunber of

byt es being Cfrﬂ%ﬁﬁﬁﬁng@nﬁﬁw 1aMl¢ 861408l BrdicateeindtherGail Menvurblydreateon uswi cat e
that a newy allocated ID nunber is in use if all the existing bytes in
said scal able array table are all set; and releasing the last byte in said

scalable arr agssgg%g{geﬂlé gma Helst G0 L8 0 'm iR ds3Re hi%ﬁés?pﬁBﬁ“y to be allocated;

monitoring the number of said ID numbers being released; and
reusing said released ID numbers.

2. The méthod as in claim 1, further including the step of reducing memory storage for
said flags by employing bits in each byte of said array table as flags for indicating

whether said ID numbers are being used.

3. The method as in claim 2, further including the step of associating one of said ID
numbers to one of said bits in said array table according to the position of said bit in

said array table.

4. The method as in claim 3, further including the step of maintaining a scalable array

table, wherein said step includes:
monitoring the number of bytes being created in said array table;

creating a new byte to indicate that a newly allocated ID number is in use if all the

existing bytes in said scalable array table are all set; and

releasing the last byte in said scalable array table if all the bits in said last byte are

ali unset.



all unset. 16 Septenber 2003 18 5. The nethod as in claim4, further

I ncl uding the step of accessing said flags in said array table for each of
said | D nunbers by using row and col urm. indices t hat H%ﬁewémbébﬁ%ﬂied from
each of ‘said I D nunbers and the size of a byte in said array table. 6. The
method as in claimb5, further including %he step of supporting reusability
of said |D nunbers by using said array1 able of flags to ensure that

' | D nunb bej I d. 7. T hod . . aj_F
e O R RS e LRI e

gener at ed. 8-ta€1?|%§>l%%ﬁgf'§aié 1D B ;'b?lu%ﬂfg FANEA@cbiuith 1rf¥eces aR@eaafbe

identification ers a distributed network environnent, said
appar at us i ncégssthitgi fraim each af/saicili) aumbars iand theaimlof i byt inpaisharthyrigblen
interface for the communi cation between network nodes in said distributed
networ k envi ronnment and a communi cative service for allocation and

de-al | ocat ion ol LASANUIPLLERS, ARG Akind ThebbP MUBBGIE raikaBIEAY &bl ©

manager to frahage an a set o ay t or various protocol
stack |ayers I®auinbed Btusthgnaidatdy nabdeil fagsl taensnet theioinigea bk nwepers ¢es
manager that nmaintains said interface and handl e request between said

pr ot ocol stacheln&@é‘i'@teélnd said array tables. 9. The apparatus as in Caim
8, further including a session protocol handl er device wherein said device
initiates the exchange of conmmunication primtives that are used for

i nitializati oThapdivanadeiihn Qffutthe intloding ¢k stepofeomtfolbng theanangeyof Bbl es

by comunicating with other network nodes using a set of conmunication
primtives. numbersbemng generated.

8. An apparatus for managing and controlling the range of identification (ID) numbers in

a distributed network environment, said apparatus including:

an array table session handler for providing an interface for the communication
between network nodes in said distributed network environment and a communicative

service for allocation and de-allocation of the numerical range for said ID numbers;

an array table manager to manage and control a set of array tables for various protocol

stack layers required at a network node; and

a protocol stack service manager that maintains said interface and handle request

between said protocol stack layers and said array tables.

9. The apparatus as in Claim 8, further including a session protocol handler device
wherein said device initiates the exchange of communication primitives that are used
for initialization and management of the numerical range of said array tables by

communicating with other network nodes using a set of communication primitives.

10. The apparatus as in claim 9, wherein said set of communication primitives handled by

said apparatus is used for allocating and de-allocating a specific numerical range and



10. The apparatus as in claim9, wherein said set of conmmunication
primtives handl ed by said apparatus is used for allocating and

de-al l ocating a specific nunerical range and 16 Sept enHePepigmdendl0% o set
up an I D reservation session by encapsul ating said set of conmunication

S primtives using protocol primtives supé)orted by said host network node.

11. The apparatus as in Caim8, further”including a contention detection

and resol ution neans r_resqlvi . ent.i i-n t L ) of a
simlar index€d*ArPas’ ﬁ@brlf’%e_w_ L ?lglgs%& Ch sle%lgga{agd Eéelﬁ{)r nglg]es y
exchangi ng copmmiiveatibial pRitbdsl Fﬁm@veskappome by RpidtakLsctasTk model ai m 11,
further including an array table managenent neans using a base array table
to manage el enments of said array table within said distributed network

i t.. . Th i | ai , . i e i f
managr ng. ¢ Ha- L6 pRgRtb R i i piPe el ik coplitibf hetcBio S0 dTRAR | O

nunerical ranggafofr sabRidgRopeAte! & theRsnekabgapeot a giikeaindessdr ey tald e
el ements by using allocation and de-allocation state machines. 14. The

appar atus as phatdeast twd Sipafate neteorki nusies by perhapSing COBMUAKRERR PREIEY Ssed sai d
I D nunbers and reusing the nunerical range for said I D nunbers using the
paraneters of- said conmunication primtives used in said ID reservation

sessions. 1 T %pﬁﬁ@t;%ﬁ ab WS CaSmi 11, TudhdPidduding af @iy titde epiagéhénd Means
detection and resolution neans further includes: neans for checking all

: ! necki.ng
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duplications in ar%a% .tabl e el enent reservations; and neans for sending an
I D reservat i oREEE FBATER ¥ ini cation primitive to reject

13. The apparatus as in claim 12, further including means for managing the exchange of
communication primitives for reservation of the numerical range for said ID numbers
and management of said array table elements by using allocation and de-allocation

state machines.

14. The apparatus as in claim 13, further including means for detecting unused said ID
numbers and reusing the numerical range for said ID numbers using the parameters of

said communication primitives used in said ID reservation sessions.

15. The apparatus as in claim 14, wherein the contention detection and resolution means

further includes:

means for checking all received broadcast ID reservation session communication

primitives for duplications in array table element reservations; and

means for sending an ID reservation session communication primitive to reject
allocation of said array table elements based on the current utilization of said array

table elements if contentions are detected

16. An apparatus for allocating and managing whole number identification (ID) numbers,

said apparatus including:



all ocation of said array table elenents based on the current utilization of
said array table elenents if contentions are detected 16. An apparatus for
al l ocating and managi ng whol e number identification (I SeripmEps2003s,; d
apparatus including: 16 Septenber 2003 20 nmeans for maintaining an array
table of flags to indicate whether said bD nunbers are in use; neans for
assigning the small est avail able said 15 nunber as the highest priority to
be allocated; nmeans for nonitoring the nunber of said ID nunbers being

- rel eased; and neans for reusing said released |ID nunbers. 17. The apparatus

as in claim } dj nsofor. reducin nory._storage for
said flags b)J/nq ﬁ%?’%@rﬁﬁf&aﬁ%&l n ég‘ﬁg@p%gsc}? I%Cg(fa%: ‘gﬂ?tg% SpiddPenuRbeTs 6s f or
i ndi cating vbetder said I D nunbers are being used. 18. The apparatus as in

claim 17, further including nmeans for associating one of said ID nunbers
to one of said bits in said array table according to the position of said

bit in said 9..The. ap tu s in claiml18, further
i ncl udi ng neéﬁgrfsahgﬁorrtargr%?ﬁ?%&lﬁis% %t §‘E@%§\’%I5@%§ﬁr %e{ %hgl,ﬂgw%%p@pﬁtystaibe means
further incl ullestedyeans for nonitoring the nunber of bytes being created in

said array table; nmeans for creating a new byte to indicate that a newy
allocated ID nunber is in wuse if all the existing bytes in said scal able

array table - and rmeans rel easin he | ast byte in said scal abl e
array table ?‘Eee‘uéﬁ&rtr%@%@%%?c ey of sl I B bers being released; and |

means for reusing said released ID numbers.

I'7. The apparatus as in claim 16, further including means for reducing memory storage for

said flags by employing bits in each byte of said array table as flags for indicating
whether said ID numbers are being used.

18. The apparatus as in claim 17, further including means for associating one of said ID

numbers to one of said bits in said array table according to the position of said bit in
said array table.

I8. The apparatus as in claim 18, further including méans for maintaining a scalable array

table, wherein said means further includes:
means for monitoring the number of bytes being created in said array table;

means for creating a new byte to indicate that a newly allocated ID number is in

use if all the existing bytes in said scalable array table are all set; and

means releasing the last byte in said scalable array table if all the bits in said last

byte are all unset,



byte are all upset. 16 Septenber 2003 21 20. The apparatus as in claim19,
further including nmeans for accessing said flags in said array table for
each of said ID numbers by using row and col urm i ndi ce® $arigmea2dis
conputed fromeach of said ID nunbers and the size of a byte in said array
table. 21. The apparatus as in claim20,,further including neans for
supporting reusability of said ID nunb%lrs by using said array tabl e of
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t he range of cation nunbers.’in a distributed network

envi ronment , esanphtedkfronctatinof seid HY ntunbers tup thesize qfradwitehinsgidmrayiedes ace for
t he conmmuni cati on between network nodes in said distributed network

envi ronnent and a conmuni cative service for allocation and de- all ocation

of the numey ?‘gtlf aﬂ\'],:)%ﬂfs ab S clbith 56! TSP incfﬁlﬁﬁ‘%qhé&s i’d}@uﬁﬁgﬁﬂﬁehéaﬁﬂitﬁoﬁﬁid of

array tabl es’ arious protocol stack layers require at a network node;
and nai nt ai ni MY nembersibytwsirfgaeéd amay ahkdifdlage tueastrdbeivwugusER dupbesacol
stack layers and said array tables. 24. The nethod as in claim 23, further
i ncl udi ng theb§1i1§|§u?ﬂatqdni tiating the exchange of comunication primtives
that are used for initialization and managenent of the nunerical range of
said array tables by comunicating with other network nodes using a set of
comuni cat i Zm The kpparitwess in claim 21, further including means for controlling the range of ID

numbers being generated.

23. A method for managing and controlling the range of identification (ID) numbers.in a

distributed network environment, said method including the steps of:

providing an interface for the communication between network nodes in said
distributed network environment and a communicative service for allocation and de-

allocation of the numerical range for ID numbers;

managing and controlling a set of array tables for various protocol stack layers required

at a network node; and

maintaining said interface and handle request between said protocol stack layers and

said array tables.

24. The method as in claim 23, further including the step of initiating the exchange of
communication primitives that are used for initialization and management of the
numerical range of said array tables by communicating with other network nodes using
a set of communication primitives.

25. The method as in claim 24, wherein said communicating step further includes
allocating and de-allocating a specific numerical range and to set up an ID reservation
session by encapsulating said set of communication primitives using protocol

primitives supported by said host network node.



25. The nethod as in claim?24, wherein said communicating step further
includes allocating and de-allocating a specific nunerical range and to
set up an ID reservation session by encapsul ating sai #f Septegper 2003
comuni cation primtives using protocol primtives supported by said host
networ k node. 16 Septenber 2003 22 26. g?e method as in claim23, further
including the step of detecting and resdfving contention in the nuneri cal
range of a simlar indexed array table of at |east two separate network
nodes by exchangi ng conmuni cation primtives. 27. The method as in claim
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el ements of sald array t e wihin said distributed network environnent.

28. The net hochmention ielthe mudericdl urndecof & nintiladiimdpxeharrey dégblofof ahieagli e t he
exchange of conmmunication primtives for reservation.of the nunerical
range for sai EFPPBtf'n’EﬁFB’Sﬂ%n"d&ﬁhy FEEpERg SPmgrnehon BRTINVSS ah) e el enents by
using allocation and de-allocation state machines. 29. The nmethod as in
claim 28, further including the set of detecting unused said ID nunbers
and reusi n@7t Tre matieyd sah citamgks, fiothes mcdndify thersbegpr o ussigwbadserpataleter s of

said communication primtiyes used jn sai.d I.D reservation sessions. 30. The
net hod as in E12878A %‘@Pe%égﬁl%m?’f%tahgt"é@l‘? ﬁ@ggi‘?gﬁ’r"’é VAL VUG, her

i ncl udes: checking all received broadcast ID reservation session

comuni cation primtives for duplications in array table el enent

reservat i orgs. Taathesienidisnig ciaiml 17, fertter nadlading $esssdpoof oamging hatekormnge ofri ti ve
to reject allocation of said array tahle fl ement s based .on t current
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and management of said array table elements by using allocation and de-aliocation

state machines.

29. The method as in claim 28, further including the set of detecting unused said ID
numbers and reusing the numerical range for said ID numbers using the parameters of

said communication primitives used in said ID reservation sessions.
30. The method as in claim 29, wherein the detecting and resolving step further includes:

checking all received broadcast ID reservation session communication primitives for

duplications in array table element reservations; and

‘sending an ID reservation session communication primitive to reject allocation of said
array table elements based on the current utilization of said array table elements if

contentions are detected.



Met hod for Allocating and Managi ng Unique Identification Nuneral in a
Net wor k Envi ronment Abstract A nethod of allocating an? ganag_li na %ol e
nunber identification (1D) nunbers is needed for ident% PERIGFPENZGE many
areas such as network session ID.-and channel ID. ID nunbers have been
generated by using an | D nunber counter which either |acks proper |D. nunber
managenent to support | D nunber reusabild3ty or involves high nenory usage
and processing tinme in sorting and searching. This invention ains to
provide an efficient nethod of allocating and managi ng | D nunbers in terns
of menory and pr ocedéthgd fombllocatingramddViagagihg Unbywefdeatificatiom scal abl e
array table of bits. This inyention i | s ble to handle an environnmen
where | D nunbers are to be ‘HB?‘@E“?%%&%H?@‘(&‘BE?@BE%W ronment. An '

envi ronment where each network node handl es the full range of nunerical
value for generating the.identification nunber with collision avoi dance

appar at us.. Kibgtr&ct

A method of allocating and managing whole number identification (ID) numbers is needed
-for identification in many areas such as network session ID and channel ID.ID numbers
have been generated by using an ID nlimber counter which either lacks proper ID number
management td support ID number reusability or invoi}zes high ‘memory usage and
processing time in sorting and searching. This invention aims to provide an efficient
method of allocating and managing ID numbers in terms of ﬁemow and processing time,
. by mapping the ID numbers to a scalable array table of bits. This invention is also able to
‘handle an environment where ID numbers are to be handled in a distributed environment.
An environment where each network node handles the full range of numerical value for

generating the identification number with collision avoidance apparatus.

Fig.1



